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Abstract: A framework for a connected electronic product security evaluation program, with 
specific requirements and guidance relating to digital diabetes devices and solutions, such as 
insulin pumps is defined in this standard. 

Keywords: assurance, diabetes, devices, evaluator, firmware, IEEE 2621.1™, protection profile, 
security, security target 
•

The Institute of Electrical and Electronics Engineers, Inc.  
3 Park Avenue, New York, NY 10016-5997, USA  

ULSE Inc. 
333 Pfingsten Road 
Northbrook, IL 60062 

Copyright © 2022 by The Institute of Electrical and Electronics Engineers, Inc. and  ULSE Inc. 

UL's Standards for Safety and IEEE Standards are copyrighted by ULSE Inc. and IEEE respectively. Neither a printed nor electronic copy 
of a Standard should be altered in any way. All of UL’s Standards for Safety and IEEE Standards and all copyrights, ownerships, and rights 
regarding those Standards shall remain the sole and exclusive property of ULSE Inc. and IEEE respectively. 

All rights reserved. Published 13 May 2022. Printed in the United States of America. 

IEEE is a registered trademark in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and Electronics  
Engineers, Incorporated.  

PDF: ISBN 978-1-5044-8582-1 STD25339 
Print: ISBN 978-1-5044-8583-8 STDPD25339 

IEEE prohibits discrimination, harassment, and bullying. 
For more information, visit https://www.ieee.org/about/corporate/governance/p9-26.html. 
No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior written permission 
of the publisher. 

ULSE INC. COPYRIGHTED MATERIAL – NOT AUTHORIZED FOR FURTHER REPRODUCTION OR DISTRIBUTION WITHOUT PERMISSION FROM ULSE INC.

ULN
ORM.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 U

L 2
62

1-2
 20

22

http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://ulnorm.com/api/?name=UL 2621-2 2022.pdf


IEEE Std 2621.2™-2022/UL 2621-2:2022 
IEEE/UL Standard for Wireless Diabetes Device Security: 

Information Security Requirements for Connected Diabetes Solutions 

Commitments for amendments 

This Standard is issued jointly by the Institute of Electrical and Electronics Engineers, Inc. (IEEE) and 
ULSE Inc. (ULSE) Comments or proposals for revisions or any part of the standard may be submitted to 
IEEE and/or ULSE at any time. Revisions to this Standard will be made only after processing according to 
the Standards development procedures of IEEE and ULSE. 

Comments or proposals for revisions on any part of the Standard may be submitted to ULSE Inc. at any 
time. Proposals should be submitted via a Proposal Request in ULSE's On-Line Collaborative Standards 
Development System (CSDS) at https://csds.ul.com. 

Any person who would like to participate in evaluating comments or in revisions to an IEEE standard is 
welcome to join the relevant IEEE working group. You can indicate interest in a working group using the 
Interests tab in the Manage Profile & Interests area of the IEEE SA myProject system.1 An IEEE Account 
is needed to access the application. 

Comments on IEEE standards should be submitted using the Contact Us form.2 

Copyrights 

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. 
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These 
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization, 
and the promotion of engineering practices and methods. By making these documents available for use and 
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the 
documents. 

UL's Standards for Safety are copyrighted by ULSE Inc. Neither a printed nor electronic copy of a Standard 
should be altered in any way. All of UL's Standards and all copyrights, ownerships, and rights regarding 
those Standards shall remain the sole and exclusive property of ULSE Inc. 

To purchase UL Standards, visit ULSE’s Standards Sales site at: 
http://www.shopulstandards.com/HowToOrder.aspx or call toll-free 1-888-853-3503. 

 
Important Notices and Disclaimers Concerning IEEE Standards Documents 

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. 
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html), 
appear in all standards and may be found under the heading “Important Notices and Disclaimers 
Concerning IEEE Standards Documents.” 

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents 

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating 
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards 
through an accredited consensus development process, which brings together volunteers representing 
varied viewpoints and interests to achieve the final product. IEEE Standards are documents developed by 
volunteers with scientific, academic, and industry-based expertise in technical working groups. Volunteers 

 
1 Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing. 
2 Available at: https://standards.ieee.org/content/ieee-standards/en/about/contact/index.html. 
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are not necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While 
IEEE administers the process and establishes rules to promote fairness in the consensus development 
process, IEEE does not independently evaluate, test, or verify the accuracy of any of the information or the 
soundness of any judgments contained in its standards. 

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all 
warranties, express or implied, concerning this standard, including but not limited to the warranties of 
merchantability, fitness for a particular purpose and non-infringement.  In addition, IEEE does not warrant 
or represent that the use of the material contained in its standards is free from patent infringement. IEEE 
standards documents are supplied “AS IS” and “WITH ALL FAULTS.” 

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related 
to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved 
and issued is subject to change brought about through developments in the state of the art and comments 
received from users of the standard.  

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by 
any other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon 
his or her own independent judgment in the exercise of reasonable care in any given circumstances or, as 
appropriate, seek the advice of a competent professional in determining the appropriateness of a given 
IEEE standard. 

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE 
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE 
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE. 

Translations 

The IEEE consensus development process involves the review of documents in English only. In the event 
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE 
standard. 

Official statements 

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board 
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its 
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, 
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall 
make it clear that the presenter’s views should be considered the personal views of that individual rather 
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. 

Comments on standards 

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, 
consulting information, or advice pertaining to IEEE Standards documents.  
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