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Foreword—This dogument identifies recommended practices for the implementation of a supportability~program for
software within an overall systems engineering framework. Guidelines for implementation) of a Software
Supportability Plaph and associated Software Supportability Case are presented. Recommended practicgs are
described for establishing a software supportability program through selection of life cycle activity tasks tailoged for
the application. Hecommended models and process methods to achieve the life cycle activity tasks are priefly
reviewed and/or r¢ferenced. The recommended practices are applicable to all proje¢ts incorporating soffware.
The target audiemce for this document includes software acquisition organizations, logisticians, develppers,
supporters, and customers. This document is intended to be guidance for business purposes and shodild be

applied when it prpvides a value-added basis for the business aspects of development, use, and sustainmnient of
support-critical software.
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1. Scope
1.1 Purpose—This SAE Recommended Practice provides recomménded guidelines and bpst practices for

implementing a supportability program to ensure that software)is/supportable throughout its life cycle. This
Implementation Guide is the companion to the Software Supportability Program Standard, $AE JA1004, that
describes, [ within a Plan-Case framework, what software supportability performance requirements are
necessary.

This document has general applicability to all sectors of industry and commerce and to all types of equipment
whose fungtionality is to some degree implemented via software. |t is intended to be guidgnce for business
purposes pnd should be applied when ji~provides a value-added basis for the busipess aspects of
development, use, and sustainment of\support-critical software. Applicability of specific recommended
practices will depend on the support-significance of the software, application domain, and life ¢ycle stage of the
software.

1.2 AudienceThe target audience for the document includes software acquisition organizatjons, developers,
logisticiang, supporters, and customers.

1.3 Applications—This document is applicable to all software-intensive projects, and in part|cular to projects
where a long system. software life cycle is expected. This document is applicable throughouflthe complete life
cycle of sg¢ftware-intensive systems, although specific recommended approaches may be|l more effectively
applied at gpegific’life cycle points.

The combination of the Software Supportability Program Standard, SAE JA1004, Software Support Concept,
SAE JA1006, and this document, provides guidance to implement software support-related aspects for:

a. Sy

M

stem software logistics management as described in
ILPRF49506], [MILHDBK347], [MILHDBK1467], [CECOM95]; and,

[DEFS0060-3],

[MILHDBK502],

b. Software maintenance and supply processes and other related supporting processes described in
[1IS012207], [ISO14764], [[EEE12207-0], [[EEE12207-1], [IEEE12207-2], [IEEE1219], and [SWEBOK].
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2. References

2.1 Applicable Publications—The following publications form a part of this specification to the extent specified
herein. Unless otherwise indicated, the latest version of SAE publications shall apply.

2.1.1  SAE PUBLICATIONS—SAE publications are available at: http://www.sae.org/

SAE AIR 5121—Software Supportability—An Overview

SAE ARP 5580—Recommended Best Practices for FMECA Procedures
SAE JA1000—Reliability Program Standard

SAE JA1002—Software Reliability Program Standard

SAE JA1004—Software Supportability Program Standard

SAE JA1006—Software Support Concept

SAE JA1010—Maintainability Program Standard

2.1.2 AFOTEC|PAMPHLETS—Available from HQ Air Force Operational Test and cEvaluatiop Center, hitp://
www.afotec.af mil

[AFOTECP2] AFOTEC Pamphlet 99-102, Volume 2, “Software Suppert’Life Cycle Prgcess Evaluation
Gujde,” HQ Air Force Operational Test and Evaluation Center, August 1, 1994,
[AFOTECP3] AFOTEC Pamphlet 99-102, Volume 3, “Software Maintainability Evaluatiop Guide,” HQ Air
Fotice Operational Test and Evaluation Center, September <, 1996.
[AFOTECP5] AFOTEC Pamphlet 99-102, Volume 5, “Software/Support Resources Evalugtion Guide,” HQ
Air|Force Operational Test and Evaluation Center, August 28, 1995.

2.1.3 CECOM PuBLICATION—Available from http://www.monmouth.army.mil

[CECOMO5] US Army CECOM, Potoczniak, J.45¥Software Logistics Planning Handbook,[ October 1995.

2.1.4 UK DEFEINCE PUBLICATIONS—AVvailable from-http:/www.dstan.mod.uk

[BS70d0-5] British Standard 7000 ((Part 5), “Design Management System. Guide [to Management

Obpolescence,” 2001
[DEFS%O40—1] UK Defence Standard 00-40(Part 1)/Issue 4(ARMP-2), “Reliability and Maintainability Part

1: Management Responsibilities and Requirements for Programmes and Plans,” Octgber 22, 1999

[DEFS0041] UK Defence Standard 00-41/Issue 3, “Reliability and Maintainability MOD Gide to Practices
and Procedures,” Section 15.1, June 25, 1993

[DEFS0042-2] UK(Defence Standard 00-42 (Part 2)/Issue 1, “Reliability and Maintainability Assurance
Gujdes Part 2:)Software,” September 1, 1997

[DEFS0042-3]NUK Defence Standard 00-42 (Part 3)/Issue 1, “Reliability and Maintainability (R&M)
Assgurance Guidance Part 3: R&M Case,” October 22, 1999

[DEFS0060-0] UK Defence Standard 00-60 (Part 0)/Issue 5, "Integrated Logistic Bupport Part O:
Application of Integrated Logistic Support,” May 24, 2002

[DEFS0060-1] UK Defence Standard 00-60 (Part 1)/Issue 2, “Integrated Logistic Support Part 1: Logistic
Support Analysis (LSA) and Logistic Support Analysis Record (LSAR),” March 31, 1998

[DEFS0060-2] UK Defence Standard 00-60 (Part 2)/Issue 5, “Integrated Logistic Support Part 2: Logistic
Support Analysis Application to Software Aspects of Systems,” May 24, 2002

[DEFS0060-3] UK Defence Standard 00-60 (Part 3)/Issue 2, “Integrated Logistic Support Part 3: Guidance
for Application Software Support,” March 31, 1998



https://saenorm.com/api/?name=50bed43b2ec1d8b2be14d444592cd106

SAE JA1005 Reaffirmed MAY2012 Page 6 of 67

2.1.5 |EC PuBLICATION—Available from International Electrotechnical Commission, 3, rue de Verambe, P.O. Box
131, 1211 Geneva 20, Switzerland.

[IEC 60812] IEC 60812:1985, “Analysis Techniques for System Reliability - Procedure for Failure Mode
and Effects Analysis (FMEA),” 1985

2.1.6 |EEE PuBLICATIONS—Available from IEEE, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331.

\ [IEEE1219], IEEE 1219, “IEEE Standard for Software Maintenance,” June, 1998
[IEEE12207-0] IEEE 12207-0-1996, “Software life cycle processes,” IEEE Computer Society, March 1998
[IEEE12207-1] IEEE 12207-1-1997, “Software life cycle processes—Life cycle data,” IEEE Computer

Society. April 1998
[IEEE1P207-2] IEEE 12207-2-1997, “Software life cycle processes—Implementation cangiderations,”
IEHE Computer Society, April 1998

2.1.7 1SO PuBlicaTioNs—Available from ANSI, 11 West 42nd Street, New York, NY 10036-8002.

[1ISO12p07] ISO/IEC 12207, “Information Technology - Software Life Cycle\Processes,” Aligust 1, 1995,
[1ISO14f64] ISO 14764, “Information Technology — Software Maintenance;” 1ISO, 1999.
[1ISO15p04] ISO/IEC TR 15504-1:1998 Information Technology -- Software Process Assegsment,” Parts 1-

9, IBO JTC 1/8C 7, August-September 1998.

2.1.8 MILITARY [PUBLICATIONS—DODSSP, Building 4/Section D, 700\Robbins Avenue, Philadelphia, PA 19111-
5098, http://dodssp.daps.mil/

[MILHOBKS347] MIL-HDBK-347, “Mission-Critical Computer Resources Software Support) May 22, 1990
[MILHOBK502] MIL-HDBK-502, “DOD Handbook ‘Acquisition Logistics,” May 30, 1997
[MILHOBK1467] MIL-HDBK-1467, “Acquisition® of Software Environments and Support Software,”
Noyember 19, 2002
[MILHOBK2155] MIL-HDBK-2155, “FailureyReporting, Analysis and Corrective Action Sygtem,” December
11,/]1995
[MILPRF49506] MIL-PRF-49506,.*Performance Specification Logistics Management Information,”
Noyember 11, 1996

2.1.9 SEPO PysLIicaTION—Available from Software Engineering Process Office, D12, Space and Naval Warfare
Systems [Center San Dieg0, 53560 Hull Street, San Diego, CA 92152-5001, hitp://sepo.spawar.navy.mil

[SEPO] Software Engineering Process Office (SEPO), Home page focal point for the §pace and Naval
Warfare Systems Center.
[SEPOZ] “Softyware Estimation Process,” Software Engineering Process office (SEPQO), vgrsion 2.2 August
1999

2.1.10 USC PuBLICATION—Available at: http://sunset.usc.edu/COCOMOII/cocomo.html

[USC] University of Southern California, COCOMO Project Suite Home Page
2.1.11 OTHER PUBLICATIONS

[BOEHM81] Boehm, V.W., “Software Engineering Economics,” Prentice-Hall, Englewood Cliffs, NJ, 1981

[BS5760] British Standard, BS5760: Part 5:1991, Reliability of systems, equipment and components:
Guide to failure modes, effects and criticality analysis (FMEA and FMECA), British Standards
Institution, London, England, 1991

[CASA-SAS] CONSTRUCCIONES AERONAUTICAS, S.A.(C.A.S.A), “Support Analysis for Software
Processes: Generic Process Flow,” Integrated Logistic Support, Draft D, Madrid, Spain, April 14, 2000
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[LMEPI140-xx] EPI 140-xx (Draft 6), “Software Reliability and Maintainability Best Practices,” Lockheed
Martin Corporation, EPI Center, Camden, NJ, August 1999

[LYU96] Lyu, Michael, Handbook of Software Reliability Engineering, McGraw Hill / IEEE CS Press,
Washington, DC, 1996

[MOOD98] Harrison, R., Counsell, S., Nithi, R., “An Evaluation of the MOOD Set of Object-Oriented
Software Metrics,” IEEE Transactions on Software Engineering, Washington, DC, Vol 24, No 6, 1998,
pp 491-495

[MUSA92] Musa, John D. “Operational Profiles in Software Reliability Engineering,” IEEE Software,
Washington, DC, March 1993, pages 14-32

[MUSAQ9] Musa, J., Software Reliability Engineering, McGraw-Hill Book Company, NY, 1999

[NATO96] NATO (Draft), “COTS Software Acquisition Guidelines and COTS Policy Issge$ — 1st Revision,”
NATO Communications and Information Systems Agency, Brussels, Belgium, January 12, 1996

[NATO97] NATO (Draft), “NATO Guidelines for the Integration of Off-The-Shelf Softwarel]” Working Paper
AQY322(SC/5)WP/4, NATO C3 Board Information Systems Sub-Committee, -Brussels, Belgium, June
30| 1997

[PEERLY1] Peercy D., Tomlin,E., Horlbeck, G., “Assessing Software Supportability Risk: A Minitutorial,”
IEEE Computer Society, Proceedings of the Conference on Software Maintenance, 1987, Washington,
Dd, September 21-24, 1987

[PEERLY2] Peercy D. E., “A Software Maintainability Evaluatian*Methodology,” IEEE| Transactions on
Software Engineering, Vol 7, No 4, 1981, pp 343-352, Washington, DC

[RCTADO178B] RCTA/DO 178B, “Software Considerationsg in/Airborne Systems and Eqlipment,” Federal
Aviation Administration software standard, RTCA Inc.,” Washington, DC, Decembel 1992; Notice N
8110.77, “Guidelines for the Approval of Field-L'oadable Software,” November 18 1998; Notice N
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[SCHNPE8] Schneidewind, Norman, “How to Evaluate Legacy System Maintenance,”| IEEE Software,
Washington, DC, July/August 1998, pp 34-42

[SCHN99] Schneidewind, Norman;*Measuring and Evaluating Maintenance Process [Using Reliability,
Rigk, and Test Metrics,” IEEE Transactions on Software Engineering, Vol 25, No 6, Washington, DC,
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[SEICBS] Software Enginegering Institute, COTS-Based Initiative, “ Workshop on COTS-Based Systems,”
CMU/SEI-97-SR-019,,Pittsburgh, PA, November 1997
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Practice,” IEEE Software, Washington, DC, March/April 1998, pp 34-45

3. Definitions—See Appendix A.

4. Overview of Software Supportability Program—Software supportability cannot be improvised; it must be
addressed consistently and systematically. Supportability must be addressed throughout the complete life
cycle from concept through development, delivery, and operational use, in a way that allows demonstration to
the customer that support requirements are being met effectively. Addressing supportability early in the life
cycle can avoid the possibility of costly product redesign by ensuring that supportability is designed into the
product. The purpose of this section is to outline a broad approach that will enable the satisfaction of this
objective within the context of the Software Supportability Program Standard [SAE JA1004]. The broad
approach to ensure software supportability, based on a supportability analysis, is illustrated in Figure 1.
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concept.
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which in turn, via the resulting software/system design, feedsdhe’supportability analysis. The supportability

design req

The stands
described i
information

irements form part of the software support concept cutput.

C. Best practice methods and techniques that facilitate supportability analysis are described

The Impor
particular s
needs as ¢
conjunction
and highern
supportabil

A software
supportabil
supportabil
activities th

fance of Planning—Achieving the optimum cost, responsiveness, and quality o
pftware product will come fronvhaving an effective planning strategy directed towa
etermined through customer requirements. The strategy should be developed
with planning for overall' system supportability. Furthermore, there should be V|

ty activity is properly integrated with other disciplines.
supportability-plan, as described in [SAE JA1004], is the primary enabler for sa

ty requirements for a software product. In common with other types of project
ty plan‘needs to address the software aspects of a system supportability plan,

activities th

GURE 1—OVERVIEW OF SOFTWARE SUPPORTABILITY PROGRAM-APPROA

at are-to be undertaken to achieve the software supportability objectives. The Plg
at"are to be undertaken to demonstrate that software supportability objectives have been achieved.

CH

oftware support

The supportability analysis results and logical arguments (analysis evidence) are captured in a

hat are typically
Jn requirements,

rd Plan and Case are described in [SAE JA1004] and a software support concgpt framework is
h [SAE JA1006]. Suggested templates forthe Plan and Case are given in Appendix B. Detailed
on the incorporation of analysis activities within the life cycle is provided in Sectiofn 5 and Appendix

n Section 6.

support for any
[ds supportability
and executed in
sibility to project

program managersyof major milestones and outputs, to ensure that control ahd monitoring of

isfying customer
plans, a software
And describe the
n also describes

The Plan's activities, comprising associated tasks, schedules, resources and outputs, should be carefully
integrated with appropriate system-level support planning activities.

Software supportability analysis, driven by a software supportability plan, should produce a software
supportability case and software support concept. Where software development is carried out, supportability
analysis evidence, detailed in a software supportability case, should include a set of design requirements for
software supportability that are iterated with the system and software design effort to ensure supportability
characteristics are built into the software products.
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4.2 Determining Support Requirements Through Analysis—Software supportability analysis tasks are
conducted throughout the life cycle to identify and complete relevant aspects of the software support concept
and provide evidence, documented in a software supportability case, of supportability achievement. These
tasks ensure that the customer requirements for supportability are clearly understood, are being met through
the various management and engineering activities, and can be demonstrated to the customer’s satisfaction.

Software supportability analysis tasks must, throughout the system life cycle, be conducted within the overall
context of system and logistic engineering to ensure that a system support solution, and not just a software

aciinnort eolition ie attained Once sarly clinnoriahility nlanninag hae haen condiictad and nroarace roview
uu'J'J\.III. \J\.Ilul.l\.lll, o awtddlivwu.,. liIve vl |y uu'J'J\.II I.uullll.y |Jlullllll |U Qo wvoewvwll vwi quul.\.lu, CAl 1A Hlvul\l\.’\.’ ITwvivyvy

mechanisms defined, specific supportability analysis tasks are conducted in accordance with the software
supportability plan. These analysis tasks can be described as addressing the following attributes of software
support:

a. Defjnition—Establish software supportability objectives; determine related software support goals,
thrasholds, constraints, and performance; analyze software support cost and operational readiness
drivers within the system context; and identify the general approach to software support in comparison
with existing systems.

b. Alternatives—Determine optimal alternatives for the who, where, when)and how of goftware support
to bplance software and system life cycle cost, schedule, performance; and supportabfility.

c. Resgources—Identify software support personnel, systems, facilities, training, d provisioning
necessary to establish the selected transition and operational support alternative.

d. Assgessment—Provide evidence throughout the life cyclédhat the supportability requirements are
being or have been achieved and any prior deficiencieshave been corrected.

A general framework and sequencing for software supportability analysis tasks is illustrated in|Figure 2.

Project Life Cycle
Pre-Concept| + PROGRAM PLANNING AND CONTROL

=/ Development of an early SW Supportability Strategy — PLAN
—  Program and Design Reviews

Concept s\ MISSION, DEVELOPMENT & SUPPORT SYSTEMS DEFINITION
—  Use Study —  Technological Opportunities
—  Standarization —  Design Factors
—  Comparative Analysis —  Integration of ADP Systems
Develgpmentt . pREPARATION AND EVALUATION OF ALTERNATIVES

—  Functional and Non-Functional Requirements

—  Support System Alternatives —  Evaluation of Alternatives & Trade-Offs
« DETERMINATION OF SUPPORT REQUIREMENTS

—  Operational Task Analysis

—  Software Exception/Problem Support Analysis (FRACAS)

—  Software Modification Analysis

Saftware Transition Analyusi

—  Post-Deployment Software Support (PDSS)/Logistics Management Analysis
SOFTWARE SUPPORTABILITY ASSESSMENT (CASE)

— Operation — Modification — Problem Reaction —  Logistics Management

Post-Development

—  Lessons Learnd

Continue analysis activities during the service phase, as appropriate.

FIGURE 2—SOFTWARE SUPPORTABILITY ANALYSIS TASKS
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Specific sequencing of tasks is described in Section 5 while the specific tasks are described in more detail in
Appendix C. Best practice methods and techniques for achieving some of the tasks are given in Section 6.
These analysis tasks are similar to those described as Software Logistics Support Analysis (LSA) tasks in
[DEFS0060-3] which also includes thorough descriptions of generic software support processes that can form
the basis for software support function analysis. A process flow for supportability analysis tasks can be found
in [CASA-SAS].

4.3 Outputs of Supportability Analysis—Software supportability analysis, as defined by this document, has 3
outputs (reference Figure 1): a software support concept, supportability design requirements, and a software
supportability case.

The softwa al outputs, in the
sense that|they are provided to the customer, even though they are used internally during|the development
program. [The supportability design requirements, however, are to be considered internal [outputs from the
supportability analysis to the design area, and hence may not be seen by an external. customgr.

4.3.1 SOFTWAHE SUPPORT CONCEPT—A software support concept is a structured description of the characteristics
of a software product, and of the associated support infrastructure and processes, which fare necessary in
order to [satisfy the customers supportability requirements. A detailed~generic description of a software
support goncept framework is presented in [SAE JA1006], and illustrated’in Figure 3.

Support Classes
S &
& & &
< ) S
‘o& @6 4\@\ 4 e
WA
AN 5|8
o | =
Lo A
b\ s|2|2
. sy
C)\\ Agents 285
o8
Scenarios Support
Functions

Support Profile

FIGURE 3—SOFTWARE SUPPORT CONCEPT FRAMEWORK

Appendix A gives definitions for 'support concept’ and its three dimensions of 'support classes,' 'support
functions,' and 'support profile.'

A software support concept for a particular product will evolve as the software is developed and more
becomes known about the support requirements. The content of a Concept should be compiled from
supportability analysis activities such as described in this guide. A Concept would normally be developed
jointly with the customer, and finalized at, or prior to, acceptance.

Normally, it is essential to maintain a software support concept document throughout the operational life of
the subject software. A Concept will describe the support facilities, resources and procedures that are
actually fielded, and hence it is important that this information should be accurate and kept up-to-date.
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432

433

SUPPORTABILITY DESIGN REQUIREMENTS—Design requirements for supportability are outputs from particular
supportability analysis tasks described within this guide. Design requirements are concerned with ensuring
the software is designed for supportability to facilitate possible future system and/or software changes. Such
changes could include reuse or modification of the software for new applications. The desired supportability
characteristics define the 'support classes' dimension of a software support concept. Confirmation that
supportability characteristics have been achieved is captured in a software support case through evidence
and logical argument.

Supportability analysis is conducted to determine the precise characteristics of each support class that are
appropriate for a specific application. The goals of this activity are to deliver a supportable product, ensure
that the necessary support mfrastructure is in place before the entry into service, and sustain the software

reviewed
commun
principal

SOFTWA
justificati
argumen
general

example
the Case

A softwa
and/or ¢
supporta
products
plan sho

A softwg
acceptan
intermed
product

maintain

Supportah
be the logic
software p

throughout the project. The mechanism and format in which supportability design
ated between supportability analysts and software designers jissmainly a supp
Activities and milestones should be visible in a software supportability plan.

E SUPPORTABILITY CASE—A software supportability case(has two main purpos
bn of the approach taken by the supplier to software supportability; and to docum

1ss characteristics

portability design
project and then
requirements are
lier concern, but

es: to provide a
nt evidence, and

, that demonstrates that the software meets (or execeeds) its supportability requirements. The

outline for a software supportability case is provided in Appendix B. Other descri
construct can be found in [DEFS0042-2] and{DEFS0042-3].

pnstruction, and/or postproduction_support.
bility case should have been determined through early decisions about the natun
to be delivered to the customer, and the customer’s needs for support. A softw
ild show how source data and-associated information required for the Case would

re supportability case would typically be a deliverable to the customer to
ce, although for longer'or more complex development programs there may be be
ate software supportability cases at appropriate milestones. Where, after initial d¢g
s expected to‘continue to grow and be enhanced, its software supportability
bd and periodically reviewed.

ility Program Life Cycle Management—For the purposes of this guide, software
al design of a system that has the ability to be readily adapted to meet changing 1
ovides the logical functionality of a system. The intention is for software faults]

ationale and components of a software supportability case are described in [SAE JA1004].

An
ions and uses of

e supportability case will be progressively populated as a project proceeds throygh development,
The required scope and contemt of a software

e of the software
hre supportability
be provided.

support system
nefit in producing
livery, a software
case should be

is considered to
bquirements, i.e.,
to be corrected,

enhancements incorporated, and changes made to adapt to environment modifications and alternate uses.
Ideally, software should be designed with supportability characteristics buili-in.  The infrastructure of people,
support systems, facilities, and processes are intended to facilitate an evolving software capability. However,
this implies that the software supportability program is also intended to evolve throughout all life cycle phases.

As such, the software supportability plan, supportability analysis, supportability case and support concept must

be applicable throughout all life cycle phases and updated as appropriate.

approach i
guidance a

s illustrated in Figure 4 for a full-scale development project. Considerations

re provided in Appendix E.

This life cycle management

for off-the-shelf
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5.1

Contract Acceptance
| Concept  Feasibility | Design & Manufacture | In Service
| [ [
Systems Definition Tasks
> oo >

{f @ ﬁ @ Inputs & Controls ﬁ @ ﬁ {

Alternatives and Trade-offs Tasks

Support Resource Requirements Definition Tasks

Supportability Assessment Tasks

>»> e >

AN

PROGRAM PLANNING & CONTROL

41+ 1+ Outputs 1+ L

N

SOFTWARE SUPPORTABILITY PLAN

SOFTWARE SUPPORTABILITY CASE

SOFTWARE SUPPORT CONCEPT

F

Concept ahd Feasibility Analysis—During the concept and feasibility analysis, the keyj

supportabi

requiremerfts should, as much as possible, be’ performance based and be related di

operationa

a. Mdasure of supportability characteristics that have been built into the software
prdcesses, and support environment design;

b. Mgturity level, using for example [SEICMM], of software support supplier and as
prdcesses;

c. So
bo

d. Software reliability metrics and design for reliability metrics that would affect correc
actiivity and confidence in the correctness of changes;

e. Support cost stratified by unit time, support functional area, supplier;

Software‘supportability risk: probability and impact of not performing a software sup

b

ti

GURE 4—SOFTWARE SUPPORTABILITY LIFE €YCLE MANAGEMENT APPRO

ity program is the identification of customer supportability requirements. The

needs and cost constraints. Possible supportability performance requirements in

tware product planned release frequency, change request profile, and change r
h emergency and-normal software changes;

ACH

element of the
se supportability
rectly to system
tlude:

product, support
sociated support

psponse time for

ive maintenance

pbort action in the

period required.

Supportability performance requirements must be quantifiable and measurable. In many cases the customer
may only have a vague idea of what software support is required and, in particular, what the software
supportability performance requirements should be. Perhaps such an application has never been done before,
or, perhaps, there are other alternatives that due to cost, business or technological constraints are not easy to
understand. Or, perhaps the customer has no clear vision and/or policy on support. In some cases, there is no
specific customer, especially if the software product is not a custom developed product but is intended to be
marketed as an Off-The-Shelf (OTS) element.

Determining the customer's software support requirements may be complicated, and the customer may require
some help in the definition of these requirements. For OTS procurement, even somebody representing the
customer, such as the marketing department, may require assistance in defining the support requirements.
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Three steps should be followed during the concept and feasibility analysis phase:

a. Establishment of the support objectives;

b. Comparison of provisional supportability requirements with other existing systems and consequent
refinement of supportability requirements as appropriate; and

c. Agreement on requirements and basic support concept framework.

Possible analysis tasks to address these three steps are illustrated in Figure 5. See Appendix C for the task
descriptions.

CONCEPT FEASIBILITY

DOTTWAIC _ SUPPOIT | SIALEZy

——— e _>
Start Software Supportability P la,

Tlasks Tasks
{.1.1: Early Strategy C.1.1: Early Strategy
{.2.1: Use Study C.1.2: Plan

C.1.3: Program Reviews

C.2.1: Use Study

C.2.3: Comparative Analysis

C.2.4: Techndlogical Opportunities

Capture Analysis Reparts)
Supportability Chse

FIGURE 5—EXAMPLE CONCEPT/FEASIBILITY PHASE ANALYSIS TASKS

5.1.1 DEFINITIQN OF OBJECTIVES—The first aspect.to-be addressed is a clear definition of whdt objectives are
sought gnd/or needed by the software supportability program. This statement of the objectives usually
permits @& simplification and clarification,jof the requirements. Objectives may include cost guidelines, rapid
turn-round for new releases, limited:interruption of user operations, use of OTS softwgre components,
responsg time to failures, and use of ¢ontractor and vendor support resources. It is important to clearly state
key obje¢tives and indicate theirrelative importance in case compromises are necessary.

5.1.2 CLARIFICATION OF TERMINGLQGY—The reference [SAE JA1006] provides a framework for development of a
software|support concept. However, it is useful to adopt application-specific terminology in order to ensure
that all participants {particularly the customer) can more readily understand and communigate the concept.
It is recbmmended Jthat the terminology used in [SAE JA1006] be carefully reviewed jand mapped to
applicatipn-specific terms. For example, terms used for “Support Levels” may vary greatly for different
industriep, ahd-even within different products of a same industry. A mapping of possible termjinology for a few
product ¢ategories against the terms used in [SAE JA1006] is illustrated in Figure 6.

The mapping and functions at each level may also change over time as technology changes. For example, in
the civilian automotive industry, the organization/field (i.e., driver/owner) may not have any software support
functions at this time. Owners do perform some hardware support functions. As software becomes a more
pervasive and critical component in automotive subsystems, and network communication interfaces link end-
users to direct logistic suppliers, the driver/owner may have software support actions that can be performed.
Updates to software can be downloaded directly by the owner from the logistic supplier or embedded
software components (updates or replacements) can be replaced by the owner. A remote site may run
diagnostic traces with the assistance of the owner who attaches a diagnostic adapter kit that can be directly
controlled. The key is for the support concept to capture the desirable approach and appropriately evolve
over the life of the software product.
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SAE JA1006 Civilian Military Civilian Unmanned General
Automotive Aircraft Aircraft Space Vehicle | computing
Organization |Garage/In-Drive| Flight Line In-Flight Space User
/ Field (Owner/Driver) / Field (Pilot)
Intermediate Dealer Hangar Airline Manned Space System
Station / Administrator
Vehicle
Depot Vehicle Military Airframe Ground Computer
Manufacturer Facility Manufacturer | Control Center Center
Depot
Vendor Supplier Contractor / Equipment Main Supplier /
Vendor / Supplier Contractor/ | Subcontractor
Supplier Supplief
FIGURE 6—EXAMPLE TERMINCLOGY ALLOCATION FOR DIFFERENT INDUSTRY AREAS AND PRODUCTS
5.1.3 DEFINITIQN AND TAILORING OF SUPPORT CONCEPT FRAMEWORK—A skeleton support concept|may be derived
from [SAE JA10086], even if it is only at the top level, as a kind of Checklist in order to ensurg that no support
aspect has been forgotten. Once the terminology has been clarified, it is often quite easy tp determine that
certain appects of the general support concept framework are‘not applicable. This tailoring ¢f the framework
for a spetific application facilitates the planning and prioritization of supportability analysis tgsks.
5.1.4 DEFINITIQN OF INITIAL REQUIREMENTS—An initial set of.requirements is defined on the basis| of outputs from
the analysis tasks such as illustrated in Figure 5:
a. Oljectives, requirements, program organization, system support integration;
b. Plans for Software Support Concept Profiles/Functions/Classes analysis tasks;
c. Use Studies, comparative analyses, functional requirements from existing systems;
d. Integration planning with product development/support engineering;
e. Odtline of roles and responsibilities of involved support agents; and
f.  Inifial Software Support:Concept with high-level support scenarios as output.
5.2 Design anf Production—<During the design and production of system and software conpjponents, a key

element oflany supportability program is meeting and demonstrating the customer supportabil
Refinement of the requirements is also typically accomplished as the software and its support
well undergtood within the system’s operational purpose. The supportability analysis tasks

the best

requirementslife cycle schedule constraints, and life cycle cost estimates.

upport/concept definition and acquisition approach that balances supportabil

ty requirements.
concept become
should establish
ty performance

Alternative support options, and tradeoff of supportability analysis tasks, initiated in the previous phase will be
expanded in scope for the identified software support significant items to determine an optimum support
concept: what support functions will be performed, by whom, and at what location(s) for the key scenarios

required for system operational support.

Specific support resource requirements for personnel, support

systems, facilities, and processes will be defined so that a support capability can be transitioned/acquired to
achieve the required supportability performance.

Possible analysis tasks to address this phase are illustrated in Figure 7. See Appendix C for the task

description

S.


https://saenorm.com/api/?name=50bed43b2ec1d8b2be14d444592cd106

SAE JA1005 Reaffirmed MAY2012 Page 15 of 67
DESIGN AND PRODUCTION
PROJECT FULL SCALE PRODUCTION
DEFINITION DEVELOPMENT
Software Supportability Plan
Tasks Tasks Tasks
C.1.1: Early Strategy C.1.2: Plan C.1.2: Plan
C.1.2: Plan C.1.3: Pgm Reviews C.1.3: Pgm Reviews
C.1.3: Pgm Reviews C.2.1: Use Study C.4.6: Transition Analysis
C.2.1: Use Study C.2.2: Standardization C.4.7: Post Production Support Analysis
C.2.2: Standardization C.2.3: Comparative Analysis C.5: Assessment
C.2.3: Comparative Analysis C.2.4: Technological Opportunities
C.2.4: Technological Opportunities C.2.5: Design Factors
C.2.5: Desien Factors C 3 1- Functional Reqnirementq
C.3.1: Hunctional Requirements C.3.2: Non-Functional Requirements
C.3.2: Non-Functional Requirements C.3.3 Alternatives
C.3.3 Allternatives C.3.4 Trade-Off Analysis
C.3.4 Tpade-Off Analysis C.4.1-C.4.5 Task Process Analysis
C.5: Aspessment C.5: Assessment
Capture Analysis | Reports — > Supportability | Case
FIGURE 7—EXAMPLE DESIGN AND PRODUCTION PHASE ANALYSIS TASKS
The followjng support areas may be addressed to meet and demonstrate that customer requirements have
been met dluring the design and production phase:
a. Dasignto class attributes, software support scearios, support significant items;
b. Dgtermination of support levels and characteristics;
c. Uge of methods, models, and analysis processes;
d. Alernative support systems, trade-off ahalyses;
e. Infegration with product development/support engineering activities;
f.  Roagles and responsibilities of suppért agents, definition of supplier contractual elements;
g. Fi:ral Software Support Concept;
h. Qualitative and quantitative supportability performance measurement;
i. Evidence collection procéss‘and presentation process;
j.  Transition and fielding'pretotypes, support assessments;
k. Integration with product acceptance, delivery, operation, and support;
I.  Cgntractual arrangements; and
m. In{service demonstration of capability.
5.3 In-Service—During the in-Service phase, software supportability documents (plan, concept, gase) are evolved
in conjungtion\with the software products being supported. The initial task is to conduc{ an as-acquired
assessment._As the software support is evolved, nearly all analysis tasks identified in 5.1 gnd 5.2 could be

repeated. The analyses will tend to be more localized around the implemented support concept dimensions.
In general, all software supportability tasks may be applicable throughout the In-Service phase.

For example, a new technology may be developed and its potential impact on the system and its software
supportability must be analyzed. On the other side, obsolesce may become a serious issue. Ongoing
supportability analysis is accomplished using previous analysis reports, new technological opportunity
analyses, and appropriate dependency analysis tasks relative to the appropriate support class, functional area,
and/or profile. The Plan, Concept, and Case are appropriately updated to reflect any changes.
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5.4 Tailoring Supportability Life Cycle Management—The tailoring of software supportability program activities
(supportability analysis tasks) depends upon the following general factors:

~o oo T

Phase of the project when the program is established;

Type of the software (e.g., development item, Off-The-Shelf item, combination);
Amount of design freedom to affect software and its system interfaces;
Availability of resources and information on existing systems;

System engineering and integrated logistic support interfaces;

In-service information requirements for support agency and customer(s); availability of supportability

analysis data; and

g.

Tailoring t
guidance
C. Other

Applicability of activities to the task.

n task dependencies, task tailoring logic, and system level task interfaces is provi
pecific off-the-shelf task tailoring guidance is provided in Appendix E.

5.5 Relationship of Software Supportability Program to Existing Standards

551

55.2

5.5.3

[ISO122
processs
processs
Review,

Infrastru
impleme
modifica
Operatiol
processs

D7] AND [IEEE12207-0] STANDARDS—These standards define five~primary soft
s (Acquisition, Supply, Development, Operation and Maintenance), a set of

s (Documentation, Configuration Management, Quality Assurance, Verification,
Audit, and Problem Resolution), and a set of four,organizational processes
tture, Improvement, Training). The joint use of/{SAE JA1004], [SAE JA
htation guide provides detailed guidance on managing and implementing the s
ion aspects covered by these ISO/IEEE standards:In particular, the Acquisition, D
h processes identify the interfaces and relationships of the production system to its
s. The Supply and Maintenance processes‘tepresent primary software suppor

overlap v
Manage

vith the software support functional areas of*‘Modification and Logistics Managemer
ent and Problem Resolution are directly tied to the software support activities an

. Some specific
ded in Appendix

ware life cycle
bight supporting
Validation, Joint
(Management,
006], and this
pftware support/
bvelopment, and
software support
processes that
t. Configuration
d the other ISO/

IEEE support processes provide general software project assistance. The Plan-Case mechanism from [SAE
JA1004]|provides a natural link to the fourérganizational processes. As the software suppo

defines
part of th

[DEFSO(
specific

describe
processs
Case md
the softw

[MILPRR

e requirements for supportability management, infrastructure, improvement and t
e organizational process life.gycle activities is established.

60-2] AND [DEFS0060+8] STANDARDS—These standards provide general syster
| ogistic Support Analysis requirements and guidelines. The software supportabili
d in this documient are consistent with [DEFS0060-3]. The general set of §
s described in [PEFS0060-3] is illustrated in Figure 8 and can be interpreted in tg
chanism of {SAE JA1004], the software support concept framework described in [S
are supportability program and task analysis described in this document.

49506], [MILHDBK502], [MILHDBK1467] STANDARDS—These standards and guig

rtability program
raining, an initial

n and software
y analysis tasks
oftware support
rms of the Plan-
A\E JA1006], and

ebooks provide

general

ystem integrated logistic management performance requirements and implementa

ion guidance for

application to United States Department of Defense systems. In addition, [MILHDBK1467] provides detailed
guidance for software support environment characteristics. Although primarily focused at the system level,
these standards provide a capability to include hardware and/or software support concerns. [SAE JA1004],
[SAE JA1006], and this document provide appropriate guidance to implement software support within the
context of the referenced standards.
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(Adaptive)
External
Sources .
FIGURE 8—MODEL OF SOFTWARE SUPPORT PROCESSES [DEFS0060-3]
554 [SEICMM] AND [ISO15504] STANDARDS—These<de-facto standards provide thorough mechanisms for
understdnding characteristics of desired software engineering and support-related processes and measuring
an organization’s maturity relative to those-processes. Although these standards tend to f¢cus primarily on

ent terminology, many of (the key process areas described will affect tHe supportability
charactdristics of developed softwareand the capability of a supplier to provide software gupport services.
maturity performance‘level of an organization could be one part of a supplief’s supportability
process performance measure:

555 [SWEBQK] GUIDELINE—Although not a standard, this extensive set of software enginpering guideline
informatfon contains~ascomprehensive chapter 6 on software maintenance. The softwgre maintenance
terminolpgy used iscloser in to the scope of software support and supportability. The [SWEBOK] reference
provides an exeellent overview of software maintenance issues and problems, processes, measurement,
methodq and t€chniques, relationships among the various standards as regards software npaintenance, and
an exter|sive'list of references. The [SWEBOK] reference provides further details that would facilitate the
implemertati i T T T fort Guide.
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6. Suppotrtability Analysis - Methods and Techniques—There are many possible methods and techniques
that can be used to facilitate the accomplishment of specific supportability analysis throughout the software life

6.1

6.2

cycle phases of development, test, operation, and support. This section provides guidance
best practice methods and techniques for software supportability analysis:

Use Study;

Software Identification and Breakdown;

Categorization and Selection of Support Significant ltems;
Support Scenario Modeling;

Block Release Profile Modeling;

Support Cost Estimation;

Supportability Assessment; and

on the following

SQ@ 0o Q0T

Inter-discipline Methods and Techniques, e.g., Level of Repair Analysis, Failure M
Chnticality Analysis, and Failure Reporting and Corrective Action System.

Use Study—The Use Study establishes a baseline for all support analysis. Such a St
intended operational use of the software, possible existing support systems that may be use
or for undgrtaking the support, key support performance parameters (e.g., nurber of users, s
times, support scenario sequences), and any limitations that the Customer wishes to impos
concept (e1g., maximum cost, available staffing or expertise, strategic business decisions). In
important fo ensure that the Customer and Supplier are both clearly aware of the Use Study
this Study] requires some preparation and review as a team 4n order to ensure that
comprehension of all the software support aspects to be considered.

The Use Study is indeed an analysis activity — because it states the global framework that
considering for the support concept, and this usually reguires a lot of definition work. The
mechanism for determining and refining Customer réquirements. While certain areas mig
awaiting further analysis, the Customer can usuallystate what support options are totally unal
ones are more desirable, and what might be an‘appropriate approach to completing the co
Study may|also describe the expected or required experience and training level of support pers
the training needs of support personal may be established.

The Use Study may be a contractual doecument, as it sets the basic requirements for softwaye support.

Use Study|is important for the Supplier, who will ensure that the support concept complies w
requirements. The Use Studysshould be flexible and should be reviewed for mutual agree
basis of the Use Study, the Supplier can offer new technologies or more cost-efficient support
the customer may not be _aware. The Use Study also permits the Customer to refine initi
concepts that the analysis' shows are impractical or extremely expensive. [DEFS0060-1] prq
descriptior) of one pessible Use Study format.

Software ldentification and Breakdown—Any software supportability analysis process h

pdes, Effect and

idy outlines the
| for comparison
upport response
b on the support
this context, it is
urpose and that
here is a clear

the Customer is
Use Study is a
ht be left open,
Cceptable, which
hcept. The Use
onnel; from this,

The
th the Customer
ment. From the
options of which
bl decisions and
vides a detailed

hs to determine

how all sof ware W|th|n a system is, or is not, to be supported Thus it is essentlal that aII ite
uniquely identtte F 3

s of software be
and hardware

identification used for deS|gn productlon and Ioglstlcs purposes. Unlquely |dent|f|ed software items are
normally subject to configuration control and are thus known as Configuration Control ltems (CCls). ltem
identification numbers are often known as Logistic Control Numbers (LCNs).

Existing methods for software Logistic Support Analysis Control Numbers, such as defined in [DEFS0060-3]
and [MILPRF49506], are evolving in their application to software, but do not yet provide as complete
traceability as is desired. An extended method, providing traceability between software functions, their
physical representation as programs or files and the hardware implementing the software functions is
presented here. See reference [HUTCHOO] for a detailed description of this method. This method is
compatible with general logistic numbering conventions, including the [DEFS0060-3], given by the standard
Logistic Support Analysis (LSA) process.


https://saenorm.com/api/?name=50bed43b2ec1d8b2be14d444592cd106

SAE

JA1005 Reaffirmed MAY2012 Page 19 of 67

6.2.1

It is important to clarify guidance criteria to be used for this association of software and hardware within a
system. The identification method is structured in order to permit different levels of abstraction. Depending on
the component relationships that are going to be addressed, this structure will either be:

a. A 'functional' breakdown, i.e., a design breakdown of the different modules; or,
b. A 'physical' breakdown, i.e., the 'loadable' components provided on a transfer medium to the user.

Depending on the component relationships to be addressed, one of the two or both breakdowns may be
required. A mapping between both breakdowns may also be required for logistics management support, in
order to understand how hardware and software support activities are interrelated. For example, changes and/
or repairs to a hardware component may require reloading associated software components or even modifying
the functionality of the software. The physical breakdown link to software components would alert the support
function to Eview those software components forimpacts and-further support actions.

Data that i configured and controlled should be identified similarly to application software arj{d hardware. In
this case, g data breakdown from the 'engineering' or logical point of view should be(¢considered based on its
individual fynctional components. For operational purposes it may be appropriate tolbreak doyn data sets on
the basis off how they are physically prepared, loaded and/or manipulated.

GUIDELINES FOR THE FUNCTIONAL BREAKDOWN—The ‘functional' breakdown ‘includes all thosg elements that
depict thg functional design aspects of interest to the system softwate ‘engineers for Modification Support.

See Figure 9 for an example.

Functional LCN Structure

Aircrafs A
|

Radar Comms
AA AB

RaddrTx Radar Rx Radar S/W|
AAO01 AA02 AAO03

E—

Radar S/W]| Radar S/W]|
AAO03A AA03B

[ |
Radar S/W] Radar S/W]
AA03BO1 AA03B02

FIGURE 9—FUNCTIONAL BREAKDOWN EXAMPLE
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The functional identification breakdown starts with the system and breaks this system down into its
constituent functional components. The breakdown should be continued until the lowest level function
requiring support is identified. Where a software component exists within a system, it should be identified as
an individual component. Therefore, in Figure 9, the Radar software provides both Transmit (Tx) and
Receive (Rx) functionality, but is considered at the same level as the transmitter and receiver hardware
components. From this point, the Radar software functionality is divided into Transmit and Receive functions
and so on. The lowest levels of functionality considered are the software controlling the Radar display and
the software carrying out the Radar Data Processing. The guideline is to make the functional breakdown
and identification foliow as ciosely as possibie the actual system design.

The level of functional breakdown identification for logistic support depends on an initial maintenance
significance analysis. Initially, only the system/subsystem and low-level Configuration ltem levels are

required| Later, depending on the depth of the analysis, the breakdown may be continuéd|to Configuration
Controllgd Component level.

6.2.2 GUIDELINES FOR THE PHYsICAL BREAKDOWN—The 'physical' software corresponds-to all|those software
elementg (including data sets) that can be manipulated separately (e.g., loaded, downloadegl, modified, and/
or analyzed), as a single entity, by the maintainer, user or operator of that.system. See Figure 10 for an
example

Physical LCN Structur€
Aircraft 1
l | | I
Radar Comms Engines S/WLP
1A 1B 1C 1D
|
Radar Mount Radar Pack
1A01 1A02
I
Radar LR1 Radar LR2, Radar LR3 Radar S/W|
1A02A 1A02B 1A02C 1A02D
Board 1 Board 2 Radar OFP Radar F/W|
1A02B01 1A02B02 1A02D01 1A02D02

FIGURE 10—PHYSICAL BREAKDOWN EXAMPLE

These system elements are what the user actually 'sees', as opposed to the 'functional' elements
representing what the system 'does'. As such, the software identified here is the software that has to be
identified for the software support analysis and carefully coordinated with system logistic support analysis.
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In Figure 10, the software is represented as part of the hardware system where it resides. The software is
identified at the highest level at which it can be seen as a component of the system. In this case, the Radar
is made up of a number of components, Line Replaceable ltems (LRIs), and the Radar software. This
software consists of 2 elements: an Operational Flight Program (OFP) loadable by the maintainer, user or
operator and embedded, normally inaccessible, software (firmware). A further breakdown of the software
could be carried out to identify individual files within an application. In parallel with this, the breakdown of the
system hardware must be carried out to the level at which the associated software influences supportability.

6.2.3 GUIDELINES FOR PHYSICAL TO FUNCTIONAL MAPPING—The support concept for a system will be influenced as
much by the method for supporting software as for the hardware. Therefore, it is important to have as
complete a picture of the system as possible. While software functionality can be broken down to a low level,
and the corresponding physical programs or files can be identified, it is only when software functions are
considered together with the hardware on which the software resides that the picture is completed.
Hardware-software interdependencies, such as processor type, memory requirements, software loading
point and timing dependencies, need to be analyzed such that the effect of alternative|technologies or
maintenance activities are addressed. This is a 2-way process: hardware changés;-such a$ adopting a new
processér, may affect software components; changes to software components, whether cofrective, adaptive
or perfegtive, will have some effect on the system hardware, even if it is only)for identification of the task of
loading the new version. In order to fully identify the support resources and requiremenfs of the system
represented in Figures 9 and 10, the following information is required.as illustrated by the relationships in
Figure 1i:

a. What physical software components implement the individual functions?
b. What physical hardware components does the software‘depend on?
c. Where in the system is the software loaded?

Any chahge to a physical or functional element reguires consideration of the potential effect on the other
related glements as defined by the arrow connections.

In the system in Figure 11, the support requirements of the 3 functional elements of radar|software can be
determirjed as follows:

a. The transmitter function software is implemented by firmware. The loading point|for this code is
dinectly into read-only memory, on a board within Line Replaceable ltem (LRI) 2. In ¢rder to execute,
the software module relies.on some hardware aspect of another board within LRI 2.
b. The display software (constitutes part of the OFP, loaded at the aircraft Software Loading Point (S/W
LRA). This software relies on the LRI 3 hardware.
c. THe Radar Data:Processing function is also part of the OFP, again, loaded at the pircraft Software
Loading Poipt(S/W LP). This software relies on the LRI 1 hardware.

For mote complex systems, multiple dependencies may exist, giving many-to-one |or one-to-many
relationships bétween physical and functional items. These relationships can be easily] accommodated
within thg ‘@bove system, allowing the supportability issues of the whole system to be addregsed together.
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FIGURE 11—PHYSICAL TO FUNCTIONAL MAPPING

Categorization and Selection of Software Support Significant tems—Once the initial | breakdown of
software has been carried out, both.for'the functional and the physical aspects, each of the el¢ments that have
been identjfied have to be categorized and prioritized in terms of their support significance. An initial decision
that has t¢ be made for each software item is whether or not to proceed to a supportability program and
analysis. Both developmental and non-developmental (e.g., OTS) software items should be|categorized. In
addition, the support significance of support system software (e.g., operating system, compilgrs, design tools,
analysis topls) shouldb& categorized.

A minimump set©f information should be collected in order to cover those main parameters fthat could affect
software sppport (e.g., operational importance, property rights, frequency of change). After evaluating all
individual i i i i ies

a. Not Applicable—Software does not merit further supportability analysis at this time;

b. Partial—Software should have some supportability analysis to collect a specified subset of information
to augment a reasonably simple support concept; and

c. Potential—Software should be selected as a potential full support candidate and explore all possible
support alternatives.
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Potential software support candidates are subjected to tailored supportability analysis including, if a
developmental item, their design-for-supportability characteristics. These candidates should be selected on
the basis of their operational or supportability significance. It makes no sense, for example, to select as a
potential supportability candidate a firmware product that is not expected to change within its host equipment’s

6.3.1

6.3.2

6.3.3

life cycle.

Three distinct types of support candidates should be considered:

a. Fu

nctional Software Support Candidates;

b. Physical Software Support Candidates; and

C.

Each candfd

SELECTI(
software
software
be modi
elements

In additid
with pro|
applicati

proprietdry/security/safety sensitive should be also considered.

influencd
automati
including

SELECTIC
executal

installatipn tasks.

program
libraries,
consider|
ones cof

SELECTI(
assesse
radically
items an

In princig

Data Candidates.

N OF FUNCTIONAL SOFTWARE SUPPORT CANDIDATES—Functional candidates ' shou
elements that either represent a system, a computer Configuration_Caontrolledl ltem or those

items that have a design of their own (lower level Configuration ControlledAtems), a
ied separately and might hence have different support concepts.Yassociated t
are the ones considered for the Modification Support Analysis.

n to the above software items, it is convenient to assign as potential support candid
duct supportability risks, such as multiple languages, product versions/variat
bns. Software that has non-standard design methods;\is reused from existing a
The support environr

the selection of potential candidates. A potential support significant cang
cally mean that a full support concept will be developed for it, only that it merits ¢
at least a partial supportability analysis.

le modules that can be loaded and/or installed separately or that require d
This does not mean‘that each individual library that is delivered wit
is a potential candidate. Common sense would dictate that groups of files (e
help files, licenses) deliveted or loaded/installed together in one single ope

sidered for the Logistics, Management Support and Operational Support Analysis.

N OF DATA SUPPORT CANDIDATES—Data supportability, due to its mainly electronig
i together with software. In this context, data items that are candidates for supg
from software candidates. There may be a logistic identification link between o
H one or'more software items that require supportability analysis as a group.

d be all those

s all these might
b them. These

ates all software
ons or multiple
bplications, or is
nent might also
idate does not
oser inspection,

N OF PHYSICAL SOFTWARE SUPPORT CANDIDATES—Physical candidates should be ajl those software

ifferent loading/
N an executable
g., executables,
ation would be

bd a single 'candidate’, even'if consisting of multiple components. The physical candidates are the

nature, is often
ort do not differ
he or more data

le, data support candldates should include all databases, as well as all data block

manipulg

s that are either
nal software for

creation, manlpulatlonor evaluatlon or are mstalled Ioaded or unloaded by means of a specific task (e.g.,
download mission data, mount data tape).

Functional data candidates are also possible, particularly when assessing complex data-intensive systems
such as banking or production process/stock control applications. In case multiple programs access different
subsets of a same database, or when multiple databases are cross-linked, the selection of functional data
candidates usually will be determined by the need to ensure that changes to a data set because of the needs
of a specific application (or vice versa) does not propagate unnecessarily to other systems or, even worse,
makes those other systems inoperable.
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6.4 Support Scenario Modeling—This section provides some guidance on a modeling method that may assist
the implementation of support scenarios. At the most detailed level of the scenario, the task interrelationships,
people, organizations, resources and infrastructure, and low-level procedures required to carry out the tasks
are described.

The generation of support scenarios is a basic analytical tool for defining software support requirements and
building a complete software support concept for a system. Performance parameters in terms of effort,
response time, and frequency of tasks can be determined through scenario derivation and analysis. As
support scenarios provide a means of linking support levels, support agents and functions, they establish the
relationships among all the dimensions of the support concept framework (e.g., see Figure 3). Furthermore,
since performance measures can be applied to elements within a support scenario, scenarios can facilitate
testing of proposed support concepts against quality of service requirements. An excellent description of the
varied use$ and applications of scenarios for modeling operational use of systems is describefl in [WEID98].

6.4.1 SUPPORT SCENARIOS AND TRIGGER EVENTS—A support scenario is an integrated representafion of resources
and prodesses, showing how a desired end result will be achieved in responsecto-an event that triggers a
demand for a support function.

Definingftrigger events is the first step in creating support scenarios. The following list indicgtes some typical
types of jrigger events that might be relevant for any particular system:

2

tem/software failure;
Teghnology upgrade for support system, operational platferm hardware, or data interfdces;
User help request on operational use of system;

Rdquest for software enhancement (functional or performance);
Major disruption to Software Support Center Facilities (e.g., fire or extended loss of pgwer supplies);
Mission preparation;
Mission completion; and
Scheduled system backup.

SQ 0 Q0T

Based the primary trigger events, support scenarios are generated to show the sequence of typical
actions, Jnformation flows, resources used and procedures invoked. Trigger events arising in the ‘system’
environment should be the first priority,-since these will cover the immediate requirements fof maintaining the
system ih satisfactory operational condition. Scenarios should also be considered for trigger events that
arise in the ‘support’ environment. The analysis of trigger events should also be used to exppse the through-
life technjical and financial risksthat must be mitigated in logistic management plans and prgcedures.

The prodess of generating and analyzing software support scenarios lends itself to modeling with computer-
based simulation or.@perational analysis tools. A customer and supplier, as part of the ovérall approach to
supportdbility analysis for a project, should jointly consider the possible use of such tools.

Support gcenarios are intrinsically linked to the evolving support concept description for a system. Hence, it
is necessary for a supportability program to establish a link between support scenario desgriptions and the
discrete tasks that will in due course actually deliver the required support functions and services. For any
particular system there will be many potential support scenarios, and it would be possible to generate a
discrete model for every trigger event. However, in practice this is unlikely to be necessary or efficient.
Support scenarios which have a high degree of commonality in their resource and process elements should
be combined, with the inclusion of appropriate decision points, alternative paths and other suitable
conventions.
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6.4.2 REPRESENTATION OF SUPPORT SCENARIOS—It goes beyond the scope of this document to discuss the variety
of different techniques used for business and/or process modeling, but the general methods of the Rational
Unified Process [ROYCE98] for the Use Case, Sequence Diagram, and Class Diagram have been adapted
to the support scenario application artifacts: Scenario Case, Scenario Sequence Diagram, and Scenario
Step/Node Chart as illustrated in Figure 12. Depending on the required understanding, these artifacts
provide increasing level of detail about the scenario. A few examples of partial scenario applications are
illustrated in Appendix C.

Description: OutputS
Procedhite

In

Pre-Conditions:

Actorl | Actor2 Actor3

Steps:
1.

2. e

Post-Conditions:

Variationg:

Scenario Sequence Diagram

Scenario[Case

Step/node Chart
NODE NUMBER : <node id> l
AGENT TYPE : <e.g., uger, Operator, supporter> LEVEL : <e.g., field, intermediate, flepot, vendor>
SUPPORT FUNCTIONNAME SUPPORTFUNCTION TYPE: |[<e.g,
<short name for support’ function> operational, logistics management, rthodification>
INPUTS OUTPUTS
From Description To Description
Node Node
<previous <list/description of input data, forms, <next node | <list/description of putput data,
node 1d> actions™> id> forms, actions>
TASKS
A. <Last of actions, activities, procedures conducted as part of this node’s function.>

6.4.2.1 Scenario Case—At the initial stage of generation, a support scenario might well not have all the relevant
data precisely defined - on Support Agents and Levels, for instance. However, it will be possible to refine
this data as more scenarios are considered and patterns emerge of the optimum groupings for major
functions.

Hence, given a specific trigger event, the first scenario artifact that might be produced is called the
'scenario case'. Preconditions for the trigger event to occur are described. Each of the successive primary
flow steps expected to occur are described. The post-conditions expected after all steps have been
completed are also described. For any steps where the primary action might have variations, those
variations are briefly described.
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6.4.22

6.4.2.3

6.5

This initial scenario view can usually be produced fairly quickly and provides a good basis for discussing
software support activities at a high level without getting over-involved in too much detail.

Scenario Sequence Diagram—Once a scenario case has been generated, it is now possible to include

more detail for each of the sequential support steps. In particular, it is of interest to determine at each
sequence task step:

toooTw

What lower-level activities are performed?

Where are these activities performed?

Who performs the activities and what skills are required.

What tools and support equipment are necessary to perform the activities?
What performance (effort, response time) is expected and/or required.

The sc
step to
Figure
sequer
possibl

Scena
the ind
Figure
special
At this
specifig

Block Rele
items, the U
general So

enario sequence diagram provides a modeling artifact to capture this information
the appropriate information in the sequence diagram. The sequence diagram,
12, provides the modeling capability to identify support agent actors/lévels and
ces of activities that occur at each step. Variances within the lower-level sequ
3

jo Step/Node Diagram—If lower-level inputs, outputs, and detailed procedures are
vidual activity nodes in the scenario sequence diagram, thenynode charts such
12 are derived. The specific procedures for each node can indicate what
zed knowledge may be required, information that may/be very specific to individua
level of information, essentially all elements of thetsoftware support concept din
scenario are now known.

ase Profile Modeling—Whenever there isa-heed to change any of the baseline
pdated software should be released in accordance with a Block Release Process.
tware Support Process Flow is illustrated'in Figure 13.

SW Release
SPR To
Field Domain
Cha?‘;:";ae':uest Modification Validation 5,(':.‘2;?; RDIT
Process Process Process Process r‘/ Process

ik} T i) T T

by linking each
as illustrated in
the lower-level
ences are also

appropriate for
as illustrated in
equipment and
software items.
ensions for this

system software
An example of a

ional Roqui

*Documentation

*Quality Assurance
*Verification & Validation
*Configuration Management
*Data Management
*Process Improvement

SPR - Software Problem Report
RDIT - ication, Distribution,

ion and Training

FIGURE 13—SOFTWARE SUPPORT PROCESS FLOW
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Software changes will result from a need to correct software defects, enhance software functional and
performance capabilities, and adapt software to hardware and data environment changes. A software change
is documented and submitted as a Software Change Request (SCR), and approved by the Configuration
Control Board. See Figure 14 for an example SCR Process Flow. In this figure, “Customer Engineering”
represents the support engineering interface between Customers and the Supplier contractors, vendors, and
perhaps in-house engineering support staff. One or more of the approved SCRs are then scheduled for
implementation into a future Block Release of the system software. A Block Release may implement one or

more SCRs.
Contractors SPRs Reprocess
& Conditional, Urgent or
Vendors Emergency SCRs
Customer StRs
Engineering Y Rel
Enter Report Validate CCB selects 2e:ect Blg?k apprqved Feedback to
into CAS  |—> Report SCRs to eloase Krhches Field Domain &
f for SCRs e
Customer implement Initiators
i SkRs inei Raise an SCR Assess
Agencies Determine if Not Impacts
SW issue ?
Selected
Aqa!yze Develoq
— No Requirements Release Plan
el SPRs
Domain Conduct Obtaih final
Tech Studies approval from
- Iris CCB
Prioritize
Go to HW Process SCRs

Respond back
to initiators

1

Preparé,tasking to Normal
<

Go to ~€———| implément Normal

Modification Process Block Release

Block
—| ko
Process ?
Got Prepare tasking to
_ ©Goto <«+———| implement Time Critical |<€&———
Modification Process Block Release Urgent or
Emergency

FIGURE 14—CHANGE REQUEST PROCESS FLOW
There are pt least three distingt'types of Block Releases for the System:
a. Nagrmal;

b. Inferim; and
c. Emergency.

6.5.1 NORMAL|BLOCK RELEASE—Typically, a Normal Block Release will implement several SCRs|that solve many
problems, and include all the steps in the Process Flow as illustrated in Figure 13. SCRs that are not time
critical, as well as completion of time-critical SCRs that were completed through urgent or emergency block
releases, are candidates to be fully implemented under the Normal Block Release Process. The schedule
required to implement a Normal Block Release depends upon the time required to execute all the steps in
the Process Flow and the time required by the Field Domain to effectively adapt to the changes provided by
the previous Normal Block Release. An example of timing for the development of a normal block release
might be as shown in Table 1:
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6.5.2

TABLE 1—EXAMPLE NORMAL BLOCK RELEASE SCHEDULE

Process Step Timing

3 months
9 months
3 months
1 month
1 month
17 months

Software Change Request (package of requests)
Modification

Validation

Material Release

Replication, Distribution, Installation, and Training (RDIT)
Totals

Thus, if it were desired to release consecutive normal block releases, one would be released every
17 months. On the other hand, if it were desirable to field a block release every 12 months, then the releases
would have to be overlapped on an iterative build cycle. An example of block release data of interest (see

[PEER
block release:

INTERIM
operatiohal responsiveness to a requested software change when the following occurs:

a. Ome or more Process.Flow steps have not been successfully passed; and/or;
b. An immediate Block-Release is required to overcome difficulties experienced by the H
For the pase wherea-Block Release has not successfully passed one or more Process

Interim Block Release process enables Customer Engineering to salvage the Normal Blg
obtain an interim capability that overcomes some of the difficulties experienced by the Field

For the qase where an immediate Block Release is required to overcome difficulties experie

~o o0 UTp

2] and [DEFS0060-3] for more complete information) includes the following,ifems

Type Release — Normal, Interim, Emergency

al # SCRs — Total Number of Change Requests implemented by theblock release
CRs by Type — Number of Change Requests by Type (Corrective,-Perfective, Adap
CRs By Complexity — Number of Change Requests by Complexity (High, Medium
CRs by Priority — Number of Change Requests by Priority (Normal, Urgent, Emerg
rsonnel Load by Function — Personnel time (e.g., person hours, person months, eg

release, RDIT)
Pgrsonnel Skill Level — Measure of overall personnel €apability to complete release b
(elg., change analysis, modification, validation, material release, RDIT)
Changed Source Size — Measure of the amgunt of software changed by the implg
quests (e.g., Function Points, Source Lings of Code)

Sghedule — Breakdown of block releasedschedule timing by functional area (e.g.,
medification, validation, material release, RDIT); includes specification of overlap
releases

BLOCK RELEASE—The purpose of the Interim Block Release Process is to provid

for each normal

tive)

Low)

ency)

uivalent full time

uivalent) on the release by functional area (e.g., change analysis, modification, validation, material

y functional area
mented Change
hange analysis,

time with other

e an acceptable

ield Domain.

Flow steps, the
ck Release and
Domain.

hced by the Field

Domain and a solution has already been implemented that is available, Customer Engineering could issue
an Interim Block Release that contains the implemented SCR solutions.

All software changes provided by an Interim Block Release are part of the next available Normal Block
Release in order to ensure a permanent solution is implemented within the baseline of the system.
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6.5.3 EMERGENCY RELEASE—The purpose of the Emergency Block Release Process is to overcome a difficulty
with the System within an allocated response time constraint. There are two types of Emergency Block
Releases:

a. Urgent, this type of Release solves a specific problem within a maximum response time interval of an
agreed-upon performance time (less than a Normal Block Release time but more than an Emergency
Block Release time, e.g., 4 months).

b. Emergency, this type of Release implements a single SCR within a maximum response time interval of
an agreed-upon performance time (e.g., 72 hours).

All Urgent and Emergency Releases are processed as illustrated in Figure 15, and included as part of the
next available Normal Block Release in order to ensure a permanent solution is implemented within the
baseling[ofthesystem.

4 months max.

N
4 h

Identify time Urgent ?gllinsgetlz'g:g SW SW Material
» urgency to »| Process steps to P Modification — \dlidation —> Release > RDIT Process >
issue Process
SW Release achieve schedule
Reprocess

Urgent Release
into next Normal
Release

Emergency 72 hr Optimized Verify Workaround Optimized
»{) solution & and SW solution ROIT Process -y T0Field
development Domain
Reprocess
Emergency
Release into next
\ Normal Release J

72 hours
FIGURE 15—EMERGENCY BLOCK RELEASE PROCESS

6.5.4 BLOCK HELEASEIMPLEMENTATION METHOD—In order to be responsive and flexible to Block |Release change
schedul¢ pertdrbations, it is useful to have an implementation concept that can accpmmodate short
turnaround englneerlng cycles inclusion of urgent change requests in the next Normal Block Release even

oftware item in a

limited number of F|eId Domain eqmpment may be reqmred An extended Block Release schedule in the

above-mentioned instances becomes unacceptable.

One model that can implement such a concept is the iterative build model illustrated in Figure 16 where
individual changes are being implemented in smaller overlapping build cycles so that a Block Release can be
accomplished rapidly. The advantages of this approach are maximum effective use of scarce and costly
software engineering personnel resources, and a reduction in the Block Release schedule as compared to
producing sequential Block Releases. This approach represents the maximum degree of overlap possible
when using a single software engineering support agency.
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Months o 1 2 3 4 11 12 24 36

IBRs

NBR 1

NBR 2

NBR 3

NBR 4

EBRs

FIGURE 16—ITERATIVE BLOCK RELEASE EXAMPLE SCHEDULE

The BlocK Release process follows a schedulebound process, where new Normal Block Releases (NBRs)
are releaged on a periodic basis, and contain as many implemented (and prioritized) SCRk as resources
permit. As an example, in order to achieve periodic NBRs on a desired 12-month cycle, an approximate
work peripd of 20 to 24 months is estimated to be required for each NBR. The overlap off each 20 to 24
month NBR results in a 12-month apparent NBR cycle.

Every spdcified period of time (e.g., 30 days), Customer Engineering has access to all implemented SCRs
to-date, which can be made.available through the issuance of an Interim Block Release (IBR}. This enables
Customer| Engineeringstor immediately provide an already implemented solution should difficulties be

From timd to time,"Customer Engineering will produce Emergency Block Releases (EBRs) that are required
to providg solutions when time responsiveness is critical. As an example, it might be estimated that a
maximumloftwo EBRs be salendarmonths would be reguired-during-the life of the S em.

The Block Release Implementation Method would need to be tailored to specific Customer/Supplier
organizations based on the Software Support Concept derived to meet Customer performance
requirements.
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6.6 Life Cycle Costs and Trade-Offs—Any software supportability study must of course address the life cycle
cost of the software to be developed, fielded and supported. Though a lot of consideration is frequently given
to the software development costs, all too often the cost of support is forgotten, despite, by accepted wisdom,
this being by far the most expensive part of the software life cycle. The current consensus is that software
maintenance accounts for as much as — or perhaps even more than — 80% of the software life cycle. However,
this figure does not consider the additional cost associated to software, such as the training and occupation of
the operators of such software, nor additional costs such as software distribution or the production of software

manuals; nor the direct economic cost of software faults on software operation, and the time it might take to

‘Av’h thic ie taka intn or\r\r\llnf

raor\l\lc thnace follli‘o n n
icd HITH uho 10 Wancii il aclluiit,

DVIVD UIVOT

software should very seriously consider whether the spent effort and money has not been just the prelude to
something even more expensive.

tha Arnanizatinne I‘IQ\IQIf\hIhﬂ aenfhwara Ar arAiirinn
UIT VIYyAinZauviio UTvTIivilgy ovitwaic vi avyuiiiiy

Under thege circumstances, carrying out a software supportability program, including a suppgrtability analysis
during the learly study phases and in parallel to the requirements definition and software.design, might ensure
that supp¢rtability is appropriately considered, that proper trade-offs are carried\ out @gainst different
operationa] and support solutions, and that most cost-effective alternatives are ultimately s¢lected. Such a
supportability program has to ensure that the necessary software supportability_is built into the system and,
while costihg only a fraction of the development cost, an equivalent reduction. in-support costs should greatly
reduce thg cost of ownership. A well-managed software supportability ppregram - especiglly in high-cost
systems - isually pays for itself.

6.6.1 SOFTWARE COST ESTIMATION MODELS—A primary factor in projéet management is that

estimatign. Software cost estimation models can be used to-provide the required time anfd cost estimates
together|with an assessment of the significant cost drivers® Many software cost estimgtion models are
availablg, either in the public domain or as part of commergial tools (e.g., COCOMO, PRICH-S, SEER-SEM,

SLIM, R
web site

EVIC, SASET). An outline [SEPO02], description and link to both public domain and| commercial tool
5 can be found at [SEPO] (Software Planning and Estimation selection). The malority of software

cost esti
of a num
the algo
time and
of the s
estimate

Howevel,

very oftg
months.

can have

logistics

mation models are parametric models in.which time and effort estimates are calcul

ithms used are given are typically . known as 'open' models. Many models are 'clg
cost algorithms are not given. Many models operate in 2 stages: the first stage e
bftware project usually in terms of source lines of code or function points. TH
5 the time and effort requiredo produce the estimated size of software.

n only for software‘development. The cost is usually computed on the basis of ng
Additional costs such as training needs, documentation, computing infrastructure g
a significanticost impact yet are rarely considered in the existing cost model

aspects (e\g., replication, packaging, distribution) or the operational aspects (

configuration) canhave also a significant cost, yet are again rarely considered by the mog

are ofter

recurtent, and are to be considered over the whole life of a specific piece of softwaz

ber of parameters. The number of patameters used varies widely between models.

ed as a function
Models where
sed', that is, the
stimates the size
e second stage

software cost estimation models in most cases address only the required effort and schedule, and

cessary person-
r integration rigs
5. Similarly, the
b.g., installation,
el. These costs
re.
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Cost of Software Development;

Cost for Software Modification Support;

Cost for Software Logistics Management Support;
Cost for Software Operational Support;

rastructure Costs, including the maintenance of such infrastructure; and
her Costs (e.g., travel expenses, indirect costs, financial expenses).

Software Support Costs include all except those related to the Software Development.
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6.6.1.1

Development Infrastructure
Costs Costs
Modification .
. Operational Costs
Logistics Costs Other Costs

FIGURE 17—SOFTWARE LIFE CYCLE COST CGATEGORIES

Develgpment and Modification Costs—Development and Modification costs can, with
confid¢nce, be estimated by means of an existing cost mgdel, such as those outlined a
populdr cost models are based on the COCOMO 81 model described by Barry Boehm in

tome degree of
bove. The most
his classic work

[BOEHMS81]. This model, however, is not well suited for'the assessment of modification costs. An evolved

model] COCOMO I, does consider the peculiarities’of modification costs. Further inf

brmation on this

modeljas well as actual implementations on different platforms can be found at [USC]. PRICE-S is another

particylarly popular cost estimation model.

Cautioh should be however exercised with the use of any of these tools. For exampl
assumie a certain development method, usually the typical waterfall model, which might ng
the program development method:~Similarly, not all models and/or tools cover all deve
such gs requirements analysis and/or system integration. Before using the results of
essenfjal to ascertain whatvaspects and phases of the software life cycle are co
assumptions the model makes. Moreover, several models require calibration using histor
projects of the organization. It is not valid to calibrate models using data from othg
moreoyer, data required for calibration is often unavailable. Uncalibrated models produ
result

Indepgndently of the actual model used, a value will be obtained describing the effort requ
developmeént;“or maintenance, or both. This effort — typically given in person-months — ¢

b, many models
t necessarily be
opment phases,
such tools, it is
ered and what
cal data on past
r organizations;
ce less accurate

red for either the
an be converted

into anl e€onomic cost. Most existing cost models also provide a development schedule.

It should also be noted that most models only consider staff effort, and neglect the cost of the necessary

infrastructure (office space, special facilities). The required hardware (host computers,

hot benches) or

necessary software licenses (compilers, analysis tools) are usually not considered. While it is possible to

consider these costs here, in most cases these are considered under the infrastructure
6.6.1.4.

cost element in
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6.6.1.2

6.6.1.3

Some experimental models are available for special needs.

For example, at [USC] there is also a

COCOMO-derived model oriented towards the integration of Commercial Off —The-Shelf (COTS) software.
Caution must be exercised when using any cost model, particularly newer or experimental models, to
ensure that the models underlying assumptions and formulae have been fully validated and provide

software support related estimation capabilities.

Logistics Costs—There are no specific Software Logistics Management Support Cost Models currently
available, but some of these costs can be determined in a similar way as for hardware logistics. In this
particular case, the 'spares' are only replacements for defective or damaged media. Though typical cost
estimation tools used for hardware production can be used for this purpose, it should however be kept in
mind that the replication, packaging and distribution is repeated over and over with every new software
version. Not only this, but each new software version may require its own documentation and possibly

even gome delta training for the affected users.

It might well be that hardware is¢mpnufactured and

distributed only once in a product’s life, but many software versions might eventually-fun-gn that hardware.
One of the critical cost parameters for the logistics cost is therefore the number oftsoftware versions to be

produged and distributed over the system’s life cycle.

Anothér significant support cost may be the 'help desk' that is required _to\provide the ugers with a focal
point for software-related problems. Depending on the project and application type, this help desk may or

not bg shared with other system or even pure hardware-related aspects. The cost

f this help desk

strongly depends on the quality of the software product, as well as-on the number of userg of that product.

A def

tive or badly documented product will tend to result indnore problem reports andfor user queries.

Similafly, a user base of hundreds of thousands or even.fillions of potential users, sich as for many

commercial packages, will generate a greater feedback than a very specialized product
base.

Operafional Costs—There are currently no Operational Cost models oriented specific

ith a limited user

blly for software

suppoft. However, experience shows that typical tools used for hardware, and in partictilar for elements

such gs Level of Repair Analysis (LORA) may be suited for this purpose. It should be 3

Operafional ecosts should cover both the cost, if applicable, of installing new software]
appropriate“ih-service equipment together with the cost, if applicable, of reloading soff
repair pfthe equipment where it resides.

Iso kept in mind
uite often, operational aspects such as software loading and/or installation after repairing a
etect all support
ts are properly
iticality Analysis
y lead to such
le new software
context, Support
CA are properly

upgrades in all

ware due to the

The operational costs can often be reduced by combining hardware and software related tasks, or
ensuring that different support triggers (e.g., hardware repair, new software baseline) are channeled
towards a same or compatible solution (e.g., same loading level) that permits sharing of necessary

resources (e.g., loading equipment, repair technicians, operator training courses).
established, the additional operational cost of software may not be significant.

If such policy is
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6.6.1.4

6.6.1.5

Infrastructure Costs—Up to now, only the cost of carrying out the individual support functions has been
considered. Such costs may be only part of the story. Infrastructure costs for support systems, testing
environments, and special facilities may amount to a significant part of the software support costs,
depending on the application.

The cost of certain resources such as host computers and/or replication facilities may not be costed under
the appropriate functional support area. The reason for this is that such resources require special facilities
(e.g., air conditioning rooms, office space) that form part of the support infrastructure. Thus, often these
(usually hardware) resources are sometimes considered infrastructure themselves, and are therefore
accounted as assets, in the same way as a building would be.

The cost of such resources may be high, especially in the case of safety-critical software that has to
comply with a standard such as [RTCADO178B] or equivalent. The simulation and tes{ing environment
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All the

functions costs:money, independent of whether support is carried out or not. Thus, the

avionics integration bench) for the safety demonstration can easily cost tens ‘of,
other hand, it should be remembered that while the acquisition is a non-recurrent ¢
nance costs for such an environment are recurrent and such maintenance-has to
whole life cycle of this support environment in order to keep it operating. The t
be prohibitively high.

ly, the environment where such resources are housed often has-a significant cost,
ive, particularly if special environments for, and requirements on, software testi

wever not always possible nor appropriate to put these infrastructure costs on the
pport cost equation. While such infrastructure-isoften required to test new softwar
Liate system and/or hardware/software integration issues and/or test proposed modi

hte accounting practices or contractual‘arrangements.

ucture costs also account for all'costs that have to be paid in order to have a Ig
t equipment, software tools and staff ready to carry out support, independently]
t is effectively carried out(orshot. Thus, a telephone line is an infrastructure cost
ndently of whether users call in or not. The mere fact of having the help desk a
nvestment — training for support staff, for example — and recurrent costs — telephong
ity, maintenance of_equipment, and so forth. No users may actually call in, and
tually be doing.other things in the meantime — but the costs remain.

above is trué for all functional support areas. The mere fact of being capable of car

illions of dollars.
bst, the standard
pe paid annually
ptal life cycle bill

Office space is
ng imply special

s such as explosion-proof rooms, for example if testing high-pressure systems controlled by
software.

software' side of
e, it is also used
fications that are

are only'. The decision of where the actual cost 'burden’ is placed is often basedl on the existing

cation, a facility,
of whether this
for a help desk,
vailable requires
bills, office rent,
he support staff

ying out support
support concept

should| take‘into special consideration whether such capabilities are actually required.
Other Gosts—After-assessment-oHntrastrueture-support-costs-othereosts-may-stilremain. There may be
some fairly significant “hidden costs” associated with inadequate documentation, incomplete

communication of software specifications to the customer, high-level management intervention when
problems arise, and requirements for in-service presentations and additional meetings beyond those
planned. Usually it is difficult to pinpoint these additional costs, and they cannot always be traced back to,
or even directly associated with, software within a project, unless only software is involved. Other costs
that should be considered include:

a. Travel costs;
b. Indirect costs and expenses due to unplanned risk items; and
c. Financial and legal costs.
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6.6.2 METHODOLOGY FOR THE DETERMINATION OF SOFTWARE SUPPORT COSTS—The determination of software
support costs can be carried out by a sequence of steps in which each of the different costs is determined.
This sequence is interleaved with the rest of the support analysis, where the results of the analysis are inputs
for this cost assessment and the outputs of this cost assessment are fed back to the analysis in order to carry
out trade-offs that will permit the reduction of the support costs. The sequence for this cost analysis is as

follows:
a. Step 1: Determine Cost-Significant Support Scenario;
b. Step 2: Determine Frequency for each individual task in each Scenario;
c. Step 3: Identify effort (staff) and required resources for each task in each Scenario;
d. Step 4: Determine stratified support costs for each task, each Scenario and each Support Function; and
e. Step 5: Feedback to Support Analysis for trade-off and optimization.

6.6.3 TRADE-OfFs—Supportability analysis should include an evaluation of both alternative softWJare designs and
alternative support concepts that result from an analysis of a 'trade-off' between altérnativg solutions. The
overall aim of supportability trade-off analysis is to obtain an optimal balance between supportability costs
and supportability effectiveness. Trade-off analysis at the system and/or software design|level must take
account ¢f the impact of any design changes on software support. Factors forirade-off analysis include:

Regponse Times including diagnostic and transportation factors;
Cogt of Ownership;

Effort;

Stdff levels, staff experience and staff training;

Opkrational Impact;

Refiuired Investment;

Teghnological interests; and

Limitations and known constraints.

SQ@ 0o Q0T

Trade-off[analysis can be used to assess the negessary staff effort and duration of both the development and
the differe¢nt software maintenance release blocks. If the analysis can also determine the relative length and
effort of the different modification tasks, it wilb also determine the quantity and usage rate of jother resources
(e.g., sugport equipment, software tools)iwhose use has been identified by the supportability analysis. This
usage can be quantified in terms of-costs due to necessary investments, maintenance, or shared use with
other programs. By studying the overlap between different release blocks and assessing thé overall staffing
ratio and fequipment usage, it is possible to spread these release blocks in the most cost-effi¢ient manner, by
avoiding fan excessive load (oh*the required infrastructure while maintaining a constant staffing level. As
supportability trade-offs afe undertaken, it is very important that the supportability factors heing traded are
measuredl against each.other in order to maintain a proper balance between various system requirements
such as| performanee- and availability capabilities, and modularity and commonality requirements.
[DEFS00p0-3] deseribes trade-off analysis in detail.

6.7 Design for|Supportability—One of the dimensions of the support concept is the suppor{ classes. This

ovides the desianed-in characte of the software prod Ipport processes, and support

a. ldentifying which characteristics provide for better supportability;

b. Selecting those characteristics that can be designed-into the software support system and provide the
highest impact; and

c. Ensuring those characteristics are appropriately designed-in and sustained or improved throughout
the software life cycle.

At any point in the software life cycle, such design for supportability considerations can be applied, but the
more effective approach is done earlier. Supportability analysis tasks can be conducted to identify support
drivers and assess their implementation.
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6.8

6.9

6.9.1

Maintainability characteristics of software products such as modularity, simplicity, descriptiveness, consistency,
testability, instrumentation, are described in various references such as [AFOTECP3], [PEERCYZ],
[LMEPI140-xx], and [DEFS0060-3]. High level languages, object-oriented design and coding practices, and
inspection review processes that focus on maintainability characteristics can have a large impact on the
supportability of software products.

Characteristics of support processes that aid supportability can be found in references such as [AFOTECP2],
[PEERCY1], [LMEPI140-xx], [SEICMM], [ISO15504], [IEEE1219], [ISO12207], [IEEE12207-0], [CECOM95],
[MILHDBK347], and [DEFS0060-3].

Characteristics of support environment that aid supportability can be found in references such as
[AFOTECPS5], [PEERCY 1], [LMEPI140-xx], [MILHDBK347], [MILHDBK1467], [CECOM95], and [DEFS0060-3].

Measures
literature.

measured
engineerin
evaluated

Supportability Assessment—There are two primary forms of supportability assessms

validation

operational, maintenance and logistic data after the system has, be&en in service in its n

environme

a. Pr

fo
In-
pr

The refers

informatio concerning approaches“i6 assessing the supportability characteristics of so

processes

Interdiscipline Methods and Techniques

RELIABIL
predictio

th
be;Iore the system is released to service. A’successful pre-service supportability &

of maintenance capability and maintainability characteristics can also be foung
For example, modularity and simplicity of object-oriented software design arj
through the use of metrics such as those described in reference [MOOD98].
g principles of encapsulation, inheritance, coupling, and dynamic. binding (po
hnd related to modularity and simplicity.

of the system support concept using results from testiand evaluation; and

ht for a period of time:

b-service Supportability Assessment: Data from test and evaluation should be us
verification of system design and resources, allocation decisions given in the §

m part of contractual acceptance tests.
service Supportability Assessment: Data on system and/or report failures, software

nces [AFOTECP2], [AFOTEGP3], [AFOTECP5], [PEERCY1], and [PEERCY2]

product, support envifonment, and supportability risk.

TY-BASED ESTIMATION OF CORRECTIVE MAINTENANCE—BY using software reliability
h methods/an estimate of remaining defects and the rate at which failures w

critical fgilures:” This information can be integrated with appropriate configuration board co

estimat

occurrinj;) during.the support activity can be made. Special attention may be warranted for

throughout the
d code can be
Metrics for the
ymorphism) are

nt: assessment
assessment of
ormal operating

ed to assist with
upport Concept
ssessment may

change request

files, block release profiles should betassessed to verify that supportability requirefnents have been
met.

provide detailed
tware life cycle

estimation and
Il occur (or are

how much corrective maintenance workload is likely during support.

potential safety-
trol decisions to

For example, suppose the

reliability model predicts a total number of defects should be found during integration, system acceptance,
and system operation over the life of the specified software package. With the number of defects actually
found, delivered failure intensity rate of software for each operational hour, and information about expected
operational time for the software, then a prediction can be made of how many defects will be found during
each increment of time during operational use. Those expected defects plus planned enhancements and
adaptations can then be distributed across the planned block releases for the software. Profiles of the
change requests across priority, complexity, and type (corrective, perfective, adaptive) can more easily be
planned based on the labor resources available and predicted corrective changes to be made.
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6.9.2

6.9.3

6.9.4

6.9.5

The papers [SCHN98] and [SCHN99] provide a good discussion of applying reliability methods for estimating
maintenance activity. Other references such as [LYU96], [MUSA99] and [MUSA92] also provide discussions
on application of reliability principles for maintenance analysis purposes. [SAE JA1002] and [DEFS00-42]
outline how to ensure software reliability throughout the maintenance activity.

FAILURE MODES, EFFECTS, AND CRITICALITY ANALYSIS (FMECA)—The Failure Modes Effects and Criticality
Analysis (FMECA) analytically aims to identify all the probable modes of software failure, the cause of the
failure, the possible effect of each failure, and the criticality of each effect on the system. The FMECA is a
design analysis procedure and should be performed early in the design phase to aid in the evaluation of the
design and to provide a basis for establishing corrective action. The FMECA procedure consists of 2 steps:
a Failure Modes and Effects Analysis (FMEA) followed by a Criticality Analysis (CA).

FMECA |s pertinent to software since an analysis at the system level should, for each failufe mode, identify
whether [he cause of the failure is due, in any part, to the system software.

FMEA afnd \FMECA are described in [ARP5580], [[EC60812], and [DEFS0041].

FAILURE REPORTING, ANALYSIS, AND CORRECTIVE ACTION SYSTEM (FRACAS)-—The FRACAS|is an analytical
proceduiJe for evaluating system performance and the effectiveness iof-the logistics support process.
Historical data captured with the FRACAS is relevant to the design and@evelopment of ney systems. The
FRACASY provides a mechanism for the collection of system failure-data, identification of rpot cause of the
failure apd the cost implication of the failure, and the determination of the implied cost pf failures. The
FRACAS process is described in [DEFS0041] and [MILHDBK2155].

An extension to FRACAS is DRACAS (Data Reporting, Analysis, and Corrective Action Sygtem). DRACAS
applies the analytical procedures of FRACAS to a greater scope of data, not just failure data| associated with
the systgm. DRACAS is described in [DEFS0040-1];

LEVEL OF REPAIR ANALYSIS (LORA)—Level of Repair Analysis (LORA) is a logical procedufe for identifying
the cost of various maintenance alternatives for a specific item of hardware or software. | ORA considers
such isspes as spares, facilities, staff, and support equipment. LORA is also known fas Repair Level
Analysis

LORA is|particularly useful in those cases where there is a direct hardware/software interface, such as the
need forsoftware loading aftera hardware repair. LORA is described in [DEFS0060-0] and [MILPRF49506].

OBSOLEYCENCE MANAGEMENT—Software-intensive systems are prone to obsolescence issugs, particularly in
those cases where thesystems have a long operational life, or when the support concept considers the
possibility of extending the operational life of the system or its associated support [elements. Such
obsolesdence may arise due to factors such as hardware upgrades, changes in the operajional or support
environment, and enhancements to system functionality, or use of non-standard languages.

Obsolesteneeof componet it L;UIII'JutUI hardwarerestitit o) trrevwharchvare may |cu|u;|c adaptive ChangeS to
associated software. This can be a very costly issue if the support aspects are not considered during the
design phase to ensure isolation of hardware dependencies in the software and seamless and cost-effective
transition to the new hardware when the obsolescence occurs. The impact of obsolescence on both custom
and COTS software should be analyzed.

Obsolescence Management ensures that obsolescence is treated as a support criterion, and thus
considered as part of the support concept throughout the software life cycle. Obsolescence Management is
described in more detail in [BS7000-5].
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7. Notes

7.1 Marginal Indicia—The change bar (I} located in the left margin is for the convenience of the user in locating
areas where revisions have been made to the previous issue of the report. An (R) symbol to the left of the
document title indicates a complete revision of the report.

PREPARED BY THE SAE G-11 RELIABILITY, MAINTAINABILITY, SUPPORTABILIT
AND LOGISTICS (RMSL) SOFTWARE COMMITTEE

REAFFIRMED BY THE SAE G-11 RMSL SOFTWARE COMMITTEE
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A.1 Acronhyms

AFQOTEC
AIR

ARP
COCOMO
COTS

APPENDIX A

GLOSSARY OF ACRONYMS AND TERMS

Air Force Operational Test and Evaluation Center
Aerospace Information Report

Aerospace Recommended Practice
COnstructive COst MOdel

Commercial Off-The-Shelf

DRACAS
EPI
EPM
FMEA
FMECA
FRACAS
IBR
IEC
IEEE
ISO

JA
LORA
LRI
LSA
LSAR
MOD
NBR
OFP
OTS
PR/CR
RCTA
RDIT
REVIC
RMSL
SAE
SASET

Data Reporting, Analysis, and Corrective Action System
Engineering Process Improvement

Equipment Program Management

Failure Modes and Effects Analysis

Failure Modes, Effects and Criticality Analysis

Failure Reporting, Analysis, and Corrective Action System
Interim Block Release

International Electrotechnical Committee

Institute of Electrical and Electronic Engineers
International Standards Organization

Two character code for SAE ground vehicle (J)and aerospace (A) standards a
Level of Repair Analysis

Line Replaceable ltem

Logistic Support Analysis

Logistic Support Analysis Record

Ministry of Defence (United Kingdom)

Normal Block Release

Operational Flight Program

Off-The-Shelf

Problem Report-/fChange Request

Requirements and Technical Concepts for Aviation, Inc.
Replication,\Distribution, Installation and Training
Revised{Intermediate COCOMO

Reliability, Maintainability, Supportability, Logistics
Soeiety of Automotive Engineers

Software Architecture Sizing and Estimating Tool

nd guidelines

SCR
SEER-SEM
SEI

SEP

SEPO
SLIM

SRV

uUsC

Software Change Request

System Evaluation and Estimation of Resources — Software Estimation Model
Software Engineering Institute

System Executive Planning

Software Engineering Process Office

Software Life Cycle Methodology

Service Repair Vehicle

University of Southern California
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A.2 Key Terms

A.2.1

A.2.2

A.2.3

A.24

A.2.5

A.2.6

A.2.7

A.2.8

A.2.9

A.2.10

Customer—An organization that procures a system, software product or software service from a supplier.

NOTE—The acquirer could be one of the following: buyer, owner, user, and purchaser. Equivalent with SO/
IEC 12207 definition of Acquirer.

Change Request Profile—Each software product change request can be described by a set of attributes
across 3 dimensions: complexity (hi, med, lo), type (corrective, perfective, adaptive), and priority (normal,
urgent, emergency). The Change Request Profile for a software product comprises all the expected change
request attributes for a given period. For example, from the change request profile it should be possible to
identify {hat over the period there are expected to be, say, 3 corrective changes of high-gomplexity with 2
having normal priority and one urgent priority.

Failure, [Fault, Mistake, Error: failure—The inability of a system or component-to perfprm its required
functions within specified performance requirements; fault—manifestation of a_mistake, when executed may
cause a [failure; mistake—an incorrect human action; error—the affect of a failure.

Failure
failure
can fail,

ffects, Modes and Criticality Analysis—A proactive approach-used for determinjing the potential
des of a system/equipment (including software), all likely ways’in which a compongnt or equipment
auses for each failure mode, and effects/criticality of each failure mode.

Failure
reportin

eporting and Corrective Action System—A set “of processes, procedures,| and tools for
, reviewing, analyzing, correcting, and storing infosmation about system/software fgilures.

Integratpd Logistic Support—A disciplined, unified, and iterative approach to the management and
technical activities necessary to 1) integrate support considerations into system and equipment design, 2)
develop [support requirements that are related.€onsistently to readiness objectives, to desjgn, and to each
other, 3)|acquire the required support, and-4) provide the required support during the opefational phase at
minimunp cost.

Logistids Management Support-—The software support activities related to the ‘bridge’ between the
softwarel support services for operational use and for post-delivery modification support] Activities may
include help desk managemeht; problem reporting and corrective action coordination, distrifution of releases
to field kites, management.of configuration information concerning software releases in the field, and
network communications among field sites and modification support sites.

Logistid Support/Analysis—The selective application of scientific and engineering efforts undertaken
during the acquisition [and sustainment] process, to assist in 1) causing support consideralions to influence
design, 2) defining support requirements that are related optimally to design and to each ofher, 3) acquiring
the requiredisupport, and 4) providing the required support during the operational phase at minimum cost.

Maintainability—The ease with which a software system or component can be modified to correct faults,
improve performance or other attributes, or adapt to a changed environment. Also, a set of attributes that
bear on the effort needed to make specified modifications.

Maintenance—the process of modifying a software system or component after delivery to correct faults,
improve performance or other attributes, or adapt to a changed environment.’

1. Software maintenance as defined above is essentially the same as software modification support. Software maintenance and the mainte-
nance process have not always been interpreted as defined in this appendix.


https://saenorm.com/api/?name=50bed43b2ec1d8b2be14d444592cd106

SAE

JA1005 Reaffirmed MAY2012

Page 41 of 67

A.2.11 Modification Support—The software support activities of change analysis, implementation, test and
release of software products. Changes may be termed corrective, perfective and adaptive, and may also

embrace modifications that are designed to prevent foreseeable future software operating pr

A2.12
software user.
backup, recovery, failure reporting and training.

A2.13
support), products (e.g., documentation, source code, test suites), and environment

oblems.

Operational Support—The software support activities related to the day-to-day operation of software by the
Activities may include installation, configuration, data preparation and loading/unloading,

Supportability Characteristics—Attributes of software processes (e.g., development, transition, operation,

resources (e.g.,

facilities, support systems, support personnel) that enhance the capability to support software.

A.2.14 Suppor

perform

nce requirements for one or more software products across the three dimens

Concept—The derived set of information that describes the strategy, primeltry factors, and

ions of support

A.2.15 Support Classes—Cover the main quality characteristics of the major. factors affecting software
supportdbility. In principle, three factor classes are identified:
a. Processes—The inherent quality characteristics of the support processes that affect|the capability to
accomplish the required support functions;
b. Product—The inherent quality characteristics that are designed into the software product that affect
the capability to accomplish the required support functiens; and,
c. Environment—The inherent quality characteristics..of “personnel resources, support systems, and
physical facilities that affect the capability to accomplish the required support functions.
A.2.16 Support Functions—Refers to the different activities required to be carried out during the software’s

operatiopal use. Within this approach, softwarerhas three distinct, but closely linked, fy
areas: Operational Support, Logistics Management Support, and Modification Support.
A.2.17 Suppor
Support [Profile consists of three distinct)aspects:

nctional support

Profile—Covers the overall understanding of how software support should be addressed. The

heir capabilities,
t are involved in

processes, their

a. Sipport Level—The different (generic) sites where support will be carried out, t
resources and overall role in the support process.
b. Sypport Agent—The ‘generic roles taken by organizations and groups of people thg
software supportsand the responsibilities and information they require.
c. Sypport Sceparios—The individual tasks required to carry out all support
inferrelationships and sequencing and the people, organizations, resources, afd infrastructure

A.2.18 Supporte

nd methods, and

bility—A set of attributes of software design, the associated development tools a
. . . o 1

clvIro U UTE dDIC Ol'tWd UPPO V O D

the suppo

A.2.19 Supportability Analysis—See Logistic Support Analysis.

mplished.
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APPENDIX B

SOFTWARE SUPPORTABILITY PLAN AND CASE TEMPLATES

B.1 Example Software Supportability Plan Template

1.0
1.1
1.2
1.3

2.0
2.1
2.2
2.3
24
2.5
2.6

3.0
3.1
3.2
3.3
3.4

4.0
4.1
4.2
4.3
4.4
4.5
4.6
4.7

5.0
5.1
52
5.3
54
55
5.6

6.0

6.1
6.2
6.3

PROGRAM PLANNING AND CONTROL
Development of an Early Software Supportability Strategy
Software Supportability Plan and Procedures Manual

FProgram and Design Keviews

MISSION, DEVELOPMENT & SUPPORT SYSTEMS DEFINITION,
Use Study

Support Environment Standardization

Comparative Analysis

Technological Opportunities

Support & Supportability Related Design Factors
Integration of ADP Systems

PREPARATION & EVALUATION OF ALTERNATIVES
Functional Requirements

Non-Functional Requirements

Support System Alternatives

Evaluation of Alternatives & Trade-Qff Analysis
DETERMINATION OF SOFTWARE SUPPORT REQUIREMENTS
Operational Software Support Fask Analysis

Software Exception/Probleni)Support Analysis (FRACAS)
Logistics Management Support Task Analysis

Software Modification;Support Analysis

Data Support Task Analysis

Software Transition Analysis

Post-Deployment Software Support Analysis
SOFTWARE SUPPORTABILITY ASSESSMENT
Software Operational Supportability Assessment
Preblem Reaction Assessment

Software Modification Supportability Assessment
Logistics Management Assessment

Production of the Supportability Case
Lessons Learned & Recommendations for Future Projects

IN-SERVICE SOFTWARE SUPPORTABILITY

Support Plan Evolution
Supportability Analysis During Support
Support Case Evolution

FIGURE B1—EXAMPLE SOFTWARE SUPPORTABILITY PLAN TEMPLATE
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Alternatively, the Software Supportability Plan could be outlined as follows:

1. MANAGING THE SOFTWARE SUPPORTABILITY PROGRAM ACTIVITIES

a. Define purpose, scope of plan and program, reliability goals and objectives

b. Nomenclature and project references

c. Program management functions, responsibility, authority, interaction between system engineering,
integrated logistic support, and software supportability activities

d. Resources needed

speczf ic static and dynamlc analyses to be performed throughout lifecycle|(are you on

are supportability case file

FIGURE B2—ALTERNATE SOFTWARE SUPPORTABILITY PLAN
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B.2 Example Software Supportability Case Template

1. SOFTWARE SUPPORTABILITY GOALS AND OBJECTIVES
1.1 What they are: software support significant items
1.2 How were they derived, apportioned to software
1.3 Relation to system supportability goals
1.4 Regulatory and/or contractual requirements

1.5  Agreed upon verification and validation criteria
2. ASSUMPTIONS.

2.1 Support concept tailoring and strategy
2.2 Customer/supplier interfaces
2.3 Development vs. OTS concerns
3. EVIDENCE
3.1 | Supportability analysis activities that demonstrate achievemenhof software
supportability goals and objectives
3.1.1 Pre-development phase
3.1.2  Development phase
3.1.3  In-service phase
3.2 | Product, process, environment characteristics that demonstrate achievement
supportability goals and objectives
3.2.1 Pre-development phase
3.2.2  Development phase
3.2.3  In-service phase
CONCLUSION/RECOMMENDATION
SUPPORTABILITY ANALYSIS RECORDS

A

of software

FIGURE B3—~—EXAMPLE SOFTWARE SUPPORTABILITY CASE TEMPLATE
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c.1

cia1

ci.2

Ci3

outputs.

APPENDIX C

SOFTWARE LOGISTICS SUPPORT ACTIVITY TASKS

Development of an Early Software Supportability Strategy—This task should develop

software [supportability program based on what supportability principles and policies_ate t
deriving
for selecting necessary software support tasks, identify known support organizations requi
selected ftasks, and estimate the cost effectiveness of each individual task; the goals to

A description of the set of tasks (including the program planning tasks that establish a general software
supportability strategy and a plan to accomplish that strategy) is outlined below with possible inputs and
A more complete description of similar tasks within a military application context is provided in
[DEFS0060-2] and [DEFS0060-3]. A process flow for software supportability analysis is presented in [CASA-
SAS].

Program Planning and Control—The purpose of these tasks is to identify life cycle programmatic plans and
controls that will be used to address system/software supportability and support.

strategy for a
be followed in

software support concept. Using available early data, the strategy sheuld determine the method

d to undertake
e met, and the

criteria td be used to assess achievement of those goals. The strategy should also consider|the requirement

for tools o model and determine support costs.

a. Induts—Contract, project definition, historical data.
b. Ouiputs—Software Supportability Strategy.

Softwarg Supportability Plan and Procedures Manual—A Software Supportability Plan has to be defined

which details and integrates all tasks to be carried out,"management and organizational
provides [detailed planning and schedules, and defines specific elements such as data to
well as the processes to be carried out to ensure software supportability. A Software Suppor
in many gases, be a contractual document.

It is also ponvenient to develop a Procedures Manual, for the detailed definition of the proce
used for fhe actual analysis work, as a reférence guide.

a. Induts—Contract, Software Support Strategy.
b. Ouiputs—Software Supportability Plan, Procedures Manual.

Program and Designh Review—It is necessary to plan and carry out formal reviey
supportability related-design information and software supportability process outputs ([
informatipn, reportsyand so forth) in a timely and controlled manner. The reviews sho
management andihe customer that the supportability program is proceeding as planned a
supportability requirements will be achieved. It is also necessary to ensure the integration
within thg everall design and global supportability reviews.

responsibilities,
be collected, as
tability Plan will,

5ses that will be

s of software
ata Repository
Ild assure both
hd that software
of such reviews

a. Inputs—Software Supportability Plan.
b. Outputs—Review Procedures, Management tracking of milestones.

C.2 Mission, Development, and Support Systems Definition—The purpose of these tasks is to determine how

a. Inputs—Contract, project definition, historical data, customer requirements, existing
data, technology direction.

software support is defined in relation to existing systems, the target system, and future system evolution.

system support

b. Outputs—Support requirements and top-level support concept: support scenarios, potential support

factors, support candidates and risks, supportability data.
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SAE

C.2.1 Use Study—Prior to any software supportability assessment, it is essential to know both the intended usage
of the end product and the environment under which support for this product will be carried out. The
customer, together with the contractor, has to define as clear as possible the environment under which the
software will operate and where support should be carried out, within organizational constraints, human
capabilities and limitations, required turn-round times or budgetary limitations, strategic considerations or
security aspects, as well as operational impact of potential problems. Support scenarios that capture the
sequence of existing or expected support actions can provide much of this understanding. A use study is key
to the definition of the overall support concept, as the software supportability program will attempt to comply

as much with this global framework in the most cost-effective way.

a. Inputs—Customer Requirements.
b. Outputs—Use Study results and updates due to life cycle modifications.

Cc.2.2

c.23

C24

Cc.25

Suppor] Environment Standardization—This task establishes supportability and -supp|
design gonstraints for the different software support environments. These constraints v
existing jand planned computing infrastructure or other support resources, tools)‘relative
type of staff, readiness and support policy considerations.

a. Inputs—Mandatory design constraints or requirements, information
environments.

b. Outputs—Qualitative or quantitative tool or equipment standardization guidelines or ¢
on readiness, relative cost, or other supportability considerations, associated risks.

from existing or

Compatjative Analysis—This task will assess similar projects, comparing information abou
and faildres, for an analogy with the current one, in order'to define a skeleton support ¢
supportability and cost factors and examine previously used methodologies and plans.

a. Inputs—Historical data, past projects, published experiences.

b. Olitputs—Skeleton support concept, potential supportability factors.

Technological Opportunities—The evaluation for technological opportunities such as
operating systems, and new CASE 1ools is a necessary step in order to improve both des
aspects,|as well as to reduce life cycle cost and prolong the useful life of the fielded produg
however

a. Inputs—New technologies, product information.
b. Olitputs—Designiequirements, migration plans.
Suppor] and Supportability Related Design Factors—This task establishes sup
supportdbility related design guidelines for the software to be supported. These factors
existing jand._planned computing application and support environments, documentation, r

priability related
ill be based on
cost, staff effort,

planned support
- r

bnstraints, based

their successes
bncept, evaluate

NEW processors,
ign and support
t. This analysis,

should not forget the impact and risks that are always associated to new technologies.

portability and
ill be based on
hethods, relative
considerations.

cost, soffware product aspects, technology, expected change, readiness and support policy

a. Inputs—Results from Task C.2.2, mandatory design constraints or requirements,
application domain, product factors.

information from

b. Outputs—Qualitative and quantitative software supportability objectives for the support candidates and
associated environment, as well as risks associated to those objectives, thresholds and constraints.
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C.3

C.3.1

c.3.2

C.3.3

C.3.4

c4

Preparation and Evaluation of Alternatives—The purpose of these tasks is to analyze functional and non-
functional support requirements for all support functions against all potential alternative systems and support
concepts.

a. Inputs—Customer requirements, alternative systems and support concepts, operational needs,
support scenarios, trade-off tools and methods.

b. Ouiputs—Selected support system alternative, agreed to functional and non-functional support
requirements, detailed cost and effort estimations, estimated resources, estimated performance
response times.

Functional Requirements—This task lists and documents all functional requirements associated with the
operational use and/or support of the software for all software support functions, and against all potential
alternatiye systems and possible support concepts, in order to ensure full compliance.

a. Inputs—Customer requirements, alternative systems.
b. Odgiputs—Design aims, functional requirements.

Non-Functional Requirements—This task addresses the identification _and’ documentgtion of all non-
functiongl requirements associated to the product and different suppori™functions. Such non-functional
requirements (e.g., security, health regulations) might have a great impaet on both design and support and
thus on potential support solutions.

a. Inputs—Customer requirements, operational needs, support scenarios.
b. Oytputs—Design aims, non-functional requirements,

Support System Alternatives—The definition of different support alternatives is key to the optimization of
software[support. These support system alternatives.can be modeled by means of support scenarios, which
will be ap initial outline of different support concepts, including not only the process, but algo the necessary
support infrastructure, support level, agents, statb effort, and so forth.

a. Inputs—Support requirements, Use Study.
b. Odiputs—Set of detailed supportscenarios.

previously identified support system alternatives, identifying all necessary support infrastrugture, as well as
potentiallrisks and pitfalls, such as availability of the support systems upon entry into servicg¢. This task also
ensures that such suppertinfrastructure is planned for and properly considered during design.

Evaluatipn of Alternatives and Trade-Off Analysis—This task carries out a comparisP between the

a. Inputs—Use Study, Support System Alternatives, Trade-Off tools and methodologies.
b. Odiputs—Detailed effort and cost estimations, required resources, turn-round times.

alyze functional
ive systems and

ingtion of

Software Support Requirements—The purpose of these tasks is to arj

support concepts.

a. Inputs—Customer requirements, functional and non-functional support requirements, selected
systems and preliminary support concept.

b. Outputs—Quantified personnel, skills, and training, tools, and response times for all system/software
support tasks. Completed Software Support Concept. Preliminary Software Support Case of
evidence that the software is supportable in accordance with the Concept. Transition plan and
recommendations for continued Software Support Analysis through deployment of software for
operational use.
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C.4.1 Operational Software Support Task Analysis—This type of analysis covers the different aspects of the
operational support function such as loading, installation, configuration and operation. It must be closely
coordinated with similar analysis carried out on hardware (e.g., LSA), in order to provide compatible support
characteristics and methods, as well as to share as much as possible support resources. Techniques like
Reliability Centered Maintenance or LORA are likely to be used also for this analysis. The results of this
analysis are usually recorded in a Logistic Support Analysis Record (LSAR).

a. Inputs—FMECA or Support Scenario triggers, Use Study.
b. Outputs—Identification of Support resources and requirements, LSAR.

C.4.2 Software Exception/Problem Support Analysis (FRACAS)—This type of analysis covers those cases
where, due to operator error, design flaws or exceptional circumstances (e.q.. power failure, flood,
earthquake) the software is unable to carry out its intended functions. The analysig considers the
consequgnces of such failures, on human safety, material or economical damages or similar, jand determines
design alternatives, mitigation actions and necessary resources. Note that the outputs'of this analysis also
feed into the software modification analysis.

a. Inputs—FMECA or Support Scenario Triggers, Use Study.
b. Oujputs—Problem Reporting and Corrective Action Process, Contingency Plans.

C.4.3 Logisticg Management Support Task Analysis—This type of analysis covers all the differgnt aspects of the
logistics management support function, such as replication of software, distribution of softwane and associated
documentation, delta training, and help desk. It should be keptiin)mind that this aspect is th¢ bridge between
software pperation and software modification, so it is important.that a coherent concept is deiveloped.

a. Inputs—Product information, Use Study, SupportSystem Alternatives.
b. Oujputs—Software Logistics Process Plan, Idehtification of Resources.

C.4.4 Software Modification Support Analysis—This'type of analysis covers the different aspects of software
modification, due to corrective, perfective..or' adaptive maintenance. This analysis coyers the whole
modification cycle, from problem investigation to software release, including determination|of typical effort
and time [scales and necessary support resources, and provides feedback to design on all those elements
that can improve response times or(reduce support efforts and costs.

a. Inputs—Product information, Use Study, Support System Alternatives.
b. Oujputs—Software Modification Process Plan, Identification of Resources.

C.4.5 Data Support Task Analysis—This type of analysis covers the different aspects associated to data, in a
similar way as for software. It considers not only the use of data by different software (and hence the impact
of modifyjng its structure), but also all aspects such as relocation of those data, preparation, validation if
necessary, and{possibly post-production analysis.

I 'l D 1 s ' 1] & 1
a. n O FTOUULTITHTOTTTIAUOTT, UoT otuUUy.

b. Ouiputs—Data Support Plan, Identification of Resources.

C.4.6 Software Transition Analysis—This analysis considers the existing support infrastructure and contrasts it
to the overall Support Concept; taking into account project plans and schedules, in order to document a
smooth transition for the initial deployment, usage and support. This analysis considers interim solutions,
staffing plans, training curves, support equipment acquisition and similar aspects as to ensure that the
overall Support Concept will be implemented at a specific date after the first product is released into
operation.

a. Inputs—Use Study, Project Plans, Support Systems “current” and “future”, Support Concept.
b. Outputs—Software Deployment or Transition Plan.
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C.4.7 Post-Production Software Support Analysis—This type of analysis covers all aspects related to the
software once it has been fielded and is fully operational. In particular, it has to assess the different problems
that might arise regarding support issues (e.g., key suppliers discontinuing support, new application domains

or sites) or product or support environment obsolescence.

a. Inputs—Use Study, defined Support Concept.

b. Ouiputs—Contingency Plans, Escrow Agreements, and Pre-Planned Product Improvement.

C.5 Software Supportability Assessment—The purpose of these tasks is to provide customer and supplier

c.5.1

C.5.2

C.5.3

C54

assurance that the projected software support capability will be adequate.

Assess the software support

capability in accordance with the Software Support Plan Software Support Concept, and Software Support

Case. Dir

a. Inputs—Customer requirements, functional and non-functional support requirement
Sdpport Concept, preliminary Support Case.
b. Oudiputs—Assessment measurements and results.

Software Operational Supportability Assessment—This assessment covers a final revie
concept,| in order to test and validate the assumptions, processes and, resources requi
operatloi possibly in conjunction with a formal OT&E process for the overall system in whic
embedded.

that devgloped the Support Concept.

Inj
O

a. buts—Operational Support Concept.

b. tputs—Operational Supportability Assessment Report.

Problem Reaction Assessment—In those cases where a system shutdown or software fg
safety inplications or cause important economic damage, a walkthrough or independent aug
Reactior| part of the support concept might be désirable, in order to verify/validate the contin

were prejiously established as part of the Problem Reaction Analysis.
a. Inputs—Contingency Plans, FRACAS.
b. Oudiputs—Problem Reaction(Assessment Report.

Software Modification Supportability Assessment—This assessment covers a final
modificafion support conceptyincluding a final verification of the availability of required supp
order to

Inputs—Software Modification Support Concept.
Olitputs—=Software Modification Capability Assessment Report.

ssment.

5, Support Plan,

w of the support
red for software
h the software is

In certain cases, this assessment might be carried outby a different organizatjon than the one

ilure might have
it of the Problem
gency plans that

review of the
ort resources, in

est and validate the assumptions, processes and resources required for software modification.

cs management

Logistics Management Assessment—Thls assessment covers a flnal review of the Ioglst
support cor [
and validate the assumptions, processes and resources reqmred for software logistics,
possibly as part of the initial deployment activity.

a. Inputs—Logistics Management Support Concept.
b. Oulputs—Software Logistics Capability Assessment Report.

&8s, in order to test

including RDIT,
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C.5.5 Production of the Supportability Case—This task covers the production of the supportability case,
including the recompilation of all necessary evidence and demonstration of achievement of the software
supportability requirements in accordance with the stated in the software supportability case.

a. Inputs—Assessment Reports, Supportability Project information, data repositories.
b. Outputs—Supportability Case.

C.5.6 Lessons Learned and Recommendations for Future Projects—A final task to be carried out is a
recompilation of all the project history, its proper archiving and final assessment. In particular, a project
summary detailing the major problems encountered, as well as the lessons learned should be produced.
Key elements relating to the project management, supportability study, support criteria and even software
design should be highlighted in the form of recommendations for future projects, so as to preserve the
knowledge acquired during the present one. Lessons Learned assist in the Comparative Analysis task C.2.3

of other projects.

a. Inputs—Project history, project documentation.
b. Oudiputs—Project Summary and Lessons Learned.

C.6 In-Servicq Software Supportability—During the in-service phase, a continuous re-evaluation of the Support
Concept ig required, in order to sustain the operation, modification or logistics management pf the supported
product. Mletrics should be collected about the service quality, differept’support costs, encountered problems,
etc., but syipportability should be also assessed against new factdrs such as new technologies or emerging
problems guch as gradual obsolescence. Towards the end of the software life cycle, a retirefnent plan and/or
transition glan to a new system should be prepared.

a. Inputs—“Current” Support Concept, Metrics, newtechnologies, emerging support proplems.
b. Oudiputs—Updated Support Concept, Plan and Case, improved support infrastrucjure, Retirement
Plan, Transition Plan.
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APPENDIX D
SOFTWARE SUPPORT SCENARIO EXAMPLES
D.1 Example Operator Problem Reporting Support Scenario—The following example demonstrates the
simplified modeling of a software support scenario, in this case an operator problem reporting through
resolution.
D.1.1 Scenario Case: Operator Problem Reporting Scenario—The operator problem reporting example scenario

is initiated by the system operator observing a system failure. This failure support trigger event typically results
in an operator report followed by a problem/change request that requires a correction to software,
enhancement/adaptation to the software, or assistance in resolving some problem through operational

services or
software s

workaround procedures. The problem/change resolution process handles the initigl aspects of the
ipport. Changes to the software are controlled by the modification activitigs of analysis,

implementation, test, and release. The release management activities ensure any softwafe-specific changes

are properly integrated into an appropriate software release. Control of release\configu
versions, ahd inventory/logistics management of software releases is through configuratioj
activities. Vfarious field, intermediate, and depot support activities are illustrated in‘this exampl
Name:
Operatt Problem Reporting Support Scenario Case
Pre-Conditions:
The sy$tem operator observes a system problem that appears to be related to an appl
capability. This software problem is assumed to require the full level of system support, ing
such a$ system problem report generation, changé ‘request generation, integration of th

softwar
the reldase to the field, and transition of the release into the specifically designated field eq
intermediate, and depot levels of support areillustrated in this example.

b block release, control of the software vérsion and logistics control of the releas

ation, software
i manhagement

=3

-

cation software
luding activities

change into a
, distribution of
uipment. Field,

Steps:

1. Operator observes system failure.

2. Operator raises operator report to the field help desk.

3. Field supporter providesta quick help desk response to the field and studies the ¢perator report,
detprmines that a problem does exist, and raises a new problem report to the intermediate site
sugporter; problem.report is logged into field log.

4. The intermediate_ site supporter analyzes the problem report, determines a change is feeded that can
not|be done atthe intermediate site, and provides a possible change request for the depot supporter;
change request is logged into the intermediate log.

5. The depotSupporter receives the problem report and suggested change request from the intermediate
sitg and' enters the problem report and change request into the PR/CR tracking systerEFthat initiates a
modificafion cycle Tor the change request.

6. The depot supporter analyzes the change request, confirms the needed change, allocates the change
to the next normal block release, and implements the change.

7. Upon completion of the normal block release, the release is distributed along with distribution/
installation instructions to the intermediate site supporter; the PR/CR status is updated to closed.

8. The intermediate site supporter distributes the software and appropriate documentation to the field
supporter for installation; intermediate log is updated to indicate the change request and problem
report are closed.

9. The field supporter installs the new software release, performs acceptance test procedures, and

verifies operational capability per distribution/installation instructions; applicable operator report(s)
closed.
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Post-Conditions:

The system equipment affected by the failure has been updated with the appropriate software release.
Problem report and change request information has been closed and information databases updated.
Configuration management information has been updated and inventory logistics management information
has been updated. Operator problem has been resolved.

Variations:

1. Step 1: System failure is able to be fixed through operator workaround; operator reports failure and
workaround solution; no other actions required.

2. Step 3: Field supporter provides a quick help desk workaround response to the field that solves the
operator problem; operator report and workaround are logged; no other actions required.

3. Step 6: The depot supporter analysis provides a quick workaround solution that iselayed to the field
through the intermediate supporter; operator problem is resolved; problem reporf.and change request
ar¢ closed with the workaround solution; no other actions required.

4. Step 6: After analysis of the problem, some other possible alternatives may.occur: |a solution is not
fegsible, change request is not implemented; operator error has occurred and no software changes are
negded, operator procedures are updated as the resolution; change (s determined tp be emergency
anf emergency block release process is invoked.

5. Steps 7,8,9: emergency release distribution procedure is invoked/that bipasses the intermediate site
and provides distribution and installation support directly to-the’ field; intermediate] site is notified;
change request is put back into the release cycle to ensure’the next normal block relepse includes the
change.

D.1.2 Scenario $equence Diagram—The concept of sequencing each of the steps and providihg some further
information) concerning the agents, activities, and interagtions for each step/node is illustratdd in Figure D-1.
There are many possible representations for this kind:¢f*diagram. Notations for the sequencé diagram nodes
are:
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Function “Fn” | Support Function Name
Node 173 i k2 T
Number Level “L1 Support Level Description

Agent “Ag” Support Agent Type

SUPPORT SCENARIO MODEL - OPERATOR PROBLEM REPORTING

m=-—————— Distributes
| ! - (Software and Documentation)
1 Fn | Installation - ———— ===l
1 1 |
1 : I
v | Advises 6| L1 | Field |
Fn | System Operation 1 (Procedure) Fn | Distribufion
1 Ag | Supporter )
1| L1 |Fidld : : ) P | Ll| Field
| v |
Ag| User | Known/unknown Instal i Ag | Supportpr
T Problem Instals Al
| ! Software | .
1|Raises : : Delivers :
L~ Software and
(Operator Report) ( . )
: Operator Report) I Documentation) I Provides
1 I I [Distribution
| - 1 - ! [nstructions)
Fn |Hdlp-desk - J Fn | Problem Analysis |- — — 1 Fn | Change Implementation 1
|
)
D |L1 |Fidld B | L1 | Intermediate ! 1| L1 | Depot 1
|
Ag | Sypporter Ag | Vendor/Supporter 8 Ag | Vendor/Supporter :
1 7\
g‘:;loe:;n 1| Forwards Forwards Advises ¢ \ Raises I f :
1[Raises | (PR/CR Status | (PR) (Procedure)/ \ (CR) j Approves | Approves I
1{New PR) | & Procedures) 1 \ 1 (CR) 1 (Release) 1 LM
- = i——i——L———J—————L—
i i : : : : : : Interface
....................................... Up e AR Updat S
H Logs ..................... (PR Log) (PR/CR Log)
(PR)
LOGISTICS MANAGEMENT FUNCTIONS Il;;ge;d: |
- Problpm Report
CR - Chanpe Request
LM - Logitics Management
FIGURE D1-=SAMPLE SUPPORT SCENARIO MODEL—OPERATOR PROBLEM REPORTING
D.1.3 Step/Noge-Chart—An example step/node chart that describes the inputs, outputs, and pro¢gedures for each

node is illustrated in Figures DZ through D5. NoOTes:

a.
model.

b. Nodes 4-6 are not expanded in this example.

Logistics Management is treated as a ‘node; although not depicted as such in the support scenario
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