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Software Supportability Program Implementation Guide

Foreword—This document identifies recommended practices for the implementation of a supportabjlity program for
software withip an overall systems engineering framework. Guidelines for implementation’|of a Software
Supportability Plan and associated Software Supportability Case are presented. Recommended practices are
described for establishing a software supportability program through selection of life cycle activity tasks tailored for
the application] Recommended models and process methods to achieve the life cycleactivity tasks are briefly
reviewed and/gr referenced. The recommended practices are applicable to all prejects incorpofating software.
The target augiience for this document includes software acquisition organizations, logisticiaps, developers,
supporters, angl customers. This document is intended to be guidance for Business purposes|and should be
applied when iff provides a value-added basis for the business aspects of development, use, and|sustainment of
support-critical |software.
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1. Scope
1.1  Purpose—[This SAE Recommended Practice provides recommended guidelines and be$t practices for
implementing a supportability program to ensure that software\is supportable throughout its [life cycle. This
Implementdtion Guide is the companion to the Software Supportability Program Standard, SAE JA1004, that
describes, |within a Plan-Case framework, what software supportability performance refuirements are
necessary.
This docunient has general applicability to all sectors of industry and commerce and to all typgs of equipment
whose fungtionality is to some degree implemented via software. It is intended to be guidar'[ce for business
purposes and should be applied when it provides a value-added basis for the busingss aspects of
development, use, and sustainment of ~support-critical software. Applicability of specific| recommended
practices wlll depend on the support-sighificance of the software, application domain, and life cycle stage of the
software.
1.2 Audience—The target audience for the document includes software acquisition organizatigns, developers,
logisticians{ supporters, and'customers.
1.3 Applications—This document is applicable to all software-intensive projects, and in particular to projects

where a lorlg system.software life cycle is expected. This document is applicable throughout t

he complete life

cycle of softwaré-intensive systems, although specific recommended approaches may be ore effectively

applied at specific life cycle points.

The combination of the Software Supportability Program Standard, SAE JA1004, Software Support Concept,
SAE JA1006, and this document, provides guidance to implement software support-related aspects for:

a. System software logistics management as described in [DEFS0060-3], [MILHDBK502],
[MILPRF49506], [MILHDBK347], [MILHDBK1467], [CECOM95]; and,
b. Software maintenance and supply processes and other related supporting processes described in

[1ISO12207], [ISO14764], [[EEE12207-0], [[EEE12207-1], [[EEE12207-2], [[EEE1219], and [SWEBOK].
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Definitions—See Appendix A.

Overview of Software Supportability Program—Software supportability cannot be improvised; it must be
addressed consistently and systematically. Supportability must be addressed throughout the complete life
cycle from concept through development, delivery, and operational use, in a way that allows demonstration to
the customer that support requirements are being met effectively. Addressing supportability early in the life
cycle can avoid the possibility of costly product redesign by ensuring that supportability is designed into the
product. The purpose of this section is to outline a broad approach that will enable the satisfaction of this
objective within the context of the Software Supportability Program Standard [SAE JA1004]. The broad
approach to ensure software supportability, based on a supportability analysis, is illustrated in Figure 1.
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GURE 1—OVERVIEW OF SOFTWARE SUPPORTABILITY PROGRAM APPROA(
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The standard Plan and Case are described in [SAE"JA1004] and a software support conce
h [SAE JA1006]. Suggested templatesfor the Plan and Case are given in Appen
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C. Best prg
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needs as d
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pportability case. Supportability analysis comprise€s ‘methods and techniques th
as a tailored set of tasks. Supportability analysis\also feeds supportability desig
n, via the resulting software/system design, feeds the supportability analysis. Th
irements form part of the software support concept output.

on the incorporation of analysis activities within the life cycle is provided in Section
ctice methods and techniques-that facilitate supportability analysis are described in

ance of Planning—Achieving the optimum cost, responsiveness, and quality of
bftware product will come from having an effective planning strategy directed towarg
etermined throughscustomer requirements. The strategy should be developed &
with planning fof overall system supportability. Furthermore, there should be vig
program managers of major milestones and outputs, to ensure that control an
ty activity is(properly integrated with other disciplines.

suppertability plan, as described in [SAE JA1004], is the primary enabler for sati
ty requirements for a software product. In common with other types of project pl

at are typically
N requirements,
e supportability

bt framework is
dix B. Detailed
5 and Appendix
Section 6.

support for any
s supportability
nd executed in
ibility to project
H monitoring of

5fying customer
Ans, a software

ty-plan needs to address the software aspects of a system supportability plan, a

hd describe the

activities that are to be undertaken to achieve the software supportability objectives. The Plan also describes
activities that are to be undertaken to demonstrate that software supportability objectives have been achieved.
The Plan's activities, comprising associated tasks, schedules, resources and outputs, should be carefully
integrated with appropriate system-level support planning activities.

Software supportability analysis, driven by a software supportability plan, should produce a software
supportability case and software support concept. Where software development is carried out, supportability
analysis evidence, detailed in a software supportability case, should include a set of design requirements for
software supportability that are iterated with the system and software design effort to ensure supportability
characteristics are built into the software products.
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4.2

Determining Support Requirements Through Analysis—Software supportability analysis tasks are
conducted throughout the life cycle to identify and complete relevant aspects of the software support concept
and provide evidence, documented in a software supportability case, of supportability achievement. These
tasks ensure that the customer requirements for supportability are clearly understood, are being met through
the various management and engineering activities, and can be demonstrated to the customer’s satisfaction.

Software supportability analysis tasks must, throughout the system life cycle, be conducted within the overall
context of system and logistic engineering to ensure that a system support solution, and not just a software
support solution, is attained. Once early supportability planning has been conducted, and progress review
mechanisms defined, specific supportability analysis tasks are conducted in accordance with the software
supportability plan. These analysis tasks can be described as addressing the following attributes of software
support:

a. Definition—Establish software supportability objectives; determine related software| support goals,
thrg@sholds, constraints, and performance; analyze software support cost and,operafional readiness
drijers within the system context; and identify the general approach to software suppoft in comparison
with existing systems.

b. Alternatives—Determine optimal alternatives for the who, where, when, and how of spftware support
to Ralance software and system life cycle cost, schedule, performance, and supportability.

c. Resources—Identify software support personnel, systems,facilities, training, and provisioning
nedessary to establish the selected transition and operational support alternative.

d. Assessment—Provide evidence throughout the life cycle)that the supportability rgquirements are
beipg or have been achieved and any prior deficiencies*have been corrected.

A general flamework and sequencing for software supportability analysis tasks is illustrated in Figure 2.

Project Life Cycle
Pre-Concept +  (PROGRAM PLANNING AND CONTROL

—  Development of an early SW Supportability Strategy — PLAN
—  Program and Design Reviews

Canesg " MISSION, DEVELOPMENT & SUPPORT SYSTEMS DEFINITION
—  Use Study —  Technological Opportunities
—  Standarization —  Design Factors
—  Comparative Analysis —  Integration of ADP Systems

pevelopmentt . pREPARATION AND EVALUATION OF ALTERNATIVES
—  Functional and Non-Functional Requirements
—  Support System Alternatives —  Evaluation of Alternatives & Trade-Offs
« DETERMINATION OF SUPPORT REQUIREMENTS
—  Operational Task Analysis
—  Software Exception/Problem Support Analysis (FRACAS)
—  Software Modification Analysis
= Soltwarc Transition Analysis
—  Post-Deployment Software Support (PDSS)/Logistics Management Analysis
SOFTWARE SUPPORTABILITY ASSESSMENT (CASE)

— Operation — Modification — Problem Reaction —  Logistics Management

Post-Development

—  Lessons Learnd

Continue analysis activities during the service phase, as appropriate.

FIGURE 2—SOFTWARE SUPPORTABILITY ANALYSIS TASKS
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4.3

4.3.1

Specific sequencing of tasks is described in Section 5 while the specific tasks are described in more detail in
Appendix C. Best practice methods and techniques for achieving some of the tasks are given in Section 6.
These analysis tasks are similar to those described as Software Logistics Support Analysis (LSA) tasks in
[DEFS0060-3] which also includes thorough descriptions of generic software support processes that can form
the basis for software support function analysis. A process flow for supportability analysis tasks can be found
in [CASA-SAS].

Outputs of Supportability Analysis—Software supportability analysis, as defined by this document, has 3
outputs (reference Figure 1): a software support concept, supportability design requirements, and a software
supportability case.

The softwa
sense that
program.

supportabil

SOFTWAR
of a softy
order to

support c

E SUPPORT CONCEPT—A software support concept is a structured description of thg

batisfy the customer’'s supportability requirements. A detailed»generic descriptio
pncept framework is presented in [SAE JA1006], and illustratediin Figure 3.

Support Classes
&
€ TS M58
~ 5|8
Lelets 3k
N §|2|2
N E|2
C)\ Agents QB
o8
. . 7
Scenarios Support
Functions
Support Profile

FIGURE 3—SOFTWARE SUPPORT CONCEPT FRAMEWORK

mm outputs, in the
they are provided to the customer, even though they are used internally during the development
The supportability design requirements, however, are to be considered internal of
ty analysis to the design area, and hence may not be seen by an external‘customef.

utputs from the

characteristics

are product, and of the associated support infrastructure and pracesses, which are necessary in

n of a software

Appendix A gives definitions for 'support concept' and its three dimensions of 'support classes,' 'support

functions,

"and 'support profile.'

A software support concept for a particular product will evolve as the software is developed and more

becomes

known about the support requirements. The content of a Concept should be

compiled from

supportability analysis activities such as described in this guide. A Concept would normally be developed
jointly with the customer, and finalized at, or prior to, acceptance.

Normally, it is essential to maintain a software support concept document throughout the operational life of
the subject software. A Concept will describe the support facilities, resources and procedures that are
actually fielded, and hence it is important that this information should be accurate and kept up-to-date.

-10-
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4.3.2

4.3.3

SUPPORTABILITY DESIGN REQUIREMENTS—Design requirements for supportability are outputs from particular
supportability analysis tasks described within this guide. Design requirements are concerned with ensuring
the software is designed for supportability to facilitate possible future system and/or software changes. Such
changes could include reuse or modification of the software for new applications. The desired supportability
characteristics define the 'support classes' dimension of a software support concept. Confirmation that
supportability characteristics have been achieved is captured in a software support case through evidence
and logical argument.

Supportability analysis is conducted to determine the precise characteristics of each support class that are
appropriate for a specific application. The goals of this activity are to deliver a supportable product, ensure
that the necessary support infrastructure is in place before the entry into service, and sustain the software

support
that have

The actu
requirem
reviewed
communi
principal

SOFTWAR
justificatiq
argument
general
example

the Case

A software supportability case will be progressively populated as a project proceeds throug

and/or ¢

supportability case should have been detetmined through early decisions about the nature

products
plan shou

A softwa
acceptan
intermedi
product i
maintaing

uring the software operational Tie.
been specified/achieved for a specific application [SAE JA10086].

I methods and techniques to be applied to a particular product to detive supp
nts should be agreed jointly between customer and supplier at the outset of the

$ characteristics

prtability design
roject and then

throughout the project. The mechanism and format in which supportability design r¢équirements are

cated between supportability analysts and software designers is.mainly a suppli
hetivities and milestones should be visible in a software supportability plan.

E SUPPORTABILITY CASE—A software supportability case, has two main purpose
n of the approach taken by the supplier to software supportability; and to documern
, that demonstrates that the software meets (or _exceeds) its supportability requ
btionale and components of a software supportability case are described in [SA
putline for a software supportability case is provided in Appendix B. Other descripti
construct can be found in [DEFS0042-2] and [DEFS0042-3].

bnstruction, and/or postproduction ‘support. The required scope and content

Br concern, but

5: to provide a
t evidence, and
irements. The
E JA1004]. An
bns and uses of

h development,
of a software
of the software

to be delivered to the customer;-and the customer’s needs for support. A softwate supportability

Id show how source data and associated information required for the Case would b

re supportability casexwould typically be a deliverable to the customer to §

e provided.

upport system

Ce, although for longer or more complex development programs there may be bengfit in producing

pte software supportability cases at appropriate milestones. Where, after initial deli
5 expected to-continue to grow and be enhanced, its software supportability ¢
d and periodically reviewed.

jlity Program Life Cycle Management—For the purposes of this guide, software
l-design of a system that has the ability to be readily adapted to meet changing re

very, a software
ase should be

s considered to
juirements, i.e.,
o be corrected,

enhancements incorporated, and changes made to adapt to environment modifications and alternate uses.
Ideally, software should be designed with supportability characteristics built-in. The infrastructure of people,
support systems, facilities, and processes are intended to facilitate an evolving software capability. However,
this implies that the software supportability program is also intended to evolve throughout all life cycle phases.
As such, the software supportability plan, supportability analysis, supportability case and support concept must

be applicable throughout all life cycle phases and updated as appropriate.
approach is illustrated in Figure 4 for a full-scale development project.

This life cycl

guidance are provided in Appendix E.

e management

Considerations for off-the-shelf

-11-
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5.1

Contract Acceptance
| Concept  Feasibility | Design & Manufacture | In Service
| [ [
Systems Definition Tasks
>»> e >
Alternatives and Trade-offs Tasks
- >
Support Resource Requirements Definition Tasks >
Supportability Assessment Tasks
- >

{‘ @ ﬁ @ Inputs & Controls ﬁ @ ﬁ @

PROGRAM PLANNING & CONTROL

4+ it Outputs it Lt

SOFTWARE SUPPORTABILITY PLAN ‘
SOFTWARE SUPPORTABILITY-CASE ‘
SOFTWARE SUPPORT CONCEPT

FIGURE 4—SOFTWARE SUPPORTABILITY LIEE CYCLE MANAGEMENT APPROACH

Concept and Feasibility Analysis—During the concept and feasibility analysis, the key plement of the
supportability program is the identification of customer supportability requirements. Thesp supportability
requirements should, as much as possible;be performance based and be related dirgctly to system
operational|needs and cost constraints. Possible supportability performance requirements incljude:

a. Mepsure of supportability characteristics that have been built into the software pyoduct, support
progesses, and support environment design;

b. Majurity level, using foriexample [SEICMM], of software support supplier and ass¢ciated support
progesses;

c. Software product planned release frequency, change request profile, and change regponse time for
both emergency)and normal software changes;

d. Software reliabjlity metrics and design for reliability metrics that would affect correctiye maintenance
act|vity and:confidence in the correctness of changes;

e. Support.cost stratified by unit time, support functional area, supplier;

f.  Software supportability risk: probability and impact of not performing a software suppprt action in the
time period required.

Supportability performance requirements must be quantifiable and measurable. In many cases the customer
may only have a vague idea of what software support is required and, in particular, what the software
supportability performance requirements should be. Perhaps such an application has never been done before,
or, perhaps, there are other alternatives that due to cost, business or technological constraints are not easy to
understand. Or, perhaps the customer has no clear vision and/or policy on support. In some cases, there is no
specific customer, especially if the software product is not a custom developed product but is intended to be
marketed as an Off-The-Shelf (OTS) element.

Determining the customer's software support requirements may be complicated, and the customer may require
some help in the definition of these requirements. For OTS procurement, even somebody representing the
customer, such as the marketing department, may require assistance in defining the support requirements.

-12-
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5.1.1

51.2

Three steps should be followed during the concept and feasibility analysis phase:

a. Establishment of the support objectives;

b. Comparison of provisional supportability requirements with other existing systems and consequent
refinement of supportability requirements as appropriate; and

c. Agreement on requirements and basic support concept framework.

Possible analysis tasks to address these three steps are illustrated in Figure 5. See Appendix C for the task
descriptions.

CONCEPT FEASIBILITY
I Software _ Support | Strategy___________________________[\] >
Start Software Supportability Plag
Tasks Tasks
C|1.1: Early Strategy C.1.1: Early Strategy
CJ2.1: Use Study C.1.2: Plan

C.1.3: Program Revigws

C.2.1: Use Study

C.2.3: Comparative Analysis

C.2.4: Technological Opportunities

Capture Analysis Repotts

Supportability Cqse

FIGURE 5—EXAMPLE CONCEPT/FEASIBILITY PHASE ANALYSIS TASKS

DEFINITION OF OBJECTIVES—The first aspect.to be addressed is a clear definition of whal objectives are
sought anpd/or needed by the software_supportability program. This statement of the objectives usually
permits g simplification and clarification’ of the requirements. Objectives may include cost quidelines, rapid
turn-rounfl for new releases, limit€d,interruption of user operations, use of OTS software components,
response|time to failures, and use ‘of contractor and vendor support resources. It is important to clearly state
key objectives and indicate their-relative importance in case compromises are necessary.

CLARIFICATION OF TERMINOLOGY—The reference [SAE JA1006] provides a framework for dgvelopment of a
software support coneegpt. However, it is useful to adopt application-specific terminology in jorder to ensure
that all participants (particularly the customer) can more readily understand and communicate the concept.
It is recdmmended that the terminology used in [SAE JA1006] be carefully reviewed and mapped to
applicatign-specific terms. For example, terms used for “Support Levels” may vary greatly for different
industrieq, and even within different products of a same industry. A mapping of possible terminology for a few
product ¢ i i i 7S i .

The mapping and functions at each level may also change over time as technology changes. For example, in
the civilian automotive industry, the organization/field (i.e., driver/owner) may not have any software support
functions at this time. Owners do perform some hardware support functions. As software becomes a more
pervasive and critical component in automotive subsystems, and network communication interfaces link end-
users to direct logistic suppliers, the driver/owner may have software support actions that can be performed.
Updates to software can be downloaded directly by the owner from the logistic supplier or embedded
software components (updates or replacements) can be replaced by the owner. A remote site may run
diagnostic traces with the assistance of the owner who attaches a diagnostic adapter kit that can be directly
controlled. The key is for the support concept to capture the desirable approach and appropriately evolve
over the life of the software product.

-13-
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SAE JA1006 Civilian Military Civilian Unmanned General
Automotive Aircraft Aircraft Space Vehicle | computing
Organization |Garage/In-Drive| Flight Line In-Flight Space User
/ Field (Owner/Driver) / Field (Pilot)
Intermediate Dealer Hangar Airline Manned Space System
Station / Administrator
Vehicle
Depot Vehicle Military Airframe Ground Computer
Manufacturer Facility / Manufacturer | Control Center Center
Depot
Vendor Supplier Contractor / Equipment Main Supplier /
Vendor / Supplier Contrdacter / | Supcontractor
Supplier Supplier
FIGURE 6—EXAMPLE TERMINOLOGY ALLOCATION FOR DIFFERENT INDUSTRY AREAS AND PRODUCTS
5.1.3 DEFINITION AND TAILORING OF SUPPORT CONCEPT FRAMEWORK—A skeleton support concept may be derived
from [SAE JA1006], even if it is only at the top level, as a kind*of checklist in order to ensure|that no support
aspect hgs been forgotten. Once the terminology has been clarified, it is often quite easy tq determine that
certain agpects of the general support concept framewotk are not applicable. This tailoring gf the framework
for a spegific application facilitates the planning and pfioritization of supportability analysis tagks.
5.1.4 DEFINITION OF INITIAL REQUIREMENTS—AN initial.set of requirements is defined on the basis [of outputs from
the analysis tasks such as illustrated in Figure 5:
a. Objectives, requirements, program;organization, system support integration;
b. Plaps for Software Support Concept Profiles/Functions/Classes analysis tasks;
c. Use Studies, comparative analyses, functional requirements from existing systems;
d. Intggration planning withsproduct development/support engineering;
e. Oufline of roles and responsibilities of involved support agents; and
f.  Initfal Software Suppert Concept with high-level support scenarios as output.
5.2 Design and Production—During the design and production of system and software components, a key

element of any supportability program is meeting and demonstrating the customer supportabilit
Refinemen{ of therequirements is also typically accomplished as the software and its support @

well under

ood{ within the system S opera‘uonal purpose The supportablhty anaIyS|s tasks S

y requirements.
oncept become
hould establish

the best shpbBori—eorcepi—definitior—anc—aceadisition—approach—that—balances
requirements, life cycle schedule constramts and life cycle cost estimates.

ity performance

Alternative support options, and tradeoff of supportability analysis tasks, initiated in the previous phase will be
expanded in scope for the identified software support significant items to determine an optimum support
concept: what support functions will be performed, by whom, and at what location(s) for the key scenarios

required for system operational support.

Specific support resource requirements for personnel, support

systems, facilities, and processes will be defined so that a support capability can be transitioned/acquired to
achieve the required supportability performance.

Possible analysis tasks to address this phase are illustrated in Figure 7. See Appendix C for the task
descriptions.

-14-
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5.3

C.1.3: Pgm Reviews

C.2.1: Use Study
C.2.2: Standardization

DESIGN AND PRODUCTION
PROJECT FULL SCALE PRODUCTION
DEFINITION DEVELOPMENT
Software Supportability Plan
Tasks Tasks Tasks
C.1.1: Early Strategy C.1.2: Plan C.1.2: Plan
C.1.2: Plan C.1.3: Pgm Reviews C.1.3: Pgm Reviews

C.4.6: Transition Analysis
C.4.7: Post Production Support Analysis

C.2.1: Use Study

C.2.2: Standardization

C.2.3: C¢mparafive Analysis

C.2.4: Tdchnological Opportunities
C.2.5: D¢sign Factors

C.3.1: Fynctional Requirements
C.3.2: Npn-Functional Requirements
C.3.3 Alfernatives

C.3.4 Trjde-Off Analysis

C.5: Assgssment

C.2.3: Comparative Analysis C.5: Assessment
C.2.4: Technological Opportunities
C.2.5: Design Factors

C.3.1: Functional Requirements
C.3.2: Non-Functional Requirements
C.3.3 Alternatives

C.3.4 Trade-Off Analysis
C.4.1-C.4.5 Task Process Analysis

C.5: Assessment

Capture Analysis | Reports —————Supportability | Case

FIGURE 7—EXAMPLE DESIGN AND PRODUCTI@N PHASE ANALYSIS TASKS

The following support areas may be addressed to meet ahd demonstrate that customer requirements have
been met during the design and production phase:

Design to class attributes, software supportscenarios, support significant items;
Defermination of support levels and characteristics;

Use of methods, models, and analysis_processes;

Altgrnative support systems, trade<off analyses;

Intggration with product development/support engineering activities;

Roles and responsibilities of support agents, definition of supplier contractual elementg;
Final Software Support Cancept;

Qualitative and quantitative supportability performance measurement;
Evifdence collection process and presentation process;

Trapsition and fielding prototypes, support assessments;

Intggration with product acceptance, delivery, operation, and support;
Contractualarrangements; and

In-gervice,demonstration of capability.

—FT T Se@ 00T

3

In-Service{-During the in-Service phase, software supportability documents (plan, concept, cdse) are evolved
in conjunction with the software products being supported. The initial task is to conduct an as-acquired
assessment. As the software support is evolved, nearly all analysis tasks identified in 5.1 and 5.2 could be
repeated. The analyses will tend to be more localized around the implemented support concept dimensions.
In general, all software supportability tasks may be applicable throughout the In-Service phase.

For example, a new technology may be developed and its potential impact on the system and its software
supportability must be analyzed. On the other side, obsolesce may become a serious issue. Ongoing
supportability analysis is accomplished using previous analysis reports, new technological opportunity
analyses, and appropriate dependency analysis tasks relative to the appropriate support class, functional area,
and/or profile. The Plan, Concept, and Case are appropriately updated to reflect any changes.
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5.4 Tailoring Supportability Life Cycle Management—The tailoring of software supportability program activities

(supportability analysis tasks) depends upon the following general factors:

Phase of the project when the program is established;

Type of the software (e.g., development item, Off-The-Shelf item, combination);
Amount of design freedom to affect software and its system interfaces;
Availability of resources and information on existing systems;

System engineering and integrated logistic support interfaces;

~0 o0 oT®

analysis data; and
Applicability of activities to the task.

Tailoring tagks is a primary focus of the early support strategy and life cycle support planning

guidance op task dependencies, task tailoring logic, and system level task interfaces is provig

C. Other specific off-the-shelf task tailoring guidance is provided in Appendix E.
5.5 Relationship of Software Supportability Program to Existing Standards
5.5.1 [ISO12207] AND [IEEE12207-0] STANDARDS—These standards define five primary softy
processes (Acquisition, Supply, Development, Operation and Mainténance), a set of e
processes (Documentation, Configuration Management, Quality ,ASSurance, Verification,
Review, Audit, and Problem Resolution), and a set of four organizational processes
Infrastructure, Improvement, Training). The joint use aof) [SAE JA1004], [SAE JA1
implemerftation guide provides detailed guidance on managing and implementing the so
modification aspects covered by these ISO/IEEE standards:” In particular, the Acquisition, De
Operation processes identify the interfaces and relationships of the production system to its §
processes. The Supply and Maintenance processes represent primary software support
overlap with the software support functional areas-of Modification and Logistics Managemen
Management and Problem Resolution are directly tied to the software support activities anc
IEEE support processes provide general software project assistance. The Plan-Case mech
JA1004] provides a natural link to the four.organizational processes. As the software supp
defines the requirements for supportability management, infrastructure, improvement and tr
part of the¢ organizational process life.cycle activities is established.
5.5.2 [DEFSO00
specific L
described
processe
Case me
the softw

[MILPRF«[QSOG], [MILHDBK502], [MILHDBK1467] STANDARDS—These standards and guid

50-2] AND [DEFS0060-3] STANDARDS—These standards provide general systeni
ogistic Support Analysis requirements and guidelines. The software supportabilit

in this document are consistent with [DEFS0060-3]. The general set of sq
5 described(in-[DEFS0060-3] is illustrated in Figure 8 and can be interpreted in tef
thanism.of [SAE JA1004], the software support concept framework described in [SA
re supportability program and task analysis described in this document.

5.5.3

ot

In-service information requirements for support agency and customer(s); availability of supportability

Some specific
ed in Appendix

vare life cycle
ght supporting
alidation, Joint
(Management,
006], and this
ftware support/
velopment, and
oftware support
processes that
. Configuration
the other ISO/
ism from [SAE
tability program
hining, an initial

and software
analysis tasks
ftware support
ms of the Plan-
E JA1006], and

bbooks provide

general system integrated logistic management performance requirements and implementat

application to United States Department of Defense systems. In addition, [MILHDBK1467] pr

on guidance for
ovides detailed

guidance for software support environment characteristics. Although primarily focused at the system level,

these standards provide a capability to include hardware and/or software support concerns.

[SAE JA1004],

[SAE JA1006], and this document provide appropriate guidance to implement software support within the

context of the referenced standards.
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554

5.5.5

[SEICMM

an organ
developm
character
Thus, thq
process [

[SWEBO
informatia
terminolo

erformance measure.

provides

FIGURE 8—MODEL OF SOFTWARE SUPPORT PROCESSES [DEFS0060-3]

] AND [ISO15504] STANDARDS—These de-facto standards provide thorough m
understanding characteristics of desired-software engineering and support-related processes
zation’s maturity relative to.those processes. Although these standards tend to fo
ent terminology, many ‘of the key process areas described will affect the
stics of developed seftware and the capability of a supplier to provide software s{yipport services.

maturity performance level of an organization could be one part of a supplier

_______ REC (Perfective) - _______
Documentation » o )
peration Fault Reports
Data Download
Configured
System
Unconfi g_u_rc;d__> Software Configured > Mission Recovered Post-Mission
Hardware Embodiment Hardware Preparation System Recovery
i
\
1
Mission : RF
Software | Documentation [
Software - Data 1 (Co
Documentation
Releases Releases | & Data :
1
Configuration 44— !
1
1
Software R bt 2
Modification
EXtem_al_I_nEEti ______ ’ Management ‘ """""""""""
(eg New Mission Data)
REC
(Adaptive)
Extetnal
Sources

rective)

echanisms for
and measuring
Cus primarily on

supportability

supportability

K] GUIDELINE—AIlthough not a standard, this extensive set of software engingering guideline
n contains a comprehensive chapter 6 on software maintenance.
gy _Used is closer in to the scope of software support and supportability. The [SWHBOK] reference
an_excellent overview of software maintenance issues and problems, processes| measurement,

The softwafe maintenance

methods and techniques, relationships among the various standards as regards software maintenance, and

an extensive list of references.

The [SWEBOK] reference provides further details that would facilitate the

implementation of a software supportability program in accordance with this Implementation Guide.
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6.1

6.2

Supportability Analysis - Methods and Techniques—There are many possible methods and techniques
that can be used to facilitate the accomplishment of specific supportability analysis throughout the software life
cycle phases of development, test, operation, and support. This section provides guidance on the following
best practice methods and techniques for software supportability analysis:

Use Study;

Software Identification and Breakdown;

Categorization and Selection of Support Significant Items;
Support Scenario Modeling;

Block Release Profile Modeling;

Support Cost Estimation;

Squortablllty Assessment; and

S@ TP o0 T

Intgr-discipline Methods and Techniques, e.g., Level of Repair Analysis, Failure”Mofdes, Effect and
Crificality Analysis, and Failure Reporting and Corrective Action System.

Use Studyt—The Use Study establishes a baseline for all support analysis. , Such a Study outlines the
intended operational use of the software, possible existing support systems that'may be used|for comparison
or for undeftaking the support, key support performance parameters (e.g., number of users, sypport response
times, suppgort scenario sequences), and any limitations that the Customer,wishes to impose| on the support
concept (e.g., maximum cost, available staffing or expertise, strategic business decisions). In t{his context, it is
important t¢ ensure that the Customer and Supplier are both clearly’aware of the Use Study purpose and that
this Study |requires some preparation and review as a team{in*order to ensure that there is a clear
comprehengion of all the software support aspects to be considered.

udy is indeed an analysis activity — because it ‘states the global framework that the Customer is
considering for the support concept, and this usually requires a lot of definition work. The|Use Study is a
for determining and refining Customer_redquirements. While certain areas migit be left open,
awaiting funther analysis, the Customer can usually’state what support options are totally unadceptable, which
ones are nlore desirable, and what might be an‘appropriate approach to completing the corjcept. The Use
Study may also describe the expected or required experience and training level of support perspnnel; from this,
the training|needs of support personal may-be established.

The Use Sfjudy may be a contractual document, as it sets the basic requirements for software support. The
Use Study |s important for the Supplier, who will ensure that the support concept complies with the Customer
requiremenfs. The Use Study should be flexible and should be reviewed for mutual agreement. From the

basis of thel Use Study, the Supplier can offer new technologies or more cost-efficient support
the customer may not be-aware. The Use Study also permits the Customer to refine initia
concepts that the analysis shows are impractical or extremely expensive. [DEFS0060-1] pro

ptions of which
| decisions and
ides a detailed

description jof one possible Use Study format.

Software Identification and Breakdown—Any software supportability analysis process hags to determine
how all soft ithi i i it i i i 5 of software be
uniquely identified, preferably in a coherent and systematic way that also 'fits' with the system and hardware
identification used for design, production and logistics purposes. Uniquely identified software items are
normally subject to configuration control and are thus known as Configuration Control Items (CCls). Item
identification numbers are often known as Logistic Control Numbers (LCNs).

Existing methods for software Logistic Support Analysis Control Numbers, such as defined in [DEFS0060-3]
and [MILPRF49506], are evolving in their application to software, but do not yet provide as complete
traceability as is desired. An extended method, providing traceability between software functions, their
physical representation as programs or files and the hardware implementing the software functions is
presented here. See reference [HUTCHOO] for a detailed description of this method. This method is
compatible with general logistic numbering conventions, including the [DEFS0060-3], given by the standard
Logistic Support Analysis (LSA) process.
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6.2.1

It is important to clarify guidance criteria to be used for this association of software and hardware within a
system. The identification method is structured in order to permit different levels of abstraction. Depending on
the component relationships that are going to be addressed, this structure will either be:

a. A'functional' breakdown, i.e., a design breakdown of the different modules; or,
b. A 'physical' breakdown, i.e., the 'loadable' components provided on a transfer medium to the user.

Depending on the component relationships to be addressed, one of the two or both breakdowns may be
required. A mapping between both breakdowns may also be required for logistics management support, in
order to understand how hardware and software support activities are interrelated. For example, changes and/
or repairs to a hardware component may require reloading associated software components or even modifying

the functlo alitv; af tha cnfhwiara  Tha Ahvoinal heaaledonvan Dnle 10 onfhaarn aammanante vl a o
Tty O o ooty O e Py StoaT o CotGoOwW T i T to—S Oty C— O P o towouTo—T

h

lert the support

function to feview those software components for impacts and further support actions.

Data that ig
this case, 4
individual fy
the basis of

GUIDELINES FOR THE FUNCTIONAL BREAKDOWN—The 'functional' breakdown includes all thos

depict the
See Figu

configured and controlled should be identified similarly to application software an
data breakdown from the 'engineering' or logical point of view should be consider
nctional components. For operational purposes it may be appropriatestorbreak do
how they are physically prepared, loaded and/or manipulated.

functional design aspects of interest to the system software engineers for Modif
e 9 for an example.

Functional LCN Structure

Aircraft A

l

Radar Comms
AA AB

Radar'Tx Radar Rx Radar S/W]|
AAO01 AA02 AAO03

E—

IRadar S/W]| IRadar S/W|
AAO3A AA03B

I
I |

d hardware. In
ed based on its
vn data sets on

b elements that
cation Support.

Radar S/W| Radar S/W]|
AA03B01 AA03B02

FIGURE 9—FUNCTIONAL BREAKDOWN EXAMPLE
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6.2.2

The functional identification breakdown starts with the system and breaks this system down into its
constituent functional components. The breakdown should be continued until the lowest level function
requiring support is identified. Where a software component exists within a system, it should be identified as
an individual component. Therefore, in Figure 9, the Radar software provides both Transmit (Tx) and
Receive (Rx) functionality, but is considered at the same level as the transmitter and receiver hardware
components. From this point, the Radar software functionality is divided into Transmit and Receive functions
and so on. The lowest levels of functionality considered are the software controlling the Radar display and
the software carrying out the Radar Data Processing. The guideline is to make the functional breakdown
and identification follow as closely as possible the actual system design.

The level of functional breakdown identification for logistic support depends on an initial maintenance
significanfcé analysis. Initially, only the system/subsysiem and low-level Configuration Jtem levels are
required. | Later, depending on the depth of the analysis, the breakdown may be continged*{o Configuration
Controlled Component level.

GUIDELINES FOR THE PHYSICAL BREAKDOWN—The 'physical' software corresponds” to all those software
elements|(including data sets) that can be manipulated separately (e.g., loaded,.-downloaded, modified, and/
or analyzgd), as a single entity, by the maintainer, user or operator of that system. See Rigure 10 for an
example.

Physical LCN Structure

Airéraft 1
l l I |
Radar Comms Engines S/W LP
1A 1B 1C 1D
|
Radar Mount Radar Pack
1A01 1A02
|
Radar LR1 Radar LR2, Radar LR3| Radar S/W|
1A02A 1A02B 1A02C 1A02D
Board 1 Board 2 Radar OFP Radar F/W|
1A02B01 1A02B02 1A02D01 1A02D02

FIGURE 10—PHYSICAL BREAKDOWN EXAMPLE

These system elements are what the user actually 'sees', as opposed to the ‘functional' elements
representing what the system 'does’. As such, the software identified here is the software that has to be
identified for the software support analysis and carefully coordinated with system logistic support analysis.
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6.2.3

In Figure 10, the software is represented as part of the hardware system where it resides.

The software is

identified at the highest level at which it can be seen as a component of the system. In this case, the Radar

is made up of a number of components, Line Replaceable Items (LRIs), and the Radar
software consists of 2 elements: an Operational Flight Program (OFP) loadable by the mai
operator and embedded, normally inaccessible, software (firmware). A further breakdown

software. This
ntainer, user or
of the software

could be carried out to identify individual files within an application. In parallel with this, the breakdown of the
system hardware must be carried out to the level at which the associated software influences supportability.

GUIDELINES FOR PHYSICAL TO FUNCTIONAL MAPPING—The support concept for a system will be influenced as
much by the method for supporting software as for the hardware. Therefore, it is important to have as
complete a picture of the system as possible. While software functionality can be broken down to a low level,

and the dorresponding physical programs or flles can be 1dentiied, It 1s only when softwa
considergd together with the hardware on which the software resides that the picturg
Hardwarg-software interdependencies, such as processor type, memory requirements, s
point and timing dependencies, need to be analyzed such that the effect of alternative
maintenance activities are addressed. This is a 2-way process: hardware changesy’such as

e functions are
is completed.
bftware loading
echnologies or
adopting a new

processof, may affect software components; changes to software components, whether cortective, adaptive

or perfecfive, will have some effect on the system hardware, even if it is anly for identificatiq
loading the new version. In order to fully identify the support resources. and requirement
represented in Figures 9 and 10, the following information is required_as illustrated by the
Figure 11}

a. W
b. W
c. W

t physical software components implement the individual functions?
t physical hardware components does the software depend on?
re in the system is the software loaded?

Any charjge to a physical or functional element requires consideration of the potential effe
related elements as defined by the arrow connections.

In the sygtem in Figure 11, the support reguirements of the 3 functional elements of radar ¢
determingd as follows:

a. The transmitter function software is implemented by firmware. The loading point
dirgctly into read-only memory, on a board within Line Replaceable Item (LRI) 2. In g
the[software module reties'on some hardware aspect of another board within LRI 2.

b. The display software constitutes part of the OFP, loaded at the aircraft Software Loa
LP). This softwarerelies on the LRI 3 hardware.

c. The
Logding Point (S/W LP). This software relies on the LRI 1 hardware.

n of the task of
5 of the system
relationships in

ct on the other
boftware can be
or this code is

rder to execute,

jing Point (S/W

Radar Data-Processing function is also part of the OFP, again, loaded at the gircraft Software

complex systems, multiple dependencies may exist, giving many-to-one
relationshipsbetween physical and functional items. These relationships can be easily

r one-to-many
accommodated
ed together.
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Implementation m—]
Loads = = «eeereemreennnns >
Relies On e
Aircraft Aircraft
1 A
Radar Comms Engines S/W LP Radar Comms
1 1253 e ™ AN Vay T
Radar Mount RadarPack | T, Radar $/W
1A01 1A02 AA(B
Radar LRI 1 [Radar LRI 2 Radar LRI 3 Radar S/W Rx S/'W
1A02A 1A02B 1A02C 1A02D AA03B

__J____ _________ '~.:'a’
K/ L ................................................................................................. D

Computer Card|
1A02B01

Radar ROM
1A02D02

Interface Card

1A02B02 AA03B01

|

6.3

Categorization and Selection-of.Software Support Significant tems—Once

*..| Display S'W

RDP S/W
AA03B02

/ I

Radar OFP
1A02D01

/

FIGURE 11-=PHYSICAL TO FUNCTIONAL MAPPING

the initial

software has been carried out, both for the functional and the physical aspects, each of the ele

been identi
that has to

ied have to be ‘categorized and prioritized in terms of their support significance. A
be made for-each software item is whether or not to proceed to a supportabili

analysis. Both developmental and non-developmental (e.g., OTS) software items should be
addition, the suppdrt significance of support system software (e.g., operating system, compile
analysis togls) shotld be categorized.

A minimum set of information should be collected in order to cover those main parameters t
software support (e.g., operational importance, property rights, frequency of change).

—_———d

breakdown of
ments that have
N initial decision
y program and
Categorized. In
s, design tools,

individual elements, software items would be categorized into one of three basic categories:

a.
b.

Not Applicable—Software does not merit further supportability analysis at this time;
Partial—Software should have some supportability analysis to collect a specified subset of information
to augment a reasonably simple support concept; and
Potential—Software should be selected as a potential full support candidate and explore all possible
support alternatives.

at could affect

After evaluating all

290,
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6.3.1

6.3.2

6.3.3

Potential software support candidates are subjected to tailored supportability analysis including, if a
developmental item, their design-for-supportability characteristics. These candidates should be selected on
the basis of their operational or supportability significance. It makes no sense, for example, to select as a
potential supportability candidate a firmware product that is not expected to change within its host equipment’s

life cycle.

Three distinct types of support candidates should be considered:

a.

Functional Software Support Candidates;

b. Physical Software Support Candidates; and

c. Dat

a Candidates.

Each candi

SELECTIO
software
software
be modif
elements

In additio
with prog
applicatio
proprieta
influence
automatic
including

SELECTIO
executabl
installatio
program

libraries,

considere
ones con

SELECTIO
assessed
radically
items and

Hate type has its own characteristics and inherent supportability problems.

N OF FUNCTIONAL SOFTWARE SUPPORT CANDIDATES—Functional candidates:-shoul
elements that either represent a system, a computer Configuration‘Controlled
tems that have a design of their own (lower level Configuration Controlted1tems), ag
ed separately and might hence have different support concepts-associated tg
are the ones considered for the Modification Support Analysis.

uct supportability risks, such as multiple languages,{ product versions/variati
ns. Software that has non-standard design methods;is reused from existing ap
y/security/safety sensitive should be also considered. The support environm
the selection of potential candidates. A potential support significant cand
ally mean that a full support concept will be.developed for it, only that it merits cl
at least a partial supportability analysis.

N OF PHYSICAL SOFTWARE SUPPORT CANDIDATES—Physical candidates should be al
e modules that can be loaded cand/or installed separately or that require di
h tasks. This does not meanithat each individual library that is delivered with
s a potential candidate. Gemimon sense would dictate that groups of files (e.
help files, licenses) delivefed or loaded/installed together in one single oper

sidered for the Logistics Management Support and Operational Support Analysis.

N OF DATA SUPRORT CANDIDATES—Data supportability, due to its mainly electronic
together with-'software. In this context, data items that are candidates for supp
rom software candidates. There may be a logistic identification link between on
one or'more software items that require supportability analysis as a group.

I be all those
ltem or those
all these might
them. These

N to the above software items, it is convenient to assign as potential support candidItes all software

ns or multiple
plications, or is
ent might also
date does not
Dser inspection,

those software
fferent loading/
an executable
)., executables,
pation would be

d a single 'candidate’,even if consisting of multiple components. The physical canpdidates are the

nature, is often
prt do not differ
e or more data

5 that are either

In princip

€;data support candidates should include all databases, as well as all data block

manipulated as a single entity (e.g., a sound track, a parameter file), that require external software for
creation, manipulation or evaluation, or are installed, loaded or unloaded by means of a specific task (e.g.,
download mission data, mount data tape).

Functional data candidates are also possible, particularly when assessing complex data-intensive systems
such as banking or production process/stock control applications. In case multiple programs access different
subsets of a same database, or when multiple databases are cross-linked, the selection of functional data
candidates usually will be determined by the need to ensure that changes to a data set because of the needs
of a specific application (or vice versa) does not propagate unnecessarily to other systems or, even worse,
makes those other systems inoperable.
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6.4

6.4.1

Support Scenario Modeling—This section provides some guidance on a modeling method that may assist
the implementation of support scenarios. At the most detailed level of the scenario, the task interrelationships,
people, organizations, resources and infrastructure, and low-level procedures required to carry out the tasks
are described.

The generation of support scenarios is a basic analytical tool for defining software support requirements and
building a complete software support concept for a system. Performance parameters in terms of effort,
response time, and frequency of tasks can be determined through scenario derivation and analysis. As
support scenarios provide a means of linking support levels, support agents and functions, they establish the
relationships among all the dimensions of the support concept framework (e.g., see Figure 3). Furthermore,
since performance measures can be applied to elements within a support scenario, scenarios can facilitate

testing of p
varied use

SUPPORT
and proc
demand

Defining
types of t

Syq
Ted

Re
Ma
Mis
Mis
Sch

S@ TP o0 T

Based on
actions, i
environm
system in
arise in th
life techni

OpOSEd SUpport concepts against quallty of Service requirements.
and applications of scenarios for modeling operational use of systems is described

SCENARIOS AND TRIGGER EVENTS—A support scenario is an integrated representati
sses, showing how a desired end result will be achieved in response to“an even
r a support function.

igger events that might be relevant for any particular systems:

tem/software failure;
hnology upgrade for support system, operational platform hardware, or data interfa

User help request on operational use of system;

luest for software enhancement (functional or performance);

or disruption to Software Support Center Facilities (e.g., fire or extended loss of po
sion preparation;

sion completion; and

eduled system backup.

the primary trigger events, support scenarios are generated to show the sequ
nformation flows, resources-uséd and procedures invoked. Trigger events arising
bnt should be the first priority, since these will cover the immediate requirements for
satisfactory operational condition. Scenarios should also be considered for trig
e ‘support’ environment. The analysis of trigger events should also be used to expq
cal and financial fisks that must be mitigated in logistic management plans and pro

The procg¢ss of generating and analyzing software support scenarios lends itself to modeling

based sin

hulation Or_operational analysis tools. A customer and supplier, as part of the ove

supportability analysis for a project, should jointly consider the possible use of such tools.

scription of the
in [WEID98].

on of resources
f that triggers a

rigger events is the first step in creating support scenarios. Thefollowing list indicajes some typical

Ces,;

er supplies);

ence of typical
in the ‘system’
maintaining the
ger events that
se the through-
Cedures.

with computer-
rall approach to

Support s

cenarios are intrinsically linked to the evolving support concept description for a syj

stem. Hence, it

is necessary for a supportability program to establish a link between support scenario descriptions and the
discrete tasks that will in due course actually deliver the required support functions and services. For any
particular system there will be many potential support scenarios, and it would be possible to generate a

discrete model for every trigger event.

However, in practice this is unlikely to be necess

ary or efficient.

Support scenarios which have a high degree of commonality in their resource and process elements should
be combined, with the inclusion of appropriate decision points, alternative paths and other suitable
conventions.
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6.4.2 REPRESENTATION OF SUPPORT SCENARIOS—It goes beyond the scope of this document to discuss the variety
of different techniques used for business and/or process modeling, but the general methods of the Rational
Unified Process [ROYCE98] for the Use Case, Sequence Diagram, and Class Diagram have been adapted
to the support scenario application artifacts: Scenario Case, Scenario Sequence Diagram, and Scenario
Step/Node Chart as illustrated in Figure 12. Depending on the required understanding, these artifacts
provide increasing level of detail about the scenario. A few examples of partial scenario applications are
illustrated in Appendix C.

Descriptiof: Outpafs
Procedhite

) In
Pre-Conditions:

Actorl | Actor2 Actor3

Steps:
1.
2. |~

Post-Conditions:

Variations

Scenario SequencePiagram

Scenario (ase

Step/node Chart
NODE NUMBER : <node id> l
AGENT TYPE : <e.g,, uder; operator, supporter> LEVEL : <e.g., field, intermediate, d¢pot, vendor>
SUPPORT FUNCTION'NAME SUPPORTFUNCTION TYPE: e.g.,
<short name for support function> operational, logistics management, mpdification>
INPUTS OUTPUTS
From Description To Descripfion
Node Node
<previous <list/description of input data, forms, <next node | <list/description of optput data,
node 1d> actions™> id> forms, actions>
TASKS
‘A. < Last of actions, activities, procedures conducted as part of this node’s function.>

FIGURE 12—SUPPORT SCENARIO MODEL FRAMEWORK

6.4.2.1  Scenario Case—At the initial stage of generation, a support scenario might well not have all the relevant
data precisely defined - on Support Agents and Levels, for instance. However, it will be possible to refine
this data as more scenarios are considered and patterns emerge of the optimum groupings for major
functions.

Hence, given a specific trigger event, the first scenario artifact that might be produced is called the
'scenario case'. Preconditions for the trigger event to occur are described. Each of the successive primary
flow steps expected to occur are described. The post-conditions expected after all steps have been
completed are also described. For any steps where the primary action might have variations, those
variations are briefly described.
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6.4.2.2

6.4.2.3

6.5

This initial scenario view can usually be produced fairly quickly and provides a good basis for discussing
software support activities at a high level without getting over-involved in too much detail.

Scenario Sequence Diagram—Once a scenario case has been generated, it is now possible to include

more detail for each of the sequential support steps. In particular, it is of interest to determine at each

sequen

Wh
Wh
Wh
Wh

Popoow

ce task step:

at lower-level activities are performed?

ere are these activities performed?

o performs the activities and what skills are required.

at tools and support equipment are necessary to perform the activities?

WH

The sc
step to
Figure
sequen
possibl

Scenar
the ind
Figure
special
At this
specifig

items, the
general So

Block ReITse Profile Modeling—Whenever there is"a'need to change any of the baseline s

At performance (eftort, response time) 1S expected and/or required.

bnario sequence diagram provides a modeling artifact to capture this information
the appropriate information in the sequence diagram. The sequence diagram,
12, provides the modeling capability to identify support agent actors/levels and
ces of activities that occur at each step. Variances within the lower-level sequ

2

-

fo Step/Node Diagram—If lower-level inputs, outputs, and detailed procedures are
vidual activity nodes in the scenario sequence diagram, then node charts such

12 are derived. The specific procedures for each-node can indicate what

zed knowledge may be required, information that may be very specific to individual
evel of information, essentially all elements of the, software support concept dim
scenario are now known.

pdated software should be released in accordance with a Block Release Process.
ware Support Process Flow is illustrated in Figure 13.

SW Release
SPR To
Field Domain
Cha?‘;:";ae':uest Modification Validation 5,(':.‘2;?; RDIT
Process Process Process Process r‘/ Process

) T T T T

by linking each
As illustrated in
the lower-level
ences are also

appropriate for
as illustrated in
equipment and
software items.
ensions for this

ystem software
An example of a

Additional Requirements

*Documentation

*Quality Assurance
*Verification & Validation
*Configuration Management
*Data Management
*Process Improvement

SPR - Software Problem Report
RDIT - ication, Distribution,

ion and Training

FIGURE 13—SOFTWARE SUPPORT PROCESS FLOW

-26-



https://saenorm.com/api/?name=80d20e3831c30ab7cb7d6ebaa100ba5b

SAE JA1005 Revised JAN2004

Software changes will result from a need to correct software defects, enhance software functional and
performance capabilities, and adapt software to hardware and data environment changes. A software change
is documented and submitted as a Software Change Request (SCR), and approved by the Configuration
Control Board. See Figure 14 for an example SCR Process Flow. In this figure, “Customer Engineering”
represents the support engineering interface between Customers and the Supplier contractors, vendors, and
perhaps in-house engineering support staff. One or more of the approved SCRs are then scheduled for
implementation into a future Block Release of the system software. A Block Release may implement one or

more SCRs.
Contractors SPRs Reprocess
& Conditional, Urgent or
Vendors Emergoncy-SCR
Customer SPiks
Engineering Releage
Enter Report Validate CCB selects Eellect Blgck approved Feedback to
into CAS  [—> Report SCRs to o e rogess Field Domain &
Customer implement Initiators
. SPRs L Rai SCR Assess
Agencies Determine if aise an Not Impacts
SW issue ?
Selected
An_alyze Develop
No Requirements Release Plah
Field SPRs
Domain Conductl Obtain ffinal
Tech Studies approval from
- Iris CCB
Go to HW P Prioritize
o to rocess
SCR
Respond back S
to initiators
Prepare tasking to Normal
~ Goto <«———| implement Normal <
Modification Process Bldck Release
Block
o— Rel
Process ?
Got Prepare tasking to
~Lolo <«=———| implement Time Critical |<€———
Modification Process Block Release Urgent or
Emergency

FIGURE\14—CHANGE REQUEST PROCESS FLOW
There are gt least three distinet types of Block Releases for the System:
a. Nofmal;

b. Intgrim; and
c. Emergency:

6.5.1 NORMAL BrocrkRerEase=Typicalty e NormatBtock Reteasewittimptementseverat-S€Rsthat solve many

problems, and include all the steps in the Process Flow as illustrated in Figure 13. SCRs that are not time
critical, as well as completion of time-critical SCRs that were completed through urgent or emergency block
releases, are candidates to be fully implemented under the Normal Block Release Process. The schedule
required to implement a Normal Block Release depends upon the time required to execute all the steps in
the Process Flow and the time required by the Field Domain to effectively adapt to the changes provided by
the previous Normal Block Release. An example of timing for the development of a normal block release
might be as shown in Table 1:
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6.5.2

Thus, if |t were desired to release consecutive normal block releases, one would be

TABLE 1—EXAMPLE NORMAL BLOCK RELEASE SCHEDULE

Process Step Timing
Software Change Request (package of requests) 3 months
Modification 9 months
Validation 3 months
Material Release 1 month
Replication, Distribution, Installation, and Training (RDIT) 1 month
Totals 17 months

released every

17 months. On the other hand, if it were desirable to field a block release every 12 months, then the releases

would haye to be overlapped on an iterative build cycle. An example of block release) data
[PEERCY2] and [DEFS0060-3] for more complete information) includes the following items

block rel

#
#
#
Pe
equ
reld

~0 o0 oT®

g. Personnel Skill Level — Measure of overall personnel capability to complete release by

(e.

h. Changed Source Size — Measure of thexamount of software changed by the impler

Re
i. Sch
mo
reld

INTERIM B
operation

a. On
b. An

For the @
Interim B

Type Release — Normal, Interim, Emergency
Total # SCRs — Total Number of Change Requests implemented by‘the block release

Se:

Rs by Type — Number of Change Requests by Type (Corrective, Perfective, Adapt
Rs By Complexity — Number of Change Requests by Cemplexity (High, Medium,

Rs by Priority — Number of Change Requests by Priority (Normal, Urgent, Emergxncy)

onnel Load by Function — Personnel time (e.g., person hours, person months, eq
ivalent) on the release by functional area (e.g.&change analysis, modification, val
ase, RDIT)

., change analysis, modification, validation, material release, RDIT)

luests (e.g., Function Points, Souree Lines of Code)

edule — Breakdown of block release schedule timing by functional area (e.g., ¢
dification, validation, material.release, RDIT); includes specification of overlap
ases

LocK RELEASE—The-purpose of the Interim Block Release Process is to providg
al responsiveness to-a requested software change when the following occurs:

b or more Process Flow steps have not been successfully passed; and/or;
mmediaté Block Release is required to overcome difficulties experienced by the Fi

ase_where a Block Release has not successfully passed one or more Process
ock'Release process enables Customer Engineering to salvage the Normal Blo
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For the case where an immediate Block Release is required to overcome difficulties experienced by the Field
Domain and a solution has already been implemented that is available, Customer Engineering could issue
an Interim Block Release that contains the implemented SCR solutions.

All software changes provided by an Interim Block Release are part of the next available Normal Block
Release in order to ensure a permanent solution is implemented within the baseline of the system.
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6.5.3

6.5.4

EMERGENCY RELEASE—The purpose of the Emergency Block Release Process is to overcome a difficulty
with the System within an allocated response time constraint. There are two types of Emergency Block
Releases:

a. Urgent, this type of Release solves a specific problem within a maximum response time interval of an
agreed-upon performance time (less than a Normal Block Release time but more than an Emergency
Block Release time, e.g., 4 months).

b. Emergency, this type of Release implements a single SCR within a maximum response time interval of
an agreed-upon performance time (e.g., 72 hours).

All Urgent and Emergency Releases are processed as illustrated in Figure 15, and included as part of the
next available—Nermal-Block—Release—in—orderto—ensure—a—permanent-seldten—is—mplemgnted within the

baseline ¢f the system.

4 months max.

S
4 h

Identify time Urgent Implement tailoring SW SW Material

of Block Release o
;rsgj;cy © P Process steps to »| Modification > VF?r“c?cae“sc;n —> Release > RDIT Process >

SW Release achieve schedule

Reprocess

Urgent Release
into next Normal
Release

Emergency 72 hr

Y

Optimized Verify Workaround Optimized To Fiel
solution & and SW solution RDIT Process oField

development Domain

Reprocess
Emergency
Release into next
Normal Release

N S
VT

72 hours

FIGURE 15—EMERGENCY BLOCK RELEASE PROCESS

BLOCK RELEASEAMPLEMENTATION METHOD—In order to be responsive and flexible to Block Release change
schedule| perturbations, it is useful to have an implementation concept that can accommodate short
turnarourid_engineering cycles, inclusion of urgent change requests in the next Normal Blogk Release even
though the Block Release is in progress, and emergency situations where a quick fix to a software item in a
limited number of Field Domain equipment may be required. An extended Block Release schedule in the
above-mentioned instances becomes unacceptable.

One model that can implement such a concept is the iterative build model illustrated in Figure 16 where
individual changes are being implemented in smaller overlapping build cycles so that a Block Release can be
accomplished rapidly. The advantages of this approach are maximum effective use of scarce and costly
software engineering personnel resources, and a reduction in the Block Release schedule as compared to
producing sequential Block Releases. This approach represents the maximum degree of overlap possible
when using a single software engineering support agency.
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FIGURE 16—ITERATIVE BLOCK RELEASE EXAMPLE SCHEDULE

The Block Release process follows a-.schedule-bound process, where new Normal Block Releases (NBRs)
are releaged on a periodic basis, and-contain as many implemented (and prioritized) SCHs as resources
permit. As an example, in order to achieve periodic NBRs on a desired 12-month cycle, pn approximate
work peripd of 20 to 24 monthsiis estimated to be required for each NBR. The overlap of each 20 to 24
month NBR results in a 12-month apparent NBR cycle.

Every spécified period, 6f time (e.g., 30 days), Customer Engineering has access to all implemented SCRs
to-date, which can e 'made available through the issuance of an Interim Block Release (IBR). This enables
Customerl Engineering to immediately provide an already implemented solution should difficulties be
experienged bydhe Field Domain.

From timetotime;€ustomerEngineering-wittproduce Emergency Btock Reteases(EBRs)that are required
to provide solutions when time responsiveness is critical. As an example, it might be estimated that a
maximum of two EBRs per 12 calendar months would be required during the life of the System.

The Block Release Implementation Method would need to be tailored to specific Customer/Supplier
organizations based on the Software Support Concept derived to meet Customer performance
requirements.
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6.6

6.6.1

Life Cycle Costs and Trade-Offs—Any software supportability study must of course address the life cycle
cost of the software to be developed, fielded and supported. Though a lot of consideration is frequently given
to the software development costs, all too often the cost of support is forgotten, despite, by accepted wisdom,
this being by far the most expensive part of the software life cycle. The current consensus is that software
maintenance accounts for as much as — or perhaps even more than — 80% of the software life cycle. However,
this figure does not consider the additional cost associated to software, such as the training and occupation of
the operators of such software, nor additional costs such as software distribution or the production of software
manuals; nor the direct economic cost of software faults on software operation, and the time it might take to
resolve those faults. When this is taken into account, the organizations developing software or acquiring
software should very seriously consider whether the spent effort and money has not been just the prelude to

something even more expensive.

Under thes

during the egarly study phases and in parallel to the requirements definition and software desig

that suppo
operational
supportabil
while costin
reduce the
systems - u

SOFTWAR
estimatio
together

available,
SLIM, RE
web siteg

b circumstances, carrying out a software supportability program, including a suppo

rtability is appropriately considered, that proper trade-offs are carriéd)yout &
and support solutions, and that most cost-effective alternatives are, ultimately se

g only a fraction of the development cost, an equivalent reductioh in support cost
cost of ownership. A well-managed software supportability;program - especig
sually pays for itself.

E COST ESTIMATION MODELS—A primary factor in praject management is that of
. Software cost estimation models can be used to\provide the required time andg
with an assessment of the significant cost drivets:
either in the public domain or as part of commetcial tools (e.g., COCOMO, PRICE
VIC, SASET). An outline [SEP02], description“and link to both public domain and

cost esti

of a number of parameters. The number of parameters used varies widely between models
the algorithms used are given are typicallyknown as 'open' models. Many models are ‘clo
time and post algorithms are not given.-Many models operate in 2 stages: the first stage es
of the sdftware project usually in terms of source lines of code or function points.
estimateq the time and effort required’to produce the estimated size of software.

However,|software cost estimation models in most cases address only the required effort an

very ofte
months.
can have
logistics
configura
are often

ation models are parametric models ingwhich time and effort estimates are calculat

only for software_development. The cost is usually computed on the basis of neq
Additional caosts\such as training needs, documentation, computing infrastructure o
a significant cost impact yet are rarely considered in the existing cost models

recurrent, and are to be considered over the whole life of a specific piece of softwa

Aspects ‘(e-g., replication, packaging, distribution) or the operational aspects (e
ion) €an have also a significant cost, yet are again rarely considered by the mod¢l. These costs

tability analysis
h, might ensure
gainst different
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ty program has to ensure that the necessary software supportability’is built into the system and,

5 should greatly
lly in high-cost

time and cost
cost estimates

Many software cost estimation models are

S, SEER-SEM,
commercial tool

can be found at [SEPO] (Software Planning and Estimation selection). The majority of software
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Models where
bed', that is, the
imates the size
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i schedule, and
essary person-
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Similarly, the
g., installation,
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As illustrated in Figure 17, the life cycle cost of software consists of the sum of:

~0 o0 OT®

Software

Cost of Software Development;

Cost for Software Modification Support;

Cost for Software Logistics Management Support;

Cost for Software Operational Support;

Infrastructure Costs, including the maintenance of such infrastructure; and
Other Costs (e.g., travel expenses, indirect costs, financial expenses).

Support Costs include all except those related to the Software Development.
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6.6.1.1
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FIGURE 17—SOFTWARE LIFE CYCLE COSFT.CATEGORIES

bment and Modification Costs—Development and.Modification costs can, with s
nce, be estimated by means of an existing cost.model, such as those outlined al
cost models are based on the COCOMO 81.imodel described by Barry Boehm in
M81]. This model, however, is not well suitéd for the assessment of modification co|
COCOMO I, does consider the peculiarities of modification costs. Further infg
1s well as actual implementations on different platforms can be found at [USC]. PRI
arly popular cost estimation model;

should be however exercised with the use of any of these tools. For examplg
a certain development method, usually the typical waterfall model, which might no

5 requirements analysis and/or system integration. Before using the results of
bl to ascertain what aspects and phases of the software life cycle are cov
tions the modehmakes. Moreover, several models require calibration using histori
of the organization. It is not valid to calibrate models using data from othe
er, data .required for calibration is often unavailable. Uncalibrated models produg

bme degree of
ove. The most
nis classic work
5ts. An evolved
rmation on this
CE-S is another

, many models
I necessarily be

gram development method. Similarly, not all models and/or tools cover all develppment phases,

such tools, it is
ered and what
cal data on past
organizations;
e less accurate

Independently of the actual model used, a value will be obtained describing the effort required for either the

development, or maintenance, or both. This effort — typically given in person-months — can be converted
into an economic cost. Most existing cost models also provide a development schedule.

It should also be noted that most models only consider staff effort, and neglect the cost of the necessary
infrastructure (office space, special facilities). The required hardware (host computers, hot benches) or
necessary software licenses (compilers, analysis tools) are usually not considered. While it is possible to
consider these costs here, in most cases these are considered under the infrastructure cost element in

6.6.1.4.
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6.6.1.2

6.6.1.3

Some experimental models are available for special needs. For example, at [USC] there is also a
COCOMO-derived model oriented towards the integration of Commercial Off —The-Shelf (COTS) software.
Caution must be exercised when using any cost model, particularly newer or experimental models, to
ensure that the models underlying assumptions and formulae have been fully validated and provide
software support related estimation capabilities.

Logistics Costs—There are no specific Software Logistics Management Support Cost Models currently
available, but some of these costs can be determined in a similar way as for hardware logistics. In this
particular case, the 'spares' are only replacements for defective or damaged media. Though typical cost
estimation tools used for hardware production can be used for this purpose, it should however be kept in
mind that the replication, packaging and distribution is repeated over and over with every new software

version

Ut each new software version may require its own documentatipn and possibly

ot only this,
bme delta training for the affected users.
ed only once in a product’s life, but many software versions might eventually-rin on that hardware.

even s It might well be that hardware is~mgnufactured and
distribu
One of the critical cost parameters for the logistics cost is therefore the number,of softwarg versions to be

producgd and distributed over the system’s life cycle.
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A defeq
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comme)
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suppor.

such as
that, q
procesy
triggers

[ significant support cost may be the 'help desk' that is required to)provide the usg
I software-related problems. Depending on the project and application type, this h
shared with other system or even pure hardware-related ‘aspects. The cost of
depends on the quality of the software product, as well,as'en the number of users|
tive or badly documented product will tend to result in more problem reports and/
y, a user base of hundreds of thousands or even‘millions of potential users, su
rcial packages, will generate a greater feedback than a very specialized product wi

onal Costs—There are currently no Operational Cost models oriented specifica
However, experience shows that typical tools used for hardware, and in particu
Level of Repair Analysis (LORA) may be suited for this purpose. It should be a

ers with a focal
bIp desk may or
this help desk
of that product.
Dr user queries.
ch as for many
h a limited user

lly for software
ar for elements
50 kept in mind

lite often, operational aspects ‘such as software loading and/or installation a
or module have to be combined-with hardware-related tasks. It is important to d
. operational tasks and ,associated task frequencies to ensure that all cos

ter repairing a
tect all support
are properly

considgred. One useful methodfor this purpose is a Failure Modes, Effects and Crificality Analysis
(FMECA) [ARP5580], [IEC60812], [BS5760] to determine which types of failures may lead to such
operational tasks. Howevér,)a FMECA does not cover all possibilities, such as for examp|e new software
versiong or re-configuration of the software for purposes other than a failure. In this cpntext, Support
Scenarlo modeling_provides a fuller perspective, provided the inputs from the FMEQA are properly
considgred.

Operatipnal €osts should cover both the cost, if applicable, of installing new software [upgrades in all
appropriateyin-service equipment together with the cost, if applicable, of reloading software due to the
repair di-the equipment where it resides

The operational costs can often be reduced by combining hardware and software related tasks, or
ensuring that different support triggers (e.g., hardware repair, new software baseline) are channeled
towards a same or compatible solution (e.g., same loading level) that permits sharing of necessary
resources (e.g., loading equipment, repair technicians, operator training courses). If such policy is
established, the additional operational cost of software may not be significant.
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6.6.1.4

6.6.1.5

Infrastructure Costs—Up to now, only the cost of carrying out the individual support functions has been
considered. Such costs may be only part of the story. Infrastructure costs for support systems, testing
environments, and special facilities may amount to a significant part of the software support costs,
depending on the application.

The cost of certain resources such as host computers and/or replication facilities may not be costed under
the appropriate functional support area. The reason for this is that such resources require special facilities
(e.g., air conditioning rooms, office space) that form part of the support infrastructure. Thus, often these
(usually hardware) resources are sometimes considered infrastructure themselves, and are therefore

accounted as assets, in the same way as a building would be.

The co
comply
(say, an
On the

maintemance costs for such an environment are recurrent and such maintenance’has to 4

for the
might bj

Similarl
expens
facilitieg
softwar

It is hoy
the sup
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‘hardws
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suppor
suppor

independently of whether users call in or not. The mere fact of having the help desk a\

BT Of such resources may be high, especially in the case of salety-criiical SOTtw
with a standard such as [RTCADO178B] or equivalent. The simulation and testi
avionics integration bench) for the safety demonstration can easily cost tens\6f mi
bther hand, it should be remembered that while the acquisition is a non-re¢urrent cq

whole life cycle of this support environment in order to keep it operating. The to)
e prohibitively high.

y, the environment where such resources are housed often has a significant cost.
ve, particularly if special environments for, and requirements on, software testin
such as explosion-proof rooms, for example if teSting high-pressure system

D

vever not always possible nor appropriate to put'these infrastructure costs on the 'g
port cost equation. While such infrastructure-is often required to test new softwarg
ate system and/or hardware/software integration issues and/or test proposed modif
re only'. The decision of where the.actual cost 'burden' is placed is often based
te accounting practices or contractuakharrangements.

icture costs also account for all~costs that have to be paid in order to have a log
equipment, software tools“and staff ready to carry out support, independently
is effectively carried out or'not. Thus, a telephone line is an infrastructure cost

are that has to
ng environment
lions of dollars.
st, the standard
e paid annually
tal life cycle bill

Office space is
g imply special
5 controlled by

oftware' side of
, it is also used
cations that are
on the existing

ation, a facility,
of whether this
or a help desk,
ailable requires

some investment — training for support staff, for example — and recurrent costs — telephone pills, office rent,
electriclty, maintenance ‘of’equipment, and so forth. No users may actually call in, and the support staff
may acfually be doing-ather things in the meantime — but the costs remain.

All the above is true for all functional support areas. The mere fact of being capable of carr

functior
should

s cosis,money, independent of whether support is carried out or not. Thus, the 3
ake\into special consideration whether such capabilities are actually required.

ing out support
upport concept

Other Costs—After assessment of infrastructure support costs other costs may still remain. There may be
some fairly significant “hidden costs” associated with inadequate documentation, incomplete
communication of software specifications to the customer, high-level management intervention when
problems arise, and requirements for in-service presentations and additional meetings beyond those
planned. Usually it is difficult to pinpoint these additional costs, and they cannot always be traced back to,
or even directly associated with, software within a project, unless only software is involved. Other costs
that should be considered include:

a. Travel costs;
b. Indirect costs and expenses due to unplanned risk items; and
c. Financial and legal costs.
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6.6.2

6.6.3

METHODOLOGY FOR THE DETERMINATION OF SOFTWARE SUPPORT COSTS—The determination of

software

support costs can be carried out by a sequence of steps in which each of the different costs is determined.
This sequence is interleaved with the rest of the support analysis, where the results of the analysis are inputs

for this cost assessment and the outputs of this cost assessment are fed back to the analysis

in order to carry

out trade-offs that will permit the reduction of the support costs. The sequence for this cost analysis is as

follows:

Step 1:
Step 2:
Step 3:
Step 4:

Determine Cost-Significant Support Scenario;
Determine Frequency for each individual task in each Scenario;
Identify effort (staff) and required resources for each task in each Scenario;

Determine stratified support costs for each task, each Scenario and each Support Function; and

PopooTw

Stefp 5. Feedback To Support Analysis for trade-off and optimization.

TRADE-ORFS—Supportability analysis should include an evaluation of both alternative-softwa
alternative support concepts that result from an analysis of a 'trade-off' between alternative
overall aijn of supportability trade-off analysis is to obtain an optimal balance between sup
and supportability effectiveness. Trade-off analysis at the system and/or soffwafre design
account gf the impact of any design changes on software support. Factors for trade-off analy

Response Times including diagnostic and transportation factors;
Cost of Ownership;

Effort;

Stafff levels, staff experience and staff training;

Operational Impact;

Required Investment;

Tedhnological interests; and

S@ TP o0 T

usage cap be quantified in terms of.costs due to necessary investments, maintenance, or
other programs. By studying the.overlap between different release blocks and assessing thé
ratio and pquipment usage, itis‘possible to spread these release blocks in the most cost-effig

ire designs and
solutions. The
bortability costs
level must take
sis include:

bvelopment and
btive length and
pther resources
analysis. This
bhared use with
overall staffing
ient manner, by

avoiding An excessive load on the required infrastructure while maintaining a constant staffing level. As

supportability trade-offs ‘are undertaken, it is very important that the supportability factors b
measured against each-other in order to maintain a proper balance between various syste
such as| performance and availability capabilities, and modularity and commonality
[DEFS00$60-3] describes trade-off analysis in detail.

eing traded are
M requirements
requirements.

6.7 Design for|Supportability—One of the dimensions of the support concept is the support| classes. This
dimension provides the designed-in characteristics of the software product, support processes, and support

environment that enhance supportability. Designing for supportability includes:

a. ldentifying which characteristics provide for better supportability;

b. Selecting those characteristics that can be designed-into the software support system and provide the
highest impact; and

c. Ensuring those characteristics are appropriately designed-in and sustained or improved throughout
the software life cycle.

At any point in the software life cycle, such design for supportability considerations can be applied, but the
more effective approach is done earlier. Supportability analysis tasks can be conducted to identify support
drivers and assess their implementation.
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6.8

6.9

6.9.1

Maintainability characteristics of software products such as modularity, simplicity, descriptiveness, consistency,
testability, instrumentation, are described in various references such as [AFOTECPS3], [PEERCY2],
[LMEPI140-xx], and [DEFS0060-3]. High level languages, object-oriented design and coding practices, and
inspection review processes that focus on maintainability characteristics can have a large impact on the
supportability of software products.

Characteristics of support processes that aid supportability can be found in references such as [AFOTECPZ2],
[PEERCY1], [LMEPI140-xx], [SEICMM], [ISO15504], [IEEE1219], [ISO12207], [IEEE12207-0], [CECOM95],
[MILHDBK347], and [DEFS0060-3].

Characteristics of support environment that aid supportability can be found in references such as

[AFOTECP
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literature.
measured
engineering
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operational
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information
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Interdiscip

RELIABILIT
predictior

occurring
critical fai
estimate

In-gervice Supportability Assessment: Data on system and/or report failures, software
profiles, block release profiles shouldibe assessed to verify that supportability requiren
mef.

The referefices [AFOTECP2], [AFOTECP3], [AFOTECP5], [PEERCY1], and [PEERCY2] {

b, [FPEERCY 1], [LMEFIT40-xXx], [MILHDBKRS47], [IMILHDBK140/], [CECOMY9], an

pf maintenance capability and maintainability characteristics can also be~found
For example, modularity and simplicity of object-oriented software design an
hrough the use of metrics such as those described in reference [MOOD98].

principles of encapsulation, inheritance, coupling, and dynamic.'binding (poly
nd related to modularity and simplicity.

f the system support concept using results from test-and evaluation; and

t for a period of time:

-service Supportability Assessment: Data from'test and evaluation should be use
verification of system design and resources-allocation decisions given in the S

re the system is released to service. A successful pre-service supportability a
part of contractual acceptance tests,

concerning approachesto assessing the supportability characteristics of soff
product, support envirenment, and supportability risk.

line Methods and Techniques

Y-BASED,_ ESTIMATION OF CORRECTIVE MAINTENANCE—BY using software reliability
methods an estimate of remaining defects and the rate at which failures wil
during the support activity can be made. Special attention may be warranted for

urés. This information can be integrated with appropriate configuration board con

[DEFS0060-3].

throughout the
I code can be
Metrics for the
morphism) are

lity Assessment—There are two primary forms of supportability assessment: assessment

assessment of

maintenance and logistic data after the system hasybeen in service in its ngrmal operating

d to assist with
Lipport Concept
Esessment may

change request
ents have been

rovide detailed
ware life cycle

estimation and

occur (or are
botential safety-
rol decisions to

how much corrective maintenance workload is likely during support. For examp

€, suppose the

reliability model predicts a total number of defects should be found during integration, system acceptance,
and system operation over the life of the specified software package. With the number of defects actually
found, delivered failure intensity rate of software for each operational hour, and information about expected
operational time for the software, then a prediction can be made of how many defects will be found during
each increment of time during operational use. Those expected defects plus planned enhancements and

adaptatio

ns can then be distributed across the planned block releases for the software.

Profiles of the

change requests across priority, complexity, and type (corrective, perfective, adaptive) can more easily be
planned based on the labor resources available and predicted corrective changes to be made.

-36-



https://saenorm.com/api/?name=80d20e3831c30ab7cb7d6ebaa100ba5b

SAE JA1005 Revised JAN2004

6.9.2

6.9.3

6.9.4

6.9.5

The papers [SCHN98] and [SCHN99] provide a good discussion of applying reliability methods for estimating
maintenance activity. Other references such as [LYU96], [MUSA99] and [MUSA92] also provide discussions
on application of reliability principles for maintenance analysis purposes. [SAE JA1002] and [DEFS00-42]
outline how to ensure software reliability throughout the maintenance activity.

FAILURE MODES, EFFECTS, AND CRITICALITY ANALYSIS (FMECA)—The Failure Modes Effects and Criticality
Analysis (FMECA) analytically aims to identify all the probable modes of software failure, the cause of the
failure, the possible effect of each failure, and the criticality of each effect on the system. The FMECA is a
design analysis procedure and should be performed early in the design phase to aid in the evaluation of the
design and to provide a basis for establishing corrective action. The FMECA procedure consists of 2 steps:
a Failure Modes and Effects Analysis (FMEA) followed by a Criticality Analysis (CA).

FMECA i$ pertinent to software since an analysis at the system level should, for each failure¢ mode, identify
whether the cause of the failure is due, in any part, to the system software.

FMEA angd \FMECA are described in [ARP5580], [[EC60812], and [DEFS0041],

FAILURE H

EPORTING, ANALYSIS, AND CORRECTIVE ACTION SYSTEM (FRACAS)—The FRACAS

is an analytical

procedurg for evaluating system performance and the effectivenesscof the logistics sdyipport process.

Historical
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An exten;
applies th
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the cost
such issu
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those cag
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obsolescénce fay arise due to factors such as hardware upgrades, changes in the operat

environm

data captured with the FRACAS is relevant to the design and ‘development of nev
provides a mechanism for the collection of system failure data, identification of rg
d the cost implication of the failure, and the determination of the implied cost ¢
process is described in [DEFS0041] and [MILHDBK2155].

5ion to FRACAS is DRACAS (Data Reporting, Analysis, and Corrective Action Sys
e analytical procedures of FRACAS to a greater scope of data, not just failure data,
m. DRACAS is described in [DEFS0040-1).

REPAIR ANALYSIS (LORA)—Level of Repair Analysis (LORA) is a logical procedur

bf various maintenance alternatives’for a specific item of hardware or software. L
es as spares, facilities, staff;\and support equipment. LORA is also known 3

barticularly useful in those cases where there is a direct hardware/software interfg
oftware loading after)a hardware repair. LORA is described in [DEFS0060-0] and [

CENCE MANAGEMENT—Software-intensive systems are prone to obsolescence issue
es where-the systems have a long operational life, or when the support concef

bnt, \@hd enhancements to system functionality, or use of non-standard languages.

systems. The
ot cause of the
f failures. The

em). DRACAS
associated with

e for identifying
ORA considers
s Repair Level

ce, such as the
MILPRF49506].

5, particularly in
t considers the

of extending the operational life of the system or its associated support ¢lements. Such

onal or support

Obsolescence of component computer hardware resulting in new hardware may require adaptive changes to
associated software. This can be a very costly issue if the support aspects are not considered during the
design phase to ensure isolation of hardware dependencies in the software and seamless and cost-effective
transition to the new hardware when the obsolescence occurs. The impact of obsolescence on both custom
and COTS software should be analyzed.

Obsolescence Management ensures that obsolescence is treated as a support criterion, and thus
considered as part of the support concept throughout the software life cycle. Obsolescence Management is
described in more detail in [BS7000-5].
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Notes

Marginal Indicia—The change bar () located in the left margin is for the convenience of the user in locating
areas where revisions have been made to the previous issue of the report. An (R) symbol to the left of the
document title indicates a complete revision of the report.

PREPARED BY THE SAE G-11 RELIABILITY, MAINTAINABILITY, SUPPORTABILIT
AND LOGISTICS (RMSL) SOFTWARE COMMITTEE
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A.1 Acronyms

AFOTEC
AIR

ARP
COCOMO

APPENDIX A

GLOSSARY OF ACRONYMS AND TERMS

Air Force Operational Test and Evaluation Center
Aerospace Information Report

Aerospace Recommended Practice
COnstructive COst MOdel

COTS
DRACAS
EPI
EPM
FMEA
FMECA
FRACAS
IBR
IEC
IEEE
ISO

JA
LORA
LRI
LSA
LSAR
MOD
NBR
OFP
oTS
PR/CR
RCTA
RDIT
REVIC
RMSL
SAE
SASET

CommercratOff-The=Shetf

Data Reporting, Analysis, and Corrective Action System
Engineering Process Improvement

Equipment Program Management

Failure Modes and Effects Analysis

Failure Modes, Effects and Criticality Analysis

Failure Reporting, Analysis, and Corrective Action System
Interim Block Release

International Electrotechnical Committee

Institute of Electrical and Electronic Engineers
International Standards Organization

Two character code for SAE ground vehicle*(J) and aerospace (A) standards and guidelines
Level of Repair Analysis

Line Replaceable ltem

Logistic Support Analysis

Logistic Support Analysis Record

Ministry of Defence (UnitedKingdom)

Normal Block Release

Operational Flight Program

Off-The-Shelf

Problem Repoft /Change Request

Requirements-and Technical Concepts for Aviation, Inc.
Replication, Distribution, Installation and Training
Revised Intermediate COCOMO

Reliability, Maintainability, Supportability, Logistics
Society of Automotive Engineers

SCR
SEER-SEM
SEl

SEP

SEPO
SLIM

SRV

usC

Seftware-Architecture-Sizingand-EstimatingTosl

Software Change Request

System Evaluation and Estimation of Resources — Software Estimation Model
Software Engineering Institute

System Executive Planning

Software Engineering Process Office

Software Life Cycle Methodology

Service Repair Vehicle

University of Southern California
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A.2 Key Terms

A.2.1

A.2.2

A23

A.24

A.2.5

A.2.6

A.2.7

A.2.8

A2.9

A.2.10

Customer—An organization that procures a system, software product or software service from a supplier.

NOTE—The acquirer could be one of the following: buyer, owner, user, and purchaser. Equivalent with ISO/

IEC 12207 definition of Acquirer.

Change Request Profile—Each software product change request can be described by a set of attributes
across 3 dimensions: complexity (hi, med, lo), type (corrective, perfective, adaptive), and priority (normal,
urgent, emergency). The Change Request Profile for a software product comprises all the expected change

request rom the change request profile 1t shou
identify that over the period there are expected to be, say, 3 corrective changes of high\cq
having ngrmal priority and one urgent priority.

Failure, Fault, Mistake, Error: failure—The inability of a system or component/to perfo
functions|within specified performance requirements; fault—manifestation of @ mistake, whe
cause a failure; mistake—an incorrect human action; error—the affect of a failure.

Failure Effects, Modes and Criticality Analysis—A proactive approach used for determini
failure mqdes of a system/equipment (including software), all likely’ways in which a compone

can fail, qauses for each failure mode, and effects/criticality of eactrfailure mode.
Failure Reporting and Corrective Action System—A set. of processes, procedures,
reporting] reviewing, analyzing, correcting, and storing information about system/software fai

Integrated Logistic Support—A disciplined, unified, and iterative approach to the ma
technical |activities necessary to 1) integrate support considerations into system and equip
develop qupport requirements that are related-consistently to readiness objectives, to desi
other, 3)

minimum|cost.

Logistics
software [support services for.operational use and for post-delivery modification support.
include he¢lp desk managemént, problem reporting and corrective action coordination, distribt
to field gites, management)of configuration information concerning software releases i
network Jommunicationsiamong field sites and modification support sites.

Logistic Bupport-Analysis—The selective application of scientific and engineering effq

during the acquisition [and sustainment] process, to assist in 1) causing support considerati

i be possible to
mplexity with 2

rm its required
N executed may

hg the potential
ht or equipment

and tools for
ures.

nagement and
ment design, 2)
jn, and to each

pcquire the required support, and.'4) provide the required support during the operational phase at

Management Support—The software support activities related to the ‘bridg¢’ between the

Activities may
tion of releases
the field, and

rts undertaken
bns to influence
er, 3) acquiring

design, 2) defining support reqwrements that are related optlmally to deS|gn and to each oth

Maintainability—The ease with which a software system or component can be modified to correct faults,
improve performance or other attributes, or adapt to a changed environment. Also, a set of attributes that

bear on the effort needed to make specified modifications.

Maintenance—the process of modifying a software system or component after delivery to correct faults,

improve performance or other attributes, or adapt to a changed environment.”

1. Software maintenance as defined above is essentially the same as software modification support. Software maintenance and the mainte-
nance process have not always been interpreted as defined in this appendix.
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A.2.11 Modification Support—The software support activities of change analysis, implementation, test and
release of software products. Changes may be termed corrective, perfective and adaptive, and may also
embrace modifications that are designed to prevent foreseeable future software operating problems.

A.2.12 Operational Support—The software support activities related to the day-to-day operation of software by the

software

user.

backup, recovery, failure reporting and training.

Activities may include installation, configuration, data preparation and loading/unloading,

A.2.13 Supportability Characteristics—Attributes of software processes (e.g., development, transition, operation,
support), products (e.g., documentation, source code, test suites), and environment resources (e.g.,
facilities, support systems, support personnel) that enhance the capability to support software.

A.2.14 Support

performamce requirements for one or more software products across the three dimens

classes, S

A.2.15 Support

supportal
a. Prg
acd
b. Prg
the
c. En

phy

A.2.16 Support
operation

areas: Of

A.2.17 Support

Concept—The derived set of information that describes the strategy, prima
upport functions, and support profile.

Classes—Cover the main quality characteristics of the majot’Jfactors affq
ility. In principle, three factor classes are identified:

cesses—The inherent quality characteristics of the support’processes that affect
omplish the required support functions;

duct—The inherent quality characteristics that are designed into the software prqg
capability to accomplish the required support functions; and,

ironment—The inherent quality characteristics_of* personnel resources, suppor
sical facilities that affect the capability to accomplish the required support functions

Functions—Refers to the different activities required to be carried out during
bl use. Within this approach, software, has three distinct, but closely linked, fun
erational Support, Logistics Management Support, and Modification Support.

Profile—Covers the overall understanding of how software support should be a
rofile consists of three distinet aspects:

bport Level—The different (generic) sites where support will be carried out, th
purces and overall fole'in the support process.
Support Agent—The.generic roles taken by organizations and groups of people that
ware supporti.and the responsibilities and information they require.

Support F
a. Suf
res
b.
sof
c. Su

port Scenarios—The individual tasks required to carry out all support p

y factors, and
ons of support

cting software

he capability to
duct that affect
systems, and

the software’s
ctional support

ddressed. The

eir capabilities,
are involved in

rocesses, their
0 infrastructure

d methods, and

the support environment infrastructure that enable the software support activities to be accomplished.

A.2.19 Supportability Analysis—See Logistic Support Analysis.
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APPENDIX B

SOFTWARE SUPPORTABILITY PLAN AND CASE TEMPLATES

B.1 Example Software Supportability Plan Template

1.0
1.1
1.2
1.3

2.0
2.1
2.2
2.3
2.4
2.5
2.6

3.0
3.1
3.2
3.3
3.4

4.0
4.1
4.2
4.3
4.4
4.5
4.6
4.7

5.0
5.1
5.2
5.3
54
55
5.6

6.0

6.1
6.2
6.3

PROGRAM PLANNING AND CONTROL
Development of an Early Software Supportability Strategy

Software Supportability-Plan and Procedures Manual
Program and Design Reviews

MISSION, DEVELOPMENT & SUPPORT SYSTEMS DEFINITION.
Use Study

Support Environment Standardization

Comparative Analysis

Technological Opportunities

Support & Supportability Related Design Factors
Integration of ADP Systems

PREPARATION & EVALUATION OF ALTERNATIVES
Functional Requirements

Non-Functional Requirements

Support System Alternatives

Evaluation of Alternatives & Trade-Off Analysis
DETERMINATION OF SOFTWARE SUPPORT REQUIREMENTS
Operational Software Support Task Analysis

Software Exception/Problem Support Analysis (FRACAS)
Logistics Management. Svipport Task Analysis

Software Modificatiow Support Analysis

Data Support Task Analysis

Software Transition Analysis

Post-Depleymnient Software Support Analysis
SOFTWARE SUPPORTABILITY ASSESSMENT
Software Operational Supportability Assessment
Problem Reaction Assessment

Software Modification Supportability Assessment

L . o AL | ’
LUZSUICS VIUATIUZSCITICTIL 7133 C33ITICTTE

Production of the Supportability Case
Lessons Learned & Recommendations for Future Projects

IN-SERVICE SOFTWARE SUPPORTABILITY

Support Plan Evolution
Supportability Analysis During Support
Support Case Evolution

FIGURE B1—EXAMPLE SOFTWARE SUPPORTABILITY PLAN TEMPLATE
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Alternatively, the Software Supportability Plan could be outlined as follows:

1.

3.

MANAGING THE SOFTWARE SUPPORTABILITY PROGRAM ACTIVITIES

a. Define purpose, scope of plan and program, reliability goals and objectives
b. Nomenclature and project references

c. Program management functions, responsibility, authority, interaction between system engineering,

integrated logistic support, and software supportability activities

d. Resofirces nieeded

a. Define lifecycle model and methodology, interaction withsystem engineering

b. Ident
targey for meeting your supportability goals and objectives)

c. Analysis of pre-existing software

d. Trangition to operational environment

e. Training end-users, operations and supportstaff

[ Decommissioning

DOCUMENTING SOFTWARE SUPPORTABILITY PROGRAM ACTIVITIES

a. Lifecycle artifacts

b. Software support concept

c. Software supportability case file

specific static and dynamic analyses to be performed throughout lifecycle

(are you on

FIGURE B2—ALTERNATE SOFTWARE SUPPORTABILITY PLAN
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B.2 Example Software Supportability Case Template

1. SOFTWARE SUPPORTABILITY GOALS AND OBJECTIVES

1.1 What they are: software support significant items

1.2 How were they derived, apportioned to software

1.3 Relation to system supportability goals

1.4 Regulatory and/or contractual requirements

1.5  Agreed upon verification and validation criteria
2. ASSUMPTIONS

2.1 Support concept tailoring and strategy

2.2 Customer/supplier interfaces

2.3 Development vs. OTS concerns
3. EVIIDENCE

3.1 Supportability analysis activities that demonstrate achieventent of software
supportability goals and objectives
3.1.1 Pre-development phase
3.1.2  Development phase
3.1.3  In-service phase
3.2 | Product, process, environment characteristics\that demonstrate achievemenf of software
supportability goals and objectives
3.2.1 Pre-development phase
3.2.2 Development phase
3.2.3  In-service phase
CONCLUSION/RECOMMENDATION
SUPPORTABILITY ANALYSIS RECORDS

A

FIGURE:BS—EXAMPLE SOFTWARE SUPPORTABILITY CASE TEMPLATE
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APPENDIX C

SOFTWARE LOGISTICS SUPPORT ACTIVITY TASKS

A description of the set of tasks (including the program planning tasks that establish a general software
supportability strategy and a plan to accomplish that strategy) is outlined below with possible inputs and

outputs.

A more complete description of similar tasks within a military application context is provided in

[DEFS0060-2] and [DEFS0060-3]. A process flow for software supportability analysis is presented in [CASA-

SAS].

C.1

C.1.1
software

deriving &

for select
selected

criteria to
for tools t

a. Inp
b. Ou

C.1.2
which de
provides
well as th

in many d

It is also
used for t

a. Inp
b. Ou

C.1.3 Program

supportability related{design information and software supportability process outputs (O

informatia

Software

Development of an Early Software Supportability Strategy—This task should develop 2

supportability program based on what supportability principles and policies are t
ng necessary software support tasks, identify known support organizations requir

be used to assess achievement of those goals. The strategy should also consider
b model and determine support costs.

L/ts—Contract, project definition, historical data.
fouts—Software Supportability Strategy.

ails and integrates all tasks to be carriedvolt, management and organizational
fdetailed planning and schedules, and defines specific elements such as data to

B processes to be carried out to ensureisoftware supportability. A Software Suppor
ases, be a contractual document.

convenient to develop a Procedures Manual, for the detailed definition of the proce
he actual analysis work, as-aréference guide.

L/tis—Contract, Software.Support Strategy.
fouts—Software Supportability Plan, Procedures Manual.

and Design Review—It is necessary to plan and carry out formal reviey

a. Inp

n, repofts;’and so forth) in a timely and controlled manner. The reviews sho
ent and*the customer that the supportability program is proceeding as planned a
It is also necessary to ensure the integration

asks, and estimate the cost effectiveness of each individual task) the goals to 4

Program Planning and Control—The purpose of these tasks is to identify life cycle programmatic plans and
controls thgtwilT be used to address system/soffware supporiability and SUpport.

| strategy for a
b be followed in

software support concept. Using available early data, the strategy should deternjine the method

bd to undertake
e met, and the
he requirement

Supportability Plan and Procedures Manual—A Software Supportability Plan has to be defined

responsibilities,
pe collected, as
ability Plan will,

sses that will be

s of software
ata Repository
Id assure both
d that software
pf such reviews

uts—Software Supportability Plan.

b. Outputs—Review Procedures, Management tracking of milestones.

C.2 Mission, Development, and Support Systems Definition—The purpose of these tasks is to determine how
software support is defined in relation to existing systems, the target system, and future system evolution.

a.

data, technology direction.

b.

factors, support candidates and risks, supportability data.

Inputs—Contract, project definition, historical data, customer requirements, existing system support

Outputs—Support requirements and top-level support concept: support scenarios, potential support
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c.2.1

Cc.2.2

C.2.3

C.24

C.2.5

Use Study—~Prior to any software supportability assessment, it is essential to know both the

of the end product and the environment under which support for this product will be carried out.

intended usage
The

customer, together with the contractor, has to define as clear as possible the environment under which the
software will operate and where support should be carried out, within organizational constraints, human
capabilities and limitations, required turn-round times or budgetary limitations, strategic considerations or
security aspects, as well as operational impact of potential problems. Support scenarios that capture the
sequence of existing or expected support actions can provide much of this understanding. A use study is key
to the definition of the overall support concept, as the software supportability program will attempt to comply

as much with this global framework in the most cost-effective way.

a. Inputs—Customer Requirements.
b. Oufputs—Use Study results and updates due to life cycle modrications.

Support Environment Standardization—This task establishes supportability and~stppo
design constraints for the different software support environments. These constraints w
existing gnd planned computing infrastructure or other support resources, tools, 'relative ¢
type of staff, readiness and support policy considerations.

a. Inputs—Mandatory design constraints or requirements, information, from existing or
enyironments.

b. Oulputs—Qualitative or quantitative tool or equipment standardization guidelines or co
on teadiness, relative cost, or other supportability considerations, associated risks.

Compargtive Analysis—This task will assess similar projects, comparing information about
and failudes, for an analogy with the current one, in order to define a skeleton support cg
supportability and cost factors and examine previouslyused methodologies and plans.

a. Inputs—Historical data, past projects, published experiences.
b. Oulputs—Skeleton support concept, potential supportability factors.

Technolqgical Opportunities—The eyaluation for technological opportunities such as n
operating| systems, and new CASEA00IS is a necessary step in order to improve both des
aspects, @is well as to reduce life cycle cost and prolong the useful life of the fielded product
however, [should not forget the.impact and risks that are always associated to new technolog

a. Inputs—New technologies, product information.
b. Oufputs—Desigmrequirements, migration plans.

Support pnd Supportability Related Design Factors—This task establishes

Supp

supportaility related design guidelines for the software to be supported These factors W

rtability related
Il be based on
ost, staff effort,

lanned support

hstraints, based

their successes
ncept, evaluate

W processors,
gn and support

This analysis,
es.

prtability and
ill be based on
ethods, relative
jonsiderations.

a. Inputs—Results from Task C.2.2, mandatory design constraints or requirements, information from

application domain, product factors.
b. Outputs—Qualitative and quantitative software supportability objectives for the support

candidates and

associated environment, as well as risks associated to those objectives, thresholds and constraints.
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C.3 Preparation and Evaluation of Alternatives—The purpose of these tasks is to analyze functional and non-
functional support requirements for all support functions against all potential alternative systems and support
concepts.

C.3.1

C.3.2

C.3.3

C.3.4

a.

b.

Inputs—Customer requirements, alternative systems and support concepts, operational needs,
support scenarios, trade-off tools and methods.

Outputs—Selected support system alternative, agreed to functional and non-functional support
requirements, detailed cost and effort estimations, estimated resources, estimated performance
response times.

Functional Requirements—This task lists and documents all functional requirements associated with the

alternative systems and possible support concepts, in order to ensure full compliance.

a.
b.

nst all potential

Inputs—Customer requirements, alternative systems.
Outputs—Design aims, functional requirements.

Non-Fungtional Requirements—This task addresses the identification ‘and documentafion of all non-
functional| requirements associated to the product and different support functions. Such non-functional
requireménts (e.g., security, health regulations) might have a great impact on both design gnd support and

thus on pptential support solutions.

a.
b.

Inputs—Customer requirements, operational needs, support scenarios.
Outputs—Design aims, non-functional requirements.

Support System Alternatives—The definition of different support alternatives is key to thg optimization of
software $upport. These support system alternatives can be modeled by means of support scenarios, which
will be an initial outline of different support concepts, including not only the process, but als¢ the necessary

support infrastructure, support level, agents, staff effort, and so forth.

a.
b.

Inputs—Support requirements, Use-Study.
Outputs—Set of detailed supportscenarios.

Evaluatign of Alternatives and Trade-Off Analysis—This task carries out a comparison between the
previously identified support(system alternatives, identifying all necessary support infrastrugture, as well as
potential fisks and pitfalls, 'such as availability of the support systems upon entry into service} This task also

ensures that such suppettinfrastructure is planned for and properly considered during desig

a.
b.

-

Inputs—Usé . Study, Support System Alternatives, Trade-Off tools and methodologies.
Outputs<Detailed effort and cost estimations, required resources, turn-round times.

C.4 Determination of Software Support Requirements—The purpose of these tasks is to analyze functional
and non-functional support requirements for all support functions against all potential alternative systems and
support concepts.

a.

b.

Inputs—Customer requirements, functional and non-functional support requirements, selected
systems and preliminary support concept.

Outputs—Quantified personnel, skills, and training, tools, and response times for all system/software
support tasks. Completed Software Support Concept. Preliminary Software Support Case of
evidence that the software is supportable in accordance with the Concept. Transition plan and
recommendations for continued Software Support Analysis through deployment of software for
operational use.

47-



https://saenorm.com/api/?name=80d20e3831c30ab7cb7d6ebaa100ba5b

SAE JA1005 Revised JAN2004

c41

C.4.2

C.4.3

C4.4

C.4.5

C.4.6

Operational Software Support Task Analysis—This type of analysis covers the different aspects of the
operational support function such as loading, installation, configuration and operation. It must be closely
coordinated with similar analysis carried out on hardware (e.g., LSA), in order to provide compatible support
characteristics and methods, as well as to share as much as possible support resources. Techniques like
Reliability Centered Maintenance or LORA are likely to be used also for this analysis. The results of this
analysis are usually recorded in a Logistic Support Analysis Record (LSAR).

a. Inputs—FMECA or Support Scenario triggers, Use Study.
b. Outputs—Ildentification of Support resources and requirements, LSAR.

Software Exception/Problem Support Analysis (FRACAS)—This type of analysis covers those cases
where, dié 10 operafor error, aws or exceptional circumstances (e.g., powet failure, flood,
earthquake) the software is unable to carry out its intended functions. The analysi§ considers the
consequgnces of such failures, on human safety, material or economical damages or similar, jand determines
design alternatives, mitigation actions and necessary resources. Note that the outputs of this analysis also
feed into the software modification analysis.

a. Inputs—FMECA or Support Scenario Triggers, Use Study.
b. Oulputs—Problem Reporting and Corrective Action Process, Contingency Plans.

Logistics Management Support Task Analysis—This type of apalysis covers all the differgnt aspects of the
logistics management support function, such as replication of saftware, distribution of softwane and associated
documentation, delta training, and help desk. It should be kept in mind that this aspect is th¢ bridge between
software pperation and software modification, so it is important that a coherent concept is dejeloped.

a. Inputs—Product information, Use Study, SupportSystem Alternatives.
b. Oufputs—Software Logistics Process Plan, Identification of Resources.

Software| Modification Support Analysis—This type of analysis covers the different aspeécts of software
modification, due to corrective, perfective’-or adaptive maintenance. This analysis coyers the whole
modification cycle, from problem investigation to software release, including determination|of typical effort
and time [scales and necessary support resources, and provides feedback to design on all those elements
that can improve response times or reduce support efforts and costs.

a. Inputs—Product information, Use Study, Support System Alternatives.
b. Oulputs—Software Modification Process Plan, Identification of Resources.

Data Support Task-Analysis—This type of analysis covers the different aspects associatgd to data, in a
similar way as for 'software. It considers not only the use of data by different software (and hgnce the impact
of modifyjng it§/structure), but also all aspects such as relocation of those data, preparation, validation if
necessary, andpossibly post-production analysis.

a. Inputs—Product information, Use study.
b. Outputs—Data Support Plan, Identification of Resources.

Software Transition Analysis—This analysis considers the existing support infrastructure and contrasts it
to the overall Support Concept; taking into account project plans and schedules, in order to document a
smooth transition for the initial deployment, usage and support. This analysis considers interim solutions,
staffing plans, training curves, support equipment acquisition and similar aspects as to ensure that the
overall Support Concept will be implemented at a specific date after the first product is released into
operation.

a. Inputs—Use Study, Project Plans, Support Systems “current” and “future”, Support Concept.
b. Outputs—Software Deployment or Transition Plan.
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C.4.7 Post-Production Software Support Analysis—This type of analysis covers all aspects related to the
software once it has been fielded and is fully operational. In particular, it has to assess the different problems
that might arise regarding support issues (e.g., key suppliers discontinuing support, new application domains

or sites) or product or support environment obsolescence.

a. Inputs—Use Study, defined Support Concept.

b. Outputs—Contingency Plans, Escrow Agreements, and Pre-Planned Product Improvement.

C.5 Software Supportability Assessment—The purpose of these tasks is to provide customer and supplier

C.5.1

C.5.2

C.5.3

C5.4

assurance that the projected software support capability will be adequate.

Assess the software support

capablllty in accordance with the Software Support Plan, Software Support Concept, and Software Support

Support Concept, preliminary Support Case.

b. Oulputs—Assessment measurements and results.
Software] Operational Supportability Assessment—This assessment covers a final reviey
concept, |in order to test and validate the assumptions, processes and. resources requir
operation| possibly in conjunction with a formal OT&E process for the averall system in which
embeddef. In certain cases, this assessment might be carried out by a different organizati
that developed the Support Concept.

a. Inputs—Operational Support Concept.

b. Oulputs—QOperational Supportability Assessment Report.
Problem [Reaction Assessment—In those cases where a system shutdown or software fa

safety implications or cause important economic@amage, a walkthrough or independent audi
Reaction part of the support concept might be-desirable, in order to verify/validate the conting
were preViously established as part of the Rroblem Reaction Analysis.

a. Inputs—Contingency Plans, ERACAS.
b. Oufputs—Problem Reaction Assessment Report.

Software] Modification Supportability Assessment—This assessment covers a final
modificatipn support concept, including a final verification of the availability of required suppd
order to te¢st and validate\the assumptions, processes and resources required for software m

bsment.

Support Plan,

v of the support
bd for software
the software is
bn than the one

lure might have

it of the Problem

ency plans that

review of the
rt resources, in
bdification.

support concept mcludmg a final verification of the availability of reqwred support resources,
and validate the assumptions, processes and resources required for software logistics,
possibly as part of the initial deployment activity.

a. Inputs—Logistics Management Support Concept.
b. Outputs—Software Logistics Capability Assessment Report.

its management

in order to test
including RDIT,
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C.5.5 Production of the Supportability Case—This task covers the production of the supportability case,

C.5.6

C.6

including the recompilation of all necessary evidence and demonstration of achievement
supportability requirements in accordance with the stated in the software supportability case.

a. Inputs—Assessment Reports, Supportability Project information, data repositories.
b. Outputs—Supportability Case.

of the software

Lessons Learned and Recommendations for Future Projects—A final task to be carried out is a
recompilation of all the project history, its proper archiving and final assessment. In particular, a project

summary detailing the major problems encountered, as well as the lessons learned shoul

d be produced.

Key elements relating to the project management, supportability study, support criteria and even software

design sljould be highlighted n the form of recommendations for future projects, so as
knowledgg acquired during the present one. Lessons Learned assist in the Comparative /Ana
of other projects.

a. Inputs—Project history, project documentation.
b. Oulputs—Project Summary and Lessons Learned.

In-Service [Software Supportability—During the in-service phase, a continuous re-evaluatior
Concept is Jrequired, in order to sustain the operation, modification or l0gistics management @
product. Mgtrics should be collected about the service quality, different-support costs, encoun
etc., but supportability should be also assessed against new faetors such as new technolog
problems such as gradual obsolescence. Towards the end of the software life cycle, a retiren
transition plan to a new system should be prepared.

a. Inputs—“Current” Support Concept, Metrics, new.technologies, emerging support proh
b. Oulputs—Updated Support Concept, Plan_and Case, improved support infrastruct
Plap, Transition Plan.

o preserve the
llysis task C.2.3

of the Support
f the supported
tered problems,
es or emerging
ent plan and/or

lems.
ire, Retirement
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D.1

D.1.1

APPENDIX D
SOFTWARE SUPPORT SCENARIO EXAMPLES

Example Operator Problem Reporting Support Scenario—The following example demonstrates the
simplified modeling of a software support scenario, in this case an operator problem reporting through
resolution.

Scenario Case: Operator Problem Reporting Scenario—The operator problem reporting example scenario
is initiated by the system operator observing a system failure. This failure support trigger event typically results
in an operator report followed by a problem/change request that requires a correction to software,
enhancemdni/adaptafion 0 the soffware, or assistance In resolving some problem gh operational
services or|workaround procedures. The problem/change resolution process handles the initigl aspects of the
software sppport. Changes to the software are controlled by the modification cactivitigs of analysis,
implementdtion, test, and release. The release management activities ensure any software-specific changes
are properly integrated into an appropriate software release. Control of release” configufation, software
versions, ahd inventory/logistics management of software releases is through configuration management
activities. Various field, intermediate, and depot support activities are illustrated in this examplg.

Name:

Operator Problem Reporting Support Scenario Case

The system operator observes a system problem that*appears to be related to an appl{cation software
capabillty. This software problem is assumed to require the full level of system support, ingluding activities
such ag system problem report generation, changé request generation, integration of th¢ change into a
software block release, control of the software’yersion and logistics control of the release, distribution of
the relgase to the field, and transition of the release into the specifically designated field equipment. Field,
intermgdiate, and depot levels of support.are illustrated in this example.

3. Fie|d supporter provides a quick help desk response to the field and studies the ¢pperator report,
determines that a,problem does exist, and raises a new problem report to the intermediate site

eeded that can

ch
5. The depot su change request from the intermediate
siteamde PR/CRtrackimgsystern that initiates a

modification cycle for the change request.

6. The depot supporter analyzes the change request, confirms the needed change, allocates the change
to the next normal block release, and implements the change.

7. Upon completion of the normal block release, the release is distributed along with distribution/
installation instructions to the intermediate site supporter; the PR/CR status is updated to closed.

8. The intermediate site supporter distributes the software and appropriate documentation to the field
supporter for installation; intermediate log is updated to indicate the change request and problem
report are closed.

9. The field supporter installs the new software release, performs acceptance test procedures, and
verifies operational capability per distribution/installation instructions; applicable operator report(s)
closed.
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Post-Conditions:

The system equipment affected by the failure has been updated with the appropriate software release.
Problem report and change request information has been closed and information databases updated.
Configuration management information has been updated and inventory logistics management information
has been updated. Operator problem has been resolved.

Variations:

workaround solution; no other actions required.

2.
op
3. St
are
4. St
ne
an
5. St

D.1.2 Scenario
information
There are 1
are:

, NO other actions requir

emergency block release process is invoked.

provides distribution and installation support directly o ‘the field; intermediate

nge request is put back into the release cycle to ensurethe next normal block relez

nge.

concerning the agents, activities, and interactions for each step/node is illustrate

)

ded, operator procedures are updated as the resolution; change.is determined tg

equence Diagram—The concept of sequencing each of the steps and providin

nany possible representations for this kind of diagram. Notations for the sequence]

Step 1: System failure is able to be fixed through operator workaround; operator reports failure and

Step 3: Field supporter provides a quick help desk workaround response to the field that solves the

d.
yed to the field
change request

solution is not
re changes are
be emergency

s 7,8,9: emergency release distribution procedure is invoked that bipasses the iptermediate site

site is notified;
se includes the

g some further
i in Figure D-1.
diagram nodes
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Function “Fn” | Support Function Name

Node
Number

Level “L1” Support Level Description

Agent “Ag” Support Agent Type

SUPPORT SCENARIO MODEL - OPERATOR PROBLEM REPORTING
(=== Distributes
| ! - (Software and Documentation)
1 Fn [ Installation - ————— = ——
1 1 |
1 . 1
v | Advises 6| LI | Field |
Fn | System Operation 1 (Procedure) Fn | Distributjon
1 Ag | Supporter
1| Ll |Field : : \Aniutn P | LI | Field
| v |
Ag| Uger | Known/unknown Instals 1 Ag | Supporte
Probl. —
: I Froviem Software ! . A
1 Raises : : Delivers :
)~ Software and
(Operator Report) ¢ . i
: Operator Report) 1 Documentation) I Brovides
v : I I (Pistribution
1 1 .
Fn | Help-desk - J Fn | Problem Analysis |- — — 1 Fn | Change Implementation 1 Ihstructions)
|
|
D |L1 |Field B | L1 | Intermediate I U | L1 | Depot 1
|
Ag | Supporter Ag | Vendor/Supporter 8 Ag | Vendor/Supporter :
1 7\
g;qj:lizn ) ; Forwards fForwards Advises ¢\ Raises f :
1 Raises | (PR/CR Status | (PR) (Procedure)/ \ (CR) j Approves | Approves I
1 (New PR) | & Procedures) | \ 1 (CR) 1 (Release) 1 LM
_ Yy i——i——L———J—————L—
: H \ : : : : : Interface
.......................... H . Y Updates ...............................
- (PR/CR Log)
Legend:
LOGISTICS MANAGEMENT FUNCTIONS Leeend 1 repon
CR - Change Request
LM - Logisfics Management
FIGUR RTING

node is illustrated in Figures D2 through D5. Notes:

a.
model.
b. Nodes 4-6 are not expanded in this example.

D.1.3 Step/Node Chart—An example step/node chart that describes the inputs, outputs, and procedures for each

Logistics Management is treated as a ‘node, although not depicted as such in the support scenario
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Support Scenario Name: Operator Problem Report

Support Scenario Name: Operator Problem Report

NODE NUMBER: |

AGENT TYPE: User

LEVEL: Field (platform)

SUPPORT FUNCTION NAME: SUPPORT FUNCTION TYPE:
Operate System Operational
INPUTS OUTPUTS
From Description To Description
Nqde Node
y Advice on problem solutions and 2 Operator query
workarounds

TASKS
A. (ompile report (standing procedures required)

FIGURE D2—SAMPLE SUPPORT SCENARIO NODE—OPERATE SYSTEM FUNCT|ON

NOIJE NUMBER: 2 |
AGHNT TYPE: Supporter LEVEL: Field (operating base)
SUPPORT FUNCTION NAME: SUPPORT FUNCTION TYPE:
Helppdesk Operational
INPUTS OUTPUTS
Frqgm Description To Description
Nofe Node
1 Operator query 1 Advice on problem splutions
and workarounds
LM Advice on PR/CR status and LM Initial PRs
procedures
TASKS
A. Log operator query.
B. (orrelate query)details with existing problem database
C. Provide advicg to user
D. Raise formal PR (previously unknown problem)

FIGURE D3—SAMPLE SUPPORT SCENARIO NODE—HELP-DESK FUNCTION
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NODE NUMBER: 3 |

AGENT TYPE: Vendor/Supporter LEVEL: Intermediate (Regional Centre)
SUPPORT FUNCTION NAME: SUPPORT FUNCTION TYPE:
Problem analysis Modification
INPUTS OUTPUTS
From Description To Description
Node Node
LM PRs LM Procedural advice
(modification not required)
LM CR (modification required)
TASKS
A. Receive PR
B. Inpvestigate and determine PR cause
C. Report follow-up action requirements
FIGYRE D4—SAMPLE SUPPORT SCENARIO NODE—PROBLEMANALYSIS FUNCTION
NOIDE NUMBER: LM |
AGHNT TYPE: Supporter LEVEL: Organizational
SUPPORT FUNCTION NAME: SUPPORT FUNCTION TYPE:
Mangge Post-Deployment Software Support Logistics Management
INPUTS OUTPUTS
Fr¢m Description To Description
Nofde Node
2 Initial PRs 2 Advice on PR/CR stgtus and
procedures
3 Procedural advice (modification 3 PRs
not required)
3 CR (modification required) 4 Approval to implem¢gnt CR
4 Approval to release goftware
update
5 Distribution instructions
TASKS
A. Tog initid]l PR
B. (ontrol and update PR status
C. Log initial CR
D. Control and update CR status
E. Provide instructions on software distribution and embodiment

FIGURE D5—SAMPLE SUPPORT SCENARIO NODE—
MANAGE POST-DEPLOYMENT SOFTWARE SUPPORT FUNCTION
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Example Problem/Change Request Resolution Scenario—This section provides a more detailed view of a
software support scenario: Problem/Change Request Resolution Scenario.

Scenario Case: Software Problem/Change Request Resolution—General principles of problem/change
request resolution are based on hypothesized organizational problem reporting and change request
processing procedures. In particular, the software problem reporting will be through a System Problem Report
with requisite software/computer related diagnostic information. A basic field battlefield of personnel users and
vehicle units will use the technical control chain to contact Engineering Program Management (EPM) which is
the central customer control center for management of system/software support and interfacing with the
modification support contractor to relate technical problems and tasking.

Software fdruse in operafional field equipment will have been tested, qualified and loaded| by appropriate
personnel. | Field use of the software will be governed/guided by the appropriate System Level Manual.
Problems may arise from a variety of trigger events and resolution may be initiated by-anyon¢ who observes
such an event. Change requests may be triggered by a problem report concerning. a software defect, user
requests tq enhance the software, or system changes (perhaps due to technology improvements) that
necessitate| adaptations to the software to ensure compatible interfaces. General concepty with regard to
problem/change request resolution include:

a. Prgblems are resolved as far forward as possible.
b. Prgblems are investigated by field domain and infrastructure domain. Problems are formally
doqumented through a standard System Problem Report.{Problems may be informally|documented by
altdrnate means, such as a Technical Failure Report, if resolved prior to a level where g formal System
Prgblem Report documentation is required.

Sygtem Problem Reports may originate from problems identified by the Field Domai
Domain (EPM or support contractor), or external“organizations whose systems are i
system’s operational use. All problems that result in generation of an official System
are[ submitted to the Infrastructure Domain EPM for appropriate documentation
appropriate resolution.

Prgblems and resolution may be eaptured by alternative means.
Tedhnical Failure Report are standard documentation. Other means may inclug

N, Infrastructure
mpacted by the
Problem Report

tracking, and

System Problégm Report and

e field debrief

megtings, joint Field/Infrastruetute Domain meetings, major military user/supporter conferences, and

Freguently Asked Question messages.
Prgblem discussion and.solution information may be made available to users and sup
var|ous lessons learned mechanisms. Direct links may be provided to root cause anal
as fraining, technical.order documentation, spares/sustainment/supply support and so
infgrmation can_be‘made available as a logical “Help Desk” at the various Field an
Domain user/supporter locations. Web access to such system lessons learned mayj
cornect various field units

porters through
ysis areas such
forth. Relevant
d Infrastructure
be provided to

Name:

SoftwareProtite
Description:

This software problem/change request resolution scenario is initiated by a system failure in the field. Other
possible system failure points as well as the discovery of a potential system failure may be a variation of
this scenario. The problem resolution scenario includes all actions and decisions from failure discovery
through problem closure. Sub scenarios/sequences may be referenced as appropriate.
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