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RATIONALE

Additions and modi-mmmw—mm—mm—luck considerations.
Modifications focus ¢n diesel powertrain functions, trucks (does not include buses), and autonomy,levéls 0 through 2 (does
not include levels 3 through 5).
SAE J2980 is intendgd to provide guidance for identifying and classifying hazardous events, which are dlefined at the vehicle
level utilizing the ISQ 26262 Hazard Analysis and Risk Assessment (HARA) method.
These additions to SAE J2980 are intended to provide guidance for Class 6 through 8 diesel truck poweftrains in accordance
with changes incorpgrated in ISO 26262. Guidance is provided for identifying and-\classifying hazardoyis events, defined at
the vehicle level utilizing the ISO 26262 HARA method.
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1. SCOPE

This SAE Recommended Practice presents a method and example results for determining the Automotive Safety Integrity
Level (ASIL) for automotive motion control electrical and/or electronic (E/E) systems. The ASIL determination activity is
required by ISO 26262-3, and it is intended that the process and results herein are consistent with ISO 26262. The technical
focus of this document is on vehicle motion control systems. The scope of this SAE Recommended Practice is limited to
collision-related hazards associated with motion control systems. This SAE Recommended Practice focuses on motion
control systems since the hazards they can create generally have higher ASIL ratings, as compared to the hazards
non-motion control systems can create. Because of this, the Functional Safety Committee decided to give motion control
systems a higher priority and focus exclusively on them in this SAE Recommended Practice. ISO 26262 has a wider scope

than SAE J2980, covering other functions and accidents (not just motion control or collisions as in SAE J2980).

1.1 Purpose

This SAE Recommended Practice is intended to provide guidance for identifying and classifying hazg
are defined at the yehicle level utilizing the 1SO 26262 Hazard Analysis and Risk Assesspent (H
SAE Recommended) Practice is intended as a guide toward standard practice and is subject to“chan

rdous events, which
ARA) method. This
to keep pace with

e
experience and technical advances. It is not intended to be a substitute for the concept phase activit%s of ISO 26262. All

the examples and gamples contained in this document are intended to aid the readen in” underst
provided in this docyment and are not intended to be exhaustive or complete references. Therefore, t
for a corresponding gnalysis of the specific item to which the reader is attempting to apply ISO 26262,

1.2 Background

ASIL classification i a result of the HARA which is initiated during the concept phase of the item devs
is conducted to identify vehicle-level hazards and evaluate the ASIL of ‘each hazardous event. The
determined by assegsing the parameters Severity (S), Exposure (E), and Controllability (C) associated
event. Guidelines fqr determining the hazards at the vehicle lével and, once determined, the Exp
Controllability for a given hazardous event in accordance with ISO 26262 are provided in this documery
between SAE J298( and ISO 26262, ISO 26262 has precedence. This SAE Recommended Practi
consistent with ISO 26262 when discussing vehicle-level-hazards and HARA development.

The intended user ¢f this SAE Recommended Practice is a functional safety analyst complying
ISO 26262-3, 6.4. Therefore, this SAE Recommended Practice does not intend to provide further nec
guidelines in related ffields including, but not limited to, item specific knowledge, user and road profiling
accident research apd human factors. Instéad; it is intended to be related to the field of functional saf
the HARA method ofly.

In the examples and|appendices, the.values shown are for reference only. Any new HARA can use th
and analyses. The yalues shown-in this document were created based on some, but not all segr
expected within an ftem definition (refer to ISO 26262-3, 6.4), and thus should not be considered 3
ISO 26262 requires that a»HARA be based on a specific item definition. This document is not to be ¢
that creating a HARA withodt a specific item definition is acceptable—such a practice is not recomm

nding the guidance
ney do not substitute

lopment. The HARA
A\SIL classification is
with each hazardous
osure, Severity and
t. In case of conflicts
Ce uses terminology

vith requirements in
bssary knowledge or

medicine, statistics,
bty with the focus on

b |latest relevant data
hents of information
s an item definition.
onstrued to suggest
bnded. The scope of

ISO 26262 is limitef “to ‘functional safety which is one aspect of the overall system safety asses

sment in safety risk

management.

1.3 Limitations

As for any risk assessment method, the methods mentioned in this document have inherent limitations. The HARA describes
a simplified model of the real world, which is neither complete nor fully accurate. Although each assessment is based on
available or applicable data as well as on expert judgment, the interpretation of such data can vary among analyses. For
these reasons, the user of this document should bear in mind these limitations and judge the applicability of SAE J2980 in
any particular case.
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2. REFERENCES

2.1

Applicable Documents

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

211

ISO Publications

Copies of these documents are available online at https://webstore.ansi.org/.

ISO 26262

Road vehicles - Functional safety

2.1.2 UK Ministry

Copies of these dociiments are available online at https://www.gov.uk/.

DEF STAN-00-58
2.1.3  Other Public

ACEA. (2009). Cod
Association. Availab

ITARDA. (n.d.).
https://www.itarda.or

bf Defence Publications

A Guideline for HAZOP Studies on Systems which Include a Programmable Elect
ations

e of practice for the design and evaluation of ADAS. The European Autom

ronic System

bible Manufacturer’s

e at https://www.acea.auto/publication/code-of-practice-for-the-design-and-evaluation-of-adas/.

ntfroduction. Institute for Traffic Accident Research and Data Anal

.ip/english/.

NHTSA. (n.d.). Nafjonal automotive sampling system. National Highway Traffic Safety Adminis

https://www.nhtsa.qq

v/crash-data-systems/national-automotive-sampling-system.

VUFO GmbH. (n.d
entwicklung/gidas/?|j

.). GIDAS PCM. TU Dresden GmbH (VUFO). Available at http://www.vu

ysis. Available at

fration. Available at

0.de/forschung-und-

1.

3. DEFINITIONS
3.1 AUTOMOTIVH

One of four levels to

for avoiding an unre@sonable residual risk, with D representing the most stringent, and A the least stri

3.2 CONTROLLA

Ability to avoid a spe

E SAFETY INTEGRITY.REVEL

specify the item's-or element’s necessary requirements of ISO 26262, and safet

BILITY

cified"harm or damage through the timely reactions of the persons involved, possi

external measures.

y measures to apply
hgent level.

bly with support from

NOTE: All uses of Controllability are capitalized in this document where such uses are intended to denote the meaning

above.

3.3 EXPOSURE

State of being in an operational situation that can be hazardous if coincident with the failure mode under analysis.

NOTE: All uses of Exposure are capitalized in this document where such uses are intended to denote the meaning above.

3.4 EXTERNALM

EASURES

Measure that is separate and distinct from the item, which reduces or mitigates the risks resulting from the item.
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3.5 HARM

Physical injury or damage to the health of persons.

3.6 HAZARD

Potential source of harm caused by the hazardous behavior at the vehicle level.

3.7 HAZARDOUS EVENT

Combination of a hazard and an operational situation.

3.8 ITEM

System or combinat|on of systems, to which ISO 26262 is applied, that implements a function or‘pati

vehicle level.

3.9 MALFUNCTIQNING BEHAVIOR

Failure or unintendefl behavior of an item with respect to its design intent.

3.10 SAFE STATE

Operating mode of gn item without an unreasonable level of risk.

3.11 SEVERITY

Estimate of the exteft of harm to one or more individuals that can.occur in a potentially hazardous situ

NOTE: All uses of Severity are capitalized in this documentWwhere such uses are intended to denote f

3.12 SYSTEM

Set of elements that|relate at least a sensor, a(€ontroller, and an actuator with one another.

4. ACRONYMS

ABS

AlS

ASIL

C

E

E/E

EPS

ESC

GIDAS

HARA

AntitLock Braking System
Abbreviated Ipjufy Scale

Autgmotive Safety Integrity Level

t of a function at the

ation.

he meaning above.

Con rnHthIify

Exposure

Electrical and/or Electronic
Electric Power Steering
Electronic Stability Control
German In-Depth Accident Study

Hazard Analysis And Risk Assessment
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HAZOP

ISO

ITARDA

NASS/CDS

S

Hazard and Operability Analysis

International Standards Organization

Institute for Traffic Accident Research and Data Analysis

National Automotive Sampling System Crashworthiness Data System

Severity

5. HAZARD ANALYSIS AND RISK ASSESSMENT (HARA)

5.1

Identification of Hazards

HARA is an analysis
the risk of each haz

from the safety goals.

The item definition

analysis techniques.
an example (refer

vehicle-level hazard
the item under consi
by the item. It may b
create the potential f]
at risk such as pede

There are also other
endorse a particular

Explained below is g
item behaviors that

item definition, cons
the item:

procedure that identifies potential hazards, develops a set of specific hazardous-€
Brdous event to determine the ASIL and the safety goal. Functional safety requ

s a prerequisite for the HARA. Hazard identification can be accomplished thrq
A functional hazard and operability analysis (HAZOP) is used in-this SAE Recon
o DEF STAN-0058 and VUFO GmbH, n.d.). HAZOP is, an/explorative ana

vents, and assesses
rements are derived

ugh various hazard
mended Practice as
ysis that postulates

bus behaviors by applying appropriate guidewords to the vehicle-level functions that are influenced by

deration. HAZOP facilitates a structured and systematic‘examination of the vehic
e used to identify and evaluate hazardous vehicle behaviors that could lead to h
br harm to the occupants of the subject vehicle, to.ether vehicles and their occupal
5trians, pedal cyclists in the vicinity of the subject.vehicle or maintenance personn

valid methods that are equally suitable for.identifying relevant hazards. SAE doe
method for identifying hazards as part ofigenerating a HARA.

simplified example application of a HAZOP approach that is used to identify pot
could lead to vehicle-level hazardous behavior. For example, start with the functi
der the authority of the actuaters of the item, and postulate the following malfun
Function not provided ‘when intended.

d incorrectly when intended.

ction: More‘than intended.

ctionyLLess than intended.

e behaviors affected
zardous events that
ts, or other persons
el.

s not recommend or
ential malfunctioning

pns described in the
ttioning behaviors of

ction: Wrong direction.

a. Loss of function

b. Function providg
1. Incorrect fur]
2. Incorrect fun
3. Incorrect fur

c.

d.

Unintended activation of function: Function provided when not intended.

Output stuck at a value: Failure of the function to update as intended.

NOTE 1: Maintenance personnel may be considered for tasks that are not related to the repair of an item that is
malfunctioning. However, for items that are assumed to be malfunctioning, damaged or disassembled as a
prerequisite to performing repairs, a HARA is not applicable. For example, consider an electric power steering
system that includes a safety mechanism to switch “off” assist for a malfunction of oscillations. When a system
with this malfunction is presented for maintenance, the maintenance personnel may force assist “on” in order to
identify the cause of the malfunction. Such a case cannot be analyzed in a HARA, since it is intentionally caused

in order to

perform a repair.

NOTE 2: According to ISO 26262-3, 6.4.2.1, the vehicle-level hazards in scope are limited to those which are caused by
the malfunctioning behavior of the item.


https://saenorm.com/api/?name=918f46d5cc44a215a2c8899640bc0390

SAE INTERNATI

ONAL J2980™ OCT2023

Page 7 of 60

NOTE 3: Not all HAZOP guidewords (refer to DEF STAN-0058) are applicable to all analyses uniformly and as such
guidewords are to be tailored according to the scope and context of the analysis. The reader may adopt a
particular set of HAZOP guidewords that is applicable to the analysis.

Table 1 provides an example of the HAZOP approach to identify malfunctioning behaviors for two vehicle functions: steering

assist and brake con

trol.

Table 1 - Example of HAZOP application

Function Provided Incorrectly When Intended Unintended
Activation of Output Stuck at
Incorrect Function a Value (Failure
Function Incorrect Incorrect Function (Function of Function to
Versus L.oss of 1 1 (Wrnng Provided when Update as
Guidewords Flunction than Intended) | than Intended) Direction) Not Intended) Intended)
Steering Losg of Excessive Reduced gte?)rs"ilg in the Unintended I(';Z‘;?i?] Stgjtr' Tﬁg
assist function | stedring assist | steering assist steering assist ppos steeringrassist g ou'p
direction stuck at value)
Brake control Locked brakin
function Los$ of Excessive Insufficient _ Unintended (brake output 9
(conventional | braling braking braking braking P
stuck at value)
brake control)

NOTE 4: Potential i
during con
canbeas
items, it m

Once the potential
understand and ana
the analysis, the ope
service, and dispos3

It should be noted th
resultant vehicle beh

could produce both yinintended vehicle deceleration and unintended lateral motion depending upon th

Additionally, multiplg
process. Considerin
malfunctioning beha

As an example, the malfunctioning behaviors identified for the vehicle function in Table 1 are mapped

Tables 2 and 3, reg
behaviors (e.g., loss

hteractions between different functions in a vehicle shguld"be considered. This
hpilation of an item’s safety concept or later during its ¥alidation. For example, los
pecified degraded mode in isolation, but when considering the interactions and de
ay not be a safe state at a vehicle level.

malfunctioning behaviors for a function arevidentified, the hazard analysis act
yze the vehicle-level hazards that are manifested by each malfunctioning behavid
rating situations of the vehicle are considered including the life cycle phases of the
| phase).

bt the same malfunctioning behavior could produce more than one vehicle hazard

avior under different vehicle:operating scenarios. For example, unintended or e

malfunctioning behaviors of an item could produce the same vehicle hazard.
j the different vehicle operating scenarios and item life cycle phases, it is pos

pectively=The mapping varies with the considered driving situations for the va
of brakes could lead to loss of deceleration, vehicle roll away).

can be done either
s of an item function
bendencies between

vity is continued to
r. During this step of
item (i.e., operation,

depending upon the
cessive brake apply
b driving condition.

HARA is an iterative
sible that additional

viors of an itepiand associated vehicle hazards are identified as the HARA progrégsses.

fo vehicle hazards in
rious malfunctioning

Table 2=3S
of steering assist function to vehicle hazards

Malfunctioning Behaviors Vehicle Hazards

Unintended steering assist

Excessive

steering assist

Steering in

the opposite direction yaw

Unintended vehicle lateral motion/unintended

Locked steering (steering output stuck at value)

Loss of vehicle lateral motion control

Reduced steering assist

Loss of steering assist

Increased manual effort to steer
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Table 3 - Sample mapping of malfunctioning behaviors
of brake control function to vehicle hazards

Malfunctioning Behaviors Vehicle Hazards

Unintended braking

Excessive

braking

Locked braking (brake output stuck at value)

Unintended vehicle longitudinal deceleration

Loss of braking

Insufficient

- Unintended reduction in vehicle dec
braking

eleration

Unintended braking

Excessive

braking Unintended vehicle lateral motion

Locked braking (brake output stuck at value)

5.2

Risk Assessment

In the risk assessmegnt process, it is assumed that a malfunctioning behavior of an item is causing a
defined as a potentigl source of harm, which is highly dependent on the driving situation at'the time
occurs. Therefore, the first step can be to postulate a vehicle driving or operating scenario’in order

Based on the opera
5.2.1 of this docum
guidelines provided i
and foreseeable op€

The results of the rig
of an item and vehid
rationale forthe E, S
on the specific chars

For each of the anal
and Controllability sk

NOTE: The order of
presumes th

ng scenario, the likelihood of Exposure to that scenario is determined following g
ent. For the hazardous event, the Severity and the Controllability are each as
N 5.2.2 and 5.2.3, respectively. For a given hazardous eventgthis procedure is rep
rating scenarios of the vehicle containing the item.

k assessment are dependent upon the item, the vehicle’and the availability of da
le characteristics will affect the specification of the resulting harm scenarios, as
and C parameters. The analyst takes these factors into account and bases the rat
cteristics of the system that is to be developed’

ould be documented (for example in aHARA template).

yzed hazardous events the highest ASILalong with the rationale for the assigned

determining Exposure, Severity, and Controllability can be permuted (i.e., reorde
at Exposure, Severity and Controllability are determined in the order as given in H

hazard. A hazard is
that the malfunction
to specify the harm.
Lidelines provided in
signed following the
pated for reasonable

a. Functional design
vell as the class and
onale in the analysis

Exposure, Severity,

red). This document
igure 1.

5.2.1

5211

f Risk Risk Risk
:ei:ml: Assessment A ment Asspssment
azar Step 1 Step 2 Jtep 4
Occurred
|
A -
Exposure Severity Controllability
Determination Determination Determination ASIL Ddtermination

Figure 1 - Example of risk assessment process

Step 1—Exposure Determination

General Information

In accordance with ISO 26262-3, the Exposure to a vehicle operational situation is assigned to one of five levels as shown
in Table 4. Table 4 summarizes examples from Tables 2, B.2, and B.3 of ISO 26262-3 for the various Exposure classes
both in terms of frequency of exposure and duration of exposure to the vehicle operational situation. Per Figure 1, the first
step in the risk assessment is to evaluate the probability of Exposure to a specific vehicle operational situation. This can
involve several conditions being required simultaneously. The objective in the Exposure determination is to comprehend
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realistic situations including normal driving conditions and adverse driving conditions. However, it should be noted that

different traffic rules, environmental conditions, etc. influence the situations under consideration and m
Exposure.

Table 4 - Exposure class description per ISO 26262

ay lead to a different

Informative Criteria for Informative Criteria for
Exposure Based on Frequency Exposure Based on Duration

Class Description (refer to 1ISO 26262-3, Table B.3) (refer to ISO 26262-3,Table B.2)
EO@ Incredible Not specified Not specified

Very low Occurs less often than once a year for the o
E1 o e ; Not specified

probability great majority of drivers

. Occurs a few times a year for the great .
ahilifyv <19/ nf avarana anarati

E2 Low probgbility majorty of drivers Se-ofaverage-eperating time
E3 Medlum_ Occurs once a month or more often for an 1to 10% of average opérating time

probability average driver
E4 High probability g\f:rt;rgedurmg almost every drive on >10% of average operating time

@ No ASIL is assigned for EO.

5.2.1.2 Exposure Based on Duration

An Exposure class i

behavior directly cayses the hazardous event.

EXAMPLE: Consider an erroneously applied steering torque by an elegtric power steering assist syste
is at a sfandstill this may be of minor consequence to the driver, but if the vehicle is drivir]
is likely that the driver will leave the intended path. For.driving along a highway E4 is specifi
for this Jehicle operational situation as it occurs >10% of the overall operation time.

NOTE: The potentig
at risk or ev

| for harm associated with the hazard may subsequently arise depending on the a¢
nts in the environment.

5.2.1.3 Exposure Based on Frequency

An Exposure class ig specified not only for.vehicle operational situations in which a considered malfundg
directly cause the hgzardous event (duration of the situation is relevant), but also for those situations
condition can initiatg the hazardous event, as a result of a fault in the system that has already occurr
of time and remainef latent. Thus;.thé occurrence of such a situation will directly initiate the hazardo
its combination with the pre-existing fault regardless of its duration.

EXAMPLE: Frequency of¢Exposure may be selected for the activation of the reverse lights at the bac

b selected based on the duration of a vehicle operationalsituation for cases whele the malfunctioning

m. While the vehicle
g along a highway it
bd based on duration

tions of those people

tioning behavior can

here the situation or

bd at an earlier point
us event because of

k of the vehicle. For

this example;the vehicle operational situation “vehicle in reverse” can be expected to ¢

ccur often, so E4 is

selected. Frequency is selected because no matter when the fault in the lights occurred, the hazard is likely to

be triggered once the gears are shifted to reverse.

5.2.1.4 Vehicle Operational Situation

Figure 2 provides a list of vehicle operational situations that can be used as a starting reference. This example list should
not be considered exhaustive and in many cases the situations can and should be combined to reduce and simplify the list

of situations considered in the HARA (refer to ISO 26262-3, 6.4.2.1 and Tables B.2 through B.5).
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Vehicle
Operational
Situations
| | [ [ | |
Location Road Conditions Driving Vehicle State cher . Other Vet.m:.le
Maneuvers Considerations Characteristics
Highway Road Friction Start-up/Shut-off Coasting Wind Direction State of other vehicle
Country Road Dy Parking Creeping kg ; ystems: fault codes
City Road Ice Drive Forward Accellerating Time of Day railer Towing
Intersection Snow Drive Reverse Decelerating Oncoming Traffic eavily Laden
Dirt Road Wet Straight Parked Construction Zene High Center of Gravity
Off-Road Split Friction Surface  Turning Stopped AccidentStgnario  Ignition on/off
Parking Lot Inclined/Level Evasive Maneuver Collision Trafficdam Remote Starting
Driveway Narrow/Wide Lane Change Pedestrians kresence of Other
Service Garage Rutted/Smooth Cyclists Technologies
Bridge Rot Holes
Tunnel
Figure 2 - Potential vehicle operational-situations (example)
5.2.1.5 Guidelineg for Exposure Class Assignment

a. Exposure assign
considering the

markets. When ih doubt, an estimate may be used,

b. Assignment of Exposure can consider either frequency of exposure to the vehicle operational situa

of overall duratid
which the most §

EXAMPLE: Exp
of E

c. The assessmen
vehicle. If appro
artificially increa

ment in risk assessment is based on expetrt evaluation of applicable and available
raffic profiles, cultures, road conditionsZand driving styles in different geographic|

n of exposure to the vehicle eperational situation. In some cases, both exposure
ppropriate exposure ranking is selected for the analysis of the considered operat

bsure to a “car wash” scenario can yield E3 based on frequency of Exposure and B

Kposure.

briate, target market-specific exposure can be taken into account. However, this s
e ordecrease the Exposure factor.

d. Examples of veh

data and information
bl locations or target

ion or the probability
Criteria may apply, in
onal situation.

F2 based on duration

of the Exposure can be done by considering situations occurring in real-world usage of a certain

hould not be used to

used as a reference

icle’ operational situations for exposure that are provided in ISO 26262-3 can be

for Exposure assignment.

e. When evaluating certain vehicle operational situations, multiple contributing factors may be required for the hazard to
progress to the point which results in a specified harm. In addition to several factors potentially contributing to a vehicle
operational situation, some of the factors may be closely correlated. The correct Exposure factor for any combination
of factors prerequisite to a hazardous event is calculated recognizing the correlation between factors.

EXAMPLE: If snow and ice are present, there is a high correlation with reduced friction on the roadway. If the presence
of snow/ice and reduced roadway friction are each individually considered an E2 class of Exposure, then
requiring two E2 rated Exposure factors should not be expected to result in the equivalent of an Exposure
that is less than E2. Indeed, erroneously treating these contributing factors as independent would result in
an understated class of Exposure.
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ASIL.

f. Hazards that are covered by common workplace safety obligations as well as all hazards caused by an item under
repair are not to be evaluated for maintenance personnel in a HARA (see 5.1, NOTE 1).

g. The defined hazardous event must be specific enough to allow for the harm to be specified and the Controllability to be
determined consistently.
1. A situation may be divided into additional specific situations (which could result in different S and/or C classes).
2. Multiple situations related to the same hazard should be combined if their outcomes are similar or the same.
3. The above guidance is not to be used to artificially increase or decrease the Exposure factor.
4. This is not intended to require an exhaustive examination of all possible combinations; it is enough to consider

vehicle operptional situations that are representative and include those that lead to the highes
5.2.2 Step 2—Seyerity Determination
5.2.2.1  General Infformation

In accordance with |
to one of four levels 4
the ASIL for a given

A Severity class can
dependent on a num

a. Type of collision
b. Relative speed I
c. Relative size, hg
d. Health and age

e. Use or not by ve
f.  Availability and 1

Of these factors, it 1
relative speed of col
predicted in advancg
of determining the E

50 26262, the Severity class of the potential harm caused by a-particular hazardo
s shown in Table 5. These Severity classes are general categories presented for g
hazardous event.

not in general be assigned deterministically because-the’severity of outcome for &
ber of factors, many of which cannot be determined.invadvance. Factors affecting

such as planar (for example head on, rear end, side impacts).
etween collision participants or at the time of single vehicle events.
ight, and structural integrity of the vehicle(s) involved (i.e., crash compatibility).
bf vehicle occupants and non-o¢cupants exposed to collision forces.
hicle occupants of safety protection equipment (e.g., seat belts, child restraints).

esponse of qualified, rapid emergency assistance (first aid teams).

nay be possibleito project some collision characteristics and, in some cases, to
ision. Most.of the other factors that may influence the severity of injury outcome ¢

for a postulated hazardous event. The factors above are considered to the exte
xposure and the Controllability factors used during risk assessment.

In all but the most n

us event is assigned
uidance in assigning

ny actual collision is
severity may include:

broject an estimated
annot be reasonably
nht practical as a part

. The characteristics

that may influence injury potential are extremely diverse for all road users, which include both motorists (motorized vehicle
drivers and passengers) and non-motorists (e.g., pedestrians and pedal cyclists). Persons involved in traffic collisions range
from young, healthy individuals that may be able to tolerate considerable collision force without sustaining significant injuries
to elderly, infirm individuals who may be susceptible to major injuries even in minor, low speed collisions. As a result, the
outcome of almost any collision type consists of a distribution of outcome likelihoods ranging from property damage without

injuries to fatalities.

Table 5 provides the

ISO 26262 description of the SO through S3 Severity classes.
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Table 5 - Severity class description per ISO 26262

Severity Class Description

S0@ No injuries

S1 Light and moderate injuries

S2 Severe and life-threatening injuries, survival probable
S3 Life threatening injuries (survival uncertain), fatal injuries

@ No ASIL is assigned for S0.

NOTE: The reader is referred to ISO 26262-3, Table B1 for examples of Severity classification.

The Severity class will be assigned to a given hazardous event based on a representative hazardous event scenario.
Developing this hypothetical scenario will involve drawing from multiple sources of information including, but not required

or limited to, expert
experiments, and hi
appropriate Severity

5.2.2.2 Guidelineq

a. Severity class as
relevant traffic p
future measures
crashworthiness
behaviors, but a

a model may bé¢ used to insert new scenarios into the context .of the historical data in order

outcomes.

In general, road
delta velocity (d
post-crash estin
vehicles/objects
Appendix B proy
a vehicle rollov
estimation. Exan
assignment.

should be consi

When determining a likely Severity classification of collision outcome from historic data, the releva

analysis and judgment, technical reports analyzing specifically-relevant crashes
storical crash data. Appendix B provides some general information that may. bg
class for a given vehicle-level motion control hazard.

for Severity Class Assignment for Collision-Related Hazards

signment in the HARA necessitates expert evaluation and consideration of a repr|
of injury risk due to continuous improvements over time(in' roadway and vehi

and crash avoidance), as well as education and law enforcement efforts tg
so may not include data appropriate for a different secenario relevant to a new cap

user injury risk increases as collision speeds’increase. For planar collisions, poq
plta v) available in some historic accidentidatabases may aid in accident severit

, and other crash characteristics such as vehicle overlap and crush/intrusion

br, other available criteria depending upon the hazard scenario may be con
nples for Severity that are provided in ISO 26262-3 can also be considered as a r

Hered with respect/to the system being developed. For example, as new active

introduced that

balance between driver andvehicle control is changing. As a result, current data may not always re
with the application of new-functionality. The vehicle or system manufacturer should consider a
applied to its specific ¥ehicle when determining Severity and ASILs for that product.

d.

The Severity clagsiof the representative scenarios that are being considered is documented in the

utomatically intervene to control vehicle dynamics under certain crash-imminen

or tests, simulation
used to assign the

bsentative sample of

rofiles, vehicle speeds and road conditions. Analysis of histerical accident data t¢nds to overestimate

Cle technology (both
improve road user
hbility. In such cases
fo better project the

t-crash estimates of
assessment. Other

ates may be considered in place of.délta v (e.g., energy-equivalent speed, relative speed between

may be considered.

ides some general guidance that'may aid in Severity classification. For non-planar collisions, such as

sidered for Severity
eference for Severity

hce of available data
safety features are
t circumstances, the
flect likely outcomes
| technologies being

HARA.

NOTE 1: The assignment of the Severity class should also be considered relative to the Exposure. If the Severity is chosen
higher than indicated by the traffic data for the general driving situation, then the Exposure should be chosen to
be consistent with the probability of being in that driving situation and being exposed to situations where a failure
would lead to a hazardous event resulting in harm at that higher severity.

NOTE 2:

Historical crash data do not necessarily predict injury outcomes for future crash types. Due to the fact that

vehicles, roadways and road user behavior undergo continuous changes intended to improve traffic safety over
time, historical crash data tend to overestimate future crash risk and injury severity. For this reason, simplistic
application of historical crash data to project injury outcomes and assign a Severity class to a particular
vehicle-level hazard is not recommended.
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5.2.3 Step 3—Con

5.2.3.1

trollability Determination

General Information

In accordance with ISO 26262-3, the Controllability of a hazardous event is assigned to one of four levels as shown in

Table 6.

Table 6 - Controllability class description per ISO 26262

Controllability
Class Title Description
If dedicated regulations exist for a particular hazard, Controllability may be
co® Controllable in rated CO when it is consistent with the corresponding existing experience
general concerning sufficient Controllability. For use of CO, refer to.J$0O 26262-3,
6.4.3.9.
o . - — -
c1 Simply controllable 99% or more of all cinvers or other traffic participants-are usyally able to avoid
the specified harm.®
Normally 90% or more of all drivers or other traffic participants are ustially able to avoid
C2 o b
controllable the specified harm. ®
Diifficult to control or | Less than 90% of all drivers or other traffic'participants are Jsually able to
C3 ) - b
upcontrollable avoid the specified harm. ®

(a)
(b)

No ASIL is assig
Description of “s

5.2.3.2 Guidelines

a. The Controllabil

by the Responsg 3 project and has been.endorsed by the European Automobile Manufacturers’ A

fe

ty class can be determined by using available,data, by performing tests in a sim
by consulting a team of interdisciplinary experts (e.g., human factors).

ed for CO.
cified harm” is based on 1SO 26262-3, 6.4.3.8, Note 2.

for Controllability Class Assignment

ntrollability that are provided in ISO 26262-3, Annex B.4, can also be considere
signment.

cts of the hazard on involved persons (refer to ISO 26262-3, 7.4.2.7) may be take

y determination whenever such driver reactions are likely to be caused by the failu
s such potential adverse.effects, the methodology of ACEA (2009) may be employ

nse times caused by driver impairment (i.e., driver use of drugs, alcohol or sled
or distraction.are excluded from Controllability consideration (refer to ISO 26262

seeablemisuse should be taken into consideration when applicable to a particula

taken into accountZRelevant in-vehicle systems can be considered in the HARA if they are able tq

mental features (for example guard rails on roads), and driver experience/behg

lator or a vehicle or

d as a reference for

N into account during

e of the E/E system.
ed. This was drafted
ssociation (ACEA).

p deprivation) or by
3, 6.4.3.8, Note 2).

I analysis.

vior/training may be
mitigate the hazard

during the hazardous event, given sufficient independence exists between the item and the other in-vehicle systems

b. Examples for C¢
Controllability as
c. The adverse effe
the Controllabilit
In order to asseqg
d. Extended respo
driver inattention
e. Reasonably fore
f. Relevant enviroLT
(ISO 26262-3, 6.
g.

4.1.2, Note 1).

Safety or driver assistance systems, which are optional (e.g., lane keeping assistance systems) should not be

considered as risk reduction measures when a Controllability class needs to be set for a specific vehicle platform.
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5.2.4 Step 4—ASIL Determination
5241 Combining S, E, and C to Determine ASIL
In accordance with ISO 26262-3, 6.4.3.10, an ASIL is determined for each hazardous event using the parameters Severity,

probability of Exposure, and Controllability. Referring to ISO 26262-3, Table 4 (Table 7 in this SAE Recommended Practice),
ASIL determination is based on relevant scenarios where S, E, and C are consistent.

NOTE: If a resultant ASIL for a new system is inconsistent with the hazard experience of similar, existing systems with
extensive field history, it may indicate that the field and traffic data used to derive S, E, and C classes for the new
system need to be re-examined. This also correlates with the iterative nature of the HARA process.

Table 7 - Criteria for determining ASIL per ISO 26262-3

Severity Exposure Controllability Class
Class Class C1 C2 C3
E1 QM QM QM
S E2 QM QM QM
E3 QM QM A
E4 QM A B
E1 QM QM QM
S2 E2 QM QM A
E3 QM A B
E4 A B C
E1 QM QM Az
E2 QM A B
S3 E3 A B C
E4 B C D

\2 If several unlikely situations are combined:that result in a lower probability of exposure
than E1, QM may be argued for S3, C3based on this combination.

When determining ap ASIL for a new system, the Seyverity and occurrence of accidents of that Severity that may result from
malfunctioning behajior of the new system can:b&,;compared, when appropriate, to existing relevant accident data. The
hazard response behavior of test subjects canthen be evaluated to derive an initial Controllability clads.

The evaluator shoulf avoid overestimatingithe Severity, Exposure, and Controllability classes and resultant ASIL, which
could otherwise result in reduced functionality, or even cancellation, of a beneficial feature that may| improve the overall
safety of the vehicle] Similarly, the evaluator should also avoid underestimating the Severity, Exposurg, and Controllability
classes and resultant ASIL, which®may otherwise lead to insufficient safety requirements.

5.3 Relationship Between Safety Goals and Safe States

In performing the HARA{ the output is a set of safety goals to assure safe operation. These are d¢rived from potential
hazards that may re WWMMWMSWGS are specified
in the functional or technical safety concept, as appropriate, to achieve the safety goals in case of faults within the item. A
HARA is not always required for safe states, although a hazard referring to a safe state condition may result from a HARA
as a matter of course in cases where a safe state is identical to a particular failure at the item level. Therefore, because
both safety goals and safe states result from consideration of malfunctioning behaviors at different points in the safety
lifecycle, inconsistency may result. For consistency of the safety case, it is recommended that care be taken that the safe
state does not violate a safety goal. This recommendation can be achieved by different formulations of the safety goal and
safe states. For example, the safety goal may be to “avoid loss of crash imminent braking functionality without warning” and
the safe state may be to “disable the function and notify the driver that the function is unavailable.” In this safe state, the
warning mitigates the results of a loss of function as the driver gets aware of the fact that they cannot rely on it. The safety
concept and HARA must be consistent otherwise this adversely affects the safety case. If the safe state for a safety goal
leads to the violation of a different, less critical, safety goal, then care must be taken that their respective safety requirements
stay consistent. A rationale supporting this strategy is recommended.
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EXAMPLE: Consider a system where avoiding a malfunction is specified as a safety goal with a high, vehicle dependent
ASIL. Then the analyst also mistakenly specifies this malfunction as the “safe state” during the concept phase
of the development as had been done in previous applications where the malfunction was assigned a lower
ASIL. Then later, in the hardware design phase, when the effect of component failures are analyzed in the
determination of the single point failure metric, measures such as safety mechanisms are specified that lead to
the malfunction. However, this violates a safety goal requiring a safety mechanism to lead to a safe state. The
technical safety concept now has a contradiction. To resolve this, a different safe state could be specified, or
the malfunction condition could be redesigned, and the HARA can be repeated.

6. NOTES

6.1 Revision Indicator

A change bar (I) locdted 1n the Teft margin 1s for the convenience of the User In locatng areas where ieghnical revisions, not
editorial changes, have been made to the previous issue of this document. An (R) symbol to the lef pf the document title
indicates a completq revision of the document, including technical revisions. Change bars and-(R) ar¢ not used in original
publications, nor in documents that contain editorial changes only.

PREPARED BY SAE FUNCTIONAL SAFETY COMMITTEE
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APPENDIX A - VEHICLE LEVEL MOTIONS

This appendix briefly discusses the possible vehicle level motions along the different vehicle axes. Figure A1 illustrates the
vehicle axis item with 6 degrees of freedom. The three linear motions are the longitudinal, lateral, and the vertical motions
and the rotational moments along these axes are roll, pitch, and yaw, respectively. Unintended item behaviors could
potentially impact vehicle motion along one or more axes.

inal

Vertical

Figure A1 - Vehicle motion axes
Source: SAE Vehicle:Axis Reference

Table A1 provides guidelines for systematic consideration<ef item malfunctions that potentially caugpe motions along or
around the vehicle axes. Table A1 is intended to be used-during the item HARA to map item hazard states to vehicle-level
hazardous events.

Table A1 - Example list of potential malfunctioning behaviors along the vehicle axes

Vehicle Motion Potential Malfunctioning Vehicle Behaviors
Unintended acceleration

Unintended loss of acceleration

Unintended deceleration

Longifudinal motion (linear) Unintended loss of deceleration

Unintended longitudinal motion

Unintended loss of longitudinal motion

Unintended longitudinal motion in the incorrect directipn

Unintended lateral motion

Unintended loss of lateral motion

Lateral motion (linear)

Vertical motion (linear) Unintended vertical motion
Pitch (rotational) Unintended rotational motion (lateral axis)
Roll (rotational) Unintended rotational motion (longitudinal axis)

Unintended rotational motion (vertical axis)
Unintended loss of rotational motion (vertical axis)

Yaw (rotational)
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APPENDIX B - SEVERITY CLASSIFICATION GUIDANCE

B.1 INTRODUCTION

This informative appendix contains general information for assigning a Severity class to a given vehicle-level motion control
hazard as part of generating a HARA. However, it is neither exhaustive nor definitive, and should therefore be applied with
caution.

The development of a Severity classification assignment may involve multiple sources of information including, but not
required or limited to, expert analysis and judgment, technical reports analyzing specifically relevant crashes or crash tests,
simulation experiments, or historical crash data. Crash, laboratory, track, and other testing data may provide objective,
reliable, and repeatable results. Simulation experiments may provide direction on the relative contributions of some of the
many factors and interactions typically present in pre-crash scenarios and crash events. Analysis of historic accident data

may provide generg
however, inherent lin

For vehicle crash-ba
(see Table B1). The
is referenced and a
illustration for assigr
road users involved

These collections of

Appropriate use of i
source; use of accid
practices and limitat
appropriately interpr

Generally, literature
severity generally in
at higher delta v res

speed ranges for the¢ SO through S3 assignment based’on different historic accident data sources a

selection criteria. Th
accident sampling cr
occupant restraint fit

Technical and practi
developed analyses

e Case sampling g

from different databases-may be attributed, in part, to variations in the sampling criteria.

I direction on the relative irequency and historic mjury potential for various.q
hitations preclude precise projections relevant to future experience.

sed scenarios, ISO 26262-3 uses a Severity classification based on injufiesto crg
Abbreviated Injury Scale (AIS), which assigns a Severity score from 1 through 6 t
“probability of injury” at certain AIS levels. It was conceptualized \(in /SO 2626
ing the SO through S3 Severity classes in ISO 26262-3. The AlS)for injuries sust
n traffic crashes within a defined geographic location is available’/in some historic
accident data are typically small samples with case selectioncriteria that vary by

bnt data to support a Severity class assignment requires an adequate understan
ons of the available data to ensure that suitable methodologies are employed an
bted.

reviews and analyses of various global real-world crash databases illustrate the
Creases as delta v increases. As such, tiigher travel speeds might increase the lik
ulting in an elevated injury potential-~However, there may be a wide variation in

ese variations may be attributed to regional differences in the traffic environm
teria for the historic data, as'well as consideration of available collision characteris
ted or used, and other factors.

al considerations forthe use of historic accident data, available through literature r
to support Sevefity Class assignment include:

riteria and data collected vary globally for in-depth accident databases. Difference

Sample sizes sh

varies for each gvailable database. In particular, the low frequency of the highest injury severity

buld be considered to better understand the uncertainty based on the accident sam

Fash circumstances;

sh-involved persons
b an individual injury,
P-3, Annex B) as an
ained by some or all
accident databases.
ocation.

hjury rates from available accident database(s) must‘account for the inherent limitations of the data

ling of the collection
] that the results are

principle that crash
elihood for collisions
any consideration of
d the specific crash
nt, variations in the
ics, collision partner,

bviews or specifically

s in analytic findings

pling process, which

crashes in available

in-depth accident databases may constrain any injury classification developed to support a Severity assignment.

Selection of the population of interest (level of analysis). For a given set of crashes, injury rates based on the highest

recorded injury severity for the crashes, for the involved vehicles, for the involved road users, and for the involved
vehicle occupants will likely be different. That is injury rates of a particular severity computed at the crash, vehicle, or
occupant level typically are different for any specific set of crashes.

by all involved participants in an accident.

According to ISO 26262-3, 6.4.3.2, Note 1, the Severity classification should consider the injuries potentially sustained

Many data elements collected post-crash that may correlate with injury risk are not available pre-crash, so the

applicability of these elements in a pre-crash environment is limited. Examples include occupant characteristics
(e.g., the oldest occupants will generally have higher injury risk than younger occupants in similar crashes) and collision
partner characteristics (e.g., crash energy potential will vary for an un-laden, large commercial vehicle compared with
the same vehicle with maximum load).
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Post-crash estimates of crash energy (e.g., delta v, barrier-equivalent speed) are:

o
away crashes if the collision partner is a medium/heavy truck).

Not necessarily the same as occupant crash pulse, which may be affected by specific colli
vehicle structure and interior, occupant kinematics, the restraint system, etc.

o Not necessarily the same as or even close to, the pre-crash travel speeds.

Not necessarily computed for every vehicle (e.g., no delta v estimate is available in the current

sample of U.S. tow

sion characteristics,

If a user of this SAE Recommended Practice has access to specific data or information (for example, data/information that
is vehicle-specific or specifically relevant to a future application), perhaps derived from simulation or testing or another

method of estimating severity associated with a particular hazard, such data/information could be us

ed. In addition, the

presence of another safety system(s) on a vehicle (i.e., in addition to the system that is the subject of-tHe HARA in question)

can reduce the potential for harm, and thus may also be factored into a particular Severity class assig
related Controllability class. Therefore, the general guidance provided in this informative appendix is
the user to understand the complexity of the topic and make an appropriate decision where further'expe
SAE J2980 does notlrecommend or endorse a specific method for assigning a Severity class las part off

In the absence of specific, implementable direction from ISO 26262, literature reviéws and analyses
databases that inclyde post-crash reconstructed delta v and injury coded to thelAlS were condu
information such as| the following was taken into account: plane of damage, Abbreviated Injury S
participants, directiop of the impact force, collision partners, and use of occupant restraints.

General guidance for review of the injury rates was interpreted from 1SO26262-3, Annex B, Table B,
speed ranges based on post-crash delta v estimates from these various analyses and reviews are p
Although injury rated generally increase as impact speed increases; there is a wide variation in the spe
through S3 assignment depending on the data source and crashes considered. Although the spee
analyses were basefl on delta v from post-crash reconstruction, these ranges may provide some ge
for SO-S3 assignment; however, use of Table B1 is not required as part of this SAE Recommended P

iscrete ranges, the analyst may«select only one source of data, and apply int
n criteria and Severity criteria-{Following this procedure, the resulting speed r
not overlap.

To obtain a set of ¢
appropriate selectio
Severity classes will

Table B1 - Minimum and maximum speed ranges (delta v)
from various analyses of global accident databases

ment, as well as the
intended to support
t analysis is needed.
generating a HARA.

of historic accident
cted. For Table B1,
cale (AIS) of injured

1. A summary of the
rovided in Table B1.
ed ranges for the SO
i ranges from these
neral initial guidance
actice.

erpretation including
bnges to assign the

S0 S1 S2 S3
Collision Type Range for (km/h)(@) (km/h)@) (km/h)(@) (km/h)(@)
Front Minimum'speed >4 t0 10 >20to 50 >40 to 65
Maximum speed <4 to 10 <20 to 50 <40 to 65
Back Minimim speed >4 t0 10 >20to 50 >40 to 60
Maximum speed <4 to 10® <20 to 50 <40 to 60
Side Minimum speed >2t0 10 =8 to 30 >16 to 40
Maximum speed <2to 30 <8t0 30 <16 to 40

(a)
(b)

km/h = kilometer per hour.
Not specified in some analyses.

NOTE: The above list is not exhaustive. When determining the Severity classification of a hazardous event, the participants
potentially at risk should be considered. This includes pedestrians, pedal cyclists, and occupants of other vehicles
whether on or off public roads.
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B.2

BACKGROUND FOR TABLE B1: GENERAL METHODOLOGY

Table B1 is based on results from analyses of in-depth traffic accident databases from France, Germany, Japan, and the
U.S. To derive a specific result for a selected scenario within a HARA, appropriate filtering criteria should be carefully chosen
taking into account the scope of the analysis and adjustments that might be necessary depending on the nature of the

hazard. For those an

alyses that contributed to Table B1, the following elements were applied:

Severity classification based on the following concept from ISO 26262-3:

o

S0: Damagg
or S3).

S1: >10% pij
S2: >10% pij
B.3 EXAMPLE (

The German In-Dep

data involving personal injury in two of Germany’s metropolitan regions’(Hannover and Dresden). Each

2000 accidents are
interviews with invol
reconstructed to de
information is availa

Use of these data ag

Although the ac
statistics, which

The database cq
still under devel
infrastructure th
only recent mog
control [ESC], c\

A given hazardd

S3: >10% prjobability of AIS 5 through 6.

that cannot be classified safety-related; e.g., bumps with roadside infrastruetu

obability of AIS 1 through 6 (and not S2 or S3).

obability of AIS 3 through 6 (and not S3).

F ANALYSIS USED FOR TABLE B1: GIDAS DATABASE
h Accident Study (GIDAS) (refer to VUFO GmbH;un.d.) is a project started in 199

recorded and added to the database. Thecin-depth study includes on-the-sg
ed persons, and data gathered from policé, hospitals and rescue teams. In addit
ermine additional parameters. Up to 3000 parameters are determined for eg
ble at refer to VUFO GmbH, n.d.).

a basis for Severity classificationsin a HARA requires attention to several points

cidents are sampled according to a well-defined method there is some bias ¢
can be compensated for by standardized and published weighting methods.

ntains data starting-from 1999. The use of these data to determine accident sev
pment therefore néeds to consider advances in active and passive safety and in
t have occusred in the meantime. One possible way to factor in such advances
el years or\cars fitted with certain systems (e.g., antilock braking system [ABS
rtain airbad, pedestrian protection).

us.Situation could lead to a range of possible accident scenarios. The analyst

Selection of an appropriate population for analysis (e.g., accidents, vehicles in accidents, or accident-involved persons).

Various factors were considered, such as collision type, overlap, use of restraints, and age of occupants.

re (and not S1, S2,

9 to gather accident
year, approximately
ene documentation,
on, each accident is
ch accident (further

of caution:

pbmpared to national
erity for a car that is
nprovements in road

may be to consider
], electronic stability

should refrain from

detailed analysis

oS

Table B1 incorporates analysis of GIDAS data consistent with the general methodology described above.

NOTE: The GIDAS data has been normalized before use to extrapolate the personal injury statistics to match the statistics

expected on

a national basis.
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B.4 VARIATION IN TABLE B1
In addition to GIDAS, the entries in Table B1 were compiled from proprietary analysis conducted using available accident
databases from France, Japan, and the U.S.

The French data was from Laboratoire d’Accidentologie et de Biomécanique. The data was collected based on crashes
occurring on cars built in 1990 or later, for which an AIS determination was available. Every injured person was considered
in this analysis, whether they were adequately restrained or not, since it is representative of the actual usage of the vehicle.
The considered accidents were classified according to the crash direction (front, side, rear). The French data analysis was
complemented with expert judgment for some situations (e.g., pedestrian crashes).

The Japan data was from the Institute for Traffic Accident Research and Data Analysis (ITARDA) (refer to ITARDA, n.d.).
The data are a census of police investigations of all fatal and injury crashes, as well as driver licenses and vehicle registration

data. For a subset
ITARDA (n.d.).

The U.S. data was

includes retrospectiy
towed light vehicle (C
occupants (and only
(e.g., medium/heavy

Each individual anal
Severity classes. Th
and a range for max
reflect the overlap f
differences in the av

e Regional travel

Crash selection

Extrapolation frg
Region vehicle f|
Vehicle selectior
Definition of coll
Categorization ¢

Inclusion and ca

o7 the accidents, ITARDA also Includes In-depth investigations. Further intorm

from the National Automotive Sampling System Crashworthiness Data(System
e in-depth investigations of a multi-stage stratified sample of police-reparted cras

for vehicles 10 years old and newer since 2009), and delta v isthot available for
truck). Further information is available at NASS/CDS (n.d.).

ysis based on the above data sources produced a set of discrete speed ranges f
b aggregate results of the individual analyses are shown in Table B1 as a range fo
mum speed for each of the SO through S3 Severity.classes. Those resulting rangs
pr the discrete speed ranges produced by eachyanalysis, which may be attrik
hilable data sources and analytic methods thatwere used. Those differences may
atterns and environments.
Criteria for the in-depth accident databases.
m the in-depth accident database to a broader population.
eet composition.

criteria (e.g., vehicle age, fitment of specific vehicle technologies such as airbag
sion type—front, side, back (e.g., plane of damage, direction of force).

f collisiontypes (e.g., by amount of overlap).

fegorization of collision partners.

ation is available at

(NASS/CDS), which
hes with at least one

5VWR < 4536 kg). The NASS/CDS limitations are that injury information is availablg only for light vehicle

all collision partners

br the SO through S3
the minimum speed
s shown in Table B1
uted to a variety of
include:

o7

Occupant inclusi

Inclusion of non-

on (e.g., seat position, restraint use).

Occupant characteristics (e.g., age).

occupant injury outcomes (e.g., pedestrians, occupants of other vehicles).

It is recommended that the user ensures that the data source and interpretation is appropriate for the hazardous event being

analyzed.
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APPENDIX C - EXAMPLES AND GUIDANCE FOR STEERING FUNCTION HARA
CA1 INTRODUCTION

This appendix provides an example of the HARA for the Electric Power Steering (EPS) assist function. Section C.3 provides
a HAZOP analysis to identify the malfunction behaviors of the EPS function which are mapped to vehicle-level hazards.
Some of the EPS malfunctions, the resulting vehicle-level hazards and the associated ASIL are provided as examples in
Section C.4. It must be noted that this appendix does not represent a complete HARA for the steering function, but a subset
of functional safety hazards for the EPS function for guidance.

C.1.1 General Disclaimer

This informative appendix contains example ASILs for select hazard case. Unless otherwise noted, these ASILs were the
result of consensus ¢f vehicle manufacturers and suppliers prior 1o the publicafion and use of SAE J2990, and is a reference
for these existing syptems only. While the ASILs provided represent the consensus of the taskforce’members, it must be
noted that the ASILs| could be lower or higher depending upon the vehicle, function authority, and’tunipg.

C.2 ITEM DEFINITION: FUNCTIONAL CONCEPT SUMMARY

EPS function assistg the driver to provide vehicle directional control to the steered wheels while reducipg the effort required
by the driver to steef the vehicle. It measures the driver’s intention at the steering wheel and processgs with other vehicle
inputs to provide stpering torque assistance. For the scope of this analysisithe EPS system is [assumed to have a
mechanical steering| connection which would aid the operator to steer the<vehicle in the absence ¢f the electric power
steering assist function.

C.3 HAZOP ANALYSIS

Table C1 shows the|[HAZOP analysis to identify the malfunction*behaviors of the EPS assist function.|Table C2 shows the
mapping of the EPS|malfunctions to vehicle hazards.

Table C1 - HAZOP analysis for'electric power steering assist function

Incorrect Activation
(More than Requested)
System Incorrect Unintended Output Stuck at
Function Incorrect Incorrect Activation Activation a Value (Failure
Versus Activation Activation (Activation in (When None| of Function to
HAZOP Lpss of (More than (Less than Opposite was Update as
Guidewords Fynction Requested) Requested) Direction) Requested) Intended)
Reverse Steering
. Los§ of . . Assist .
itegrlng Stedring Excegswe . Redluced Steering (Steering in the Unlntgnded . Locked Steering
ssist Steering Assist Assist NS Steering Assigt
Ass|st opposite direction
than requested)

Table C2 - Mapping of EPS malfunction behaviors to vehicle hazards

Malfunction Behaviors Vehicle Hazards
Loss of Steering Assist
Reduced Steering Assist
Excessive Steering Assist
Reverse Steering Assist Unintended Vehicle Lateral Motion/Unintended Yaw
Unintended Steering Assist
Locked Steering Loss of Vehicle Lateral Motion Control

Increased Manual Effort to Steer
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C4 HARA

Table C3 shows some examples of the HARA for EPS assist function. The example HARA provided in this appendix contains a sample of vehicle motion control
hazards related to the steering assist function that are functional safety relevant.

Table C3 - Example HARA analysis for electric power steering assist function
Potential Accident ASILAssesgment
Scenario(s)- Comments or
Malfunctioning | Vehicle-Leyel Hazard Detailed Considering Worst-Case Considerations
Hazard ID | Function Behavior(s) Hazard Assumption Description Mishap Potential S Rationale E Rational¢ C Rationale | ASIL (If Applicable)
The steering system Potential for vehicle to depart
Unintended provides torque actuation |the intended path/lane and This hazard would be
steering assist . unexpectedly when there | collide with oncoming traffic applicable to steering
Unintended h : ) : . . Every day :
. is no driver request. or neighboring traffic or Highway speed Most drivers torque or angle control
. . vehicle latergl b . . } L Exposure to .
Steering Steering - roadside objects before driver yehicle’collision " are unable to functions. ASIL can be
. motion/ None . . 3 . . |4 |city roads, 3 D .
Hazard #1 | assist - The steering system is able to control the orcollision with - control the lower depending upon
. unintended N . S . N highway, T N 2
Reverse steering provides torque actuation | situation. If steering produced objects situation vehicle and calibrations,
. yaw : L : freeways .
assist in the opposite direction to | unintended yaw moment, and the magnitude of the
the driver request. could cause loss of contrgl of control disturbance.
the vehicle.
During a highway lane,
change at higher vehicle
The _steenng s_ystem spe_eds, the increased This hazard is only
Uni provides steering assistance could-cause a ) a .
nintended . N . Every day applicable to steering assist
. assistance more than the | steering ovérshoot by the Highway speed ;
. . . . vehicle latergl S : . N 7 . } L Exposure to; . control function. ASIL can
Steering Steering Excessive steering B design intent; The steering | driver. Potential for vehicle to vehicle collision " Simply !
N . motion/ None . Y 3 - . city roads, 1 B be lower depending upon
Hazard #2 |assist assist . system feels lighter than | departthe intended path/lane or collision with ; Controllable . ]
unintended ¢ ) . . highway, vehicle and calibrations,
normal, but the response | and\collide with oncoming objects B
yaw L A ) N - ? freeways and the magnitude of the
is in the same direction as | traffic or neighboring traffic or .
. . > : control disturbance.
the driver request. roadside objects before driver
is able to control the
situation.
The vehicle continues motion
. . in the last position of the
The S.tee”ng ysiphis steering system and the road
electrically locked or stuck .
in a spebific position and wheels. Driver unable to turn Every da
Unintended . . p p or steer the vehicle. Potential Highway speed Ty cay Most drivers This hazard would be
. . . . Electrical resistance | does fotrespond to the . . L Exposure to . .
Steering Steering Locked steering loss of vehicle |. - . for vehicle to depart the vehicle collision X are unable to applicable to steering
N - in the steering driver tequest when the . 3 - - city roads, 3 D
Hazard #3 |assist control lateral motio " . intended path/lane and or collision with ; control the torque or angle control
system Vehicele is moving. . . . N . highway, S .
control : collide with oncoming traffic objects situation functions.
Malfunction prevents ) A y freeways
. or neighboring traffic or
manual steering of the b . .
X roadside objects before driver
vehicle. .
is able to control the
situation.
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Hazard ID

Function

Malfunctioning
Behavior(s)

Vehicle-Level
Hazard

Assumption

Hazard Detailed
Description

Potential Accident
Scenario(s)-
Considering Worst-Case
Mishap Potential

ASIL A

¢
nent

S Rationale

Rationale

C Rationale | ASIL

Comments or
Considerations
(If Applicable)

Steering
Hazard
#4

Steering
assist

Loss of steering
assist

Increased
manual effgrt
to steer

Thereis a
mechanical
steering
connection.

Steering System
meets ECE R79
regulation.

There is sudden loss of
steering assistance
when the vehicle is
moving. Increased
driver manual steering
effort may be required
depending upon the
vehicle and the steering
system compliance:

Only a small portion of
steering assistance is
needed to turh the vehicle
when vehicle is moving at
higher speeds. At low
speeds, some drivers may
beé'challenged to steer
sufficiently enough in time
when needed. Potential for
collision with vehicle or
pedestrian in traffic.

Vehicle dependent

ASIL determination for
sudden loss of assist is
dependent upon the
vehicle design and
configuration. Following
are a few guidelines for
the classification of
Severity, Exposure, and
Controllability:

Severity could be based
on

- Vehicle collision speed
- Potential collision of
vehicles/road side
objects/pedestrians

- SAE J2980,

Appendix B, Table B1

Exposure could be based
on

- The duration spent at
different lateral
accelerations at specific
vehicle speed ranges

- Probability of being
exposed to a threat

Controllability during loss
of assist could depend on
multiple factors related to
steering system design
and vehicle
characteristics

- An important measure
for Controllability among
others is the steering
wheel rim force. (150 N
was proposed as an
indicator for C1 upper
limit based on ECE R79
[value for fully functional
EPS system] and
MIL-STD-1472.)

Additional considerations:
The current loss of
steering assist behavior
and history of steering
systems in the field is
accepted.

Loss of assist behavior
and history in the field
can be used as a
baseline design criteria
for future systems.

It is common industry
practice for steering
systems to meet
ECE-R79 globally. Within
Europe, it is mandatory.



https://saenorm.com/api/?name=918f46d5cc44a215a2c8899640bc0390

SAE INTERNATIONAL J2980™ OCT2023 Page 24 of 60

APPENDIX D - EXAMPLES AND GUIDANCE FOR PASSENGER CAR
PROPULSION AND DRIVELINE FUNCTIONS HARA

D.1 INTRODUCTION

This appendix provides examples, guidance, and arguments for the HARA to determine the ASIL, in accordance with
ISO 26262, for the most relevant malfunctioning behavior and vehicle-level hazards regarding propulsion and driveline
functions.

It must be noted that this appendix does not represent a complete HARA for the propulsion and driveline functions but rather
a subset of significant and instructive evaluation examples. These examples do not necessarily define the minimum or
maximum ASIL for any specific vehicle system. This appendix only provides examples, where enough valid data or a clear
common expert judgment was available to allow a common evaluation and justify a publication as a guiding example. In a
real HARA, additiondT Situations have 0 be evaluated to 1ind out which one gives the highest ASIC. |

D.1.1 General Djisclaimer

This informative appendix contains example ASILs for select hazard case. Unless otherwise’noted, these ASILs were the
result of consensus ¢f vehicle manufacturers and suppliers prior to the publication and use of'SAE J2940, and is a reference
for these existing syptems only. While the ASILs provided represent the consensus(©f'the taskforce members, it must be
noted that the ASILs| could be lower or higher depending upon the vehicle, function.authority and tuning.

D.2 ITEM DEFINITION: FUNCTIONAL CONCEPT SUMMARY
As the objective of thie workgroup is, to give general recommendations and‘not system specific evaluatign, the item definition
has to remain as gerjeric as possible. Thus, only the basic propulsion.and driveline functions have beer| listed and additional
comments have beep added, whenever they proved to be relevantfor the exemplary risk evaluations.
Table D1 provides ap overview of the basic functions for propulsion and driveline systems.

NOTE: When using the provided examples, take care that some parameters are strongly [dependent on the

vehicles/sysfems and can lead to different riskievaluation for different vehicles. These paramefers have to be taken
into account]|to retain an appropriate outcome of the specific HARA.
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Table D1 - List of functions

Function

Details and Comments

F1

Provide powertrain
start/stop option

Provide powertrain start/stop option can mean:
= Start/stop conventional engine
= Start/stop electric engine

= Start/stop with creeping mode
= Start/stop without creeping mode

= Start/stop by key start
= Start/stop by automatic stop/start system
= Start/stop for other reasons (like automatic cooling/heating)

F2

Provide selectalple driving
direction

Provide selectable driving direction can mean:
= Forward (D)

= Backward (R)

= Neutral (N)

Comments:
Basic function is “moving the vehicle” (moving forward/moving,backward/not
An automatic transmission or shift-by-wire system is considered to provide dr

moving).
ving direction.

F3

Provide requestgd drive
torque

Provide requested drive torque:
= By conventional powertrain
= By electric powertrain

= By hybrid powertrain

F4

Provide braking|torque

Provide braking torque:

= By (electric) regeneration

= By (conventional) drag torque

» By automatic transmission mechanisms

Comments:
Regarding automatic transmission mechanisms, it could be necessary to diffq
modes (automatic, sports,-economy).

Regarding regeneration, there are two options to differentiate:

(1) Regeneration, not related to the main brake:
- Release of gas pedal results in regenerative deceleration that might bg
conveftional drag torque (vehicle dependent).

(2) Regeneration, related to the service brake:
-\Pressing the brake pedal might lead to regenerative deceleration (com|
system deceleration).

Option (2) is not within the scope of this appendix.

rentiate gearbox

higher than

bined with brake

F5

Provide

Provide selectable/automatic rollaway prevention:
= By automatic parking lock (auto-P)

= By manually activated parking lock (P)

selectable/automatic
rollaway prevention

Function also includes automatic unlock and manually activated unlock.

Comments:
An E/E-related system is considered to prevent rollaway.
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D.3 HAZOP ANALYSIS

For each analyzed function, the relevant vehicle-level hazards have been derived from potential unintended system states. Table D2 gives an overview. The last
column indicates whether a certain malfunction effectively leads to the same risk evaluation as another one. In these cases, no additional examples will be provided

for these malfunctions within this appendix.

Table D2 - HAZQP results and mapping of function, malfunction behavior, and potential vehl’cle-level hazard
Hazard Same
ID Function Malfunctioning Behavior Rotential Vfehicle-Level Hazard As...
F1 Basic function: Provide powertfain start/stop option
F1-1 Activate/deactivate powertrain Unintended powertrain activation Unintended acceleration (creeping)
F1-2 Activate/deactivate powertrain Unintended powertrain deactivation Loss’of acceleration (cdasting)
F1-3 Activate/deactivate powertrain Powertrain activation not possible None
F2 Basic function: Provide selectaple driving direction
F2-1 Move in intended direction Move in unintended direction Motion in the incorrect girection
F2-2 Move in intended direction No movement None
F2-3a Engage “Neutral” Unintended engagement of D/R instead of N Unintended acceleratiof (mostly creeping) F1-1
F2-3b Engage “Neutral” Unintended engagement of P instead of\N Loss of longitudinal mofion (low speed) F2-4b
F2-4a Engage “Neutral” Unintended engagement of D/R whenlvehicle is in N Unintended acceleration (mostly creeping) F1-1
F2-4b Engage “Neutral” Unintended engagement of P whentvehicle is in N Loss of longitudinal mofion (low speed)
F3 Basic function: Provide requesfed drive torque
F3-1a Provide requested drive torque Provide more drive torque than requested Unintended acceleratiof (without destabilization)
F3-1b Provide requested drive torque Provide more drive torquethan requested Unintended rotational motion (vertical axis) > Yaw
F3-2 Provide requested drive torque Provide less drive torque than requested Loss of acceleration (cdasting)
F4 Basic function: Provide braking torque
F4-1a Provide braking torque Provide morg braking torque than requested Unintended deceleratiop (without destabilization)
F4-1b Provide braking torque Provide mere braking torque than requested Unintended rotational motion (vertical axis) > Yaw
F4-2 Provide braking torque ggér;tleigdrz?efscek d?f regenerative deceleration (when gas Loss of deceleration
F4-3 Provide braking torque Unintended lack of drag torque Loss of deceleration
F5 Basic function: Provide rollaway prevention
F5-1a Provide rollaway prevention gzlfjegﬁﬁd engagement of rollaway prevention (while Loss of longitudinal motion (blocking of axle) F2-4b
F5-1b Provide rollaway prevention (ljJrri1\|/ri1r:Z;1ded engagement of rollaway prevention (while Loss of longitudinal motion (blocking of axle)
F5-1c Provide rollaway prevention (leg\;?r:z;]ded engagement of rollaway prevention (while Unintended rotational motion (vertical axis) 2> Yaw
F5-2 Provide rollaway prevention Unintended disengagement of rollaway prevention Unintended longitudinal motion
F5-3 Provide rollaway prevention No engagement of rollaway prevention Unintended longitudinal motion
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D4 HARA
D.4.1 Vehicle Operating Scenarios/Harm Scenarios

For this appendix, only some of the most significant operating scenarios are analyzed as examples for the risk evaluation
of each hazard. Selection of the scenarios has been performed by the participants of the workgroup, by deriving them from
their own HARAs. Each situation is specified in a way that—in combination with the specified malfunction—allows for a
logical construction of a specified harm scenario to be evaluated.

D.4.2 Selection of Examples
To find out which malfunction/hazardous event needs detailed discussion, and for which the evaluation is quite clear, all

available results were gathered (maximum ASIL for the specified malfunction) from already executed HARA of participant
organizations. In czEe the resulis were the same for all of them, in this appendix only one descEIthive example for a

hazardous event is specified and evaluated, to illustrate the common result. In case the results were different within different

HARA, different examples and a more detailed explanations are provided, to explain the reasons for the different results.

NOTE: The examples are not to be understood as an exhaustive list of all hazards. Additional pogsible malfunctioning
behavior or yehicle-level hazards might be relevant and needs to be analyzed in.a concrete HARA for a real item.

All examples are listed in Table D3.
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Table D3 - Example HARA analysis for propulsion and driveline functions

Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale C Rationale | ASIL (If Applicable)
F1 Basic function: Provide powertrain start/sfop option
Vehicle at stand ) )
o Vehicle will
. . still with . . L o
Activate/ Powertrain deactivated Vehicle will remain in remain in
F1-3 deactivate |activation not |-- ) standstill condition. No SO |standstill E4 |- - None
R ; powertrain. L
powertrain |possible A hazardous effect. condition. No
Driver wants to
hazardous effect.
start.
F2 Basic function: Provide selectable driving direction
Vehicle will
Move in No Unwanted movement due to Vehicle will remain in remain in
F2-2 intended movement - change to “neutral” should be standstill condition. No SO |standstill E4 |- - None
direction |analyzed separately. hazardous effect. condition.'No
hazardous effect.
Unwanted
Unintended |Loss of eéngagement C.)f P o It may be a system
o . S leads to blocking Vehicle in cgr : )
engagement (longitudinal Engaging P when vehicle is s . . function to activate P
Engage f . Bgh Vehicle in car  |Vehicle and car wash can of the drive axle. wash. L
F2-4b “ " of P when motion lin D is discussed separately SO ) E2 -- None |after a certain time,
Neutral o wash be damaged. Vehicle and car [E2, refer to P
vehicle isin  |(very low (see example F5-1). wash can be ISO 26262-§] when vehicle is left
N speed) in N.
damaged. No
injury to persons.
F3 Basic function: Provide requested drive t¢rque
Evaluation is valid for
vehicles with typical drive
|torque dynamics. Situation can
For high performance ge c?:;;?:ed
propulsion systems with Frontal crash of Driving with thyepbrake 9
greater torque dynamics the the vehicle into another carjn edal (intuitive
possible combinations of . N\ the rear end of front of the pwn peda
. . . P Vehiclg driving } . reaction of
! Provide more |Unintended distances, collision speeds |. ~ . another vehicle caris a very .
Provide . ) A in city er.on . . ) . driver). For
drive torque |acceleration land reaction time should be Front/rear collision with the at intermediate common
F3-1a (1) |requested th ithout idered to decid country roads hicle in front S2 d 20 E4 |0 . THis i C2 |most of the B
drive torque an (wit out reconsidered to decide bahind another | eNicle in front. speed (e.g., situation. THjis is situations. the
requested destabilization) |whether a higher ASIL Nt km/h speed judged to bg reaction ti’me
evaluation is more : difference more than 10% f
: ) will be
lappropriate. (see chaptér between the two of operation| sufficient to
D5.3 for additional guidance). cars). time. .
avoid the
|in addition, the fisk-of ﬁgf:q'ﬁe"
destabilization should also be ’
evaluated, (seeexample F3-
1b).
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Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale C Rationale | ASIL (If Applicable)
A significant Some drivers
proportion of will be startled
drive cycles at the moment
includes areas of unintended
where acceleration
Vehicle driving Cpllision sp'eed pedestrians|are and 'the' close
at low speed will be r_el_a_tlvely present (e.d, proximity of
Provi Provide more |Unintended (e.g., first gear) |Frontal collision with low, as initial crosgroads, vehicle gnd
rovide drive t leration in a location edestrian at a certain speed was very parking lots}. pedestrian
F3-1a (2) |requested rive torque jacce p S2 (low and E3| |However, it}s C3 |lowers the B
) than (without where speed (no run over o N
drive torque requested destabilization) Pedestrians are |assumed) pedestrian is evaluated tHat reaction time;
in the hazard regarded to be only a gena n less thqn 90%
area close to the proportion of the of all drivers or
’ vehicle. driving timelis all traffic
spent at thig participants
locations and are usually
pedestrians|are able or barely
not always ip the able to avoid
hazardous grea. harm.
A significan
proportion of
drive cycles|
includes ardas
where
pedestrians|are
Velhicle driv(iing present (g.g.,
at low spee crossroads,
(e.g., first gear) parking lots}). Some drivers
in a location However, it|s will be startled
where evaluated that at the moment
vulnerable only a certa|n of unintended
Pedestrians are proportion of the acceleration
in the hazard As the situations driving tim_e is and _the_ close
congitdrd for a s focused on acations arf Fenicle and
Provide Provide more |Unintended run over are accident E2 |pedestrians|are pedestrian B
F3-1a (3) |re ted drive torque |acceleration " Frontal collision with 33 scenarios where t t al ihthe |c3 |1 th t
queste than (without Q¥ pedestrian with run over arun overis 0 |notawaysip the owers the °
drive torque I E3 |hazardous grea. reaction time; |C
requested destabilization) (These expected, the less than 90%
conditions ;‘:{l::tte?s 33 As focus is pn of all drivers or
depend on the Y : the run ove all traffic
pedestrian but scenario, thg participants
also on the probability i are usually
specific vehicle reduced further able or barely
design. (see to a certain able to avoid
chapter D5.3 for extent. Howgver, harm.
additional there is no
guidance). conclusive data
avatapie 1o
decide the
Exposure class
as a general

result for any
vehicle.
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Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale (o Rationale | ASIL (If Applicable)
Most significant
situation for ASIL
Assessment is
driving
If the vehicle typical counfry
loses road grip road speed pnd
and an moderate laferal
unintended yaw acgeleratior].
rate can’t be
prevented by the Now it depends
driver: on the systgm
properties,
(1) Max. ASIL for a system a. Front drive whether
depends on the potential to  |For evaluation, vehiclewill'go destabilizatipn is
destabilize the car in certain |a set of on,straight possible on Driver’s first
driving situations, due to situations forward (under impulsive
Unintended yaw malfunction. should be steering), but a. Dry road (E4) reaction is to
Provide more |rate change analyzed, where might leave b. Wet road|(E3) apply brake
Provide drive t = Unintended It typically depends on the most Front/side collision with 82 the road with  |E2 or pedal. QM |ASIL is strongly
F3-1b requested rive torque [ nintende system properties like: relevant roadside objects or to some speed |to [c. Only on igy C2 |Secondary to vehicle and system
. than rotational . ! - e
drive torque requested motion (vertical parameters are |oncoming traffic. S3 and collide E4 road (E2) they might C property dependent.
axis)] la. Level (Nm) and Gradient |selected with roadside shift to neutral
(Nm/s) of unwanted torque |systematically: objects like - Typical Iqvel or they can
- surface friction tree, etc. (S2). and dynamigs of turn the
b. Powertrain concept - vehicle speed torque for engine off.
(front/rear), vehicle mass, |- curve speed b. Rear drive conventiondl
load distribution, etc. vehicle will cars leads H3 as
rapidly over a maximumlin
steer. (Side) this case. For
collision with electric car, [this
oncoming can be diffefent.
traffic or
roadside Comments:
objects is Higher spedd
possible (S3). and/or highgr
lateral
acceleratior
would redude the
E-paramete|
Overtaking
maneuvers
. with oncoming
If the overtaklrfg traffic demand
maneuver can’t driver
be accomplished Duration baged mt;)ref d
Commeénts; as quick as evaluation: ior?::]elr?tr: aiirz)n
If driving.Situation is almost | Malfunction anticipated, a Overtaking yvith He/she can ’
Provi atlimit of stability, the occurs while frontal collision oncoming trpffic
. rovide less . - ) . reduce
Provide drive torque Loss of m [Trontar coMsio b be e speed/appl
F3-2 requested th q acceleration possibly can lead to some another vehicle h o i S3 |oncoming E2 |maneuver that |C1 [P PP lam
. an - R oncoming traffic. o brake and get
drive torque (coasting) destabilization. on country road vehicle is does not happen
requested : . . . ; . back. In
(side force is affected due to |with oncoming possible. In this very often and addition. the
change in longitudinal force) |traffic. case, severe will not exceed oncomin’
- see F4-1b for details. injury due to the 1% of total . 9
k " N . vehicle driver
high relative operation time.
speed is can reduce
probable speed and/or
’ execute
evasion

maneuver.
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Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale (o Rationale | ASIL (If Applicable)
F4 Basic function: Provide braking torque
. Provide more |Unintended Max. ASIL for a system
Provide ’ : depends on the level (and . . .
. braking deceleration f Hazard item is covered under Appendix F.
F4-1a brakmg radient) of unwanted
torque than |(without ) ] - See Appenaix I, F.4.1 (Braking Hazard| 1) for details.
torque requested destabilization) deceleration that is possible
a due to malfunction.
Mostsighifigant
situation for|ASIL
AsSessment is
driving with
If the vehicle intermediatg The driver will
loses road grip speed (e.g.,| 130 not be able to
Max. ASIL for a system 3:&:;(18‘1 )W :;Té?;land lifnited regain control,
depends on the potential to  |For evaluation, rate cannof {)e acceleration when the
destabilize the car in certain |a set of revented by the (.g., 2 mis vehicle has
driving situations, due to situations Zriver Y 9 ’ lost grip and is
. malfunction. should be ’ . destabilized
. Unintended yaw Now it depepds -
Provide more rate chande analyzed, where The rear drive on the svstam on wet or icy
Provide braking = Uninter?ded It typically depends on the most Front/side collision with vehicle wil E2 ro ertigs road. B ASIL is strongly
F4-1b (1) |braking torque than rotational system properties like: relevant roadside objects or S3 raidly over to \’i/h:ther ’ C3 |Oncoming to vehicle and system
torque requested motion (vertical parameters are |oncoming traffic. stger y(Side) E4 destabilizatibn is traffic might D property dependent.
[rear drive] - a. Level (Nm) and Gradient |selected s . - react and
axis)] . . collision with possible on dry
(Nm/s) of unwanted torque |systematically: ) i d (E4 { decelerate,
- surface friction oncon(]jm%tra e road (E3)’ MM | but for the
b. Powertrain concept - vehicle speed glr)'rg;ssils e ;%aic( rozag g;)y collision with
front/rear), vehicle mass, |- curve speed ojssible without Y ’ roadside
load distribution, etc. P X . objects, there
losing much Comments: is no
speed in Higher spegd -
advance (S3). and/or highdr Controllability.
lateral

acceleration
would redude the
E-parametef.
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Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale (o Rationale | ASIL (If Applicable)
Most significant
loses road grip Ariving wi
with_
unintended vaw intermediatg
rate cannot )t;e speed)(€.g. 130
km/h).and limited
prevented by the ateral
driver: Acodleration The driver will
(6.g., 2 mis not be able to
Max. ASIL for a system The front drive 9 : regain control,
depends on the potential to  |For evaluation, vehicle will go 6n Now it depehds when the
destabilize the car in certain |a set of straight forward on the s gtam vehicle has
driving situations, due to situations (under steering). o enigs lost grip and is
. malfunction. should be prop ’ destabilized
. Unintended yaw whether -
Provide more rate change analyzed, where On dry road, the destabilizatibn is on wet or icy
Provide braking BN 9 |it typically depends on the most Front/side collision with S2 |vehicle will E2 - road. B ASIL is strongly
. [= Unintended ST N X X possible on dry . .
F4-1b (2) |braking torque than rotational system properties like: relevant roadside objects or to (rapidly to road (E4) wht C3 |Oncoming to vehicle and system
torque requested ) . parameters are |oncoming traffic. S3\|decelerate but  [E4 # traffic might C property dependent.
) motion (vertical . : road (E3) offonly
[front drive] axis)] la. Level (Nm) and Gradient |selected might leave the on icy road [E2) react and
(Nm/s) of unwanted torque |systematically: road with some 4 ’ decelerate,
- surface friction speed and Comments: but for the
b. Powertrain concept - vehicle speed collide with Higher s e;—:d collision with
(front/rear), vehicle mass, |- curve speed roadside objects an%/or hip hdr roadside
load distribution, etc. like tree, etc. lateral 9 objects, there
(S2). acceleration ::S; n‘i llabilit
. would redude the ontrotiabiity.
On wet or icy E-paramete
road, collision is ’
possible without E4-scenaria
losing much leads to S2
speed in E2/E3 scenfrio
advance (S3). can lead to p3
also.
It is regarded
to be
controllable for
Lack of Vehicle at low Vehicle at Iqw everybody
. . ’ (CO0), at least
regenerative speed drives up speed drivep up
. . . as long as the
Provide torque Loss of . Sk to a cross-walk. - . ) Collision with to a cross-walk.
. . Effect will be like “unwanted N Collision with pedestrian at . N expected
F4-2 braking (when (regenerative) . . » Driver wants to -- |pedestrian at low [-- |Driver wantg to |CO . None
. ) vehicle sail-on. low speed. regenerative
torque accelerative |deceleration stop by speed. stop by )
A . ) deceleration
pedal is regenerative regenerativg S
- ) the driver is
released) deceleration. deceleratior].
accustomed
to, is not too
high. (e.g.,

<3 m/s?).
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Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale (o Rationale | ASIL (If Applicable)
Effect will be like “unwanted . .
f h » Vehicles with heavy
vehicle sail-on. f . }
trailers might require
o te Vehi Vehi W It is regarded drag torque vyhen
- - - ” . to be going downhill, to
Vehicles with heavy trailers  speed drives up speed drivep up .
. : . L . controllable for avoid brake system
Provide might require drag torque to a cross-walk. L . . Collision with to a cness-Malk. . )
; Lack of drag |Loss of (drag) : h ; . Collision with pedestrian at - . everybody overheating. This
F4-3 braking . when going downhill, to avoid|Driver wants to -- |pedestrian at low [-- |Driverwantg to |CO None .
torque deceleration . low speed. (C0), as long should be kept in
torque brake system overheating. stop by drag speed. stop by drag e .
. A as the brake mind if this case is
This should be kept in mind if [torque torque N .
) o . . system is discussed together
this case is discussed deceleration. deceleratior]. . )
. working. with brake system
|together with brake system :
. A requirements (not
requirements (not within this T
within this workgroup).
workgroup).
F5 Basic function: Provide selectable/automdtic rollaway prevention
Unintended
Provide engagement System independent
F5-1b rollawa of rollaway  [Unintended evaluation (“Generic rollaway
revent)i/on prevention |deceleration prevention”)
P (while > see F4-1a
driving)
Unintended |Unintended yaw
Provide engagement [rate change System independent
F5-1c rollawa of rollaway [[= Unintended |evaluation (“Generic rollaway
reven t)ilon prevention rotational prevention”)
P (while motion (vertical |-> see F4-1b
driving) axis)]
Special case: Typical parking
lock system
The maximum level of torque
dependg on parking I(.)Ck. Relevant Driver can
mechanics, because it will - ;
- situations aie avoid
break at certain level. . } o .
Vehicle drives S less than 1% of exposing
Final impact of ; )
. . . at low speed . total operatipn vehicle to the
Unintended It is assumed, that there is a ¥ oncoming . .
Loss of ; (<5 km/h)'into a o time, e.g., when risk of
! engagement L mechanical measure that vehicle is likely DS L )
Provide longitudinal . crossroad when . . . ) vehicle is collision. By See D.5.1 for detailed
of rollaway f prevent parking lock from A front-to-side-collision with to be in the o L -
F5-1d rollaway . motion - . malfunction is ) S2 E2 |merging intq the |C2 |driving QM |explanation and
/ prevention being engaged when drive A other vehicle range 25 km/h < "
prevention ) (very low Lo happening. far lane of the correctly there guidance.
(while shaft has a certain minimum ! Av < 35 km/h ] -
L speed) Other vehicle road, crossipg a will be enough
driving) speed. (16 mph<Av < )
comes from the 22 mph) thoroughfarg or time for the
. N ¢ side. pn). turning acrogs oncoming
In this case, malfunction is Y X h
only possible wher-sbeed is traffic which|has vehicle to
yp SP the right of way. brake.
very low or when drive shaft
is stopped.due-to blocking
wheels(e.g., braking on low
friction.without ABS).
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Potential Accident

ASIL Assessment

Mal- Hazard Scenario(S) Comments or
functioning | Vehicle-Level Detailed (Considering Worst-Case Considerations
Hazard ID| Function Behavior Hazard Assumptions Description Mishap Potential) S Rationale E Rationale (o Rationale | ASIL (If Applicable)
With no driver
in the car, C3
is assumed as
the pedestrian
I'Em on Parkmg at g )
: S A might not be
several basic system Vehicle is slope isfa
oY aware of the
properties: stopped at a common_event, .
’ danger or fails
slope (engine . but'the
No ) ) . Severity can be . to react fast
la. Malfunction usually is only |off) with enough ) probability t
engagement possible when E/E system |free space to derived from the have free sgace enough.
Provide or Unintended H tive. For plug-i Il (to pick llisi ith pedestri collision speed to roll and f See D.5.2 for detailed
F5-2/F5-3 |rollaway unintended |longitudinal s active. For plug-in roll (to pick up | collision with pedestrian or |, _ that mainly - Yorofandigra . With the driver |*-- explanation and
/ . f electric cars this can be hazardous other road user. pedestrian tp be e )
prevention |disengageme|motion depends on ! still in the car, guidance.
much longer than for speed). . in the hazarg o
nt of rollaway ) . distance and f Controllability
. conventional cars Pedestrian or areais
prevention slope. A depends on
other road user correlated with i
. Lo o driver status
b. Driver expectation is is in hazard the assumefl .
. . (distracted,
different when Auto-P area (downhill). slope and
Co h " hurry) and
function is available. distance. -
reaction time
(correlated to
slope and
distance).
Vehicle at stand .
still with Vehicle wil Veicle at sjand
) Unable to ) ) >; S still with endaged
Provide disengage engaged Vehicle will remain’in remain in rollawa
F5-4 rollaway 9ag - Not safety relevant. (S0) rollaway standstill condition. No SO |standstill E4 Y -- None
4 rollaway 4 L prevention.
prevention d prevention. hazardous effect. condition. No X
prevention X Driver wantg to
Driver wants to hazardous effect.
start. start.
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ONS AND DETAILS TO THE EXAMPLES

In this section, additional detail is provided on how the evaluation has been performed for the examples shown within

D.5 EXPLANATI
Table D3.
D.51

D.5.11

Estimation and Calculation of Exposure Class

F5-1: Unintended Engagement of Rollaway Prevention

Based on this example, it can be explained how estimation based evaluation of Exposure has been done.

D.5.1.2

Scenario F5-1d

Detailed situation: V
and accelerates. An
cross the road. The
quite short.

D.5.1.3 Evaluati

a. First step: Discu

It is assumed that there is a mechanical measure that prevent parking lock from being engaged w

certain minimum

In a common dr
and will avoid en

b. Second step: EX
1. Assumed ad
2. Assumed ny
3. Relative nun
c.

Depending on th
based (relative
numbers have tg
according to 1Sd

Third step: Calcdlation of situation.duration.

Ehicle is stopped at cross road for red signal. The signal changes to green and.t
bther vehicle comes from the side and the driver of this vehicle expects that\the
h unintended engagement occurs in the leading vehicle, while the distance betw

bn/Discussion

5sion of relevant aspects of the scenario, to improve understanding.

speed (e.g., 5 km/h). Thus, the malfunction has to oecur before this speed is rea

tering the crossroad too quickly.

perience based estimations for required_parameters.
celeration time: 2 seconds (until 5 km’h are reached).
mber of crossroad situations perdrive cycle: 20x.

nber of crossroad situations with a car entering the crossroad from side in a risky

e scenario, the'Exposure has to be evaluated duration based (relative to operatin
0 number-of drive cycles). To allow for quantitative Exposure evaluation, for bof
be specified.” Based on these values, the limits for the E-parameter classes can
26262-3 as it is shown in Table D4.

he first vehicle starts
first one will quickly
een both vehicles is

hen drive shaft has a
Ched.

ving situation, the driver of the vehicle coming from the side will recognize that a car is just crossing

ay: 1 out of 10.

g time) or frequency
h cases some basic
easily be calculated

1

Within this appendix, the following parameters have been used as evaluation basis:

- Average operating time: 400 h/yr.
- Average number of drive cycles: 1000/year.
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Table D4 - Calculated limits for E-parameter classes

E1 E2 E3

E4

ISO 26262

description (duration)

Not specified (very
low probability)

<1% of average
operating time

1 to 10% of average
operating time

>10% of average
operating time

Based on assumed

cycles (1 per year)

operation time (hours | <0.4 h/yr 4 hlyr < x <4 hlyr 4 h/yr < x <40 h/yr >40 h/yr
per year)
ISO 2.62.62 Less often than . Once a month or more | During almost every
description A few times a year ;
once a year often drive
(frequency)
Based on assumed
number of drive <1lyr 1/yr < x <10/yr 10/yr < x < 100/yr >100/yr

For the given examyg
Thus, it is calculated

e Calculation of m

Assuming 1000

This would be “B

However, this is only
parameters with a st

D.5.2 Evaluatior]

D.5.2.1 F5-2: Un
For some malfunct

Controllability has to
give some additiona

D.5.2.2

Vehicle is stopped at a slope (engine off) with enough free space to roll (to pick up hazardous speed

car. Pedestrian is in

Scenari¢ for F5-2 (Example for Explanation)

le, Exposure has to be rated duration based, as the malfunction can immediatel
as follows:

ban time in situation: 4 seconds per drive cycle (see D.5.1.3.b).
drive cycles per year, this gives 4000 seconds per year approximately about 1 h/y
2” as it is less than 1% of the regular operation time' of 400 h/yr.

an experience based estimation, which is aet’(yet) fully backed up by statistica
rong impact on the result, customer or field research data should be obtained.

intended Disengagement of Rollaway Prevention
oning behavior like example F5-2, a strong interdependency between Expd

be analyzed for a set of scenarios to appropriately evaluate the risk. The subseq
guidance how this/€an be done.

hazard area (downhill) when the failure occurs.

cause the hazard.2

-

facts. Especially for

of Scenarios with Strong Interdependency Between Exposure, Severity, and Controllability

sure, Severity, and
Lent paragraph shall

). Driver has left the

2

simple rule applies:

Malfunction

a) Malfunction directly effective Duration based evaluation

"how long”

(malfunction triggers hazard)

occurs

b) Malfunction latent until situation Frequency based evaluation

"how often”

(situation triggers hazard)

To decide whether duration based, or frequency-based Exposure evaluation is to be used, in most of the cases the following
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D.5.2.3 Evaluation/Discussion
a. First step: Discussion of relevant aspects of the scenario, to improve understanding.

General description of scenario and definition of relevant parameters:

Figure D1 - Scenario F5-2 illustration

1. Conditions:
i. Before malfunction, the subject vehicle is stationary with engaged rollaway prevention.
i. Avoidapce is impossible, because driver left.
ii. C3 congition (there is no estimation about the avoidance action of pedestrian).

2. Parameters;
i.  Grade (it influences the vehicles acceleration).
i. Distande between vehicle and pedestrian.

b. Second step: Sifnulation-based calculation of relevant parameters.

The speed at crash is calculated.by using the acceleration by grade and vehicle-pedestrian distange (corresponding to
duration) as parameters.

In combination with E and*S judgments (limiting values) this can be used to derive the ASIL for all[relevant situations.
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Figure D2 - Scenario F5-2 severity map q/
c. Third step: Representative scenario and ASIL level. O \
Controllability class is C3 for the overall scenario, because the driver, ?@Ieﬂ the vehicle and pedgstrian reaction is not
assumed for near distance events. (Pedestrian’s avoidance actl not examined, because there is no data about
when pedestriar] notices the moving vehicle.)
Q)
D.5.2.4  Severity|Class Based on the Simulation as Follows<(*
o Vertical: Grade 9f slope corresponds to magnitude a(R@eration (9)-

e Lateral: Distancg between vehicle and pedestr'gﬂ@rresponds to duration of acceleration.

o Resultis collision speed as main S-cri(e'B‘}for rear crash against pedestrian:

I (dark-gray area) > S3 Z@
I (gray @rea > S2 Zo@o

(light-gray ar&@ S1 Zone

Exposure class is a :cggéd judgment from exposure conditions of e[06] as probability to be at a certgin grade and of e[d]
as duration based probability that a pedestrian exists in the hazardous area. For example, in area [6] the overall Exposure
is rated as E2 as a combination of e3[0] and of e3[d].

Finally, for the HARA evaluation table, the example with the highest ASIL can be selected as “representative scenario.”

In addition, other scenarios have to be analyzed to find out which case leads to the highest ASIL. Some aspects that should
be included in the HARA are:

e Situations with driver still in the car (affects E and C).
e Driver distracted or leaves car in a hurry (affects E and C).
o Collision with vehicle coming from the side (affects S, E, and C).

As far as appropriate, similar analytic approach as shown above can be used, to elaborate consistent representative
scenarios.
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D.5.3 Evaluation of Scenarios Related to Unintended Acceleration (Without Destabilization)
D.5.3.1 F3-1a: Provide More Drive Torque Than Requested

The malfunctioning behavior to provide more drive torque than requested can lead to an unintended acceleration of the
vehicle. For appropriate evaluation of the risk according to this hazard, several aspects have to be taken into account.

The most significant scenarios for evaluation tend to be situations where the vehicle follows another car and a
rear-front-crash is possible and situations where vehicle speed is rather low and pedestrians are in the hazardous area in
front of the car. The following paragraph gives some additional guidance on how to evaluate these scenarios for the own
specific system and vehicle:

D.5.3.2 Driving Behind Another Car

Delayf Time :7’r:| ‘

i Y
P ://— Max. Pedal Force Distaneg
R . Vehicle to"Obstacle
et
/ Acceleration G \ S
Driver brake pedal force - deceleration G
characteristic
— =
Dglta V at collision

(9]

~ Deceleration G

=

Unintended
Acceleration

- W (i (m— o

Figure D3 - Scenario F3-1a illustration

To properly evaluatd the risk, severalparameters shown in Figure D3 have to be analyzed:
e The vehicles acgeleration dynamics.

o The effective degeleration‘resulting from driver’s reaction to press the brake pedal with a certain fgrce.

e The Exposure rgtesfor different distances between the two vehicles.

e The Exposure rates for different types of vehicles if these lead to different severity (e.g., if the other vehicle is a heavy
truck, delta v at collision is higher, but probability to follow a truck is lower than to follow a regular passenger car).
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D.5.3.3

Driving at Low Speed with Pedestrian in Hazardous Area

This scenario applies whenever the vehicle is driving at low speed (e.g., first gear) and pedestrians are somewhere in driving
direction of the car. Common examples are crossroads or parking lots.

To appropriately evaluate the risk, one approach is to focus on the most critical situation where fatal injury is probable
(e.g., due to run-over) and the chance to avoid this specific harm by controlling the vehicle is small. This is the case when
some boundary conditions are true:

Driving maneuver where driver can easily fail to control the situation.

Pedestrian is present in the hazard area in front of the car.

e No other obstac

e Pedestrianis in

NOTE: The last con
some cars {

clearance, fijontal profile, and passive pedestrian protection measures.

D.5.34 Guidang

A significant propor

However, it is evaluated that only a certain proportion of the driving time is spent at this locations ang

always in the hazard

As focus is on the ry
data available at the

Itis up to the reader
new data that might

e between vehicle and pedestrian prevents collision.

b position where run-over is probable.

dition depends on the specific vehicle design, as run-over is considered to be mor|
han for others in the same situation. Examples for relevant vehicle’specific asq
e on Exposure Evaluation

ion of drive cycles include areas where pedestriahsvare present (e.g., cross
ous area in front of the car.

n-over scenario, the probability is reduced*further to a certain extent. However, tf
moment to decide the Exposure class asta general result for any vehicle.

to evaluate this issue for his own specific system and vehicle under analysis and
become available after release of this document to help decide what the Exposur

b likely to happen for
ects include ground

roads, parking lots).

pedestrians are not

ere is no conclusive

o take care with any
p class should be.
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APPENDIX E - EXAMPLES AND GUIDANCE FOR SUSPENSION FUNCTIONS HARA

E.1 INTRODUCTION

This informative appendix provides an example of the HARA for the suspension control functions. Se

ction E.3 provides a

HAZOP analysis to identify the malfunction behaviors of the few suspension control functions. Some of the suspension
control malfunctions, the resulting vehicle-level hazards and the associated ASIL range are provided as examples in
Section E.4. It must be noted that this appendix does not represent a complete HARA for all of the suspension control

function but a subset of functional safety hazards for few suspension control functions for guidance.

E.1.1 General Disclaimer

This informative appendix contains example ASILs for select hazard case. Unless otherwise noted, these ASILs were the

result of consensus ¢f vehicle manufacturers and suppliers prior 1o the publication and use of SAE J298

0, and is a reference

for these existing syptems only. While the ASILs provided represent the consensus of the taskforce’members, it must be

noted that the ASILs| could be lower or higher depending upon the vehicle, function authority and tunir
E.2 ITEM DEFINITION: FUNCTIONAL CONCEPT SUMMARY

Suspension control [functions generally are intended to enhance the vehicle handling characterist
maneuvers and improve the vehicle ride comfort by damping the effects of road noise; and vibrations.

g.

cs during cornering
For the scope of this

analysis, four suspension control functions are considered, namely: damper control,’level control, stiffhess control, and roll

control. These contrgls can vary from passive, semi-active to active controls.dn semi-active and active

controlled functions,

electronic sensors and controls may be used to achieve the actuation of suspension dampers, air-springs, shock absorbers,

roll bars, and other guspension devices.

E.3 HAZOP ANALYSIS

Table E1 shows the [HAZOP analysis to identify the malfunction behaviors of few suspension control function. Many of the
suspension control malfunctions are mapped to more than ofie vehicle hazard. The vehicle hazards are [provided in Table E2

under Section E.4.

Table E1 - HAZOP analysis of suspension control functions

System Incorrect Activation Unintended Output Stuck at a
Function Incorrect Incorrect Incorrect Activation Activation Value (Failure of
Versus HAZOP Lgss of Activation (Mere* | Activation (Less (Activation in (When None was Function to Update
Guidewords Actjvation | than Requested) | than Requested) Opposite Direction) Requested) as intended)
Damping control Losls of . . Reverse dam;‘)mg‘ Unintended damping
(control the - Excessive Reduced damping | control (damping in the .
h danpping : L (autonomous Stuck damping
damping damping control control opposite direction than .
- congrol damping)
coefficient) requested)
Level control: Losg of Excessive level Reduced level Unintended level
(control the level | levgl Reverse level control Stuck level control
control control control
at each wheel) confrol

Stiffness control

(control the LOW—m—mmm

Stuck stiffness

vehicle)

stiffness of the zg]:?rfjs stiffness control control control control control
suspension)
Roll control
(improves roll Loss of roll | Excessive roll Reduced roll Unintended roll

- Reverse roll control Locked roll control
stability to the control control control control
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Table E2 shows some examples of the HARA for few suspension control functions.

Table E2 - Example HARA analysis of suspension functions

stability or increased stopping
distance during braking.

Potential Accident Scenarig(s) - Comments or
Malfunctioning Vehicle-Level Considering Worst-Casg ASIL Considerations
Hazard ID Function Behavior(s) Hazard Assumptions Hazard Detailed Description Mishap Potential A nent (If Applicable)
ASIL classification of
. . individual suspension
R . Malf_unctlon of th_e damping control Driving scenariofs under tigh functions depends on the
. Semi active suspension leading to potential loss of ! s ; . .
Unihtended . ! LY . cornering‘conditions or lane Can range vehicle, the function authority
. . system: controlling the longitudinal and or lateral tractive o ; )
. . Unintended or vehjicle motion B ) A change conditions (midrange from QM to and design.
Suspension Damping damping coefficient of the forces at the tire under some . . .
Incorrect (latgral, . L " : lateral-acceleration between §.3to | ASIL A If the authority of damping
Hazard #1 control . o damper. The vehicle may driving conditions. This could lead . . . T
damping control longitudinal, not be stable under all to unintended reduction of vehicle 0:5 g)rand road disturbance is depending control function is such that
verfical) . L ; . exciting the vertical resonant upon vehicle the vehicle is stable under all
states of damping control. stability or increased stopping . .
X . . frequency of the un-sprung mpss. possible malfunctioned states
distance during braking. )
of the damping control, the
hazard does not apply.
ASIL classification of
individual suspension
Unintended or incorfechiavel Worst-case driving scenario i functions depends on the
Uniptended under tight cornering conditiops or | Can range vehicle, the function authority
Incorrect or . ) control at one or more wheel T )
. . vehjcle motion Active level control . . double lane change conditionp from QM to and design.
Suspension Level unintended level N impacts the centef.6f gravity (CG) : ) .
(latgral, function independently at . . (midrange lateral acceleratior ASILC If the authority of Level
Hazard #2 control control at one or o of the vehicleor.incorrect . L
more wheels Ionuytudlnal, each wheel distribution of the forces at the between_0.3 to 0.5_ g) where the dependln_g control fungtlon is such that
verfical) malfunction could induce yaw|or upon vehicle the vehicle is stable under all
wheels;, : . ) .
roll moments in the vehicle. possible malfunctioned states
of the level control, the
hazard does not apply.
ASIL classification of
Malfunction of the stiffness control | Worst-case is uneven diagongl md'V'.dual suspension
. N L L . functions depends on the
. leading to potential loss of distribution under driving scerjario ; . .
Incorrect or Unihtended lonaitudinal | | . £ tigh ) " Can range vehicle, the function authority
. . unintended vehjcle motion Active stiffness control ongitudina ar_1d or lateral tractive of tight cornering condltlop_s q from QM to and design
Suspension Stiffness . N forces at the tire under some double lane change condition - .
stiffness control (latgral, function independently at L " . . ) ASIL B If the authority of Stiffness
Hazard #3 control T driving conditions. This could lead (midrange lateral acceleratiol . L7
at one or more longitudinal, each wheel ; . N depending control function is such that
f to unintended reduction of vehicle between 0.3 to 0.5 g) where the ; o
wheels verfical) L ; . . f upon vehicle the vehicle is stable under all
stability or increased stopping malfunction could induce yaw|or . .
. X . X A possible malfunctioned states
distance during braking. roll moments in the vehicle. .
of the stiffness control, the
hazard does not apply.
ASIL classification of
Malfunction of the roll control |nd|V|'duaI suspension
. N functions depends on the
leading to potential loss of ; . .
. lonaitudinal | | . ) " Can range vehicle, the function authority
. Unintended or Unntended‘ Active roll control ongitudina ar_1d or lateral tractive U_nlntended ro mom_ent ur}d‘ from QM to and design. If the authority of
Suspension : vehicle motion . forces at the tire under some high lateral acceleration drivirlg . ) L7
Roll control Incorrect active independently controls the L " . I . ASIL B Active Roll control function is
Hazard #4 (latgraf, driving conditions. This could lead conditions could cause vehicl . R
roll control londitudifial) roll moment at each axle to unintended reduction of vehicle instability depending such that the vehicle is stable
dltuding! * upon vehicle under all possible

malfunctioned states of the
roll control, the hazard does
not apply.
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E.5 OTHER CONSIDERATIONS

Suspension control can vary from passive, semi-active to active control. When performing suspension control function
HARA, the analyst should consider the type and authority of the control function to influence vehicle handling and the overall
vehicle design to assess the ASIL for the safety goal. The resultant ASIL is vehicle dependent.
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APPENDIX F - EXAMPLES AND GUIDANCE FOR BRAKE AND PARK BRAKE FUNCTIONS HARA

F.1 INTRODUCTION

This appendix offers examples, guidance, and arguments for the use of the HARA to determine the ASIL, and meet the
requirements of ISO 26262. Only the most relevant malfunctioning behavior and vehicle-level hazards regarding brake and
park brake functions were considered. This appendix does not represent a complete HARA for the brake and park brake
functions. These examples do not necessarily define the minimum or maximum ASIL for any specific vehicle system. They
are intended as guidance to assess the particular vehicle hazard. The results of each hazard discussion are presented in

one of three ways:

a.

ASIL and ASIL ranges.

b. No ASIL agreed

c. No ASIL agreed
Even where conden
may have been used
gives the highest AS

The examples have
and suppliers (U.S.,
brake and park brak
compilation of this a
F.1.1 General D
This informative app
result of consensus ¢
for these existing sy
noted that the ASILS|
F.2 ITEM DEFIN
Two primary functio
description for each
such as SAE J2627

F.2.1 Brake Fun

The purposes of the

butthe upper ASIL bound was determined.

but guidance to support parameters for ASIL determination.

sed ASIL values are published, different ASIL determination processes”and diff
. In a HARA for a particular application, additional situations have te'be €valuated
IL, for a particular safety goal.

been composed by functional safety experts from several warldwide producing v
Europe, Asia). Most of the workgroup members already.had completed their ow
e functions for different vehicles and/or different spegific brake and park brake
bpendix.

isclaimer

f vehicle manufacturers and suppliers.prior to the publication and use of SAE J298
stems only. While the ASILs provided: represent the consensus of the taskforce
could be lower or higher depending upon the vehicle, function authority and tunin
ITION: FUNCTIONAL CONCEPT SUMMARY

ns are included in thistappendix: the brake function and the park brake functig
function is provided in this section. More-comprehensive definitions can be four
and SAE J2564. The HAZOP for each of the primary functions is contained in Se

ction

brake’primary function covered in this appendix are:

:

prent S, E, C values
to find out which one

hicle manufacturers
in-house HARA for
systems prior to the

endix contains example ASILs for selectshazard case. Unless otherwise noted, these ASILs were the

0, and is a reference
members, it must be

g.

n. A brief functional
d in SAE Standards
tion F.3.

e To provide dece

eration to the vehicle based on driver input from the brake pedal or based on inpu

t from other systems

in the vehicle such as driver assistance systems.

functions stability control, antilock braking system [ABS], and electronic brake distribution [EBD]).

F.2.1.1 Stability

Control

To provide stability in situations near the physical limits of vehicle dynamics by actuation of wheel brake (i.e., by the

The stability control function is a safety assist or safety enhancing feature. The primary functionality is to assist the driver in
maintaining control of the vehicle. Stability control utilizes sensors in the vehicle to determine whether the intent of the
driver’s inputs is consistent with the vehicle’s direction. If stability control detects an inconsistency, it can control braking or
throttle function to help correct the inconsistency.
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F.21.2 Antilock Braking System (ABS)

ABS is a safety assist or safety enhancing feature whose primary function it is to prevent wheel lock in order to help avoid
uncontrolled skidding or to help reduce stopping distance. ABS monitors the speed of each wheel and controls the brakes
in a specific cadence if it detects a wheel spinning slower or faster than the others.

F.2.1.3 Electronic Brake Distribution (EBD)

EBD’s primary function is to optimize the efficiency and stability of the base brake system. It prevents overbraking of the
rear wheels by adjusting rear brake pressure closer to the ideal brake force distribution, thus optimizing rear axle braking
irrespective of vehicle loading.

F.2.2 Park Brake Function

The park brake primary function is to hold the vehicle stationary. The park brake sub-functions covereq in this appendix are
park brake activation] or park brake engagement and park brake disengagement, both based on driver request.

F.3 HAZOP ANALYSIS
F.3.1 Brake Primpary Function

Table F1 shows the HAZOP analysis to identify the malfunction behaviors of the brake function. Table F2 shows the mapping
of the brake malfunctions to vehicle hazards.

Table F1 - HAZOP analysis for brake function

Incorrect Function Activation Output Stuck at a
Opposite Value (Failure of
Logs of More than Less than Direction than Unintended Function to Update
Function Furrction Requested Requested Requested Function Activation as Intended)
. Lops of Excessive Insufficient . . .
Deceleration braking braking brakiag N/A Unintended braking Locked braking

Table F2 - Mapping of brake malfunction behaviors to vehicle hazards

Malfunction Behaviors

Vehicle Hazards

Unintended braling

Locked braking

Excessive brakipg

Unintended vehicle longitudinal deceleration

Insufficient braking

Loss of braking

Unintended reduction in vehicle deceleratio

Unintended braling

Locked braking

Excessive brakipg

Unintended vehicle lateral motion

Unintended Iossl of stability, ABS, or EBD control functions

Unintended loss of vehicle brake control fur]

ction
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F.3.2

Park Brake Primary Function

Table F3 shows the HAZOP analysis to identify the malfunction behaviors of the park brake function. Table F4 shows the
mapping of the park brake malfunctions to vehicle hazards.

Table F3 - HAZOP analysis for park brake function

Incorrect Function Activation Output Stuck at a
Opposite Value (Failure of
Loss of More than Less than Direction than Unintended Function to Update
Function Function Requested Requested Requested Function Activation as Intended)
Engage park I;glsh?[ otfo Insufficient Unintended engage Loss of ability to
b gage p y N/A park brake N/A 9ag disengage park
rake engage park i, of park brake rake
brake PRy
Disengage I;EIS"?( tho Insufficient Unintended
9ag - N/A release of park | N/A disengage of park N/A
park brake disengage
brake brake
park brake

Table F4 - Mapping of park brake malfunction behaviors to vehicle hazards

Malfunction Behaviors

Vehicle Hazards

Unintended engage of park brake

Unintended vehicle lateral motion

Unintended vehicle longitudinal deceleration

Unintended di

sengage of park brake

Park brake fai

s to engage

Insufficient pa

rk brake apply

Unintended longitudinal vehicle motion

Park brake fai

s to disengage

Insufficient rel

pase of park brake

Wnintended loss of vehicle longitudinal moti

DN
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Table F5 shows some examples of the HARA for brake function.

Table F5 - Example HARA analysis for brake function

Worst- ASIL Assessment
Mal- Vehidle- Case
Hazard functioning Level Hazard Mishap Comments/
ID Function Behavior Hazafd Assumptions Description Potential S Rationale E Rationale g Rationale ASIL Considerations
The braking Rea_r_ . Contributing parameters may include vehicle speed and time gap (characteristic
collision if . : . f .
Unintendied systgm vehicle derived f'rom poth vehicle §peeds), the magmtude of degeleration G bylmalfunchpn,
. . . provides L mass ratio of involved vehiclesy’safety equipment, and dccupant restraints, reaction . .
Braking . Unintended vehicle No wheel . behind is . f X N X - See Section F.1, item c.
Deceleration ) ) . braking ) time, and rate and magnitude of deceleration G of following vehicle (driver
Hazard 1 braking longitudinal locking when no traveling too capability)
decelerdtion L closely and P Y)-
braking is unable to
requested. stop Other parameters,may also be considered.
The braking .
Unintendled system S;:Z?gr?l
Braking Deceleration Insufflment FEdL.JC“m n None prowdes' due to Dependent on brake reduction magnitude. QM~D | See Section F.1, item b.
Hazard 2 braking vehicle less braking insufficient
decelerdtion than brakin
requested. 9-
. Potential for
The braking vehicle to
) system Worst-case
) Locking of - depart lane ) .
. . Unintendled provides : potential Everyday driving er
Braking . Unintended . wheels, . and gellide . k Difficult to . .
Deceleration ) vehicle ) braking A S3 mishap could E4 on high mu road C D See Section F.1, item b.
Hazard 3 braking . affecting with other control.
lateral njotion A - when no ) lead to S3 surfaces.
vehicle stability braking is vehicles, Severit
9 pedestrians, Y-
requested. or objects.
. Unintended Unintendled ) . .
Braking Lo } Hazard item is covered under Appendix D.
Hazard 4 | Dragcontrol | activation of | vehicle | See D.4.2 (Hazard ID F3) for details.
drag control accelergtion
Unintended Unintendled
Braking Traction activation of loss of Hazard item is covered under Appendix D.
Hazard 5 | control traction vehicle See D.4.2 (Hazard ID F3) for details.
control accelergtion
Unintended l%g'sn:;n ed The stability Worst-case
Braking Stability loss of brake vehicle Brake Driver require control s3 potential E1 Rare case c Difficult to A Without warning
Hazard 6 | control yaw control I~ hightlateral G function is mishap could ’ control. indicator.
yaw stalpility ’
feature unavailable. lead to S3.
control
Braking Unintended Unintengled Driver require The ABS is z\(/)(t)(raﬁt_ig?se Difficult to Without warning
Hazard 7 ABS Loss of ABS lOSS. of Dprpmm—m. 53 U £l Rare case = control. A indicator.
vehicle ABS low mu lead to S3
Electronic Unintended Driver require Worst-case E1 Depends on
Braking brake Unintended loss of high The EBD is s3 potential ~E vehicle (brake c3 Difficult to QM~C See Section F.1, item b.
Hazard 8 L loss of EBD f 9 . unavailable. mishap could design and control.
distribution vehicle EBD deceleration lead to S3 3 vehicle concept)
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Park Brake Function HARA

Table F6 shows some examples of the HARA for park brake function.

Table F6 - Example HARA analysis for park brake function

Vehicle ASIL Assessment
Hazard Malfunctioning Level Hazard Worst-Case
ID Function Behavior Hazard Assumptions | Description Mishap Potential S Rationale E Rationale (o Rationale ASIL Comments/Considerations
Less than
0,
Activation of park average )
L / other traffic
) Unintendek Rear park _brake _when vehicle is Worst—_case qperat_lng participants
Park Park Unintended ateral brake in motion could lead potential time since mav be
Brake engage of the . None activates to lateral motion and S3 | mishap E4 |~could happen | C3 Y D Worst-case scenario.
brake vehicle . ) able to
Hazard 1 rear park brake . when not collision with other could lead to on any road !
motion X N X : 4 avoid harm
intended. vehicles, pedestrians, S3 Severity. layout; ISO .
X with an
or objects. 26262-3, unintended
Table B.2.
lateral
motion.
Activation of park
Unintendeh Rear park brake when vehicle is
Park Unintended } brake in motion could lead . . - . . See Brake Hazard ID 1
Park vehicle ) S Dependent on vehicle dynamics taking into considgration such o
Brake engage of the o None activates to rear collision if f ] QM~C | for additional
brake longitudingl . R as the brake design and vehicle concept. . .
Hazard 2 rear park brake ) when not following vehicle is tog considerations.
deceleratign .
intended. close and unable to
stop.
Manual Rear park Potential worst-Case
. Unintendep N P mishap scenatiois if
Park Unintended L transmission; brake . ' . . .
Park f longitudingl . . driver is not,in the Iltem is covered under Appendix D.
Brake disengage of f vehicle disengages ) \ h .
brake vehicle . vehicle with’engine See D.5.2 and D.4.2 (Hazard ID F5-2) for details.
Hazard 3 rear park brake ) transmission when not .
motion ) . . running.when park
is not in park desired. X
brake disengages.
Park brake fails to
engage leading to
Park Unintendep Ereai;pfz'i"ks unintended
Brake Park Rear park brake | longitudingl None to epaded longitudinal motion Iltem is covered under Appendix D.
brake fails to engage vehicle 939 and potential collision See D.5.2 and D.4.2 (Hazard ID F5-3) for details.
Hazard 4 ) when A .
motion with other vehicles,
needed. -
pedestrians, or
objects.
Unintendep Ereai;pf::;
Park Rear park brake loss of Vehicle is parked and . .
Park : g to Iltem is covered under Appendix D.
Brake fails to longitudingl None " unable to move, so .
brake . ! disengage See D.4.2 (Hazard ID F5-4) for details.
Hazard 5 disengage vehicle when not a hazard.
motion
requested.
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