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1. SCOPE

This SAE Recommended Practice presents a method and example results for determining the Autom
Level (ASIL) for autgmotive electrical and electronic (E/E) systems. This activity is required by ISO 262
is intended that the grocess and results herein are consistent with ISO 26262:2011 [1]. The technical fo
is on vehicle motion [control systems. It is limited to passenger cars weighing up to 3.5 metric tons. Fu

ptive Safety Integrity
62-3:2011 [1], and it
cus of this document
thermore, the scope

of this recommended practice is limited to collision-related hazards. ISO 26262:2011 [1] has a wider scope than SAE J2980,

covering other functipns and accidents (not just motion control or collisions as in SAE J2980).
1.1 Purpose

This SAE Recommended Practice is intended to provide guidance for identifying and classifying haz3
are per ISO 26262:2011 [1], definedat-the vehicle level utilizing the ISO 26262:2011 [1] hazard analysis
(HARA) method. This SAE Recommended Practice is intended as a guide toward standard practice ang
to keep pace with experience(and technical advances. It is not intended to be a substitute for the con
of ISO 26262:2011([1]. Allkthe examples and samples contained in this document are intended

understanding the guidanée’ provided in this document, and are not intended to be exhaustive or g

rdous events, which
and risk assessment
is subject to change
cept phase activities
o aid the reader in
omplete references.

Therefore, they do nptsubstitute for a corresponding analysis of the specific item to which the reader i

5 attempting to apply

1SO 26262:2011 [1].

1.2 Background

ASIL classification is a result of the HARA which is initiated during the concept phase of the item development. The HARA
is conducted to identify item hazards and evaluate the ASIL of each hazard. The ASIL classification is determined by
assessing the parameters Severity (S), Exposure (E), and Controllability (C) associated with each hazardous event.
Guidelines for determining the hazards and, once determined, the Exposure, Severity and Controllability for a given
hazardous event in accordance with ISO 26262:2011 [1] are provided in this document. In case of conflicts between SAE
J2980 and ISO 26262:2011 [1], ISO 26262:2011 [1] has precedence. This Recommended Practice uses terminology

consistent with ISO 26262:2011 [1] when discussing vehicle level hazards and HARA development.
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The intended user of this “Recommended Practice is a functional safety analyst complying with requirements in ISO 26262-
2:2011, 5.4.3. Therefore this Recommended Practice does not intend to provide further necessary knowledge or guidelines
in related fields including, but not limited to, item specific knowledge, user and road profiling, medicine, statistics, accident
research and human factors. Instead it is intended to be related to the field of functional safety with the focus on the HARA
method only.

In the examples and annexes, the values shown are for reference only. Any new HARA can use the latest relevant data
and analyses. The values shown in this document were created based on some, but not all segments of information
expected within an item description (ISO 26262-3:2011, 5.4), and thus should not be considered as an item definition. ISO
26262:2011 [1] requires that a HARA be based on a specific item definition. This document is not to be construed to suggest
that creating a HARA without a specific item definition is acceptable — such a practice is not recommended. ISO 26262:2011
[1] scope is limited to functional safety which is one aspect of the overall system safety assessment in safety risk
management.

1.3 Limitations
As for any risk assespment method, the methods mentioned in this document have inherent limitations. The HARA describes
a simplified model of the real world, which is neither complete nor fully accurate. Although each ass¢ssment is based on
available or applicaljle data as well as on expert judgment, the interpretation of such data.can vary gmong analyses. For
these reasons, the user of this document should bear in mind these limitations and judge the applicability of SAE J2980 in
any particular case.
2. REFERENCES

2.1 Applicable Doguments

1. 180 26262:2011 Road Vehicles — Functional Safety

2. Ministry of Defence, “Defence Standard 00-58 HAZOP Studies on Items Containing Programmable Electronics”, Issue
2, 19 May 2000

3. Code of Practicqg for the design and evaluation.of ADAS, EU Project RESPONSE 3: Oct. 2006
http://www.acea|be/publications/article/code-of-practice-for-the-design-and-evaluation-of-adas

4. GIDAS, http://www.vufo.de/forschung-und-entwicklung/gidas/?L=1

5. ITARDA, http://Www.itarda.or.jp/english/e outline1.php

6. NASS/CDS, httg://www.nhtsa.gov/INASS

3. DEFINITIONS AND ACRONYMS

3.1 Definitions

3.1.1  Automotive safety integrity level

One of four levels to specify the item's or element's necessary requirements of ISO 26262:2011 [1] and safety measures
to apply for avoiding an unreasonable residual risk, with D representing the most stringent and A the least stringent level

3.1.2  Controllability

Ability to avoid a specified harm or damage through the timely reactions of the persons involved, possibly with support from
external measures


http://www.acea.be/publications/article/code-of-practice-for-the-design-and-evaluation-of-adas
http://www.vufo.de/forschung-und-entwicklung/gidas/?L=1
http://www.itarda.or.jp/english/e_outline1.php
http://www.nhtsa.gov/NASS
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3.1.3 Exposure

State of being in an operational situation that can be hazardous if coincident with the failure mode under analysis

3.14

External measures

Measure that is separate and distinct from the item, which reduces or mitigates the risks resulting from the item

3.1.5 Harm

Physical injury or damage to the health of persons

3.1.6 Hazard

Potential source of h
3.1.7 Hazardous ¢
Combination of a ha
3.1.8 ltem
System or array of s
3.1.9  Malfunctioni
Failure or unintende
3.1.10 Safe state
Operating mode of g
3.1.11 Severity
Estimate of the exte
3.1.12 System

Set of elements that

NOTE: All uses of §
to denote th

arm caused by the malfunctioning behavior of the item
vent

yard and an operational situation

ystems to implement a function at the vehicle level, to which 1ISO 26262 is applied

Ng behavior

 behavior of an item with respect to its designvintent

n item without an unreasonable leyvel of risk

nt of harm to one or more individuals that can occur in a potentially hazardous sitU

relate at leastiasensor, a controller and an actuator with one another

everity,.Exposure, and Controllability are capitalized in this document where sug
b meaning above.

3.2 ACRONYMS

3.21 ABS

Anti-lock Braking System

322 AIS

Abbreviated Injury Scale

ation

h uses are intended
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3.23 ASIL
Automotive Safety Integrity Level
324 C

Controllability

325 E
Exposure
3.26 EPS

Electric Power Steering
3.27 ESC
Electronic Stability Jontrol
3.2.8 GIDAS
German In-Depth Adcident Study

3.29 MAIS

Maximum Abbreviat¢d Injury Scale

3.210 S
Severity

3.211 HARA

Hazard Analysis anq Risk Assessment

3.2.12 HAZOP
Hazard and Operability Analysis

3.2.13 1SO

International Standafds @rganization

3.2.14 ITARDA

Institute for Traffic Accident Research and Data Analysis

3.2.15 NASS/CDS

National Automotive Sampling System Crashworthiness Data System

3.2.16 SAE

Society of Automotive Engineers
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4. HAZARD ANALYSIS AND RISK ASSESSMENT (HARA)
4.1 Identification of Hazards

HARA is an analysis procedure that identifies potential hazards, develops a set of specific hazardous events, and assesses
the risk of each hazardous event to determine the ASIL and the safety goal. Functional safety requirements are derived
from the safety goals.

The item definition is a prerequisite for the HARA. Hazard identification can be accomplished through various hazard
analysis techniques. A functional hazard and operability analysis (HAZOP) is used in this recommended practice as an
example [2, 4]. HAZOP is an explorative type of analysis where applicable guidewords are applied to each of the functions
of an item to postulate malfunctioning behaviors. HAZOP facilitates a structured and systematic examination of the operation
of the item within the vehicle. It may be used to identify and evaluate malfunctioning behaviors of an item that could lead to
hazards that create fhe potential Tor harm 1o the occupants of the subject venicle, 1o other vehicles and their occupants, or
other persons at risk| such as pedestrians, pedalcyclists in the vicinity of the subject vehicle or mainterjance personnel.

There are also otherf valid methods that are equally suitable for identifying relevant hazards.(SAE dods not recommend or
endorse a particular|method for identifying hazards as part of generating a HARA.

Explained below is g simplified example application of a HAZOP approach that is uséd-to identify potential malfunctioning
item behaviors that ¢ould lead to hazards. For example, start with the functions described in the item definition, consider
the authority of the gctuators of the item, and postulate the following malfunctioning behaviors of the item:
1. Loss of Fungtion - function not provided when intended
2. Function prgvided incorrectly when intended
a. Incorrect Function-More than intended
b. Incorrect Function-Less than intended
c. Incorrect Function-Wrong direction
3. Unintended Activation of Function - Function provided when not intended
4. Output Stuck at a Value - Failure.of'the function to update as intended
NOTE 1: Maintenance personnel may be considered for tasks that are not related to the repair of an item that is
malfunctipning. However, for items that are assumed to be malfunctioning, damaged o1 disassembled as a
prerequisite to perfofming repairs, a HARA is not applicable. For example, consider an el¢ctric power steering
system that includes/a safety mechanism to switch “off" assist for a malfunction of oscillatipns. When a system
with this malfunction is presented for maintenance, the maintenance personnel may force assist “on” in order to

identify the cause of the malfunction. Such a case cannot be analyzed in a HARA, since it if intentionally caused
in order tp perform a repair.

NOTE 2: According to ISO 26262 the hazard and risk assessment is to be based on malfunctioning behavior of the item.

NOTE 3° Not all HAZOP guidewords [2] are applicable to all analyses uniformly and as such guidewords are to be tailored
according to the scope and context of the analysis. The reader may adopt a particular set of HAZOP guidewords
that is applicable to the analysis.

Table 1 provides an example of the HAZOP approach to identify malfunctioning behaviors for two vehicle functions: Steering
Assist and Brake Control.
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Table 1 - Example of HAZOP application

Function provided incorrectly when intended
Function Vs Loss Unintended Output Stuck at
Guidewords of Incorrect Incorrect Incorrect Activation of | a Value (Failure
Function Function Function Function Function of function to
(More than (Less than (Wrong (Function update as
intended) intended) direction) | Provided when intended)
not intended)
Steering Loss of Excessive Reduced Steering in Unintended Locked Steering
Assist Steering Steering Assist | Steering Assist | the Opposite Steering (Steering Output
Function Assist Direction Assist Stuck at Value)
Brake Control ioss of Excessive Insufficient - Unintended. Locked Braking
Function raking Braking Braking Braking (Brake Output
(conventional Stuck at Value)
brake control)

NOTE 4: Potential|interactions between different functions in a vehicle should be(éonsidered. This
during compilation of an item’s safety concept or later during its validation.”For example, los
can be a $pecified degraded mode in isolation, but when considering the interactions and de,

items, it (pay not be a safe state at a vehicle level.

Once the potential malfunctioning behaviors for a function are identified, the hazard analysis act
understand and analyze the vehicle hazards that are manifested by each malfunctioning behavior. D
analysis, the operatipng situations of the vehicle are considered ingluding the life cycle phases of the

service, and disposdl phase).

It should be noted thpat the same malfunctioning behavior ¢guld produce more than one vehicle hazard
resultant vehicle beRavior under different vehicle operating scenarios. For example, unintended or e
could produce both yinintended vehicle deceleration and’unintended lateral motion depending upon th

Additionally, multiplg malfunctioning behaviors-6f:an item could produce the same vehicle hazard.

process. Considering the different vehicle operating scenarios and item life cycle phases, it is pos

can be done either
s of an item function

pendencies between

vity is continued to

Lring this step of the

item (i.e., operation,

depending upon the
cessive brake apply

b driving condition.

HARA is an iterative

sible that additional

malfunctioning behayiors of an item and associated vehicle hazards are identified as the HARA progrésses.

As an example, the malfunctioning behaviors identified for the vehicle function in Table 1 are mapped
Tables 2, and 3 regpectively. The mapping varies with the considered driving situations for the va

behaviors (e.g., loss|of brakes could lead to loss of

Table 2 - Sample mapping of malfunctioning behaviors of steering assist function to veh

deceleration, vehicle roll away).

fo vehicle hazards in

rious malfunctioning

icle hazards

Malfunctioning Behaviors

Vehicle Hazards

Unintended Steering Assist

Unintended vehicle lateral

Excessive Steering Assist

motion/Unintended yaw

Steering in the opposite Direction

Locked Steering (Steering output stuck at value) | Loss of vehicle lateral motion control

Reduced Steering Assist

Increased Manual Effort to Steer

Loss of Steering Assist
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Table 3 - Sample mapping of malfunctioning behaviors of brake control function to vehicle hazards

Malfunctioning Behaviors Vehicle Hazards

Unintended Braking

Excessive Braking

Locked braking (Brake output stuck at value)

Unintended vehicle longitudinal deceleration

Loss of Braking

Insufficient Braking Unintended reduction in vehicle decélefation
Unintended Braking

Excessive Braking Unintended vehicle lateralsmotion

Locked pbraking (Brake output stuck at value)

4.2 Risk Assessm
In the risk assessme
definition a potentia
occurs. Therefore, {
Based on the opera

the subsection 4.2.11

following the guideli
is repeated for reasd

The results of the rig
of an item and vehid
rationale forthe E, S
on the specific chara

For each of the anal
and Controllability sh

NOTE 1: The order
presumes

ent

Nt process, it is assumed that a malfunctioning behavior of an item is causing a ha
source of harm which is highly dependent on the driving situation at the time
ne first step can be to postulate a vehicle driving or operating scenario in order
ng scenario, the likelihood of Exposure te\that scenario is determined following g
of this document. For the hazardous(@vent, the Severity and the Controllabilit
es provided in subsections 4.2.2 and*4.2.3 respectively. For a given hazardous ¢
nable and foreseeable operating’seenarios of the vehicle containing the item.

k assessment are dependent.upon the item, the vehicle and the availability of da
le characteristics will affectthe specification of the resulting harm scenarios, as
and C parameters. The.analyst takes these factors into account and bases the rat
cteristics of the system that is to be developed.

yzed hazardous events the highest ASIL along with the rationale for the assigned
ould be documented (for example in a HARA template).

of determining Exposure, Severity and Controllability can be permuted (i.e., reords
thatiEXposure, Severity and Controllability are determined in the order as given ir

zard. A hazard is per
that the malfunction
to specify the harm.
Lidelines provided in

are each assigned
vent, this procedure

a. Functional design
vell as the class and
onale in the analysis

Exposure, Severity,

red). This document
Figure 1.

Vehicle
Hazard
Occurred

Determination Determination

Determination

ASIL Determination

Risk Risk Risk Risk
A 1ent A ment Assessment Assessment
Step 1 Step 2 Step 3 Step 4
Exposure Severity Controllability

Figure 1 - Example of risk assessment process
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4,21 Step 1 - exposure determination
4.21.1  General information

In accordance with ISO 26262-3:2011 [1], the Exposure to a vehicle operational situation is assigned to one of five levels
as shown in Table 4, below. Table 4 summarizes examples from Tables 2, B.2, and B.3 of ISO 26262-3:2011 [1] for the
various Exposure classes both in terms of frequency of exposure and duration of exposure to the vehicle operational
situation. Per Figure 1, the first step in the risk assessment is to evaluate the probability of Exposure to a specific vehicle
operational situation. This can involve several conditions being required simultaneously. The objective in the Exposure
determination is to comprehend realistic situations including normal driving conditions and adverse driving conditions.
However, it should be noted that different traffic rules, environmental conditions, etc. influence the situations under
consideration and may lead to a different Exposure.

able 4 - Exposure class description per
Class | [Description Informative criteria for Exposure | Informative criteria fgr Exposure
based on frequency (see [1], part | based on duration (s¢e [1] part 3
3 Table B.3) Table B.2)
E0* Incredible Not specified Not specified
E1 Very low probability | Occurs less often than once a year | Not(specified
for the great majority of drivers
E2 Low probability Occurs a few times a year for the |1 % of average opefating time
great majority of drivers
E3 Medium probability Occurs once a month or _miore |1 % to 10 % df average
often for an average driver operating time
E4 High probability Occurs during almost every drive | >10 % of average opgrating time
on average
* No ASIL is assigned for EO

4.2.1.2 Exposure pased on duration

An Exposure class i$ selected based on the duratien-of a vehicle operational situation for cases wheie the malfunctioning
behavior directly cayses the hazardous event.

EXAMPLE: Considgr an erroneously applied steering torque by an electric power steering assist syst¢m. While the vehicle
is at a $tandstill this may be of minor consequence to the driver, but if the vehicle is driving along a highway it
is likely that the driver will leave the intended path. For driving along a highway E4 i specified based on
duratiop for this vehigle operational situation as it occurs >10% of the overall operation tifne.

NOTE: The potential for'‘harm associated with the hazard may subsequently arise depending or| the actions of those
people[at risk Or events in the environment.

4.2.1.3 Exposure pased on frequency

An Exposure class is specified not only for vehicle operational situations in which a considered malfunctioning behavior can
directly cause the hazardous event (duration of the situation is relevant), but also for those situations where the situation or
condition can initiate the hazardous event, as a result of a fault in the system that has already occurred at an earlier point
of time and remained latent. Thus, the occurrence of such a situation will directly initiate the hazardous event because of
its combination with the pre-existing fault regardless of its duration

EXAMPLE: Frequency of Exposure may be selected for the activation of the reverse lights at the back of the vehicle. For
this example the vehicle operational situation “vehicle in reverse” can be expected to occur often, so E4 is
selected. Frequency is selected because no matter when the fault in the lights occurred, the hazard is likely to
be triggered once the gears are shifted to reverse.
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4214

Vehicle operational situation

Figure 2 provides a list of vehicle operational situations that can be used as a starting reference. This example list should
not be considered exhaustive and in many cases the situations can and should be combined to reduce and simplify the list
of situations considered in the HARA (refer to ISO 26262-3:2011, 7.4.4.2).

Vehicle operational
situations

Location Road Driving Vehidle State Other Dther Vehicle
Conditions Maneuvers Considerations (haracteristics

Highway Road Friction Start-up Coasting Side Wind State of other vehicle
Country Road (Dry, Ice, Snow, Parking Creeping Oncoming Traffic systems: fault codes
City Roads Wet, Split -Mu) Drive Forward Accelerating Gonstruction zone Trailer
Intersection Incline Drive Reverse Decelerating Accident Scenario Heavily laden
Dirt Roads Road widths Straight Parked Traffic Jam Ignition off/on
Off-road Turning Stopped Pedestrians Hemote Car start
Parking Lots Evasive Lane Collision Aresence of other
Driveway Change technologies
Service Garage Shut-off

4215

1.

Guidelines

Exposure a
information
locations or

Assignment
probability o
may apply, i

EXAMPLE:

Figure 2 - Potential vehicle\operational situations (example)

for exposure class assignment

arget markets. When'in doubt an estimate may be used.

Haration of Exposure.

Esignment in risk assessment is based on expert evaluation of applicable and
considering the trafficprofiles, cultures, road conditions and driving styles in d

of Exposure can consider either frequency of exposure to the vehicle operati
f overall duration of exposure to the vehicle operational situation. In some cases b
N which case'each criterion must be evaluated separately leading to separate ASIL designations.

Fxposure to a ‘car wash’ scenario can yield E3 based on frequency of Exposu

available data and
fferent geographical

bnal situation or the
oth exposure criteria

e and E2 based on

The assessment of the Exposure can be done by considering situations occurring in real-world usage of a certain
vehicle. If appropriate, target market-specific exposure can be taken into account. However this should not be used

to artificially

increase or decrease the Exposure factor.

Examples of vehicle operational situations for exposure that are provided in ISO 26262-3:2011 [1] can be used as
a reference for Exposure assignment.

When evaluating certain vehicle operational situations, multiple contributing factors may be required for the hazard
to progress to the point which results in a specified harm. In addition to several factors potentially contributing to a
vehicle operational situation, some of the factors may be closely correlated. The correct Exposure factor for any
combination of factors prerequisite to a hazardous event is calculated recognizing the correlation between factors.
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EXAMPLE:

If snow and ice are present, there is a high correlation with reduced friction on the roadway. If the
presence of snow/ice and reduced roadway friction are each individually considered an E2 class of
Exposure, then requiring two E2 rated Exposure factors should not be expected to result in the
equivalent of an Exposure that is less than E2. Indeed, erroneously treating these contributing factors

as independent would result in an understated class of Exposure.

6. Hazards that are covered by common workplace safety obligations as well as all hazards caused by an item under

repair are not to be evaluated for maintenance personnel in a HARA (see 4.1, NOTE 1).

7. The defined hazardous event must be specific enough to allow for the harm to be specified a
to be determined consistently.

e Asituation may be divided into additional specific situations (which could result in different

nd the Controllability

S and/or C classes).

e Multiple |situations related to the same hazard should be combined if their outcomes are-s

e The above guidance is not to be used to artificially increase or decrease the Exposure fag

e This is ot intended to require an exhaustive examination of all possible cémbinations; it i
vehicle ¢perational situations that are representative and include thoserthat lead to the hig

422 STEP 2-SBVERITY DETERMINATION
4221 General Ifformation

In accordance with IBO 26262:2011 [1], the Severity class of the potential harm caused by a particula
assigned to one of fpur levels as shown in Table 5, below. Thesé& Severity classes are general cate

guidance in assigning the ASIL for a given hazardous event.

A Severity class canhot in general be assigned deterministically because the severity of outcome for 3
dependent on a numper of factors, many of which cannot be determined in advance. Factors affecting

1. Type of collision — such as planar (for exafple head on, rear end, side impacts)

2. Relative speged between collision participants or at the time of single vehicle events
, height, and structural integrity of the vehicle(s) involved (i.e., crash compatibility
4. Health and 3ge of vehicle occupants and non-occupants exposed to collision forces
5. Use or not

vehicle-occupants of safety protection equipment (e.g., seat belts, child restrain

6. Availability gnd-response of qualified, rapid emergency assistance (first aid teams)

milar or the same.

tor.

5 enough to consider
hest ASIL.

r hazardous event is
gories presented for

ny actual collision is
beverity may include:

g

Of these factors, it may be possible to project some collision characteristics and, in some cases, to project an estimated

relative speed of collision. Most of the other factors that may influence the severity of injury outcome c
predicted in advance for a postulated hazardous event. The factors above are considered to the exte
of determining the Exposure and the Controllability factors used during risk assessment.

annot be reasonably
nt practical as a part

In all but the most negligible collisions, the possibility of injury, including fatality, is never equal to zero. The characteristics
that may influence injury potential are extremely diverse for all road users, which include both motorists (motorized vehicle
drivers and passengers) and non-motorists (e.g., pedestrians and pedalcyclists). Persons involved in traffic collisions range
from young, healthy individuals that may be able to tolerate considerable collision force without sustaining significant injuries
to elderly, infirm individuals who may be susceptible to major injuries even in minor, low speed collisions. As a result, the
outcome of almost any collision type consists of a distribution of outcome likelihoods ranging from property damage without

injuries to fatalities.
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Table 5 provides the ISO 26262:2011 [1] description of the S0-S3 Severity classes.

Table 5 - Severity class description per ISO 26262:2011 [1]

Severity Class Description
So0* No Injuries
S1 Light & Moderate Injuries
S2 Severe and Life-threatening Injuries, Survival Probable
S3 Life Threatening Injuries (Survival Uncertain), Fatal Injuries

NO ASIC 1S assigned for SU
NOTE: The reader is referred to ISO 26262-3:2011, Table B1 for examples of
BSeverity classification

The Severity class
Developing this hyp

or limited to, expert
experiments, and h
appropriate Severity,

4.2.2.2 Guideline

1.
of relevant

technology

improve roa
capability. In
to better pro

between ve
considered.

collisions, su

for Severity
a reference

Severity clag

In general, |
of delta velo
Other post-q

class for a given vehicle-level motion control hazard.

q
4

for Severity Class Assignment for Collision-Related‘Hazards

 user behaviors, but also may not in¢lude data appropriate for a different scena
such cases a model may be used.to insert new scenarios into the context of the h
ect the outcomes.

bad user injury risk increases as collision speeds increase. For planar collisions,

rash estimates may be considered in place of delta v (e.g., energy-equivalent s
Annex B provides some general guidance that may aid in Severity classifica
ch as a vehiclerollover, other available criteria depending upon the hazard scenari

pstimation. Examples for Severity that are provided in ISO 26262-3:2011 [1] can a
or Severity assignment.

When determining a likely Severity classification of collision outcome from historic data, the re

iill be assigned to a given hazardous event based on a representative hazarg
pthetical scenario will involve drawing from multiple sources of information includ
analysis and judgment, technical reports analyzing specifically-relevant crashes
storical crash data. Annex B provides some general infortmation that may be

s assignment in the HARA necessitates expertevaluation and consideration of a re
traffic profiles, vehicle speeds and road .conditions. Analysis of historical acg
overestimat¢ future measures of injury risk due to eantinuous improvements over time in
both crashworthiness and crash aveidance), as well as education and law erj

city (delta v) available'in some historic accident databases may aid in accident g

hicles/objects), and) other crash characteristics such as vehicle overlap and crd

ous event scenario.
ng, but not required
or tests, simulation
used to assign the

presentative sample
ident data tends to
oadway and vehicle
forcement efforts to
fio relevant to a new
storical data in order

post-crash estimates
everity assessment.
beed, relative speed
sh/intrusion may be
ion. For non-planar
P may be considered
so be considered as

levance of available

data should be considered with respect to the system being developed. For example, as new active safety features
are introduced that automatically intervene to control vehicle dynamics under certain crash-imminent
circumstances, the balance between driver and vehicle control is changing. As a result, current data may not always
reflect likely outcomes with the application of new functionality. The vehicle or system manufacturer should consider
all technologies being applied to its specific vehicle when determining Severity and ASILs for that product.

The Severity class of the representative scenarios that are being considered is documented in the HARA.
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NOTE 1: The assignment of the Severity class should also be considered relative to the Exposure. If the Severity is chosen

higher than indicated by the traffic data for the general driving situation, then the Exposure should be chosen to
be consistent with the probability of being in that driving situation and being exposed to situations where a failure
would lead to a hazardous event resulting in harm at that higher severity.

NOTE 2: Historical crash data do not necessarily predict injury outcomes for future crash types. Due to the fact that

423

4231

vehicles, roadways and road user behavior undergo continuous changes intended to improve traffic safety over
time, historical crash data tend to overestimate future crash risk and injury severity. For this reason, simplistic
application of historical crash data to project injury outcomes and assign a Severity class to a particular vehicle-
level hazard is not recommended.

Step 3 — controllability determination

General infformation

In accordance with IO 26262-3:2011[1], the Controllability of a hazardous event is assigned to,one of{four levels as shown

in Table 6 below.

Table 6 - Controllability class description per ISO 26262:2011 [1]

Controllability Title Description
Class
co* Controllable in general If dedicated regulations exist for a particular hazard,

Controllability,may be rated CO when it is corsistent with the
corresponding” existing experience concerning sufficient
Controllability. For use of CO refer ISO 26262-3:2011, 7.4.3.8.

C1 Simply controllable 99%'or more of all drivers or other traffic particigants are usually
able to avoid the specified harm.

C2 Normally controllable 90% or more of all drivers or other traffic particigants are usually
able to avoid the specified harm

C3 Difficult to control or | Less than 90% of all drivers or other traffic participants are
uncontrollable usually able to avoid the specified harm

* No ASIL is agsigned for CO

NOTE: Descripfion has.used the “specified harm” based on SO 26262-3:2011, 7.4.3.7, Note 2

4232

1.

Guidelineg for.'controllability class assignment

The Controllability class can be determined by using available data, by performing tests in a simulator or a vehicle
or by consulting a team of interdisciplinary experts (e.g., human factors).

Examples for ‘Controllability’ that are provided in ISO 26262-3:2011, Annex B.4, can also be considered as a
reference for ‘Controllability’ assignment.

The adverse effects of the hazard on involved persons (refer to ISO 26262-3:2011, 8.4.2.6) may be taken into
account during the Controllability determination whenever such driver reactions are likely to be caused by the failure
of the E/E system. In order to assess such potential adverse effects, the methodology of the “Code of Practice for
the Design and Evaluation of Advanced Driver Assistance Systems [3]” may be employed. This was drafted by the
Response 3 project and has been endorsed by the European Automobile Manufacturers’ Association (ACEA).

Extended response times caused by driver impairment (i.e., driver use of drugs, alcohol or sleep deprivation) or by
driver inattention or distraction are excluded from Controllability consideration (see ISO 26262-3:2011, 7.4.3.7, Note
2).
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Reasonably foreseeable misuse should be taken into consideration when applicable to a particular analysis.

Relevant environmental features (for example guard rails on roads), and driver experience/behavior/training may

be taken into account. Relevant in-vehicle systems can be considered in the HARA if they are able to mitigate the
hazard during the hazardous event, given sufficient independence exists between the item and the other in-vehicle
systems (ISO 26262-3:2011, 7.4.1.2, Note 1).

Safety or dr

iver assistance systems, which are optional (e.g.,

lane keeping assistance systems) should not be

considered as risk reduction measures when a Controllability class needs to be set for a specific vehicle platform.

424

4241

STEP 4 - ASIL determination

Combining S, E, and C to determine ASIL

In accordance with
"Severity", "probabil
determination is bas
NOTE: If a resultan
extensive fig

system need to be re-examined. This is also consistent with the fact that the HARA proceg

nature.

When determining a
malfunctioning beha

SO 26262-3:2011, 7.4.4.1, an ASIL is determined for each hazardous event-u
ty of Exposure" and "Controllability" in accordance with Table 4 of 1SO_262
bd on relevant scenarios where S, E and C are consistent.

[ ASIL for a new system is inconsistent with the hazard experience of similar, &
Id history, it may indicate that the field and traffic data used to derive S, E, and O

Table 7 - Criteria for determining ASIL per ISO 26262-3:2011 [1]

ASIL Determination C1 C2 C3
S1 E1 QM QM QM
E2 QM QM QM
E3 QM QM A
E4 QM A B
S2 E1 QM QM QM
E2 QM QM A
E3 QM A B
E4 A B C
S3 E1 QM QM A
E2 QM A B
E3 A B C
E4 B C D

n ASIlfor a new system, the Severity and occurrence of accidents of that Severity
V|or of the new system can be compared, when approprlate to existing relevan

5ing the parameters
62-3:2011 [1]. ASIL

xisting systems with
classes for the new
s can be iterative in

that may result from
t accident data. The

altooan aliaotad t nicrallabilib

aladc

hazard response beh

fioct o H $ 1N 0 A aitio
FeHO-O1TteSt ouuj\.:\.no caf-theh-De-evardateato-aerve-anthitar Vulluulluulluy TIaS

.

The evaluator should avoid overestimating the Severity, Exposure, and Controllability classes and resultant ASIL, which
could otherwise result in reduced functionality, or even cancellation, of a beneficial feature that may improve the overall
safety of the vehicle. Similarly, the evaluator should also avoid underestimating the Severity, Exposure, and Controllability

classes and resultan

t ASIL, which may otherwise lead to insufficient safety requirements.
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4.3 Relationship between Safety Goals and Safe States

In performing the HARA, the output is a set of safety goals to assure safe operation. These are derived from potential
hazards that may result from malfunctioning behaviors of the item. Safe states and related safety measures are specified
in the functional or technical safety concept, as appropriate, to achieve the safety goals in case of faults within the item. A
HARA is not always required for safe states, although a hazard referring to a safe state condition may result from a HARA
as a matter of course in cases where a safe state is identical to a particular failure at the item level. Therefore because both
safety goals and safe states result from consideration of malfunctioning behaviors at different points in the safety lifecycle,
inconsistency may result. For consistency of the safety case, it is recommended that care be taken that the safe state does
not violate a safety goal. This recommendation can be achieved by different formulations of the safety goal and safe states.
For example, the safety goal may be to “avoid loss of crash imminent braking functionality without warning” and the safe
state may be to “disable the function and notify the driver that the function is unavailable”. In this safe state the warning
mitigates the results of a loss of function as the driver gets aware of the fact that he cannot rely on it. The safety concept
and HARA must be i i i ; safety goal leads to
the violation of a different, less critical, safety goal, care must be taken that their respective safety requirements stay
consistent. A rationale supporting this strategy is recommended.

EXAMPLE: Consider a system where avoiding a malfunction is specified as a safety goal with a high, vehicle dependent
ASIL. Then the analyst also mistakenly specifies this malfunction as the “safe)state” durinig the concept phase
of the dgvelopment as had been done in previous applications where the‘malfunction was assigned a lower
ASIL. Then later, in the hardware design phase, when the effect of .component failures|are analyzed in the
determination of the single point failure metric, measures such as safety’mechanisms are gpecified that lead to
the malfunction. However, this violates a safety goal requiring agafety mechanism to lead to a safe state. The
technicgl safety concept now has a contradiction. To resolve this; a different safe state gould be specified, or
the malfunction condition could be redesigned, and the HARA can be repeated.

5. NOTES
5.1 Marginal Indicja
A change bar (1) locdted in the left margin is for the convenience of the user in locating areas where te¢hnical revisions, not
editorial changes, have been made to the previous issuée of this document. An (R) symbol to the left pf the document title

indicates a completq revision of the document, including technical revisions. Change bars and (R) ar¢ not used in original
publications, nor in documents that contain editorial’‘changes only.

PREPARED BY THE SAE FUNCTIONAL SAFETY COMMITTEE
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APPENDIX A - VEHICLE LEVEL MOTIONS

This annex briefly discusses the possible vehicle level motions along the different vehicle axes. Figure A-1 illustrates the
vehicle axis item with 6 degrees of freedom. The three linear motions are the longitudinal, lateral and the vertical motions
and the rotational moments along these axes are roll, pitch and yaw respectively. Unintended item behaviors could
potentially impact vehicle motion along one or more axes.

inal

Vertical

Figure A-1 - Vehicle motion axes
Source: SAE Vehicle Axis Reference

Table A-1 provides puidelines for systematic consideration’of item malfunctions that potentially cause motions along or
around the vehicle akes. Table A-1 is intended to be used-during the item HARA to map item hazard gtates to vehicle level
hazardous events.

Tablp A-1 - Example list of potential malfunctioning behaviors along the vehicle axes

Vehicle Motion Potential malfunctioning vehicle behpviors
Unintended Acceleration

Unintended Loss of Acceleration
Unintended Deceleration

Unintended Loss of Deceleration
Unintended Longitudinal Motion
Unintended Loss of Longitudinal Motion
Unintended Longitudinal Motion In The |Incorrect Direction
Unimtendedtaterat-viotion

Longitudinal Motion (Linear)

Lateral Motion (Linear) Unintended Loss of Lateral Motion

Vertical Motion (Linear) Unintended Vertical Motion

Pitch (Rotational) Unintended Rotational Motion (Lateral axis)

Roll (Rotational) Unintended Rotational Motion (Longitudinal axis)

Unintended Rotational Motion (Vertical axis)
Yaw (Rotational) Unintended Loss of Rotational Motion (Vertical axis)
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APPENDIX B - SEVERITY CLASSIFICATION GUIDANCE

This Informative Annex contains general information for assigning a Severity class to a given vehicle-level motion control
hazard as part of generating a HARA. However, it is neither exhaustive nor definitive, and should therefore be applied with
caution.

The development of a Severity classification assignment may involve multiple sources of information including, but not
required or limited to, expert analysis and judgment, technical reports analyzing specifically-relevant crashes or crash tests,
simulation experiments, or historical crash data. Crash, laboratory, track and other testing data may provide objective,
reliable, and repeatable results. Simulation experiments may provide direction on the relative contributions of some of the
many factors and interactions typically present in pre-crash scenarios and crash events. Analysis of historic accident data
may provide general direction on the relative frequency and historic injury potential for various crash circumstances;

however, inherent limitations preclude precise projections relevant to future experience.

For vehicle crash-ba
involved persons (s
individual injury, is
26262:2011) as an

sustained by some

historic accident dat
vary by location.

Appropriate use of i
source; use of accid
practices and limitat
appropriately interpr

Generally, literature
severity generally in
at higher delta v res
speed ranges for the

5ed scenarios, 1ISO 26262-3:2011 [1] conceptualized a severity classification baseq
be Table B-1). The Abbreviated Injury Scale (AIS), which assigns a seyeéfity s
eferenced and a “probability of injury” at certain AIS levels was conceptualized
illustration for assigning the S0-S3 Severity classes in ISO 26262-3:2011 [1].
pr all road users involved in traffic crashes within a defined geographic location
hbases. These collections of accident data are typically small samples with case

ent data to support a Severity class assignment requifes an adequate understan
ons of the available data to ensure that suitable methodologies are employed an
bted.

on injuries to crash-
core from 1-6 to an
(in Annex B of ISO
The AIS for injuries
is available in some
Belection criteria that

hjury rates from available accident database(s) must account for the inherent limitations of the data

ling of the collection
J that the results are

reviews and analyses of various global real-world crash databases illustrate the
Creases as delta v increases. As such, higher travel speeds might increase the li

criteria. These variations may be attributed to regional differences in the traffic environment, varia

sampling criteria for
occupant restraint fit

Technical and practi
developed analyses

e Case sampling g

the historic data, as well as\eonsideration of available collision characteristi
ted or used, and other factors.

al considerations for the use of historic accident data, available through literature r
to support Severityclass assignment include:

riteria and data\collected vary globally for in-depth accident databases. Differencs

from different d

abases may’be attributed, in part, to variations in the sampling criteria.

Sample sizes shpuld be considered to better understand the uncertainty based on the accident sam

principle that crash
lihood for collisions

ulting in an elevated injury potential. However, there may be a wide variation in any consideration of
S0-S3 assignment based on different historic accident data sources and the spgcific crash selection

ions in the accident
Cs, collision partner,

bviews or specifically

s in analytic findings

pling process, which

varies for each gvailablé database. In particular, the low frequency of the highest injury severity cr
depth accident databases may constrain any injury classification developed to support a Severity pssignment.

shes in available in-

Selection of the population of interest (level of analysis). For a given set of crashes, injury rates based on the highest

recorded injury severity for the crashes, for the involved vehicles, for the involved road users, and for the involved
vehicle occupants will likely be different. That is injury rates of a particular severity computed at the crash, vehicle, or
occupant level typically are different for any specific set of crashes.

all involved participants in an accident.

Per ISO 26262-3:2011, 7.4.3.2 Note 1, the Severity classification should consider the injuries potentially sustained by
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Many data elements collected post-crash that may correlate with injury risk are not available pre-crash, so the

applicability of these elements in a pre-crash environment is limited. Examples include occupant characteristics (e.g.,
the oldest occupants will generally have higher injury risk than younger occupants in similar crashes) and collision
partner characteristics (e.g., crash energy potential will vary for an un-laden, large commercial vehicle compared with
the same vehicle with maximum load).

Post-crash estimates of crash energy (e.g., delta v, barrier-equivalent speed) are:

away crashes if the collision partner is a medium/heavy truck);

vehicle structure and interior, occupant kinematics, the restraint system, etc.;

Not necessarily the same as or even close to, the pre-crash travel speeds.

Not necessarily computed for every vehicle (e.g., no delta v estimate is available in the current sample of US tow

Not necessarily the same as occupant crash pulse, which may be affected by specific collision characteristics,

If a user of this Rec
vehicle-specific or s
of estimating severit
another safety syste
the potential for har
Controllability class.
understand the com
J2980 does not reco

bmmended Practice has access to specific data or information (for example;~da
ecifically relevant to a future application), perhaps derived from simulation griestin
associated with a particular hazard, such data/information could be usedyIn add

al/information that is
g or another method
tion, the presence of

m(s) on a vehicle (i.e., in addition to the system that is the subject of the HARA in question) can reduce

m, and thus may also be factored into a particular Severity class-assignment, a
Therefore, the general guidance provided in this informative Anfex'is intended t
plexity of the topic and make an appropriate decision where further expert anal
mmend or endorse a specific method for assigning a Severity.class as part of gen

In the absence of s
accident databases

pecific, implementable direction from ISO 26262:2014[1], literature reviews and
hat include post-crash reconstructed delta v and injury coded to the AIS were con

1, information such as the following was taken into account: plane of.damage, Maximum Abbreviated

of injured participan

General guidance fi

, direction of the impact force, collision partners, and use of occupant restraints.

review of the injury rates was interpreted,from ISO 26262-3:2011, Annex B Tab

5 well as the related
b support the user to
ysis is needed. SAE
erating a HARA.

analyses of historic
ducted. For Table B-
Injury Scale (MAIS)

e B.1 — Examples of

Severity classification. A summary of the speed ranges baséd on post-crash delta v estimates from thg¢se various analyses
and reviews are proyided in Table B-1. Although injury rates generally increase as impact speed incre

variation in the spe

ranges for the S0-S3 assignment’depending on the data source and crashes ¢

the speed ranges frpm these analyses were basedion delta v from post-crash reconstruction, these

some general initial

uidance for S0-S3 assignment; however, use of the following Table B-1 is not r¢g

SAE J2980 Recomnpended Practice.

To obtain a set of ¢
appropriate selectio
Severity classes will

iscrete ranges, the analyst may select only one source of data, and apply int
n criteria and Severity criteria. Following this procedure, the resulting speed r
not overlap.

pses, there is a wide
onsidered. Although
ranges may provide
quired as part of the

erpretation including
bnges to assign the
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Table B-1 - Minimum and maximum speed ranges (delta v) from various analyses of global accident databases

C°T”'s’°" Range For S0 s1 s2 s3
ype
Minimum speed > 4-10 kph, >20-50kph, | . 40.65 kph
Front and and
Maximum speed < 4-10 kph* < 20-50 kph <= 40-65 kph
Minimum speed >4-10kph, | >20-50 kph, | 44 60 kph
Back and and
Maximum speed < 4-10 kph* < 20-50 kph <=40-60 kph
Minimum speed g 2-JPAkph, >= 8'32, kph, >16-40 kph
S|de arra artcr
Maximum speed < 2-3 kph* < 8-30 kph <16-40 kph
* Not specifiefl in some analyses
kph = kilometger per hour
NOTE: The abpove list is not exhaustive. When determining the Severity classification of a hazafdous
event, the patticipants potentially at risk should be considered. This includes pedestrians, pedajcyclists,
and occupants of other vehicles whether on or off public roads.

B.1 BACKGROLU
Table B-1 is based @
U.S. To derive a spe
taking into account
hazard. For those ar]

o Selection of an a

o Various factors \

o Severity classifid

or S3)
e S1:>1(¢
e S2:>1(
e S3:>1(
B.2 EXAMPLE (

GIDAS (German In-

S0: Danpage that cannot be classified safety-related, e.g., bumps with roadside infrastruc

ND FOR TABLE B-1: GENERAL METHODOLOGY

n results from analyses of in-depth traffic accident data’bases from France, Ger
ific result for a selected scenario within a HARA, appropriate filtering criteria shoul
he scope of the analysis and adjustments that\might be necessary depending
alyses that contributed to Table B-1 the following elements were applied:
ppropriate population for analysis (e.g.accidents, vehicles in accidents, or accide
vere considered, such as collision fype, overlap, use of restraints, age of occupan
ation based on the following.coencept from 1SO 26262-3:2011 [1]:
% probability of AIg1*6 (and not S2 or S3)

% probability of AIS™3-6 (and not S3)
% probability.of AlS 5-6

F ANALYSIS USED FOR TABLE B-1: GIDAS DATABASE

Depth-Accident Study) [4] is a project started in 1999 to gather accident data invqg

any, Japan, and the
be carefully chosen
pn the nature of the

ht-involved persons).

ts

ture (and not S1, S2

Iving personal injury
cidents are recorded

in two of Germany’s

metropolitan regions (Hannover and Dresden). Each year approximately 2000 ac

and added to the database. The in-depth study includes on-the-scene documentation, interviews with involved persons,
and data gathered from police, hospitals and rescue teams. In addition, each accident is reconstructed to determine
additional parameters. Up to 3000 parameters are determined for each accident (further information is available at [4]).

Use of these data as a basis for Severity classifications in a HARA requires attention to several points of caution:

[ ]
statistics, which

can be compensated for by standardized and published weighting methods.

Although the accidents are sampled according to a well-defined method there is some bias compared to national

The database contains data starting from 1999. The use of these data to determine accident severity for a car that is

still under development therefore needs to consider advances in active and passive safety and improvements in road
infrastructure that have occurred in the meantime. One possible way to factor in such advances may be to consider
only recent model years or cars fitted with certain systems (e.g., ABS, ESC, curtain airbag, pedestrian protection).
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[ ]
detailed analysis that is only possible a posteriori but cannot be predicted in a HARA.

A given hazardous situation could lead to a range of possible accident scenarios. The analyst should refrain from

Table B-1 incorporates analysis of GIDAS data consistent with the general methodology described above.

NOTE: The GIDAS data has been normalized before use to extrapolate the personal injury statistics to match the statistics

expected on a national basis.

B.3 VARIATION IN TABLE B-1

In addition to GIDAS, the entries in Table B-1 were compiled from proprietary analysis conducted using available accident

databases from France, Japan, and the U.S.

The French data wds from Laboratoire d’Accidentologie et de Biomécanique. The data was collectg
occurring on cars bujlt in 1990 or later, for which an AIS determination was available. Every injuredpe
in this analysis, whether they were adequately restrained or not, since it is representative of the,actual
The considered accifents were classified according to the crash direction (front, side, rear),-The Fren
complemented with expert judgment for some situations (e.g., pedestrian crashes).

The Japan data was|from the Institute for Traffic Accident Research and Data Analysis/(ITARDA) [5]. T
of police investigations of all fatal and injury crashes, as well as driver licenses and vehicle registratig
of the accidents, ITARDA also includes in-depth investigations. Further informatioh is available at [5].

The U.S. data was from the National Automotive Sampling System Crashworthiness Data System
includes retrospectiVie in-depth investigations of a multi-stage stratified.sample of police-reported cras
towed light vehicle (GVWR < 4,536 kgs). The NASS/CDS limitations.include: injury information is a
vehicle occupants (and only for vehicles 10 years old and newer since 2009), and delta v is not ava
partners (e.g., mediym/heavy truck). Further information is available at [6].

Each individual analysis based on the above data sources.produced a set of discrete speed ranges fg
classes. The aggregpte results of the individual analyses™are shown in Table B-1 as a range for the m
range for maximum peed for each of the S0-S3 Severity classes. Those resulting ranges shown in

overlap for the discréte speed ranges produced by-each analysis, which may be attributed to a variety

d based on crashes
'son was considered
usage of the vehicle.
ch data analysis was

he data are a census
n data. For a subset

(NASS/CDS), which
hes with at least one
ailable only for light
lable for all collision

r the S0-S3 Severity
inimum speed and a
Table B-1 reflect the
of differences in the

bags)

available data sources and analytic methods thatwere used. Those differences may include:
o Regional trapel patterns and envirohments
o Crash seleclion criteria for the_in-depth accident databases
o Extrapolatiop from the ifi<depth accident database to a broader population
o Region vehigle fleét'composition
o Vehicle selettion criteria (e.g., vehicle age, fitment of specific vehicle technologies such as air
o Definition of collision type - front, side, back (e.g., plane of damage, direction of force)
o Categorization of collision types (e.g., by amount of overlap)
o Inclusion and categorization of collision partners
o Occupant inclusion (e.g., seat position, restraint use)
o Occupant characteristics (e.g., age)
o Inclusion of non-occupant injury outcomes (e.g., pedestrians, occupants of other vehicles)

It is recommended that the user ensures that the data source and interpretation is appropriate for the hazardous event being

analysed.


http://www.itarda.or.jp/english/e_outline1.php
http://www.nhtsa.gov/NASS
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APPENDIX C - EXAMPLES AND GUIDANCE FOR STEERING FUNCTION HARA
C.1 INTRODUCTION

This annex provides an example of the HARA for the Electric Power Steering (EPS) assist function. Section C3 provides a
HAZOP analysis to identify the malfunction behaviors of the EPS function which are mapped to vehicle level hazards. Some
of the EPS malfunctions, the resulting vehicle level hazards and the associated ASIL are provided as examples in section
C4. It must be noted that this annex does not represent a complete HARA for the steering function but a subset of functional
safety hazards for the EPS function for guidance.

General Disclaimer

This informative Annex contains example ASILs for select hazard case. Unless otherwise noted, these ASILs were the
result of consensus ¢f vehicle manufacturers and suppliers prior 1o the publication and use of SAE J2990, and is a reference
for these existing syptems only. While the ASILs provided represent the consensus of the taskforee’members, it must be
noted that the ASILs| could be lower or higher depending upon the vehicle, function authority andtunirlg.

C.2 ITEM DEFINITION: FUNCTIONAL CONCEPT SUMMARY

EPS function assistg the driver to provide vehicle directional control to the steered wheels while reducipg the effort required
by the driver to steef the vehicle. It measures the driver's intention at the steering wheel and processgs with other vehicle
inputs to provide stpering torque assistance. For the scope of this analysis,the’ EPS system is fassumed to have a
mechanical steering| connection which would aid the operator to steer the<vehicle in the absence ¢f the electric power
steering assist function.
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C.3 HAZOP ANALYSIS

Table C-1 shows the HAZOP analysis to identify the malfunction behaviors of the EPS assist function. Table C-2 shows the mapping of the EPS malfunctions to
vehicle hazards.

Table C-1 - HAZOP analysis for electric power steering assist function

System Function
Vs.
HAZOP
Guidewords

Loss of
Functiof

Incorrect Activation
(More than requested)

Incorrect Activation
(More than requested)

Incorrect Activation
(Less than requested)

Incorrect Activation
(Activation in, Opposite
Direction)

Unintendgd Activation
(When|none was
reqliested)

Output Stuck at
a Value (Failure
of function to
update as
intended)

Steering Assist

Loss off
Steering Agsist

Excessive Steering
Assist

Reduced Steering
Assist

Revefse'Steering Assist

(Steering in the opposite
direction than requested)

Unintended Steering
Assist

Locked Steering

Table C-2 - Mapping of EPS malfunction behaviors to vehicle hazards

Malfunction Behaviors

Vehicle Hazards

Loss of Steering Assist

Reduced Steering Asgist

Increased Manual Effort to Steer

Excessive Steering Assist

Reverse Steering Assist

Unintended Steering Assist

Unintended Vehicle Lateral Motion/Unintended Yaw

Locked Steering

Loss of Vehicle Lateral Motion Control
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Cc4 HARA

Table C-3 shows some examples of the HARA for EPS assist function. The example HARA provided in this annex contains a sample of vehicle motion control
hazards related to the steering assist function that are functional safety relevant.

Tabfe-Er3rE re-HARA-anatrsisforetect . istfermeti

Hazard ID Function Malfunctioning Vehicle Level Assumption Hazard Detailed Potential accident ASIL Assessment Comments or
Behavior(s) Hazard Description scenario(s)- Considerations
considering worst case (if applicable)
mishap potential
Rational | E |Rationale | C |Rationale | ASIL
e
The steering This hazard
system provides would be
Unintended torque actuation Potential for vehjele to applicable to
Steering Assist unexpectedly depart the intended steering torque
when thereis no | path/lane and'collide with Highway or angle
. . ) Hvery Most
. driver request. oncoming traffic or speed ) control
Unintended . h ) f day drivers .
. neighboring-traffic or vehicle functions. ASIL
. . Vehicle Lateral : ; . Exposure are
Steering Steering . roadside objects before collision . can be lower
- Motion/ None . N o, 4 to city 3 | unable to D ]
Hazard #1 Assist . The steering driveris able to control or depending
Unintended 4 N . . s rpads, control >
system provides | thesituation. If steering collision . upon vehicle
Yaw ! ! . highway, the
Reverse torque actuation produced unintended with frebways situation and
Steering Assist in the opposite yaw moment, could objects way calibrations,
direction to the cause loss of control of and the
driver request: the vehicle. magnitude of
the control
disturbance
The’steering During a highway lane This haze}rd IS
A ) ) only applicable
$ystem provides change at higher vehicle to steerin
steering speeds, the increased . . 9
; . Highway assist control
assistance more assistance could cause a Hvery .
. . ) speed function. ASIL
Unintended than the design steering overshoot by the f day
Vehicle Lateral intent; The driver. Potential for vehicle Exposure Simply can be lower
Steering Steering Excessive . 2 Y collision . depending
: X . Motion/ Noné steering system vehicle to depart the 4 to city 1| Controlla B h
Hazard #2 Assist Steering Assist . ) . or upon vehicle
Unintended feels lighter than | intended path/lane and S rgads, ble
. . f collision ) and
Yaw normal but the collide with oncoming ) highway, S
o ) A A with calibrations,
response is in traffic or neighboring obiects frepways and the
the same traffic or roadside objects ) .
o o magnitude of
direction as the before driver is able to
- g the control
driver request. control the situation. )
disturbance
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Hazard ID Function Malfunctioning Vehicle Level Assumption Hazard Detailed Potential accident ASIL Assessment Comments or
Behavior(s) Hazard Description scenario(s)- Considerations
considering worst case (if applicable)
mishap potential
The steering The vehicle continues
;Imy motion 1N the 1ast posiion
locked or stuck of the steering system
in a specific and the road wheels. Highway Hvery Most This hazard
Electrical position and Driver unable to turn or speed Liay drivers would be
Unintended Resistance does not steer the vehicle. vehicle Exbosure are applicable to
Steering Steering Locked Steering Loss of Vehicle in the respond to the Potential for vehicle to 3 collision 4 t cit 3 | unable to D steering torque
Hazard #3 Assist Control Lateral Motion Steerin drivper request depart the intended or r adsy control or angle
Control s Stemg “hen thg Senicle | Path/lane and collide with collision ) ho control
¥ is movin oncoming traffic or with fré=wa)¥s’ situation functions.
Malfunctigc;n neighboring traffic or objects i
revents manual roadside objects before
preve driver is able to control
steering of the R
: the situation.
vehicle.
ASIL determination for sudden loss of assist is
dependent upon the vehicle design and
configuration. Following are a few guidelines for
the classification of Severity, Exposure and
Controllability:
Severity could be based on
-Vehicle collision speed
-Potential collision of vehicles/road side
objects/pedestrians
-SAE J2980 Annex B Severity table B-1
Lzzrgflztse:?ﬂzn Only a small portion of Exposure could be based on
There is a Sesidtance when steering assistance is -The duration spent at different lateral
mechanical the vehicle is needed to turn the accelerations at specific vehicle speed
steering moving vehicle when vehicle is ranges
connectisn: Increaséd driver moving at higher speeds. -Probability of being exposed to a threat
Steering Steering Loss of Steering | Increased \ manual steering At low speeds, some
Hazard #4 Assist Assist Manual Effort Stedfiny effort may be drivers may be Vehicle Dependent Controllability during Loss of Assist could
to Steer System required challenged to steer depend on multiple factors related to steering
magts ECE depending upon sufficiently enough in system design and vehicle characteristics
R79 the vehicle and time when needed. -An important measure for Controllability
regulation: the steering Potential for collision with among others is the steering wheel rim force*
’ system vehi_cle or pedestrian in *150 N was proposed as an indicator for C1
compliance traffic. upper limit based on ECE R79 (value for fully
’ functional EPS system) and MIL STD 1472
Additional considerations:
The current Loss of Steering Assist behavior
and history of steering systems in the field is
accepted.
Loss of assist behavior and history in the field
can be used as a baseline design criteria for
future systems
It is common industry practice for steering
systems to meet ECE-R79 globally. Within
Europe it is mandatory.
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APPENDIX D - EXAMPLES AND GUIDANCE FOR PROPULSION AND DRIVELINE FUNCTIONS HARA
D1 INTRODUCTION

This annex provides examples, guidance and arguments for the HARA to determine the ASIL, in accordance with ISO
26262:2011 [1] for the most relevant malfunctioning behavior and vehicle level hazards regarding propulsion and driveline
functions.

It must be noted that this annex does not represent a complete HARA for the propulsion and driveline functions but rather
a subset of significant and instructive evaluation examples. These examples do not necessarily define the minimum or
maximum ASIL for any specific vehicle system. The annex only provides examples, where enough valid data or a clear
common expert judgment was available to allow a common evaluation and justify a publication as a guiding example. In a
real HARA, additional situations have to be evaluated to find out which one gives the highest ASIL.

General Disclaimen

This informative Anpex contains example ASILs for select hazard case. Unless otherwise (noted, these ASILs were the
result of consensus ¢f vehicle manufacturers and suppliers prior to the publication and use of SAE J2940, and is a reference
for these existing syptems only. While the ASILs provided represent the consensus of,the taskforce members, it must be
noted that the ASILs| could be lower or higher depending upon the vehicle, function authority and tunirjg.

D.2 ITEM DEFINITION: FUNCTIONAL CONCEPT SUMMARY
As the objective of thie workgroup is, to give general recommendations and-not system specific evaluatign, the item definition
has to remain as gerjeric as possible. Thus, only the basic propulsion and driveline functions have beer| listed and additional
comments have beep added, whenever they proved to be relevant for'the exemplary risk evaluations.
Table D-1 provides an overview of the basic functions for propulsion and driveline systems.

Remark:
When using the proyided examples, take care that some parameters are strongly dependent on the viehicles/systems and

can lead to differen{ risk evaluation for different vehicles. These parameters have to be taken into pccount to retain an
appropriate outcomgq of the specific HARA.
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Table D-1 - List of functions

ID | Function Details and Comments
F1 | Provide powertrain Provide powertrain start/stop option can mean:
start/stop option start/stop conventional engine

start/stop electric engine

start/stop with creeping mode
start/stop without creeping mode

start/stop by key start
start/stop by automatic stop/start system
start/stop for other reasons (like automatic cooling/heating)

F2 | Providg selectable Provide selectable driving direction can mean:
driving|direction forward (D)
backward (R)
neutral (N)
Comments:

Basic function is "moving the vehicle" (moving forward/'moving backward / ngt moving).
An automatic transmission or Shift-by-wire system is considered to provide drijing direction.

F3 | Providg requested Provide requested drive torque
drive tqrque by conventional powertrain

by electric powertrain

by hybrid powertrain

F4 | Providg braking Provide braking torque

torque by (electric) regeneration

by (conventional) drag torque

by automatic transmission‘'mechanisms

Comments:
Regarding autemiatic transmission mechanisms, it could be necessary to differentiate
gearbox modes) (automatic, sports, economy)

Regarding'regeneration, there are two options to differentiate:
(1)-Regeneration, not related to the main brake
> Release of gas pedal results in regenerative deceleration that might
be higher than conventional drag torque (vehicle dependent)
(2) Regeneration, related to the service brake
- Pressing the brake pedal might lead to regenerative deceleration
(combined with brake system deceleration)

Option (2) is not within
the scope of this annex.

F5 | Provide selectable / Provide selectable/automatic rollaway prevention:
automatic rollaway by automatic parking lock (Auto-P)
prevention by manually activated parking lock (P)

Function also includes automatic unlock and manually activated unlock

Comments:
An E/E-related system is considered to prevent rollaway
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D.3 HAZOP ANALYSIS

For each analyzed function, the relevant vehicle level hazards have been derived from potential unintended system states. Table D-2 gives an overview. The last
column indicates, whether a certain malfunction effectively leads to the same risk evaluation as another one. In these cases, no additional examples will be provided

for these malfunctions within the annex.

Table D-2 - HAZDP results and mapping of function, malfunction behavior and potential\vehicle level hazard
:-II)azard Function Malfunctioning Behavior Potential Vehicle Levdl Hazard ::Te
F1 Basic function: Provide powertrair] start/stop option
F1-1 activate/deactivate powertrain Unintended powertrain activation Unintended acceleration (creeping)
F1-2 activate/deactivate powertrain Unintended powertrain deactivation Loss of acceleration (cdasting)
F1-3 activate/deactivate powertrain Powertrain activation not possible none
F2 Basic function: Provide selectable|driving direction
F2-1 Move in intended direction Move in unintended direction Motion in the incorrect direction
F2-2 Move in intended direction No movement none
F2-3a Engage "Neutral" Unintended engagement of D/R instead of N Unintended acceleration (mostly creeping) F1-1
F2-3b Engage "Neutral" Unintended engagement of P instead of N Loss of longitudinal mofion (low speed) F2-4b
F2-4a Engage "Neutral" Unintended engagement of D/R when vehicle is in N Unintended acceleratiof (mostly creeping) F1-1
F2-4b Engage "Neutral" Unintended engagement.of P when vehicle is in N Loss of longitudinal mofion (low speed)
F3 Basic function: Provide requested|drive torque
F3-1a Provide requested drive torque provide more-drive torque than requested Unintended acceleration (without destabilization)
F3-1b Provide requested drive torque provide more drive torque than requested Unintended rotational motion (vertical axis) --> Yaw
F3-2 Provide requested drive torque provide\less drive torque than requested Loss of acceleration (cdasting)
F4 Basic function: Provide braking tofque
F4-1a Provide braking torque provide more braking torque than requested Unintended deceleratiop (without destabilization)
F4-1b Provide braking torque provide more braking torque than requested Unintended rotational motion (vertical axis) --> Yaw
F4-2 Provide braking torque Unintepded lack of regenerative deceleration (when gas | Loss of deceleration

pedal is released)

F4-3 Provide braking torque Unintended lack of drag torque Loss of deceleration
F5 Basic function: Provide rollaway prevention
F5-1a Provide rollaway prevention ;Jtr;i:ée:tﬁle)d engagement of rollaway prevention (while Loss of longitudinal motion (blocking of axle) F2-4b
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:-I;azard Function Malfunctioning Behavior Potential Vehicle Level Hazard ::me
F5-1b Provide rollaway prevention Unintended engagement of rollaway prevention (while Loss of longitudinal motion (blocking of axle)
driving)
F5-1c Provide rollaway prevention Unintended engagement of rollaway prevention (while Unintended rotational motion (vertical axis) --> Yaw
drivitg)
F5-2 Provide rollaway prevention Unintended disengagement of rollaway prevention Unintended longitudinall motion
F5-3 Provide rollaway prevention No engagement of rollaway prevention Unintended longitudinall motion
D.4 HARA

D.4.1 Vehicle Operating Scenarios /
For this annex, only some of the most si
has been performed by the participants o
specified malfunction - allows for a logic3

D.4.2 Selection of Examples

To find out, which malfunction / hazardou

Harm Scenarios

gnificant operating scenarios are analyzed as examples/for-the risk evaluation off each hazard. Selection of the scenarios
f the workgroup, by deriving them from their own HARAS, Each situation is specified in a way that — in combination with the
| construction of a specified harm scenario to be evaluated.

5 event needs detailed discussion, and for,which the evaluation is quite clear, all ajvailable results were gathered (maximum

ASIL for the specified malfunction) from already executed HARA of participant organizations. In case the results were the game for all of them, in this appendix only

one descriptive example for a hazardous
different examples and a more detailed &

NOTE: The examples are not to be und

relevant and needs to be analyzed in a concrete HARA for'a real item.

All examples are listed in table D-3.

event is specified and evaluated, to.illustrate the common result. In case the results were different within different HARA,
Xplanations are provided, to explainythe reasons for the different results.

erstood as an exhaustive list:of all hazards. Additional possible malfunctioning bghavior or vehicle level hazards might be
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Table D-3 - Example HARA analysis for propulsion and driveline functions

Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)
Rationale Rationgle C |Rationale ASIL
F1 Basic function: Provide powertrain stért/stop option
F1-3 activate/d | Powertrain - Vehicle at stand Vehicle will remain Vehicle will - - non
eactivate | activation not still with in standstill remain in e
powertrai | possible deactivated condition. No standstill
n powertrain. Driver | hazardous effect. condition. No
wants to start. hazardous
effect.
F2 Basic function: Provide selectable drijing direction
F2-2 Move in | No movement | -- Unwanted movement due to Vehicle will remain Vehicle will - - non
intended change to "neutral" should in standstill remain in e
direction be analyzed separately. condition. N@ standstill
hazardous effect. condition. No
hazardous
effect.
F2-4b Engage | Unintended Loss of Engaging P when vehicle is | Vehicle in car Vehicle and car Unwanted Vehiclg in car - non |Itmaybea
"Neutral" | engagement | longitudinal in D is discussed separately | wash wash can be engagement of wash. e system function to
of P when motion (see example F5-1). damaged. P leads to [E2, sep ISO activate P after a
vehicleis in N | (very low blocking of the 26262-p] certain time, when
speed) drive axle. vehicle is left in N.
Vehicle and car
wash can be
damaged. No
injury to
persons.
F3 Basic function: Provide requested drije torque
F3-1a (1) Provide | provide more | Unintend¢d Evaluation is valid for Vehicle driving in | Front/rear collision Frontal crash of Driving|with C |Situationcan |B
requeste | drive torque acceleratfon | vehicles with typical dfive city or on country | with the vehicle in the vehicle into anothef carin 2 | be controlled
d drive than (without torque dynamics. roads behind front. the rear end of front of{the own by pressing
torque requested destabilizptio another car. another vehicle caris gvery the brake
n) For high performance at intermediate commdn pedal
propulsion/Systéms with speed (e.g., 20 situatiop. This is (intuitive
greatertorque dynamics the km/h speed judged|to be reaction of
possible combinations of difference more than 10% driver). For
distanees, collision speeds between the two of operption most of the
and reaction time should be cars) time. situations, the
reconsidered to decide reaction time
whether a higher ASIL will be
svaluationis-more sufficient to
appropriate. (see chapter avoid the
D5.3 for additional guidance) specified
harm.
In addition, the risk of
destabilization should also
be evaluated (see example
F3-1b).
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the run pver
scenarip, the
probability is
reduceq further

extent. However,
there is no
conclusive data
available to
decide the
Exposure class
as a general
result for any
vehicle.

Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)
F3-1a (2) Provide | provide more | Unintended Vehicle driving at | Frontal collision with Collision speed | E | A significant Some drivers | B
requeste drive torque acceleration. lows elnnnri (eq pnr‘lacfrinn ata will be relatively 13 Inrhlnnrﬁnn of will be startled
d drive than (withoutZL first gear) in a certain speed (no low, as initial drive (icles at the moment
torque requested destabilizptio location where run over assumed) speed was very includep areas of unintended
n) Pedestrians are in low and where acceleration
the hazard area. pedestrian is pedestfians are and the close
regarded to be preseni (e.g., proximity of
close to the crossrdads, vehicle and
vehicle. parking lots). pedestrian
However, it is lowers the
evaluated that reaction time;
only a ¢ertain less than 90%
proporfon of the of all drivers or
driving time is all traffic
spent gt this participants
locationys and are usually
pedestfians are able or barely
not alwpys in able to avoid
the hagardous harm.
area. 2I
F3-1a (3) Provide | provide more | Unintend¢d Vehicle driving at | Frontal collision with As the E |A signiltant Some drivers | B
requeste | drive torque acceleratjon low speed (e.g., pedestrian with run situations is 2 | proportipn of will be to
d drive than (without first gear) in a over focused on to | drive cycles startled at the | C
torque requested destabilizptio location where accident E [include$ areas moment of
n) vulnerable scenarios where | 3 | where unintended
Pedestrians are«in arun over is pedestrjans are acceleration
the hazard area‘or expected, the present(e.g., and the close
conditions foha evaluated crossropds, proximity of
run over are true. Severity is S3. parking|lots). vehicle and
Howevér, it is pedestrian
(These’conditions evaluated that lowers the
depend on the only a gertain reaction time;
pedestrian but proportipn of the less than
also on the driving §me is 90% of all
specific vehicle spent aj this drivers or all
design. (see locatiorys and traffic
chapter D5.3 for pedestrjans are participants
additional not alwdys in the are usually
guidance) hazardgus area. able or barely
able to avoid
As focup is on harm.
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system properties like:

a) Level (Nm) and Gradient
(Nm/s) of unwanted torque
b) Powertrain concept
(front/rear), vehicle mass,
load distribution etc.

systematically:
- surface friction
- vehicle speed
- curve speed

a) Front drive
vehicle wilhgo
on straight
forward-(under
steering), but
might leave the
road with some
speed and
collide with
roadside objects
like tree etc.
(S2).

b) Rear drive
vehicle will
rapidly over
steer. (Side)
collision with
oncoming traffic
or roadside
objects is
possible (S3).

moderdte lateral
acceleration.

Now it flepends
on the pystem
properfes,
wheth
destabjization
is poss|ble on

a) dry rpad (E4),
b) wet foad (E3)
or
c) onlyn icy
road (H2)

2> Typreal level
and dyhamics of
torque for
convertional
cars leqds E3
as a maximum
in this ¢ase. For
electridcar, this
can beldifferent.

Commént:
Higherlspeed
and/or higher
lateral
accelefjation
would£duce

the E-parameter

neutral or he
can turn the
engine off.

Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)
F3-1b Provide | provide more | Unintended (1) Max. ASIL for a system For evaluation, a | Front/side collision S | If the vehicle E | Most significant Driver’s first QM | ASIL is strongly
requeste drive torque yaw rate rialnnnric onthe Ihninnﬁa] ta set of situations. with roadside 2 logses road nrilh 2 situation for impu|sive to vehicle and
d drive than change destabilize the car in certain | should be objects or oncoming [to |and an to |ASIL reactionisto | C system property
torque requested [= Unintehded | driving situations, due to analyzed, where traffic. S |unintended yaw |E | Asses§mentis apply brake dependent
rotationa malfunction. the most relevant 3 |rate can’t be 4 { driving with pedal.
motion parameters are prevented by typical fFountry Secondary he
(vertical gxis)] | It typically depends on selected the driver: road sfeed and might shift to
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advance (S3).

road (EB) or only

orreyroad (E2).

Comment:
Higher speed
and/or higher
lateral
acceleration
would reduce
the E-parameter.

Controllability

Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)

F3-2 Provide | provide less Loss of Comment: Malfunction frontal collision with If the overtaking | E | Duration based |C | Overtaking QM
requeste drive torque acceleration. If driving situation is almast accurswhile oncaming traffic maneuvercan't 12 evaluation: 1 maneuvers
d drive than (coasting at limit of stability, the overtaking another be Overtaking with with oncoming
torque requested sudden loss of torque vehicle on country accomplished aqneoming traffic traffic demand

possibly can lead to some road with as quick as is;a’shgrt time more driver
destabilization. oncoming traffic anticipated, a maneuyer that attention and
(side force is affected due to frontal collision does npt concentration.
change in longitudinal force) with the happer] very He/she can
-> see F4-1b for details oncoming often apd will reduce speed /
vehicle is not exdeed 1% apply brake
possible.\In this of total and get back.
casg) Severe operatipn time. In addition, the
injory-due to the oncoming
high relative vehicle driver
speed is can reduce
probable. speed and/or
execute
evasion
maneuver.

F4 Basic function: Provide braking torqup

F4-1a Provide | provide more | Unintend¢d Max. ASIL for a system Hazard item is covered under the Brakes Annex.
braking braking deceleratjon | depends on the level (and See Brakes Annex Section F4.1 (Hraking Hazard 1) for details.
torque torque than (withoutzL gradient) of unwanted

requested destabilizhtio | deceleration that is possible
n) due to malfunction.

F4-1b (1) Provide | provide more | Unintend¢d Max. ASIL for a system For evaluation,.a * | Front/side collision If the vehicle E | Most significant | C | The driver will | B ASIL is strongly
braking braking yaw rate depends on the potential to | set of situations with roadside looses road grip |2 | situatiop for 3 | not be able to | to vehicle and
torque torque than change destabilize the car in certain | should be objects or oncoming and an to | ASIL regain D system property

requested [= Unintehded | driving situations, due to analyzed, where traffic. unintended yaw | E | Assessment is control, when dependent
[rear drive] rotationa malfunction. the.most relevant rate cannotbe |4 | driving pith the vehicle
motion parameters are prevented by intermediate has lost grip
(vertical gxis)] | It typically depends on selected the driver. speed (e.g., 130 and is
system properties like: systematically: km/h) and destabilized
a) Level (Nm) and Gradient™ | - surface friction The rear drive limited fateral on wet or icy
(Nm/s) of unwanted torque - vehicle speed vehicle will accelerption road.
b) Powertrain concept - curve speed rapidly over (e.g., 2Jm/s?). Oncoming
(front/rear), vehicle-mass, steer. (Side) traffic might
load distribution, etc. collision with Now it flepends react and
oncoming traffic on the gystem decelerate,
or roadside propertfes, but for the
objects is whethe[ collision with
possible without destabilization is roadside
losing much possiblg on dry objects, there
speed in road (ER), wet is no
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Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)

F4-1b (2) Provide | provide more | Unintended Max. ASIL for a system For evaluation, a | Front/side collision S | If the vehicle E | Most significant | C | The driver will | B ASIL is strongly
braking braking yaw rate depends.on the potential to set of situations with roadside 2 logsesroad grip 12 situation for 3 not be able to | to vehicle and
torque torque than change destabilize the car in certain | should be objects or oncoming [to |and an to regain C system property

requested [= Unintehded | driving situations, due to analyzed, where traffic. S |unintended yaw |E ent is control, when dependent
[front drive] rotationa malfunction. the most relevant 3 |ratecannotbe |4 ith the vehicle
motion parameters are prevented by intermgdiate has lost grip
(vertical gxis)] | it typically depends on selected the driver: speed (e.g., 130 and is
system properties like: systematically: nd destabilized
a) Level (Nm) and Gradient | - surface friction The front drive limited |ateral on wet or icy
(Nm/s) of unwanted torque - vehicle speed vehicle wilhgo accelerjation road.
b) Powertrain concept - curve speed on straight (e.g., 2)m/s?) Oncoming
(front/rear), vehicle mass, forward-(under traffic might
load distribution etc. steering). Now it flepends react and
on the pystem decelerate,
On dry road, the propertes, but for the
vehicle will collision with
rapidly destabjization roadside
decelerate but is possjble on objects, there
might leave the (E4) is no
road with some (E3) or Controllability
speed and only onficy road .
collide with (E2).
roadside objects
like tree etc. Comménts:
(S2). Higherlspeed
and/or higher
On wet or icy lateral
road, collision is accelefjation
possible without would feduce
losing much the E-
speed in paramagter.
advance (S3).
E4-scepario
leads t¢ S2,
E2/E3 §cenario
can ledd to S3
also.

F4-2 Provide | Lack of Loss of Effect will be like "Uniwanted | Vehicle at low Collision with -- | Collision with -- | Vehicld at low C |ltisregarded |non
braking regenerative | (regenerdtive) | vehicle sail-on“. speed drives up to | pedestrian at low pedestrian at speed firivesup [0 [tobe e
torque torque deceleratjon a cross-walk. speed. low speed. to a crdgss-walk. controllable

(when Driver wants to Driver yvants to for everybody

accelerative stop by stop by (CO0), at least

pedal is regenerative regenefative as long as the

released) deceleration. deceleffation. expected
regenerative
deceleration
the driver is
accustomed
to, is not too
high. (e.g., <
3 m/s"2)
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Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)

F4-3 Provide |Lack ofdrag |Loss of (drag) | Effect will be like "unwanted | Vehicle at low Collision with -- | Collision with -- | Vehicle at low It is regarded | non | Vehicles with
braking torque deceleratijan vehicle sail-on” clnnari drives up-to Innr‘lacfrinn atlow Inarinetriar\ at clnnari rives up to be e heavy trailers
torque a cross-walk. speed. low speed. to a’crdss-walk. controllable might require drag

Comment: Driver wants to Driveryvants to for everybody torque when going
Vehicles with heavy trailers | stop by drag stop byl drag (C0), as long downhill, to avoid
might require drag torque torque torque as the brake brake system
when going downhill, to deceleration. deceleffation. system is overheating. This
avoid brake system working. should be kept in
overheating. This should be mind if this case is
kept in mind if this case is discussed
discussed together with together with
brake system requirements brake system
(not within this workgroup) requirements (not
within this
workgroup)

F5 Basic function: Provide selectable/aufomatic rollaway prevention

F5-1b Provide | Unintended Unintendé¢d System independent
rollaway |engagement |deceleratjon | evaluation ("Generic rollaway
preventio | of rollaway prevention")

n prevention - see F4-1a
(while driving)

F5-1c Provide | Unintended Unintendg¢d System independent
rollaway | engagement |yaw rate evaluation ("Generic rollaway
preventio | of rollaway change prevention")

n prevention [= Unintehded | > see F4-1b
(while driving) | rotationa
motion
(vertical gxis)]

F5-1d Provide | Unintended Loss of Special case: Typical parking | Vehicleldrives at | front-to-side-collision | S | Final impactof |E |Releva Driver can QM | See paragraph
rollaway | engagement |longitudinal lock system lownspeed (<5 with other vehicle 2 | oncoming 2 | situatiops are avoid D5.1 for detailed
preventio | of rollaway motion The maximum level of torque [(km/h) into a vehicle is likely less than 1% of exposing explanation and
n prevention (very low depends on parking lock crossroad when to be in the total ogeration vehicle to the guidance.how

(while driving) | speed) mechanics, because it will malfunction is range 25 kph < time, elg., when risk of
break at certain level. happening. Av < 35 kph (16 vehiclelis collision. By

Other vehicle mph < Av < 22 merging into the driving

It is assumed, that there is a | comes from the mph). far lang of the correctly
mechanical measure’ that side. road, cfossing a there will be
prevent parking\lock from thoroughfare or enough time
being engaged when drive turningfacross for the
shaft has'a‘certain minimum traffic hich has oncoming
speed, the righjt of way vehicle to
Insthis Case, malfunction is brake.
only/possible when speed is
very low or when drive shaft
is stopped due to blocking
wheetste g, braking o fow
friction without ABS)
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Hazard ID Function | Mal- Vehicle Assumptions Hazard Detailed | Potential accident Comments or
functioning | Level Hazard Description scenario(s) ASIL Assessment Considerations
Behavior (considering worst (if applicable)
case mishap
potential)

F5-2/F5-3 | Provide |No Unintended Evaluation depends on Vehicle is stopped | collision with '-- | Severity can be |'-- |Parking ata '-- | With no driver | '-- See paragraph
r0||away engagement |ongitudinaj several basic system ataslope {Angj,r\n pedestrian orather derived from the slope is a in the car, C3 D5.2 for detailed
preventio | or unintended | motion properties: off) with enough road user collision speed commdn event, is assumed explanation and
n disengageme (1) Malfunction usually is free space to roll that mainly but.the as the guidance.

nt of rollaway only possible when E/E (to pick up depends on probabllity to pedestrian
prevention system is active. For plug-in | hazardous speed). distance and have frge space might not be
electric cars this can be Pedestrian or slope. to roll aware of the
much longer than for other road user is pedestfian to be danger or
conventional cars in hazard area in the Hazard fails to react
(2) Driver expectation is (downhill). area is fast enough.
different when Auto-P correlajed with With the
function is available. the as driver still in
slope the car,
distance. Controllability
depends on
driver status
(distracted,
hurry) and
reaction time
(correlated to
slope and
distance).

F5-4 Provide | Unable to -- Not safety relevant. (S0) Vehicle at stand Vehiele will remain S | Vehicle will E | Vehicld at stand | -- non
rollaway | disengage still with engaged | in standstill 0 |remainin 4 | still witl e
preventio | rollaway rollaway condition. No standstill engagqgd
n prevention prevention. Driver<{| hazardous effect. condition. No rollawaly

wants to start. hazardous prevention.
effect. Driver yvants to
start.
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D.5 EXPLANATI

ONS AND DETAILS TO THE EXAMPLES

In this section, additional detail is provided on how the evaluation has been performed for the examples shown within Table

D-3.

D.5.1

Estimation and calculation of Exposure class

F5-1: Unintended engagement of rollaway prevention

Based on this example, it can be explained how estimation based evaluation of Exposure has been done.

Scenario F5-1d

Detailed situation: V|
and accelerates. An

cross the road. Then unintended engagement occurs in the leading vehicle, while the distance betw

quite short.

Evaluation / Discuss|

ehicle is stopped at cross road for red signal. The signal changes to green and-t
bther vehicle comes from the side and the driver of this vehicle expects that the

on

1st step: Discussion

It is assumed, that t
certain minimum speg

In a common driving
will avoid entering th

2nd step: Experience,

bf relevant aspects of the scenario, to improve understanding
here is a mechanical measure that prevent parking_ lock from being engaged wh
situation, the driver of the vehicle coming fram the side will recognize that a car
e crossroad too quickly.

based estimations for required paraméters

1. Assumed accelg

2. Assumed number of crossroad situations per;drive cycle: 20x

3. Relative number

3 step: calculation

ration time: 2s (until 5km/h are reached)

of crossroad situations with a car entering the crossroad from side in a risky way

pf situation duration

Depending on the sc
(relative to number o
to be specified.! Bas
26262-3:2011 [1] as

enario, the-Exposure has to be evaluated duration based (relative to operating time
f drive cycles). To allow for quantitative Exposure evaluation, for both cases some

it is\shown in Table D-4.

ed (e.g., 5 km/h). Thus, the malfunction has to occur‘before this speed is reached.

ne first vehicle starts
first one will quickly
een both vehicles is

en drive shaft has a

is just crossing and

1 out of 10

) or frequency based
basic numbers have

ed onthese values, the limits for the E-parameter classes can easily be calculated according to ISO

T Within this appendi

x, the following parameters have been used as evaluation basis:

Average op

erating time 400h/year

Average nu

mber of drive cycles 1000/year
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Table D-4 - Calculated limits for E-parameter classes

E1 E2 E3 E4
. o/ _ 0

ISO 2§262 Not specified < 1% of average 1% - 10% of . >10% of average
description (very low operating time average operating operating time
(duration) probability) perating time perating
Based on
assumed _ 4 hlyr<x<=40
operation time < 0.4 hlyr 4h/yr < x <=4 hlyr hiyr > 40 h/yr
[h/yr.]
ISO 26262 Less often than | A few times a year Once a month or During almost
description once a year more often every drive
(frequency)
Based on
assumed nymber
of drive cyclbs <A1lyr 1/yr < x < 10/yr 10/yr < x < 100/yr > 100/yr
[1/yr]

For the given examy
Thus, it is calculated
Calculation of m

Assuming 1000
This would be “B

However, this is only
parameters with a st

le, Exposure has to be rated duration based, as the malfunétion can immediatel
as follows:

can time in situation: 4s per drive cycle (from (1), (2)xand (3))
drive cycles per year, this gives 4000s per year, approximately about 1h per year
2” as it is less than 1% of the regular opetation time of 400h/year.

an experience based estimation, which is not (yet) fully backed up by statistica
fong impact on the result, customer’or field research data should be obtained.

cause the hazard?2.

facts. Especially for

2 To decide whether duration based or frequency based Exposure evaluation is to be used, in most of the cases the

following simple rule

applies:
a) Malfunction directly effective

Malfunction

OCCurs

Duration based evaluation

(malfunction triggers hazard) "how long”
b) Malfunction latent until situation Frequency based evaluation
“how often”

(situation triggers hazard)
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D.5.2 Evaluation of Scenarios with Strong Interdependency between Exposure, Severity and Controllability

F5-2: Unintended disengagement of rollaway prevention

For some malfunctioning behavior like example F5-2, a strong interdependency between Exposure, Severity and
Controllability has to be analyzed for a set of scenarios to appropriately evaluate the risk. The subsequent paragraph shall
give some additional guidance how this can be done.

Scenario for F5-2 (example for explanation)

Vehicle is stopped at a slope (engine off) with enough free space to roll (to pick up hazardous speed). Driver has left the
car. Pedestrian is in hazard area (downhill) when the failure occurs.

Evaluation / Discussfon

1st step: Discussion f relevant aspects of the scenario, to improve understanding

General description pf scenario and definition of relevant parameters

Figure D-1: Scenario F5-2 illustration
Conditions:
Before malfunction, the subject vehicle is-stationary with engaged rollaway prevention.
Avoidance is impossdible, because driver left.

- C3 condition (There is ne-estimation about the avoidance action of pedestrian)

Parameters:

Grade (it influences the vehicles acceleration)
Distance between vehicle and pedestrian

2d step: Simulation based calculation of relevant parameters

The speed at crash is calculated by using the acceleration by grade and vehicle-pedestrian distance (corresponding to
duration) as parameters.

In combination with E and S judgments (limiting values) this can be used to derive the ASIL for all relevant situations.
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(depends on the grade level)

3 step: Represental

Distance[d] (m)

%)
Figure D-2 - Scenario F5-2 severity m Q/

ive scenario and ASIL level

Controllability class
assumed for near di
pedestrian notices th

Severity class baseg

<<

s C3 for the overall scenario, because the drive r& left the vehicle and pede
stance events. (Pedestrian's avoidance action i é) examined, because there is
e moving vehicle)

\‘0
on the simulation as follows:

Vertical: Gra
Lateral: Dist
- Resultis cd

. B
o g
(I

de of slope corresponds to magnitude @cceleration (g)
Ance between vehicle and pedestri orresponds to duration of acceleration
llision speed as main S-criteria f ar crash against pedestrian

ark-gray area) - S3 Zone \\(\,j“
ray area > S2 Zone O
jht-gray area - S1 Z®’ .

Exposure class is a
as duration based p
is rated as E2 as a

Finally, for the HAR eva@n table, the example with the highest ASIL can be selected as “represe

combined judgm
obability that
mbination

@ﬁom exposure conditions of e[0] as probability to be at a cert
edestrian exists in the hazardous area. For example in area [6]
[6] and of e3[d].

steep

™

Grade[6] (%)

btrian reaction is not
no data about when

bin grade and of e[d]
he overall Exposure

htative scenario”.

In addition, other sc rﬁ;g have to be analyzed to find out which case leads to the highest ASIL. Somef aspects that should

be included in the HARAare:

[ )
Driver distracted

Situations with Driver still in the car (affects E and C)

or leaves car in a hurry (affects E and C)

Collision with vehicle coming from the side (affects S, E and C)

As far as appropriate, similar analytic approach as shown above can be used, to elaborate consistent representative

scenarios.
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D.5.3 Evaluation of scenarios related to unintended acceleration (without destabilization)

F3-1a: provide more drive torque than requested

The malfunctioning behavior to provide more drive torque than requested can lead to an unintended acceleration of the
vehicle. For appropriate evaluation of the risk according to this hazard, several aspects have to be taken into account.

The most significant scenarios for evaluation tend to be situations where the vehicle follows another car and a rear-front-
crash is possible and situations where vehicle speed is rather low and pedestrians are in the hazardous area in front of the

car. The following paragraph gives some additional guidance on how to evaluate these scenarios for the own specific system
and vehicle:

Driving behind another car

Delay Time i ‘

‘_’1 = Max. Pedal Force Distance
w '1{' — } Vehicle to Obstacle
Acceleration G N T s 7
Driver brake pedal force - deceleration G
characteristic
Vehicle G Delta Vlat collision

N\

Deceleration G

<

S

e (e (g

Figure-D=3 - Scenario F3-1a illustration

To properly evaluatg the risk several parameters shown in the Figure D-1 above have to be analyzed:
o the vehicles|acceleration dynamics
o the effective|deceleration resulting from drivers reaction to press the brake pedal with a certaip force
e the Exposurg rates for different distances between the two vehicles
o the Exposure rates for-different types of vehicles if these lead to different Severity (e.g., if the other vehicle is a

heavy truck,|delta v_at'eollision is higher, but probability to follow a truck is lower than to follow|a regular passenger
car)

Driving at low speed|with pedestrian in hazardous area

This scenario applies whenever the vehicle is driving at low speed (e.g., 15t gear) and pedestrians are somewhere in driving
direction of the car. Common examples are crossroads or parking lots.
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To appropriately eval
due to run-over) and

uate the risk, one approach is to focus on the most critical situation where fatal injury is probable (e.g.,
the chance to avoid this specific harm by controlling the vehicle is small. This is the case when some

boundary conditions are true:

e Driving maneuve

r where driver can easily fail to control the situation

e Pedestrian is present in the hazard area in front of the car

¢ No other obstacle between vehicle and pedestrian prevents collision

o Pedestrian is in a position where run-over is probable.

NOTE: The last condition depends on the specific vehicle design, as run-over is considered to be mor

e likely to happen for

some cars fhan for others in the same situation. Examples for relevant vehicle specific-faspects are: ground

clearance, f

Guidance on Exposy

ontal profile, passive pedestrian protection measures.

re evaluation:

A significant propor

ion of drive cycles include areas where pedestrians are present-(€.g., crossfoads, parking lots).

However, it is evaluated that only a certain proportion of the driving time is spent at\this locations and pedestrians are not

always in the hazardous area in front of the car.

As focus is on the run-over scenario, the probability is reduced further to a ceftain extent. However, there is no conclusive

data available at the

moment to decide the Exposure class as a general result for any vehicle.

It is up to the reader(to evaluate this issue for his own specific syster~and vehicle under analysis and fo take care with any
new data that might become available after release of this document to help decide what the Exposurge class should be.
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APPENDIX E - EXAMPLES AND GUIDANCE FOR SUSPENSION FUNCTIONS HARA

E.1 INTRODUCTION

This informative annex provides an example of the HARA for the suspension control functions. Section E3 provides a
HAZOP analysis to identify the malfunction behaviors of the few suspension control functions. Some of the suspension
control malfunctions, the resulting vehicle level hazards and the associated ASIL range are provided as examples in Section
E4. It must be noted that this annex does not represent a complete HARA for all of the suspension control function but a
subset of functional safety hazards for few suspension control functions for guidance.

General Disclaimer

This informative Annex contains example ASILs for select hazard case. Unless otherwise noted, these ASILs were the
result of consensus ¢f vehicle manufacturers and suppliers prior 1o the publication and use of SAE J2990, and is a reference
for these existing syptems only. While the ASILs provided represent the consensus of the taskforee’members, it must be
noted that the ASILs| could be lower or higher depending upon the vehicle, function authority andtunirg.

E.2 ITEM DEFINITION: FUNCTIONAL CONCEPT SUMMARY

Suspension control [functions generally are intended to enhance the vehicle handling characteristjcs during cornering
maneuvers and improve the vehicle ride comfort by damping the effects of road noise; and vibrations. [For the scope of this
analysis, four suspepsion control functions are considered namely: Damper Cantrol, Level Control, Stiffness Control, and
Roll Control. These|controls can vary from passive, semi-active to active €oentrols. In semi-active gnd active controlled
functions, electronic [sensors and controls may be used to achieve the actuation of suspension dampefs, air-springs, shock
absorbers, roll bars, [and other suspension devices.
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