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1. SCOPE

This SAE Informatjon Report SAE J2931 establishes the requirements for digital communication betwg
Vehicles (PEV), the Electric Vehicle Supply Equipment (EVSE) and the utility or service provider
Interface (ESI), Adyanced Metering Infrastructure (AMI) and Home Area Network (HAN).

This is the third vefrsion of this document and completes the effort that specifies the digital communicy
between Plug-in Electric Vehicles (PEV) and the Electric Vehicle Supply Equipment (EVSE). The pu
outlined in Figure 1 and defined by Layers 3 to 6 of the OSI Reference Model (Figure)1)\is'to use the fu
and 2 specified in|SAE J2931/4 and export the functionalities to Layer 7 as spegified in SAE J2847
2012, revision) and SAE J2847/1 (targeting revision at the end of 2012).

Communications between the EVSE and other than PEV entities such as AMI, ESI, HAN, Utility head-
in Figure 2 are oufside of the scope of this document. It is presumed that/a bridging device will be red
information beyond the EVSE and may be collocated with the latter.

The effort continugls however, to additional comments and viewpgints, while the task force also continug

ten Plug-In Electric
, Energy Services

tion protocol stack
rpose of the stack
nctions of Layers 1
2 (as of August 1,

end, etc. as shown
uired to carry PEV

s additional testing

and early implemgntation. Results of this effort will then be.incorporated into updates of this docunpent and lead to a

republished versions as needed.
The SAE J2931 fainily of documents has been organized into several “slash” subsections:

This document, SA
and HAN requirem

A\E J2931/1, defines architecture and general requirements including association, re
ents, as well as mapping te-other SAE documents.

SAE J2931/2 is
communications us

under development.and is proposed to define a MAC & PHY layer implem
ing FSK and the SAE J1772™ Pilot wire.

SAE J2931/3 is
communications us

under develepmént and is proposed to define a MAC & PHY layer implem
ing NB OEDM and either the SAE J1772™ Pilot wire or mains.

SAE J2931/4 defin
J1772™ Pilot wire

es the’ MAC & PHY layer implementation of digital communications using BB OFDM
br maifs.

gistration, security,

entation of digital

entation of digital

and either the SAE

Testing and validation of the aforementioned physical layer specifications is ongoing, and it is possible that the results of
said testing may preclude one or more of the proposed solutions as unable to meet the technical requirements. Reduction

of the available options to a single, worldwide standard remains the long-term goal.

The document mapping of the PEV communication standards are further defined in section 4.
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7 Application
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4 Transport
3 Network
.

2 Data Link

1 Physical

O
FIGURE 1 - DIGITAL COMMUNICATIONS @TOCOL STACK.

PEV-EVSE \

Communications link

Cellular/PLC/WAFi m
Wi- MAX/ZigBee/...

J2931/4
Communication

Protocol )

FIGURE 2 - SAE J2931/1 DOCUMENT SCOPE: PEV-EVSE COMMUNICATION PROTOCOL
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1.1 Purpose

The purpose of SAE J2931 is to define the digital communications interface between the PEV and an off-board device to
which it communicates. Such off-board devices may include one or more of an EVSE, DC charger, Home Area Network

(HAN), AMI meter,
[ )
[ )

etc.:

To provide a safe electric energy transfer
To interact with energy providers in a secure manner

To communicate information to the customer on the transaction

In this regard, SAH
Electric Vehicle Sy
utility or service prd
2. REFERENCES
2.1 Applicable D
The following refe
edition cited appli¢
applies.

SAE J1772™

SAE J2847/1

SAE J2847/2

SAE J2847/3

SAE J2931/4

DIN 70121 Electromobility

ISO/IEC 15118-1,

ISO/IEC 15118-2,

J2931 serves to complement SAE J1772™, which describes the analog communi
pply Equipment (EVSE) and the PEV. The Use Cases for communications, bétwe
vider are described in SAE J2836™ with the functional message details included in §

pcuments
renced documents are required for the application of this-document. For dated re
s. For undated references, the latest edition of the referenced document (including
SAE Electric Vehicle and Plug in Hybrid Electric.Vehicle Conductive Charge Coupl
Communication between Plug-in Vehiclescand the Utility Grid
Communication between Plug-in Vehicles and Off-Board DC Chargers
Communication for Plug-in Vehicles as a Distributed Energy Resource
Broadband PLC Communigation for Plug-in Electric Vehicles

Digital cofamunication between a DC EV charging station and an electri
of DC charging in the Combined Charging System

D50 1ISO IEC 15%18-1 E 2011-03-30 Vehicle to grid communication interface
information and use-case definition
P011-04-04 ISO IEC 15118-2 E 2011-04-11 Vehicle to grid communication ir
Technical protocol description an

cation between the
en a PEV and the
bAE J2847.

ferences, only the
any amendments)

D

t vehicle for control

L Part 1: General

terface - Part 2:
d Open Systems
ments

Interconnections (OSI) layer require

ISO/IEC 15118-3

ISO 10731 Information technology

IETF RFC 768

IETF RFC 793

IETF RFC 1323

IETF RFC 1624

IETF RFC 1981

Vehicle to grid communication interface - Part 3: Physical layer requirements (working Draft)

definition of OSI services
User Datagram Protocol (August 1980)
Transmission Control Protocol - DARPA Internet Program - Protocol Specification
TCP Extensions for High Performance (May 1992)
Computation of the Internet Checksum via Incremental Update (May 1994)

Path MTU Discovery for IP version 6 (August 1996)

Open Systems Interconnection - Basic Reference Model - Conventions for the

(September 1981)
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IETF RFC 2018

IETF RFC 2460

IETF RFC 2988

IETF RFC 3484

IETF RFC 3782

IETF RFC 4291

IETF RFC 4294

IETF RFC 4429

IETF RFC 4443

IETF RFC 4861

IETF RFC 4862

IETF RFC 4884

IETF RFC 5095

IETF RFC 5220

IETF RFC 5482

IETF RFC 5681

IETF RFC 5722

IETF RFC 5871

IETF RFC 6298

IETF RFC 6335

W3C EXI 1.0

211

TCP Selective Acknowledgment Options (October 1996)

Internet Protocol, Version 6 (IPv6) Specification (December 1998)

Computing TCP's Retransmission Timer (November 2000)

Default Address Selection for Internet Protocol version 6 (IPv6) (February 2003)
The NewReno Modification to TCP's Fast Recovery Algorithm (April 2004)

IP Version 6 Addressing Architecture (February 2006)

IR Noda RDocy eamaanta (A el ONNAN
T v O TNOGCTRCqumCTCTto (7P zZooO7y

Optimistic Duplicate Address Detection (DAD) for IPv6

Internet Control Message Protocol (ICMP v6) for the Internet Protocol‘version 6
(March 2006)

Neighbor Discovery for IP version 6 (IPv6)

IPv6 Stateless Address Autoconfiguration (September 2007)
Extended ICMP to Support Multi-Part Messages (April2007)
Deprecation of Type 0 Routing Headers in IPv6.(December 2007)

Problem Statement for Default Address Selection in Multi-Prefix Environments: Oy
RFC 3484 Default Rules (July 2008)

TCP User Timeout Option (March_2009)

TCP Congestion Control (September 2009)

Handling of Overlapping IPv6 Fragments (December 2009)

IANA Allocation Guidelines for the IPv6 Routing Header (May 2010)
Computing TCP's Retransmission Timer (June 2011)

Internet"Assigned Numbers Authority (IANA) Procedures for the Management of|
and Fransfer Protocol Port Number Registry (August 2011)

Efficient XML Interchange (EXI) Format 1.0, W3C Recommendation (March 2011

SAE Publications

IPv6) specification

erational Issues of

the Service Name

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or 724-776-4970 (outside USA), www.sae.orqg.
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2.2

Related Publications (Optional)

The following publications are provided for information purposes only and are not a required part of this SAE Technical

Report.

SAE J2836/1™ Use Cases for Communication between Plug-in Vehicles and the Utility Grid (Surface Vehicle Information
Report).

SAE J2836/2™ Use Cases for Communication between Plug-in Vehicles and the Supply Equipment (EVSE) (Surface
Vehicle Information Report).

SAE J2836/3™ Us
(S

SAE J2836/4™ Us

SAE J2836/5™ Us
Inf

SAE J2836/6™ Us
SAE J2847/4  Di
SAE J2847/5 Cd

SAE J2847/6 Cqg

SAE J2894 Pd
Pr
2.2.1 SAE Pubili

Available from SAH
and Canada) or 72

2.2.2 Other Pub
Other publications

OpenHAN Task Fqg
Group

http://www.utilityamn

e Cases for Diagnostic Communication for Plug-in Vehicles (Surface Vehicle.lhformg

e Cases for Communication between Plug-in Vehicles and their customers
prmation Report).

e Cases for Wireless Charging Communication for Plug-in Electric Vehicles

hgnostic Communication for Plug-in Vehicles (Surface Vehi¢le' Recommended Practi
mmunication between Plug-in Vehicles and their customers (Surface Vehicle Recom
mmunication Between Wireless Charged Vehicles’and Wireless EV Chargers

wer Quality Requirements for Plug-In Electric Vehicle Chargers (Surface Vehig
hctice).

ations

4-776-4970 (outside USA), www.sae.org.
ications
may be found at;

rce of the-WtilityAMI Working Group under the OpenSG Subcommittee of the UCA®

i.org/docs/UtilityAMI%20HAN%20SRS%20-%20v1.04%20-%20080819-1.pdf

Rgverse Power Flow

tion Report).

(Surface Vehicle

e).

mended Practice).

le Recommended

E International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA

International Users

ZigBee - Smart Energy

http://zigbee.org/Ma

rkets/ZigBeeSmartEnergy/ZigBeeSmartEnergyOverview/tabid/431/Default.aspx

2.2.3 Relation to

2231

other standards

Definition of OSI| based services

This document is based on the conventions discussed in the OSI Service Conventions (refer to ISO 10731) as they apply

for the individual

layers specified in this document.

according to the OSI layered architecture.

This document describes requirements applicable to layer 3 - 6


http://www.sae.org/
http://www.utilityami.org/docs/UtilityAMI%20HAN%20SRS%20-%20v1.04%20-%20080819-1.pdf
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2.2.3.2 Usage of RFC references

When RFCs are referenced, all “must/ must not” requirements are mandatory. If a referenced RFC has been updated by
one or several RFC, the update is fully applicable for this standard. If an update or part of an update applicable to an RFC
referenced herein is not compatible with the original RFC or the implementation described by this standard the update

shall not apply.
3. DEFINITIONS

3.1 INBAND CO

Refers to types of ¢

3.2 POWERLI

Refers broadly to
circuits. The same
AC current.

3.3 PEV (PLUG-

This is the generic
classifications of \

Electric), and so on).

3.4 EVSE (ELEC
This is the generi
EVSEs may take s
a mobile cordset |
terms of logical fu
bridge function to
itself, etc.

3.5 ESI(ENERG

An ESI provides a
authorized parties
and all commissio
consumer premise
own security, desc

MMUNICATIONS

E CARRIER (PLC)

communications technologies and designs may sometimes also be applied to circui

IN ELECTRIC VEHICLE)

term used to describe any vehicle that plugs in to receive electrical energy. This incld
ehicles, such as BEVs (Battery Electric), PHEVs (Plugzin Hybrid Electric), E-REV

TRIC VEHICLE SUPPLY EQUIPMENT)

c term used to describe the device that is physically connected and provides ene
everal physical forms, and their logical function may likewise differ substantially. Phy

nction, any EVSE may or may not-include one or more of the following: a “gatewa
bridge PEV communications to, the HAN/AMI, a device that communicates directly|

Y SERVICES INTERFACE)

particular logical function in the HAN. It is an interface which enables secure comm
e.g., Utility or service provider, Consumer, non-Utility or service provider Service Pr
hed HAN Detviees that are registered to it. The HAN architecture allows for more
5. Each ESICreates an independent logical power distribution network within the prer
ribed furthier in J2931/7, section 5. HAN Devices (e.g., EMS, internet gateway, etc.),

multiple physical

3.6 EUMD (EN

rItworks or transmission media, must have a logical separation between those networ|

he group of communications technologies in which a modulated carrier is transmit{ed over AC power

ts that do not carry

des many different
(Extended-Range

rgy to the vehicle.
sical forms include

sed for 120VAC charging, a fixed or\wall-mounted 240VAC charger, or an off-board DC charger. In

” or physical layer
with the HAN/AMI

inications between
bviders, EMS, etc.)
than one ESI in a
hises, each with its
which are active on
KS.

USE MEASUREMENT DEVICE)

This is the device that is responsible for metering of energy being transferred to a PEV, and is required for Utility or service
provider programs such as special EV rates or roaming. Utility or service provider The EUMD may be either a physically
discrete unit (for example, a submeter located in a branch circuit for PEV charging), or a logical function integrated into
another physical device (for example, the EUMD logical function may be built into an EVSE or the EV). The EUMD is
typically (but not necessarily) owned, certified, and implemented at the discretion of the local utility or service provider or
energy distributor and may be subject to regulatory control.
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3.7 AN (HOME AREA NETWORK)

Refers to the network inside a residence that is usually owned, controlled and or managed by the home owner. A
residence includes houses, apartments and other types of premise. Energy-related devices may use this network in the
residence and may share the medium with other devices or networks. Examples of such devices include, but are not
limited to appliances, displays, thermostats, etc. A PEV or EVSE may also be considered a HAN device, if it is capable of

communicating with other devices in the network.

3.8 EMS (ENERGY MANAGEMENT SYSTEM)

An application used for controlllng multlple energy-controllable devices (e g. pooI pump, programmable communicating

thermostat, light sy

communicating th
may also control of

It may be owned afd operated by the home/premise owner, utility or service provider, or othefparty.

3.9

Entity, that provide
This entity also cor
and error informati
SAP.
3.10 CHARGIN

Time between the
NOTE During a
post-conditioning

3.11  SERVICE
Port or logical conr
3.12 DATALIN
Port or logical conr
3.13 IP ADDRE

IP-layer identifier fq

ASSOCIAT

rmostat in- home dlsplay, computer cable set top box other computlng deV|ce etq.
er devices or systems in the home providing integrated automated services for.the g

ION CONTROL
5 the whole functionality for EV to EVSE association and initialization, via the Data Lin

trols the relationships between the basic signaling and the upper’layers. The entity in|
bn to higher layers. The control of PLC network managementparameters is handled

5 SESSION

beginning (connection of the cable) and the end;(disconnection of the cable) of a cha
charging session the EV may have none, one<or many periods of charging the battery, doin

ACCESS POINT (SAP)

ection point to one of the 7-1ayers of the Open System Interconnection (OSI) model
K CONTROL SERVIGE'ACCESS POINT (SAP)

ection point between data link and network layer

5SS

r an ipterface or a set of interfaces

§.9., programmable
)- This application
onsumer.

k Control SAP.
dicates link status
bver the Control

ging process
g pre-conditioning or

3.14 GLOBALA

DPRESS

IPv6 globally routable address

3.15

INITIALIZATION

Process of interaction between the EV, the EVSE and an external trigger, beginning from plug-in of the charging cable
assembly until the decision for the charging mode to be applied

3.16

LINK LOCAL ADDRESS

IP address with link-only scope that can be used to reach neighboring nodes attached to the same link
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3.17

MAC ADDRESS

Unique identifier assigned to network interfaces for communication on the data link layer

3.18

MESSAGE SET

Set of mandatory messages and parameters for a specific protocol

3.19 NODE

Device that is part of a communication network

EXAMPLE Ad

-l aahaarl
T TTCCVWOTIN,

3.20 PHY

An implementation
of the OSI model tg

3.21  PROFILE

Group of mandator
3.22 SDP CLIE
V2G entity that usdg
3.23 SDP SER

V2G entity providin
3.24 TIMEOUT

Specific time a V2(
exceeded, the resp
3.25 TIMER

Device or piece of
used to trigger cert
3.26 V2G COM

Association of two

twr maaleamantinalPva in- o
VICTTITTPTCTITCT i g vo i artt

of the Physical layer in the OSI architecture. Connects the data link layer'and subssg
a physical medium.

y and optional message sets

NT

s the SDP server to retrieve configuration information about the SECCs.
ER

g configuration information for accessing-the SECC

b entity monitors the communication system for a certain event to occur. If the specifi
ective V2G entity initiates the related error handling

software used in an implementation for measuring time. Depending on the specific us
pin system events as well

MUNICATRION SESSION

specific V2G entities for exchanging V2G messages.

quent upper layers

ed time is

e case a timeris

3.27

V2G ENTITY

Primary or secondary actor participating in the V2G communication.

3.28

V2G MESSAGE

Message exchanged on application layer.

3.29

V2GTP ENTITY

V2G entity supporting the V2G transfer protocol
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4. DOCUMENT MAPPING

41  Summary

SAE has published multiple documents relating to PEVs and vehicle-to-grid interfaces. The purpose of this section is to
describe the content within and relationships between the various documents, and examples of how to apply them to

various scenarios. Existing document series are listed below, with a brief explanation of each.
SAE J1772™ - Defines the physical interface and coupler requirements for PEVs.
SAE J2836™ - General Reqwrements and Use Cases This document is divided into several sections.

for Utility/Smart Grie—n
SAE J2836/4™ is for Dlagnost|cs SAE J2836/5TM is for Consumer Reqwrements and the HAN.

SAE J2847 - Fundtional Messaging Requirements. This document defines the functional messages r
function. This dodument is divided into several sections that correspond to SAE J2836 jabove. §
Utility/Smart Grid messaging, SAE J2847/2 is for DC Charge Control, SAE J2847/3 ispfor Reverse
J2847/4 is for Diaghostics. SAE J2847/5 is for Consumer Requirements.

SAE J2931 - Digifal Communications for PEVs. This series of documents defines the requirement
communications fdr PEVs. It is divided into several sections. SAE J2931/1 describes overall General 1
each subsequent document is proposed to define a different possible MAC/PHY layer spec. SAE J29]
define an FSK-based MAC/PHY, J2931/3 proposed to define a G3-PLC based MAC/PHY, and SAE Jj
define a HomePlug GreenPHY based MAC/PHY. Testing and yalidation of the aforemention
specifications is opgoing, and it is possible that the results of said:testing may preclude one or mo
solutions as unablg to meet the technical requirements. Reduction.efithe available options to a single,
remains the long-term goal.

the next section are to provide a clearvoverview of which specifications are app
inctional scenarios. Note that the scenrarios described below are not mutually excl
mple, it is possible to implement utility or service provider programs using Smart B
with DC Energy Transfer.

The examples in

architectural and f
combined. For exd
(SEP 2.0) together
4.2

Example - Ujility or service provider Programs Using SEP2.0

SAE J2836/1 defines the Use Cases:for utility or service provider programs (U1 through U5) and sy

SAE J2847/1 defines the funetional messaging between the PEV and the Energy Management S
AMI meter, prgmise-based.charge controller, etc.) and communication protocol stack information.

SAE J1772 defines the-physical interface and connector requirements.

ications interface:

Digital Comm

SAE J2836/1™ is
rerse Energy Flow.

equired for a given
AE J2847/1 is for
Energy Flow. SAE

s to enable digital
equirements, while
81/2 is proposed to
931/4 proposed to
ed physical layer
e of the proposed
vorldwide standard

licable to different
usive, and may be
nergy Protocol 2.0

stem architecture.

ystem (such as an

o SAE J2931/1 defines general communications requirements.

o The MAC/PHY layer used for communication is defined by a subsequent section of SAE J2

931, such as SAE

J2931/2, /3 or /4. Harmonization and testing efforts with respect to these sections and technologies is ongoing.

4.3 Example - DC Energy Transfer

SAE J2836/2 defines the architectural requirements for DC energy transfer.

protocol stack information.

SAE J1772 defines the physical interface and connector requirements.

SAE J2847/2 defines the functional messaging between the PEV and the off-board DC charger, and communication
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e Digital Communications interface:
o SAE J2931/1 defines general communications requirements.

o The MAC/PHY layer used for communication is defined by a subsequent section of SAE J2931, such as SAE
J2931/2, /3 or /4. Harmonization and testing efforts with respect to these sections and technologies is ongoing.

4.4 Example - Reverse Power Flow
e SAE J2836/3 defines the architectural requirements for reverse power flow.

e SAE J2847/3 defines the functional messaging required for reverse power flow, and communication protocol stack
information.

e SAE J1772 defines the physical interface and connector requirements.

o Digital Commuhications interface:
o SAE J2931/1 defines general communications requirements.

o The MAC/PHY layer used for communication is defined by a subsequent section of SAE J20931, such as SAE
J2931/2, /3 or /4. Harmonization and testing efforts with respect to these'sections and technologies is ongoing.

5. REQUIREMENTS

5.1 High-Level Hequirements

The following is a det of high level requirements that shall be met:

e Use the existing charging Infrastructure i.e., SAE J1772™

e Enable both pyblic and residential charging

e Accommodate|both AC and DC charging\methods

o Interact with Energy Providers to optimize energy transfer at the lowest energy cost
e Provide a single interoperable'standard to assure compatible systems. Global Acceptance is desired
e Communicate with customer

e Minimal customer iateraction

e Requirements should provide expansion capabilities and headroom

e The selected vehicle communications technology must provide reliable communications in typical residential and
commercial environments. These environments may include multiple devices, operating using multiple
communications technologies, sharing a medium and therefore drive the need to consider both compatibility of
technologies as well as potential interoperability

e Security for the four basic areas including (1) Utility communication, (2) DC Charging/Discharging, (3) Telematics and
(4) Wireless Charging are identified in J2931/7, section 5.


https://saenorm.com/api/?name=80da3fb7b0df8cf2ff020b2b56db2f17

SAE INTERNATIONAL

J2931/1 Revised DEC2014

Page 13 of 64

5.2 Assumptions

The following are assumed:

Home Area Networks will use a variety of different physical communication interfaces and protocols.

The communication interface for receiving energy information is known as the ESI. The ESI is defined in the

OpenHAN SRS version 2.0. The ESI may host various PEV resources important in managing PEV interactions with
energy information. The PEV may "register" with the ESI for a charging session and may request and receive charging
session information. In a typical home setting, the ESI may be the premise's Smart Meter as well as other forms (e.g.,
EVSE, Internet gateway, PEV-hosted).

An Energy Ma
and the Consu

A PEV can im(
If an intelligent

EVSE may cor
of charge.

A method is r
tariffs). This re

consumption, and the premise's electrical meter such that thé:PEV's consumption be calculated s

premise's cons

The security re
requirements f

be on “policy and procedures” and “roles and authorization” rather than “bits and bytes” cryptogn

that should be
system configu
illustrates the

e Security is
Sectio
techno
securg

Sectio
techng

hagement System (EMS) if utilized may provide a gateway between the Utility or.s€e
mer HAN and the Internet.

lement all of the anticipated functionality.
PEV is connected to an Intelligent EVSE, the control can be taken-overby the PEV.

trol the charging of the PEV but may be limited in functionality»E.g., it has no knowlg

pquired to correctly measure energy consumption ©f ‘an individual PEV (e.g., for
quires that a physical and logical relationship be established between a PEV, the E

umption. This relationship is further defined incthis document.

quirements for human users and software applications are different from the purel
bund in many communication and device standards. For user security standards, m

included in Information and Communications Technology (ICT). In addition, engine

rations must be taken into.account, since no cryptography can compensate for po
blationships between security'requirements, threats, and attacks.

structured into four,sections in J2931/7:

n 1: Security requirements for standards and specifications which do not address sp|
logies but where interactions between human users, software applications, and sm3
d.

N 2::Séecurity requirements for standards and specifications that address information &

rvice provider HAN

dge of PEV’s state

ax credits, special
UMD measuring its
eparately from the

technical security
bre emphasis must
aphic technologies
bring practices and
br design. Figure 3

ecific cybersecurity
rt devices must be

nd communication

logies (ICT).

and other security threat mitigations.

Section 4: Security requirements related to the OSI Reference Model

Section 3: Engineering design and configuration requirements that provide system reliability, defense in depth,
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A

Confidentiality

Integrity

Requirements

Cybersecurity Requirements, Threats, and Attacks

Availability

Non-Repudiat

ion

Unauthorized Access
to Information

Unauthorized Modification
or Theft of Information

Denial of Service or

Prevention of Authorized

Access

Denial that Action To

Take Place

or Claim of Action that Did Not

ok Place

A

A

A

[Eavesdropping

Traffic Analysis

EM/RF
Interception

Indiscretions
by Personnel

Media
Scavenging

i Modificat

¢ Planted in System :

Man in the Middle

Integrity Violation

Intercept/Alter

<«— Attacks ———>» <«— Threats —>

Repudiation

Theft

Replay

Masquerade Virus/Worms
Bypassing Trojan Horse
Controls
. Trapdoor
Authorization
Violation Service Spoofing
Physical
Intrusion

uuuuuuu

Stolen/Altered

Repudiation

Resource
Exhaustion

Integrity Violation

5.3 Existing Charging Infrastructure

FIGURE 3 — SECURITY REQUIREMENTSAKHREATS AND POSSIBLE ATTACKS

The conductive charging Infrastructure is defined InCSAE J1772™. The EVSE safely provides powe
J1772™ covers vehicle charging with both AC andDC current and defines three different power/voltage

e AC Level 1 usgs 120V and the EVSE (typically a mobile cordset type) is normally part of the cable b

Vehicle and a 15A outlet.

e AC Levels 2 &3 and DC Levels(1,;2; & 3 have the EVSE permanently mounted at the charging loca

r to the PEV. SAE
levels for each.

etween the Electric

on.
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AC LINE 1
Mains O// AC LINE 2
PEV
PILOT
AC CHARGING
GROUND
EVSE
e DC LINE 1
: DC LINE 2
b7 o AC/ PEV
DC L1 CHARGING - DC
PILOT
GROUND
EVSE
Unpowered AC LINE 1
Unpowered AC LINE 2
DC L2 CHARGING AC)
O//(F DC LINE 2 PEV
- DC
PILOT
GROUND
EVSE
FIGURE4 - CHARGING INFRASTRUCTURE

Notes for Figure 4:

e The Pilot shargs the system ground return circuit.

e |f the commun|cations medium between the PEV and the EVSE (or HAN), is not wireless, there are|two possible wired
connections: thhe Mains.(in case of AC or DC L1/L2) and the Pilot wire, which have a different set of characteristics,
such as loads [and interfering noise sources. The Pilot wire extends only between the PEV and the [EVSE.

e There may exist ether media that may play a role in the future but the primary focus of this requirément document is

on PLC which is being pursued as a primary option for PEV communication
5.4 General Requirements
The Priority column as defined in HAN SRS 2.0 includes:

e B or Basic - Minimum compliance threshold (required attribute). These are requirements basic to the function or logical
device. Logical devices must comply with all basic requirements to be considered Utility or service provider Basic-
compliant.

e O or Optional - Suggested requirement; some utilities, service providers, or other users of the standard may require
these. These are requirements that are suggested to be included for this logical device. Vendors are encouraged to
include optional functionality in a logical device where appropriate or cost effective. It is possible that some Ultilities
may choose to include these as Basic or Enhanced requirements in their procurements.
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TBD or To Be Determined - The requirement cannot be defined at this time due to a lack of available data, pending
development of future standards, requirements, etc.

Requirement ID Requirement Reference Priority
Application Requirements
RD.App.1 Support basic Utility or service provider use cases | J2836/1 Basic
RD.App.2 Support basic Utility or service provider messages | J2847/1, Basic
SEP2.0,
ISO15118
RD.App.3 If DC Charging is provided, then Support off board | J2836/2 Basic
charger use cases
RD.App.4 If DC Charging is provided. then Support DC J2847/2 asic
messages ISO15118
RD.App.5 Support Reverse Energy Flow use cases J2836/3 TBD
RD.App.6 Support Reverse Energy Flow messages J2847/3 TBD
RD.App.7 Support Diagnostics use cases J2836/4 TBD
RD.App.8 Support Diagnostic messages J2847/4 TBD
RD.App.9 Support Customer and HAN use cases J2836/5 Dptional
RD.App.10 Support Customer and HAN messages J42847/5 Dptional
RD.App.11 Utility or service provider messages and DC will Basic
use as many common components/software layers
as possible and still comply with basic
requirements to minimize cost
RD.App.12 Interoperate with all EVSE and EV J2953/1, Basic
J2953/2
RD.App.13 Communication solution must not.interfere with Basic
operation of existing legacy devices compliant with
the current (2010) release of J1772™. J1772
RD.App.14 Support for Multiple EUMDs, EVSEs, and ESls on Basic
the same physical network (transformer)
RD.App.15 Support public and résidential charging Basic
Requirement ID Requirement Reference Priority
Common Communication Requirements
RD.Comm.{l The DC and Ultility or service provider messages 18D
shall use'the same channel or media between the
EV and EVSE to minimize cost based on the
different requirements
RD.Comm.p Meet Industry EMC and Radiated RF Standards Basic
RD.Comm.3 Full compliance with SAE licensing terms - RANZ Basic
preferred (ref is Patent Release Form-2003.pdf)
RD.Comm.4 Solution shall be automotive-qualified AEC-Q100 for | Basic
ICs and AEC-
Q101 for
discrete semis
RD.Comm.5 Solution shall demonstrate technological maturity Specific TBD
proven in other general contexts. metrics TBD
RD.Comm.7 Global acceptance is desired Optional
RD.Comm.8 Solution shall be available from multiple vendors Basic
RD.Comm.9 Length of Cordset is defined as in SAE J1772™, Basic
with an assumed typical value of 25 feet
RD.Comm.10 Solution shall be an international standard i.e., Basic
IEEE
RD.Comm.11 Resulting standard shall select one medium and Basic
one PLC technology for communication over the
cordset
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5.5 Association Requirements

A HAN and neighborhood network may contain several ESls, EUMDs and EVSEs. A PEV and cordset EVSE are not
permanent members of a HAN.

An association process is used to physically and logically associate which ESI, EUMD and/or EVSE is connected to the
PEV requesting a charge so that services (e.g., energy usage, billing, special EV tariffs, calculating tax or carbon credits)
can be securely offered and managed per NISTIR_7628, requirement SG.AC-4 for Access Enforcement.

5.6 Authentication Requirements

Once the PEV is authentlcated and authorlzed by the correct servers in the HAN per NISTIR 7628, requirement SG.IA-5

for Device ldentifica = . s vy Resources (e.g.,
Metering, Pricing, Z)RLC) |t supports Dependmg on the phyS|caI communlcatlons medla used or HAI\ configuration, the
EUMD may make [the charging session information available to associated PEVs. The functionality*of| the system will be
determined by the pvailability of Smart Energy Resource servers in the HAN.

Figure 5 and 6 shpws the EUMD is electrically connected between the ESI and EVSE \(it may be infegrated). Figure 7
shows the EUMD integrated into the EV. Although this could eliminate the need to associate, as in the [above, there could
be substantial regylatory hurdles to redefine a EUMD in the PEV.

HAN

ES| EVSE EV

RAIGURE 5 - ELECTRICAL NETWORK — HAN EUMD
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EV X
v
Q
Q
EVSE B Vv
N/
@‘b\ /
EVY
ENAN
&
%
N\

N
FIGURE 6 - ELECTRICAL NETWORK — MUL?@E EVSE AND MULTIPLE EUMD

FIGURE 7 - ELECTRICAL NETWORK - PEV EUMD

RD.UtilComm.1 Provide correct association between the PEV and Basic
Smart Energy Resource servers (e.g., Metering,
Pricing, DRLC) in the same physical electrical
circuit

RD.UtilComm.2 False association shall not occur from two or more
twisted EVSE cordsets

Basic
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5.7 The HAN and Consumer Networks

In addition to Smart Energy applications, a variety of consumer applications like the Internet, audio, and video may also be
served and consumed by a variety of devices. Figure 8 shows the general layout of such a network. In some cases, a
dedicated device (e.g., an EMS) may provide network bridging and routing functions to facilitate the co-existence of
multiple applications on multiple consumer devices. The different scenarios that were developed by the SE2 MRD working
group can be found in the Smart Energy Profile Marketing Requirements Document (MRD) (2). It should be noted that
each HAN scenario has to take into account multiple neighbors on the same transformer if PLC wired technology is used
or nearby neighbors if wireless technology is used. SAE J2931/1 requires Smart Energy resource servers be present in
order to enable PEV applications (e.g., Metering, Pricing) but does not specify requirements for other applications (e.g.,
Internet, audio, visual).

HAN ; Con§umer
; Devices

ESI | Devices | :
Smart Meter ; E.g Tstat + E.g.PC

Or Gateway bl .
g : ; '"y%

=

Consumer

| L |
, : ¢ ¢ Internet
! 1 | i

N | EMS ‘((t’ «_  Network ~ »; Accesp
: 5 ! :

. Sub-meter ; v
111772 | Electrified
Optional ! EysE “—1 Vehicle
«— Wired i_________________________:
M)| wieless
4)))1 Both

FIGUREN*- UTILITY OR SERVICE PROVIDER/CONSUMER NETWORK

5.7.1  Communidations, Rerformance Requirements

RD.UtilComni.3 MAC/PHY throughput shall be 100kbps or greater Basic
RD.UtilComm.4 The Utility or service provider message latency is Basic
15 minutes max.

5.7.2 Protocol Requirements

| RD.UtiiComm.5 | Use IPv6/HTTP1.1 and XML | SE2.0 | Basic
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5.7.3

Scenarios

RD.UtiIComm.6

Minimum distance over which communication
capability shall be maintained without intermediary
devices independent of the communications
medium
e minimum distance for utility or service
provider communications is 40 meters if
using AC mains for communication
o minimum distance for utility or service
provider communication if using the

14772TM Dilat wwira chall ha hacad onthe
o= OtV eSS a-or e

40 meters (AC
mains) or

As defined by

SAE J1772™

(Pilot wire)

Basic

maximum cable length allowed by SAE
J1772™

RD.UtilIConm.7

Minimum number of devices that share a common
communications technology, on a common
network, that operate simultaneously and in
proximity to the PEV that the PEV communications
system must tolerate without causing the vehicle
communications to fail to meet minimum
bandwidth and latency requirements. Minimum
device count, common network, for operation shall
be 32 (typically 20)

32 (Typical 20)

18D

RD.UtilComm.8

Minimum number of devices that share.cemmon
communications technology, on separate
networks, that operate simultaneously-and in
proximity to the PEV that the PEV>communications
system must tolerate without causing the vehicle
communications to fail to meet minimum
bandwidth and latency requirements. Minimum
device count, separate network, for operation shall
be 200 (typically 120).-Maximum has no definable
limit

200 (Typical
120)

TBD

RD.UtilComm.9

Minimum number of devices using a different
communications technology but share the
communications medium and that operate
simultaneously and in proximity to the PEV that the
PEV.communications system must tolerate without
causing the vehicle communications to fail to meet
minimum bandwidth and latency requirements.
Minimum device count, separate network, for
operation shall be 200 (typically 120). Maximum
has no limit

200 (Typical
120)

TBD

RD.UtilConm<12

Where a particular scenario has unique attributes

Basic

for association
e association shall correctly identify the
correct EV attached to the EVSE in the
presence of multiple EVSE and EV within
the same premise and neighborhood
networks
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5.8 DC Charging / Discharging Communications

When the AC/DC converter is off board in the EVSE, then communications is required between the PEV and the

converter.

RD.DCComm.1

Application Data (payload) rate is 6 Kbps or greater
concurrently (full-duplex)

Basic

RD.DCComm.2

Round trip message Latency is 25ms max

Basic

RD.DCComm.3

Minimum distance over which communication
capability must be maintained without intermediary
devices independent of the communications medium

b SALC 14779 TM
TZ

25 feet

ia—dafinad
IS UCTITTOU— 0y O u 11

Basic

RD.DCConim.4

Minimum number of devices that share a common
communications technology, on separate networks,
that operate simultaneously and in proximity to the
PEV that the PEV communications system must
tolerate without causing the vehicle communications
to fail to meet minimum bandwidth and latency
requirements. Minimum device count, separate
network, for operation is 200 (typically 120)
Maximum has no definable limit

200 (Typica
120)

TBD

RD.DCConjm.5

Minimum number of devices using a diffefent
communications technology but share-the
communications medium and that.operate
simultaneously and in proximity to.the PEV that the
PEV communications system must tolerate without
causing the vehicle communigations to fail to meet
minimum bandwidth and latency requirements.
Minimum device count,'separate network, for
operation is 200 (typically 120) Maximum has no
limit

200 (Typical
120)

TBD

RD.DCConm.6

If utility or serviceprovider messages and DC
charge controlrare combined, then a QoS
mechanism must be capable of prioritizing packets
and the latency requirements provided in
RD:DEComm.2 and RD.UtiIComm.2 must be met

Basic

5.9 Security

The PEV communication systermimust be secured against a number of potential threats. An attacker mg

¢ Avoid payment for electricity

e Gain unauthorized access to the utility or service provider’s network

y attempt to:

e Gain unauthorized access to private customer information, such as time and amount of energy use or vehicle

usage logs.

e Cause physical damage to the PEV, EVSE, or electrical distribution system

e Cause denial of service — preventing the customer from being able to charge their PEV
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The system must provide a level of security sufficient to prevent these threats, as well as implement a security framework
with sufficient flexibility and extensibility to mitigate future threats.

RD.Sec.1 Utility or service provider messages will comply SE2 Basic
with NIST security requirements
RD.Sec.2 DC messages will comply with automotive security Basic
requirements
RD.Sec.3 DC messages will use same security as Utility or TBD
service provider Messages
5.10 Reliability

Communications r
correctly to the rec

Reliability is one o
than 100% for seV|
unreadable. Noiseg

pient.

bliability can be expressed as the probability that a message sent through the system will be delivered

the most important requirements for the PEV charging system. Communication refiability can be less
eral reasons. On a shared medium, noise from various sources can cause the megsage to be lost or
can come from physical processes, other equipment, or other_communicationg systems that are

sharing the medium. Physical limitations of signal propagation, transmitter power, @nd receiver sensitiyity limit the usable

communications ra
imperfect compati
communication sys

nge. When operating near range limit, reliability will be reduced. Reliability can glso be affected by
pility between systems. Verification of proper interoperability is essential for reliable operation of
tem, especially standards-based technologies from multiple vendors.

Reliability Requirements

RD.RelConj

m.1

There shall be no excessive impairment or
degradation to the consumer_nétwork e.g.,
Multimedia distribution. Initialrrequirement set to
10% reduction in bandwidth maximum between
two nodes on the constimer network'

Bagic

RD.RelCon

m.2

Communication shall not be susceptible to noise
and transmissions-caused by crosstalk (4-sigma
value of 99.4%) from other conductors in the
cordset, or from another twisted cordset

Badic

RD.RelCon

m.3

The technology chosen shall not cause
interference to signals that may be on other
conductors in the cordset, or another twisted
cordset

Badic

RD.RelCon

m.4

Co-exist with all current physical network
interfaces operating on the medium

Badic

RD.RelConj

m.5

Co-exist with future physical interfaces not
present in the market or in development

TBD

RD.RelCon

m<6

Co-exist with neighbor networks on the same

Badic

medium without substantiathroughput
degradation on consumer network or HAN

RD.RelComm.7

Shall provide connectivity to 99% of the nodes in
homes

TBD

1 The Task Force will collect additional data and refine at a later date
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Reliability Requirements - continued

RD.RelComm.8

The communication technology shall implement
mitigation methods to deal with all common
interferers found in home networks (Wired or
Wireless), including hairdryers, holiday lights,
high frequency switching power supplies, and
microwave ovens.

Basic

RD.RelComm.10

Interoperability requirements as defined by SAE
must interoperate with following technologies:
TBD

TBD

5.11 Performancg Requirements

RD.Perf.1

The time to indicate to the consumer that
communications has successfully established shall
be <10s

Basic

RD.Perf.2

Except in the case of DC charging, the PEV shall
receive charge if no communications can be
established. In the event no communications can
be established, the PEV may not qualify for certain
PEV rate programs.

Basic

5.12 Communicafion Stack

The communicatioh stack is planned to address both the utility or¢sérvice provider requirements for SEP2 messages and
the out-of-band pgth to an off-board charger. The PHY & MAG;layers implemented by the PEV and|the ESI/HAN may
differ, however the| remaining layers are common to insure sec¢urity and other aspects are according t@ the SEP2 criteria.
Figure 9 identifies jan example of how this may be accomplished. This example of a stack implementation illustrates just
one of the possible architectures, and is thought to be (the most common or likely architecture in g typical residential
scenario. Other pdssible architectures may include lack' of a SEP2.0-capable HAN, increased functiopality in the EVSE,

etc.
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/ o 12847-1™ (Smart  12847-2™(DC
12847-1™ (Smart Energy 2.0) 12847-2™ [DC Ch.EFE.I'_Er Energy 2.0) Charge
Messaging [ifequipped) Control) Messaging (if Messaging (if Cu::-n:.[’ol_l rnjessa_glng
equipped) equipped) (if equipped)
Applicati Application L Application Application L
pplication pplication Layer - pplication Layer
Transport Layer Transport Layer Transport Layer
Network
Internet Layer Internet Layer Internet Layer Internet Layer
Link Layer Link Layer Link Layer Link Layer
Modem
HAN PHY Layer HAN PHY Layer PLC PHY Layer PLC PHY Layer
Mains or
wlireless

6. SEP 2.0 SYSTEM ARCHITECTURE

FIGURE 9 - PROPOSED C@@AUMCAHON STACK
Q

S
¥

6.1 Residential AC Charging System Architecture\o

Two typical Netwofk configurations of the Res%ﬂ ial AC Charging System are shown below. Both cor]sist of at least one
s can be found in section 3, whereas logical functjons are described
below. In all scenarios it is assumed that ‘if present, devices are authorized and authenticated to cgmmunicate on the

PEV, EVSE, EUM
network according|to their function an

to Demand Response (DR) and Prigi
could reside in the [HAN, the EV@Q

g
o

and ESI. Device desc

. Note that both the EV and the EVSE could control the Charging and respond
vents. In the event of the conflict, the EV will take control.

The EUMD (submeter)
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[T ———— ; ; Wireless
. HAN : : Consumer | and/or
: : : i ; Wired
ESI . Devices i : Devices | "T!
Smart Meter . E.g.Tstat | + E.g.PC 5 ; { Cptional
Or Gateway 1 ........ ';: ........
;'" -ﬁ‘ o - 1.-' L
& ! i =Y T
: ' / .
8 ' 1 -
. : : ’ A ' Internet
Utility : | Lo | Consumer Lo, |
HAN \ ) EMS (G . Network ) | Access
: \ ~ ; ;, TATTTTTTTT
.l: I.‘_ i -- — J.‘- B ’ -
= Y X .
/ W 2
Sub-mdter
EVSE ‘11”3""‘ Electrified
Vehicle

FIGURE 10 - QVERALL NETWORK SYSTEM ARCHITECTURE\VAONE ESI, EVSE, PEV, EUMD (SUBMETER),
CONSUMER NERWEORK

Electrically, the Nejwork is connected as shown in Figure 11. Nete that this is different than the network [configuration.

"\l

HAN

ESI EVSE EV (EUMD

[e—

6.2 Device Functions and Roles

Within SEP 2.0, devices are described by the function sets and roles that they implement. A function set is a grouping of
related data objects that enable a given service or desired capability and represents a network resource which facilitates a
given type of transaction. The primary SEP 2.0 function sets of interest to PEVs are Metering, Pricing, Demand
Response/Load Control (DRLC), and Distributed Energy Resources (DER) Control.
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Roles relate to how a device interacts with other devices. Devices may be clients, servers, or both. Both function sets and
roles are determined by device manufacturers, and their configuration in the HAN determines service provider program
eligibility. Some devices will necessarily implement a determined function set (e.g., a submeter minimally implements the
metering function), while some devices may implement more than one (e.g., a PEV may implement pricing, DRLC, and
DER Control).

6.2.1 Metering

The metering function set provides information such as reading type and meter reading between HAN devices. The
metering function set is necessary for some service provider programs that require separately metering the PEV energy
consumption.

6.2.2 Pricing

The pricing functio
to represent a prer
function set is desi

N set provides service provider tariff structures. It is not intended to provide all'the infq
hises’ bill but to help determine charging schedules and incentivize off-peak-PEV ch
jned to support a variety of tariff types:

rmation necessary
arging. The pricing

o Flat-rate pricing

Time-of-Use blocks

Consumption Rlocks

Hourly day-ahgad pricing

Real-time pricipg

e Combinations ¢f the above.

6.2.3 DRLC

This function set p
EndDeviceControls
events that are ex
degree offset to be
need in order to
randomization at th

6.2.4

This function set

ovides an interface for Demand Response and Load Control. Servers expose load ¢

(EDC) to client devices. All EDC instances will expose attributes that allow dev
plicitly targeted at their device type. For example, an EDC may contain an Offset
applied by an EVSE.) The EDC will also expose necessary attributes that load contrg
rocess an event._These include Start Time and Duration, as well as an indicatig
e start and/orend of the event.

DER Control

brovides an interface to control Distributed Energy Resources (whereby energy

managed by the ¢

bntrol events called
ces to respond to
object indicating a
| client devices will
n on the need for

s provided to and

rid). PEVs, as Distributed Energy Resources (DER), are devices which utilize a

Reservation for bi-

directional energy transfer when load, cost, and timing are such that a simple energy transfer does not suffice.

6.2.5 Roles

The rich variety of interactions on the HAN can make it difficult to define client and server implementations that are true for
all deployments. Generically, the server is the device that hosts a resource, and the client is the device that obtains,
extends, updates, or deletes representations of that resource. Devices may be both clients and servers.

In keeping with a RESTful paradigm, messages (generally) are not sent to clients. Clients poll servers to obtain
representations of the current state of a resource, and take action based on that state. For example, a PEV might poll a
meter to obtain a representation of the metering data resource or a DRLC server to obtain the current event list. In order to
reduce polling, which can be an inefficient use of resources, devices may also subscribe to a resource. When a change to
a resource is made (e.g., an addition to the DRLC event list, or an update to an event's attribute), the server (notifier) will
contact each client (subscriber) that is subscribed to notifications for that resource.
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6.3 Feature Descriptions

The following general features may be implemented in a PEV HAN. Support for these features is determined by the
service provider programs being offered and the client-server implementations available at a particular charge point.
Because of the variety of functions and roles able to be implemented on devices, the tables within each section below are
informative and not meant to constrain the range of possible implementations.

6.3.1 PEV Tariffs

This is the ability for a service provider to provide Pricing information, potentially including special PEV tariffs. Depending
on the jurisdiction and policy of the service provider, special PEV pricing information may require authentication of a PEV
and presence of an EUMD to separately record the energy consumed or provided by the PEV. EVSEs may be able to
proxy for the PEV j j i i i jurisdicti

6.3.2 Demand
and in response to
request is to have
Lt compliance with

This is the ability for a PEV or EVSE to respond to service provider requests to reduce electricity dem
grid infrastructure ponstraints. The only way to know with certainty that a PEV has complied with a
authentication/predence of an EUMD. A variety of service provider programs and incentives exist, b
these requests is subject to EVSE and PEV owner preferences.

6.3.3

Charging Management

This is the ability t
infrastructure (e.g.
Without the knowl
Distributed Energy

parameters dependling upon the PEV owner’s preferences and the,PEV state of charge.

6.3.4 Roaming

This is the ability t
preferred service g
of a specific PEV {
not be sufficient tg
smart card, mobile
6.4 Feature Ena
The chart below j

described above.
these functional re

b charge a vehicle based upon parameters determined by the service provider’s el
dynamic balancing of PEV charging parameters within a circuit or on a neighbor
pdge of the PEV state of charge, a service providerrmay only perform basic dema
Resource Control, the service provider may.be able to more intelligently man

b identify the PEV or its contract at the moment of charging and settle the transac
rovider while crediting the charging'spot’s owner for the electricity consumed. This
0 a known actor in the premise‘able to record the charging energy (e.g., EUMD). A

bctricity distribution
hood transformer).
nd response. With
hge PEV charging

ion with the PEV’s
equires correlation
h EVSE alone may

enable this capability without additional input from the PEV owner (e.g., credit cand, service provider

phone).
plement and Functionality Requirements
rovides the_implementation capabilities and SEP 2.0 function sets required to €

[his table is«iot device-centric, as a variety of charging system architecture impleme
juirements.

nable the features
htations can satisfy

Server and Client Function Set Implementations
PEV-to- .
- Requited
Feature/Program Premise
L. DER
Association | Metering| Pricing DRLC Billing
Control
PEV Tariffs Y Y Y
Demand Response Y Y Y
Charging Management Y Y Y
Roaming Y Y Y
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While some subset of features/programs may be possible with lesser implementations (e.g., without premise association),
PEV manufacturers and service providers will want to comply in order to meet the highest common denominator found in
their market. For example, a service provider could use demand response features in PEVs if they were not associated to
the premise of their charging spot during the event, but the ability to provide incentives based on performance achieved
during the event is not possible without correlation to the premise. Premises association is discussed in greater detail
above.

6.5 Smart Charging Implementation Design
There are three sets of sequence diagrams of primary importance in understanding basic smart charging:

e EVSE and EUMBHnitiat-setup

o PEV registratign and service discovery
¢ Normal and repeating operations

6.5.1 Each diagfam describes the steps taken, as well as the device’s role for thésscenario. EVSE and EUMD Initial
Setup?.

This activity diagram represents the initial setup of the EVSE and EUMD as authenticated and authorized members of the
HAN. It assumes the EUMD is located between the ESI and PEV, the PEX. owner has provided EVSE and PEV security
materials out-of-band to the service provider, and the service providef has populated the ESI with the PEV security
materials3. The EUMD will follow the same initial setup as the EVSE and’so is not shown.

2 This material is subject to change
3 Security materials will be a Globally Unique Identifier (GUID). Requirements SHOULD be in place to include a GUID on these devices
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Setup Activity Diagram- L2 EVSE

L2 EVSE: ESI:
PEV . EUMD
Client Server
= EVSE searches for
3 available or specified
2 network using its MAC/
g PHY-defined process
<]
2
2
@
=
Y
'g ESI opens Allow Join )\(]/
= window.
=
< aN
Z a>
v
A 4 N/
EVSE attempts to join O(b
using its MAC/PHY- —
defined process. rl/
= ° N
= O
w
v
@ /\<<
5\0\ ESI detects join
@ attempt.
NN
\\
|=
i :\Q)
N
) \Q ¥
N ESI presents its
”
g E“'@C::zz‘tt: device certificate.
E ) - ESI validates the
3 validates the ESI's | . ) .
= o - « P EVSE's certificate.
e Lcertificate. EVSE and
2 EVSE and ESI
= & ESI mutually generate a
- NS . mutually generate a
En session key. g
= session key.
5 O
i
@
g QD
&0 ~
%s Y
1
@_?‘ ESI checks its
=0 s vetrrvmdh regTsStratign list ffc)r
c . EVSE's GUID. |
7 key. Can communicate < validated! ES| sends
o on the network. !
> network key to
b EVSE.
=
<]
2
z
Q
=

FIGURE 12 - SETUP ACTIVITY DIAGRAM - LEVEL 2 EVSE (W/ASSOCIATION)
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6.5.2

Network Discovery

The Installer initiates the EVSE’s network discovery functionality. The Network ID could be provided to the user by the
service provider, the EVSE could scan for available ESIs allowing joining, or the EVSE could search for all available

networks.

6.5.2.1

ESI Allow Join

The ESI operator configures the ESI to Allow Join (if not already done so). The ESI may be permanently configured in the

Allow Join state.

6.5.2.2

EVSE Jgin

mn

The EVSE attempt
the EVSE. As su
ensure it joins the i
6.5.2.3 ESI Join
ESI operator provi
This process is out
6.5.2.4 Session
EVSE initiates the
and validate them
on EVSE’s certificg
EVSE and ESI mut
6.5.2.5 Network
The ESI checks th

distributes the nety
the network.

6.5.2.6

This activity diagra
the HAN. It assum
ESI and PEV, the
provider has popul
sequence as detail

PEV Registration and ServicesBiscovery

s to proceed to the session key establishment step. There may be multiple ESls all
th, the EVSE may require a steering mechanism (e.g., button push) or HMI(e.g.,
htended ESI.

Jes the PEV security materials communicated out-of-band bythe’ Installer to the ES
of scope for this document.

Key Establishment

PANA/EAP-TTLSVO sequence with the ESI. The ‘EVSE and ESI present their certifi
using the PKI to its embedded root CA certificate/public key. The ESI may also do
te (e.g., EVSE is known to the ESI operator das)a bad actor and has been black liste
ually negotiate a session key.

Key Distribution

b EVSE’s GUID contained in its device certificate against its registration list. If there
ork key to the EVSE. The EVSE is now admitted to the network and can securely g

M represents thevinitial and repeated setup of the PEV as an authenticated and aut
es the EVSE ‘and EUMD have already joined the network, the EUMD is located any
PEV owner<has provided PEV security materials out-of-band to the service provid
pted the ES| with the security materials*. For the initial registration, the PEV will foll
pd thé EVSE Setup Activity Diagram above.

bwing join visible to
PIN input) in order

bI's registration list.

cates to each other
A revocation check
d by the ESI). The

s a match, the ESI
ommunicate within

horized member of
Wwhere between the
br, and the service
bw the same setup

4 Security materials will be a Globally Unique Identifier (GUID). Requirements SHALL be in place to include a GUID on these devices
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Setup Activity Diagram- PEV
PEV: L2 EVSE EUMD: ESI:
< Client Metering Server Server
&
o
a PEV point-to point
= | | connection with EVSE.
2 | |Informs EVSE thatitisa
« Smart Vehicle
@
o
EVSE releases
control to PEV, acts
b J as router to relay
g £ PEV messages to ESI
= ol and EUMD
S 4
[~ 4
) com
Nefwork Discovery, ESI Allow Join, PEV join, ESI Join, Session Key Establishment, and Network Key Distribution pleted as With
EVSE/EUMD Activity Diagram above /
L PEV initiates a SSL/
2 ¥ TLS handshake to
S J—E the ESI.
=3
[=N 1]
< 3
¥
PEV presents its device ESI presents its device
certificate. ESI certificate. PEV
| validates the PEV's | validates the ESI's
L “ certificate. PEV and ESI | certificate. PEV and ESI
2 ] mutually generate a mutually generate a
S & session key. session key.
Bk
o P
< & |
v
PEV broadcasts mDNS/ EUMD responds to ESI (hosting Pricing,
DNS-SD query to the PEV with its DER Control) responds
I | | | network. Determines T to PEV with its Pricing
E [| | the correct servers to d;tagils and DER Control
4 follow. ) server details.
B ] T
PEV transacts with
S X| | the correct servers
‘= | [toobtain appli@
= ¥ inform
[=R' o
[=%
<< 4
PEV leaves network and returns (Re-join)
[
c
= ESI checks its
E PEV plugs in and registration list for
F presents certificate » PEV's GUID. If
&) to the ESI validated, ESI sends
5’é network key to PEV.
U
[&]
@
T || PEV obtains network
2 2| |key. Can communicate
E & on the network.
Z 8
S5

FIGURE 13 - SETUP ACTIVITY DIAGRAM - PEV (W/ASSOCIATION)
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6.5.2.7

PEV/EVSE Association

The PEV and EVSE must be associated in order for the EVSE to retain or release control of the charging session to the

PEV.

6.5.2.8

EVSE/PEV Negotiation

If the both the PEV and EVSE are capable of SEP2.0 communications, the EVSE shall relinquish control of the session to

the PEV.
6.5.2.9

PEV wishes to acc
6.5.2.10 Applicati

The ESI may popu
already done so. T

6.5.2.11 DNS Se

The PEV may broadcast a request to discover all the devices offering SEP 2.Q services or append a

locate devices offe
the URI of the Dey
GET to retrieve the

6.5.2.12 Applicati

The PEV accesses
11 of the SEP 2.0 4

6.5.2.13 Certifica
This scenario assy
and ESI have retd
remains the same,

and ESI have not r

6.5.2.14 Network

PEV can now communicate en'the network.

6.5.3 Normal an

Application Handshake

pn Authorization

late the resources’ Access Control List based on the service provider's sécurity polid
he PEV is now authorized to access application resources on the ESI.

vice Discovery
ring specific services of interest (e.g., Metering, Pricing, DRLC, DER Control, etc.).
iceCapability resource (along with TCP ports used for-fH{TTPS). The PEV can then

device capabilities and URI information required to decess those services.

pn Functionality

A\pplication Specification for more information.

e Exchange

mes the network key has beén*updated while the PEV was away from the network
ined the session key previously created in the Session Key Establishment step.
the PEV should be able to communicate immediately. If the network key has beer
btained the shared network access session key, the PEV will have to redo the full join

Key Re-Establishment

i Repeating Operations

This activity diagr.

relevant application information from the fesources discovered in the previous step.

y rules if it has not

service sub-type to
Responses provide
perform an HTTP

Refer to Section

, and that the PEV
If the network key
updated and PEV
as above.

in Fignrn 14 rnprncnnfe some of the Iil(nly activities a PEV/ would pnrfnrm as desd

ibed by the typical

residential scenario. It assumes that the previous two activity diagrams have been completed and there is an associated
EUMD, EVSE, and PEV. The PEV is enrolled in utility programs and authorized to communicate on the HAN and has
completed service discovery. As a pre-requisite to this diagram, the user has entered his charging preferences into the
PEV or other HMI (e.g., smartphone). This could include Time Start, Time End, Price, and Accept DR Events. Detailed
messages can be found in SAE J2847/1 and SEP2.0 Application Specification.

In this scenario, as with the others shown here, the ESI is also the function set server for all of the application functionality
the PEV would like to access.
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Normal and Repeating Operations Activity Diagram- PEV

EUMD mirrors meter

PEV: L2 EVSE EUMD: ESI:
o Client Metering Server Server
4
o
L)
o
g PEV requests Time,
'g Price, DR Events, etc.
& from ESI
=
w
[=
23
c
2
o ESI responds with
= Time, Price and DR
[
© Events ,\q/
- ™I
o NV
Y o
PEV requests charge (]/
based upon
E internal/external '\ 4
§ B| |parameters and user ?\ /
E % preferences (b
i 42
N
i
13 s Z, ESI confirms or denies
2 O\ request
L ©
1k Q
P & N\
\\
5 QO
g %
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[ q
] reservation \;
o
% D
g @
A 4 \Q
& . C)k
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[
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o .
o
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N

data to ESI
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\J’y

HAN Meter Data

ESI makes meter
data available to
HAN devices
including PEV

FIGURE 14 - PEV NORMAL AND REPEATING OPERATIONS
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6.5.3.1  PEV/Provider Request

Pre-requisite for charging preferences entered into PEV. Preferences could include Time Start, Time End, Price, and

Accept DR Events.
6.5.3.2 Provider Response
Price includes randomization.

6.5.3.3 Reservation Request

The PEV POSTs the 5 vatio ; ;
also be an energy management system (EMS) managing the load of the premise, which could ‘be
business environment (e.g., fleet charging).

6.5.3.4 Charge [Reservation

PEV determines whether the charging parameters provided in the Reservation Respaonse, meet its op4
takes action. PEV|operator could override ESI request.

6.5.3.5 SOC Message

SOC is mirrored {o ESI before, during (at a frequency TBD), and after charging for grid operato
purposes. Again, the “grid operator” in this case could be a facilities manager in charge of a PEV fleet.
6.5.3.6 EUMD Meter Data Mirroring
EUMD will know w
to ESI.

hen connected PEV begins and ends charging and the amount of energy transferre

6.5.3.7 HAN Met}er Data

Mirrored meter data is now available for utility and customer use.

6.6 Public and F|eet Charging

6.6.1  Public Chg

rging

The Public Charging scenario js,similar to the Residential Charging from the systems point of view.

The major differenges are:

The Authenticd

. tion‘and Authorization servers, if used could be provided by the facility manager sery

rSl. The ESI could
in a residence or

brator’s criteria and

 and user display

d. Data is mirrored

er, i.e., not a Utility

controlled ESI.

e Payment or identification methods may be used, instead of authenticating of the vehicle.

All other combinations of EVSE Types, EUMD and EV’s may be found in Public AC/DC Charging.
6.6.2 Fleet Charging

The Fleet Charging scenario is similar to the Residential Charging from the Systems point of view.
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The maijor differences are:
o The Authentication and Authorization servers, if used could be provided by the fleet owner. i.e., not in the Utility ESI

e There may be one EUMD for the whole Fleet, and therefore individual tracking of energy is not possible but the fleet
may use the EUMD for total energy. i.e., the EUMD is not used by the EV.

All other combinations of EVSE types, EUMD and EV’s may be found in Fleet Charging.

7. EV-EVSE COMMUNICATION

7.1 Basic requirgments for VZG Communication

After establishing & physical connection, an IP based session has to be established. Within this>session messages are
transferred betweep EV and EVSE. Communication is needed for controlling a battery charging session|and the interaction
between EV and EVSE.

7.2 Communidation Stack

The communicatiop stack is defined in details in ISO/IEC 15118-2 and ISO/IEC 15118-3.
7.3  Service primjtive concept of OSI layered architecture

7.3.1  Overview
This subsection explains how the OSI layered architecture is applied for the purpose of this document. It is intended to
provide simple mepns for describing the interfaces between the\individual communication protocol layérs required by this
document and furthermore allows for defining timing requirements more precisely. Services are spegified by describing
the service primitijes and parameters that characterize. a>service. This is an abstract definition of seryices and does not

force a particular ilnplementation. Figure 15 depicts a-simplified view of OSI layer interaction sufficient to understand the
OSI layered architgcture principles for the context of.this document.

V2G entity'm V2G entity m+1
-~ Layer it1 Layer i+1 Layer i+1 Layer i+1
* reduest response request response
5 datan datan datan datam.
>
]
© A )\

I-DATA .request(i-SDU,) |I-DATA.indication(i-SDUp)
Data
I-DATA .confirmation(i-SDUm+1) transmission I-DATA.response(i-SDUpm+1)
Detween peer
entities
A/
: i-PDU
i-PDUp, d@ g
= [i-PCI+i-SDU] [i-PCI+i-SDU]
()]
> \
Q]
-
i-PDUn+1 i-PDUpm+q
[i-PCI+i-SDU] [i-PCl+i-SDU]

Key

PDUX: Protocol Data Unit of network entity x
PCI: Protocol Control Information
SDUx: Service Data Unit of network entity x

FIGURE 15 - OSI LAYERED ARCHITECTURE PRINCIPLES
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When a layer i+1 instance of V2G entity m exchanges data with a layer i+1 instance of V2G entity m+1 each instance uses
services of an instance of layer i. A service is defined as a set of service primitives.

7.3.2 Syntax of service primitives

Service primitives are described with the following syntax:

[Initial of layer]-[NAME].[primitive type](parameter list)

whereas [initial of layer] is one out of the following seven:
[Physical, Data Link, Network, Transport, Session, Presentation, Application]

whereas [NAME] is

thanama aof tha nrimitiva
tHe-Hae-othe-—prhhrye

EXAMPLE: Typi

docyment.

whereas [primitive
[request, indic

fype] is one out of the following four:
htion, response, confirmation]

cal examples for [Name] are CONNECT, DISCONNECT, DATA; other names|

whereas (parametgr list) includes a list of parameters separated by comma the user'of the service is s

when using th

NOTE: In this doc
7.4 Physical and
7.4.1 Overview
As shown in Figurg

- The Data Link

- The Data Link
between the C

Application

Presentation

Session

Tran$port

Data Link Layer Interfaces

Data SAP

Higher Layers

Data Link Control SAP ’

Connection Coordination

Control SAP

Convergence Layer

E Convergence MAC SAP S

b respective service primitive; optional parameters are marked with brackets "[..]"

16, the definition of the Data Link Layer-provide two interfaces to higher layers,

PData SAP is the interface betweenthe PLC technology and the layer 3 (e.g., IPv6)

are used in this

pposed to provide

iment, the primitive type ".indication" always indicates an‘event asynchronously to the upper layer.

Control SAP provides link:$tatus information, error information, control functionglity and is located
bnnection Coordination and higher layers.

Control Pilot

Data Link

Physical

0S| Reference

Model Layers

MAC/PHY SAP

PLC MAC Layer

PLC Physical Layer

Signal Coupling

Communication Media

Covered PLC Technology

Specification

FIGURE 16 - DIN 70121 OSI LAYER 1-3 OVERVIEW
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7.4.2 Hardware I/0O Control

The hardware I/O Control Service Primitives provides methods for controlling, triggering and signaling interaction between
the high-level digital communication and the connection coordination to the SAE J1772™ Basic Signaling. This interface is
primarily accessed by higher layers and the connection coordination module to trigger on status changes and influence the
status indicated via the Control Pilot. The |0-CPSTATE.indication notifies higher layers about a change in the current
control pilot state. This indication shall be sent on any change of the control pilot status.

Primitive 10-CPSTATE.indication
Entity to support EV,
Parameter Name Description

CPStat

IO-GET_CPDUTY
duty cycle within th

Primitiye 10-GET_ CPDUTYCYCLE.confirmation
Entity 10 support EV, SE

Paramé¢ter Name Description

CPDUTYCYCLE Duty cycle value of the eontrol pilot (0-100%)

The 10-CPDTYCY
shall only be sent,

Primitive I0-GET.(CPDUTYCYCLE.indication

Entity 10 support SE

Parameéter Name Description

CPDUTYCYCLE Duty cycle value of the control pilot (0-100%)

7.5 V2G commu

This subsection de|
used in this subsed

Figure 17 depicts t

[V2G-DC-096] Aftq
mechanism as def

NOTE: In this doc

Stateof Controt Pitfot (A, B, C, D, €, )

E

CYCLE.confirmation confirms the IO-SET_ CPDUTYCYCLE.request request' by s
e parameter CPDUTYCYCLE.

CLE.indication notifies a change of the current control pilot duty cycle to higher lay
when the value change is greater than 2% within xyz' ms. (TBD).

hication states

scribes the basic states of the communication between EVCC and SECC. The timer
tion are described in«subsection 5.11.

r the datadink layer connection is established, the EVCC shall initiate the ad
ned in subsections 7.6.3.2 and 7.6.3.3.

imentthis is described by D-LINK_READY .indication (DLINKSTATUS = Link establis

ending the current

ers. This indication

and timeout values

ne general communication states of the V2G communication from an EVCC perspecfive.

dress assignment

hed).

[V2G-DC-097] After the Application Layer requests the start of a Communication Session, the EVCC shall initiate the
address assignment mechanism as defined in subsections 7.6.3.2 and 7.6.3.3.

[V2G-DC-098] The EVCC shall process the IP address assignment mechanism as defined in subsections 7.6.3.2 and

7.6.3.3.

The EVCC shall stop the IP address assignment mechanism as defined in subsections 7.6.3.2 and 7.6.3.3 when
V2G_EVCC_CommunicationSessionSetup_Timer is equal or larger than
V2G_EVCC_CommunicationSessionSetup_TimeOut.
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[V2G-DC-100] After a link-local IP address is assigned, the EVCC shall perform the SECC discovery as defined in
subsection 7.6.3.3. The EVCC should employ a link local multicast destination address when performing discovery for the

SECC.

NOTE: In this document, this is described by N-IP_Address.indication (N_IP_STATUS = Link Local Address assigned).

[V2G-DC-101] The EVCC shall process the SDP according to subsection 7.6.3.3.

[V2G-DC-102] The EVCC shall stop the SDP when V2G_EVCC_CommunicationSessionSetup_Timer is equal or larger
than V2G_EVCC_CommunicationSessionSetup_TimeOut.

[V2G-DC-103] Aftg
described in subse

NOTE: In this dg
assigned).

Qoo 1D (| H L () N Lo 1 Il P I O ) ToD .
oL UU 1T dUUrcos 15 UISLUVEITU, UIC LV UL Slidil TolaullsiT uic 1ol CUINTICUUU

ction 7.7.1.

cument, this is described by N-SECC_Address.indication(N_SECC_STATUS =

The EVCC shall atfempt establishing a TCP connection according to subsection 7.7.1.

[V2G-DC-105] The
V2G_EVCC_Comr
V2G_EVCC_Comr

[V2G-DC-106] On
defined in section 1}

[V2G-DC-107] The
requests to stop th

EVCC shall stop to attempt to establish a TCP connection whén
nunicationSessionSetup_Timer is equal or larger than
nunicationSessionSetup_TimeOut.

e the TCP connection is established, the EVCC shall initiate the V2G Commun
10.

EVCC shall stop the communication and.d4éerminate the TCP session after th
P session.

1 to the SECC as

SECC IP-address

cation Session as

D

7

application layer
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Start (Data Link)

[W2GEDC-0548]
I address assignment Start (Application)
[V2E-0C-083) [V2G-DC-098] [V2G-DC-097] O
J
[W2E-DC-100]

[V2G-DC-102]

5

[V25-DC-105]

ECC Discovery [V2G-DC-1041]

[ )

N

[V2G-DC-103]

A A A

SECC TCP connection

establishment [V2G-0C-104]

L ]

<

[V2GE-DCaNE]

VCC V26 Communicalien Sessio

R

b ¥

G

TCP connection termination

D’

Stop (Application)

I,

[W2G-DC-107] O

Stop

FIGURE 17 - OVERVIEW V2G COMMUNICATION STATES EVCC
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Figure 18 depicts the general communication states of the V2G communication from an SECC perspective.

[V2G-DC-108] The SECC shall configure an IP address (static or dynamic) by any appropriate mechanism.

[V2G-DC-109] The SECC discovery service shall be running when the SECC enters CP State B.

[V2G-DC-110] The SECC discovery service shall be updated after an IP address for the SECC is changed.

NOTE: Itis not required that the SECC discovery service is implemented in the SECC directly. It is also possible to have a

separate unit providing the SECC discovery service.

[V2G-DC-112] Afte
distributed by the §

NOTE: In this doc]
N-IP_Addr

[V2G-DC-113] As
the SECC enters G

[V2G-DC-115] Afte
Communication Se

[V2G-DC-116] The
requests to stop th

P State A.

e TCP connection.

V2G_SECC_CommunicationSessionSetup_TimeOLFt.

r the IP address is configured, the SECC shall wait for a TCP connection onthe IP a
ECC discovery service.

ument, this is described by N-IP_Address.indication(N_IP_STATUS.= Link Local Ad
ess.indication(N_IP_STATUS = Global Address assigned).

ong as a TCP connection is not yet established, the SECC shall wait for a TCP conn

SECC shall stop the communication and/téfminate the TCP connection after th

fomSetup_Timer is

Hdress that is

dress assigned) or

ection at least until

r the TCP connection is established, the SECC “shall wait for the initialization of the V2G
ssion as defined in SAE J2847/2, Section 6.

e application layer
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Start {Data Link)

IP address assignement
[W2G-DC-111] [V2G-DC-108]
k
SECC Discowvery [V2G-DC-11 ulw Start SOF SEwinJ (Application)
[V2G-DC-112] PESRCATS O
_)
SECC TCP connection

[WV2G-DC-114] establishment [V2G-0HC-113]

o

-
) o

[V2G-DC-115]

ECC V2G Communication Sessio
(i

TCP connection termination Stop (Application)
[W2G-DC-118] O
P

Nz ¥

e ./

STop

FIGURE 18 - OVERVIEW V2G COMMUNICATION SESSION STATES SECC
7.6  Network Layer
7.6.1 General
The protocol is based on the Internet Protocol standard IPv6. The Internet Protocol is datagram based; unreliable and
located on the Network Layer according to the OSI layered architecture model. IP is the first transmission medium

independent protocol.

The process of how a node will acquire an IP address is described in subsection 7.6.3.3.
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7.6.2 Applicable

RFCs and Limitations and Protocol Parameter Settings

[V2G-DC-117] All V2G entities shall implement the “must” requirements included in the following IETF RFCs if not

explicitly excluded.

7.6.21 IPv6

[V2G-DC-118] All V2G entities shall implement IPv6 according to IETF RFC 2460.

NOTE: For EVCC side only node requirements and for SECC side host requirements are applicable. Router functionality
is only an optional requirement for SECC side.

[V2G-DC-119] All

Header (EVCC), a
[V2G-DC-120] All
[V2G-DC-121] All
[V2G-DC-122] All

NOTE: The IANA
IETF RFC

[V2G-DC-123] All
[V2G-DC-124] All
[V2G-DC-125] All
The following gene|
[V2G-DC-126] Any
7.6.2.2
Primary and secon
All interfaces havg
broadcast protocol

[V2G-DC-127] Ead

[V2G-DC-128] The

Neighbof

d Destination Optlons Header
/2G entities shall fulfill the IPv6 node requirements specified in IETF RFC 4294

/2G entities shall not implement IPsec, required as must in IETF RFC 4294, chapter

5871. It is recommended to adhere to these guidelines.

2G entities shall implement path MTU discovery aceording to IETF RFC 1981.

2G entities shall support handling of overlapping 1P fragments according to IETF RF
2G entities shall implement IETF RFC 5220, which extends IETF RFC 2460.

ral requirements apply to the handling\of IP packets addressed to a V2GTP entity:
packets with a multi- or broadcast address as source IP address shall be ignored.
Discovery (ND)

dary actors use IPy6 \stateless address auto configuration for generating addresses
iSau;i(r;(lj‘—local address. To ensure unique addresses and to support global addre

h V2G entity shall implement ND as defined in IETF RFC 4861.

EVEC and the SECC shall implement IETF RFC 4429 to allow assignment of IP

has finished its work:

/2G entities shall implement IETF RFC 5095, which updates IETFE RFC 2460 and IET

ader, Routing

8.

F RFC 4294.

allocation guidelines for the routing type field in the IRv6 routing header ar¢ described in [1]

C 5722.

for their interfaces.
sses the neighbor

hddress before ND

7.6.2.3

Internet Control Message Protocol (ICMP)

The Internet Control Message Protocol (ICMP) is part of the Internet protocol suite and is used to send error messages,
e.g., to indicate that a requested service is not available or that a host could not be reached. Consequently ICMP is a
mandatory part of an IP stack implementation and is located on the network layer according to the OSI layered
architecture model.

[V2G-DC-129] Each V2G entity shall implement ICMPV6 as specified in IETF RFC 4443.
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[V2G-DC-130] ICMP message types defined in IETF RFC 4443 shall only be implemented if included in Table 1.
All V2G entities shall implement extended ICMP to support Multi-Part-Messages according to IETF RFC 4884.
Each V2G entity shall implement the ICMP message set defined in Table 1.

[V2G-DC-133] Each V2G entity shall implement the IETF RFCs referred to in column “Reference” of Table 1 describing
the implementation details for the respective ICMP message type.

TABLE 1 - MANDATORY ICMP MESSAGE SET

ICMP mesgage | ICMP message name Referenge
ID
1 Destination Unreachable IETE RFC 4443
2 Packet Too Big IETF RFC 4443
3 Time Exceeded IETF RFC 4443
4 Parameter Problem IETF RFC 4443
128 Echo Request IETF RFC 4443
129 Echo Reply IETF RFC 4443
133 Router Solicitation IETF RFC 4861
134 Router Advertisement IETF RFC 4861
135 Neighbour Solicitation IETF RFC 4861
136 Neighbour Advertisement IETF RFC 4861
137 Redirect Message IETF RFC 4861
141 Inverse Neighbour Discovery Solicitation Message IETF RFC 3[122
142 Inverse Neighbour Discovery Advertisement Message IETF RFC 3[122
151 Multicast RouterAdvertisement IETF RFC 4p86
152 Multicast Router Solicitation IETF RFC 4p86
153 Multicast Router Termination IETF RFC 4p86
7.6.3 IP Addresging
7.6.3.1 General

This section specifies how an EV retrieves valid IP addresses to communicate over an IP-based network. Following
addresses are considered for the purpose of this standard:

— EV's own IP address;
— IP address for connecting to the SECC.
NOTE: An IPv6 host usually has multiple IP addresses assigned to one physical network interface. (e.g., link-local, site-

local and global address; if there are multiple routers connected to a local link the host has even several global
addresses).
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7.6.3.2 Stateless auto address configuration (SLAAC)

[V2G-DC-134] For IPv6 each V2G entity shall support the configuration of a link-local IPv6 unicast address as specified in
IETF RFC 4291.

[V2G-DC-135] The interface ID of the Link-Local address of a V2G entity shall be generated from its IEEE 48 bit MAC
identifier according to the definition in IETF RFC 4291.

[V2G-DC-136] If present in the network, an IPv6 address shall be derived from the router advertisement messages
according to IETF RFC 4862.

7633 AddreSS ou:uvt;ull
[V2G-DC-137] Thg IPv6 Default Address Selection shall be performed according to IETF RFC 3484.
7.6.4 Network Layer service primitive - N-IP_Address.indication

The N-IP_Addresd.indication notifies about the status of the IP address assignment. Table 2 dedcribes the service
primitive and its pafameter(s).

TABLE 2 - N-IP_ADDRESS.INDICATION SERVIGE FRIMITIVE

Primitiye name N-IP_Address.indication
Entity t¢ support EVCC, SECC

Paramegter Name Description

N_IP_STATUS - Link local address assigned

- Glebal address assigned

* Error

N-IP_Address.indigation (N_IP_STATUS = Link\ocal address assigned) indicates the assignment of a Ipcal IP address.
N-IP_Address.indigation (N_IP_STATUS= Global address assigned) indicates the assignment of a global IP address.
N-IP_Address.indigation (N_IP_STATUS=Error) indicates any detected error during IP assignment.

7.6.5 SECC disdovery

[V2G-DC-138] Thg EV shall support SECC discovery according to subsection 7.7.3.
7.7 Transport Lgyer

7.7.1 Transmiss|on-Control Protocol (TCP)

7.7.1.1  Overview

The Transmission Control Protocol (TCP) allows applications of V2G entities to establish a reliable data connection to
other entities. It allows data exchange in a reliable way and allows orderly delivery of sender to recover data. Additionally
TCP provides flow control and congestion control and also provides for various algorithms to handle congestion and
influence flow control.

7.7.1.2 Applicable RFCs, Limitations and Protocol Parameter Settings

[V2G-DC-139] Each V2G entity shall implement TCP as specified in IETF RFC 793.
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7.7.1.3 TCP Performance and Checksum Recommendations and Requirements

The following requirements define TCP implementation details relative to congestion control, retransmission, timing, initial
window size and Selective Acknowledgement for the purpose of improving the overall performance of TCP.

It is recommended to use the following congestion control and re-transmission algorithms in addition to the standard TCP
methods:

Each V2G entity should implement TCP congestion control according to IETF RFC 5681.

Each V2G entity should implement the NewReno Modification to TCP's Fast Recovery Algorithm according to
IETF RFC 3782.

Each V2G entity should compute TCP's retransmission timer according to IETF RFC 6298.

In order to increa
according to IETF

se TCP’s performance, each V2G entity should implement TCP extensions for
RFC 1323.

High Performance

Each V2G entity should support TCP Selective Acknowledgment Options according t04ETF RFC 2018.

Each V2G entity should implement the User Timeout Option according to IETF RFC 5482.

[V2G-DC-146] Thg urgent pointer for TCP shall not be used by any V2G entity.

It is recommended|to use the following checksum algorithm:

The checksum fieldls required in TCP headers should be implemented according to IETF RFC 1624.

7.7.2 User Datagram Protocol (UDP)

7.7.2.1 Overview

The User Datagrs
guarantees that T(
However, UDP is

m Protocol (UDP) is a connectionless protocol. UDP does not provide the relig
LP does. Packets may arrive out of order or may be lost without notification of the
faster and more effigient for many lightweight or time-sensitive purposes. UDP

bility and ordering
sender or receiver.
is located on the

Transport Layer of|the OSI layered architecture model.

7.7.2.2 Applicable RFCs, limitations and protocol parameter settings

[V2G-DC-148] Eagh V2G entity'shall implement User Datagram Protocol according to IETF RFC 768.

7.7.3 SECC Disg¢overy{Protocol

7.7.31

nfarmaation
morTrrmauuni

General

An EVCC uses the SECC Discover Protocol (SDP) to get the IP address and port number of the SECC. The SDP client
sends out SECC Discovery Request messages to the local link (multicast) expecting any SDP server to answer its request
with a SECC Discovery Response message containing this information.

After the EVCC received the IP address and the port number of the SECC, it can establish a TCP connection to the SECC
(see subsection 7.8, V2G Transfer Protocol)
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[V2G-DC-180] An SDP server shall be accessible in the local link.

NOTE: As common for internet technologies, an SDP server may be implemented on the same physical device as the
SECC and may also interface to the same IP address. If this is not the case, optimistic DAD as specified in RFC

4429 won't

7.7.3.2

lead to a benefit.

Supported ports

SDP is a UDP based protocol. The ports listed in Table 8 are used by SDP.

[V2G-DC-473] An SDP client shall support the port V2G_UDP_SDP_CLIENT as defined in Table 8 for sending and

receiving SDP mes

[V2G-DC-474] An
sending SDP mesg

NOTE: Depending
assigned ¢
assigned f
repeatedly
corresponq

[V2G-DC-475] The

7.7.3.3  Protocol

7.7.3.3.1  Structy

An SDP message

[V2G-DC-181] An

[V2G-DC-182] An

[V2G-DC-183] An

in the first byte of the UDP packet paylead:

[V2G-DC-184] An
[V2G-DC-185] An

[V2G-DC-186] An
Table 7 in the first

oagco.

SDP server shall support the port V2G_UDP_SDP_SERVER as defined in Table
ages.

on the implementation of the EVCC the dynamically assigned V2G "JDP_SDP_(
nce during or before the first transmission of a UDP packet to a SECC or can

sent, response messages may arrive asynchronously andymay not be assoc
ing request anymore.

SDP client shall be able to handle asynchronously artiving SECC Discovery Respon|
Data Unit

re

s based on the V2GTP message format;as defined in subsection 7.8.3.1.

SDP client shall support the definitions in subsection 7.8.3.1 as shown in Figure 21.
SDP client shall use a separate’UDP packet for each request message.

SDP client shall locatesthe first byte of the request message header as defined in Fig

SDP server shall support the definitions in subsection 7.8.3.1 as shown in Figure 21.
SDP Server)shall use a separate UDP packet for each response message.

SDR.server shall locate the first byte of the response message header as define
byte) of the UDP packet payload.

B for receiving and

LIENT port will be
be dynamically re-

or each individual UDP request message and response. Also_ depending on whether messages are

ated to the exact

S€ messages.

ure 22 and Table 7

i in Figure 22 and

Table 3 defines the generic SDP header structure, which is identical to the structure of the V2GTP header as defined in

7.8.3.1.
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TABLE 3 - GENERIC SDP HEADER STRUCTURE

Item Pos | Len | Description Values
Generic V2GTP Header Synchronization Pattern
Protocol 0 1 Identifies the protocol version of SDP packets. 0x00: reserved
Version 0x01: SDP version 1
0x02...0xFF: reserved by
document
Inverse 1 1 Contains the bit-wise inverse value of the protocol version Equals the
Protocol which is used in conjunction with the SDP protocol <Protocol_Vergion> XOR
Version version as a protocol verification pattern to ensure that a OxFF (e.g/)OXKE for
correctly formatted SDP message is received. Protocol Wersipn 0x01)
Generic SDP Header Payload type and Payload Length
Payload 2 2 Contains information about how to interpret the data Refer to Tabl4(8 for a
type following the generic SDP header complete list of currently
(GH_PT) specified paylqad type
values.
Payload 4 4 Contains the length of the SDP message payload-in bytes 0...4294967295 (= <d>)
length (i.e., excluding the generic SDP header bytes).
(GH_PL) Some payload types do not require any additional
parameters (payload length is 0), some\require a fixed
SDP message length while others allew for dynamic
length SDP messages.
7.7.3.3.2 Header Processing

An SDP header prgcessing is based on the V2GTP message header processing as defined in subsectig

[V2G-DC-187] An
23.

[V2G-DC-188] An
23.

7734 SECCD

The SDP client usq

[V2G-DC-189] Onl

SDP server shall apply*to the header processing as defined in subsection 7.8.3.2 a

scovery Request Message
s the SECC Discovery request message to request the IP address and the port num

y SDP client shall send SECC Discovery request messages.

n7.8.3.1.

SDP client shall apply to the.header processing as defined in subsection 7.8.3.2 and shown in Figure

hd shown in Figure

ber of the SECC.

[V2G-DC-190] An SDP client shall send SECC Discovery request messages with the source IP address on which it

expects the SECC

Discovery response message.

[V2G-DC-191] An SDP client shall send SDP request messages to destination port V2G_UDP_SDP_SERVER as defined

in Table 6.

[V2G-DC-192] An SDP client shall send SDP request messages with source port V2G_UDP_SDP_CLIENT as defined in

Table 6 on which it

expects the SECC Discovery response message.

[V2G-DC-193] An SDP client shall send SECC Discovery request message to the destination local-link multicast address
(FF02::1) as defined in IETF RFC 4291.

[V2G-DC-194] The SDP client shall send the SECC Discovery request message with payload type value 0x9000 as

defined in Table 8.
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[V2G-DC-196] The SDP client shall send the SECC Discovery request message with the payload length 2.
[V2G-DC-197] The SDP client shall send the SECC Discovery Request message with the payload as defined in Figure 19.

[V2G-DC-198] An SDP client shall send the payload in the order as shown in Figure 19. A byte with a lower number shall
be sent before a byte with a higher number. The payload starts with byte 1 and ends with byte 2.

Byte No.

-
N

Protdcol

Security
Transport

FIGURE 19 - SECC DISCOVERY REQUEST MESSAGE PAYLOAD

[V2G-DC-195] An BDP client shall use the encoding for the requested security option.and.the requested transport protocol
as defined in Tabld 4.

TABLE 4 - PAYLOAD TYPE SECC DISCOVER REQUEST MESSAGE

Security Transport Protocq/

Byte no. SDH request message 1 2
Byte no. SDH response message 19 20

0x00 = secured with TLS 0x00= TCP

0x01-0x0F = reseryved 0x01-0x0F = reserved
Applicable values

0x10 = No transport layer security 0x10 = reserved for UDP

0x11-0xFF ='reserved 0x11-0xFF = reserved

[V2G-DC-476] An |SDP server shall use the-encoding for the requested security option and the re¢quested transport
protocol as defined in Table 4 to define the supported transmission security and transport protocol for the port provided in
the same payload @s the security and transport protocol bytes.

[V2G-DC-546] For|DC charging, Transport Protocol “TCP” and “No transport layer security” according [to Table 4 shall be
used.

7.7.3.5 SECC Djscovery.Response Message

The SDP server ugés)the SECC response message to response to an SECC Discovery request megsage and provides
the IP-address andthe port of the SECT 1o the client.

[V2G-DC-199] The SDP server shall be able to extract the source IP address and source port of a received UDP packet
(client IP address and port number) and send a UDP packet to the identified IP address and port number.

[V2G-DC-200] An SDP server shall reply to any SECC Discovery request messages with an SECC Discovery response
message.

NOTE: This requirement ensures that an SDP server serving multiple clients can be reached at any time. This supports
charging of multiple EVs at an EVSE with a single SECC.

[V2G-DC-201] An SDP client shall not reply to any SECC Discovery Request message.
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[V2G-DC-202] An SDP server shall only send response messages after an SECC Discovery Request message has been

received.

An SDP server shall send an SECC Discovery Response messages as fast as possible after an SECC Discovery request
message has been received.

[V2G-DC-204] If an SDP server has multiple IP addresses, the SDP server shall send an SECC Discovery response
message with the source IP address on which the SDP server received the SECC request message.

[V2G-DC-205] An SDP server shall send an SDP response with source port V2G_UDP_SDP_SERVER as defined in

Table 6.

[V2G-DC-206] An
Discovery request

[V2G-DC-207] An
the SECC Discove

[V2G-DC-208] An
defined in Table 8.

[V2G-DC-477] An

[V2G-DC-209] An
20.

[V2G-DC-210] An
be sent before a by

[V2G-DC-211] A S
significant byte is s}

[V2G-DC-618] For
Protocol equal to ]

SDP server shall send an SECC Discovery Response message to the SDP client'wh
message.

SDP server shall send an SECC Discovery Response message to the portof the SD
'y request message.

SDP server shall send the SECC Discovery Response message-with the payload tyy

SDP server shall send the SECC Discovery Response message with payload length

SDP server shall send the SECC Discovery Respofise ' message with the payload a
SDP server shall send the payload in the ordef’as shown in Figure 20. A byte with a

te with a higher number. The payload starts'with byte 1 and ends with byte 20.

DP server shall send the fields “SECC IP Address” and “SECC Port” in big endiar
ent first the least significant byte is(sent last.

DC charging, an SDP server shall send an SECC Discovery Response messg
CP” and Security equal to~{No transport layer security” according to Table 4.

NOTE: The mechanism used by the SDPR server to determine its own IP address is out of the scope of

NOTE: The sourcg IP address and.the source port of a received UDP packet is usually provided by the

ich sent the SECC

P client which sent

e value 0x9001 as

PO.

s defined in Figure

ower number shall

format: The most

ge with Transport

DIN 70121.

TCP/IP stack.

Byte No. | 1 2| 3 4 5 6 7 8 9 |10 | 11|12 | 13| 14|15 |16 | 17| 18 | 19]| 20
SECC i3 §§
5 |a 9
SECC IP Address Port S lss
0 |Ea
FIGURE 20 - SECC DISCOVERY RESPONSE MESSAGE PAYLOAD
7.7.3.6  Timing and Error Handling

The process of SECC discovery is based on the application time out definitions. This subsection describes additional
timing and error handling for the SECC Discovery Protocol.

[V2G-DC-212] The SDP client shall count the number of SECC Discovery request messages until a valid SECC Discovery
response message has been received.
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[V2G-DC-213] The SDP client shall reset the counter for sent SECC Discovery request messages after a valid SECC
Discovery response message has been received.

[V2G-DC-214] After sending an SECC Discovery request message, the SDP client shall wait for an SECC Discovery
response message for at least 250 ms.

[V2G-DC-215] After unsuccessfully waiting for an SECC Discovery response message the SDP client shall send a new
SECC Discovery request message and increment the counter for sent SECC Discovery response messages.

[V2G-DC-216] If the SDP client has not received any SECC Discovery Response message after sending in maximum 5
consecutive SECC Discovery request messages it shall stop the SECC Discovery.

faY =Y = |
YU Ul

[V2G-DC-478] Aft
(refer to Figure 17

4 H bl QOO0 I\ bl H 4 L I 4 bla bk ol ads H H
=StoOPPMythe ST T OTSCOVeTy e rentshargototne—Same—State—as aeTmey for an appllcatlon

7.7.3.7 SECC Disgovery service primitives

The N-SECC_Add scribes the service

primitive and its pa

ess.indication notifys about the status of the SECC IP address discovery. Fable 5 de
Fameter(s).

TABLE 5 - N-SECC_ADDRESS.INDICATION SERVIGCE PRIMITIVE

Primitive name N-SECC_Address.indication

Entity to support EVCC

Parameter Name Description

N_SEQC_STATUS - SECCGP--address discovered
- Error

N-SECC_Address.
global IP-address f

ndication (N_SECC_STATUS =SECC IP-address discovered) indicates that SDP
pr the SECC.

returned a local or

section 7.7.3.

SECC_Address.ing

[V2G-DC-217]1 If §
before the EVCC h

[V2G-DC-218] If th

ication (N_SECC_STATUS = Error) indicates any error during SDP as defined in suk

DP returns a globa"SECC |P-address, the EVCC shall not indicate the discovered
as configured a global IP address as defined in subsection 7.6.3.2 and 7.6.3.3.

e SDP returns a global SECC IP-address, the EVCC shall indicate the discovered

SECC IP-address

SECC IP-address

after a global addrgss assignment as defined in subsection 7.6.3.2 and 7.6.3.3 is indicated.

7.8 V2G Transfdr Prefocol

7.8.1  General Information

The V2G Transfer Protocol (V2GTP) is a compact communication protocol to transfer V2G messages between two
V2GTP entities. It mainly consists of a header and payload definition that allows separating and processing V2G
messages efficiently. V2GTP is the standard transfer protocol between the EVCC and SECC but may also be used for
communication with other V2G Entities that support the V2GTP protocol.

7.8.2 Supported ports

V2GTP is based on TCP and UDP. In both transport protocols, a pair of IP addresses (source address and destination
address) and a pair of port numbers (source port and destination port) are used to establish and identify a connection for
bidirectional data exchange. The TCP connection is established from the source address and source port to the
destination address and destination port. UDP is not connection-based; datagrams are exchanged between the source
address and source port and the destination address and destination port. The ports listed in Table 6 are used by V2GTP
entities.
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TABLE 6 - SUPPORTED PORTS FOR V2GTP

Name

Protocol

Port number

Description

V2G_SRC_TCP_DATA

TCP(unicast)

Port number in the range of
Dynmaic Ports (49152-
65535) as defined in
RFC6335.

V2GTP source port at a
Primary Actor (e.g., EVCC)

that implements the
protocol.

V2GTP

V2G_DST_TCP_DATA

TCP (unicast)

Port number at V2GTP entity
providing a V2GTP
destination port. For SECC it
will be dynamically assigned
by SDP mechanism

V2GTP destination port at a
Primary Actor (e.g., SECC)

V2G_UDPP_SDP_CLIENT | UDP (unicast) | Port number in the range of | SDP client source part at the
Dynamic Ports (49152- EvVCC
65535) as defined in
RFC6335,
V2G_uOP_SDP_SERVER | UDP (multicast) | 15118 SDP server port which
accepts UDP packets with
alocal-link IP multicast

destination address

For V2GTP entities

[V2G-DC-149] A
V2G_DST_TCP_D

A V2GTP entity
V2G_DST_TCP_D

A V2GTP entity u
defined in Table 6.

[V2G-DC-151] A
V2G_SRC_TCP_O

Especially, for an B
[V2G-DC-153] Thg
[V2G-DC-154] Ths

[V2G-DC-155] The

ATA.

V2G_SRC_TCP_QO

V2GTP entity using a/~source port
ATA as defined in Table.6.

implementing the V2GTP the following general requirements apply:

V2GTP entity providing a destination port shall support at least one connection
ATA as defined in Table 6.

providing a destination port shall suppoft™ multiple simultaneous connections
ATA as defined by Table 6.

5ing a source port shall support at least one connection on the local port V2G_SH

VCC and an SECQ the following applies:
EVCC shall use a source port V2G_SRC_TCP_DATA as defined in Table 6.
SECC shall provide a destination port V2G_DST_TCP_DATA as defined in Table 6.

EVEC shall support at least one connection for a V2G Communication

may support multiple connections o

on the local port
on the local port
RC_TCP_DATA as
h the

local port

Session on port

[V2G-DC-156] The SECC shall support at least one connection for a V2G Communication Session on port

V2G_DST_TCP_D

ATA.

[V2G-DC-157] The EVCC shall use the port V2G_DST_TCP_DATA returned in the last SECC Discovery response
message (refer to SAE J2847/2) for connecting the SECC.

[V2G-DC-158] An SDP client shall support the port V2G_UDP_SDP_CLIENT as defined in Table 6 for sending and
receiving SDP messages.

[V2G-DC-159] An SDP server shall support the port V2G_UDP_SDP_SERVER as defined in Table 6 for receiving and
sending SDP messages.
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