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1. SCOPE

SAE J1939-31 network layer describes the requirements and services for network interconnection ECUs (NIECU) that
enable electronic control units (ECUs) on an SAE J1939 network segment to intercommunicate with other ECUs on different
network segments of the vehicle or system network. This document defines various types of NIECUs. The information in
this document applies only to ECUs that are intended to provide networking services. It is not necessary for an ECU to
provide any of these services in order to be compliant with the SAE J1939 protocol.

2. REFERENCES

2.1 Applicable Documents

General informatign regarding this series of documents is found In SAE J 1939,

The following publications form a part of this specification to the extent specified herein. Unless otherwise indicated, the
latest issue of SAE publications shall apply.

2.1.1  SAE Publ|cations

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096=0001, Tel: 877-60617323 (inside USA
and Canada) or +{ 724-776-4970 (outside USA), www.sae.org.

SAE J1587 Electronic Data Interchange Between Microcamputer Systems in Hepvy-Duty Vehicle
Applications
SAE J1922 Powertrain Control Interface for Electronic Controls Used in Medium- and Heavy-Duty Diesel

On-Highway Vehicle Applications

SAE J1939 Serial Control and Communications‘Heavy-Duty Vehicle Network - Top Level Document
SAE J1939-21 Data Link Layer

SAE J1939-22 CAN FD Data Link Layer

SAE J1939-71 Vehicle Application Layer

SAE J1939-81 Network Management

2.1.2 ISO Publigations

Copies of these dpcuments aré available online at https://webstore.ansi.org/.

ISO 11783 Tractors and Machinery for Agriculture and Forestry - Serial Control and Compmunications Data
Network

ISO 11898-1 Road Vehicles - Controller Area Network (CAN) - Part 1: Data Link Layer and Physical Signalling

ISO 11992 Road Vehicles - Interchange of Digital Information on Electrical Connections between Towing

and Towed Vehicles

ISO 15765 Road Vehicles - Diagnostics on Controller Area Network (CAN)
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22

Related Publications

The following publications are provided for information purposes only and are not a required part of this SAE Technical

Report.

2.21

SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE J1939-1

On-Highway Equipment Control and Communication Network

SAE J1939-2

2.2.2 |EEE Pub

Available from I
www.ieee.org.

ANSI/IEEE STD.8
3. DEFINITIONS
Refer to SAE J19
3.1 Definitions
3.1.1 ADDRES
The allowable rar
segments when (¢
connected by a rg
network segments
the other network
3.1.2 CLASSIC
An ISO 11898-1 (
3.1.3 CLASSIC
An ISO 11898-1

3.1.4 DATABAS

Agriculfural and Forestry Off-Road Machinery Conirol and Communication Né
ications

EE Operations Center, 445 and 501 Hoes Lane, Piscataway, NJ 088544141, T

02-1D Local Area Networks: Media Access Control (MAC) Bridges
AND ABBREVIATIONS

9 for definitions that are not featured in this document.

5 SPACE

onnected by a repeater or bridge. Thi€é address space is separate for each netwo
uter, which means the same address can be used by a different CA on each side of
have separate address space, CAS on one network segment cannot directly address
segment.

AL BASE FRAME FORMAT (CBFF)

AN data frame wijth_an 11-bit identifier, a single bit rate, and a maximum data field len
AL EXTENDED\FRAME FORMAT (CEFF)

AN dataframe with a 29-bit identifier, a single bit rate, and a maximum data field leng

bE

twork

)
-

1 732-981-0060,

ge of addresses on a particular subnetwork. The address space is continuous for the set of network

rk segment when
the router. When
individual CAs on

gth of 8 bytes.

h of 8 bytes.

A general reference to the collection of data in some NIECUs that defines the operation of the internetworking functions and
contains status and statistical data about the NIECU internetworking activity. Examples of operation data are a list of PGNs
for filtering messages forwarded between network segments or the filtering mode to apply. Examples of status and statistical
data are the maximum size for the filter database or the average number of messages forwarded per second. The term can
be used in reference to the data collection as a whole or in reference to a specific subset of the data collection, such as the
data governing the transfer of messages between a pair of ports on the NIECU.

3.1.5 FDBASE

FRAME FORMAT (FBFF)

An ISO 11898-1 CAN data frame with an 11-bit identifier, a flexible bit rate, and a maximum data field length of 64 bytes.

3.1.6

FD EXTENDED FRAME FORMAT (FEFF)

An ISO 11898-1 CAN data frame with a 29-bit identifier, a flexible bit rate, and a maximum data field length of 64 bytes.
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3.1.7 FOREIGN MESSAGE TRANSPORT

Foreign message transport describes the functionality for transferring non-SAE J1939 messages (i.e., foreign messages)
over an SAE J1939 network by encapsulating the foreign message as the message data in an SAE J1939 compatible PG.
The definition for how a foreign message is encapsulated into the PG data of these special SAE J1939 PGs is defined
elsewhere, typically within the industry standard documents associated with the special SAE J1939 PG, such as within
ISO 11992 or ISO 15765. The addresses associated with the SAE J1939 messaging and any addressing that is a part of
the foreign message are considered separate address spaces. Any addressing that is a part of the foreign message will
need to be included in the encapsulated PG data content if necessary.

3.1.8 MESSAGE
nly the application

can be transmitted
hitted in its entirety

3.1.9 MESSAGE FRAME

A message framqg (data frame) is the data link layer protocol data unit (D_PDU) transmitted over the physical layer. A
message frame can contain an entire message or a fragment of a message.

3.1.10 MESSAGE SEGMENT
The network layerfPDU (N_PDU) for a data link layer message frame.
3.1.11 NETWORK

The complete coll¢ction of one or more physical communication links, or network segments, on a vehicle or system that are
connected togetjr physically and/or virtually through netwerk interconnection devices.

3.1.12 NETWORK INTERCONNECTION ECU (NIECU)

An ECU that provigles interconnection of messages between one or more network segments. The standarf types of NIECUs
are repeater, bridge, router, and gateway.

3.1.13 NETWORK SEGMENT

A physical section| of a vehicle or,system communications network. The physical section is bounded by the ECUs and any
NIECUs directly cpnnected to jitsMultiple network segments can be connected together by NIECUs.

3.1.14 PG DATA

A structured data abject containing the parameter data for an SAE J1939 Parameter Group. The contents and structure of
the data is specifi¢d : AN data frame.

3.1.15 PG DATA DEFINITION

Specifies the content and structure of the data for a PG (PG data). The definition specifies the parameter data content (by
SP) and the position of the data for each parameter within the data object. Parameter data position is specified as either an
absolute position (specific byte and bits placement) or relative position (subsequent placement following data for another
parameter). The structured data object is defined with a fixed (non-variable) length or a variable length.

3.1.16 PORT

The connection point on a controller to the network. An NIECU has two or more ports connected to different network
segments.
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3.1.17 PORT PAIR
A specific set of two ports on an NIECU.
3.1.18 SAE J1939 MESSAGE

A message (see 3.1.8) for an SAE J1939 PG, consisting of the PGN (PG identifier), the entire PG data, and its metadata.
For SAE J1939, an SAE J1939 message refers to a PDU at the application layer; however, for some PGs, such as the
Transport Protocol PGs, an SAE J1939 message refers to PDUs at OSI layers between the application layer and data link
layer. An SAE J1939 message can be transmitted in its entirety in a single SAE J1939 message frame or it can be
transmitted in its entirety using multiple SAE J1939 message frames (multiple frame message).

3.1.19 SAE J1939 MESSAGE FRAME

A CEFF, FEFF, or|[FBFF CAN data frame (see 3.1.9) according to SAE J1939-21 or SAE J1939-22./Anh SA
frame can containl an SAE J1939 message in its entirety or an SAE J1939 message frame cdn\contain
SAE J1939 message.

E J1939 message
a fragment of an

3.1.20 SAE J1939 MESSAGE SEGMENT

The network layer|PDU for an SAE J1939 message frame.

3.1.21 SAE J1939 NETWORK

A vehicle or system network consisting of one or more connected SAEJ1939 network segments.

3.1.22 SAE J1939 NETWORK SEGMENT

A network where AE J1939-17, and

the data link layer

he physical layer is according to SAE J1989-11, SAE J1939-14, SAE J1939-15, or S
is according to SAE J1939-21 or SAE J1939-22.

3.1.23 SUBNETWVORK (SUBNET)

A subset of the vd
can include tractg
gateway to help n

hicle or system network consisting of one or more network segments connected toge
r, trailer, implement, and raking system. Subnetworks are typically separated by a
hinimize bus traffic on_each network segment. Collectively, the subnetworks are the

her. Subnetworks
bridge, router, or
vehicle or system

network.

3.1.24 TRANSIT|DELAY

from one network
homent that same

The amount of tinpe delay inedrred when an NIECU forwards a received message, or message frame,
onto another network. Thé.time between the moment the message is received at an NIECU and the n
message is transmitteddout by that NIECU.

3.1.25 TRANSPARENT

The characteristic of an NIECU and its internetworking functions that are performed in such a way that the actions and
operations are not perceived by other ECUs on the vehicle network. If the NIECU is transparent, then the other devices on
the network do not need to know of the presence of the NIECU, and the NIECU network functions and services take place
without any visible effects (i.e., invisible). A bridge NIECU between a tractor subnet and trailer subnet is characterized as
transparent if ECUs on the tractor subnet and ECUs on the trailer subnet can communicate with one another without
knowledge of the bridge involvement in forwarding some messages between the network segments, filtering other
messages, and possibly changing the data rate between the networks.

3.1.26 TUNNELING
The networking function of encapsulating one network protocol’s message within messages of a second network protocol

and carried over the second network. The network message that is tunneled is all or part of the payload of the messages
carried on the other network.
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3.2 Abbreviations

CA
ECU
NIECU
OEM @)

PG

Controller application
Electronic control unit

Network interconnection ECU

riginal equipment manufacturer

Parameter Group

PGN P

SPN S

4. NETWORKL

4.1 General
SAE J1939 netwg
different network 4
port, or network

segment. Most NI
has multiple netw|
then an NIECU is
required between
network segment,
segments, but the
space, SAE J193
providing different

e Message forw

[ )
e Address trans
[

Message rep3

An NIECU can alS
of these internetw

All network layer s

Message filteling

Brameter Group Number
Lispect Parameter Number

\YER DESCRIPTION

rk layer defines the requirements and services for NIECUs that/provide intercommu
egments of a vehicle or system SAE J1939 network. An NIECU'is an ECU connected
connection, that transfers messages and information fromi)one network segment td

brk segments and messages need to be transferred)between devices on separate n
heeded to provide for the transfer of messages from one network segment to another.
two SAE J1939 network segments depends upon the needs of the system and thg
For example, a bridge can isolate the mediarand the bus traffic between two SAE
two SAE J1939-21 network segments are still. considered a single network in terms of S
9 messages, and SAE J1939 message-frames. There are several different types
internetworking functions. The principalinternetworking functions include:

arding

ation of messages

ckaging (as part of protocol translation)

prking, functions.

FCUs have a controller application that performs the transféer of messages between ports

nications between
to more than one
another network
. When a network
etwork segments,
'he type of NIECU

protocol of each
J1939-21 network
AE J1939 address
of NIECUs, each

0 supportdatabase management to permit access and configuration of the internal databases for some

5 is not a condition

ervices are optional for any given NIECU, and the ability to supply any of these service

of compliance to the

hao QI\\I: 11020 DA~ d Dw-\r\hnn Sactian 5 3 ofthic dactimant Avithinac tha

mmanda mini
Hov<eeemmenaearracttce—oectoh StAS-GeetReRt-odtiResSthe

for ECUs providing network layer services other than foreign message transport.

um requirements
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4.2

Reasons for Multiple Networks

There are many different reasons for having a vehicle network with multiple network segments. Some common reasons

include:

1.

always physically connected.

2.

segment exce
3.

ECU that has

electrical neeq
4. Data rate com
5. Address exte

number allow

the largest sin
6. Network traffi

segments to
7.

4.3 Network To

The topology of th
any two ECUs for

provisions are made for NIECUs to detect network [oops or to prevent duplicate messages from bg

replicated indefini
select, and auto-r
this document. So
4.3.1 Network A
The SAE J1939 d
containing SAE J1
application, then a
of SAE J1939 net]

messages related
to move selected

Protocol interface, to allow data to be shared between network segments using different protocols.

eds allowed lengths.

nodes for each of the network segments will already have compensated in any way
s (such as signal rise time) of the networks.

pensation for cases where the network segments run at different rates.

sion of the network when the combined number of network addresses that are req
d by the protocol. Separating it into multiple networks allows each{o’have an address
gle network given the protocol.

C management, such as isolating high speed or time critical network segments fr
bduce the message loading on the individual network segments.

bology

A given network. The OEM should theréfore assure that no network loops exist on the

ely. Redundant network segments’ can be provided for fault tolerance, but the med
econfigure the message routing;path is the responsibility of the NIECU supplier and is
me examples of typical network topologies are shown in Figures 1 and 2.

ddressing

bta link layers provides for the potential of up to 254 unique source addresses on an S
939 network segments connected only by repeaters or bridges. If this address space is
router can.béused between SAE J1939 network segments to provide one or more sep
work segments, each with their own address space. Each subnetwork can be arrang
to a specific function (braking, suspension, trailer, implement, etc.) with a controller se
messages to and from other SAE J1939 network segments.

Physical extension or separation of the network, such as a tractor-trailer configuration where the two networks aren’t

Electrical extension of the network, such as too many node drops for a single network or backbone length of the network

Electrical interface conversion, allowing such things as impedance differences between the network segments. The
electrical intelfface conversion Is, In general, bullt INto the phnysical layer ol each NEIWOrk segment. |

The design of the
necessary for the

ired exceeds the
space as large as

bm other network

e vehicle or system network shall be constructed so there is at most one communication path between

ehicle. No special
bing generated or
hanism to detect,
not defined within

AE J1939 network

insufficient for an
Arate subnetworks
ed with ECUs and
rving as the router

4.3.2

Off-Tractor Network Segment (Trailer or Implements)

In order to isolate and protect the tractor network segment, an NIECU shall exist between the tractor network segment and
any off-tractor network segment. The type of NIECU will depend upon the design requirements. For example, a bridge
permits the off-tractor network segment to run at a different data rate and with reduced traffic by performing message
filtering, while a router permits the off-tractor network segment to be developed independently, and optimized for specific
functions. For those agricultural systems following the 1ISO 11783 standard, a tractor ECU (TECU) is used to separate the
tractor from the implement bus. Refer to ISO 11783 Part 4 and ISO 11783 Part 9 for details. Refer to ISO 11992 for details
of a possible trailer subnetwork for highway vehicles.
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Figure 1 - Example of SAE J1939 vehicle network for truck and bus
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Figure 2 - Example of SAE J1939 vehicle network for agricultural applications
4.3.3 Proprietary Messages and Networks

SAE J1939 has provisions for communications with proprietary messages. If bus traffic and latency become an issue, a
separate network segment can be used to handle the proprietary messages. The supplier of this separate network segment
and its related devices shall also provide any router/gateway function needed to share data with the main network. This
document does not define any NIECU configuration, status, and statistics services for proprietary SAE J1939 PGs based
upon PG data content.
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4.3.4 CAN 11-Bit Identifier Network Interface

SAE J1939 network segments, per SAE J1939-21 and SAE J1939-22, specify an 8-bit SAE J1939 source address as part
of the 11-bit identifier of the ISO 11898-1 CBFF and FBFF data frames. This document does not define any NIECU
configuration, status, and statistics services for CBFF and FBFF data frames.

A gateway NIECU is required for internetwork communication of CBFF and FBFF data frames between an SAE J1939
network and a non-SAE J1939 network. Component suppliers and OEMs are responsible for the gateway translation of
11-bit identifiers since this document does not specify how to manage addresses or identifiers for those devices.

A gateway NIECU is required for internetwork communication between an SAE J1939 network based on SAE J1939-21

data link protocol and an SAE J1939 network based on the SAE J1939 22 data I|nk protocol Even though both are

SAE J1939 netwofk

for CBFF data fra

A gateway NIECU

es.

is not required for internetwork communication of CBFF and FBFF data frames, betwe

networks as long as both SAE J1939 networks support the same data link protocol and are part of the sar

4.3.5 SAE J158
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5.1 Types of Ne
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1. Repeater: A ¢
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7 Network Interface
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to SAE J1587 are planned for this document.

2 Network Interface

ompatible definitions

bn two SAE J1939
ne address space.

No provisions for

was intended to be an interim standard for drivetrain control, no specific support or gatéway definition will

document.
TERCONNECTION ECUS
twork Interconnection ECUs

ndard types of network interconneetion ECUs for internetworking communications. The
ghest OSI layer where the NIECU performs its internetworking functions.

pmponent used to extend the physical length of a network or increase the number of g
rough physical segmentation of the network. A repeater is a physical layer NIECU devig
al from one network segment to another physical network segment, with no processing
ges in data rate,.address space, or protocol are permitted for network segments th

repeater. In géneral, these devices are specialized hardware that transfer the data with sub-bit time

Bridge: A devi
and data link
layer), but the

ce used to-transfer message frames between two or more network segments that have
brotocol A bridge permits changes in the media and data rate between network segm
network segments have the same address and data link protocol. A bridge is frequent

different types are

evices connected
e that regenerates
of the data in any
ht are joined by a
Helays.

the same address
ents (i.e., physical
y used to connect

network segm

ents with different data rates. A bridge is a data link layer NIECU device with a softw

are application for

the message forwarding functions. In its simplest implementation, a bridge functions as a repeater with a software
application for filtering message frames going from one network to the other. In more advance implementations
(sometimes referred to as a switch), a bridge transfers message frames between the network segments by storing and
forwarding messages; however, it can simply transfer message frames from one network segment to another. A bridge
can provide error checking before forwarding message frames so message frames with errors are not forwarded. A
bridge permits changes in the media and data rate between network segments (i.e., physical layer), but the network
segments have the same address and data link protocol. A bridge is frequently used where data rate changes are
needed. A bridge does not perform address or protocol translation.
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Router: A device used to transfer message segments between two or more network segments where the protocol is the

same on the network segments but the networks have separate address spaces, so address translation shall be
performed as the message segment is transferred between network segments. A router is a network layer NIECU
device. A router also determines how to move the data from the source to the destination, i.e., how to route the message
through the network. The networks shall have the same transport layer, but can have different network layers. A router
can expand the address space of the network by connecting network segments and allowing communication between
separate address spaces. Protocol is the same on network segments connected by a router.

Gateway: The highest complexity NIECU, the gateway can exchange data across differing protocols in addition to

handling the other functions as needed. A gateway NIECU can make changes to the packaging and presentation of the
data, including combining data from multiple messages into one.

In the ordered list
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forwarding if it has
type is simply tak
sense, a router dd
contains an instar
port pairs, or (if th
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es not forward message frames; the ECU that contains the “router” function of addre
ce of the “bridge” function of message forwarding. It can use those two''software fung
bre is an overlap in the address spaces) on the same port pair.

sical layer component that receives a digital signal from one-network segment and regs
hetwork segment, with no processing of the data in any manner. The data rate, protoc
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noise occurring o
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perform message
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nerates the digital
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commonly used tq extend the network length to cover a greater distance (area), to connect more electrig
onto the network,| or to connect to another type of media (physical layer expansion). A repeater imp
forwarding at the gignal bit level, without storing and forwarding, and therefore does no re-ordering of me

The principal function provided by a repeater is signal-regeneration between network segments running

al loads (devices)
lements message
ssages by priority.

at the same data

rate. This is achieyed by regenerating the digital signal from one network segment onto another at the physical layer of the

network, not by stpring and forwarding complete-message frames. Repeaters should incorporate an an
function. Bitwise arbitration is also achieved acress the repeater. The repeater is essentially transparent
vehicle network. All messages are forwarded-as there is no message filtering capability. If fault isolatig
repeater has the gbility to disable one or'mare of its transmitters if a bus fault is detected on one of the n
No management function is defined fora repeater, so an address is not required.

5.1.1.1 Repeater Networking.Functions

51.1.11 Forwa

A repeater perforn

rding

ns forwarding by regenerating the digital signal from one network segment to another

-loopback/lockout
o any ECU on the
n is provided, the
etwork segments.

network segment.

Each digital signa

bit’is regenerated between network segments with sub-bit-time delay. There are no ch

hnges in data rate,

address space, or protocol when a repeater forwards the digital signal onto another network segment. Forwarding is
discussed in more detail in 6.1.

5.1.2 Bridge

A bridge is a data link layer NIECU device with a software application for message forwarding functions. The media and
data rate (i.e., physical layer) may differ between network segments, but data link protocol and address space shall be the
same on both network segments. A bridge can selectively filter message frames going across it so that the bus load is
minimized on both network segments. In its simplest implementation, a bridge functions as a repeater with a software
application for filtering message frames going from one network to the other. In more advanced implementations (sometimes
referred to as a switch), a bridge transfers message frames between the network segments by storing and forwarding
message frames; however, it can simply transfer message frames from one network segment to another. A bridge can
provide error checking before forwarding message frames so message frames with errors are not forwarded.
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The principal function provided by a bridge is message frame forwarding and filtering between network segments. This is
achieved by storing, filtering, and forwarding message frames at the data link layer of the network. By filtering message
frames, the bridge can effectively reduce the amount of bus traffic present on each network segment of the network. The
bridge is essentially transparent to any ECU on the vehicle network. There is some transit delay through the bridge. If no
database management function, address management, or diagnostic capability is provided, an address is not required for
the bridge.

5.1.2.1 Bridge Networking Functions
5.1.21.1 Forwarding

A bridge performs message frame forwardlng usrng a store and forward method whereby the complete message frame
from one network[Seg ' f network. When a
bridge forwards ajmessage frame onto another network segment the message frame uses the identical{source address of
the original mess@ge. A bridge can perform error checking on message frames so message frames with errors are not
forwarded. Forwatding is discussed in more detail in 6.1.

5.1.21.2 Filterihg

A bridge can filterfany, all, or none of the message frames it receives. This will be dependent on the appljcation. Filtering is
discussed in morg detail in 6.2.

5.1.2.1.3 Bridg¢ Database Management

Although not requjred, it is recommended for a bridge to support the database management function to provide a standard
access to configuile the forward and filter databases. Database management is discussed in more detail|in 6.5.

5.1.3 Router

A router is a netwqrk layer device that transfers message segments between network segments that have separate address
spaces, data rateg, and/or media. The data link protocol.shall be the same between network segments ¢onnected through
a router. The prirjcipal operation provided by a router; in addition to those functions provided by a bridge, is address
remapping (message routing).

A router performs|address remapping on all messages transferred between the network segments. A royter requires some
form of address look up tables so a message with address X on network segment 1 appears as a messdge with address Y
on network segmgnt 2. Address Claimed \messages do not get transferred between network segments.

Once operational| the router should be essentially transparent to any ECUs on the vehicle network. There is some
translation and fonwarding delay:through the router.

A router between|two SAE 1939 network segments operates on the SAE J1939 message segment—the network layer
PDU for an SAE J1939«nessage frame. The data field of the message frame remains unmodified.

5.1.3.1 Router Nétworking Functions

5.1.3.11 Address Translation

In addition to forward and filter functions, a router shall remap message addresses when the message frame is transferred
from one network segment to another network segment. A router requires some form of a lookup table that provides the
address translation map. Address translation is discussed in more detail in 6.3.

5.1.3.1.2 Message Filtering

A router can filter any, all, or none of the message frames between two network segments. The typical default filter
configuration for a router is pass mode (filter mode = 1), where all message frames are blocked unless the message ID is
among the list of message IDs to be passed through the router. This will be dependent on the application. Filtering is
discussed in more detail in 6.2.
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5.1.3.1.3 Router Database Management

Although not required, it is recommended that a router support database management functions to configure address
translation mapping data in addition to the forward and filter databases. Database management is discussed in more detail
in 6.5.

5.14 Gateway

A gateway is a device that permits data to be transferred between two network segments with different protocols or message
sets. A gateway can also provide a means to repackage parameters into new message groups when transferring messages
from one network segment to another, as in the case where the different “protocols” are actually different message sets (for
instance, one being a proprietary subnet with all proprietary messages) on SAE J1939.

The principal operpation provided by a gateway, in addition to those functions provided by a router, is mes
This permits any ¢lata from another, non-SAE J1939 network, to be placed on the SAE J1939 datalink
being generated by the ECU that contains the gateway function. This can simplify the design of other ECU
to data without forcing each ECU to be connected to multiple data links.

A gateway NIEC

is required to transfer messages between an SAE J1939-21 based network

SAE J1939-22 based network segment. Even though both are SAE J1939 network segments, the SA

layers and mess
SAE J1939 mess
transferred betwe

Once operational
translation, repach
5.14.1 Gatewa
51.4.1.1 Proto

In addition to fory

ge frames are different, the Transport Protocols are different,yand their rules are
hges are communicated using SAE J1939 message frames: Address Claimed mes
bn network segments.

the gateway should be essentially transparent to any’ ECUs on the vehicle netwo
aging, and forwarding delay through the gateway.

y Networking Functions
col Translation and Message Repackaging

vard, filter, and address translation~functions, a gateway performs protocol transla

networks. A comnjon method of protocol translation.is'message repackaging, when the device takes pa

or more message,
easier transfer, re
message repacka

51412 Mess

5 and repackages them into, one or more “new” messages. This permits parameters
Ception, and interpretation by.another ECU. A gateway requires some form of databass
ping details. Message repackaging is covered in more detail under protocol translation

hge Filtering

A gateway can filtgr any, all, or nene of the messages between two network segments. The typical default

for a gateway is p
of message IDs tg
detail in 6.2.

bss list mode(filter mode = 1), where all messages are blocked unless the message |l
be passed.through the gateway. This will be dependent on the application. Filtering is

sage repackaging.
as though it were
s by giving access

segment and an
E J1939 data link
different for how
sages do not get

k. There is some

tion between the
ameters from one
to be grouped for
e that provides the
in 6.4.

filter configuration
D is among the list
discussed in more

51413 Gatev

ay.Database Management

Although not required, it is recommended that the database management function be supported to provide standard access
to configure the forward, filter, address translation, and message repackaging databases. Database management is
discussed in more detail in 6.5.

5.2 Message Forwarding Transit Delay Requirements

The following sections define requirements for the maximum transit delay for message forwarding by different types of
NIECUs.

5.2.1 Repeater (Bitwise Forwarding)

The maximum transit delay for each forwarded bit should be less than 10% of a bit time (400 ns at 250 kbps) to permit
bitwise arbitration to occur properly across the repeater, while still permitting reasonable propagation delay (cable distance).
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522

Bridge (Store and Forward Forwarding)

The maximum transit delay permitted for “store and forward” forwarding will be application dependent. When no specific
application limit exists, a recommended maximum value is 50 ms. Refer to SAE J1939-21 for message timing information
and SAE J1939-81 for examples of bridge delays.

5.3 NIECU Conformance (Minimum Requirements)

An SAE J1939 NIECU that claims conformance to this document shall meet the following requirements.

5.3.1

1.

5.3.2

Forwarding Requirements

Shall forward fnessages as described in this document based on NIECU type.

Messages with the same priority level shall be forwarded onto another network in the same order they were received.

Messages with a higher priority shall be forwarded before messages with a lower priority to av
messages being excessively delayed due to priority inversion by lower priority messages being forw:
port. This requirement prohibits the use of a simple first-in-first-out (FIFO) queue_for-message forw|

pid higher priority
brded to a specific
arding. Repeaters

are exempt frgm this requirement. An NIECU can bound the maximum latencies-of-méssages at different priorities and

is recommended to drop messages that exceed the maximum latency at the given priority.

An NIECU mgy begin to forward messages from one network segment to@nother before it has claimn
is simply acting as a repeater or bridge (i.e., not performing any address translation).

ed an address if it

An NIECU shall not retransmit a message onto the same network.segment where the message was originally received.

An NIECU shall not go bus off due to CAN arbitration problems when forwarding an Address Claime
an NIECU foryvards an SAE J1939 message, it transmits:the message using the source address of tf
message. Ordinarily, this will not cause CAN arbitration-problems since the network segments have
space. Howeyer, there is one exception where forwartding can result in bus errors due to a bit collis
Arbitration field of the CAN message. This one excéption occurs when an Address Claimed message
a network segment where another ECU is simultaneously transmitting an Address Claimed mess
address. In th|s very low probability case, the;NIECU shall have the ability to detect a bus error whe
message, and should stop the automaticretransmission sequence within the CAN controller chip. Oth
can experiendge multiple collisions and.go’bus off, thereby preventing other messages from being f
NIECU is ablg to recover from the bus.off condition.

Shall control tfansit delay. See'5.2 for recommended values.
Other Requirements

An NIECU dgsignhall specify its guaranteed rate for performance characteristics, such as filte
guaranteed measure’(e.g., average, minimum, maximum). A design can specify guaranteed rates fo

d message. When
e originator of the
the same address
ion outside of the
is forwarded onto
age for the same
n transmitting this
prwise, the NIECU
brwarded until the

ring rate and the
r multiple different

measures for the.same performance characteristic, e.q., average message rate and maximum mess

age rate.

An NIECU design shall specify a guaranteed filtering rate and forwarding rate. Guaranteed rates are

not required to be

specified as a singular value; they can be specified as a collection of conditional values. For example, when employing
a priority based forwarding queue, forwarding of messages with a lower priority can be affected by the volume of higher

priority messages being forwarded and, therefore, it can be necessary to specify forwarding rates for
priorities as a function of messages at other priorities.

May support NIECU database management (highly recommended).

different message
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5.4 NIECU Suitability Criteria

Three performance criteria are typically associated with determining if an NIECU is suitable for a given application. These
criteria should be used by the system integrator to evaluate the suitability of an NIECU for use on a particular vehicle.

1.
if this rate is exceeded due to average or peak bus loads.

Maximum number of messages guaranteed to be forwarded per second. An NIECU can fail to forward some messages

2. Maximum number of messages guaranteed to be filtered per second. If this rate is exceeded due to the number of
entries in the database, it is possible that messages will be excessively delayed across the NIECU.

3. Maximum transit delay. This parameter is used to determine what the worst case latency can be for a message to be
transmitted byan

6. NETWORK INTERCONNECTION FUNCTIONS

The principal netyork interconnection functions that can be provided by an NIECU are message fon
filtering, address franslation, and protocol translation. Some NIECUs also provide a database mana
access and configure these network interconnection functions. Once operational, the’ NIECU sho
transparent to any ECUs on the vehicle network, in that these principal functions (excluding database
provided as servides without the need for a specific request by the ECUs to use them? This section defin
as they pertain tojan NIECU between two SAE J1939 network segments or an NIECU between an S/
segment and a ngn-SAE J1939 network segment.

6.1 Message Forwarding

Forwarding is the petworking function of transferring individual messages or message frames, with minim
network to anothe¢r network segment. The forwarding function-allows physical and electrical extensig

varding, message
jement service to
Uld be essentially
management) are
es these functions
AE J1939 network

al delay, from one
n of the network.

Forwarding can be¢ performed bit by bit (with less than bit time.delay) with bit-wise message arbitration extended across the

interface as long
order the transmig

s the data rates are identical, or message by message (store and forward) with the 3
sion of the messages to accommodateimessage priority.

Forwarding functic
only be used betw
data link protocol

n by repeaters and bridges does*fiot involve any address translation. Repeater and br
een network segments where-the address space is continuous between the network
e.g., SAE J1939-21) is identical on both network segments.

Until an NIECU h
from ECUs on oth

bs completed its poweron and self-test (POST) sequence, ECUs will not receive for
er subnetworks.

6.2 Message Filtering
Filtering is the net
network segment.

working function that manages the messages passed by an NIECU from one network s

dded ability to re-

dge NIECUs shall
segments and the

varded messages

egment to another

Filtering-reduces the message traffic shared between different network segments. The NIECU applies a

neral, filtering can

set of rules that dgfine the messages that will be transferred from one network segment to another. In ge
be done based ugon message |D, source address, and/or destination address. However, SAE J1939-]

1 doesn’t provide

database management services for filters based on source address or 11-bit CAN ID.

Bridges, routers and gateways can perform message filtering, though it is performed on different message objects (message
frames, message segments, and messages, respectively).

There are two basic modes of operation for the filtering process within an NIECU: block mode or pass mode. These modes
apply to a particular pair of ports (i.e., port pair) on the NIECU, which means a filtering rule defines the filtering of a message
being passed from one specific port to another specific port.
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6.2.1  Block Mode Filter

In block mode, the NIECU transfers all SAE J1939 message frames and SAE J1939 messages whose message ID (PGN)
are not among the list of message IDs to be blocked (block list). The default behavior in block mode shall be to transfer all
SAE J1939 messages. If there are no entries in the block list, then all message frames and messages are transferred and
bus utilization (traffic) can be higher on each network segment. If the bus utilization is determined to be within acceptable
limits with no entries in the block list, then the use of message filtering is not required.

For NIECUs connected to SAE J1939 network segments, this document only specifies block list data management services
for reporting and configuring the list of SAE J1939 messages, by PGN, that are to be blocked from being transferred from

one specific port to another specific port.

Block mode is the[pr

vehicle build and
6.2.2 Pass Mod

In pass mode, t
message IDs to

ht%
transferred. This filter mode is best used on NIECUs connected to subnetworks performing a specific

suspension, etc.)
some of the pass
always be forward

Configuring the pa
the ability for ECU
within the NIECU

For NIECUs conn
for reporting and ¢
another specific p

6.3 Address Tr4

Address translatid
one network segn
address data of th
the PG data of thq
which allows a sin
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translation databa

Routers and gate
segments and mg

e Filter

NIECU only transfers message frames and messages whose message ID are not
passed (pass list). An entry shall exist with a specific identifier (PGN-value) for ea

br to proprietary subnetworks with few or no messages destined.for the global networ
list entries should be permanent (configured to always be présent) so the correspond
ed across the whole network, such as network management;'diagnostics, and global r

mmed during initial

among the list of
ch message to be
function (braking,
K. For pass mode,
ing messages will
equests.

ss list requires detailed knowledge of the ECUs and functions present on the whole ngtwork, or requires

s to add entries to the pass list. The pass list can.réquire more memory and process
f it is to accommodate and handle a potentially large number of pass list entries.

pcted to SAE J1939 network segments, this;:document only specifies pass list data mar
onfiguring the list of SAE J1939 messages, by PGN, that shall only be passed from
Drrt.

nslation

n is the networking function of changing the address data for a message segment as
nent to another network segment. Address translation is performed only on the sourq
e message frame header; address translation is not performed on any address param
message segment. Address translation allows each network segment to have separg
gle network address to be used on each network by different devices. Address transl
A\ME or functien associated with each claimed addresses on each network. The addres
5e shall be based upon NAME and not simply source addresses.

Wwvaysc«Ccan perform address translation, though it is performed on different message
ssdges, respectively). For SAE J1939 communications through a router NIECU, add

ing power to exist

agement services
ne specific port to

it is passed from
e and destination
eters contained in
te address space,
ation can be done
ses in the address

objects (message
ress translation is

performed on an |

BAE J1939 message segment, i.e., the network layer PDU for an SAE J1939 messag

e frame. The data

field content from the SAE J1939 message frame remains unmodified in the network layer PDU.

An NIECU can also provide address translation for message frames for particular message IDs, permitting a single address
to be used to reference a particular network segment (i.e., trailer or implement) without knowledge of the specific address
for a particular function on the network segment (i.e., lighting). When performing address translation for messages, the
address translation database shall identify the associated source or destination address. The NIECU shall have a valid
Address Claimed before it can provide this address translation service.
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6.4 Protocol Translation

Protocol translation is the networking function that allows communication between networks supporting different
communication protocols. Protocol translation involves extracting data content from messages received from one network
using one communication protocol, converting the data to the other communication protocol, assembling the standard
message for the other communication protocol, and sending that message onto the other network using the other
communication protocol. An NIECU can provide services to extract data from a network segment using one communication
protocol and make that data available to an SAE J1939 network or vice-versa. The scope of this network function is defined
by the need for information from the non-SAE J1939 protocol, and implementing this network function requires full
knowledge of both protocols to be successful. An implementer of this function will identify particular parameters that are
available on one protocol and convert, re-scale, and broadcast that information inside the standard messages of the other
protocol. This document does not provide more specific rules for protocol translation.

Protocol translatiol
and an SAE J193
message frame st
messages are cof

6.5 Database M

Database manags
the NIECU param|
support is highly n
collection of data

of addresses bety
configuring the da

6.5.1 Database

h is required when transferring SAE J1939 messages between an SAE J1939-21 baseq
9-22 based network segment. Even though both are SAE J1939 network segment
uctures are different, the Transport Protocols are different, and their rules are diffetent f
nmunicated using SAE J1939 message frames.

anagement

ment is the collection of services to configure the networking fufction databases with
etric data (such as status and statistics), and read network topology. This is an optio
ecommended for applicable types of NIECUs. The term database is used as a gener:
hat supports the networking functions, such as the list oai-messages (by PGN) to filter
een network segments. The Network Message PG,.detailed in 7.1, provides servicd
fabase management information.

Configuration Options

The filter databasg that exists within an NIECU can be configurable in several different ways.

6.5.1.1 Fixed, K

A supplier of an N

6.5.1.2 Configu

manufacture. Thi
method can be in
reconfigured durin

An NIECU can bi

6.5.1.3 Service

Service procedure

re-Defined Filter Database

IECU may provide it with a fixed:(pre-defined) filter database.

ration at Vehicle Manufacture

designed such that)it permits the vehicle OEM to configure the filter database at t

dequate to handle additions or changes to the vehicle network over time unless the N
g a service‘procedure.

Procedure Configuration

network segment
5, the SAE J1939
br how SAE J1939

n an NIECU, read
hal service, but its
| reference to the
or the association
s for reading and

he time of vehicle

requires prior knowledge of the whole vehicle network including the ECUs and messages present. This

IECU can also be

configuration is configuration over the network during a service procedure by a diagnd

stic tool using the

messages defined in this section to access the filter database.

6.5.1.4

Run-Time Configuration by ECUs

Run-time configuration describes NIECU reconfiguration at any time by any ECU on the network. A separate security
procedure to enable modification of the database should also exist. Restrictions on which ECUs are allowed to reconfigure
the filter database is application/implementation dependent.
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6.5.2 Database

Management Design Recommendations

The following are recommendations for the design of database management. NIECUs are not required to conform to these

recommendations,

1.

but are encouraged to take these under consideration.

It is recommended to use nonvolatile memory to retain the database values and parametric data through power loss.

This is particularly important for static filter database data. Provisions for a separate dynamic filter database which is
cleared upon power loss to permit easy reconfiguration as ECUs are added and removed from the network is not
presently defined.

For filter database entries created using the database management message functions, a source address and/or NAME

can be associated with each entry. ThIS address/NAME represents the ECU WhICh placed the entry, since it is also the

only ECU whigt

them from del
override this

a universal me¢

6.6 Tunneling (

Tunneling is the i
segment by encaq
SAE J1939 refers

(foreign protocol) essages to be transferred over an SAE J1939 network in a-nen-interfering manner. FN

efficient use of thq

SAE J1939 suppg
for tunneling spec
the PG data of the
FMT PGs assigne

SAE J1939 FMT n
rules and the SAH
data portion of th
SAE J1939 Recor

Since 11-bit identi

it is possible for the foreign message transport function to be performed by an ECU with only one port.

requires the 11-bi
6.6.1 Foreign M

There are many d
Several examples

ting entries W|th|n the filter database unexpectedly. A provision should also existfor
ddress/NAME match requirement in order to remove entries. This document dgdes ho
thod of managing filter database entries under all conditions.

Foreign Message Transport)

hternetworking function of communicating a message from one network segment ove
to this networking function as foreign message transport (FMT )-because it allows non-S
network wiring on a vehicle by allowing the use of sepatate, non-interfering message
rts tunneling of particular foreign protocols, or non-SAE J1939 protocols, by assignin
fic foreign protocol messages. The definition for-how the foreign protocol message is
SAE J1939 PG is defined elsewhere, such asswithin ISO 11992 or ISO 15765. Examg
d by SAE J1939 are PGNs 52480, 52736, 56808, and 56064.
nessages are SAE J1939 messages, and shall comply with and abide by the SAE J193¢
J1939 addressing methods to assure' the message frames are transported without co
e FMT messages belong to the foreign protocol; the message frames shall conf
nmended Practice.

ier and 29-bit identifier CAN‘data frames can be communicated over the same physical
identifier CAN data frames to use a foreign protocol, such as ISO 11992.

essage Transport Examples

ifferent vebhicle network situations where tunneling, or foreign message transport, mi
of different use case scenarios are provided below to illustrate FMT over SAE J1939.

sulating the original message or message packet within the data©f,another message of

sts, it can prevent

diagnostic tools to
include details of

r another network
message packet.
AE J1939 protocol
T can allow more
sets.

j SAE J1939 PGs
encapsulated into
les of some of the

) data link protocol
nflict. Only the PG
brm- strictly to the

network segment,
Such a scenario

ght be necessary.

Figure 3 and Figu

re4 illustrate an example of FMT messages to tunnel messages when two foreign

protocol network

segments are separated by an SAE J1939 network segment. In this example, an NIECU shall exist at each end of the
SAE J1939 network segment to tunnel the foreign messages using FMT messages over the SAE J1939 network segment.
For a foreign protocol message going from ECU1 to ECU2, NIECU1 receives the message from ECU1 and encapsulates
the foreign protocol message into the PG data of an FMT message. Next, NIECU1 sends the FMT message over the
SAE J1939 network to NIECU2 using the SAE J1939 SA for NIECU2 as the destination address for the FMT message.
NIECU2 extracts the foreign protocol message from the PG data of the FMT message and forwards it to ECU2. Figure 4
illustrates the messaging sequence involved in an ISO 15765 request and response transaction between ECU1 and ECU2.
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110 XXXXX Application
3 Interface H

NIECU1

(e.g., Router/Gateway)

i J1939 FMT PGs for !
1180 XXXXX Messages |

(eg., R

NIECU2
outer/Gateway)

i J1939 FMT PGs for !
1180 XXXXX Messages |

| 150 XXXXX Application }
: Interface

1ISO XXXXX Protocol : 1ISO XXXXX Protocol SAE J1939 Protocol SAE J1938 Protocol 1ISO XXXXX Protocol : 1ISO XXXXX Protocol :
Stack Stack Stack Stack Stack Stack :
""""" ) S AT Y TTTTTRTTTTT R R S
A 1ISO XXXXX Network Segment SAE J1939 Network Segment 15Q XXXXX Netwobk Segment
Figure 3 - Foreign message transport example 1—Ilogical model
ECU1 NIECU1 NIECUZ2 ECU2

L} 1 [} I

: [7EOh] (d1 d2 ... d8) J : :

: ™' [PIIPGNJ[DAJISA] (Data Field) , !

i ISO 15765 request ' [6][55808][42][17] (d1 d2 ... €)Y 1 :

1 L » 1

1 1 3 ] ]

1 | J1939 PG carrying I 7EOhT (d1 d2 _ d8 |

! : ISO 15765 request ! [ I ki >

1 1 ' ISO 156765 request 1

1 1 1 1

1 1 1 1

1 1 ] ]

1 1 1 [TE8N] (d1'd2" ... d8") 1

1 1 Lg 1

1 1 [PI[PGN]J[DAJ[SA] (Data Field) N 1

! | [6](65808][17][42] (d1' 62’ .. d8) ! ISO 15765 response !

] Ifl 1 1

1 [TE8N] (d1' d2' ... d8)) 1 J1939 PG carrying 1 1

e ' ISO 15765 response : :

: ISO 15765 response : ; :

] ] ] ]

ECU1 — 15O 15765 Netwyark® — NIECU1 — SAE J1939 Network — NIECU2 — 1SO 15765 Network —— ECU2
NQOTE: For illustrative purposes only. Refer to ISO 15765-2 for use of SAE J1939 PGs for different modes of ISO 15765 adayessing.

Figure 5 illustrates the use of FMT messages when a pair of ECUs support an application based upon a foreign protocol
but one ECU is connected to an SAE J1939 network segment and the other ECU is connected to the foreign protocol
network. For a message going from ECU1 to ECU2, NIECU1 receives the message from ECU1 and encapsulates the
foreign protocol message into the PG data of the FMT message. Next, NIECU1 sends the FMT message over SAE J1939
network to ECU2 using the SAE J1939 SA of ECU2 as the destination address for the FMT message. ECU2 extracts the
foreign protocol message from the FMT message PG data and uses it in its application. For a message going from ECU2
to ECU1, ECU2 shall know that ECU1 is accessed via NIECU1 using FMT messages for a particular foreign protocol. ECU2
builds and encapsulates the foreign protocol message into the PG data of a FMT message and sends the FMT message
over SAE J1939 using the SAE J1939 SA of the NIECU1 as the destination address for the FMT message. NIECU1 extracts
the foreign protocol message from the FMT message PG data and forwards it to ECU1.
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J1939 Application
Interface

NIECU1

H1SO XXXXX Application;
: Interface H
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! J1939 FMT PGs for |
1180 XXXXX Messages}

J1939 PGs for
J1939 Messages

1150 XXXXX Application!

Interface

! J1939 FMT PGs for |
1180 XXXXX Messages |

Stack

¢ 1SO XXXXX Protocol |
' Stack '

1 SAE J1939 Protocol !

Figure 6 illustrates
even though both
from ECU1 to EC
message. ECU1

protocol message

ALISO XXXXX Network SegmenlJL

; SAE J1939 Network Segment é

Figure 5 - Foreign message transport example 2

the use of FMT when the applications in a pair of ECUs interact\based upon a foreig
ECUs are connected to the same SAE J1939 network segment. For a foreign protog

)2, ECU1 shall know that ECU2 is accessed over the local SAE J1939 network using

uilds the foreign protocol message and encapsulates it iato the PG data for an FMT m
the FMT messag¢ over the SAE J1939 network addressed to the SAE J1939 SA of ECU2. ECU2 e
from the FMT message PG data and uses it in its_application.

_______________________ ECU1 .
J1939 Application EISO XXXXX Appiicalionf
Interface H Interface |

1150 XXX Méssages |

J1939 PGs for i J1930 FMT PGs for |

J1939 Messages

1180 XXXXX Messages |

_______________________ ECU2
J1939 Application EISO XXXXX Apphcationi
Interface H Interface |

1S XXXXX Messages |

J1939 PGs for i J1939 FMT PGs for |

J1939 Messages ISO XXXXX Messages

—_— SAE J1930 Network Segment —

n protocol service
ol message going
he particular FMT
bssage and sends
tracts the foreign

Figure 6 - Foreign message transport example 3

7. NETWORK INTERCONNECTION ECU DATABASE MANAGEMENT MESSAGE

The Network Message PG provides the means to configure the networking function databases and access the parametric
data and network topology information from an NIECU. Network Message is a bidirectional communication message used
to carry the network requests and commands to the NIECU and carry most of the network responses and
acknowledgements from the NIECU. Network Message provides a means to:

e Access and configure the filter database within the NIECU

e Access port addresses of the NIECU

e Access status and statistics from the NIECU
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7.1 Network Message PG

The basic definition of the Network Message PG is shown in Figure 7. The first byte of the PG data for every Network
Message is the Network Message Control Byte value that identifies the service or function of that instance of the Network
Message PG. The remaining PG data content for the Network Message PG depends upon the Network Message Control
Byte value. Some instances of the Network Message PG can require use of Transport Protocol.

PGN 60672 Network Message (N.xx)

Used to access network interconnection ECU parametric data and databases

Transmission Repetition Rate: Per user requirements, not recommended to exceed 5 times per second

Data Length: Variable

Extended Data P4ge: 0

Data Page: 0

PDU Format: 237

PDU Specific: 0

PDU Type: PDU1 (destination specific)
Default Priority: 6

Parameter Group [Number: 60672 (OOEDOQOR)

Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte 5892 711
2ton 7 10 1784 bytes Network Message Function-SpecificiData Content
Figure 7 - Network message PG (PGN 60672) definition
7.1.1  Network Nlessage Control Byte (SPN 5592)

The Network Mes
content of the PG
byte of the PG da

Identifies the func
values is provided

Data Length:
Resolution:

Data Range:
Type:

Supporting Inform
PGN reference:

sage Control Byte (i.e., control byte) identifies the function or service of the Network
data bytes after the control byte are dependent upon the control byte function. The con
a of all Network Message instances.

ion or service of an instance aof the Network Message. A summary of the Network Mes
in Table 1.

1 byte

1/ bit, 0 offset
0 to 250
Status

Operational Range: same as data range

aAtion:
60672

Message PG. The
trol byte is the first

sage Control Byte
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Table 1 - Network message control byte values

Control Network Message Function Description Function Reference
Byte Value Alias Direction
0 N.MFDB_ Request Message filter database request ECU to NIECU 7.3.1
1 N.MFDB_Response Message filter database response NIECU to ECU 7.3.2
2 N.MFDB_Add Add message to the message filter database ECU to NIECU 7.3.3
3 N.MFDB_Delete Delete message from the message filter database ECU to NIECU 734
4 N.MFDB_Clear Clear the message filter database for a port pair ECU to NIECU 7.3.5
5 Obsolete, not to be used N/A N/A
6 N.MFDB_Create Entry | Create message filter database for a port pair ECU to NIECU 7.3.6
7 t0 63 Reserved for future assignment by SAE N/A N/A
64 N.NT Request Source addresses request ECU to NIECU 741
65 N.NT Response Source addresses response NIECU to ECU 742
66 N.NTX Request Source address and NAMEs request ECU to NIECU 74.3
67 NINTX Response Source address and NAMEs response NIECU to ECU 744
68 to 127 Reserved for future assignment by SAE N/A N/A
128 N.GP_Request NIECU general parametric data request ECU to NIECU 7.51
129 N.GP_Response NIECU general parametric data response NIECU to ECU 752
130 N.GP_Reset NIECU general parametric data reset request ECU to NIECU 7.5.3
131 N.SP_Request Port pair parametric data request ECU to NIECU 7.6.1
132 N.SP_Response Port pair parametric data response NIECU to ECU 7.6.2
133 N.SP Reset Port pair parametric data reset request ECU to NIECU 7.6.3
134 to 250 Reserved for future assignment By)SAE N/A N/A
251 to 255 Indicators (per SAE J1939-71,Table 1) N/A N/A
7.2  General Nefjwork Message Requirements
1. If the length of the PG data for the Network Message PG is less than 8 bytes, then bytes of FFn shall be appended to
the PG data cpntent to attain a length of 8 bytes.
2. An NIECU shall respond when the NIECU supperts the Network Message PG and the instance of the [Network Message
PG was sent fo the NIECU using a specific destination address.

3. An NIECU sh

Il respond when the NIECW supports both the Network Message PG and the Network

Message Control

Byte value ar|d the instance of the Network Message PG was sent to the global destination addiess. However, an
NIECU shall njot respond to an instance of the Network Message PG sent to the global destination add
does not support the Network(Message PG, does not support the Network Message Control Byte¢ value, or cannot
perform the operation specified-by the Network Message Control Byte value.

4. The AcknowlgdgementPG (PGN 59392) shall be used as the response for Network Message interg
the Network Message-acknowledge responses. The Acknowledgement PG shall be used with the Ne
provide a negative-acknowledge response when an NIECU response is required, such as a destinatio
where the Nefwork Message Control Byte value is not supported or when the Network Message f

ress when NIECU

ctions for some of
twork Message to
n specific instance
unction cannot be

performed. When the Acknowledgement PG IS Used 1o respond 1o a Network Vlessage request or command, the PG
data for the Acknowledgement PG shall have the PGN of the Network Message PG (PGN 60672) reported in the
Parameter Group Number bytes and the Network Message Control Byte value reported in the Group Function value
parameter bytes. Refer to SAE J1939-21 and SAE J1939-22 for details on the Acknowledgment PG.

5. An ECU shall wait for a response to its Network Message request or command, or for the “no response” time-out, before
sending another Network Message request or command.

6. An NIECU should be capable of configuring the filter database properly if the global port number is specified for either
or both of the port values in a port pair.
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7.3 Message Filter Database Services (N.MFDB)

The message filter database services are a set of Network Message messages for accessing and configuring the message
filter database in the NIECU. The first byte of PG data for each N.MFDB message is the Network Message Control Byte
value that identifies the message filter database service. The second byte of the PG data for each N.MFDB message is the
port pair data. The remaining bytes in the PG data for each N.MFDB message are dependent on the Network Message
Control Byte value.

7.3.1 Message Filter Database Request (N.MFDB_Request)

The N.MFDB_Request message is used to request the message filter database information for the port pair specified by
the To Port and From Port parameters. This message is sent from the ECU to the NIECU.

N.MFDB_RequeJt Message (Network Message Control Byte = 0)

Transmission Repetition Rate:  As Required
Data Length: 8 bytes
Parameter Groyp Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte = 0 5892 711
21 4 bits To Port 5594 7.7.3
2.5 4 bits From Port 5895 7.7.4
3to8 1 byte Fill each byte with FFn

7.3.2 Message Filter Database Response (N.MFDB_Response)

The N.MFDB_R¢g
N.MFDB_Reques
applied to those 1
PGNSs. This mess

N.MFDB_Respon

sponse message is used to provide the ¢uessage filter database entries, ir
. The message identifies the list of SAE J1939 messages, identified by their PGN, a
hessages when going from the “From Port*to the “To Port.” PGN List can contain Z
hge is sent from the NIECU to the ECU.

se Message (Network Message Control Byte = 1)

response to a
nd the Filter Mode
ero, one, or more

Transmission Repetition Rate: On Request
Data Length: 8 to 1785 bytes
Parameter Group Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte = 1 5892 711
2.1 4 bits To Port 5394 7.7.3
2.5 4 bits From Port 5395 7.74
3 1 byte Filter Mode 5596 7.7.5
4106 3 bytes PGN 5599 7.7.8
Byte 4 LSB of PGN
Byte 5 2nd byte of PGN
Byte 6 MSB of PGN
NOTE 1: The PG data contains a list of one or more PGNs.
Given:
a = Network Message Control Byte
b = To Port and From Port
c = Filter Mode
d =PGN
PG data will be as follows: a, b, ¢, d, d, d .... etc.
NOTE 2: When only 1 PGN is included in the PG data, then bytes of FFy shall be appended to the PG data content to attain

a length of 8 bytes, as specified in 7.2.
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EXAMPLE: The SAE J1939-21 CEFF message frames in Figure 8 illustrate the Network Message exchange for the filter
database information from the tractor-trailer bridge. The example shows the N.MFDB_Request from an
offboard diagnostic tool (SA 248) and the subsequent N.MFDB_Response from the tractor-trailer bridge (SA
32). The N.MFDB_Request is a request for the filter database entries for messages going from the network
at port 1 to the network at port 2, i.e., from port 1 to port 2. The N.MFDB_Response indicates block list filtering
is used from port 1 to port 2 (filter mode = 0) and the Engine Configuration PG (PGN 00FEE3:) is the only
SAE J1939 message being blocked by the filter.

7.3.3 Add Mess

The N.MFDB_Add
contains a list of g
database for the
messages to the 1
of the particular fil
changed without g
command is requi

N.MFDB_Add Me
Transmission R
Data Length:
Parameter GroJ

Start Position

Function Identifier Data
PRI | EDP DP PF DA ‘ SA Byte 1 Byte2 | Byte3 | Byte4 | Byte5 | Byte 6 | Byte 7 | Byte 8
N.MFDB_Req
110b 0 0 237 32 248 00h 12h FFh FFh FFh FFh FFh FFh
L A A J
— \ 3
Control Port Fill bytes
Byte Pair
Function Identifier Data
PRI | EDP | DP PF DA SA | Byte1 | Byte2 | Byte3 | Byte4 | Byte 5 Bytﬁq)\%e 7 | Byfe8
N.MFDB_Response T
110b 0 0 237 | 248 32 01h 12h 00h E3h FEh 00h FFh FFh
\ I\ A L )
Control Port Filter PGN Fill byted
Byte Pair Mode

Figure 8 - Example of message data frames for filter database information

ages to Message Filter Database (N.MFDB_Add)

message is used to add one or more messages (by PGN) to the message filter datahase. The PG data
ne or more PGNs, where each PGN is the PGNof an SAE J1939 message to add to [the message filter
specified port pair. If the “To Port” is set to global value, then the message is a request to add these
nessage filter database for each port pair. An.ECU using this function shall already know the Filter Mode
ler database before making an entry as the filter mode is not included with this command and cannot be
learing and rebuilding the database fordhat port pair. See 7.3.6 for comparison. Acknpwledgment of the

Fed using the Acknowledgment PG(PGN 59392).

ssage (Network Message Control Byte = 2)
bpetition Rate:  As Required
8 to 1785 bytes

1

2.1
25
3to5

p Number: 60672
Length Parameter Name
1 byte Network Message Control Byte = 2
4 bits To Port
4 bits From Port
3 bytes PGN

Byte 3 LSB of PGN

Byte 4 27 pyte of PGN

SPN

5592 7141
5594 773
5495 774
5499 7.7.8

NOTE 1: The PG
Given:

Byte 5 MSB of PGN

data contains a list of one or more PGNSs.

a = Network Message Control Byte
b = To Port and From Port
c =PGN
PG data will be as follows: a, b, c, c, ¢ .... etc.

NOTE 2: When only 1 or 2 PGNs are included in the PG data, then bytes of FFh shall be appended to the PG data content
to attain a length of 8 bytes, as specified in 7.2.
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7.3.4 Delete Messages from Filter Database (N.MFDB_Delete)

The N.MFDB_Delete message is used to delete one or more SAE J1939 messages, specified by their PGN, from the
message filter database for a port pair. The PG data contains a list of one or more PGNs, where each PGN is the PGN of
an SAE J1939 message to delete from the message filter database for the specified port pair. If the “To Port” is set to global
value, then the message is a request to delete these messages from the message filter database for each port pair.
Acknowledgment of the command is required using the Acknowledgment PG (PGN 59392).

N.MFDB_Delete Message (Network Message Control Byte = 3)
Transmission Repetition Rate:  As Required

Data Length: 8 to 1785 bytes

Parameter Group Number: 60672

Start Position Length Parameter Name SPN

1 1 byte Network Message Control Byte = 3 5892 711
2.1 4 bits To Port 5894 7.73
25 4 bits From Port 5595 7.7.4
3to5 3 bytes PGN 5599 7.7.8

Byte 3 LSB of PGN
Byte 4 27 pyte of PGN
Byte 5 MSB of PGN

NOTE 1: The PG|data contains a list of one or more PGNs.
Given:

Network Message Control Byte

To Port and From Port

RGN

4 will be as follows: a, b, ¢, c, c .... etc.

O T
o n

PG dat

NOTE 2: When only 1 or 2 PGNs are included in the PG data, then bytes of FFh shall be appended to the PG data content
to attain a length of 8 bytes, as specified in 7.2¢

7.3.5 Clear Megsage Filter Database for a Port Pair (N.MFDB_Clear)

The N.MFDB_Clgar message is used to clear'the all messages from the message filter database(for the port pair.
Acknowledgment pf the command is required-using the Acknowledgment PG (PGN 59392).

N.MFDB_Clear Message (Network Message Control Byte = 4)
Transmission Repetition Rate:  (As Required

Data Length: 8 bytes

Parameter Groyp Number: 60672

Start Position Length Parameter Name SPN

1 1ibyte Network Message Control Byte = 4 5892 711
2.1 4bits To Port 5894 7.73
25 4 Dits From Port 5595 7.7.4
3to8 1 byte Fill each byte with FFn

7.3.6 Create Message Filter Database for a Port Pair (N.MFDB_Create_Entry)

The N.MFDB_Create Entry message is used to create (initialize) a message filter database entry for the port pair. The
message data specifies the port pair, the filter mode to apply to the port pair, and the SAE J1939 messages, specified by
their PGN, to add to the message filter for the port pair. If the “To Port” is set to global value, multiple entries can be made
in the filter database, one for each port pair containing the “From Port.” The filter mode is included with this command to
explicitly indicate whether the new entry is for block or pass mode. The PG data contains a list of one or more PGNs, where
each PGN is the PGN of an SAE J1939 message to add to the message filter database for the specified port pair.
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If an NIECU receives a N.MFDB_Create_Entry message and the NIECU message filter database already has message
filter entries for the port pair, then the NIECU should respond with a negative acknowledgement using the Acknowledgement
PG. The N.MFDB_Create_Entry service is not intended to be used to modify an existing message filter database for a port
pair, such as changing the filter mode or adding messages to the filter. The N.MFDB_Add and N.MFDB_Delete services
should be used to modify the messages in the filter for a port pair.

Acknowledgment of the command is required using the Acknowledgment PG (PGN 59392).

N.MFDB_Create_Entry Message (Network Message Control Byte = 6)

Transmission Repetition Rate:  As Required
Data Length: 8 to 1785 bytes
Parameter Group Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte = 6 5892 711
2.1 4 bits To Port 5894 7.73
25 4 bits From Port 5595 7.7.4
3 1 byte Filter Mode 5596 7.7.5
4106 3 bytes PGN 5599 7.7.8
Byte 4 LSB of PGN
Byte 5 2nd byte of PGN
Byte 6 MSB of PGN
NOTE 1: The PG|data contains a list of one or more PGNs.
Given:
a = Nletwork Message Control Byte
b = To Port and From Port
¢ = Rilter Mode
d = FGN
PG datg will be as follows: a, b, ¢, d, d, d .... etc.
NOTE 2: When oply 1 PGN is included in the PG data,then bytes of FFy shall be appended to the PG data content to attain
a length of 8 bytes, as specified in 7.2.
7.4  Network Topology Information Services (N:NT)
The network topology information servicés (N.NT) are a set of Network Message messages to get basic|information about
the nodes connedted to other ports of'\the NIECU. The first byte of the PG data for each N.NT message is the Network
Message Control Byte value that identifies the network topology information service. The second byte pf the PG data for
each N.NT message contains a.single port number, placed in the lower nibble, to identify the NIECU port that the topology
information is asspciated. The femaining PG data bytes in each N.NT message are dependent on the Network Message
Control Byte valug.
Even though NIEGUssheuld be transparent to the ECUs on a network, there are circumstances when it is necessary for an
ECU to know the gctual topology of the network in order to properly set up the databases. Topology inforfnation for network

segments using non-SAE J1939 address spaces is not defined in this document.

If there are multiple bridges present on a given vehicle network, it may be necessary to get network topology information
from all of the bridges in order to identify the network segment containing the device using a particular source address. A
bridge can only identify its network segment connection where a particular source address is located. However, it is possible
that particular source address appears on that network segment due to another bridge connected to that same network
segment.

Topology information for networks containing non-SAE J1939 address spaces is not defined in this document.
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7.41

Source Addresses on a Port Request (N.NT_Request)

The N.NT_Request message is used to request the list of SAE J1939 source addresses found on a given NIECU port.

N.NT_Request Message (Network Message Control Byte = 64)

Transmission Repetition Rate:  As Required
Data Length: 8 bytes
Parameter Group Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte = 64 5592 711
21 4 bits Port 5593 7.7.2
2.5 AHoits FitrwithFr
3to8 1 byte Fill each byte with FFn
7.4.2 Source Addresses on a Port Response (N.NT_Response)
The N.NT_Respohse message is used to provide the list of SAE J1939 source addresses found on an NIECU port, in
response to an N.NT_Request. The PG data contains a list of zero or more SAE J1939 source addresses.
N.NT_Response Message (Network Message Control Byte = 65)
Transmission Repetition Rate:  On Request
Data Length: 8 to 1785 bytes
Parameter Groyp Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte'= 65 5892 711
2.1 4 bits Port 5893 7.7.2
2.5 4 bits Fill with Fn
3 1 byte Source Address (SA) 5600 7.7.8
NOTE 1: The PG|data contains a list of one or more Source Addresses (SA).
Given:
a = Nletwork Message Control Byte
b = Rort
c=3A
PG datg will be as follows: a, byc, c, ¢ .... etc.

NOTE 2: When fq
to attain

7.4.3

The N.NTX_Requ
agiven NIECU po

Source Adidresses.and NAMEs on a Port Request (N.NTX_Request)

wer than 6 SAs are included in the PG data, then bytes of FFn shall be appended to th
a length of 8.bytes, as specified in 7.2.

st message is used to request the list of SAE J1939 source addresses and associated

e PG data content

NAMEs found on

t:“This message should be used only when the ECU on the local network segment will n

bt see the address

claim messages of the controller applications on the network segment connected to the specified NIECU port; for example,
when the network segments are separated by a router. This message should be used only when the network segment
connected to the specified NIECU port supports the SAE J1939 NAME entity, such as an SAE J1939 or ISO 11783 network.


https://saenorm.com/api/?name=7112adb897c12ae1b3b7891cb07cc570

SAE INTERNATIONAL J1939™-31 JUN2023 Page 30 of 42

N.NTX_Request Message (Network Message Control Byte = 66)
Transmission Repetition Rate:  As Required

Data Length: 8 bytes

Parameter Group Number: 60672

Start Position Length Parameter Name SPN

1 1 byte Network Message Control Byte = 66 5592 711
2.1 4 bits Port 5593 7.7.2
2.5 4 bits Fill with Fn

3to8 1 byte Fill each byte with FFn

7.4.4 Source Addresses and NAMEs on a Port Response (N.NTX_ Response)

The N.NTX_Resppnse message is used to provide the list of SAE J1939 source addresses and assecidted NAMEs found
on an NIECU port, in response to an N.NTX_Request. The “Number of SA/NAME Pairs” parameterindjcates the number
of 9-byte SAE J1939 Source Address and NAME pairs contained in the PG data. The message isiimited to a maximum of
198 SA/NAME palfrs.

N.NTX_Respons¢ Message (Network Message Control Byte = 67)
Transmission Repetition Rate:  On Request

Data Length: 8 to 1785 bytes
Parameter Groyp Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte =.67 5892 711
2.1 4 bits Port 5893 7.7.2
2.5 4 bits Fill with Fn
3 1 byte Number of SA/NAME Pairs 502 7.7.11
a 1 byte Source Address 5600 7.7.9
b 8 bytes NAME associated with SA 501 7.7.10
NOTE 1: The PG|data contains a list of one or more Seurce Addresses (SA).
Given:

a = Nletwork Message Control Byte

b = Rort

¢ = Number of SA/NAME Pairs

d = $ource Address

e = NAME associated with*SA

PG datq will be as follows: a; b, c, d, e, d, e .... etc.

NOTE 2: If there pre zero SAINAME pairs to report, then PG data shall be 8 bytes long with byte 4 to byte 8 in the PG data
set to FFn, as specified in 7.2.

7.5 NIECU General:Rafametric Data Services (N.GP)

The NIECU general parametric data services (N.GP) are a set of Network Message messages o get NIECU performance
and operation status and statistics data. The general parametric data services provide the status and statistics data for the
NIECU without regard to a specific port pair. Services for accessing similar parametric data for a specific port pair are
provided through the network message services detailed in 7.6. The first byte of the PG data for each N.GP message is the
Network Message Control Byte value that identifies the parametric data service. The remaining PG data bytes for each
N.GP message are dependent on the Network Message Control Byte value.

The list of available parameters is defined in Table 4. Some of the parametric data is applicable for a given NIECU, for a
specific port pair, or for both.
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An NIECU is not require to support reporting parameter data for every NIECU Parameter Number; however, an NIECU shall
know the data byte length for all NIECU parameters which have a NIECU Parameter Number that is less than the highest
NIECU Parameter Number supported or known by the NIECU. This is required so the NIECU can report the correct number
of bytes of FFn for unsupported parameters.

7.5.1 NIECU General Parametric Data Request (N.GP_Request)

The N.GP_Request message used to request general status and statistics parametric data for the NIECU. SAE J1939
recommends the request always be for Parameter Number 0, which returns the data for the entire list of parameters. The
PG data contains a list of one or more NIECU Parameter Numbers where each NIECU Parameter Number identifies data

being requested. When two or more NIECU Parameter Numbers are requested, the parameter numbers shall be listed in
ascending numerical order in the PG data.

N.GP_Request II/Jessage (Network Message Control Byte = 128)

Transmission Repetition Rate:  As Required
Data Length: 8 to 1785 bytes
Parameter Group Number: 60672
Start Position Length Parameter Name SPN
1 1 byte Network Message Control Byte = 128 5892 711
2 1 byte NIECU Parameter Number 5897 7.7.6
NOTE 1: The PG|data contains a list of one or more Source Addresses (SA);
Given:
a = Nletwork Message Control Byte
b = NIECU Parameter Number
PG datg will be as follows: a, b, b, b .... etc.

NOTE 2: When fq
to the P
7.5.2 NIECUG

The N.GP_Respgd
response to a N.G

When the N.

N.GP_Response shall contain thé parameter data for all parameter numbers, in numerical order.

When the N.

N.GP_Responpse shall contain the parameter data for the specified parameter numbers, in the same o

numbers are |

The PG data {

wer than 7 NIECU Parameter Numbers areincluded in the PG data, then bytes of FFn
G data content to attain a length of 8 bytes, as specified in 7.2.

bneral Parametric Data Response (N:GP_Response)

nse message is used to proyide the general status and statistical parametric data
P_Request. The NIECU Parameter Data content is dependent upon the N.GP_Reque

5P_Request is for Rarameter Number 0 (zero), the NIECU Parameter Data in the

5P_Request_ is\for a list of parameter numbers, the NIECU Parameter Data in the

sted in the-N.GP_Request.

or-amunsupported parameter shall be filled with FFnh. This is necessary because the ir

shall be appended

for the NIECU, in
St

PG Data for the

PG Data for the
rder the parameter

terpretation of the

NIECU Paranpeter Data is based upon the data byte position since the NIECU Parameter Data cq

nsists of only the

parametric data values.

of additions to

the parameter list and stopped with the last known parameter.

If the NIECU Parameter Data is shorter than expected by the requesting ECU, it means the NIECU has no knowledge
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N.GP_Response

Transmission Repetition Rate:

Data Length:

Parameter Group Number:

Start Position

Message (Network Message Control Byte = 129)

1

On Request
8 to 1785 bytes
60672
Length Parameter Name SPN
1 byte Network Message Control Byte = 129 5592 711
NIECU Parameter Data 5598 7.7.7

data contains a list of data for one or more NIECU parameters.

a = Network Message Control Byte

2ton
NOTE 1: The PG
Given:
b=N
PG dats
753 NIECUG

The N.GP_Reset
items in Table 4 W

Acknowledgment

N.GP_Reset Mesjsage (Network Message Control Byte = 130)

Transmission R
Data Length:
Parameter GroJ

Start Position

HECHParameter Data
will be as follows: a, b, b, b .... etc.

eneral Parametric Data Reset Request (N.GP_Reset)

message is used to reset the data for all of the resettable statistical parametfic data fq
ith “Yes” in the “Able to be Reset” column are the statistical parametric data that are rg

bf the command is required using the Acknowledgment PG (PGN)59392).

1
2t0 8

7.6 NIECU Spe

The NIECU speci
operation status a
NIECU without re
byte of PG data fg
data service. The
for each N.SP me

The list of availab

7.6.1 NIECU Sy

bpetition Rate:  As Required
8 bytes
p Number: 60672
Length Parameter Name S
1 byte Network Message ControhByte = 130 55
1 byte Fill each byte with FFx

Cific Port Pair Parametric Data Services (N.SP)

fic port pair parametric data services (N.SP) are a set of Network Message messa
nd statistics parametric data'for a specific port pair. Services for accessing similar para
jard to a specific port pair'are provided through the network message services detail
r each N.SP message'is the Network Message Control Byte value that identifies the p
second byte of PG data for each N.SP message is the port pair. The remaining data by
5sage is dependént on the Network Message Control Byte value.

e parameters-is defined in Table 4.

ecific’Port Pair Parametric Data Request (N.SP_Request)

The N.SP_Reque

r the NIECU. The
settable.

92

~

pes to get NIECU
metric data for the
pd in 7.5. The first
brt pair parametric
tes in the PG data

st-message is used to request status and statistics parametric data for a specific port

bair of the NIECU.

SAE J1939 recommends the request always the data for be for Parameter Number 0, which returns the entire list of
parameters. The PG data contains a list of one or more NIECU Parameter Numbers where each NIECU Parameter Number
identifies data being requested. When two or more NIECU Parameter Numbers are requested, the parameter numbers shall
be listed in ascending numerical order.
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N.SP_Request Message (Network Message Control Byte = 131)

Transmission Repetition Rate:

Data Length:

Parameter Group Number:

As Required

8 to 1785 bytes

60672
Length Parameter Name SPN
1 byte Network Message Control Byte = 131 5592 711
4 bits To Port 5594 7.7.3
4 bits From Port 5595 7.7.4
1 byte NIECU Parameter Number 5597 7.7.6

data contains a list of data for one or more NIECU parameters.

Start Position
1
2.1
2.5
3
NOTE 1: The PG
Given:
a=N
b=1
c=N
PG dats

NOTE 2: When fq
tothe P
7.6.2 NIECU Sy

The N.SP_Respo
NIECU, in respon

When the N.
N.SP_Respor

When the N.
N.SP_Respor
numbers are |

The PG data
interpretation
only the parar

If the NIECU
of additions ta

N.SP_Response

G data content to attain a length of 8 bytes, as specified in 7.2.

BP_Request is for Parameter Number 0 (zera),the NIECU Parameter Data in the

BP_Request is for a list of parameter numbers, the NIECU Parameter Data in the

for an unsupported NIECU Patameter shall be filled with bytes of FFn. This is neces
bf NIECU Parameter Datais based upon the data byte position since NIECU Parameter Data consists of
hetric data values.

Parameter Data is.shorter than expected by the requesting ECU, it means the NIECU

Message (Network Message Control Byte = 132)

etwork Message Control Byte

o Port and From Port

IECU Parameter Number

will be as follows: a, b, ¢, c, ¢ .... etc.

wer than 6 NIECU Parameter Numbers are included in the PG data, then' bytes of FFn

ecific Port Pair Parametric Data Response (N.SP_Response)

se shall contain the parameter data for all parameter numbers, in numerical order.

se shall contain the parametric data forthe specified parameter numbers, in the same o
sted in the N.SP_Request.

the parameter list.and stopped with the last known parameter.

shall be appended

nse message is used to provide the status and statistical parametric data for a specifjc port pair for the

be to a N.SP_Request. The NIECU Parameter Data content is dependent upon the N.$P_Request.

PG Data for the

PG Data for the
der the parameter

sary because the

has no knowledge

Transmission Repetition*Rate:  On Request

Data Length: 8 to 1785 bytes

Parameter Groyp,Number: 60672

Start Position Length Parameter Name SPN

1 1 byte Network Message Control Byte = 132 5592 711
2.1 4 bits To Port 5594 7.73
25 4 bits From Port 5595 7.7.4
3ton NIECU Parameter Data 5598 7.7.7

NOTE 1: The PG
Given:

data contains a list of data for one or more NIECU parameters.

a = Network Message Control Byte
b = To Port and From Port
¢ = NIECU Parameter Data
PG data will be as follows: a, b, ¢, ¢, ¢ .... etc.
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