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Scope—This series of SAE Recommended Practices was developed to provide an open interc
for on-boprd electronic systems. It is the intentioncof these documents to allow electron
communigate with each other by providing a standard ‘architecture. This particular document
Network Layer which defines the requirements .and services needed for the electronic dev
Interconngction ECUSs) providing intercommunications between different segments of the SAE
Network. |It also defines the various types ofNetwork Interconnection ECUs and the functions th
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3.6

3.7

3.8

Definitions—See SAE J1939 for definitions that are not defined in this document.

Segment—This refers to the physical media of a given network and the ECUs attached to it. A single segment
of a network is distinguished by all of the ECUs "seeing" the signal at the same time (i.e., there is no
intermediate device between different sections of the network). Multiple segments can be connected together
by Network Interconnection ECUs.

Subnetwork—This refers to the network activity (message traffic) on a specific SAE J1939 segment.
Subnetworks may include: Tractor, Trailer, Implement, and Braking System. Note that subnetworks are
typically separated by a bridge, router, or gateway to help minimize bus traffic on each segment. Collectively

the subne,

Network
subnetwo
Gateway.

Repeater
the netwo
connect t
address s

Bridge—
changes i
Space rer
across it

Router—
exchange
messages
must havg
address Y
single dey

Gateway-
message
transferrir]

Port—Thd
bridge mg

Descripti
devices

tworks-are-the- SAE-J1939 \/ghicle Nebtaork.

nterconnection ECU—A device that exists primarily for the purpose of interconfectir]
'ks. Specific implementations for “forwarding” messages include: Repeater;-Bridge

—A device which regenerates the data signal to and from another segment of media
rk to cover a greater distance (area), to connect more electrical loads(devices) onto
p another type of media (physical layer expansion). The data(ate, protocol (data li
pace are the same on both sides of the repeater.

A\ device which stores and forwards messages between two or more network segments
n the media, the electrical interface, and data rate between segments. The Protoco
hain the same on both sides of the bridge. Note that'a bridge may selectively filter mg
o that the bus load is minimized on both segments:

\ device which allows segments with independent address spaces, data rates,

messages. This permits each segmentto operate with minimum bus loading yet still
from remote segments. The protocal¥emains the same across all segments. Note
e look up tables to permit the transtation and routing of a message with address X on
on segment 2. This also permits a vehicle system like a tractor, trailer, or implement
ice to another portion of the v€hicle.

—This device permits,data to be transferred between two networks with differen
sets. The gateway,provides a means to repackage parameters into new message
g messages from-one segment to another.

b connectiompoint from a controller to the network. Although most ECUs have on
y have two'or more ports to connect various segments together.

bn of the Network Layer—This document defines the requirements and services
raviding intercommunications between different segments of vehicle wide SAE J1

g networks or
, Router, and

This permits
the bus, or to
nk layer), and

L This permits
and Address
pSsages going

and media to
obtain critical
hat the router
segment 1 to
0 appear as a

protocols or
groups when

y one port, a

for electronic
939 network.

When mu

[iple segments EXiSt, a Network imterconnection ECU must proviae Tor the transter or

essages from

one segment to another. Functions a Network Interconnection ECU may provide include: message forwarding,
message filtering, address translation of messages, and message repackaging. A Network Interconnection
ECU may also support database management to permit access and configuration of the internal databases.
Depending on the functions required, various types of Network Interconnection ECUs can provide these
services. For example, a bridge may isolate two segments of media and the bus traffic on each, but the
network is still considered "one" network in terms of address space and identifiers. See Figures 1 and 2 for
typical network topologies. Port number assignments associated with particular bus segments are industry
specific.
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4.1

4.2

4.3

4.4

Network Layer Functions —The major function provided by the network layer is the transfer
from one segment to another segment. The simplest functionality is to forward messages, see

of messages
5.1. This can

be achieved with a repeater, see 6.1. A bridge type device, see 6.2, also has the capability to perform message
filtering, see 5.2. A router permits a vehicle system like a tractor, trailer, or implement to appear as a single
device to another portion of the vehicle. See 6.3, Router, for details. This is achieved by address translation,

see 5.3. A gateway, see 6.4, permits parameters to be repackaged into different messages. See
repackaging, for details.

In addition to these Network Layer functions for message transfer, another Network Layer service

5.4, Message

is provided to

access and conﬂgure the databases within a Network Interconnection ECU as defined in 5.5, Database

Interconng¢ction ECU to provide the interface to the implement bus. Refer/to SAE J193
Management for specific details on the address claim procedures for Network’Interconnection E
ECUs on pubnetworks.

The use ¢f a router or gateway to interface to a proprietary subnetwork is beyond the scope
because |it is application dependent. Specific implementations may be developed by th
manufactiirer, subsystem supplier, or OEM to perform needed functions.
Network |nterconnection ECU (NIECU) Types—A NIECU type is typically defined by thg
provides.
and addrdgss translation), and Gateway (forward, filter, address translation, and message repack

Network Topology—The topology of the vehicle network must be constructed so that there i
path betwgen any two ECUs. The OEM should therefore assure that no network loops exist on th
special prpvisions are made for NetworK Interconnection ECUs to detect network loops or to pre
messageg from being generated or replicated indefinitely. Redundant bus segments can be prg
tolerance,
responsibjlity of the Network Inferconnection ECU supplier and is not defined within this docume

Conformance (Minimum. Requirements)—A SAE J1939 Network Interconnection ECU that cl
ance to this document;

Shall forwmard messages as described in this document based on NIECU type.
Shallfofrward messages with a higher priority before those with a lower priority.
Shalkforward messages for a given priority in the same order as received.

nse defined in

nples include:
CUs may also

, implement, or

nnection ECU
f a Network
D-81 Network
CUs and other

bf SAE J1939
e component

e functions it

The four types are: Repeater (forwarding)yBridge (forwarding and filtering), Router iorward, filter,

ging).

5 at most one
e vehicle. No
vent duplicate
vided for fault

but the mechanism .10 .detect, select, and autoreconfigure the message routing path is the

nt.

hims conform-

Shalrmot go bus off due 1o the forwarding and contention of an Address Claimed messa
May support Network Interconnection ECU database management (highly recommende
Shall specify a guaranteed filtering rate and forwarding rate.

Shall not exceed the values for the following parameters:

@~0oooy

1. Maximum transit delay (see Section 6 for NIECU specific values)

e.
d).
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4.5

4.6

4.7

4.8

48.1

4.9

4.10

Network Interconnection ECU Performance Criteria—Three performance criteria are typically associated
with a Network Interconnection ECU to determine its suitability for a given application. The first is the
maximum number of messages guaranteed to be forwarded per second. If this rate is exceeded due to average
or peak bus loads, it is possible that the Network Interconnection ECU may lose messages. The second
parameter is the maximum number of messages guaranteed to be filtered per second. If this rate is exceeded
due to the number of entries in the database, it is possible that messages will be excessively delayed across
the Network Interconnection ECU. The third is the maximum transit delay. This parameter is used to
determine what the worst case latency could be for a message to be transmitted by an ECU and received by

another ECU on a different bus segment.

Network Addressing ata a s d 3 LS 54-unigue-Sou
on the nefwork. Note that the electrical loading on the bus from each ECU may restrict thée tg
ECUs permitted on a given segment if a Network Interconnection ECU is not present. In additio
Router pgrmits the number of ECUs to be further increased by creating another address-space
subnetwofk. This subnetwork may contain ECUs and messages related to a specific fung
Suspensipn, Trailer, Implement, etc.) with a main controller also serving as the router of selected
and from the main SAE J1939 network.

iTa e alda a 4

Off-Tract
Interconn

br Segment (Trailer or Implements)—In order to isolate and prétect the tractor segmg
bction ECU must exist between the tractor segment and any off-tractor segment. In the
this would consist of a Repeater for regenerating the signal. A Bridge-permits the off-tractor seg
a differen{ data rate and with reduced traffic by performing message filtering. A Router permits
segment fo be developed independently, and optimized for specific functions.

Proprietary Messages and Networks—The network has)provisions for proprietary messa
directly or] the tractor segment. If Bus traffic and latencysbecome an issue, a separate segment g
handle thg proprietary messages. The supplier of this'separate segment and its related devi
provide thie router/gateway function.

CAN 11f-BIT IDENTIFIER INTERFACING—AIl ECUs on the tractor segment must support ‘the 29
frame identifier of’ CAN 2.0B. Separate subnetworks that use 11 bit standard frame identifiers
CAN 2.0B) will require a router or gateway to selectively permit the transfer of messages be
segments. This device must also(be‘responsible for any diagnostics of the subnetwork as SA
not utilize 11-bit identifiers. Component suppliers and OEMs must assume responsibility whe
identifiefs since there is no-feans to assure the assignment of unique IDs. Note that a CA
subnetwork could actually-reside on the same two-wire segment as the J1939 main tractor ne
loading fand reliability issues must be considered.

SAE J15§
to access

7 Interfacer~Devices requiring SAE J1587 for information or diagnostics must have a
this link:=No provisions for defining a gateway to SAE J1587 are planned.

ce Addresses
tal number of
N, the use of a
on a separate
tion (Braking,
messages to

bnt, a Network
simplest form
ment to run at
the off-tractor

jes to reside
an be used to
ces must also

bit extended
(CAN 2.0A or
ween the two
E J1939 does
n using 11-bit
N 2.0B 11-bit
twork, but bus

separate port

SAE J19220nterface—Since SAE J1922 is intended to be an interim standard for drivetral

n control, no

specific supportor gateway witt be provided Since SAE J1939 75 10 SUpersede it

Network Interconnection ECU Functions—The principle functions that can be provided by a Network

Interconnection ECU are:
repackaging. Database management can also be performed to access and configure

message forwarding, message filtering, address translation, and message

the Network

Interconnection ECU. Once operational, the Network Interconnection ECU should be essentially transparent

to any ECUs on the vehicle network.
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5.2

Forwarding—A Network Interconnection ECU transfers individual message frames between two or more ports
(one port for each network segment). The order of frames received on one port and transmitted on another
shall be preserved for a given priority level. A Network Interconnection ECU shall forward any queued
messages of a higher priority before those of a lower priority. Otherwise all messages being forwarded to a
specific port could be excessively delayed. This requirement therefore does not permit a simple First-In-First-
Out (FIFO) queue to exist.

When a Network Interconnection ECU forwards a message onto another segment, it uses the identical source
address of the originator. For standard messages this will not cause arbitration problems since the Network
Interconnection ECU does not retransmit onto the segment the message or|g|nally came from, and the

addresses-ehR-a—g

message
this very

when trarn
controller
thereby p
recover fr
immediatg

A Networ
claimed a|
Network

subnetwo
vehicle ng

Filtering-
ECU: Blo
the Netwd
on each |

necessary,

(PGN valu
overall bu
to the filte
memory.

In the Pag
entry mus
mode is b,
a specific
on the wh
require m

s forwarded onto a segment Where another ECU is S|multane0usly clalmlng the sam
ow probability case, the Network Interconnection ECU must have the ability te\dete
smitting this message, and should stop the automatic retransmission sequence w,
chip. Otherwise the Network Interconnection ECU will experience multiple collisions a
reventing other messages from being forwarded until the Network Interconnection B
bm the bus off condition. An alternative method is to have a second CAN controller
ly enabled and utilized when the first one goes bus off.

Interconnection ECU may begin to forward messages from*one segment to anothe
N address if it is simply acting as a repeater or bridge, (i.e., n0 address translation). N
nterconnection ECU has completed a Power Up and Self Test (POST) sequen
'k is "isolated" from the others and ECUs will not sege.messages from other subnety
twork becomes “connected” via the Network Interconnection ECU.

—There are two basic modes of operation forcthe filtering process within a Network In
k or Pass. These modes apply to a particular Port_Pair on the NIECU.
rk Interconnection ECU will default to forwarding all messages. Bus utilization (traffic)
us segment, but if this is within acceptable limits, the message filtering algorithm is n
the filter database within the Network Interconnection ECU may contain entries of
es) for messages which should,not be forwarded (blocked). This method can be used
5 traffic on a given segment.: This is the preferred mode of operation for SAE J1939 br
r database are typically entered during initial vehicle build/configuration and retained

s filter mode (1),the-Network Interconnection ECU will default to not forwarding any n
t exist with a specific identifier (PGN value) for each particular message to be forward
est used forthe'Port_Pairs on Network Interconnection ECUs going to/from subnetwo
function_(braking, suspension, etc.). It requires prior knowledge of the ECUs and fun
ole network, or requires the ability for ECUs to add entries to the filter database. Thi
ore«memory and processing power to exist within the Network Interconnection E

\ddress Claim
e address. In
ct a bus error
thin the CAN
nd go Bus Off,
CU is able to
which can be

before it has
bte that until a
e, that each
borks until the

terconnection

In the Block filter mode (0),

may be higher
onexistent. If
the identifiers
to reduce the
dges. Entries
in nonvolatile

nessages. An
ed. This filter
ks performing
ctions present
5 method may
CU if it is to

accommo

date'and handle a potentially large filter database.

For Pass filter mode (1), some entries within the database will need to be permanent (configured to always be
present) so that the corresponding messages will always be forwarded across the whole network. Typical
messages would include network management, diagnostics, and global requests.

a. The filter database that exists within a Network Interconnection ECU may be configurable in several

di
b. A

fferent ways:
supplier of a Network Interconnection ECU may provide it with a fixed filter database.
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54

5.5

551

C.

A Network Interconnection ECU may be designed that permits the vehicle OEM to preconfigure the
filter database at the time of manufacture. This requires prior knowledge of the whole vehicle network
including the ECUs and messages present. This method may not adequately handle additions or
changes to the vehicle network over time unless the Network Interconnection ECU can be
reconfigured during a service procedure.

Configuration over the network during a service procedure by a diagnostic tool.
the messages required to access the filter database.

Network Interconnection ECU reconfiguration at any time by any ECU on the network. Note that a
separate security procedure to enable the modification of the database may also have to exist.
Restrictions on which ECUs may reconfigure the filter database is application/implementation

Section 5.5 defines

dependent
P -

For filter database entries created using the database management functions described“in
address and/or name is also associated with each entry. This address/name represents the ECU
the entry,[since it is also the only ECU which should remove it. Although this doespnot preve
entering gonflicting requests, it does prevent them from deleting entries within the filter database
A provisign should also exist for diagnostic tools to override this address/name match requirem
remove entries.

NOTE—Hach entry within the filter database identifies the PGN to be-filtered, whether it is to
Blocked, as well as the Port_Pair (direction). This is necessary in order to restrict traffi
slibnetwork, but also allows specific messages to be forwarded from it.
Interconnection ECU on a tractor may filter out the engire'data so it does not go back to
rdquests from the trailer should be forwarded to the tractor.

ranslation—A Network Interconnection ECU“may provide Address Translation
This permits a single address to be usedto reference a particular vehicle system

before it gan provide this address translation:service.

Message|Repackaging—A Network \Interconnection ECU may provide Message Repad
transferrirlg messages from one segment to another. This provides a potential reduction in
improving| the amount of usefulsparameters per message, as well as reducing the numbg
messageg required to be received by a particular ECU. A message repackaging database
routine muist then exist tq identify how messages are to be repackaged.

For examplg,

5.5, a source
which placed
nt ECUs from
unexpectedly.
ent in order to

be Passed or
C to a specific
the Network
the trailer, but

for particular
(i.e., trailer or
(i.e., lighting).
ne associated
dress claimed

kaging when
bus traffic by
b of different
or processing

ndard method
U. This also
bology. All of
loss. This is

particularl orta s 2 .
database WhICh is cleared upon power Ioss to permlt easy reconﬂguratlon as ECUs are added
from the network is not presently defined.

NETWORK MESSAGE DEFINITION—This message provides a means to access and configure the

dynamic filter
and removed

database and

bridge parametrics within a Network Interconnection ECU. See Figure 3. A response is always required if a
request or command is made to a specific destination (not global), even if it is an acknowledgment indicating
that the particular Control function is not supported or could not be performed. Refer to SAE J1939-21 Data

Link Layer for details on Acknowledgment.

Note that some PGNs are multipacket, so several CAN data

frames can occur as a result of a single request. An ECU should always wait for a response from it's request

or command, or the “no response” time-out before sending another request or command.
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5.5.2

Parameter Group Name:

Network

Definition: Used to access Network Interconnection ECU parametrics and databases
Transmission Repetition Rate: Per user requirements, not recommended to exceed 5 times per second.
Data Length: 8 bytes

Data Page: 0

PDU Format: 237

PDU Specific Field: Destination Address

Default Priority:6

Parameter Group Number:60672 (OOEDOOh)

DLta ranges for parameters used by this group function:

C

MESSsAQ
access
identifig
is a one

bntrol Byte: 0-6, 64-65, 128-133 See Sections within 5.5 for definitions
7-63, 66-127, 134-250  Reserved for future assignment by-SAE
251-255 Defined per SAE J1939-71, Table 1
FIGURE 3—NETWORK MESSAGE
E FILTER (AND FORWARD) DATABASE (MFDB)—The functions'<needed to support fi

and configuration are defined in Figure 4. The first byte in-the’'data field is the Contr
5 the function performed. The data bytes which follow afe dependent on the function.
byte field. The upper nibble represents the “From’-port, the lower nibble represents

See Ta
messal

le 1 for the port parameter values. The port number0 (local) is used to facilitate the
by an ECU to and from a Network Interconnection ECU without requiring the ECU

ter database
ol code which
The Port_Pair
the “To” port.
directing of a
to know what

port of the Network Interconnection ECU it is connected to. Port “0” indicates the “local” port the message is

receive
Intercor]
has. If
Network
should

byte is dlefined in Table 2. The [PGNAist] contains zero, one, or more 3 byte PGNs. If there a

the list,
21 is us

at. Port number 15 (global) is used to facilitate the directing of a message by an ECU
nection ECU without requiring the ECU.te know how many ports the Network Interco
pither of the port numbers within a message (From/To) is set to global, multiple respo
Interconnection ECU for each Rort Pair may be provided. The Network Interco
e capable of configuring the filter-database properly with these port values also. Th

the unused data bytes are(set to all “1”"s. Note that the transport protocol as defined in
ped whenever a message’‘length is greater than 8 bytes.

TABLE 1—PORT NUMBERS

Port Number Definition
0 Local
1-14 Assignable
15 Global (All ports)

to a Network
nnection ECU
nses from the
hnection ECU
e Filter_Mode
‘e no PGNs in
s SAE J1939-

TABLE 2—FILTER MODE

Filter Mode Definition
0
1

2-255

Block specific PGNs (Default = pass all)
Pass specific PGNs (Default = block all)
reserved
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5521

5.5.2.2

5.5.2.3

5524

5525

55.2.6

5.5.2.7

N.MF
N.MF

N.MF
set to
port.

Note

befor¢ making an entry as the Filter_Mode~is not included with this command.

N.MF

N.MF
Ackng

N.MF
(and ¢
59392

Control

Function PGN Code Other Data Fields
N.MFDB_Request 60672 0 Port _Pair
N.MFDB_Response 60672 1 Port_Pair, Filter Mode, [PGN-list]
N.MFDB_Add 60672 2 Port_Pair, [PGN-list]
N.MFDB_Delete 60672 3 Port_Pair, [PGN-list]
N.MFDB_Clear 60672 4 Port_Pair
N.MFDB_Set_Mode 60672 5 Port_Pair, Filter Mode
N.MFDB Create Entry 60672 6 Port_Pair, Filter Mode, [PGN-list]

FIGURE 4—FUNCTIONS FOR MESSAGE FILTER DATABASE ACCESS
DB _Request—Used to request a copy of a filter database.
DB_Response—The response to a N.MFDB_Request which-‘contains the filter databag
DB_Add—A command used to add one or more entries within the filter database. If t
global, multiple entries are made in the filter database, one for each Port_Pair contain
Acknowledgment of the command is provided with the Acknowledgment Message (P

hat any ECU using this function must already-know the Filter Mode of the particular

DB_Create_Entry for comparison.

wledgment of the command is-provided with the Acknowledgment Message (PGN =5

DB_Clear—A command.used to clear one or more of the filter databases based on
irection). Acknowledgment of the command is provided with the Acknowledgment Me

).

uTOn p N

e entries.

he “To” port is
ng the “From”
GN = 59392).
ilter database

See 55.2.7

DB Delete—A command usedx'to delete one or more entries within the filler database.

H392).

the Port_Pair
5sage (PGN =

DB_Set Mode——A command used to set the filter mode of one or more of the filter databases based
¢ Port_Paj(and direction). Acknowledgment of the command is provided with the Ag

knowledgment
filter database.

abase. If the
PPair containing

the “From” port. Acknowledgment of the command is prowded with the Acknowledgment Message (PGN =
59392). Note that the filter mode is included with this command so an ECU can explicitly indicate whether
that specific new entry is for block or pass and lets the Network Interconnection ECU determine how to add
the entry to the existing filter database. The filter mode included with the message does not change the
filter mode of the Port_Pair.
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5.5.3

554

555

EXAMPLE— The messages in Figure 5 would be transmitted to obtain the entries of the filter database

within the tractor bridge (SA = 032). The destination specific request is initiate

d from an off-

board diagnostic tool (SA = 248). Note that the request is only for the list of PGNs that are
being filtered when going to the trailer (From port 1 to port 2). The destination specific

response indicates that the only message being blocked (Filter_Mode =
configuration (OO3EE3h).

0) is engine

Data
ldentifier———— Controt
lection PRI R P PF DA SA Code Port_Pair Filter Mode PGNs
N.MFDB_|Request 110 0 0 237 032 248 0 12H
N.MFDB _|Response 110 0 0 237 248 032 1 12H 0 OBEE3h
FIGURE 5—EXAMPLE OF MESSAGE FILTER DATABASE-ACCESS
ADDRESSS TRANSLATION (AT) DATABASE—TBD in future revisions of this document.

MESSAQ

NETWOH
ing of th
list of a
for a giy
Port_P43

sent in the same order as the parameter numbets in the request. Valid parameter value range

J1939-7
port pro

E REPACKAGING (MR) DATABASE—TBD in future revisions{of this document.

K INTERCONNECTION ECU PARAMETRICS (GP)—GENERAL—The functions required to sy
e Network Interconnection ECU general paramétrics (status and statistics) are defined
ailable parameters is defined in Figure 7. (Nete that some of these parametrics may
en NIECU, for a specific Port_Pair, or for bath. These parameters can also be acces
ir specific parametric request. See 5.5,6).* The parameter values sent within the resp

1, with all bits within a parameter value set to “1” for indicating “Not Available”. Note
focol as defined in SAE J1939-21 is used whenever a message length is greater than

Control
Function PGN Code Other Data Fields
N.GP_Request 60672 128 (80H) Parameter numbers
N.GP._Response 60672 129 (81H) Parameter values
N.GP_Reset_Statistics 60672 130 (82H)

pport access-
in Figure 6. A
be applicable
sed through a
onse must be
5 are per SAE
that the trans-
B bytes.

FIGURE 6—FUNCTIONS USED TO ACCESS NETWORK INTERCONNECTION
ECU PARAMETERS (GENERAL)
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5551

555.2

5553

5.5.6

Parameter Number
Resetable Number of Bytes Parameter Values
1 2 Buffer Size (bytes)
2 2 Max. Filter Database Size (bytes)
3 2 # Filter Database Entries
% 2 Max—MessagesReceived/Sec——
5 2 Max. Messages Forwarded/Sec (Guaranteed, Min.)
6 2 Max. Messages Filtered/Sec (Guaranteed,Min.)
7 2 Max. Transit Delay Time (mS)
* 8 2 Ave. Transit Delay Time (mS)
* 9 2 # Messages Lost due to buffer overflow
* 10 2 # Messages with Excess Transit Delay Time
* 11 2 Ave. Messages Received/Sec
* 12 2 Ave. Messages Forwarded/Sec
* 13 2 Ave. Messages Filtered/Sec
14 4 Uptime since last power on reset (Seconds)
15 1 Number of ports
16-250 n.a. Reserved for future assignment by SAE

N.GP
Paran

N.GP
rics rq

N.GP
(*).Ac

FIGURE 7—NETWORK INTERCONNECTION ECU PARAMETRICS

Request—Used to reguest Network Interconnection ECU parametrics.
neter O returns the whole list of parameters. Each parameter number is one byte long.

Response—The.response to a N.GP_Request contains the Network Interconnection

guested, in‘the order they were requested.

Reset Statistics—A command used to clear any of the statistical parameters which
knowledgment of the command is provided with the Acknowledgment Message (PGN

Note that

a request of

FCU paramet-

are resetable
- 59392).

NETWORK INTERCONNECTION ECU PARAMETRICS (SP)—SPECIFIC PORT_PAIR—The

functions

required to

support accessing of specific Parametrics (status and statistics) for a given Network Interconnection ECU
Port_Pair are defined in Figure 8. A list of available parameters is defined in Figure 7. The parameter values
sent within the response must be sent in the same order as the parameter numbers in the request. Valid
parameter value ranges are per SAE J1939-71, with all bits within a parameter value set to “1” for indicating
“Not Available”. Note that the transport protocol as defined in SAE J1939-21 is used whenever a message
length is greater than 8 bytes.
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