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1. SCOPE

The SAE J1939 documents are intended for light-, medium-, and heavy-duty vehicles used on or off road, as well as
appropriate stationary applications which use vehicle derived components (e.g., generator sets). Vehicles of interest include,
but are not limited to, on- and off-highway trucks and their trailers, construction equipment, and agricultural equipment and
implements.

The purpose of these documents is to provide an open interconnect system for electronic systems. It is the intention of
these documents to allow electronic control units to communicate with each other by providing a standard architecture.

This particular document, SAE J1939-22, describes the data link layer using the flexible data rate as defined in ISO 11898-1,
December 2015. The flexible data rate capability in CAN (commonly called CAN FD) is implemented as a transport layer in
order to allow fgr—furctiomnat bafcty, cybersecurity;,extended—transport—capabitity;—and—ackward compatibility  with

SAE J1939DA.

2. REFERENCE

UJ

2.1 Applicable Qocuments

The following publications form a part of this specification to the extent specified herein. Unless otheryise indicated, the
latest issue of SAE publications shall apply.

2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale;PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 724-776-4970 (outside USA), www.sae.org.

SAE J1939 Recommended Practice for a Serial Contrel and Communications Heavy Duty Vehicle Network
SAE J1939-17 CAN FD Physical Layer

SAE J1939-21 Data Link Layer

SAE J1939-31 Network Layer

SAE J1939-71 Vehicle Application Layer

SAE J1939-81 Network Management

SAE J1939DA Digital Apnex

2.2 Related Publications

The following publications are provided for information purposes only and are not a required part of this SAE Technical
Report.

2.2.1 ISO Publications

Copies of these documents are available online at http://webstore.ansi.org/.

ISO 11898-1:2015  Road Vehicles - Controller Area Network (CAN) - Part 1: Data Link Layer and Physical Signalling
2.2.2 AUTOSAR Publications

Copies of these documents are available online at https://www.autosar.org/.

Specification of I-PDU Multiplexer AUTOSAR Classic Release R20-11

Specification of CAN Network Management AUTOSAR Classic Release R20-11
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3. DEFINITIONS

Many terms and definitions are defined in SAE J1939 documents and are not repeated here. Only the additional new terms

are listed here.

3.1

APPLICATION LAYER PROTOCOL DATA UNIT (A_PDU)

This SAE J1939 application layer protocol data unit contains the Parameter Group data and supporting metadata necessary
for use ina D_PDU.

3.2 ASSURANCE DATA

The results of cald
3.3 CAN DATA

The ISO 11898-1
data field (up to 64

3.4 CLASSICAL
An I1SO 11898-1 G
3.5 CLASSICAL
An I1SO 11898-1 G

3.6 C-PGPAYL|

FRAME

IMAC sub-layer comprises the protocol data unit (PDU) containing the ID field (11 bif
bytes).

BASE FRAME FORMAT (CBFF)

AN data frame with an 11-bit identifier, a single bit rate, and @ maximum data field len
EXTENDED FRAME FORMAT (CEFF)

AN data frame with a 29-bit identifier, a single bit rate, and a maximum data field leng

OAD LENGTH

Length of the PG d¢lata including assurance data from functional safety and/or cybersecurity coverage.

3.7 DATALINK

This SAE J1939 d
controller.

3.8 FDBASEF

An I1SO 11898-1 G

3.9 FD EXTENL

An I1SO 11898-1 G

L AYER PROTOCOL DATA UNIT (B, PDU)

atalink layer protocol data udit contains one or more A_PDUs formatted for transm

RAME FORMAT (FBEF)
AN data framewith an 11-bit identifier, a flexible bit rate, and a maximum data field le
ED FRAME'FORMAT (FEFF)

AN data frame with a 29-bit identifier, a flexible bit rate, and a maximum data field len

3.10 LARGE ME

or 29 bit) and the

gth of 8 bytes.

th of 8 bytes.

ssion by the CAN

ngth of 64 bytes.

gth of 64 bytes.

A large message is considered to be a PG with more than 60 data bytes or an A_PDU that doesn’t fit in a Multi-PG C-PG
due to large data size and large assurance data together.

3.11 NAME

An 8-byte value as specified in SAE J1939-81 which uniquely identifies the primary function of a CA and its instance in a

vehicle network.

3.12 SEGMENT

One of multiple CAN data frames used when a PG is defined with more data to be transmitted than fits in a single CAN FD

frame.
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4. ABBREVIATIONS

ACK Acknowledgment'

ACKM Acknowledgement PG

A_PDU Application Layer Protocol Data Unit

AppPI Application Protocol Indicator

BAM Broadcast Announce Message

BRS Bif Rate Switch (refer 10 1SO 11398-1:2015)

CA Controller Application (refer to SAE J1939-81)

CAN Controller Area Network (refer to ISO 11898-1)

CAN FD Controller Area Network - Flexible Data Rate

CAN ID Controller Area Network Identifier

CBFF Classical Base Frame Format (refer to ISO 11898-1:2015)
CEFF Classical Extended Frame Format (refer to ISO 11898<1:2015)
CM Connection Management

C-PG Contained Parameter Group

CPGN Contained Parameter Group Number

CRC Cyclic Redundancy Check

CS Cybersecurity

CTS Clear to Send

DA Destination Address

DLC Data Length Code

DP Data Page

D_PDU DatafinktayerProtocot-BData—tnit

DT Data Transfer

EDP Extended Data Page

EOF End of Frame (refer to ISO 11898-1:2015)

EOMS End of Message Status

FBFF Flexible Data Rate Base Frame Format (refer to ISO 11898-1:2015)

" In this document, ACK refers to the Acknowledgement PG with the control byte set to a value indicating positive acknowledgement.
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FD Flexible Data Rate

FDF FD Format Indicator Bit (refer to ISO 11898-1:2015)
FEFF Flexible Data Rate Extended Frame Format (refer to ISO 11898-1:2015)
FS Functional Safety

GE Group Extension

ID Identifier

IDE |dentifier EXtension Bit(refer to 1ISO T1898-1:2015)
LSB Least Significant Byte or Least Significant Bit

MF Manufacturer

MSB Mpst Significant Byte or Most Significant Bit

NA Not Allowed

NACK Negative Acknowledgment?

P Priority

PDU Priotocol Data Unit

PF PDU Format

PG Parameter Group

PGN Parameter Group Number

PS PDU Specific

RTR Remote Transmission-Request

RTS Request to Send

SA Source Address

SOF Start of ‘Erame bit (refer to ISO 11898-1:2015)

SPN SuspectParameterNumber

SRR Substitute Remote Request

TP Transport Protocol

T PDU Transport Layer Protocol Data Unit

Th Hold Time

Tr Response Time

2 In this document, NACK refers to the Acknowledgement PG with the control byte set to a value indicating negative acknowledgement.
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5. OPERATING PRINCIPLES/OVERVIEW

This document endeavors to maintain compatibility with all Parameter Groups in SAE J1939. However, the manner by which
Parameter Groups are transmitted differs from SAE J1939-21. SAE J1939-22 is specified to maximize the use of the CAN
FD network bandwidth, provide integral support for functional safety and cybersecurity measures, and provide improved
large data transport services. Consequently, some SAE J1939-21 messaging services are not permitted on SAE J1939-22

networks and som

5.1

e SAE J1939-21 messaging services have limited use on SAE J1939-22 networks.

Maximize Use of CAN FD Network Bandwidth

switching is used.

All SAE J1939-22 messages shall use FBFF or FEFF data frames with ISO 11898-1 BRS set so that the frame bit rate

CEFF data fr:

two exceptiong. The first exception allows the Address Claimed PG to be sent as a single "CEH
SAE J1939-21. The second exception allows a device to transmit CEFF data frames (per”SAE
determine if the network is an SAE J1939-22 network; CEFF frames shall be ceased onhce a devi
connected to an SAE J1939-22 network.

CBFF data frd
structure for S

The FEFF dat

SAE J1939 P(
SAE J1939-21
of valid data a

SAE J1939 P(

The Address (
FEFF data fra

Non-SAE J19
Non-SAE J19]
with any SAE
defined Trans
the 1SO15765
document. Th
defined in this

Multi-PG tran
optimizing bar
Data Pages. T

es, per SAE J1939-21, shall not be transmitted on an SAE J1939-22 network, exce

mes, per SAE J1939-21, shall not be transmitted on an SAE J1939-22 network. T
AE J1939-22 is incompatible with CBFF CAN ID structure for SAE)J1939-21.

b frames match the SAE J1939-21 method for addressing.

5s shall not be sent using a single FEFF data frame{.in*a manner similar to a single G
. This is disallowed because not all PGs have a fixed data length; thus it is impossible
hd the start of padding bytes for some PGs.

bs shall be sent using the Multi-PG transportmechanism and the FD Transport Protog

Claimed PG shall not be sent using the*Multi-PG transport mechanism; it shall be sen
me (per J1939-22) or a single CEFRF)data frame (per SAE J1939-21).

39 defined Transport Protocols shall use FBFF data frames (D_PDU3) with the
9 defined Transport Protoeols may also use the Multi-PG transport mechanism or FD
1939 assigned PGs for those non-SAE J1939 protocols, such as PGNs 512 and 524
port Protocol may use either FBFF data frames with AppPI defined in Table 6 or FEF
assigned PGNs(n;SAE J1939DA without using the Multi-PG or FD Transport Protg
s exception is made because the ISO FD-capable transport method was published p
document.

sport mechanism provides a method to combine multiple PGs into a single FEFH

pt for the following
F data frame, per
J1939-21) only to
ce determines it is

he FBFF CAN ID

EFF data frame in
to identify the end

ol.

[ as either a single

applicable AppPI.
Transport Protocol
80. The ISO15765
- data frames with
col defined in this
ior to the methods

- data frame thus

dwidth/This method is analogous to an AUTOSAR Container-PDU. These requireme

globally. The F

nts apply to all PG

he-FEFF Multi-PG transport mechanism allows Multi-PG data frames to be sent destination specific or
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When sending a Destination Specific FEFF Multi-PG data frame, all the included PGs must be Destination Specific

Ily.

(PDU1) PGs directed to the same Destination Address specified in the CAN identifier field. Globally broadcast (PDU2)
PGs shall not be included in a Destination Specific FEFF Multi-PG data frame.

The PS field in the CPGN for an A_PDU1 C-PG shall not include a Destination Address; instead, the PS field shall be

set to 0. This is for AUTOSAR compatibility since AUTOSAR message routing (i.e., PG identification) is controlled by
the contents of the CAN Header only. The Destination Address for the A_PDU1 C-PG shall be derived from the Multi-PG
message address. See 6.5.3.6.2 for details.

more recent. Extracting the PGs should also be done in chronological order. See 6.5 for details.

PGs shall be ordered within the Multi-PG message from oldest to newest where the first PG is the oldest and the last is
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5.2 Integral Support for Functional Safety and Cybersecurity

e The Multi-PG transport mechanism allows for functional safety and/or cybersecurity content for each PG contained in

the data frame.

The FD Transport Protocol allows for functional safety and/or cybersecurity content for the transmitted PG.

5.3 Improved Large Data Transport Services

The FD Transport Protocol is capable of significantly larger data transmission sizes and provides for up to eight
concurrent destination specific transfers and up to four concurrent broadcast transfers.

The SAE J19
Protocol - Dat
60416) shall n

The FD Trans

is too large for

54 AUTOSAR

This document in
AUTOSAR NM ma

6. TECHNICAL R

This document prd
provides methods
for functional safetf

Hardware that doq
network operation

This document is ¢
a flow of data thrg
understand this dg

9-21 Transport Protocol shall not be used on an SAE J1939-22 network; specific
b Transfer PG (TP.DT) (PGN 60160) and the Transport Protocol - Connection Mgmt
pt be sent by any CAN controller on an SAE J1939-22 network segment.

the maximum size of a C-PG in a Multi-PG data frame.

Compatibility

y use FBFF with the BRS disabled for hardware compatibility reasons.
REQUIREMENTS

o package multiple SAE J1939 messages, transport large data sets, and has provision
y and cybersecurity.

s not conform to SAE J1939-17 shall‘not be used on an SAE J1939-22 network to

ends to achieve compatibility with AUTOSAR at the timexofypublication. The CAl

vides guidelines for the reliable transfer of data‘across the SAE J1939-17 physical lay

rganized in layers by means-0f’protocols and services as shown in Figures 1 and 2. T
ugh the layers and are not a design specification for implementation but rather a cg
cument’s organization This document covers the content within the blue dashed outli

blly, the Transport
PG (TP.CM) (PGN

port Protocol shall only be used when the data size of the transported PG, including any assurance data,

N wake feature of

er. This document

5 to protect content

avoid disruption of

hese figures show
nceptual model to
nes.
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Figure 1 - Receive model
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Figure 2 - Transmit model

fions related to terms in the-figures:

*|1SO PGN=52480, 5273

, 55808, 56064

e A PDU is explained in 6.1

e D _PDU is expjained in 6.2

e Multi-PG is explained in'6:5

e FD Transport Bervice is explained in 6.6

e Request Service is explained in 6.10.1

e Request2 Service is explained in 6.10.2

o Acknowledge Service is explained in 6.10.3
e Transfer Service is explained in 6.10.5
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6.1 Application Protocol Data Unit (A_PDU)

In SAE J1939-21, there is only one Application PDU (A_PDU) per CAN data frame. In SAE J1939-22, multiple A_PDUs
may be combined within a single Multi-PG facilitated by the larger payload capability of CAN FD. Additionally, some
Parameter Group (PG) definitions require more space than is supported by a single CAN FD data frame to send the
corresponding data. Flexible Data Transport Protocol (FDTP) messages are used to transport PGs with more data than fits
in a single CAN FD data frame.

The attributes of Application Protocol Data Unit (A_PDU) data include application data and can also include identification
data, functional safety data, and/or cybersecurity data. Table 1 shows some common data attributes in no particular order.
Individual implementations may include additional data, as needed.

Fble—t—Applicath - "
Attribute Transmit Receive Reference
PGN value Include Include 6.1.3
PG data anq PG size Include Include 6.5.3.2
Functional safety assurance data and FS size (if applicable) Include Include 6.5.3.6.1
Cybersecurily assurance data and CS size (if applicable) Include Include 6.5.3.6.1
Destination Address (if A_PDU1) Include See Note 1 6.8.1.5.1
Source Address (if applicable) See Note 2» [“Include 6.8.3.1
Priority Include See Note 3 6.8.1.1
Transmit latgncy constraints Include N/A 6.54

Notes:

1. For example, a gateway would need this passed up to the application or perhaps an ECU whigh contains

more thgn one Controller Application (multiple source addresses).

2. Necessdry for an ECU which contains more than one Controller Application (multiple source agldresses).

3. Priority shall not be used as a filter and thus has no reason to be passed on to the application.

6.1.1

A_PDU1 Format

The A_PDU1 Format is used for destination specific Parameter Groups.

6.1.2 A _PDU2 Format

The A_PDU2 Format is used for global Parameter Groups.

6.1.3 Parameter Group Number (PGN)
The Parameter Gloup Numbenis a unique numeric value assigned to each SAE J1939 Parameter Group that is used to
identify an SAE J1P39 PG. Tthe numeric value is derived from four individual component values: Extended Data Page (EDP),
Data Page (DP), PDU Format (PF), and PDU Specific (PS). The PGN is expressed as a 24-bit value in SAE J1939
documentation anfd whef)/identifying a Parameter Group Number (PGN) in the data field of a CAN data frame. Figure 3
illustrates the congtituent component bit fields, placement, and transmission order.

The procedure for converting the identifier fields to a 24-bit value is shown in the “placement” illustration in Figure 3:
e The six most significant bits are set to zero.
o EDP, DP, and PF are copied into the next 10 bits.

e Lastly, if the PF value is less than 240 (FOn), then the least significant byte of the PGN is set to zero. Otherwise, it is set
to the PS value.

When identifying a Parameter Group Number (PGN) in the data field of a CAN data frame, the 24-bit value is sent LSB first,
middle byte second, and MSB third, as illustrated by the “Transmission Order” illustration in Figure 3.
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See Table 2 to correlate the constituent components to the PGN ranges and types. Note that not all 2'7 (or 131072)
combinations are available for assignment using the conventions specified in this document. The conventions specified
yield 8672 PGNs (calculated as: 2 pages * [240 + (16*256)] = 8672 PGs). Refer to SAE J1939DA for the complete list of
assigned PGNs. See 6.3.1 for further description of the identifier fields.

Data Definition EDP | DP PF PS
b17 | b16] b15]b14]b13]b12]b11]b10] b9 [ b8 [ b7 [ b6 [ b5 [ ba | b3 ] b2 ] b1 ] bo
MSb LSb
Placement MSh Byte 3 LSb|MSb Byte 2 LSb|MSb Byte 1 LSb
8| 7|6|5|4[3]2|1|8|7|6]|5|4|3|2|1]|8|7[6]|5]4]3]|]2]1
0| of[o0o] 0| o0of 0|bl7|bi6|bl5|bl4[b13]|b12|b11|b10]| b9 | b8 | b7 | b6 [ b5 | b4 | b3 | b2 | bl | b0
Transmission Order MSb Byte 1 LSb|MSb Byte 2 LSb|MSb Byte 3 LSb
8| 76|55 |4f3]21]|8|7|e6]5]4a|3]2l1]8|]7[6ls]a]3]2]1
b7 | b6 | b5 | b4 | b3 [ b2 | bl | b0 |b15|b14[b13|b12|b11|b10| b9 [ b8 | 0| 0 [c® [ 0 | 0| 0 |b17|bi6
Figure 3 - Parameter group number transmission order.
Table 2 - Parameter group number examples
EDP DP PF PS PGN PGN Number of Cumulative SAE or
. . . . Assignable Number gf Manufacturer
Bit 2 Bit 1 Bits 8 to 1 Bits 8 to 1 Dec Hex PGNs PGNs Assigned
0 0 0-238 0 0 - 60928 000000y, - 00EEQO, 239 239 SAE
0 0 239 0 61184 O0EE00, 1 240 MF
0 0 240 - 254 0-255 61440 - 65279 00F000s- OOFEFF, 3840 4080 SAE
0 0 255 0-255 65280 - 65535 O0FEQ0} = 00FFFF,, 256 4336 MF
0 1 0-238 0 65536 - 126464 010000, - 01EEQO;, 239 4575 SAE
0 1 239 0 126720 01EF00;, 1 4576 MF
0 1 240 - 254 0 - 255 126976 - 130815 01F000;, - 01FEFF, 3840 8416 SAE
0 1 255 0 - 255 130816 - 131071 01FF00, - 01FFFF, 256 8672 MF

Parameter group 3
between PDU1 arf
PDU1 Fast and Pl
increase in numer
Boundary X. Likew
X1 and Y1 represe

and 6.2.2 for detai

ssignments do not have fixed boundaries between fast and slow types but they do have fixed boundaries
d PDU2 types. These boundaries are shown in Table 3. Boundary X indicates the s
DU1 Slow for Data Page 0. PRGN assignments are made upon Request where the fast
cal value and the slow PGN assignments decrease in numerical value. Eventually the two will meet at
ise, Boundary Y denotes the separation between PDU2 Fast and PDU2 Slow for Data
nt the same conceptfor Data Page 1 but the slow/fast boundaries are unlikely to be tHe same. See 6.2.1
s about PDU Formats and assignment strategy.

bparation between
PGN assignments

Page 0. Boundary
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Table 3 - SAE J1939 Parameter Group Number template

EDP | DP | PF PS Parameter Group Definition TP Segmented PGN
0 0 DA PDU1 Fast Format - 100 ms or less Not Allowed 0
0 0 1 DA Not Allowed 256
Boundary X *
0 0 | 238 DA PDU1 Slow Format - greater than 100 ms Allowed 60928
0 0 | 239 DA PDU1 Format - Proprietary A Allowed 61184
0 0 |240 0 PDU2 Fast Format - 100 ms or less Not Allowed 61440
0 0 | 24 1 Not Allowed 1441
Vv
Boundary Y A
0 0 | 254 254 Not Allowed 65278
0 0 | 254 255 PDU2 Slow Format - greater than 100 ms Allowed 65279
0 0 | 25% | 0-255 PDU2 Format - Proprietary B Allowed 65280 - 65535
0 1 DA PDU1 Fast Format - 100 ms or less NotAllowed 65536
0 1 1 DA Not’Allowed 65792
Boundary X1 :
0 1 234 DA PDU1 Slow Format - greater than 100 ms Allowed 26464
0 1 23¢ DA PDU1 Format - Proprietary A2 Allowed 26720
0 1 24 0 PDU2 Fast Format - 100 ms orless Not Allowed 26976
0 1 24( 1 Not Allowed 26977
Boundary Y1 :
0 1 254 254 Not Allowed 30814
0 1 254 255 PDU2 Slow Format(-)greater than 100 ms Allowed 30815
0 1 254 | 0-255 PDU2 Format - Proprietary B Allowed 1308[16 - 131071
LEGEND: DP: Data Page
EDP: Extended Data Page PS: PDU Specific
PF: PDU Format PGN: Parameter Group Number
DA: Destination Address TP Segmented: Transport Protocol for large messages
6.1.4 Services fpr A_PDU Routing
The services are pased onlthe PG size + FS size + CS size specified for the A_PDU. The decision flow is depicted in
Figure 4. If the aditive size"is less than or equal to 60 bytes then a Multi-PG service shall be used. Sge 6.5 for Multi-PG
functional details. |f the,additive size is greater than 60 data bytes, the FD Transport Protocol (FD.TP) i$ used. See 6.6 for
FD Transport Profoeal* functional details. The FD Transport Protocol is used to transmit the A_PDU data as a series of

segmented CAN dataframes. For flow control, the FD Transport Protocol Connection Vlanagement (FD.
to set up and close out the communication of the segmented PG data. The FD Transport Protocol Data Transfer (FD.TP.DT)
PG is used to communicate the data in a series of CAN data frames (segments) containing the segmented data. Additionally,
the FD Transport Protocol provides flow control and handshaking capabilities for destination specific transfers using Request
to Send (RTS) and Clear to Send (CTS) messages.

P.CM) PG is used
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- T - r VA A—_PDU_Datm-_TraE o _\- o —A_PDUData
A—iDU eee A—iDU <=60 Bytes A—iDU ....... >60 Bytes

J1939-22 Multi-PG Service J1939-22 FD Transport Service

A_PDU to C_PG Conversion

Concatenate

Multiole Concatenate Connection Segment
C PGp Padding C-PG Management Assembly
-PGS
Figure 4 - A_PDU routing service
6.2 Datalink Layer Protocol Data Unit (D_PDU)
The available D_FDU Formats are illustrated in Figure 5. Two D_PDU Formats are defined when representing a PG with a
FEFF CAN ID: D_|PDU1 Format (PS = DA) and D_PDU2 Format (PS = GE). The D_RDU1 Format allqws for direction of
the CAN data frame to a specific DA (device). The D_PDU2 Format can only carry A.'PDUs that are not destination specific.
The third format, D_PDU3, is defined for use when FBFF CAN IDs are used and“is also not destinatipn specific. These
formats are used when sending an A_PDU (like Address Claimed), for the Multi-PG CAN ID, and for segmented transport.
D_PDU1
sl TEETTTE T ES TP T 1 o
D p Data
P P PF PS (DA) SA Field
No.of _ | 3 1(1 8 8 8 0-512
Bits
29-bit\header
P: Priority EDP: Extended Data Page DP: Data Page
PF: PDU Format PS: Destination Address (DA) SA: Source Address
D_PDU2
sl T TP TR T T 1 o
D p Data
P P PF PS (GE) SA Field
No.of _ | 3 11 8 8 8 0-512
Bits
29-bit header
P: Priority EDP: Extended Data Page DP: Data Page
SA:Source Address

PFTPDU Format PSTGroup EXtension (GEJ

D_PDU3
11-bit Arbitration Field Data Field
BRRR ERRRRSE R
Data
AppPI SA Field
No.of | 5 8 0-512
Bits

AppPI: Application Protocol Indicator SA: Source Address

Figure 5 - Available D_PDU Formats
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6.2.1 D _PDU1 Format

This format allows applicable PGs to be sent to either a specific or global DA. The PS field contains a Destination Address
(DA). The D_PDU1 Format can be used for content Requested by a CA or can be sent unsolicited.

The D_PDU1 Format is determined by the PF field. A PF field value between 0 to 239 is defined as a D_PDU1 Format. The
formatting of a D_PDU1 message is illustrated in Figure 5. Also see Figure 6.

PGs requiring a DA and minimal latency are assigned starting with PF = 0 and incrementing to larger values. The term used
for these is “PDU1 Fast.”

PGs requiring a DA where latency is not critical are assigned starting with PF = 238 and decrementing to smaller values.

The term used forthese s~ “PBUtStow—Thejurnctiomwhere PDU+Stow meets PBUt+Fastis—stmwn in Table 3 as
boundary X.

Two D_PDU1 PGs, with EDP = 0 and DP = 0 or 1, are assigned for proprietary use. The Proprietary A PGN is 61184 and
the Proprietary A2|PGN is 126720. See 6.10.4 for descriptions of the Proprietary A and Proprietary A2 HGs.

CAN 29-Bit Identifier

N EEEREEEREREREREECE RN

p [E) B * PS (DA) SA
P PF
0 01 0[] 0 0
° | ° L °
° ° ° °
[ J ° [ ] o
7 239 255 255
> |

Parameter Group Numbers
Available for PDU1 Format
Currently: 2 X 240 = 480

Figure 6 - D_PDU1 Format

6.2.2 D_PDU2 kEormat

This format can only be used to communicate PGs to the global DA, the global DA is implied by the D_PDU2 Format and
does not appear in the arbitration field. The D_PDU2 Format can be used for Requested or unsolicited content. Selection
of D_PDU2 Format, at the time a PGN is assigned, prevents that PG from ever being able to be directed to a specific DA.
The PS field contains a Group Extension (see 6.3.1.5.2).

The D_PDU2 Format has a PF field from 240 to 255 (see Table 3). The D_PDU2 Format is illustrated in Figure 5. Also see
Figure 7.

The PGNs of messages that are sent at fast update rates (generally less than 100 ms) start with PF = 240 and increment
in value.

The PGNs of messages that are only Requested, sent on change, or sent at slow update rates (generally greater than every
100 ms) start with PF = 254 and decrement in value.
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6.2.3 D_PDU3 |

This format can o
D_PDU3 Format 4
are not defined in
defines the sender
may be used in th

CAN 29-Bit Identifier

ERERRR

ERERER

E D *
P 5P PS (GE) SA
P PF
0 0
. > > L4
. OR 240 0 16 PAGES | ||+ .
; : OF 256 .
255
L 25.5 — |
240 | .
— 7 : 7| 16 PAGES | |e v
° OF 256 -
255
Parameter Group Numbers
Available for PDU2 Format
Currently: 2 X 16 X 256 = 8,192
Figure 7 - D_PDU2 Formadt
Format

Table 6 indicates the full AppPl enumeration.

hly be used to communicate Multi-PG or Praprietary content globally; the global DA
nd does not appear in the arbitration fieldxQther protocols may use an 11-bit identifi
this document other than how to set the AppPI to denote which protocol is in use. Th
of the message; so for a given protocel-there is only 1 proprietary CAN ID and 1 Multi
e D_PDUS format for each source address. Figure 8 shows a representation of thg

CAN 11-Bit Identifier

RERERR

is implied by the
er field as well but
e Source Address
-PG CAN ID which
e bit positions and

AppPI SA
0 0
¢ °
¢ °
’ °
7 255

-

0 - Multi-PG Content
2 - Proprietary Content

All others - different protocol or reserved

Figure 8 - D_PDU3 Format
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6.3 D_PDU Fields

The applications and/or network layer provide a string of information that is assimilated into a data link layer Protocol Data
Unit (D_PDU). The D_PDU provides a framework for organizing the information that is key to each CAN data frame that is
sent. The SAE J1939-22 FEFF D_PDU consists of seven fields: (1) P, (2) EDP, (3) DP, (4) PF, (5) PS (which can be a
Destination Address or Group Extension), (6) SA, and (7) Data. The SAE J1939-22 FBFF D_PDU consists of three fields:
(1) AppPlI, (2) SA, and (3) Data. The fields are packaged into a CAN data frame and sent over the physical media to other
network devices.

Some of the CAN data frame fields have been intentionally left out of the SAE J1939 D_PDU definition because they are
defined entirely by ISO 11898-1. Fields that are controlled in this manner include the SOF, RRS, IDE, FDF, r0, BRS, ESI,
CRC, ACK, and EOF fields. They are not forwarded to the application.

The D_PDU fieldslillustrated in Figures 9 and 10 are defined in the subsequent sections.
6.3.1 FEFF D_RDU Fields
6.3.1.1  Priority {P)

The CAN data frame priority shall be per ISO 11898-1. The value within the CAN ID field-determines the griority. A low value
(the identifier being all zeros) has a high priority, while the largest CAN ID has the)lowest priority (the|identifier being all
ones).

Three bits are used by the application layer to optimize message latency, fof transmission onto the bus ¢nly. They shall be
masked off by the|receiver (ignored). The priority of any FEFF data frame can be set from highest, 0 (000), to lowest, 7
(111b). The defaull for all control-oriented messages is 3 (011s). The default for all other informational, proprietary, Request,
and ACK messaggs is 6 (110b). This permits the priority to be raised or lowered in the future as new PGNs are assigned
and bus traffic chgnges. A recommended value is assigned to each PG when the PGN is assigned. Hdwever, the Priority
field should be corffigurable to allow for network tuning by the<QEM should the need arise.

NOTE: Undesired bus arbitration can occur between contéending FBFF and FEFF frames. An FBFF frame will nearly always
win bus arpitration over an FEFF frame because the first three CAN ID bits of most FBFF frames will be “000” which
contends pgainst the first three bits of the*FEFF frame which are the Priority bits. When bus| arbitration occurs
between gn FBFF frame and an FEFF frame with a Priority other than zero, then the FBFF frane will always win
bus arbitration. When bus arbitrationoccurs between an FBFF frame and an FEFF frame with a “0” Priority, then
the frame winning bus arbitration will depend on the SA of the FBFF frame and the PGN in the FEFF frame.

6.3.1.2 Extendgd Data Page (EDR)

The EDP is used jn conjunctionwwith the DP to determine the structure of the CAN ID field. See Tabl¢ 4 for the defined
meaning of the EOP and DP-cembinations. Future definitions with EDP set to 1 could expand the PDU Hormat field, define
new PDU Formats, or increase the address space. When messages using these values are defined py the SAE J1939
committee, handling rul€s will be specified in a future version of the SAE J1939 documents.

6.3.1.3 Data Page/(DP)

The DP is used in conjunction with the EDP to determine the structure of the CAN ID of the CAN data frame. With the EDP
set to 0, the DP selects between page 0 and page 1 of PGN descriptions as shown in Table 4. Also see Table 3 to see the
SAE J1939 Parameter Group Number template.

Table 4 - Definition of Extended Data Page and Data Page use

Extended Data Page (bit 25) | Data Page (bit 24) Description
CAN ID (bit 25) CAN ID (bit 24)

SAE J1939 page 0 PGNs
SAE J1939 page 1 PGNs
SAE J1939 reserved
Reserved

= OO
1O~ |0O
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6.3.1.4 PDU Format (PF)

The PDU Format is an 8-bit field that defines whether a PG has a PDU1 or PDU2 Format, and is one of the fields used to
identify the PGN. When the PF value for a PG is below 240, then the PG has a PDU1 Format—a format that supports
specifying the Destination Address for each instance of the PG. When the PF value is 240 to 255, then the PG has a PDU2
Format—a format that does not support any Destination Addressing.

6.3.1.5 PDU Specific (PS)

The PDU Specific field is an 8-bit field and its definition depends upon the PF field. Depending on the PF field, it can be a
Destination Address (DA) or a Group Extension (GE). If the value of the PF field is below 240, then the PS field is a DA. If
the value of the PF field is 240 to 255, then the PS field contains a GE value. See Table 5 for the PDU ranges. See Table 3
for the range of P@Ns:

Table 5 - PDU specific

PDU Format Field
0 to 239
240 to 255

PDU Specific Field
Destination Address
Group Extension

PDU1 Format
PDU?2 Format

6.3.1.5.1  Destination Address (DA)

The PS field is int
identifies the spec
The global DA (2
recipients.

6.3.1.5.2 Group

The PS field is int¢rpreted as a Group Extension value when the PF value is 240 to 255. The GE field s

significant byte of
6.3.2 FBFF D_HR
6.3.2.1

The Application

P
only used in the itlz

of the three. See f
and 010p. Other va
of AppPI are show

Applicafjon Protocol Indicator (AppPl)

prpreted as a Destination Address value when the PF valuelis 0 to 239. The Destina
fic address to which the message is being sent. Note that any other device should igr
b5) as the Destination Address, requires all devices™to listen and respond accord

Extension (GE)

he PGN number providing for 256 unigue PGN values for a given PF value.

DU Field

tocol Indicator is a.3sbit enumeration defining how to interpret the contents of the dat
ntifier field of FBFE-Frames as the first three bits (bits 28, 27, and 26). Bit 28 is the
p.2.3 for context. This document discusses usage of messages formatted using an A
lues of AppP{'can exist on the same datalink but are not explained in this document. TH
n in Table6:

Table 6 - Application Protocol Indicator

ion Address value
ore this message.
ingly as message

erves as the least

A field. This field is
most significant bit
bpPl value of 000p
e assigned values

Value Definition

000p Multi-PG

001p AUTOSAR CAN-NM (wake)
010p Proprietary

011b XCP

1000 Reserved

1010 Reserved

110 ISO15765 Functional Addressing
111 ISO15765 Physical Addressing



https://saenorm.com/api/?name=66f1a83b6b82bf5509b1f0f29457da1f

SAE INTERNATIONAL J1939™-22 MAR2021 Page 21 of 82

6.3.3 Common D_PDU Fields

6.3.3.1  Source Address (SA)

The Source Address field is 8 bits long. There shall only be one device on the network with a given SA. Therefore, the SA
field assures that the CAN ID is unique. Address management and allocation is detailed in SAE J1939-81. Procedures are
defined in SAE J1939-81 to prevent duplication of SAs. Refer to SAE J1939DA for preferred source address assignments.
6.3.3.2 D_PDU Data Field

The Data Field contains the payload of the D_PDU. The content is dependent upon the CAN ID. The byte length of the
D_PDU Data field is required to be one of the valid lengths specified by the CAN FD Data Length Code (DLC), as described

in 1SO 11898-1.

The CAN Data Le
of 0,1, 2, 3, 4, 5,
lengths.

The DLC shall be
Unless specified @
data does not com
of stuff bits.

6.4 Frame Form

All devices shall u
reception of FBFH
Address Claimed
(CBFF) and flexibl
(CEFF) and flexibl

The CAN specification referenced throughout this document is ISO 11898-1:2015. It should be noted th

differences betwe
document does ng

Figure 9 specifies
Figure 10 specifieg
control field bits ar
6.4.1 SAE J193

The FEFF CAN ID
by the application

ngth Code (DLC), described ISO 11898-1, specifies pre-defined sizes for data fields |

bet to a code indicating a data field length that is greater than or equal tothe applicatio
therwise, the unused bytes shall be padded with AAn (alternating bits of 1 and 0) wh
pletely fill the specified message length. This padding value is selected in order to min

at

e FBFF and FEFF frames to transmit the messageés defined in this document. Device
, FEFF, and CEFF frames. CEFF frames are tolerated for network configuration up|
messages only. ISO 11898-1 specifies four frame formats (D_PDUs): Classical B3
b data rate Base Frame Format (FBFF), which use 11-bit CAN IDs; and Classical Exten
e data rate Extended Frame Format (FEEF), which use 29-bit CAN IDs.

en the ISO 11898-1 specification“and this document, then this document is the guidi
t use all of the functions definedin ISO 11898-1.

the use of identifier bits IDO through ID28 in the arbitration field of data frames in
b the use of identifier bits:1D18 through ID28 in the arbitration field of data frames in the
e unchanged from the 1SO 11898-1 definition for either frame type.

D Message Eormat (Mapped to ISO 11898-1 Data Frames in FEFF Format)

field, shewn in Figure 9, is divided into six fields. These fields are assimilated from in
and ate identical to specifications given in SAE J1939-21. The fields specified in 6.3 &

ngths for CAN FD

6, 7, 8, 12, 16, 20, 24, 32, 48, and 64 bytes. The data field is required to be one of these defined valid

n data field length.
en the application
imize the insertion

s shall tolerate the
on startup and for
se Frame Format
ded Frame Format

at when there are
ng document. This

the FEFF format.
FBFF format. The

ormation provided
re:

Priority (P)

Extended Data Page (EDP)

Data Page (DP)

PDU Format (PF)

PDU Specific (PS, which can be a Destination Address or Group Extension)

Source Address (SA)

ISO 11898-1 specifies that the data field is byte-wise scalable from 0 to 64 bytes. Byte 1’s most significant bit is the first bit
sent and follows directly after the control field. Byte 64’s least significant bit is the last data bit of the data field and is followed
by the CRC Field.
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Arbitration Field Data Field
28|27 (26|25 |24 |23|22|21|20|19|18|17|16|15|14|23|12|11|20|9 |8 |7 |6|5]|4|3|2]1]|0] .
kel :
] [ s
S E D iT M‘ ‘ ‘ L ]
0 Dy SlSs Data S|E
F P P PF PS SA £|B Field B|S
o
No. of
—» 3 1(1 8 _
Bits 8 8 0 - 64 bytes
P: Priority EDP: Extended Data Page DP: Data Page

PF: PDU Format PS: PDU Specific SA: Source Address

6.4.2 SAE J193

The FBFF CAN ID
by the application.
[ ]

Application Pri

Source Addre

6.4.3 Supporto

Data frames in th
exceptions. The fi

Figure 9 - 29-bit identifier layout
D Message Format (Mapped to ISO 11898-1 Data Frames in FBFF Format)

field, shown in Figure 10, is divided into two fields. These fields are assimilated from in
The fields specified in 6.3 are:

btocol Indicator (AppPl)

5S (SA)
Arbitration Field Data Field
28 27|26 25|24 23|22 (2120191842
3 [ ] .
S i | M L o
0 oS Data S|
F| AppPl SA g B Field B|5
o
3 bits 8-bits 0 - 64 bytes

AppPl: Application Protocol Indicator SA: Source Address

Figure 10 - 11-bit identifier layout
CBFF and:CEFF

e CEFEF.format shall not be transmitted on an SAE J1939-22 network, except for|
st.exception allows the Address Claimed PG to be sent as single CEFF data frame, |

formation provided

the following two
er SAE J1939-21.

The second excef

tion' allows a device to transmit CEFF data frames (per SAE J1939-21) only to deterr

hine if the network

is an SAE J1939-22 network. CEFF frames shall be ceased once a device determines it is connected to an SAE J1939-22

network.

CBFF data frames, per SAE J1939-21, shall not be transmitted on an SAE J1939-22 network. The content in the first 3 bits
of the FBFF CAN ID has been defined in SAE J1939-22 differently from those same bits for the CBFF CAN ID defined in

SAE J1939-21.
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NOTE: Itis recognized that controllers on existing SAE J1939-21 networks support CEFF and CBFF frame formats. These
are not compatible with the SAE J1939-22 message structure which defines payloads larger than 8 bytes. It is also
understood that many software stacks (particularly AUTOSAR compliant ones) will not expose the difference
between messages mapped to CBFF/CEFF and FBFF/FEFF data frames and thus messages that are unique at
the datalink layer are no longer unique at the application layer. For example, this is particularly important in the
11-bit identifier case where the first 3 bits in SAE J1939-21 are defined as priority bits but in SAE J1939-22 these
bits are defined as an Application Protocol Indicator. So a message produced in SAE J1939-21 (CBFF) format but
interpreted in an SAE J1939-22 (FBFF) format will not be interpreted correctly in most cases (unless the priority

happened
6.5

Multi-PG protocol

PG, together with

C-PG format main
be used to transpg
frame as specified
data frame. The M
safety to each C-H

6.5.1  Multi-PG F

There are two forn
Figure 13. In this

FBFF as illustrated in Figure 12 and further defined in Figure 14. Both forms are used to implement a M

The FEFF form of
to be sent to eithe
Address in the PS
with the global Dg
Multi-PG.

The FBFF form of
The destination of
000y for the AppP

The destination of
in 6.5.3.6.2.

The number of C-
depending on the
defines its length.

to be set as 010, which is the proprietary identifier).

Multi-PG Protocol

ts Header content, included in the Multi-PG is referred to as a contained Parameter.(
fains the SP to PG relationship regardless of the physical layer or datalink layerrused
rt multiple A_PDU1, multiple A_PDU2, or a combination of A_ PDU1 and A_PDU2 me
in 6.5.2. Each A_PDU is formatted into a C-PG and multiple C-PGs may be‘packed int
LIIti-PG protocol also provides a standard mechanism for optionally adding cybersecurit
G within the Multi-PG.

Fformat

ns of D_PDU for Multi-PG. The first form uses FEFF and isllustrated in Figure 11 an
form, the PGN value shall be the Parameter Group Number shown in Figure 13. Th

the Multi-PG is transmitted using the D_PDU1 fermat. The Multi-PG PG is a PDU1 t
r a specific destination or to the global destination. When sent as D_PDU1 with a s
field, this Multi-PG is referred to as a Destination Specific D_PDU1 Multi-PG. Wher
stination Address (255) in the PS field, this Multi-PG is referred to as a Globally Aq

Multi-PG is transmitted using the.B_PDUS3 format and is referred to as a D_PDU3 N
a D_PDUS3 Multi-PG messageis always global. The FBFF form of the Multi-PG is id
in the CAN ID.

the Multi-PG D_PDU.serves as the Destination Address of any contained A_PDU1 C

PGs within a<Multi-PG will vary as denoted by “z.” For SAE J1939 PGs, “Z” is likely
Payload Length of each C-PG. There is no delimiter between C-PGs because the H

) data frame. Each
broup (C-PG). The
This protocol can
ssages in a single
b a single Multi-PG
y and/or functional

i further defined in
e other form uses
JIti-PG D_PDU.

pe PG, allowing it
pecific Destination
sent as D_PDU1
idressed D_PDU1

Multi-PG message.
entified by having

-PGs, as specified

not more than 9,
pader of the C-PG

. C-PG 1 | C-PG 2 [ ... | ¢-PG z
Priority | PGIN&-DA SA Multi-PG
CAN Identifier Field CAN FD Data Field
Figure 11 - FEFF Multi-PG Format overview (D_PDU1)
_ C-PG 1 | C-PG2 | ... | C-PGz
AppPI=0 | SA Multi-PG
CAN ldentifier Field CAN FD Data Field

Figure 12 - FBFF Multi-PG Format overview (D_PDU3)
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While all data field lengths defined in ISO 11898-1 may be used with Multi-PG, when communicating SAE J1939 PGs, the
Multi-PG data frame is typically at least 8 bytes long. If the sum total length of all C-PGs packed in a Multi-PG data field
does not result in a valid CAN FD data frame length (see 6.3.3.2), the remainder of the Multi-PG data field shall be packed
using a padding service C-PG (see 6.5.3.5). The data field padding defined in 6.3.3.2 shall not be used to pad the Multi-PG
data frame data field to the DLC length. A Multi-PG must have at least one C-PG within it.

When using a (D_PDU1) FEFF Multi-PG, the priority field in the CAN ID may be set according to the C-PG contents. As a
general rule, it is appropriate to set the Multi-PG Priority to the highest priority of any of the C-PGs within it.

Parameter Group Name: FEFF (Extended Frame) Multi-PG (MCPG)
Definition: Used for the transfer of 1 or more PGs. Each PG follows the C-PG format.
Transmission repetition rate: As needed

Data length: 4 bytes minimum up to 64 bytes maximum
Extended Date Page: 0

Data Page: 0

PDU Format: 37

PDU Specific: Destination Address (global or specific)
Default priority: Highest Priority of the C-PGs contained
Parameter Group Number: 9472 (002500n)

Data Field:

The data field consists of 1 or more C-PGs of TOS 1 through 7 followed by a Padding C-PG (TOS = 0) if required.
For each C-PG where Type of Service is 1 through 7, the C-PG data format is_as follows and repeats for each C-PG:

Byte: (a) 1.8t0 1.6 Type of Service (6.5.3.1)
(b) 1.5t0 1.1 &2to3 Service Header (6.5.3.6)
(c) 4 Payload Length (6.5.3.2)
(d) 5to X C-PG Payload

Data repeats a, b,|c, d, a, b, c, d, ...

A Padding C-PG ([TOS = 0) shall be included after the last-C-PG (a, b, ¢, d) if required to pad the messajge to a DLC
length. See 6.5.3.% for details.

Figure 13.--FEFF (Extended Frame) Multi-PG

Parameter Group Name: EBFF (Base Frame) Multi-PG

Definition: Used for the transfer of 1 or more PGs. Each PG follows the C{PG format.
Transmission repgtition rate: As needed

Data length: 4 bytes minimum up to 64 bytes maximum

Application Protocpl Indicator: 0

Data Field:

The data field consists.of A1 or more C-PGs of TOS 1 through 7 followed by a Padding C-PG (TOS = 0) if required.
For each C-PG where)Type of Service is 1 through 7, the C-PG data format is as follows and repeats for each C-PG:

Byte: (a) 1.810 1.6 Type of Service (6.5.3.1)
(b)1.5t01.1&2to3 Service Header (6.5.3.6)
(c) 4 Payload Length (6.5.3.2)
(d)5to X C-PG Payload

Datarepeats a, b, c,d, a, b, c, d, ...

A Padding C-PG (TOS = 0) shall be included after the last C-PG (a, b, c, d) if required to pad the message to a DLC
length. See 6.5.3.5 for details.

Figure 14 - FBFF (Base Frame) Multi-PG
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6.5.2 Packing C-PGs into Multi-PG

The Multi-PG method is used to transport one or more A_PDU1 or A_PDU2 in a single frame. Each A_PDU is formatted
into a C-PG and multiple C-PGs may be packed into a single Multi-PG.

There are strict requirements for packing multiple A_PDU PGs (C-PGs) into a Multi-PG. See Table 7 for a summary and
6.7 for a decision tree. All D_PDU methods must be supported for reception but the implementer may choose which path

or paths to support for transmission; the transport model implementation shown in Figure 36 shows the options.

A C-PG must be fully contained within a single Multi-PG.

The Destination Specific D_PDU1 instance of Multi-PG shall contain only A_PDU1 PGs for a single Destination Address

(excluding the

The Destinatid
addressed A _|

The Globally
A_PDU1 PGs

The D_PDU3
permitted sinc

When packing mu
sent if they were ir

When packing mu
single CAN FD frzg
established becau

Global DA Z259) and that same Destination Address shall be used In the Mulli-FG D

n Specific D_PDU1 instance of the Multi-PG shall not contain A_PDU2 PGsshall n
PDU1 PGs, and shall not contain A_PDU1 PGs for any other Destination Addresses.

\ddressed D_PDU1 instance of the Multi-PG shall contain only A_PBU2 PGs and ¢
and the Global DA (255) shall be used in the Multi-PG D_PDU1 CAN-ID.

nstance of the Multi-PG shall contain only A_PDU2 PGs and iglobally addressed A |
e the D_PDU3 is always global.

tiple PGs into a single Multi-PG, the messages shall be“packed in the same order the
dividually transmitted. Upon receipt, the ECU shall process the messages in the sam

tiple A_PDUs (C-PGs) into a Multi-PG message,the combined length of the C-PGs
me. The FD Transport Protocol service shall'not be used for any Multi-PG message
5e the segmentation Transport Protocol would add unnecessary overhead and softwa

PDU1 CAN ID.

ot contain globally

jlobally addressed

PDU1 PGs; this is

would have been
B order.

shall not exceed a
| This restriction is
re complication.

Table 7 - Requirements for A\PDU1 and A_PDU2 usage in Multi-PGs

A_PDU1 A_PDU2
Multi-PG D_PDU (Destination Specific PG) (Broadcast PG)
To Specific
D_PDU Format Address To Global Address
Destination Specific Allowed
D_RDU1 (29-bit) (onlyitg same Not allowed Not allowed
- Specific Address)
SI%)SILIJy1A(ggfgist)sed Not allowed Allowed Allowed
D_RDU3 (ft=bit) Not allowed Allowed Allowed

6.5.3 C-PG Forllnat

There are two formats possible for a C-PG, shown in Figure 15. The C-PG format is associated with the Type of Service
(TOS) value. Every C-PG consists of the C-PG Header followed by the C-PG Payload. The Type of Service (TOS) field
occupies the first 3 bits of every C-PG Header.

For TOS values 1 through 7, the C-PG Header shall be 4-bytes in length and the last byte of the C-PG Header shall be the
Payload Length (PL) field, which specifies the byte length of the C-PG Payload. The 21 bits of the C-PG Header between
the TOS field and the PL field is known as the Service Header. The content and structure of the Service Header shall be
specific to each TOS. This format structure allows a recipient to parse C-PGs from the Multi-PG message even if it
encounters some C-PGs with unknown TOS values.

For TOS 0 (Padding Service), each bit in the C-PG Header shall be zero. The C-PG Service Header for the padding service
can be 1, 2, or 3 bytes long but never less than 1 byte as the TOS field must be present. The TOS 0 C-PG (Padding Service)
does not have a Payload Length field because it is only permitted as the last C-PG in the Multi-PG data field.
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The maximum length of a C-PG is 64 bytes, except for a TOS 0 C-PG which has a maximum length of 15 bytes.

C-PG Header

C-PG Payload

TOS

Service Header Payload Length

3 bits | 21 bits 8 bits 0 to 60 bytes
Figure 15A - C-PG Format (TOS 1 through TOS 7)
C-PG Header C-PG Payload
TOS | Service Header
3 bits | 21 bits 0 to 12 bytes
Byte1 [ Byte2 [Byte3

6.5.3.1

The Type of Servi
future assignment
starting with the S

TOS Fig

Figure 15B - C-PG Format (TOS 0)
Figure 15 - C-PG Format

Id (Type of Service)

The value assignments are shown in Table 8. Descriptions.for each are in the su
AE J1939 service in order to provide context.

Table 8 - Coding of TOS field

ce (TOS) field identifies the structure and type of content in the C5RG. Reserved valug

s are available for
bsequent sections

TOS Value Service Reference
000o Padding Service 6.5.3.5
001p SAE J1939 Contained PG sérvice with 6.5.34
manufacturer specific assurance data
0100 SAE J1939 Contained.PG service with optional | 6.5.3.3
SAE defined assurance data support
011bto 111, | Reserved

6.5.3.2 Payload

Length Field (PL)

The Payload Length (PL) field specifies\the byte length of the C-PG Payload. The C-PG Payload fq

immediately follow
1 byte per bit, rang

The C-PG payloa
Payload Length is

Two examples are
of 8 bytes of PG

ing the PL field and continues the specified number of bytes. The Payload Length v3
ing in value from\O’through 60.

H contains-both the PG data and any functional safety/cybersecurity assurance dg
the length-ef the PG data plus the length of any functional safety/cybersecurity assurg

provided to show PL use cases. The first example in Figure 16 shows a C-PG for PG|
ata and is protected with a 32-bit OEM functional safety assurance data. This ex4

r the C-PG starts
lue is encoded as

ta. Therefore, the
nce data.

N 25600 consisting
mple has a PL of

12 (0OChn) because the PG data of 8 bytes plus the manufacturer specific Functional Safety assurance data of 4 bytes add to

12 bytes.

The second example in Figure 17 shows a C-PG for PGN 61463 with 8 bytes of PG data and no functional
safety/cybersecurity assurance data. It is sent as a standard message using TOS=2. This example has a PL of 8 because
the PG data is 8 bytes long and there is no assurance data to add.
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See 6.5.3.6.1 for the definition of TF (Trailer Format) used in these examples.

C-PG Header (2864000Cy): 4 bytes C-PG Payload: 12 byies

3bits | 3 bits 18 bits 8 bits /| 64 bits (8 bytes) 32 bits

TOS TF CPGN PL / PG Data Functional Safety
Assurance Data

1(007) | 2(010s) | 25600 (6400s) | OC» | 6720n, 79EOn, FFFFs, FFFFa AF0387EFn

Figure 16 - C-PG example 1

C-PG Header (40F01708h): 4 bytes C-PG Payload: 8 bytes
3 bits 3 bits 18 bits 8 bits / 64 bits (8 bytes)
TOS TF CPGN PL / PG Data
2 (010p) 0 (Q00y) 61463 (FO17h) 08h 67h, 20n, 79n, EOn, FAn, EFn, 00n, FFn
Figure 17 - C-PG example 2
6.5.3.3 C-PG F¢rmat for TOS=2

The TOS 010y val
This Type of Servi
assurance data. N
publication. This d

Le indicates that the C-PG contains an SAE J1939 PG and may, contain SAE defing
ce is used for any SAE J1939 PG without assurance data and for‘any SAE J1939 PQ
lote: SAE standards for assurance data content are still being developed as this
pcument will be updated with those references following their publication.

The C-PG format i
C-PG Headeris c

Service Header is| comprised of the Trailer Format (TF) field and‘the contained Parameter Group Nur
C-PG Header consumes 4 bytes. The full length occupied by, a‘C-PG with TOS=2 is the sum of the 4-
length and the Payload Length.

The C-PG payloa
Data of 60 bytes W
consumes the ren

If the A_PDU data
cannot be used; in

s shown in Figures 18A and 18B. A C-PG is comprised*of the C-PG Header and the (

mprised of the Type of Service (TOS) field, the Service Header, and the Payload Ler

is comprised of the PG data and the-optional functional safety/cybersecurity data
ould only be possible if the functional safety/cybersecurity assurance data is not useq
aining 4 bytes of a 64-byte CAN FD data frame.

length exceeds the C-PG _size limit, then the A_PDU cannot be packaged into a Q
stead, the A_PDU must be sent using the FD Transport Protocol defined in 6.6.

d assurance data.
with SAE defined
Hocument goes to

L-PG payload. The
gth (PL) field. The
hber (CPGN). The
byte C-PG Header

if used). A full PG
| since the Header

-PG and Multi-PG

C-PG Header: 4 bytes C-PG Payload: 0 to 60 bytés
3 bits | 3 bits || 18 bits 8 bits 0 to 64 bits
CPGN C-PG| Assurance Data
TOS | TF IEpp [pPPF [Ps |- PG Data (Safefy/Security)
MSB LSB

Figure 18A - C-PG Format for TOS=1 and TOS=2

Figure 18B provides another view of Figure 18A but with bit positions and SPNs denoted.
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Data byte (n)

Data byte (n+1) Data byte (n+2)

Data byte (n+3)

7165

413 65413 6 |5|4]|3 6 |5]|4

3

TS3 | TS2 | TS1| TF3 | TF2 | TF1 |EDP| DP | PF8 | PF7 | PF6 | PF5 | PF4 [ PF3 | PF2 | PF1 | PS8 [ PS7 | PS6 | PS5 | PS4 | PS3 [ PS2 | PS1 | PL8 | PL7 [ PL6 | PL5 | PL4 [ PL3 | PL2 | PL1
W N g
Type of Service —~ T C-PGN C-PG Payload Length
(Section 6.5.3.1) = S < (Section 6.5.3.6.2) (Section 6.5.3.2)
(SPN 13199, 13205) £ 2 3 (SPN 13201, 13207) (SPN 13202, 13208)
g8
c83
- C-PG Payload Length (0 to 60 bytes) =}
Data bytg (n+4) Data byte (m) Data byte (m+1) Data byte (k)
8|7 6|54 |3]2]1 8|7 |6|s5|a|3|2|1|8|7|6|5|4a]|3|2]1 N7 |e|s|a|3]2]1
Y Y
PG Data €<PG Assurance Data
(SPN 13203, 13209) (SPN 13204, 13210)
Figure 18B - C-PG Bit Placement Model forOS=1 and TOS=2
6.5.3.4 C-PG Fprmat for TOS=1
The TOS 001y vallie indicates that the C-PG contains an SAE J1939 PG accompanied by manufacturer gpecific assurance

data. This Type o

The C-PG format

the related PG Da

If the A_PDU dat

cannot be used; in

6.5.3.5

The TOS 000y va
the data field of a

length of all C-PG
lengths (see 6.3.3

to the DLC length

The Padding Serv

C-PGF

f

found in Figures 18A and 18B is the same format used for TOS=1. The C-PG Paylo
a and the manufacturer specific (OEM) functional safety/cybersecurity assurance dat

A
Le

stead, the A_PDU must be-sent using the FD Transport Protocol defined in 6.6.
brmat for TOS=0

lbe indicates that the C-PG is a Padding Service C-PG. A Padding Service C-PG provi
Multi-PG datadrame to the next valid frame length. The Padding Service C-PG is requ
s packed into-a Multi-PG data field does not equal one of the CAN FD CAN Data L
2). The data field padding defined in 6.3.3.2 shall not be used to pad the Multi-PG d4

ice C-PG shall only be used as the last C-PG in a Multi-PG because its length is un

Service is used only when manufacturer spécific assurance data accompanies the P(

length exceeds the C-PG size:limit, then the A_PDU cannot be packaged into a G

5 data.

ad is comprised of
.

-PG and Multi-PG

jes a method to fill
red when the byte
ength Code (DLC)
ta frame data field

defined and is not

explicitly indicated. The padding service C-PG uses a different C-PG format shown in Figures 19A and 19B. The Padding
Service C-PG shall have integral bytes of length. The smallest Padding Service C-PG is 1 byte in length and the largest
Padding Service C-PG is 15 bytes. The Service Header shall be no less than 5 bits in order to fill a full byte together with
the TOS field of 3 bits. In order to minimize stuff bits, the recommended content for the C-PG payload is alternating bits of
1 and 0. Use of bytes of 00n for the Service Header has been done for AUTOSAR compatibility.

Using the recommended content, if 1 to 3 bytes of padding is required, then the Padding Service C-PG shall be 1 to 3 bytes
of 00n. If 4 to 15 bytes of padding is required, then the Padding Service C-PG shall be 3 bytes of 00n followed by 1 to 12

bytes of AAn.
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3 bits

5 to 21 bits

0 to 96 bits

TOS=0

Service Header (all bits=0)

C-PG payload (alternating 1 and Q)

Figure 19A - C-PG Format for TOS=0 (Padding Service)

Figure 19B provides another view of Figure 19A but with bit positions and SPN denoted.

+‘ Minimum Service Header f<— i Padding bytes (0 to 12 bytes) ‘
Data byte (s+1) Data byte (s+2) Data byte (s+3) Data byte (s+4) Data byte (t)
876543218|7|6|5|4|3218765432187654321"'87654321
TS3 | TS2 | TS1 |SH21/|SH20|SH SH11isHI0lsHa Lo leH7 L sHp LoHs loHAl o3 SHY I SHT IpARlpARIPADIPADIDADRIDADIDADIDAD RARIRADIPAD|PAD|PAD|PAD|PAD|PAD

NN

Type of Service
(Section 6.5.3.1)
(SPN 13199, 13205)

For example, suppose the combined length of all C-PGs packed into a Multi-PG data field is 44 bytes.
FD valid data length that is greater than or equal to the length of all the C-PGs is'48 bytes (DLC = En). T
of the CAN FD dafa field must be padded using a Padding Service C-PG thatds'4 bytes in total length. T
Padding Service ¢-PG consists of three zeroes for the Type of Service (000b) followed by the Service
of 0. This is followed by a data byte of AAn. An example of this is shownin Figure 20.

e
Service Header
(Section 6.5.3)
Fill with 0

Figure 19B - C-PG Bit Placement Model for TOS=0 (Padding Service)

N4
Padding Data
(Section6.5'3.5)
Fill With 55,

The smallest CAN
he unused 4 bytes
he first byte of the
Header of 21 bits

PGN

C-PG1
(EC1)

C-PG2

(PADDING) \

TOS 1(001)
C-PG 1 TF 2 (010y)
255 HEADER\} 18 | CPGN 65251 (FEE3})
8 | PL 44 (2Cy)
288| PG DATA | 0384y, 25, 04BOy, 575, ... 104
PAYLOAD
32 | FSDATA | CFO680EE,
3 | TOS 0 (000,)
HEADER
32 21 | SVCHDR | 0 (000000000000000000000s)
PAYLOAD | 8 | PADDING | 170 (AA:)

Figure 20 - Padding example

6.5.3.6  Service|Header

These definitions @pply t10.the Service Header in the C-PG Header when the Type of Service equals 1 o

6.5.3.6.1 TF Fiele<

The use of an assurance data trailer is optional but the field is mandatory within the Service Header. When assurance data
is used, the valid uses are described in Table 9. The TF field is specific to the Type of Service. A selection guide for the
TOS and TF is provided in Figure 21.
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Table 9 - Coding of TF field

6.5.3.6.2 C-PG

The CPGN field in
(the Extended Dat
Header uses an M
elsewhere in SAE

TOS TF Value Trailer format

001s 000p Reserved
001p 001b 32-bit manufacturer specific (OEM) cybersecurity assurance data
001p 010p 32-bit manufacturer specific (OEM) functional safety assurance data
0015 0115 32-bit manufacturer specific (OEM) cybersecurity followed by a

32-bit manufacturer specific (OEM) functional safety assurance data
001s 1000 Reserved
001p 101y 64-bit manufacturer specific (OEM) cybersecurity assurance data
001p 110 64-bit manufacturer specific (OEM) functional safety assurance data
001p 111 Reserved
010 0005 SAE J1939 with no assurance data
010p 001b-111p Reserved
0116 -111b Reserved Reserved

@ C-PG Format Decision

J1939DA
Defined
Message?

Assurance
Data Included?

SAE Defined
Method?

No

Yes l
{_Use T0s=2 \\ N usetosst )
Not Defined by SAE ‘ L?see TF=0 ‘ Not Defined Yet ‘ ‘ Tinez 3 5_or 6 ‘
\\\—/ ‘\ 7/ \\ / \ e /

Figure 21 - TOS and TF selection guide
CPGN Field
Hicates the PRGN of the PG data included within the C-PG. It is included with the most

h Page and.the Data Page bits). It is important to note the placement of the PGN bits ir]
SB placement order; this is different from the standard LSB first placement described

significant bits first
the C-PG Service
in 6.1.3 and used

1939 When the PGN value is part of the data field. See Figures 18A and 18B for an Tverview.

The PS field in the CPGN for an A_PDU1 C-PG shall not include the Destination Address. Instead, consistent with 6.1.3,
the PS field for an A_PDU1 C-PG shall be zero. The Destination Address for the A_PDU1 C-PG shall be derived from the
Multi-PG message addressing. The Destination Address of an A_PDU1 C-PG is global when sent in a Globally Addressed
D_PDU1 Multi-PG message or a D_PDUS3 Multi-PG message. The Destination Address of an A_PDU1 C-PG is the Multi-PG
Destination Address when sent in a Destination Specific D_PDU1 Multi-PG message.

6.5.4 Optimizing Bus Utilization (Multi-PG D_PDU Transmit Control)

Bus utilization is illustrated by the D_PDU Transmit Control element in the Transmission Behavior Model shown in Figure 36.
Bus utilization is optimized when the Multi-PG data space is filled so that the overhead of sending a C-PG is minimized.
Applications are encouraged to implement designs that minimize bus utilization. The exact method to minimize bus
utilization is up to each manufacturer; however, some recommendations are provided here.
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One consideration is to group transmitted SAE J1939 PGs by transmission rate and combine C-PGs of those PGs into a
Multi-PG message to minimize overhead. This consideration is especially useful for PGs with short transmission periods.

A general recommendation is to wait up to 10% of the transmission period to aggregate enough messages to fill a Multi-PG
message as much as possible before transmitting it. Use of a separate buffer for each standard transmission rate used by
the device is a logical method to allocate PGs to Multi-PG messages.

Another consideration is a FIFO (first in, first out) method of combining C-PGs into a Multi-PG message to minimize
overhead.

If the SAE J1939 task associated with adding C-PGs to a Multi-PG at the D_PDU layer is able to receive A_PDUs from any
task (and any core for multi-core microprocessors) then it will have the best opportunity to optimize bandwidth utilization.
An example of diff

4 : 1 s o0
FICTIL UST LAdSCS 15 STTUWITITT T TYUIC <.

This A_PDU indicates it

must be sent within 2ms

Next A_PDU available to
include before 2ms expires

<«———Task Rate———»
Multi-PG

28 Bytesin C-PGs.
Send Multi-PG
partially full now

This A_PDU indicates it

must be sentimmediately

8Byte

8Byte
C-PG

Task Rate4+7Task Rate44<7Task Rate———»

Multi-PG Multi-PG Multi-PG

8 Bytes in'a'C-PG.
Send Multi-PG now
with-the single C-PG

63 Bytesin C-PGs.
Send Multi-PG as full
since a minimum of 4

32 Bytesin C-PGs.
Send Multi-PG as
partially full based on

because of 2mstime bytes is needed for e o g.—PDU scheduled task time
constraint another C-PG immediate
requirement

Figure 22 -"Transmit control example

6.5.5 Multi-PG Content Examples
The example in Figure 23 shows the data“payload of a single Multi-PG with four C-PGs and C-PG paddi

included C-PGs afle addressed to the global address; therefore, the C-PGs must be sent in a globally de

ng as needed. The
stined Multi-PG. A

globally destined
example uses the
any destination sp

The first C-PG is
NAME from all dey

Multi-PG can be, either a Globally Addressed D_PDU1 Multi-PG or a D_PDU3 Multi-
D PDUS3 format'so by default it is a broadcast message to all devices on the network ar
pcific C-PGs:

he Request PG (PGN 59904) for PGN 60928 (Address Claimed) without assurance
iceés'on the network. The Request PG is a destination specific PG to be sent globally ar

DN AL
UV Vil

PG. This Multi-PG
d shall not contain

data to solicit the
d, in this example,

is addressed globé

U | H Lol HE | mY [HllnYal ol lab ol = £ H
Ny Dy nioraunty nnra g | U I, WilvliTio a yivudal itooayT. T U TTITTTTIVT 1T O

tting the Multi-PG

priority, the Request PG uses its default priority of 6.

The second C-PG is Trip Time Information 2 (PGN 65200) with an OEM defined 32-bit cybersecurity assurance data. This
PG is an “On Request” message being sent in response to a global Request, which is not shown. The TTI2 PG is an
A_PDU2 PG being sent with 20 bytes which results in 24 bytes with the added OEM cybersecurity assurance data. For
reference in setting the Multi-PG priority, the TTI12 PG uses its default priority of 7.

The third C-PG is a broadcast of Turbocharger Information 8 (PGN 64210) without assurance data. This PG is an A_PDU2
PG defined as 8 bytes and uses its default priority of 6.

The fourth C-PG is a DM1 message reporting two active DTCs and no assurance data resulting in a 10 byte payload. This
PG is an A_PDU2 PG and uses its default priority of 6.
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The length of the four C-PGs is 61 bytes. The remaining space is filled with a Padding Service C-PG to the next valid data
frame size because 61 bytes is not a valid CAN FD data frame size. A 3-byte Padding Service C-PG is required to fill the
Multi-PG data field to a valid CAN FD frame size. Using the required O fill in the Service Header, a Padding Service C-PG
of 0 is added to the end of the Multi-PG data field. The Padding Service Data Field is truncated as it isn't needed in order
to have a total padding length of 3 bytes.

The lowest value (highest priority) of the four C-PG priority values is 6 so the priority would be 6 for a Globally Addressed
D_PDU1 Multi-PG. However, this example uses the D_PDU3 format which does not have a Priority field. The transmitter of
the Multi-PG in this example is using a Source Address of 0 representing the primary engine control module.

APPPI | 0(000;)
11| CANID
A 8 | sA 0 (00,)
3 | T0s 2 (010y)
cPG1 | 3 |TF 0 (000y)
56 | HEADER | 18 | CPGN | 59904 (EA0O;)
8 |PL 3(034)

PAYLOAD | 24 | PG DATA | 60928 (OOEEQQy)

Bits|  PGN 3 | T0s 1(001)
CAN ID cPG2 | 3 |TF 1,(001})
1 (muLT-pe) Jpq| HEADER |18 | CPGN 65200 (FEBOY)
C-PG 1 8 | PL 24 (18y)
(RQST) oavLoap |160| PG BATA | 1212, 1543, .. 1034,
reo 32 | CSDATA | CBODSOFE,
(rm2) 37 10s 2 (0104)
51p fTF;fsf C-PG3\ | 3 | TF 0 (0005)
95| HEADER |13 | CPGN 64210 (FAD2;)
CPG 4 8 | PL 8 (081)
(DM1) PAYLOAD | 64 | PG DATA | 2EAO,, 2ED2;, FBOO,, FFOO,
C-PG5
(PADDING) 3 | TOS 2 (010,)
PG4 | 3 |TF 0 (000,)
112| HEADER |18 | CPGN 65226 (FECA,)
8 | pL 10 (0A)

PAYLOAD | 80 | PG DATA | 4040, B804, 030A,, F974y,, 100p,

C-PG 3 | TOS 0 (000y)
24 | HEADER | 71 | SYCHDR | 0 (000000000000000000000,)
PAYLOAD | O | PADDING | None

Figure 23 - Multi-PG example 1

The example in Figure 24 represents a Destination Specific D_PDU1 Multi-PG message from a tool (SA=249) Requesting
many PGs in order to fill out a user Data Page. The Multi-PG message is being sent to the transmission controller first
instance so that Source Address (SA=03) is used as the D_PDU1 Destination Address (PS field).

In this example, the tool is sending four C-PGs with the Request PG (PGN 59904) Requesting DM2, DM4, DM5, and DM6.
The C-PG for the DM6 Request includes an 8-byte manufacturer specific cybersecurity assurance data so this C-PG shall
have Type of Service equal to 1. All of the C-PGs included in this example use a priority of 6, so the D_PDU1 Priority field
is also 6. The total length of the four C-PGs is 36 bytes so a 12 byte Padding Service C-PG is needed to reach the next
valid FD data frame of 48 bytes.

The arrows represent continuity from line to line; all content is in a single CAN FD message.
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3 | PRIORITY | 6 (110y)
29| CANID |18 | PGN+DA | 9475 (2503;)
8 | SA 249 (F9;)
TOS 2 (010,)
c-PG1 | 3 |TF 0 (000s)
56 | HEADER | 18 | CPGN 59904 (EAQO)
8 | PL 3 (03y)
PAYLOAD | 24 | PG DATA | 60928 (O0OEEQO)
3 | TOS 1(001y)
Bits| _ PGN TPGZ | 3 | If 5{101%)
HEADER
N CAN ID 120 18 | CPGN 59904 (EAQO,)
(MULTI-PG) 8 | PL 11 (0By)
24 | PG DATA | 65231 (FECFy)
C-PG 1 PAYLOAD
(RQST) 64 | CS DATA | C80DC80DSOFESOFE,
CF;P(;TZ 3 | TOS 2 (010;)
(ROST) C-PG3 | 3 |TF 0)(000,)
384 C:iT?’ . » 56| HEADER |18 | CPGN 59904 (EAOO},)
(RQST) 8 | PL 3(03y)
PG4 PAYLOAD | 24 | PGDATA | 65229 (FECD})
(RQST)
C-PG 5 3_['TOS 2 (010y)
(PADDING) C-PG 4 *M3 | TF 0 (000,)
56 | HEADER | 18 | CPGN 59904 (EAQO,)
8 | pL 3 (03y)
PAYLOAD | 24 | PG DATA | 65230 (FECE})
3 | TOS 0 (000y,)
HEADER
96 21 | SVCHDR | 0(000...00p)
PAYLOAD | 72 | PADDING | AAAA..AA,
Figure 24 - Multi-PG example 2
6.6 FD Transpoft Protocol
The FD Transport| Protocol gorovides the means for communicating large messages. For the purposes| of this protocol, a
large message is [considered to be an SAE J1939 PG A_PDU that has more than 60 data bytes or an SAE J1939 PG
A_PDU that cannqt fit inaMulti-PG C-PG because the combined size of the PG data and its assurance data is greater than
60 bytes. The FD @ransport Protocol communicates large messages by fragmenting the large megsage data into a

sequenced series lof-60-byte-segments—sequentialy-transmitting-those-segments—and-thenreassembling those segments
into the original large message data. The FD Transport Protocol functions are performed as part of a virtual connection
between the large message originator and the large message recipients.

FD Transport Protocol functions are described as a part of the data link layer with the recognition that FD Transport Protocol
functionality is subdivided into three major categories of functions: Data Segmentation and Reassembly, Data Transfer, and
Connection Management. Data Segmentation and Reassembly functions deal with fragmenting the large message data
into a sequenced series of segments and then reassembling the transmitted segments into the original large message data.
Data Transfer functions deal with sequentially transmitting the segments. Connection Management functions deal with
distributed exchanges to open the virtual connection, flow control for data segment transfers, assurance data exchange,
and to close the connection at the completion of the large data exchange.

There are two types of FD Transport transfer methods: RTS/CTS Transfer and BAM (Broadcast Announce) Transfer.
RTS/CTS Transfer (point to point) is used when a large message is to be sent to a specific Destination Address. BAM
transfer is used when a large message is to be sent globally, or non-destination specific.
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In the FD Transport Protocol sections, the term “originator” corresponds to the source of the large data message and the
term “responder” corresponds to the receiver of the large data message. In the context of an RTS/CTS transfer, the
originator is the transmitter of the RTS and DT messages, and the responder is the transmitter of the CTS message and
receiver of DT messages. In the context of a BAM transfer, the originator is the transmitter of the BAM and DT messages,
and a responder is any node that is the receiver of the BAM and DT messages.

6.6.1 Operational Overview

6.6.1.1 BAM (Broadcast) Transfer

Broadcast Announce (BAM) transfer is used when a large message is to be sent globally, or non-destination specific. BAM
transfers use the Connection Management operations to announce the start of the transfer session and to announce the
completion of the are not used with
BAM sessions sin example of a BAM
transfer.

rdl Ibfﬂl DGDDiUI I. CUI I IUU“UI FTHariayclricl] It ﬂUW CUI Iil Ui al IL; U)\p“b;t biUbUl (] U)\bi a1y
te the transfer is from one to many recipients. See Figure A6 for a sequence diagram

The BAM transfer shall be used for all PDU2 PGs and for PDU1 PGs being sent globally.

For BAM transfer, the maximum A_PDU data size that can be transferred is limited to 15300 bytes.

A BAM transfer se
Address. This mes
take place.

ssion is initiated when the originator transmits the FD.TP.CM ,BAM message to the
sage announces to all nodes on the network that a globally destined large message

global Destination
ransfer is about to

After sending the FD.TP.CM_BAM message, the originator begins sending the PG data using a seriep of Data Transfer

(FD.TP.DT) messages to the global Destination Address.

After sending th¢ Data Transfer (FD.TP.DT) message for¢the final data segment, the origingtor transmits the

FD.TP.CM_EndOfMsgStatus (EOMS) completion message<to close the connection. The EOMS
Assurance Data, if applicable.

After receiving th
responder shall v

Data Transfer (FD.TP.DT) message for the final data segment and receiving the E
rify the entire message was received and reassembled correctly.
6.6.1.2 RTS/CT|S (Destination Specific) Transfer
RTS/CTS (destingtion specific) transfer.is: used when a large message is to be sent to a specific De
RTS/CTS transfergs use the Connection)Management operations to initiate the transfer session, data flg

complete, and explicit connection‘closure. The originator and the responder are able to utilize an
management openation. See Figute A1 for a sequence diagram example of an RTS/CTS transfer.

The RTS/CTS tranpsfer shall-be used for PDU1 PGs being sent to a specific Destination Address. The
shall not be used for PRUY2 PGs.

message includes

OMS message, a

stination Address.

w control, transfer
abort connection

RTS/CTS transfer

For RTS/CTS trank

An RTS/CTS transfer session is initiated when the originator transmits the FD.TP.CM_RTS (RTS) message to a specific
responder Destination Address. Upon receipt of the RTS message, the responder may elect to accept the connection or to
reject it. To accept the connection, the responder transmits a FD.TP.CM_CTS (CTS) message to the originator Destination
Address. The responder must ensure that it has sufficient resources to handle the message size it is accepting. To reject
the connection, the responder sends a FD.TP.Conn_Abort message. The connection can be rejected for any reason,
although lack of resources, memory, etc., are likely to be the causes. Sending an Abort message allows the originator to
move on to a new connection without having to wait for a timeout.

The connection is considered established for the originator when the originator receives the CTS message from the
responder in response to its RTS message. The connection is considered established for the responder when it has
successfully transmitted its CTS message in response to the RTS message.
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After receiving a FD.TP.CM_CTS (CTS) message from the responder, the originator begins sending Data Transfer
(FD.TP.DT) messages to the responder Destination Address. The series of FD.TP.DT (DT) messages will contain the PG
data segments according to the “next segment” and “number of segment” values specified in the CTS.

While more PG data remains to be received, the responder shall send another CTS for the next set of data segments after
it receives the last FD.TP.DT message per the previous FD.TP.CM_CTS. Upon receiving a subsequent FD.TP.CM_CTS
(CTS) message from the responder, the originator begins sending Data Transfer (FD.TP.DT) messages with the next set
of cleared data segments.

After sending the Data Transfer (FD.TP.DT) message for the final data segment, the originator transmits the
FD.TP.CM_EndOfMsgStatus (EOMS) completion message to the responder. This message informs the responder that the
originator has transmitted all of the data segments. The EOMS message shall include functional safety and/or cybersecurity
assurance data, if gppticabte:

After receiving thg Data Transfer (FD.TP.DT) message for the final data segment and receiving the-EC
responder shall vegrify the entire message was received and reassembled correctly. Once verification
responder transmits the FD.TP.CM_EndOfMsgACK (EOMA) message to the originator to explicitly clos
connection.

MS message, the
is completed, the
e the transfer and

6.6.1.3 Concurrent Sessions and Session Numbers

Up to 8 concurrent RTS/CTS sessions per originator and responder address pair are allowed. Up to folir concurrent BAM

sessions per originator address are allowed and can be simultaneous withhRTS/CTS sessions. For
connection using gession 0 can be differentiated from an RTS/CTS connection also using session 0
Address. Due to the Request service capability for both global and destination specific Requests, if large
support is providedl, both BAM and RTS/CTS shall be supported.

An ECU may support any number of concurrent sessions for RTS/CTS and/or BAM messages up to the
Support requirements are application specific. Since receivers‘have no minimum support requirement,
multiple sessions (for example, using BAM) may not be ableito expect all nodes to receive every concurre

BAM transfers shd
numbers 8to 15 a
a transfer session,
CTS, EOMA, and
value in the EOMS
Data Transfer mef
Abort, and Data T

A transfer session

and the session niimber. Therésponder source address shall be used to differentiate RTS/CTS from BA

BAM transfer the
responder source)
reassembly, and

Il only use Session numbers 0 to 3. RTS/CTS transfers shall only use Session numb
e reserved by SAE for future use:“The originator chooses the session number to be us|
The session value used by the originator in the RTS message shall also be used by th
Abort messages which correlate to the same connection. The originator shall also usg
message and Abort message (if needed). Likewise, the same session value shall be
bsages. The session value used by the originator of a BAM message shall also be u
ansfer of the same(connection.

(connection)<is\unique to the combination of the originator source address, respondg
responder’source address shall be the global Destination Address. For an RTS

addréss shall never be the global Destination Address. Connection managemgd
ata transfer operations shall use source address, Destination Address, and sessid

example, a BAM
by the Destination
message transport

maximum allowed.
AN originator using
nt session of data.

brs 0 to 7. Session
ed when it initiates
e responder in the
the same session
used in the related
sed for the EOMS,

br source address,
M sessions. For a
CTS transfer, the
nt, segmentation,
n number data in

FD.CM and FD.TH

.DD messages to associate those messages to the appropriate FD Transport session|.

6.6.1.4

Assurance Data

Protection of PG data may be added to any large message transport. Either or both functional safety and cybersecurity
assurance content is possible. This protection is not required but available when needed. When assurance data is used,
the calculation method shall be defined in the RTS or BAM message for the responder’s benefit. This definition is provided
in the Assurance Data Type (ADT) field (see Figure 27). The originator will then provide the calculated Assurance Data in
the End of Message Status (EOMS) message at the completion of the transport (see Figure 30). This assurance data is not
related to any assurance data defined within the PG data from SAE J1939DA (like a TSC1 checksum).
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6.6.2 FD Transport Protocol Functions

6.6.2.1 Data Segmentation and Reassembly

Data Segmentation and Reassembly are complementary FD Transport Protocol functions. Data Segmentation and
Reassembly functions deal with fragmenting the large message data into a sequenced series of 60 byte segments and then
reassembling the transmitted segments into the original large message data. Segmentation, performed by the originator, is
the process of fragmenting the large PG Data into a sequenced series of, up to, 60 byte segments that can each be
transmitted in individual FD Data Transfer (FD.TP.DT) data frames. Reassembly, performed by the responder, is the
process of parsing the sequenced data segments from the received individual FD Data Transfer (FD.TP.DT) data frames

and reconstructing the original large data.

6.6.2.1.1 Segm
Segmentation is th
each be transmittg
for the last data se
segment number

segment number

segment number {

has been placed into FD Data Transfer messages and transmitted.

Note thatan FD T

6.6.2.1.2 Reass
Reassembly is th
(FD.TP.DT) data f
data segment sha

need to be truncated to remove any data bytes of padding.sFhe assembled data segments may be larg

large data if the F

the BAM or RTS message specifies the byte length of the original large data. The original large data

assembled data b
remaining bytes. T
other relevant met
6.6.2.2 Connec
Connection Manag
between Controllg
association of two
PGN. When the

RTS/CTS), there 4
one to many, therg

e
S Tlauori

e process of fragmenting the large PG Data into a sequenced series of smaller'data
d in an FD Data Transfer (FD.TP.DT) data frame. All data segments shall be 60 byte]
gment which may be shorter than 60 bytes. The first Data Transfer (FD.TP.DT) segm
bne and contains the first (up to) 60 bytes of the data. The second FD.TP.DT segm

hree and contains the next (up to) 60 bytes of data. This process isxepeated until all th

ansport transfer with a single data segment is a valid transfer: See 6.6.2.3 for an expl
embly

b process of parsing the sequenced data segments from the received individual
rames and reconstructing the original large data. Data segments shall be received
| be assembled, in order of segment number;.into a single array of bytes. The assemb

D.TP.DT message for the last data segment required byte padding. The “Total Bytes

y taking the first “Total Bytes” number of bytes from the assembled data segments 3
'his array of bytes is passed to'the controller application responsible for the large m
ndata (see Table 1).

ion Management

ement (CM) is concerned with the opening, use, and closure of virtual connections for
r Applications;-A virtual connection, in the SAE J1939 environment, may be consig
Controller. Applications for the purpose of transferring a single large message that is de|
irtual connection is directed from one Controller Application to another Controller
re flaw control and closure operations (see Figures A1 and A2). In cases where the
is. no-flow control or closure provided (see Figure AB).

segments that can
s in length, except
ent is identified as
ent is identified as

fwo and contains the next (up to) 60 bytes of the data. The third FDAP.DT segment is identified as

e A_PDU PG data

anation.

FD Data Transfer
sequentially. Each
ed data segments
er than the original
" value reported in
s parsed from the
nd discarding any
essage along with

large data transfer
lered a temporary
scribed by a single
Application (using
connection is from

Connection management messages shall never be included as C-PGs within a Multi-PG.

6.6.2.2.1

Connection Management for Broadcast (BAM) Transfer

Broadcast Announce (BAM) transfer is used when a large message is to be sent globally, or non-destination specific.
Connection Management for BAM sessions only consists of the opening announcement of the transfer session and the end
of message status alerts from the originator. To initiate a BAM transfer session connection, the originator shall transmit the
FD.TP.CM_BAM (BAM) message to the global DA. This message constitutes a large message notification. The BAM
message contains the PGN to be sent, the PG data size, the number of segments into which the PG data has been
fragmented, and the session to be used. It can also indicate an Assurance Data Type to be used for functional safety and/or
cybersecurity protection. Controller Applications interested in the data shall allocate the resources necessary to receive and
reassemble the message.
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After sending the Data Transfer (FD.TP.DT) message with the final data segment, the originator shall transmit the
FD.TP.CM_EndOfMsgStatus (EOMS) completion message to the global address. This message notifies all responders that
the originator has transmitted all of the data segments. There is no explicit connection closure messaging by responders
for a BAM transfer. The PG data size reported in the FD.TP.CM_BAM message is only the length of the PG data. The
reported PG data size value does not include the four bytes associated with segment numbers, session identification, or
reserved bits that are added to the contents of each FD.TP.DT segment. The reported PG data size value also does not
include any Assurance Data included in the EOMS message.

If the originator needs to abort a BAM transfer after it sends the FD.TP.CM_BAM message and before it sends the
FD.TP.CM_EndOfMsgStatus message, then the originator shall send a FD.TP.Conn_Abort message to inform all

responders that the transfer is canceled.

6.6.2.2.2

RTS/CTS (point to
Management for H
originator and the

The originator init
responder DA. Th
segments into whi
one Clear to Sen
Assurance Data T

The responder tra
CTS messages in
message. The CT
and the segment
segment” fields in
transmitted followi

The originator tra
(FD.TP.DT) mess
has transmitted all

The responder tra
The responder tra
and receiving the

The originator ang

ConngctionManagement-for Bestination=Specific (RTFS/EFSFransfer————————————

point) transfer is used when a large message is to be sent to a specific Destination-Ad
TS/CTS sessions consist of connection opening, flow control operations, andiconne
fesponder are able to abort the connection.

ates an RTS/CTS transfer session by transmitting an FD.TP.CM_RTS (RTS) mes
e RTS message indicates the PGN of the large message to be sent, the PG data s
ch the PG data has been fragmented, the maximum number of segments that can be §
j (CTS) message from the responder, and the session used. for the transfer. It ca
ype to be used for functional safety and/or cybersecurity protection.

hsmits FD.TP.CM_CTS (CTS) messages to control the flow of data segments. The r¢g
response to an RTS message and after receiving.the last data segment cleared by
B message contains the matching session number,the number of segments that can bg
humber of the next segment it is expecting. Fhe responder uses the “number of se

ng the CTS, pause the transfer of data segments, and Request the retransmit of data

smits the FD.TP.CM_EndOfMsgStatus (EOMS) completion message after sending
ge for the final data segment of the-PG data. This message indicates to the responde
of the data segments. The EOMS message shall include assurance data, if applicabl

hsmits the FD.TP.CM_EndOfMsgACK (EOMA) message to explicitly close the transf
hsmits the EOMA message after receiving the final data segment Data Transfer (FO
FOMS message.

the responder.are able to abort an RTS/CTS transfer at any time. To abort the tra

originator or the r¢sponder shall-transmit a FD.TP.Conn_Abort message to inform the other Controller

session that it has

6.6.2.3  Minimur

ceased ifs-support of the transfer session.

n Data'Size

dress. Connection
ction closure. The

sage to a specific
ze, the number of
sent in response to
h also indicate an

sponder transmits
the previous CTS
e sent for this CTS,
pments” and “next

pach CTS message to control the flow. Thesg.fields allow the responder to adjust the niimber of segments

segments.

the Data Transfer
that the originator

1%

br and connection.
.TP.DT) message

nsfer session, the
Application in the

The requirement to use FD Transport Protocol is not based only on the length of the A_ PDU's PG data. FD Transport
Protocol shall be used for any A_ PDU where the combined length of the PG data and assurance data is greater than
60 bytes. For Multi-PG, the C-PG payload contains both the PG data and assurance data with a maximum payload of
60 bytes.

For FD Transport, the FD.TP.DT (Data Transfer) messages transfer only the PG data for an A_PDU; any assurance data
is sent separately in the FD.TP.CM_EndOfMsgStatus (EOMS) message. Therefore, it is possible for an FD Transport
session to only need a single FD.TP.DT transfer segment with as few as 29 bytes of data.
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In Figure 25, the left image shows an example of an A_PDU with 60 bytes in total comprised of 52 bytes PG data and
8 bytes assurance data. In this first example, the A_PDU fits in a Multi-PG D_PDU. The right image shows an example of
an A_PDU with 61 bytes in total comprised of 53 bytes of PG data and 8 bytes assurance data. In the second example, the
combined length (61 bytes) exceeds the Multi-PG capability and must be sent using the FD Transport Protocol. In the
second example, there is only 1 FD.TP.DT message containing the 53 bytes of PG data and the 8 bytes of assurance data
is reported in the FD.TP.CM_EndOfMsgStatus (EOMS) message.

A_PDU Multi-PDU : A_PDU Transport
C-PGHeader | 4 | FD.DT Header | 4
PG Data ——52—» | PG Data ——53
60 C-PG Payload | 60 | 61 ~—» C(C-PGPayload |53
f
A ® I
sspirance / | Assurance
Data Data EOMS 12
| \c?\
A 3
60bytes | 61 bytes ssurgnee 1 g
| Dath
1

Figure 25 - A_PDU data size
6.6.2.4 Data Transfer

plves the transfer of the sequenced segments of the/A PDU's PG data from the originator to the
r.

Data Transfer invi
recipient/respondg

The FD.TP.DT (Data Transfer) (DT) PG is used to transmit each-segment. Each DT message is sent ag a single D_PDU1

FEFF data frame V
C-PG within a Mult
and the segment ¢

For a BAM transfg
originator sends D

For an RTS/CTS t

The responder us
segments corresp

vith the FD.TP.DT PGN specified in the 29-bif*CAN identifier. The DT PG shall never [
i-PG message. The data field of the DT P&G\contains the session number, the sequentia
ata bytes.

r session, data transfer begins after the originator transmits the FD.TP.CM_BAM (B/
T messages for all of the data.segments without flow control.

ransfer session, data transfer begins after the originator receives the CTS message fr

bs the CTS message )to control the data flow from the originator. The originator shall
bnding to the “number of segments to send” and “next segment to send” in the CTS

e transmitted as a
segment number,

AM) message. The

bm the responder.

bnly send the data
message from the

responder. After s¢nding DT messages with those data segments, the originator shall wait for the subseqyent CTS message

before sending mq
CTS message” in

Foran RTS/CTS t

re DT mess$ages for that session. Responders shall comply with the “maximum numb
he RTSmessage from the originator. This requirement is further explained in 6.6.3.2,

ansfer'session, if the responder wants to stop data flow momentarily for an open conng

br of segments per

bction, it shall send

a CTS message V

vith the “number of segments to send” field equal to zero. The responder may send

consecutive CTS

messages with the “number of segments to send” field equal to zero once per Th to assure the originator the connection is
not closed. The PGN and session fields shall be populated according to the session in use and the PGN being transferred.
All remaining fields are set to the don’t care/not used state using FFn in each byte. When the responder is ready to resume
the data flow, then the responder sends a CTS message with the “number of segments to send” and “next segment to send”
appropriate for the last segments received.

6.6.2.5 Connection Closure

FD Transport connections can be closed normally after completing the data transfer in the absence of errors.

For a BAM transfer, the connection is closed normally with transmit of the FD.TP.CM_EndOfMsgStatus (EOMS) message,
which alerts recipients that the originator has transmitted all data segments. See 6.6.3.3. The connection is closed for the
originator upon successful transmit of the EOMS message, and the connection is closed for each responder upon reception
of the EOMS message.
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For an RTS/CTS transfer, normal connection closure involves the exchange of the FD.TP.CM_EndOfMsgStatus (EOMS)
and the FD.TP.CM_EndOfMsgACK (EOMA) messages. The originator initiates the connection closure by transmitting the
EOMS message. Upon receipt of the EOMS message, the responder transmits the EOMA message to the originator to
indicate that the connection is considered closed by the responder. Sending the FD.TP.CM_EndOfMsgACK message is
required to free the connection for subsequent use by other devices without waiting for a timeout. See 6.6.3.3 and 6.6.3.4.

FD Transport connections also can be aborted at any time during the data transfer.

For a BAM transfer, the connection can only be aborted by the originator. The originator shall send an FD.TP.Conn_Abort
message to notify all responders that the transfer has been canceled. Upon receipt of the FD.TP.Conn_Abort message,
recipients shall abandon any message segments already transmitted. Responders in a BAM transfer cannot abort the

connection. See 6.

6.3.4 and 6.6.3.5.

For an RTS/CTS
connection, a Con
connection. See ¢
responder. If the
message, it may §
receipt of the FD.T]

All timeout values

A failure of either mode can cause closure of a connection. For example:

1. Responder h3

message whe

with “number ¢f segments to be sent” set to zero, i.e., “hold the connection open”;

transfer, the connection can be aborted at any time by the originator or the respo
troller Application shall send an FD.TP.Conn_Abort message to the other Controllen
5.6.2.2.2 for an explanation of when a connection is considered established for

responder should, for example, determine that there are no resources ‘ayailable 1
imply abort the connection by issuing the FD.TP.Conn_Abort with abortreason 2 (se
P.Conn_Abort message, any message segments already passed will be abandoned.

are defined in 6.14.

s failed to receive an FD.TP.DT message in moresthan (T1) seconds since the p)
n more FD.TP.DT messages are expected (CTS allowed more);

s failed to receive an FD.TP.DT message in,more than (T2) seconds after a CT
s failed to receive an FD.TP.DT message in more than (T1) seconds after a BAN
5 failed to receive a CTS ©r FD.TP.CM_EndOfMsgACK for more than (T3) 5
dOfMsgStatus was transmitted (responder failure);

failed to receive a CT:S\message for more than (T4) seconds after receiving a FD.TP.

v control where'a responder receives more segments than Requested in its CTS mes

w controhwhere an originator receives a CTS Request to send more segments than

nder. To abort the
Application of the
he originator and
or processing the
e Table 11). Upon

revious FD.TP.DT

5 was transmitted

N was transmitted

econds after the

CM_CTS message

sage;

allowed in its RTS

2. Responder h3
(originator failfire);

3. Responder h3
(originator failfire);

4. Originator ha
FD.TP.CM_Er

5. Originator has

6. A failure of flo

7. A failure of flo
message;

8. Responder h3

s failed to receive an FD.TP.CM EndOfMsgStatus for more than (T1) seconds a

ter the FD.TP.DT

message containing the last (final) data segment was transmitted (originator failure).

See Figures A1, A4, A5, and A6 and 6.14 regarding timeouts. When either the originator or responder decides to close out
a connection for any reason including a timeout, it shall send the FD.TP.Conn_Abort message with abort reason 3 from
Table 11.
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With the definitions in this section and those in all sections under 6.6 the following observations can be made.

o A BAM data transfer connection is considered closed when the originator:

o Sends the FD.TP.CM_EndOfMsgStatus

e A BAM data transfer connection is considered closed when the responder:

o Receives the FD.TP.CM_EndOfMsgStatus

o Has a T1 connection timeout

e An RTS/CTS dlata transfer connection is considered closed when the originator:

o Receives the FD.TP.CM_EndOfMsgACK once the entire PG data transfer is completed

o Sends a AD.TP.Conn_Abort for any reason (e.g., due to a T3 or T4 timeout)

o Receives g FD.TP.Conn_Abort

e An RTS/CTS dlata transfer connection is considered closed when the responder:

o Sends thel FD.TP.CM_EndOfMsgACK once the entire PG data transfer is completed

o Receives g FD.TP.Conn_Abort

o Sends a ED.TP.Conn_Abort for any reason (e.g., including stopping the session early if desir

connection timeout, etc.)

6.6.3

FD Transport Protocol - Connection ManagementMessages (FD.TP.CM)

The FD.TP.CM message is used to initiate and clese) FD Transport connections and, for RTS/CTS trg
data flow. Each FO).TP.CM message shall be sentas a single D_PDU1 FEFF data frame with the FD.TP,
in the 29-bit CAN identifier. The FD.TP.DT PG:shall never be transmitted as a C-PG within a Multi-PG n

ed, fora T1 or T2

nsfers, control the
CM PGN specified
essage.

The FD.TP.CM megssage is used for the following six connection management messages: the Connectjon Mode Request
To Send (RTS), thhe Connection Mode~C€lear To Send (CTS), the End of Message Status (EOMS), th

Acknowledgment

EOMA), the Connhection Abort (Abort), and the Broadcast Announce Message (BA

Connection Management message format uses 12-bytes as shown in Figures 26 and 27. Table B
assignments to parameters inthis message.

RTS CTRL=0| TOTAL BYTES

TOTAL # OF SEGMENTS

MAX SGMTS

AD TYPE

PGN

CTs [CTRL=1{ RESERVED

NEXT SEGMENT NUMBER

XFR SGMTS

RQST

PGN

e End of Message
AM). The common
1 in has the SPN

EOMS [CTRL=2| TOTAL BYTES

TOTAL # OF SEGMENTS

AD SIZE

AD TYPE

PGN

OH

[TIONAL ASSURANCE DATA

EOMA [CTRL=3| TOTAL BYTES (RECEIVED)

wluolov|lul|lonw

TOTAL # OF SEGMENTS (RECEIVED)

RESERVED

RESERVED

PGN

BAM [CTRL=4| TOTAL BYTES

TOTAL # OF SEGMENTS

RESERVED

AD TYPE

PGN

CTRL

ABORT | S 15

RESERVED

RESERVED

RESERVED

REASON

PGN

4 bit | 4 bit LSB MsB

LSB MsB

LSB

MsB

LSB

MsB

Msg Byte 1 2 3 4

11

“AD SIZE” bytes long

Figure 26 - Connection Management Data Frame Overview


https://saenorm.com/api/?name=66f1a83b6b82bf5509b1f0f29457da1f

SAE INTERNATIONAL

J1939™-22 MAR2021

Page 41 of 82

Parameter Group Name:

Definition:

Transmission repetition rate:

Data length:

Extended Date Pa
Data Page:

PDU Format:
PDU Specific:
Default priority:

ge:

FD Transport Protocol—Connection Management (FD.TP.CM)

Used for managing the transfer of PGs whose data and any assurance data cannot
be transferred using the Multi-PG message. A definition of each specific message
defined as part of the Transport Protocol is contained in the 6.6.3.1 through 6.6.3.6.

As required

12 bytes (up to 64 bytes for EOMS with functional safety/cybersecurity

assurance data)

0

0

77

Destination Address (global or specific)
7

Parameter Group

Data ranges for pa
Control Type:

Session Number:

Total Message Siz

Total Number of S
Or Next Segment

Maximum Numbel
Or Num of Segme
Or Assurance Dat
Assurance Data T
Or Request Code:
Or Reason Code:

PGN:

Assurance Contern

Number:

e, number of bytes:

egments:
Number to be Sent:

of Segments:

h Size

ype:

—

hts that can be sent:

19712 (004D00x)

rameters used in this Parameter Group:

Byte 1.1 to 1.4: 0 to 15 (4 bits) in lower bits of the first byte

Byte 1.5 t0 1.8: 0 to 15 (4 bits) in upper bits of first'byte
(see 6.6.1.3)

Bytes 2 to 4: maximum of 16,777,215 (3'bytes)

Bytes 5to 7: 1 to 16,777,215 (3 bytes), zero is not allowed
Bytes 5to 7: 1 to 16,777,215 (3bytes), zero is not allowed

Byte 8: 1 to 255 (1 byte), zero is not allowed
Byte 8: 0 to 255 (1 byte)
Byte 8: 0 to 52 (1 byte)

Byte 9: 0 to 255 (1 byte)
Byte 9: 0 to 255(1 byte)
Byte 9: 0 to 255 (1 byte)

Bytes.10’to 12: 0 to 262144 (3 bytes using 18 bits)
(see6.1.3)

Bytes 13 to X: 0 to 52 bytes

Figure 27 - Format of messages for FD Transport Protocol
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Connection Mode Request to Send (FD.TP.CM_RTS): Destination Specific
Byte: 1.1to 1.4 Control Type = 0000y, Destination Specific Request To_Send (RTS)
1.5t01.8 Session Number

2to4
5to07
8

9

10to 12

Byte 10

Byte 1

Byte 12

1

Total message size, number of bytes
Total number of segments
Maximum number of segments that can be sent in response to one CTS.
Assurance Data Type (ADT)
PGN of the segmented message
LSB of PGN
2nd byte of PGN
MSB of PGN

Connection Mode Clear to Send (FD TP CM _CTS) Destination Specific

Byte: 1.1to 14
1.5t018

2to4
5t07
8
9
10 to 12

End of Message Status (FD.TP.CM_EndOfMsgStatus): Destination Specific or Global'Destination (for B
Byte: 1.1to 14
1.5t018

2t04
5to7
8
9
10 to 12
13 upto

End of Message A
Byte: 1.1to 1.
1.5t01.
2to4
5t07

8

9
10 to 12

Connection Abort
Byte: 1.1to 1.
1.5t0 1)
2to4
5t07

8

9

7
8

7
8

10 to 1

Control byte = 0001s, Destination Specific Clear_To_Send (CTS)

Session Number

Reserved for assignment by SAE, these bytes should be filled with FFnin_each
Next segment number to be sent

Number of segments that can be sent.

Request code

PGN of the segmented message

Control byte = 0010», End_of_Message Status

Session Number

Total message size transmitted, number of bytes

Total number of segments transmitted

Size of Assurance Data

Assurance Data Type (must match RTS or BAM indication of ADT)
PGN of the segmented message

64 Assurance Data of full message calculated using AD Type. Total length = Size in
cknowledgment (FD.TP.CM_EndOfMsgACK): Destination Specific

Control byte = 0011, End_of Message Acknowledge

Session Number

Total message size, number of-bytes

Total number of segments

Reserved for assignment.by SAE, this byte should be filled with FFy
Reserved for assignment by SAE, this byte should be filled with FFy
PGN of the segmented message

FD.TP.Conn_Abort)./Destination Specific

Control byte =-1111p, Connection Abort

SessionNumber

Reserved for assignment by SAE, these bytes should be filled with FFy in each
Reserved for assignment by SAE, these bytes should be filled with FFy in each
Reserved for assignment by SAE, this byte should be filled with FFn
Connection Abort reason

PGN of the segmented message

AM)

byte 8.

Broadcast Announce Message (FD.TP.CM_BAM): Global Destination
Byte: 1.1to 1.4 Control byte = 0100, Broadcast Announce Message
1.51t01.8 Session Number

2to4
5t07
8

9

10to0 12

Total message size, number of bytes

Total number of segments

Reserved for assignment by SAE, this byte should be filled with FFy
Assurance Data Type

PGN of the segmented message

Figure 27 - Format of messages for FD Transport Protocol (continued)
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6.6.3.1  Connection Mode Request to Send (RTS)

The FD.TP.CM_RTS (RTS) message, shown in Figure 28, informs a responder that the originator wishes to open a virtual
connection with it for the purpose of sending SAE J1939 PG data to the responder. The RTS message is identified by a
Control Byte value of On. This message is only transmitted by the originator in an RTS/CTS transfer. The destination of the
RTS message shall be a specific source address; it shall never be the global Destination Address.

The RTS message indicates the PGN of the large message to be sent, the PG data size, the number of segments into which
the PG data is to be fragmented, the maximum number of segments that can be sent in response to one Clear to Send
(CTS) message from the responder, and the session to be used. It can also indicate an Assurance Data Type to be used
for functional safety and/or cybersecurity protection. The Maximum Number of Segments (MAX SGMTS) field allows the
originator to limit the number of segments that can be sent following a CTS message.

S CTRL TOTAL BYTES TOTAL # OF SEGMENTS MAX SGMTS AD TYPE PGN

Figure 28 - Data Format of RTS message

If multiple RTS mgssages are received from the same SA for the same PGN and session, then just the final RTS message
shall be acted on and the other RTS messages shall be abandoned. No FD.TP.Conn_Abort message shall be sent for the
abandoned RTS messages in this specific case.

The originator shall receive either an FD.TP.CM_CTS message or ED.TP.Conn_Abort message within TZ time after sending
the FD.TP.CM_RTS message.

6.6.3.1.1  Session Field
The Session field [S) is used to uniquely identify a_transport session. This field provides support for concurrent sessions.

The session field yalue together with the source address and Destination Address of the FEFF data framie shall be used to
associate the DT message to a specific FD Transport connection. See 6.6.1.3 for further details.

6.6.3.1.2 Contrgl Field

The Control field (CTRL) is used toidentify the type of Connection Management message in use. The RTS message uses
a value of 0 for thi$ field.

6.6.3.1.3  Total Message Size

The Total Message Size(field (TOTAL BYTES) specifies the byte length of only the PG data. The valug does not include
the length of any gssurance data The value also does not include the four bytes of the FD.TP.DT message associated with
segment numbers! } a2 O-bytes. See 6.6.2.3.
For RTS/CTS transfer, the maximum A PDU data size that can be transferred is 16777215 bytes

6.6.3.1.4  Total Number of Segments

The Total Number of Segments field (TOTAL # OF SEGMENTS) specifies the number of data segments that are required
to transmit the PG data. The minimum number of segments is 1. The maximum number of segments is 279621. See 6.6.2.3
for additional information.

6.6.3.1.5 Maximum Number of Segments

The Maximum Number of Segments field (MAX SGMTS) allows the originator to limit the number of segments the responder
specifies in the CTS message. See Figure A3 in Appendix A for an example of this behavior. A responder shall comply with
this limit to ensure that the originator can always retransmit segments that the responder may have not received for whatever
reason. The Maximum Number of Segments shall always be less than or equal to the Total Number of Segments.
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The originator shall have the ability to retain in its memory the number of data segments, as specified by "Maximum Number
of Segments”, until the responder sends a CTS indicating a desire to receive the next set of data segments. The responder
has the option to Request some or all of the data segments associated with the most recent CTS before sending a CTS to
continue on to the next set of segments. An example of this behavior is represented in Appendix A Figure A2.

Flexibility is allowed for the maximum number of segments to be transmitted for a single CTS. This may be used by the
system designer to minimize the bandwidth consumed by large message transfers. It is up to the implementer to determine
how to utilize this capability.

6.6.3.1.6  Assurance Data Type

For functional safety or cybersecurity, an assurance field that covers the entire Data Transfer may be used. If used, the
format and calculgti ot i i

This field (AD TYPE) is an enumeration indicating the format and calculation method used for the assura
included in the FD]TP.CM_EndOfMsgStatus. Similar to the TF field for Multi-PG (see 6.5.3.6.1);only m

formats are definefl at the time of this publication. When companion SAE J1939 documents are publishe
and functional safety, this document will be updated to include any cited additions to the )enumeration

ce data to be later
nufacturer specific
d for cybersecurity
s in this field. The

current enumeratign list is found in Table 10.

Table 10 - Coding of AD Type field

ADT Value Referenced Method/Format
0 No assurance data (default)
1 Manufacturer specific cybersecurity assurance data
2 Manufacturer specific functional safety assurance data
3 Manufacturer specific combined‘cybersecurity followed by functional
safety assurance data
4 - 255 Reserved
6.6.3.2 Connectiion Mode Clear to Send (CTS)

The FD.TP.CM_C
receive a certain g

TS (CTS) message, shown in.figure 29, is used to inform the originator that the res
mount of large message data{Jhe CTS message is sent in response to the RTS mes
the reception of the last data segment per thé previous CTS message. A CTS shall not be sent after recq
segment unless thie responder requires a resend of segments from the data segments of the previous (
CTS message is iglentified by a Control'Byte value of 1n. This message is only transmitted by the respor
transfer.

ponder is ready to
sage and following
iving the final data
TS message. The
der in a RTS/CTS

The CTS message
number of the nex
fields in each CT
transmitted followi
responder can lim
segments” value. T ospondercs
can pause the data transfer by reportin

contains the matching session number, the number of segments the node will accep
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When sending an FD.TP.CM_CTS response to an FD.TP.CM_RTS, the responder shall send the FD.TP.CM_CTS message
within T, time after receiving FD.TP.CM_RTS. When sending an FD.TP.CM_CTS following the last FD.TP.DT message for

the previous CTS and more data segments remain, the responder shall send the FD.TP.CM_CTS message within T; time
after receiving the last FD.TP.DT message.

In the case where the responder needs the data flow to be stopped for some number of seconds, the responder shall send
a CTS message once per Th time with the “number of segments to send” value equal to zero; this assures the originator
that the connection is not closed. See 6.14 for the timing constraints.

The responder shall expect to receive a FD.TP.DT message for the session within T2 time after sending the FD.TP.CM_CTS
message with “number of segments to send” greater than zero.
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The CTS message not only controls the flow but also confirms correct receipt of all data segments since the prior CTS
message was sent. Therefore, if information for the previous CTS was corrupted or missing, then a CTS to have the
corrupted segment(s) repeated shall be sent before sending a CTS to continue on to the next set of segments. An example
of this behavior is represented in Figure A2.

s | CTRL RESERVED NEXT SEGMENT NUMBER XFR SGMTS RQST PGN
1 FFy FFh FFh LSB MSB LSB MSB
1 2 3 4 5 6 7 8 9 10 11 12

Figure 29 - Data Format of CTS message

If multiple CTS mgssages are received for the same session and with the same data (other thanzero sggments of transfer
used to keep a comnection open) after a connection is already established and before completing’the Refjuested operation,
then the connectign can be aborted. When the originator aborts the connection, it shall send FD.TP.Conin_Abort with abort
reason 4 from Table 11.

The responder will not send the next CTS until it has received the last data segment Requested in|the previous CTS
message, or it hagtimed out. In the case of time out the responder has the choice'whether to send a corlnection abort or to
send another CTS message to attempt to keep the connection open.

The following casgs exist when data transfer happens with errors:

e A missing or grrant segment(s) is detected and the last segment'is successfully received. The responder will send a
CTS Requesting retransmission starting from the missing segmeént.

o |If the last segment is not received, a T1 time out shall accur. In this case, the responder may chogse to send a CTS
asking to repept the last segment or send a FD.TP.Conn_Abort with reason 3 from Table 11. See Figure A5.

e Missing the FID.TP.CM_EndOfMsgStatus message before time out T1. In this case, the responder can choose to send
a CTS Requepting a retransmission of the FD-TP.CM_EndOfMsgStatus or a FD.TP.Conn_Abort with reason 4 from
Table 11. See|Figure A5.

When the CTS mefssage is used to Requést the retransmission of data segment(s), it is recommended ngt to use more than
2 retransmit Requests. When the maximum number of retransmit Requests have been sent, the responder shall send a
FD.TP.Conn_Aboit with reason 5 from Table 11.

If a CTS messagelis receivedwhile a connection is not established, it shall be ignored.

6.6.3.2.1 Sessipn Field

The Session field (S)is used to uniquely identify a transport session. This field provides support for concurrent sessions.
The session field value together with the source address and Destination Address of the FEFF data frame shall be used to
associate the DT message to a specific FD Transport connection. See 6.6.1.3 for further details.

6.6.3.2.2 Control Field

The Control field (CTRL) is used to identify the type of Connection Management message in use. The CTS message uses
a value of 1 for this field.

6.6.3.2.3 Next Segment Number

The Next Segment Number field specifies the segment number of the first data segment to be sent in the next set of data
segments.

The Next Segment Number shall be set to 1 for the CTS message sent in response to the RTS message.
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When all data segments for the previous CTS are received successfully, then the Next Segment Number shall be one
greater than the last segment number cleared per the previous CTS.

If any data segments for the previous CTS were not received successfully, then the Next Segment Number shall be one
greater than the last segment number received per that previous CTS.

A responder is not permitted to specify a Next Segment Number that is less than the Next Segment Number specified in
the previous CTS.

If the responder requires the originator to resend segments associated with the previous CTS, then the Next Segment
Number shall be a segment number within the range of segments cleared with the previous CTS. For a resend Request,
the Next Segment Number shall be greater than or equal to the Next Segment Number in the previous CTS and shall be
less than or equal i

When the Requedt field (RQST) is set to 1 (i.e., Requesting a resend of the EOMS message), 'then the Next Segment
Number shall be set to FFFFFFh.

6.6.3.2.4  Numbgr of Segments to Send

The Number of Sggments to Send field (XFR SGMTS) allows the responder to specify-the number of segments expected
to be sent by the driginator in response to the CTS message.

The Number of Segments value shall always be less than or equal to the “Maximum Number of Segments that can be Sent”
specified in the RT|S by the originator. Consequently, it will always be less-thian or equal to the “Total Number of Segments”
specified in the RTS by the originator as well.

The Number of Segments value shall always be less than or equalkto-the number of segments remaining to be sent.

When the Request field (RQST) is set to 1 (i.e., Requesting. a resend of the EOMS message), then|any value can be
reported for the Nyimber of Segments value since this field.shall be ignored by the originator.

Flexibility is allowgd for the number of segments to send for a single CTS. This may be used by the dystem designer to
minimize the bandwidth consumed by large message transfers. It is up to the implementer to determing how to utilize this
capability.

6.6.3.2.5 Requgst Field

The Request field (RQST) allows the responder to Request the originator to resend the FD.TP.CM_EndOfMsgStatus
(EOMS) message| The originator,issrequired to send the EOMS after it transmits the final data segment|for the PG data. If
the responder faild to receive the:EOMS, the responder shall use this field to Request the EOMS to be rgsent.

The responder may Request'the FD.TP.CM_EndOfMsgStatus to be resent prior to the T3 timeout by sending a CTS
message with the RQST/field set to 1 and the and the Next Segment Number set to FFFFFFh. In this cgse, the Number of
Segments to Trangfer ‘may be set to any value as it should be ignored by the originator. When used, thi$ Request must be
sent prior to sending-the FD.TP.CM EndOfMsgACK

The Request Field shall be set to 0 for all other instances of CTS message. Originators shall ignore this field until all
FD.TP.DT segments have been sent.

6.6.3.3 End of Message Status (EOMS)

The FD.TP.CM_EndOfMsgStatus (EOMS) message, shown in Figure 30, is used to inform the responder(s) that the
originator has transmitted all of the PG data and optionally to provide the Assurance Data for the PG data. Figure 30 shows
the message format with and without Assurance Data. This message is only transmitted by the originator in both RTS/CTS
transfer and BAM transfer.

The originator shall automatically send this message within Tr time timeout following its transmit of the last (final) FD.TP.DT
segment. For an RTS/CTS transfer, the originator shall also send this message if it has transmitted the last (final) FD.TP.DT
segment and it receives, from the responder, a CTS message with the Request field set to 1.
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The originator shall receive either an FD.TP.CM_CTS within T3 time or FD.TP.CM_EndOfMsgACK within T5 time after the
FD.TP.CM_EndOfMsgStatus was transmitted.

If the Assurance Data is used, the AD size must be included to indicate to the receiver how much of the data following the
PGN is the Assurance Data. The calculation method (ADT) must also be indicated when Assurance Data is used so the
recipient can properly calculate a match.

The length of this message is variable. It will be 12 bytes if no Assurance Data is provided. It will be up to 64 bytes if
Assurance Data is provided. See 6.6.3.1.6 for details of the ADT enumeration. If assurance data is provided and the resulting
data content does not match a valid FD DLC, then padding bytes, as specified in 6.3.3.2, shall be added following the
assurance data.

I I
S CTRL FOTAL BYTES TOTAL # OF SEGMENTS AD SIZE AD TYPE PGN

2 LsB MSB LsB MsB LsB MSB <:| ithout With
Agsurance Assurance
1 2 3 4 5 6 7 8 9 10 11 12
s | CTRL FOTAL BYTES TOTAL # OF SEGMENTS AD SIZE AD TYPE PGN ASSURANCE DATA

2 LSB MSB LSB MSB LSB ‘ ‘ MsB

1 2 3 4 5 6 7 8 9 ‘ 10 11 12 “SIZE” bytes long

Figure 30 - Data Format of EOMS message

6.6.3.3.1  Sessipn Field

The Session field (S) is used to uniquely identify a transport sessionySee 6.6.1.3 for further details.
6.6.3.3.2 Control Field

The Control field (CTRL) is used to identify the type of Coninection Management message in use. The EO]MS message uses
a value of 2 for thi$ field.

6.6.3.3.3 Total Message Size

w

The Total Messagg Size field (TOTAL BYTES) specifies the byte length of only the PG data. See 6.6.3.1.3
6.6.3.3.4  Total Number of Segments

The Total Numberfof Segments<ield (TOTAL # OF SEGMENTS) specifies the number of data segments that are required
to transmit the PG|data. See 66:3.1.4.

6.6.3.3.5 Assurance Data Type

The Assurance Data-Type field (AD TYPE) specifies the format and calculation method used for the asqurance data in the
FD.TP.CM_EndOfMsgStatus. See 6.6.3.1.6.

6.6.3.3.6  Assurance Data Size
The Assurance Data Size field (AD SIZE) specifies the byte length of the assurance data that follows the PGN field in the
message. The AD SIZE allows the responder to know how many bytes after the PGN field are part of the Assurance Data
versus part of message padding.

The AD SIZE value shall be reported as zero when there is no assurance data.
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6.6.3.3.7 Assurance Data

The Assurance Data field (ASSURANCE DATA) contains any assurance data associated with the PG data. The maximum
length of the Assurance Data field is 52 bytes. The Assurance Data field is omitted (or 0 bytes long) when no assurance
data is provided.

6.6.3.4 End of Message Acknowledgment (EOMA)

The FD.TP.CM_EndOfMsgACK (EOMA) message, shown in Figure 31, is used to inform the originator that the entire large
data was received and reassembled correctly. This message is only transmitted by the responder in an RTS/CTS transfer.

The responder shall send the FD.TP.CM_EndOfMsgACK within T3 time of receiving the EOMS message, unless the
responder sends TP Cv— i . nder can keep the
connection open 4fter the EOMS message by not immediately sending the EOMA message. This deldy tactic allows the
responder time to perform final processing of the data, such as assurance data validation.

The FD.TP.CM_EndOfMsgACK shall include the PGN which was received, the session it was received gn, and the amount
of data that was rgceived as shown in Figure 31.

)

S CTRL TOTAL BYTES (RECEIVED, TOTAL # OF SEGMENTS (RECEIVED) RESERVED RESERVED GN
3 LSB] MSB LSB MSB FE FFn LSB MSB
1 2 3 4 5 6 7 8 9 10 11 12

Figure 31 - Data Format of EOMA message

If an FD.TP.CM_EndOfMsgACK is received by the originator prior to the final Data Transfer, then the originator shall ignore
that FD.TP.CM_EI\jOstgACK.

FD.TP.CM_EndOfMsgACK is only transmitted by theresponder and only if the transfer method is destination specific.
6.6.3.4.1  Sessipn Field
The Session field (S) is used to uniquely identify a transport session. See 6.6.1.3 for further details.

6.6.3.4.2 Contro¢l Field

The Control field (CTRL) is used to identify the type of Connection Management message in use. The EO]/MA message uses
a value of 3 for this field.

6.6.3.4.3 Total Message Size

The Total Message Sizeftetd (TCTAL BYTFES (RECE: v ED)) apcuifica the-bytetength ofthe PGdatareceived. See 6.6.3.1.3.

6.6.3.4.4  Total Number of Segments

The Total Number of Segments field (TOTAL # OF SEGMENTS (RECEIVED)) specifies the number of data segments that
were received for the PG data. See 6.6.3.1.4.

6.6.3.5 Connection Abort (Abort)
The FD.TP.Conn_Abort (Abort) message, shown in Figure 32, is used to indicate that the FD transfer has been canceled

by the message originator or shall be canceled. This message can be transmitted by either the originator or responder in
an RTS/CTS transfer. This message is can be transmitted only by the originator in a BAM transfer.
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The originator shall stop transmiting FD.CM and FD.TP.DT messages for the session after it receives the
FD.TP.Conn_Abort message from the responder. The process to stop transmitting data segments shall take no more than
32 data segments and shall not exceed 50 ms. After sending or receiving a FD.TP.Conn_Abort message, the responder
shall ignore all data segments of the session.

15 FF, FF, FFh FFh FFn FFh FFh LsB MmsB

S CTRL RESERVED RESERVED RESERVED REASON PGN

1 2 3 4 5 6 7 8 9 10 11 12

Figure 32 - Data Format of Abort message

When either the ofiginator or responder decides to close a connection for any reason, prior to completing the data transfer,
including a timeouy, it shall send a FD.TP.Conn_Abort message shown in Figure 32 with the appropriatg Connection Abort
reason. See Tablg 11 for the list of Connection Abort reasons.

6.6.3.5.1  Session Field
The Session field (S) is used to uniquely identify a transport session. See 6.6.1.3 forfdrther details.
6.6.3.5.2  Contr¢l Field

The Control field (CTRL) is used to identify the type of Connection Management message in use. The Alort message uses
a value of 15 for this field.

6.6.3.5.3 Reasqn Field
The Reason field is used to identify the abort code from Table 11.

Table 11 - Connection abort reason

Value Description
0 Reserved for SAE assighment
1 Cannot support another transport session
2 System resourceswwere needed for another task so this connection managed sessjon was
terminated
3 A timeout ogcurred and this is the connection abort to close the session
4 CTS messages received when data transfer is in progress
5 Maximum retransmit Request limit reached
6 Unexpected data transfer segment
7 Bad sequence/segment number (software cannot recover)
8 Duplicate sequence/segment number (software cannot recover)
9 “TUtG: I\VlIUOanC S;LU” CI\\JCCdO oyotcnl TCoUuUTuLCOo
10 Assurance Data does not match expected value (software cannot recover)
11 Assurance Data not received (if required)
12-249 Reserved for SAE assignment
250 If a Connection Abort reason is identified that is not listed in the table, use code 250
251-255 | Per SAE J1939-71 definitions

6.6.3.6 Broadcast Announce Message (BAM)

The FD.TP.CM_BAM (BAM) message, shown in Figure 33, is used to inform all the nodes of the network that a large
message is about to be broadcast. The destination of the BAM message shall be the global Destination Address. This
message can be transmitted only by the originator in a BAM transfer.

After a BAM message is sent, the originator shall begin sending the FD.TP.DT messages for the segmented PG data.
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The responder shall expect to receive an FD.TP.DT message for the session within T1 seconds after receiving the
FD.TP.CM_BAM message.

S CTRL TOTAL BYTES TOTAL # OF SEGMENTS RESERVED AD TYPE PGN
4 LSB MSB LSB MSB FFy, LSB MSB
1 2 3 4 5 6 7 8 9 10 11 12

Figure 33 - Data Format of BAM message

6.6.3.6.1  Sessidn Field
The Session field {S) is used to uniquely identify a transport session. See 6.6.1.3 for further details.
6.6.3.6.2  Contr¢l Field

The Control field (CTRL) is used to identify the type of Connection Management message’in use. The BAM message uses
a value of 4 for this field.

6.6.3.6.3 Total Message Size

w

The Total Messagg Size field (TOTAL BYTES) specifies the byte length of\only the PG data. See 6.6.3.1.3
6.6.3.6.4  Total Number of Segments

The Total Number|{of Segments field (TOTAL # OF SEGMENTS)specifies the number of data segments that are required
to transmit the PG|data. See 6.6.3.1.4.

6.6.3.6.5 Assurance Data Type

The Assurance Data Type field (AD TYPE) specifies the format and calculation method used for the asgurance data in the
FD.TP.CM_EndOf(MsgStatus. See 6.6.3.1.6.

6.6.4 FD Transport Protocol - Data Transfer Message (FD.TP.DT)

The FD.TP.DT (D[I') message, shown-in Figure 34, is used to transmit each segment of PG data within a FD Transport
session.

Each DT messaggq shall be sent as a single D_PDU1 FEFF data frame with the FD.TP.DT PGN specified in the 29-bit CAN
identifier. The FD.TP.DT. RG shall never be transmitted as a C-PG within a Multi-PG message. The FD.[TP.DT message is
only transmitted by the.otiginator.

The FD Transport Protocotcommunicates farge messages by fragmentingthe PG data-imtoasequenced series of 60 byte
segments and then sequentially transmitting those segments using the FD.TP.DT PG to the responder(s). Every data
segment shall contain 60 bytes of the PG data, except the last segment which can be as short as 1 byte. Under certain
circumstances, FD Transport Protocol is required for PGs with as little as 29 bytes of PG data (see 6.6.2.3). When FD
Transport is required for PG data less than 60 bytes long, then there shall be only 1 data segment and that data segment
can be as short as 29 bytes.

Each DT message transmits a single segment of the segmented PG data for a transport session.

The DT message data field contains the session number, the PG data segment, and the sequential order of the data
segment among all of the data segments. The data segments shall be transmitted in increasing sequential order. The
segment number field in the DT message specifies the sequential order of the associated data segment. For example, if
the PG data must be fragmented into 5 segments in order to be communicated, then 5 DT messages would be required to
transmit the PG data denoted as segments 1 through 5, respectively. Examples showing DT messages in use can be seen

in Appendix A.
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The DT message source address, Destination Address, and session field value shall be used to associate the DT message
to a specific FD Transport connection. For an RTS/CTS data transfer, the Destination Address of each DT message shall
be the responder's source address. For a BAM data transfer, the Destination Address of each DT message shall be the
global Destination Address.

The time between consecutive FD.TP.DT messages for a BAM data transfer session shall be 10 to 200 ms. The time
between consecutive FD.TP.DT messages for an RTS/CTS data transfer session shall be 0 to 200 ms. For an RTS/CTS
data transfer, the time between consecutive FD.TP.DT messages only applies when the CTS “Number of Segments to
Send” value is greater than 1. Responders must be aware that back-to-back CAN data frames can occur and they may
contain the same CAN ID. The responder shall use a timeout of T1 (provides margin allowing for the maximum spacing of
200 ms). For all timeouts, see 6.14.

Figure 35 shows tre+B-FP-BFmessage frame-structore:

Table B1 has the $PN assignments to parameters in DT shown in Figure 34.

Parameter Group Name: FD Transport Protocol—Data Transfer (FD.TP.DT)
Definition: Used for the transfer PG data segments using the FD’ Transport Protocol.
Transmission repdtition rate: 10 - 200ms for BAM data transfers
No more than 200ms for RTS/CTS data transfers
Data length: Up to 64 bytes
Extended Data Package: 0
Data Page: 0
PDU Format: 78
PDU specified field: Destination address (global or specific)

Global DA = 255 is used for BAM data transfers
Global DA is not allowed for RTS/CTS data transfers

Default priority: 7
Parameter Group Number: 19968 (004E00n)
Data ranges for pgrameters used in this Parameter Group:
Byte: 1f1to1.4 Session Number
1pto1.8 Data Transfer'\Format Indicator
2104 Segment Number
5 lp to 64 Segmented data. Note the last segment of a segmented PG coulfl contain fewer

bytes‘than the previous segments.

Figure 34 - FD Transport protocol - data transfer message (FD.TP.DT)

LT AR A A A

s | DTR SEGMENT # DATA... ..DATA
x 0 1..255 (§AM) of 1..279,621 (RTS/CTS)
I I

1 2 ‘ 3 ‘ T 5 58 59 B0 61 (574 63 64

Figure 35 - FD Transport protocol - data transfer message
6.6.4.1 Session Field

The Session field (S) is used to uniquely identify a transport session. This field provides support for concurrent sessions.
The session field value together with the source address and Destination Address of the FEFF data frame shall be used to
associate the DT message to a specific FD Transport connection. This field provides support for concurrent sessions. See
6.6.1.3 for details.
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6.6.4.2

DT Format Indicator Field

The DT Format Indicator field (DTFI) is used to indicate the format of the message field. The DTFI shall be reported as 0 to
indicate the current standard format. Non-zero values in this field are reserved for future SAE J1939-22 use. Future values
can be as high as 15. Content after the first byte may be formatted differently than shown here for non-zero values.

6.6.4.3

Segment Number Field

The Segment Number field (SEGMENT #) is used to identify the absolute segment order of the contained data content. A
segment number of 0 is not valid. Segments shall be transmitted in order using a monotonically increasing segment number.

The minimum valid segment number is 1. The maximum segment number for an RTS/CTS transfer is 279621.

The maximum seg
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final FD.TP.DT me
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onnection Request, if the responder cannot hafhdle another session, then it should rg
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vait for a timeout.
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eceiver actions if the same PG(is sent in a manner that could result in older data being

newer data. For example, consider a situation where the same PG is sent on multiple transport sessiq

between the s

Consider a si
length at the

completes, an
happen when
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bme two nodes or on more than one BAM channel simultaneously from the same sou

ation where varjable length messages are sent using both Multi-PG and Transport
ime. For example;y/consider a situation where DM1 is being transmitted using BAM
pother DM1 message (short enough to be sent using Multi-PG) is transmitted and re
some events.become previously active and so they are removed from DM1.

and Type of Connections a Node Must Support

Each node on the

field shall contain

nt of the PG data, except for the last segment of the PG data. If the.Jast segment of the PG data is less

gths, then padding
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ject any additional
FD.TP.Conn_Abort
a new connection

nsider include:

received later than
ns simultaneously
rce address.

depending on the
Before that BAM
ceived. This could

at a time.

Each node on the

1etwork-can-originate-up-to-eight RTS/CTS datatransfer connections-with-a-given DA

network can originate up to four BAM transfers.

Responders must recognize that multiple FD.TP.CM and FD.TP.DT messages can be received, interspersed with one
another, from different originator SAs as well as the same originator SA.

Nodes are not required to support large message transports using BAM or RTS/CTS. However, if a node does support large
message transport, the node must be able to support reception of at least one RTS/CTS session and at least one BAM
session from the same SA. Gateway devices, telemetry devices, and other devices with a lot of data to send or receive are
recommended to support more than one connection of each type.

Regardless of whether a node can support multiple simultaneous Transport Protocol sessions (RTS/CTS and/or BAM), it
must assure that FD.TP.CM and FD.TP.DT messages from the same SA with different sessions can be differentiated.
Receivers must use the session number, DA, and SA to associate each message with the correct transfer session.


https://saenorm.com/api/?name=66f1a83b6b82bf5509b1f0f29457da1f

SAE INTERNATIONAL J1939™-22 MAR2021 Page 53 of 82

6.6.5.2 Concurrent PG Transmission

It is possible that a PG defined as variable length may sometimes be sent in a Multi-PG and other times sent using FD
Transport Protocol. Simultaneous transmission of the same PG using Multi-PG and transport should be avoided. It is
acceptable to abort an in-process transport session if a shorter Multi-PG update to the PG becomes available prior to
completing a transport.

An example of this case is DM1 because it is triggered by change of state of its contents. A transport session may be
required to send the DM1 but, before the initial transport is completed (due to interframe spacing requirements), a change
to the data making it shorter could trigger another transmission of the DM1 which now can be sent using Multi-PG. In this
case, the original DM1 transport session may be aborted by the originator.

If a PG and its as i =PG; = —f it is too large for
Multi-PG, then a Transport Protocol session shall be used.

6.7 Message Transmit Behavior

An A_PDU may bg transmitted in multiple ways depending on size and PDU Type. Figure) 36’shows the decision tree for
which method to use in transmitting a given PG.

Figure 36 includeg a Multi-PG D_PDU Transmit Control block. This feature is further)described in 6.5.4.
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6.8 Address Claimed Service

Figure 36 - Transmit behavior model

The Address Claimed service is described in SAE J1939-81. The Address Claimed service shall be transmitted using a
globally addressed D_PDU1 frame without using Multi-PG. It is a special exception of an 8-byte PG transmitted without
using Multi-PG to allow special reception handling. This handling path is shown in Figures 1 and 2 to indicate the unique
requirements. The Address Claimed PG may be sent using a CEFF or FEFF frame although FEFF is preferred.

Note that because the Address Claimed PG must be sent without using Multi-PG, it is not possible to protect its contents
with assurance data for cybersecurity or functional safety.
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6.9 Message Types

There are seven message types (uses) currently supported. These types are the following: Commands, Requests,
Broadcasts/Responses (Data Messages), Acknowledgment, Transfer, Group Function, and Proprietary Communications.
The specific message type is recognized by its assigned PGN. Refer to SAE J1939DA document for examples of PGN
assignments.

6.9.1 Command

This message type categorizes those PGs that convey a command to a specific or global destination from a source. The
destination is then expected to take specific actions based on the reception of this command message type.

Both PDU1 Formg
messages may ing

ple command type

lude “Transmission Control,

” o« ”

Address Request,” “Torque/Speed Control,” etc:

6.9.2 Data Messages
This Message Typ
of this type may b
Request.

e categorizes those PGs that convey operational status data, measurement data, or diagnostic data. PGs
e sent as an unsolicited broadcast of information from a device or.asla response tq a Command or a

6.9.3 Request

This message typ
information globall
services exist for 4

6.9.4 Acknowledigment

This message typ
specific command

Acknowledgment
ISO 11898-1.

6.9.5 Transfer

This message typg categorizes PGs-that convey data on behalf of devices not located directly on the sa

It is useful in case
Examples include
the response data

6.9.6 Group Function

b categorizes those PGs that convey a solicitation for a.PG. Such solicitations may b
y or from a specific DA. Requests specific to one DA are‘known as destination specific f
oth standard PGs and proprietary PGs.

e categorizes PGs that convey an acknowledgement, either positive or negative, a
or Request. The Acknowledgment PG.is a type of Group Function message.

n this document refers to a specific message not to be confused with the ACK

e used to Request
Requests. Request

S a response to a

field described in

me CAN segment.

5 where a given ECU is tasked with reporting a PG and data about more than one controller application.

PGs such as.Vehicle Identification, Component ID and Software Identification. The Tra
being Reguésted. The Transfer PG is a type of Group Function message.

This message typ

nsfer PG contains

he message. Most

of the messages that employ the Group Function concept have not been labeled in any way with the Group Function
moniker. Example Group Function PGs include: proprietary functions, Request2, Acknowledgement, network management
functions, multipacket transport connection management, and Multi-PG. Group functions are unique and specific to the
PGN with which they are associated. See Figures 40 and 41 for examples. The group function feature is defined within the
data structure (often the first byte of the data field). For example, the Acknowledgment Service PG (Figure 41) includes a
Control Byte in the first byte position of the data. The value of this Control Byte defines how the remaining 7 bytes are to be
interpreted. More detailed explanation of the group function is provided with its PG definition.


https://saenorm.com/api/?name=66f1a83b6b82bf5509b1f0f29457da1f

SAE INTERNATIONAL J1939™-22 MAR2021 Page 56 of 82

6.9.7 Proprietary Communications

This message type categorizes PGs that convey manufacturer specific data. The Proprietary message types provide a
common set of PGNs used by all manufacturers to transmit proprietary content. The definition of proprietary PGs has been
established allowing all D_PDU Formats to be used. The interpretation of the proprietary information varies by manufacturer.

For example, engine manufacturer “A’s proprietary communications are likely to be different than engine manufacturer “B’s
even though they both use the same source address.

512 PGNs have been assigned for non-destination specific proprietary communications using PDU2, another 1 PGN has
been assigned using PDU3, and two PGNs have been assigned for destination specific proprietary communications using
PDU1. This allows for two functions: (a) a specific SA can send its proprietary message in a PDU2 Format (non-destination
specific) with the PS field |dent|f|ed as deS|red by the user; or (b) a speC|f|c SA can send |ts proprietary message in a PDU1
Format (destinati s can be used in
situations where g service tool must direct its communication to a specific DA out of a possible groetup of controllers. The
global DA should not be used with Proprietary A and Proprietary A2 PGs.

A case can arise When an engine uses more than one controller but wants to be able to perform diagnogtics while all of its
controllers are compnected to the same network. In this case the proprietary protocol needs to be ablg to be destination
specific.
Proprietary commuinications are useful in two situations:

a. Where it is unpecessary to have standardized communications.
b. Where it is important to communicate proprietary information.
Some of the comimunications between nodes constructed by a single manufacturer do not require standardization. The
information commuinicated is not generally useful to other devices’on the network. In this situation the proprietary PGNs can
be used.
6.10 Message Sgrvices
These application| layer protocol services shown “in” Figure 37 are used to support application requirements for the

communication of PG data using a standard method. Some PG data transfers will need to be secured for functional safety
and/or cybersecur|ty reasons. Additional assgrance services may exist to support those needs.

J1939 Application Layer

[ J1939DA & J1939-7X PGs ) (eI
Data

~

Request Request2 Acknowldege Transfer PG ‘ Proprietary ‘ Z:;f/?;:sll

PG Service /| PG Service PG Service Service PG Service (11939-22)
Vi

Data Security Functional Assurance
Services Safety Services Services

Figure 37 - Services
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6.10.1 Request S

ervice

The Request Service is identical to the Request Service in SAE J1939-21 though presented differently here. A Request PG

is sent as a C-PG

in a Multi-PG.

The information in Figure 38 shows the PG definition for the “Request PGN.” Table B1 in Appendix B has the Suspect

Parameter Numbe

r (SPN) assignment to the parameter in this message.

OCCcur no more

Parameter Group Name: Request (RQST)
Definition: Used to Request a Parameter Group from a network device or devices.
Transmission repetition rate: Per user requirements, generally recommended that Requests
than two or three times per second.
Data length: 3 bytes
Extended Data Page: 0
Data page: 0
PDU Format: 234
PDU Specific: Destination Address (global or specific)
Default priority: 6
Parameter Group Number: 59904 (O0OEAOQOn)
Byte 1, bits 8- LSB of PGN being Requested (most significant at bit 8)
Byte 2, bits 8- Second byte of PGN being Requested (most significant at bit 8
Byte 3, bits 8- MSB of PGN being Requested (most significant at bit 8)

(see 6.1.3 for addi

lional clarification on byte content)

When Requesting
not include the D¢
in the C-PG Head
derived from the M

If a device fails to
the same Request
a total of three tim
then the device sh
period of time (min
6.10.1.1 Reques
Table 12 iterates
response will detg

included in a Desti
or D_PDU3 Multi-

Figure 38 - Request PG definition

a PDU1 PGN, the LSB (Byte 1) of the Requested PG contained in the data shall be

stination Address within the Requested PGN. In addition, per 6.5.3.6.2, the PF field fi
er shall be 00y, since the Request PG istan A_PDU1 PG, and the Request PG Des
ulti-PG D_PDU.

. The number of retries for a:spéecific Request should be limited to two retries, i.e., the
es. If the device fails to get a response (either the PG or the ACKM) to the Request &
ould abandon further Request attempts for the same information or the device may w.
utes rather than seconds) before attempting to Request the same information.

Response Behavior

the Request/response possibilities for A PDU1 and A_PDU2 PGs. The transmitt
rmine, whether the message is sent destination specific or global based on whethe
hation(Specific D_PDU1 Multi-PG (DA Specific), in a Globally Addressed D_PDU1 Mu
PG-(DA Global). Note that some PGs require FD Transport Protocol (FD.TP) use, so

On (see 6.1.3). Do
br the Request PG
ination Address is

get a response (either the PG or the ACKM) to a Request within T, then the device may resend or retry

Request is issued
fter the third retry,
hit for an extended

br of the Request
the Request was
ti-PG (DA Global),
several CAN data

hnce data shall be

frames can occur

It of H 1 R + Al 4 R $ H [P~ H
do a TTOUIL Ul'a olfTylit TATYUTOL. AIOU TIULL, d TATUUTOU TCOPUTIOT TTILUIUUTNTY dily dooul

packed in a Multi-PG with other PGs if it doesn’t require transport due to PG data size. When it is packed with other PGs,

the expectations h

ere still apply.
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Table 12 - A_PDU1 and A_PDU2 transmit, Request, and response requirements

A_PDU Data Length
Format of Requested PG
of Requested Including Optional Request
PG Assurance Content | Method Used Response Response Type Used
1 <60 bytes DA Global DA Global Global Addressed D_PDU1 or D_PDU3
Multi-PG
1 <60 bytes DA Specific DA Specific Destination Specific D PDU1 Multi-PG
1 >60 bytes DA Specific DA Specific RTS/CTS FD Transport
1or2 >60 bytes DA Global DA Global BAM FD Transport
2 <60 bytes DA Specific DA Global Global Addressed D_PDU1 Multi-PG or
D_PDU3 VU-PG
2 <60 bytes DA Global DA Global Global Addressed D_PDUY1 or D_PDU3
Multi-PG

Notes to Table 1

1. If the Reques

An ACKWM (with control byte = 2) may be generated as warranted.

p - General rules of operation for determining whether to send a PG to a global, or spe
t or applicable PG is sent to the global DA (global Request), then the response is sent
(ACKM with control byte = 1) must not be generated if the contrdller does not suppg
ACKM with control byte = 3) may be generated if the controller supports the Requestg
within T for the network segment.
1 (control byte = 0 or 1) is not desired as a response. to a global Request for a support
Request is allowed to be responded to with an AEK or a NACK for the result of the a

ested PG (e.g., DM3, DM11) is supported by ainode and the Requested PG allows or r
. These cases will be documented in the appropriate SAE J1939 Recommended Prag

er shall not send both an ACKM and a PG response.

t or applicable PG is sentfoja specific DA, then a response is required.

is required if the PGNis not supported.

es shall be made 1o a specific DA, with the following exceptions:

Address Claimed PG is sent to the global DA even though the Request for it may have

refer to-SAE J1939-81). This PG shall not be incorporated in a Multi-PG data frame
idually,

bal D

cific destination:

to the global DA.

rt the Requested

d PG, but cannot

ed PG. However,
ction taken when
pquires an ACKM
tice document.

been to a specific
. It must be sent

a. ANACK
PG.
b. ABUSY
respond
c. An ACKN
a global
the Requ
responsg
d.
e. A control
2. If the Reques
a. ANACK
b. Respons
i. The
DA
indi
i. Th
was
3.

A dlcaawdedarant- PO Ban - il A\ war—thaakb—th DO _thaot —
AAUATTUWITUYITITTIU T O TTOPUTTOTU UoTo d Yyluudl U TVETT UTTUUYyIT uic 1 U uidt LduUotTo

sent to a specific DA.

cknowledgment

An exception to these rules does exist and is specifically noted when this is the case in the applicable document and

section where the PG is defined. This exception is when the response DA does not specify the SA of the Request
but uses the global DA instead. Some examples have been noted above (e.g., Address Claimed PG and
Acknowledgment PG).

Figure 39 documents the above Request and response rules in a flowchart format. The flowchart specifies the A_PDU to

be transmitted. Se

e 6.7 for the method used to transmit the A_PDU.
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Receive A_PDU
with RQST PG
for PGN x

PGN x
supported?

Not
Supported

Destination
Type?

RQST sent

RQST sent
To global S.

A

—>

No Response

QueueA_PDU for ACKM PG
(PGN 59392)

Destination

\ 4

Y

PGN x requires
ACK response

no

Y

yes:

~ Action

Specitic

Negative ATRTowredgment—]
Control Byte = 1 (NACK)

Queue A_PDU forACKM PG
(PGN 59392)

Performed?

yes

v

Positive Ackfiowledgment
Control Byte =0 (ACK)

Quéue A_PDU for ACKM PG
(PGN 59392)

No-Security

Able to send PG?

PGN x PDUType

v

Negative Acknowledgment
Control Byte = 1 (NACK)

QueueA_PDU for ACKM PG
(PGN 59392)

Issue

Notable
to respond
(e.g. busy)

No*Other
Reason

No-Data too
big for transport
method

v

Access Denied
Control Byte = 2 (Access Denied)

Queue A_PDU for ACKM PG
(PGN 59392)

Cannot Response
Control Byte = 3 (Can’t Resp)

Queue A_PDU for ACKM PG
(PGN 59392)

Negative Acknowledgment
Control Byte = 1 (NACK)

Queue A_PDU for ACKM PG
(PGN 59392)

Data too large for method
Control Byte = 4 (Too Large)

Send A_PDU for PGN x

DN 2. I
PDUT o (PDU2)
Send A_PDU for PGN x
RQST (PDU1 Dest. Specific)
Addressing RQST sent DS: >

Type

RQST sent

DA = Request SA

Send A_PDU for PGN x
(PDU1 Broadcast)

to Global SA

\4

Figure 39 - Request Response Model

DA = Global SA
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6.10.1.2 Investigative Request Use

The Request PG can be directed to a specific DA to determine if a specific PG is supported (i.e., does the Requested DA
transmit the specific PG?). The response to the Request determines whether the PG is supported. If it is supported, then
the responding device shall send the Requested information. If the Acknowledgment PG is appropriate, then the control
byte shall be set appropriately. If it is not supported, the responding device sends the Acknowledgment PG with the control
byte set to one, for NACK. The remaining portions of the SAE J1939 PDU Format and PG must be filled in appropriately
(see 6.10.3.1). Note that per the definitions in this paragraph the phrase “not supported” means that the PG is not

transmitted. It is not possible to determine whether a device will act upon the received PG by using this method.

6.10.1.3 Request Scheduling

The scheduling of
sent. That is, if the
not be Requested
time exceeds a sp

6.10.1.4 Require
A PG data respo

Requester. Devicg
(except as outlined

PGNSs, such as DN13 and DM11).

A device which sé
Requested PG da
respond. If the deV]

Note that a devicdg
session and all TH
multiple Requests
6.10.1.

6.10.1.5 Error Re

Error recovery for

the responsibility ¢f the individual appli¢ation requirements. These application requirements may be dg

SAE J1939 docum

1. There is no €

message sent

When the DA

(=] Ruqucbt bi luuiu' IUC ballbcibul If tilc ;IIIIUIIIIaiiUII iU IUC chucaicd ;b ICbCiVUd MI ;UI iU
information is received 50 ms prior to Request scheduling, the Request shall not bgis
if they are defined with a periodic transmit behavior. Exceptions may arise when the
pcial case need.

0 Responses
nse is required for a global Request from all devices that support’the Requested

s that do not support the Requested PG shall not send the Acknowledgment PG fq
in the notes to Table 12, Iltem 1¢, 6.10.1.1, which indicates than an ACK response is p

nds a Request to the global DA (255) (e.g., “Global‘Address Claimed Request”) s
a response if it supports the Requested PG. This.is a requirement because all devic

may be unable to respond to a global Request for a supported PG if the response 1
P.BAM queues are already in use (as.per 6.6.5.1). For this reason, a Requesting dg
(following an initial timeout) before _concluding that PG data is not available. More d

covery

ent or in the device producer’s design requirements for a device or subsystem. For e

rror recovery method directly specified for a timed out destination specific query;
to a non-existent DA will never be answered.

s known to exist, then an error condition is indicated by the lack of response, especig

he Request being
ssued. PGs should
defined broadcast

PG, including the
r global Requests
ermitted for certain

nall itself send the
bs are expected to

ce issuing the Request does not respond, then the other network devices may draw thg wrong conclusion
about the Requesied information.

equires a TP.BAM
bvice should issue
etail is provided in

conditions that are nef\described in this document, where responses to queries werg¢ not received, are

scribed in another
ample:

hat is, a Request

lly when a Control

Byte value of

(Negative Acknowledgement) should have been sent.

In general, it is the responsibility of the Requester to determine whether to repeat the query to meet the needs of the
application. It may be the case that the Requested data was assigned (or partitioned) to a different device or controller
application at another SA. In such a case, a recovery plan may be to send a global Request instead of the destination
specific Request. Like the recovery described in 6.10.1 for timed out global Requests, such recovery methods shall be
limited to a reasonable number of attempts and a limited duration of time.
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6.10.2 Request2 Service

Content in this section is identical to the Request2 section in SAE J1939-21. A Request2 group function PG is sent as a
C-PG in a Multi-PG.

The Request2 PG provides the capability for the Requestor to specify whether the responder should use the Transfer
PGN 51712. By identifying that the responder should use the Transfer PGN, it provides the ability for the responder to report
the data set for all devices it is tasked with reporting (see 6.10.5). All devices include what the responding device would
normally report upon receiving the same PGN Requested in PGN 59904 (properly formatted for Transfer PG) and the data
set for each device it is tasked to report. For instance, if the “Use Transfer PGN” parameter is 01, the response shall include
all data known relative to the Requested PG. When “Use Transfer PGN” is 00y, the effect of the Request2 PGN is the same
as if the Request PGN (59904) was used. See Figure 40 for a description of the Request 2 PG. Table B1 has the SPN
assignments to parametersinthismessage:

The Request2 and Transfer PGNs are required in cases where a given ECU is tasked with reporting p PG and data for
more than one controller application; otherwise, Request2 is optional. Examples include PGs suchlas Vehicle Identification,
Component ID, and Software Identification.

If a device fails to get a response (either the Requested PG or NACK) to a Request withior Tr, then the device may resend
or retry the same Request. The number of retries for a specific Request should be limited to two retries, |.e., the Request is
issued a total of three times. If the device fails to get a response (either the Requésteéd PG or NACK) tq the Request after
the third retry, thep the device should abandon further Request attempts for thessame information or the device may wait
for an extended pgriod of time (minutes rather than seconds) before attempting,to Request the same infprmation.

A Proprietary Indek may be used by some manufacturers in proprietary/Rarameter Groups to indicate thg data format of the
other bytes within fhe data field. In those cases, the Proprietary Index réplaces the Extended Identifier Tyype.

Parameter Group Name: Request2 (RQST2)

Definition: Used to Request a PG from network device or devices and to gpecify whether the
response should-use the Transfer PGN or not.

Transmission repdtition rate: Per user requirements, generally recommended that Requests ¢ccur no more than

two or threg times per second. When a device supports Request2, a NACK is
required. jif the PGN Requested from a specific DA is ngt supported (see

PGN 59392).
Data length: 8 bytes (segmented transport supported)
Extended Data Page: 0
Data Page: 0
PDU Format: 201
PDU Specific: Destination Address (global or specific)
Default priority: 6
Parameter Group Number: 51456 (00C900n)
Bytes 1 to|3: Requested PGN
Byte 4: Special Instructions
Bits-8.to 6: Reserved for SAE assignment
Bi : o
(Extended Identifier conveyed in data bytes 5 through 7)
Bits 2 to 1: Use Transfer PGN for response
(00s = No, 01b=Yes, 10b = undefined, 115 = NA)
Byte 5: Extended Identifier Byte 1 (least significant byte)
Byte 6: Extended Identifier Byte 2
Byte 7: Extended Identifier Byte 3 (most significant byte)
Byte 8: Reserved for SAE assignment

Figure 40 - Request2 PG format
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Data ranges for parameters used by this Message Type:

Control Indicating

Extended Identifier Type: 000p to 111b. See definitions below.

000y - No Extended Identifier. None of the data bytes are used for identifier/control values. Used when Requesting a
PG that does not have Proprietary Index/Extended Identifier bytes. Indicator that the device supports the new Request2
special instruction functionality. Data bytes 5 to 7 of the Request 2 PG are set to 255 (FFhn).

001y - One Byte Extended Identifier. Data byte 5 of the Request2 PG contains the 1-byte identifier/control value that
would match the Requested PG's data byte 1. Data bytes 6 to 7 of the Request2 PG are set to 255 (FFn).

010s - Two Byte Extended Identifier. Data byte 5 of the Request2 PG contains the byte identifier/control value that would

match the Re
would match t

ne Requested PG's data byte 2. Data bytes 7 of the Request2 PG is set to 255 (FFu).

011v - Three Byte Extended Identifier. Data byte 5 of the Request2 PG contains the byteidentifie

would match t
would match t
that would ma
1000 to 110p -
111p - Take ng

0
25

Index Value

ne Requested PG's data byte 1, data byte 6 of the Request2 PG contains the identifie
ch the Requested PG's data byte 3.
Reserved for future SAE definition.

action. Not applicable.

0 250
1to 255

Definition is specific to the individual PG, when applicable.
Follows conventions defined\in*SAE J1939-71.

6.10.3 Acknowlegigment Service

Content in this se
(Table 11) using a

The definition of {he Acknowledgment PG (ACKM)-is contained in Figure 41. Table B1 has the SH

parameters in this

For Proprietary PQ
is being acknowle

Each form of the A
Request that the A
DA, these paramg
are Address Ackn

tion is identical to the Acknowledgment.section in SAE J1939-21 but includes additi
bort codes 10 and 11. An Acknowledgement PG is sent as a C-PG in a Multi-PG.

message. The type of acknowledgment required for some PGs is defined in applicati

iged. The Proprietary:lndex values are unique to each Proprietary PG.

ters allowthé receiver to know the target being acknowledged. In 6.10.3.1 these par

/control value that

/control value that
r/control value that

ne Requested PG's data byte 2, and data byte 7 of the Request2 PG contains the identifier/control value

bnal abort reasons

]

bs (see 6.10.4) the Proprietary Index parameter allows a receiver to identify the specifjc indexed PG that

pwledged,-Address Negative Acknowledgment, Address Access Denied, and Address|

N assignments to
layer documents.

cknowledgment RG includes an address acknowledge byte that contains the SA of the originator of the
cknowledgmeént PG is directed towards. Since the Acknowledgment PG is always dir|

ected to the global
bmeters, in byte 5,
Busy.
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Parameter Group Name: Acknowledgment (ACKM)

Definition:

Transmission repetition rate:

The Acknowledgment PG is used to provide a handshake mechan

ism between

transmitting and receiving devices. See Table 12 and Notes to Table 12 for further

information about using the Acknowledgement PG.

Data length: 8 bytes

Extended Data Page: 0

Data Page: 0

PDU Format: 232

PDU Specific: Destination Address = Global (255)
Default priority: 6

Parameter Group Number: 59392 (00E800h)

Data ranges for pajameters used by this Message Type:

Control byte:

Proprietary Index

Upon reception of a PGN that requires this form of acknowledgment.

See detailed message definitions immediately following the parameter definitions;

0 - Positive Acknowledgment (ACK)

1 - Negative Acknowledgment (NACK)

2 - Access Denied

3 - Cannot Respond

4 - Data Size too large for required transport type
5to 127 Reserved for assignment by SAE
SPECIAL ACKNOWLEDGEMENT CASES ONLY FOR WHEN THE REQUEST2 U

TILIZES THE

EXTENDED IDENTIFIER TYPE

128 - Positive Acknowledgment (ACK) for Request2 having an Extended Identifier T
Extended Identifier.”

129 - Negative Acknowledgment (NACK) for Request2 having an Extended Identifie
Byte Extended Identifier.”

130 - Access Denied for Request2 having an.Extended Identifier Type of "One Byte
Identifier.”

131 - Cannot Respond for Request2 having an Extended Identifier Type of "One By
Identifier.”

132 to 143 - Reserved for assignment by SAE.

144 - Positive Acknowledgment (ACK) for Request2 having an Extended Identifier T
Extended Identifier.”

145 - Negative Acknowledgment (NACK) for Request2 having an Extended Identifie
Byte*Extended Identifier.”

146 - Access Denied for Request2 having an Extended Identifier Type of "Two Byte
Identifier.”

147 - Canno6t Respond for Request2 having an Extended Identifier Type of "Two Byj
Identifier.”

148 to"159 - Reserved for assignment by SAE.

160:- Positive Acknowledgment (ACK) for Request2 having an Extended Identifier T
Extended Identifier.”
161 - Negative Acknowledgment (NACK) for Request2 having an Extended Identifig

ype of "One Byte
r Type of "One
Extended

e Extended

ype of "Two Byte
r Type of "Two
Extended

e Extended

ype of "Three Byte

r Type of "Three

R\J/fn Extended ldentifier.”

162 - Access Denied for Request2 having an Extended Identifier Type of "Three Byte Extended

cable Proprietary

Identifier.”
163 - Cannot Respond for Request2 having an Extended |dentifier Type of "Three Byte Extended
Identifier.”
164 to 254 Reserved for assignment by SAE.
255 Don’t care/take no action.
0 to 250 Definition is specific to the individual PG, when applicable.
Most often it is located as the first byte in the Data field of the appli
PG.
251 to 255 Follows conventions defined in SAE J1939-71.

Figure 41 - Acknowledgment PG definition
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6.10.3.1 Detailed Message Definitions

Positive Acknowledgment: Control byte = 0

Byte: 1 Control byte = 0, Positive Acknowledgment (ACK)
2 Proprietary Index (If applicable)
3to4 Reserved for assignment by SAE, these bytes should be filled with FFn
5 Address Acknowledged
6 PGN of Requested information (LSB of Parameter Group Number, bit 8 most significant)
7 PGN of Requested information (2" byte of Parameter Group Number, bit 8 most significant)
8 PGN of Requested information (MSB of Parameter Group Number, bit 8 most significant)

Negative Acknowledgment: Control byte = 1
Byte:

Controt bytc = 1, Ncyativc Ackt |uvv:cdy|||c| t (NACK)
Proprietary Index (if applicable)

04 Reserved for assignment by SAE, these bytes should be filled with FFy
Address Negative Acknowledgement

08 PGN of Requested information (see above)

DOAWN =

Access Denied:
Byte:

pbntrol byte = 2
Control byte = 2, Access Denied (PGN supported but cybersecurity denied accgss)
Proprietary Index (if applicable)

04 Reserved for assignment by SAE, these bytes should he'filled with FFn
Address Access Denied

08 PGN of Requested information (see above)

OO WN = QO

Cannot Respond: [Control byte = 3
Byte: 1 Control byte = 3, Cannot Respond (PG, supported but ECU is busy and cannot respond now.
Re-Request the data at a later time.)
Proprietary Index (if applicable)
04 Reserved for assignment by SAE/ithese bytes should be filled with FFy,
Address Busy
08 PGN of Requested information (see above)

DO WN

Data size too largg: Control byte = 4
Byte: 1 Control byte = 4, Data size too large for Requested transport type (PGN supported but BAM

transport type eannot be used because the data exceeds the size limits set for this transport type.
Re-Request Using Destination Specific Request instead.)
Proprietary.Index (if applicable)

04 Reserved for assignment by SAE, these bytes should be filled with FFn
Addréss data size too large for Requested transport type

08 PGN-of Requested information (see above)

DA WN

6.10.3.2 Special Request2 Acknowledgement Cases

Special acknowledgement cases for when the REQUEST?2 utilizes the extended identifier type are listed here. The extended
identifier type is denoted when the Control byte equals 128 to 163. In some proprietary use cases, the Extended Identifier
Type is replaced with a Proprietary Value indicating a manufacturer specific purpose.

Positive Acknowledgment: Control byte = 128 and Extended Identifier Type "One Byte Extended Identifier":

Byte: Control byte = 128, Positive Acknowledgment (ACK) Extended Identifier Type

Proprietary Value = Extended Identifier Type (LSB) - byte 1

Proprietary Value = Extended Identifier Type - filled with FFn

Proprietary Value = Extended Identifier Type (MSB) - filled with FFn

Address Acknowledged

PGN of Requested information (LSB of Parameter Group Number, bit 8 most significant)
PGN of Requested information (2" byte of Parameter Group Number, bit 8 most significant)
PGN of Requested information (MSB of Parameter Group Number, bit 8 most significant)

ONO AP WN -~
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Negative Acknowledgment: Control byte = 129 and Extended Identifier Type “One Byte Extended Identifier":

Byte: 1

2
3
4
5
6

Control byte = 129, Negative Acknowledgment (NACK)
Proprietary Value = Extended Identifier Type (least significant byte)
Proprietary Value = Extended Identifier Type - filled with FFn
Proprietary Value = Extended Identifier Type (most significant byte) - filled with
Address Negative Acknowledgement

to 8 PGN of Requested information (see above)

Access Denied: Control byte = 130 and Extended Identifier Type “One Byte Extended Identifier":
Control byte = 130, Access Denied (PGN supported but cybersecurity denied access)

Byte:

O WON -~

Cannot Respond
Byte: 1

DA WN

Positive Acknow
Byte:

1
2
3
4
5
6

Negative Acknowledgment: Control byte =145 and Extended Identifier Type “Two Byte Extended

Byte: 1
2
3
4
5
6

Access Denied: (
Byte:

Proprietary Value = Extended Identifier Type (least significant byte)
Proprietary Value = Extended Identifier Type - filled with FFn

FFn

Drl\v\v- Al-nv-\ \Ir\l o= Eul-nnnlf\rd IAAnI--FAv- 'I' maofoact cioon -ann+ bata)
opPrT ary—vard Type (Mmoot TTIoytCy

Address Access Denied
08 PGN of Requested information (see above)

fillad itk
rcar e Cvv et

SACL

Control byte = 131, Cannot Respond (PGN supported but ECU js busy and can
Re-Request the data at a later time.)
Proprietary Value = Extended Identifier Type (least significantbyte)
Proprietary Value = Extended Identifier Type - filled with EF
Proprietary Value = Extended Identifier Type (most significant byte) - filled with
Address Busy
08 PGN of Requested information (see above)

edgment: Control byte = 144 and Extended Identifier Type "Two Byte Extended
Control byte = 144, Positive Acknowledgment (ACK) Extended Identifier Type
Proprietary Value = Extended IdentifierFype (least significant byte) - byte 1
Proprietary Value = Extended Identifier Type - byte 2
Proprietary Value = Extended Ideftifier Type (most significant byte) - filled with
Address Acknowledged

08 PGN of Requested information (see above)

Control byte = 145, Negative Acknowledgment (NACK)
Proprietary Value\= Extended Identifier Type (least significant byte) -
Proprietary Value = Extended Identifier Type - byte 2
Proprietary.Value = Extended Identifier Type (most significant byte) - filled with
Address.Negative Acknowledgement

08 PGNfRequested information (see above)

byte 1

Lontrol byte = 146 and Extended Identifier Type “Two Byte Extended Identifier":
Control byte = 146, Access Denied (PGN supported but cybersecurity denied a

Control byte = 131 and Extended Identifier Type “One Byte Extended Identifier|':

Fn

not respond now.

FFn

Identifier":

FFh

Identifier":

FFn

Ccess)

Dy $o In =Eviandad Idantifiney Ty na flaaat cianifinont bayda

1
2
3
4
5
6

|yyu \luuot olsllllluallt uyt\,} TytC 1

Proprietary Value = Extended Identifier Type - byte 2

AW 2
T IU'JIIUlUIy arde =XeRaGea I\JUIILIIIUI

Proprietary Value = Extended Identifier Type (most significant byte) - filled with FFn

Address Access Denied

to 8 PGN of Requested information (see above)
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