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C o n t r o l l e r  Area Network (CAN) i s  
e f f i c i e n t l y  supports d i s t r i b u t e d  
secur i  t y  . 
I t s  domain o f  a p p l i c a t i o n s  range 
125K b i t s / s )  t o  low speed m u l t i p  

1 .  

2 .  

SCOPE: 

The scope o f  t h i s  s p e c i f  
consequences o f  the  Cont 
l a y e r s .  

GENERAL FEATURES: 

FORE WORD 

an advanced s e r i  a l  communi c a t i o n  p r o t o c o l  which 
r e a l - t i m e  c o n t r o l  w i t h  a very  h i g h  l e v e l  of  

from h i g h  speed networks ( g r e a t e r  than 
ex w i r i n g  (10K b i t s / s  or l e s s ) .  

c a t i o n  i s  t o  d e f i n e  the  
o l l e r  Area Network (CAN 

t r a n s f e r  1 ayer and t h e  
p r o t o c o l  on t h e  surrounding 

CAN has t h e  f o l l o w i n g  general  f e a t u r e s :  

MULTIMASTER ARCHITECTURE: 
f o r  t ransmiss ion  o f  messages. 

Assurance t h a t  any node can have access t o  the  bus 

P R I O R I T I Z A T I O N  OF MESSAGES: Bus access i s  determined by t h e  s e l e c t a b l e  
predetermined p r i o r i t y  o f  t h e  2 0 3 2  d i f f e r e n t  messages a l l o w a b l e .  

GUARANTEE OF LATENCY T I M E :  Assurance t h a t  the  maximum l a t e n c y  t i m e  f o r  the  
h i g h e s t  p r - i o r i t y  message i s  l e s s  than 150 ps ( a t  1 M  b i t s / s ) .  

BROADCAST MESSAGE TRANSFER: 
s imul taneously  a c t  upon t h e  same message. 

Any number o f  nodes can r e c e i v e  and 

MESSAGE ARBITRATION:  I f  two or more senders s t a r t  t r a n s m i t t i n g  messages a t  
t h e  same t i m e ,  the  bus access c o n f l i c t  i s  r e s o l v e d  by n o n d e s t r u c t i v e  
p r i o r i t i z e d  b i t w i s e  a r b i t r a t i o n  v i a  the  message i d e n t i f i e r .  

DATA CONSISTENCY: Assures t h a t  a message i s  s imul taneously  accepted ' e i t h e r  
by a l  1 nodes or by no node. 

PROGRAMMABLE TRANSFER RATE:  
once s e t  i t  i s  u n i f o r m  and f i x e d  i n  the  systein. 

The b i t - r a t e  i s  programmable up t o  l m  b i t / s ;  

POWERFUL ERROR HANDLING: Inc ludes  automat ic  r e t r a n s m i s s i o n  o f  c o r r u p t e d  
messages and d i s t i n c t i o n  between temporary errors and permanent f a i l u r e s  o f  
nodes. 

CONFIGURATION FLEXIBILITY: 
i n  t h e  sof tware or hardware o f  any node or a p p l i c a t i o n  l a y e r .  

Nodes may be added w i t h o u t  r e q u i r i n g  any change 

FAULT DETECTION: 
o f  node and autonomous s w i t c h i n g  o f f  o f  d e f e c t  nodes. 

D i s t i n c t i o n  between temporary errors and permanent f a i l u r e s  

8 

- 4 -  
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3'  CAN ARCHITECTURE: 

To achieve des ign t ransparency and implementat ion f l e x i b i l i t y  CAN has been 
developed s t r u c t u r a l l y  i n  l a y e r s .  D i f f e r e n t  s i l i c o n  implementat ions w i l l  
i n t e g r a t e  these l a y e r s  t o  d i f f e r e n t  depths i n  hardware. This  i n f o r m a t i o n  
r e p o r t  w i l l  address the  p r o t o c o l ,  or bus communication r u l e s ,  t h a t  a l l  
implementat ions must suppor t  or have the  c a p a b i l i t y  o f  suppor t ing .  
implementat ion example a l ready  i n  p roduc t i on  i s  the  I n t e l  82526. An overv iew 
o f  i t s  f u n c t i o n a l i t y  and use i s  p rov ided i n  Appendix A.  Another such 
implementat ion i s  BasicCAN. I t  i s  n o t  w i t h i n  the  scope o f  t h i s  document o 
cover BasicCAN i n  d e t a i l .  Future updates may p rov ide  a d d i t i o n a l  i n fo rma t  on. 

One 

The l a y e r s  are:  

a. Ob jec t  Layer: The scope o f  the  o b j e c t  l a y e r  i nc ludes :  

1)  

2) Determin ing which messages are  t o  be t r a n s m i t t e d  ( p r i o r i t i z e d  message 

3 )  P r o v i d i n g  an i n t e r f a c e  t o  the  hos t  CPU i f  the re  i s  a hos t  i n  the  

Dec id ing  which messages rece ived by the  t r a n s f e r  l a y e r  a re  a c t u a l l y  
t o  be used (acceptance f i l t e r i n g )  

hand1 i ng) 

system. 

b. T rans fer  Layer:  The scope o f  the  t r a n s f e r  l a y e r  i nc ludes :  

1) Error check ing 
2) Error s i g n a l l i n g  and confinement 
3)  Message v a l  i d a t i o n  and acknowledgement 
4) Performing a r b i t r a t i o n  
5 )  C o n t r o l l i n g  message f raming 
6) F a u l t  conf inement 
7) General f e a t u r e s  o f  b i t  t i m i n g  

c. Phys ica l  Layer:  The scope o f  the  phys ica  
o f  the  message b i t s  between the  d i f f e r e n t  
respec t  t o  a l l  e l e c t r i c a l  p r o p e r t i e s .  Th 
rep resen ta t i on ,  and t ransmiss ion  medium. 
the  s i q n a l  l e v e l  and t ransmiss ion  medium. 

l a y e r  i s  t he  a c t u a l  t r a n s f e r  
nodes i n  the  network w i t h  
s i nc ludes :  S igna l  l e v e l ,  b i t  
The Pro toco l  does n o t  s p e c i f y  

Y t o  Th is  i s  done i n t e n t i o n a l  
a l l o w  i h e  user  or sys tem designer  t o  adapt CAN t o  the s p e c i f i c  
a p p l i c a t i o n  and a p p l i c a t i o n  environment. 
p h y s i c a l  l a y e r ,  o f  course, has to be the  same for a l l  nodes. There 
be, however, much freedom i n  s e l e c t i n g  a phys i ca l  layer.  

W i th in  one network the  

- 5 -  
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4. B I T  REPRESENTATIONS, CODING/DECODING, AND STUFFING: 

4.1 B i t  Representat ions:  

There are  two l o g i c a l  b i t  r e p r e s e n t a t i o n s  de f ined:  "dominant" and 
" recess ive" .  A recess ive  b i t  on t h e  bus l i n e  appears o n l y  i f  a l l  connected 
nodes a t  t h a t  t i m e  send a recess ive  b i t .  I f  one or more nodes send a 
dominant b i t ,  the  bus l i n e  r e f l e c t s  a dominant b i t .  I n  o t h e r  words, a 
dominant b i t  always o v e r w r i t e s  a r e c e s s i v e  b i t  i f  e m i t t e d  on t h e  bus a t  the  
same t i m e  by a d i f f e r e n t  node. 
npn-open-col lector bus, a dominant b i t  corresponds t o  a low l e v e l  s i g n a l  and 
a recess ive  b i t  corresponds t o  a h i g h  l e v e l  s i g n a l .  

I f  t h e  e l e c t r i c a l  bus i s  implemented as an 

4.2 B i t  Coding/Decoding and S t u f f i n g :  

B i t  encoding i s  performed w i t h  an NRZ b i t  waveform r e p r e s e n t a t i o n  u s i n g  b i t  
s t u f f i n g .  B i t  s t u f f i n g  i s  used i n  t h e  f o l l o w i n g  frame segments: 

a.  S t a r t  o f  frame 
b. A r b i t r a t i o n  f i e l d  
c .  Cont ro l  f i e l d  
d.  Data f i e l d  
e.  CRC sequence 

Whenever t h e  t r a n s m i t  l o g i c  o f  CAN dev ice d e t e c t s  f i v e  consecut ive b i t s  o f  
i d e n t i c a l  l e v e l s  t o  be t r a n s m i t t e d ,  i t  i n s e r t s  a complement b i t  i n  t h e  
t r a n s m i t t e d  b i t  stream. Whenever a CAN dev ice  r e c e i v e s  f i v e  i d e n t i c a l  
consecut ive b i t  l e v e l s  i n  t h e  b i t  stream, i t s  r e c e i v e  l o g i c  w i l l  
a u t o m a t i c a l l y  d e l e t e  t h e  n e x t  b i t  from t h e  da ta  stream ( d e s t u f f i n g ) .  
F igure  1 for  f u r t h e r  d e t a i l .  

See 

1 1  1 1 1 1 1  o o o 1 ORIGINALBITSTREAM 
z n mANsMiTTER) 
SIXTH CONTIGUOUS i i~ i i  

1 1  1 1 1  BIT STREAM ON BUS 
y OPPOSITE BIT "STUFFED" IN STREAM n FINAL BIT STREAM 1 1  1 1 1 1 1  0 0 0 
R 1 (RECEIVER) ' "STUFFED BIT DELETED BY RECEIVER 

FIGURE 1 - B i t  S t u f f i n g  

- 6 -  
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5. ARBITRATION:  

The CAN p r o t o c o l  de f i nes  t h a t  each s i n g l e  message used i n  the  communication 
network has a unique i d e n t i f i e r .  
name t o  the  da ta  frame and a u t o m a t i c a l l y  i m p l i e s  the  p r i o r i t y  o f  the  
message. As  a r e s u l t ,  the  i d e n t i f i e r  d u r i n g  bus access represents  n o t  o n l y  
the  message name but ,  more impor tan t ,  the  p r i o r i t y  o f  each s p e c i f i c  message. 
Since the  most s i g n i f i c a n t  b i t  (MSB) o f  an i d e n t i f i e r  i s  t r a n s m i t t e d  f i r s t ,  
the  i d e n t i f i e r  w i t h  the  smal les t  d i g i t a l  va lue has the  h ighes t  p r i o r i t y  f o r  
bus access. 

Using t h i s  method, the  i d e n t i f i e r  assigns a 

When bus i d l e  i s  detected,  any node may s t a r t  t o  t r a n s m i t  a message. I n  a 
case where two or more CAN devices s t a r t  a message t r a n s f e r  concu r ren t l y ,  the 
bus access c o n f l i c t  i s  so lved by p r i o r i t i z e d  b i t w i s e  a r b i t r a t i o n  performed 
d u r i n g  the  t ransmiss ion  o f  the  a r b i t r a t i o n  f i e l d .  

The t r a n s m i t  l o g i c  o f  a g iven node compares the  b i t  l e v e l  t r a n s m i t t e d  t o  the  
l e v e l  moni tored on the  s e r i a l  bus. The t r a n s m i t  l o g i c  immediate ly  w i l l  s top 
a c u r r e n t  message t r a n s f e r  i f  a recess ive  b i t  was sent  b u t  a dominant b i t  was 
moni tored.  Th is  method guarantees the  da ta  t r a n s f e r  of. the  message w i t h  the  
h ighes t  p r i o r i t y  even i f  the re  i s  a c o l l i s i o n  d u r i n g  the a r b i t r a t i o n  f i e l d  of 
one or more messages. 

An i d e n t i f i e r  can never be used for  more than one s p e c i f i c  message ( t o t a l  
a v a i l a b l e  number o f  i d e n t i f i e r s  = 2032). Th is  guarantees t h a t  two or more 
nodes never s imul taneously  s t a r t  a t ransmiss ion  o f  a da ta  frame w i t h  the  same 
p r i o r i t y  o f  data.  One except ion  would be a frame t r a n s f e r  s imul taneously  
i n i t i a t e d  by a t r a n s m i t t e r  and r e c e i v e r .  I f  one CAN dev ice generates a 
reques t  fo r  a c t u a l  da ta  o f  a c e r t a i n  type by t r a n s m i t t i n g  a remote frame and 
the  CAN dev ice  normal ly  t r a n s m i t t i n g  t h a t  da ta  t ransmi t s  s imul taneously ,  the  
CAN dev ice  respons ib le  f o r  t h i s  type o f  da ta  w i l l  w in  the  a r b i t r a t i o n  and 
cont inue the  t ransmiss ion .  
i d e n t i f i e r  i t s e l f .  For t h i s  reason, the  remote t ransmiss ion  reques t  
(RTR-BIT) i s  i nc luded  i n  the  a r b i t r a t i o n  f i e l d .  The RTR-BIT o f  the  
t r a n s m i t t e r  i s  always s e t  dominant and, t h e r e f o r e ,  has a h ighe r  p r i o r i t y  than 
the  reques t ing  RTR-BIT recess ive .  I n  t h i s  case, the  remote t ransmiss ion  
reques t  by the  r e c e i v e r  ge ts  an immediate response by the  t r a n s m i t t e r .  

Hence, a r b i t r a t i o n  can n o t  be so lved by the  

6. CAN MESSAGE FRAME TYPES: 

The CAN dev ice supports f o u r  d i f f e r e n t  frame types:  

a. Data frame 
b. Remote frame 
c .  Error frame 
d. Over load frame 

- 7 -  
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'END OF FRAME 
ACK-F I ELD 

~~ 

6 .1  Data Frame: 

DENTIFIER TR-BIT 

A Data Frame i s  composed o f  seven d i f f e r e n t  f i e l d s :  

a. S t a r t  o f  frame 
b.  A r b i t r a t i o n  f i e l d  
c .  Control f i e l d  ( I d e n t i f i e r )  
d.  Data f i e l d  (Data segment) 
e. CRC f i e l d  
f .  Acknowledgement f i e l d  
g.  End o f  frame 

E I-- DATA FRAME -4 SPACE k%% 

'START OF FRAME 

FIGURE 2 - Data Frame 

6.1.1 

6.1.2 

S t a r t  o f  Frame: S igna ls  t h e  s t a r t  o f  a da ta  or remote f rame. I t  c o n s i s t s  
o f  a s ing le .  dominant b i t  used f o r  a synchron iza t ion  o f  r e c e i v i n g  nodes. 
The CAN dev ice w i l l  s t a r t  a t ransmiss ion  o n l y  i f  a b u s - i d l e  s t a t e  i s  
detected.  A l l  nodes must synchronize t o  the  l e a d i n g  edge o f  t h e  node 
s t a r t i n g  t ransmiss ion  f i r s t .  

A r b i t r a  
c o n t r o l  
or more 
the  a r b  

i o n  F i e l d :  Cons is ts  o f  t h e  message i d e n t i f i e r  and one a d d i t i o n a l  
b i t  RTR-BIT. The simultaneous message t ransmiss ion  s t a r t  o f  two 
nodes i s  so lved by b i t w i s e  a r b i t r a t i o n  d u r i n g  the  t ransmiss ion  o f  
t r a t i o n  f i e l d  ( f o r  more d e t a i l s  see Sect ion  5). 

FIGURE 3 - A r b i t r a t i o n  F i e l d  

- 8 -  
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6.1.2.1 I d e n t i f i e r :  Th is  1 1 - b i t  f i e l d  prov ides i n f o r m a t i o n  about each 
i n d i v i d u a l  message as w e l l  p r i o r i t y  for  the  message. The i d e n t i f i e r  
d e f i n e s  the  corresponding s p e c i f i c  message (e.g. ,  engine speed, 
temperature,  pressure,  e t c . )  o f  a communication o b j e c t .  I t ' s  d i g i t a l  
va lue represents  the  message p r i o r i t y  for  bus access. 

NOTE: An i d e n t i f i e r  may be a phys i ca l  or f u n c t i o n a l  address or a 
combinat ion o f  the  two t o  determine a r e c e i v e r  o f  a frame on a 
m u l t i d r o p  l i n e .  The r e c e i v i n g  CAN dev ice decides, based on the  
acceptance f i l t e r  process o f  a rece ived  i d e n t i f i e r ,  whether data 
be ing rece ived  w i t h i n  a c o r r e c t  frame i s  to be accepted or n o t .  

6.1.2.2 RTR-BIT: (Remote Transmission Request) A s t a t i o n ,  a c t i v e  as a r e c e i v e r  
may i n i t i a t e  the  t ransmiss ion o f  the  data by t ransmiss ion  o f  a remote 
frame t o  the  network, addressing the  data source v i a  the  i d e n t i f i e r .  
W i t h i n  a data frame, the  RTR-BIT i s  t r a n s m i t t e d  as a dominant b i t  l e v e l  
( fo r  more i n f o r m a t i o n  see 6.2). 

6.1.3 Con t ro l  F i e l d :  Th is  f i e l d  c o n s i s t s  o f  6 b i t s .  I t  i nc ludes  the  data 
l e n g t h  code and two reserved b i t s .  
t r a n s m i t t e d  w i t h  a domlnant b i t  l e v e l .  The l e n g t h  o f  the  da ta  f i e l d  ( d a t  
segment) i s  coded i n  bytes.  

The reserved b i t s  are a u t o m a t i c a l l y  

I R I  I R2 I DLC3 I DLC2 I DLCI I DLCOI 

I DATA-LEN GTH-CODE 
I RESERVED 

BITS 

FIGURE 4 - Con t ro l  F i e l d  

- 9 -  
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6.1.4 Data F i e l d :  Data s t o r e d  w i t h i n  the  corresponding da ta  segment i n  t h e  
Communication B u f f e r  i s  t r a n s m i t t e d  w i t h i n  the  d a t a  f i e l d .  
t h e  d a t a  f i e l d  v a r i e s  i n  t h e  range from O t o  8 by tes  based on t h e  va lue o f  
t h e  da ta  l e n g t h  code. 
w i l l  be t r a n s m i t t e d  MSB f i r s t .  

The l e n g t h  o f  

The b y t e  a t  t h e  lowest  address o f  t h e  da ta  segment 

6.1.5 CRC I e l d :  

# DAT& DATA-LENGTH-CC 
BYTE DLC3 I DLC2 I DLCI 

O d 
1 d 
2 d 
3 d 
4 d 
5 d 
6 d 
7 d 
8 r 
- 

lid = dominant, "I" 
i 

d d 
d d 
d r 
d r 
r d 
r d 
r r 
r r 
d d 

= recessive 

FIGURE 5 - Data Length Code 

i t a i n s  t h e  CRC checksum (15 b i t s )  

DLCO 
'E I ! i  

r 

~ l l o w e d  by t h  CRC 
d e l i m i t e r  (1  b i t ) .  
b i t ,  a r b i t r a t i o n  f i e l d ,  c o n t r o l  f i e l d ,  da ta  f i e l d  and CRC f i e l d .  
s i g n i f i c a n t  b i t  (MSB) i s  t r a n s m i t t e d  f i r s t .  
implemented i n  t h e  CAN dev ice  i s  d e r i v e d  from a c y c l i c  redundancy code 
b e s t  s u i t e d  fo r  frames w i t h  a t o t a l  b i t  count o f  l e s s  than 127 b i t s  (BCH 
Code). With s t a r t  o f  frame i n c l u d e d  i n  t h e  code word, any r o t a t i o n  o f  t h e  
code word can be de tec ted  by t h e  absence of  the  CRC d e l i m i t e r  ( " recess ive"  
b i t ) .  (For f u r t h e r  i n f o r m a t i o n  about t h e  CRC, see 7 .6 . )  

The c y c l i c  redundancy code i n c l u d e s  t h e  s t a r t  o f  frame 
The most 

The frame check sequence 

1- CRCFIELD ACK FIELD 
-I- 

15 I I  I 
1 1 1  

CRC DELIMITER 
I 

CRC-SEQUENCE 
I 

DATA OR CONTROL FIELD 

FIGURE 6 - CRC F i e l d  

- 10 - 
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6.1.6 Acknowledgement Field.: The ACK-f ie ld c o n s i s t s  o f  two b i t s ,  the  ACK-s lo t  
and ACK-del imiter which are  sent  w i t h  a " recess ive"  l e v e l  by the  
t r a n s m i t t e r .  
CAN dev ice  a match o f  the  comple te /cor rec t  CRC check sum w i t h i n  the  
ACK-s lot  by supersc r ib ing  t h i s  recess ive  b i t  w i t h  a dominant b i t .  
t r a n s m i t t e r  mon i to r i ng  the  bus l e v e l  recognizes t h a t  a t  l e a s t  one r e c e i v e r  
w i t h i n  the  sys tem has rece ived  a complete and c o r r e c t  message (no error 
was found) .  The ACK-SLOT i s  surrounded by two recess ive  b i t s :  The CRC 
d e l i m i t e r  and the  ACK d e l i m i t e r .  

Any r e c e i v i n g  CAN dev ice acknowledges t o  the  t r a n s m i t t i n g  

A 

CRC FIELD IACK FIELDI END OF FRAME 

FIGURE 7 - Acknowledgement F i e l d  

6.1.7 End of  Frame: Each da ta  frame or remote frame i s  d e l i m i t e d  by the  end o f  
frame b i t  sequence which cons is t s  of seven " recess ive"  b i t s  (exceeding the  
b i t  s t u f f  w i d t h  by 2 b i t s ) .  A r e c e i v e r  de tec ts  the  end of a da ta  frame 
independent o f  a p rev lous  t ransmiss ion  e r r o r  because the  r e c e i v e r  expects 
a l l  b i t s  up t o  the  end o f  CRC-field t o  be coded by the  b i t  s t u f f i n g  method 
and b i t  s t u f f i n g  i s  n o t  used i n  end o f  frame. 

6.2 Remote Frame: 

A remote frame i s  composed o f  s i x  d i f f e r e n t  f i e l d s :  

a. S t a r t  o f  frame 
b.  A r b i t r a t i o n  f i e l d  
c .  Con t ro l  f i e l d  
d. CRC f i e l d  
e. Ack f i e l d  
f. End o f  frame 

Cont ra ry  to  the  da ta  frame, the  RTR-BIT o f  the  remote frame i s  " recess ive"  
and no da ta  segment i s  t r a n s m i t t e d  ( regard less  o f  the  da ta  l e n g t h  code s e t  
i n  the  d e s c r i p t o r  o f  the  corresponding communication o b j e c t ) .  

 
Distributed under license from the IHS Archive
 
 

                                                                                          

SAENORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 j1
58

3_
19

90
03

https://saenorm.com/api/?name=eb3d980f25ec604ed04e62a13198ccda


S A E  J * 1 5 8 3  90 W 83573f40 0053037 I W 

SAE 51583 Issued MAR90 

6.2 (Continued): 

The RTR-BIT allows remote transmission requests from any node to the 
system. 
the standard broadcast characteristics. It also supports powerful 
diagnostic capability by being able to determine if the primary supplier 
(data source) of a specific parameter(s1 is nonfunctional. 

This provides the capability to request information in addition to 

--.- -f YLE$E 
SPACE 

BUS b- REMOTE FRAME 
IDLE 

I I  I 12 1 6 1  16 121 7 I 3 
I I I I I I 

'END OF FRAME l I I I IACK-FiELD 
'CRC-FIELD 

ARBITRATION-FIELD 
TART OF FRAME 

FIGURE 8 - Remote Frame 

6.3 Error Frame: 

An error flag is transmitted if a CAN device operates as an error active 
node and has detected an error condition during or af er a message 
transfer. 
during or after a transmission. The error flag consists of six consecutive 
dominant bits. Since this l'violates'l bit stuffing guidelines, it is used as 
an error indicator to the system (see 4.2). 
by a transmitter, or a receiver, all other nodes interpret the error flag as 
a bit stuffing rule violation. 
error flag occurs. 

A receiving or transmitting node may generate an error flag 

If an error flag is generated 

As a consequence, the transmission of an 

The error-delimiter consists of seven recessive bits generated by the CAN 
device after the end of an error flag on the serial bus line. This 'is 
monitored by detection of a transition from the dominant to recessive bit 
level. 

DATA INTERFRAME 
FRAME I------- ERRORFRAME SPACE 

----I 6 I 0-6 v 

FIGURE 9 - Error Frame 

- 12 - 
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6.3 (Cont inued):  

The b i t  sequence o f  dominant b i t s  r e s u l t  f rom a superpos i t i on  o f  d i f f e r e n t  
e r r o r  f l a g s  t r a n s m i t t e d  by i n d i v i d u a l  nodes. The t o t a l  l e n g t h  o f  the  error 
f l a g  sequence v a r i e s  between 6 b i t s  minimum t o  12 b i t s  maximum. An e r r o r  
c o n d i t i o n  i s  s igna led  by the  t ransmiss ion  o f  s i x  recess ive  b i t s  w h i l e  i n  
the  error pass ive opera t i on  mode. Hence, an error pass ive node w i t h  a 
temporary l o c a l  r e c e i v e r  problem w i l l  n o t  des t roy  messages rece ived  
c o r r e c t l y  by o t h e r  nodes. 
f l a g  generated by one o r  more error a c t i v e  sys tem nodes, b u t  t he  e r r o r  
pass ive CAN dev ice wa i t s  for  a t  l e a s t  s i x  b i t s  o f  equal p o l a r i t y  be fore  
e n t e r i n g  i n t o  the  nex t  i n t e r n a l  rece ive  o r  t r a n s m i t  mode. See 7 .7  for 
a d d i t i o n a l  error ac t i ve /pass i ve  mode data.  

Detected errors d u r i n g  the  t ransmiss ion  o f  a da ta  or remote frame can be 
s igna led  w i t h i n  the  t ransmiss ion  t i m e  o f  the  r e s p e c t i v e  frame. 
procedure assoc ia tes  an error f l a g  t o  the  frame and i n i t i a t e s  an automat ic  
re t ransmiss ion  o f  the  frame. 
error frame i t  w i l l  s t a r t  r e t r a n s m i t t i n g  an error frame. I f  t h i s  occurs 
severa l  t i m e s  i n  a sequence the  CAN dev ice w i l l  become error pass ive.  

The recess ive  b i t s  may be o v e r w r i t t e n  by an error 

This  

I f  the  CAN dev ice de tec ts  any d e v i a t i o n  o f  i t s  

6 .4 Over load Frame: 

The over load frame cons is t s  o f  2 b i t  f i e l d s :  
Over load D e l i m i t e r .  

The Over load F lag  and the  

INTERFRAME 
END OF FRAME OR 
ERROR DELIMITER OR 
OVERLOAD DELIMITER 1- OVERLOAD FRAME,----( SPACE 

6 I 0-6 I f 

I 'OVERLOAD DELIMITER 
PART OF OVERLOAD 
FLAG FROM STATION Y 

OVERLOAD FLAG 
FROM STATION X 

FIGURE 10 - Overload Frame 

There a re  two cases o f  overToad c o n d i t i o n s  which r e s u l t  i n  the  t ransmiss ion  
o f  an over load f l a g :  

a. I n t e r n a l  c o n d i t i o n s  o f  the  r e c e i v e r  c i r c u i t r y  o f  the  CAN dev ice which 
r e q u i r e  a de lay  t i m e  be fore  r e c e i v i n g  the  nex t  frame ( r e c e i v e r  n o t  
ready) .  

b. De tec t i on  o f  a "dominant" b i t  d u r i n g  i n t e r m i s s i o n .  

A t  most, two over load frames may be generated t o  lengthen one da ta  frame or 
remote  frame. 

- 13 - 
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6.4 (Cont inued):  

The o v e r l o a d  f l a g  c o n s i s t s  o f  s i x  dominant b i t s  t h a t  correspond t o  the  e r r o r  
f l a g  and des t roy  t h e  f i x e d  form o f  t h e  i n t e r m i s s i o n  f i e l d .  A s  a r e s u l t ,  a l l  
o t h e r  s t a t i o n s  a l s o  d e t e c t  an o v e r l o a d  c o n d i t i o n  and s t a r t  t ransmiss ion  o f  
an o v e r l o a d - f l a g .  If a "dominant" b i t  i s  de tec ted  d u r i n g  t h e  3 r d  b i t  o f  
i n t e r m i s s i o n  by some b u t  n o t  a l l  nodes, t h e  o t h e r  nodes w i l l  i n t e r p r e t  the  
f i r s t  o f  these s i x  'dominant '  b i t s  as s ta r t -o f - f rame.  The s i x t h  "dominant" 
b i t  w i l l  then v i o l a t e  t h e  b i t  s t u f f i n g  r u l e  and cause an e r r o r  c o n d i t i o n .  
The o v e r l o a d  d e l i m i t e r  c o n s i s t s  o f  seven recess ive  b i t s  generated by t h e  CAN 
dev i  ce. 

NOTE: An over load frame can be t r a n s m i t t e d  e a r l i e s t  a t  t h e  f i r s t  b i t  t ime 
Th is  i s  c o n t r a r y  t o  t h e  e r r o r  frame o f  t h e  i n t e r f r a m e  space f i e l d .  

and a l lows t h e  CAN dev ice  t o  d i f f e r e n t i a t e  between t h e  two frame 
type s .  

6 .5  I n t e r f r a m e  Space: 

Data frames and remote frames are  separated from preceding frames by an 
i n t e r f r a m e  space c o n s i s t i n g  o f  t h e  i n t e r m i s s i o n  b i t  f i e l d  and a p o s s i b l e  bus 
i d l e  t i m e .  An error frame i s  n o t  preceded by an i n t e r f r a m e  space. 

FRAME INTERFRAME SPACE 4 F-ME 

II 1 1 1 1 1  1 1 1 1 1  

3 

FIGURE 11 - I n t e r f r a m e  Space 

I n t e r m i s s i o n  c o n s i s t s  o f  t h r e e  recess ive  b i t s .  Dur ing  i n t e r m i s s i o n  ' t i m e  the  
CAN dev ice  w i l l  n o t  s t a r t  t ransmiss ion  o f  a frame. I n t e r m i s s i o n  r e q u i r e s  a 
f i x e d  t i m e  p e r i o d  for  t h e  CAN dev ice  t o  execute i n t e r n a l  processes p r i o r  t o  
t h e  n e x t  r e c e i v e  or t r a n s m i t  t a s k .  

Data rece ived w i t h i n  a da ta  frame w i l l  be s t o r e d  i n  t h e  communication b u f f e r  
and t h e  c o n t r o l  b i t s  a re  updated if no error c o n d i t i o n  has occur red  through 
l a s t  b i t  o f  the end o f  frame f i e l d .  

The bus i d l e  t i m e  may be o f  a r b i t r a r y  l e n g t h .  A f t e r  t h e  i n t e r f r a m e  space 
p e r i o d ,  CAN devices look f o r  bus i d l e  be fore  i n i t i a t i n g  t h e  n e x t  
t ransmiss ions .  The d e t e c t i o n  o f  a dominant b i t  a f t e r  i n t e r m i s s i o n  or bus 
i d l e  i s  i n t e r p r e t e d  by t h e  CAN dev ice as s t a r t  o f  frame. 

- 14 - 
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7.  ERROR DETECTION: 

7.1 B i t  Error: 

Dur ing  a t r a n s m i t  ope ra t i on ,  t he  CAN dev ice  mon i to rs  the  
bas i s .  I f  t h e  b i t  l e v e l  monitored i s  d i f f e r e n t  from the  
b i t  e r r o r  i s  s igna led .  

The except ions  are d u r i n g  a r b i t r a t i o n  and ACK-SLOT. Dur 
recess i ve  b i t  can be o v e r w r i t t e n  by a dominant b i t .  I n  

bus on a b i  
t r a n s m i t t e d  

ng a r b i t r a t  
h i s  case, t 

dev ice  i n t e r p r e t s  a b i t  e r r o r  as an a r b i t r a t i o n  loss .  Dur ing  the ACK-SLOT, 
a t r a n s m i t t e r  may d e t e c t  a f a l s i f l e d  b i t  ( recess i ve  t o  dominant). 
s i t u a t i o n  w i l l  o n l y  occur i f  a l l  r e c e i v e r s  have de tec ted  a CRC e r r o r  and, 
t h e r e f o r e ,  t h i s  b i t  e r r o r  w i l l  n o t  be de tec ted  by a CAN dev ice .  This  e r r o r  
i s  n o t  c r i t i c a l  because an e r r o r  frame by the r e c e i v e r s  w i l l  be generated 
a f t e r  t h e  ACK-SLOT. 

This  

Except d u r i n g  t ransmiss ion  o f  the  a r b i t r a t i o n  f i e l d  and d u r i n g  the  t i m e  
window o f  the  ACK-SLOT, a l l  g l o b a l  and l o c a l  e r r o r s  a t  t he  t r a n s m i t t e r  are 
de tec ted .  

7.2 B i t  S t u f f i n g  Error: 

There a re  two p o s s i b i l i t i e s  where b i t  s t u f f i n g  e r r o r s  may occur :  

a. A d is tu rbance  generates more consecut ive  b i t s  o f  equal l e v e l  than 
a l lowed by the  r u l e  o f  b i t  s t u f f i n g .  
nodes. 

These e r r o r s  are de tec ted  by a l l  

b. A d i s tu rbance  f a l s i f i e s  one or more o f  t h e  5 b i t s  p reced ing  the  s t u f f  
b i t .  
appears a t  t h e  t r a n s m i t t e r  as w e l l ,  i t  w i l l  be de tec ted  as a b i t  e r r o r .  

This e r r o r  i s  n o t  recognized by a r e c e i v e r ,  b u t  I f  an e r r o r  

Otherwise, t he  e r r o r  i s  de tec ted  by a r e c e i v e r  e i t h e r  by the  b i t  s t u f f i n g  
mechanism ( t h e  s t u f f  b i t  of  t r a n s m i t t e r  I s  n o t  dropped b u t  taken as an 
i n f o r m a t i o n  b i t )  or by the  CRC check. 

7.3 CRC Error: 

To ensure t h e  v a l i d i t y  o f  a t r a n s m i t t e d  message, a l l  r e c e i v e r s  per fo rm a CRC 
check. I n  a d d i t i o n  t o  t h e  i n f o r m a t i o n  d i g i t s ,  any code word i nc ludes  
c o n t r o l  d i g i t s  used for  e r r o r  d e t e c t i o n .  

7.3.1 D e s c r i p t i o n  o f  t h e  CRC Code: 
(shortened) BCH Code, extended by a p a r i t y  check and has t h e  f o l l o w i n g  
a t t r i b u t e s :  

The code used for  t h e  CAN dev ice  i s  a 

a, 
b.  
c. 
d. 

127 b i t s  as maximum l e n g t h  o f  t h e  code word 
113 b i t s  as maximum number o f  i n f o r m a t i o n  d i g i t s  
Length o f  t h e  CRC SEQUENCE 15 b i t s  
Hamming d i s tance  d = 6 
d = min A ( x  EXOR y)  / x,y d i f f e r e n t  code words 
A ( x )  = number o f  " recess ive"  b i t s  i n  t h e  code word x 

-by-bi t 
one, a 

on, a 
e CAN 
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7.3.1 (Continued): 

As a result, d-1 random errors are detectable (some exceptions exist). 

The CRC sequence is determined by the request that the code word, if 
interpreted as polynomial with coefficients O or 1 is devisable by the 
polynomial. 

f(X> = (xE14 + XE9 + xE8 + XE6 + xE5 + xE4 + XE2 + X + 1 )  (Eq. 1 )  
= 1100010110011001 = OC599 HEX 

Burst errors are detected up to a length of 15 (degrees of f(x)). 
Multiple errors (number of disturbed bits at least d = 6) are not detected 
with a residual error probability of 3*10E-5. 

7.4 Form Error: 

Form Errors result from the violation of the fixed form of the following bit 
fields : 

a. End of frame 
b. Interframe space 
c. Ack delimiter 
d. CRC delimiter 

During the transmission of these bit fields, an error condition is 
recognized if a "dominant" bit level i s  detected. 

7.5 Acknowledgement Error: 

An Acknowledgement Error has to be detected by a transmitter whenever it 
does not monitor a "dominant" bit during ACK-SLOT. 

7.6 Error Detection Capabilities: 

Global errors, which occur at all fully functional nodes, are 100% 
detectable. 

For local errors, e.g., errors which may appear at some nodes only, the 
shortened BCH Code extended by the parity check has the following error 
detection capabilities: 

a. Up to 5 single bit errors are detected 100% even if those errors are 
being disturbed randomly within the code word. 

b. All single bit errors are detected if their total number within the code 
word is odd. 

c. The residual error probability o f  the CRC check is 2E-15 or 3*10E-5. 
an error may be detected by the CRC check, and/or by additional 
implemented error detection mechanisms, the residual error probability 
i s  significantly less than the above, 

A s  

- 16 - 
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7.7 Error Confinement: 

7.7.1 Error A c t i v e :  Normal o p e r a t i o n  for  each node i s  an e r r o r  a c t i v e  node. I f  
an e r r o r  i s  de tec ted  d u r i n g  t ransmiss ion  o f  a frame, a node en te rs  i n t o  
the  send error f l a g  s t a t e  (see 6.3). 

7.7.2 Error Passive: An e r r o r  pass ive  node, l i k e  an e r r o r  a c t i v e  node, may 
f u n c t i o n  as a r e c e i v e r  and/or t r a n s m i t t e r ,  b u t  a c t i o n s  based on t r a n s m i t  
and/or r e c e i v e  e r r o r  c o n d i t i o n s  a re  d i f f e r e n t .  A s  an example, a f t e r  
d e t e c t i o n  o f  an e r r o r ,  an e r r o r  pass ive  node w i l l  send s i x  recess i ve  
b i t s .  
a l l  o t h e r  nodes d e t e c t  an e r r o r  w i t h  the  s i x  recess i ve  b i t s  s ince  i t  
v i o l a t e s  the  b i t  s t u f f i n g  r u l e .  An e r r o r  pass ive  r e c e i v e r  does n o t  s igna l  
t he  d e t e c t i o n  o f  an e r r o r  t o  t h e  system. 
however, acknowledge the  r e c e p t i o n  o f  'a v a l i d  frame d u r i n g  the ACK-SLOT. 

I f  the  e r r o r  pass ive  node i s  t he  t r a n s m i t t e r  o f  a d i s t u r b e d  frame, 

An e r r o r  pass ive  node w i l l ,  

7.7.3 O f f  Bus: A node may e n t e r  t h e  o f f -bus  mode and w i l l  n o t  r e c e i v e  or 
t r a n s m i t  any message u n t i l  a r e s e t  i s  sent  by the  hos t  CPU and p rede f ined  
" w a i t  t ime"  (128 x 11 recess i ve  b i t s )  has passed. 

7.7.4 ACK: A c o r r e c t l y  rece ived  message i s  s igna led  t o  the  t r a n s m i t t i n g  node by 
s e t t i n g  a dominant b i t  l e v e l  on t h e  bus i n  the  ACK-SLOT o f  the  r e s p e c t i v e  
frame, 

7.8 Error Counting: 

For error confinement two counts are implemented i n  every bus u n i t :  

a. Transmit-Error-Count 
b. Receive-Error-Count 

These counts are m o d i f i e d  accord ing  t o  the  f o l l o w i n g  r u l e s :  
than one r u l e  may app ly  d u r i n g  a g i ven  message t r a n s f e r )  

a. When a r e c e i v e r  de tec ts  an e r r o r  t h e  rece ive-er ro r -count  w i l l  be 

(no te  t h a t  more 

inc reased by one, except when the  de tec ted  e r r o r  was a b i t  e r r o r  d u r i n g  
the  sending o f  an a c t i v e - e r r o r  f l a g .  

b. When a r e c e i v e r  de tec ts  a 'dominant '  b i t  as the  f i r s t  b i t  a f t e r  sending 
an e r r o r  f l a g  t h e  rece ive-er ro r -count  w i l l  be inc reased by e i g h t .  

When a t r a n s m i t t e r  sends an e r r o r  f l a g  the  t ransmi t -e r ro r - coun t  i s  
i nc reased by e i g h t .  

c .  

Except ion  1: I f  t h e  t r a n s m i t t e r  i s  ' e r ro r -pass i ve '  and de tec ts  an 
acknowledgement e r r o r  because o f  n o t  d e t e c t i n g  a 
'dominant '  ACK and does n o t  d e t e c t  a 'dominant '  b i t  w h i l e  
sending i t s  pass ive-er ro r  f l a g .  
I f  the  t r a n s m i t t e r  sends an e r r o r  f l a g  because a s t u f f  
e r r o r  occur red  d u r i n g  t h e  a r b i t r a t i o n  whereby t h e  s t u f f  
b i t  should have been ' r e c e s s i v e '  and has been sent as 
' r e c e s s i v e '  b u t  monitored as 'dominant ' .  

Except ion 2: 

I n  excep t ion  1 and 2 t h e  t ransmi t -e r ro r - coun t  i s  n o t  changed. 
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7.8 (Cont inued):  

d a  I f  an ' e r r o r - a c t i v e '  t r a n s m i t t e r  d e t e c t s  a b i t - e r r o r  w h i l e  sending an 
e r r o r  f l a g .  

e .  I f  an ' e r r o r - a c t i v e '  r e c e i v e r  d e t e c t s  a b i t  e r r o r  w h i l e  sending an e r r o r  
f l a g ,  t he  receive-error -count  i s  increased by e i g h t .  

f .  A f t e r  t h e  successfu l  t ransmiss ion  o f  a message ( g e t t i n g  ACK and no e r r o r  
u n t i l  end o f  frame i s  f i n i s h e d )  t h e  t ransmi t -e r ro r -count  i s  decreased by 
one unless i t  was a l ready  ze ro .  

A f t e r  t he  successfu l  r e c e p t i o n  o f  a message ( r e c e p t i o n  w i t h o u t  e r r o r  up 
t o  t h e  ACK-SLOT and t h e  successfu l  sending o f  t h e  ACK b i t ) ,  t h e  
receive-error -count  i s  decreased by one i f  i t  was between one and 127. 
I f  t h e  receive-error -count  was zero,  i t  stays zero,  and i f  i t  was 
g r e a t e r  than 127 then  i t  w i l l  be s e t  t o  a va lue between 119 and 127. 

g .  

Based on the  above r u l e s ,  a node can e n t e r  t he  f o l l o w i n g  s t a t e s :  

a. A node i s  ' e r r o r  p a s s i v e '  when the  t ransmi t -e r ro r -count  equals or 
exceeds 128, or when t h e  rece ive-er ro r -count  equals or exceeds 128. 

b .  A node i s  "o f f -bus"  when the  t ransmi t -e r ro r -count  i s  g r e a t e r  than or 
equal t o  256.  

c .  An "e r ro r -pass ive"  node becomes " e r r o r - a c t i v e "  aga in  when b o t h  the  
t ransmi t -e r ro r -count  and the  rece ive-er ro r -count  a re  l e s s  than or equal 
t o  127. 

d .  A node which i s  "o f f -bus "  i s  p e r m i t t e d  t o  become " e r r o r - a c t i v e "  (no 
l onger  "of f -bus")  a f t e r  r e s e t  w i t h  i t s  e r r o r  counters  b o t h  s e t  t o  O 
a f t e r  128 occurrences o f  11 consecut ive " recess ive"  b i t s  have been 
moni tored on t h e  bus. 

An e r r o r  count va lue g r e a t e r  than about 96 i n d i c a t e s  a d i s t u r b e d  bus. 
may be o f  advantage t o  p r o v i d e  means t o  t e s t  f o r  t h i s  c o n d i t i o n .  

I f  d u r i n g  system s t a r t - u p  o n l y  one node i s  o n - l i n e ,  and i f  t h i s  node 
t r a n s m i t s  some message, i t  w i l l  g e t  no acknowledgement, d e t e c t  an e r r o r  and 
repea t  the  message. I t  can become "er ro r -pass ive"  b u t  n o t  "o f f -bus"  due t o  
t h i s  reason. I f  a wake-up message i s  used, a node which sends t h i s  message 
can become "e r ro r -pass i  ve" f o r  the  same reason. 

I t  
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8. B I T  T I M I N G :  

A b i t  t i m e  i s  subdiv ided i n  a number o f  BTL cyc les .  This  number r e s u l t s  f rom 
an a d d i t i o n  o f  the segments SJW 1,  SJW 2, TSEG 1 and TSEG 2, p l u s  the  general  
segment INSYNC. 

t ONE BIT TIME -{ 

NSYNC SJWI TSEG 1 *- TSEG 2 4  SJW 2 

I I 

8.1 

8.2 

8 . 3  

8.4 

H 
ONE BTL CYCLE TIME 

FIGURE 

I NSY NC : 

t 
SAMPLE POINT TRANSMIT POINT 

2 - B i t  Segments 

The incoming edge o f  a b i t  i s  expected d u r i n g  t h i s  s t a t e ;  t h i s  segment 
corresponds t o  one BTL cyc le .  

SJW 1 & 2 :  

Both segments determine the  maximum synchron iza t ion  jump w i d t h  and are  
programmable f rom 1 t o  4 BTL cyc les .  
maximum o f  two t i m e s  the  b i t  t i m e  d u r i n g  resynchron iza t i on .  
SJW 2 i s  reduced or canceled t o  shor ten the  b i t  t i m e  d u r i n g  
resynchron iza t i on .  

The w id th  o f  SJW 1 i s  increased t o  a 
The w id th  o f  

TSEG 1 :  

Determines the  sampling p o i n t  based on the  number o f  BTL cyc les  programmed 
by TSEG 1 (4 b i t s ) .  The sampling p o i n t  i s  l oca ted  a t  t he  end o f  TSEG 1 ( i f  
sampling o n l y  once pe r  b i t ) .  
t he  bus and t o  have some reserved t i m e  t o  t o l e r a t e  one o r  more 
nonsynchron iza t ion  pulses caused by sp ikes on the  bus l i n e .  TSEG 1 i s  
programmable from 1 t o  16 BTL cyc les .  

TSEG 1 i s  used t o  compensate de lay  t i m e s  on 

TSEG 2 :  

Def ines the  t ime between the  sampling p o i n t  and the  end o f  the  b i t  t i m e ;  
programmable from 1 t o  8 BTL cyc les .  
one or more nonsynchronizat ion spikes on the  b u s l i n e .  Also necessary to  
guarantee s u f f i c i e n t  t i m e  t o  generate a t r a n s m i t  s igna l  dependent on the  
sampled bus l e v e l .  The t r a n s m i t  p o i n t  i s  determined i n t e r n a l l y  i n  such a 
way t h a t  w i t h  zero delay the  generated t r a n s m i t  s igna l  w i l l  appear w i t h i n  
the  INSYNC s t a t e .  For example, no t r a n s m i t  s igna l  would be generated i f  an 
a r b i t r a t i o n  was los t .  
stops and immediate ly  en te rs  i n t o  the  rece ive  mode. 

This  segment i s  necessary t o  t o l e r a t e  

Th is  guarantees t h a t  the  t r a n s m i t  l o g i c  immediately 
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The number of  c l o c k  c y c l e s  a t  every b i t  t i m e  determines ( t o g e t h e r  w i t h  the  
o s c i l l a t o r  f requency and the  baud-rate-prescaler)  t h e  p e r i o d  of each b i t  
t ime,  and as a consequence, t h e  baud r a t e .  

b i t  t i m e  = ( INSYNC + SJW1 + TSEG1 + TSEGZ + SJWZ) BTL c y c l e s  (Eq.2) 

BTL c y c l e  = 2 * T o s c i l l a t o r  * (baud-rate-prescaler  + 1) 

BAUD r a t e  = 1 / b i t  t ime 

9 .  SYNCHRONIZATION: 

Synchron iza t ion  i s  performed by comparing the  incoming edges w i t h  the  
in tended b i t  t i m i n g ,  and adapts t h e  b i t  t i m i n g  by hard synchron iza t ion  or 
r e s y n c h r o n i z a t i o n .  

Hard synchron iza t ion  occurs o n l y  a t  t h e  beg inn ing  o f  a frame. 
synchronizes t o  the  f i rst incoming recess ive  t o  dominant edge o f  a frame. 

The CAN dev ice 

Resynchronizat ion occurs d u r i n g  the  message b i t  stream t o  compensate 
d i f f e r e n c e s  i n  the  o s c i l l a t o r  f requenc ies  o f  i n d i v i d u a l  CAN dev ices as w e l l  
as changes in t roduced by s w i t c h i n g  from one t o  another  t r a n s m i t t e r ;  e .g . ,  
a f t e r  a r b i t r a t i o n  of two or more nodes. SJW 1 and SJW 2 d e f i n e  t h e  maximum 
number o f  clock cyc les  a b i t  t i m e  may be shortened or lengthened by 
r e s y n c h r o n i z a t i o n .  

There are  two modes o f  sampling. 

a.  Resynchronizat ion may take p lace  on b o t h  edges. 
r e s y n c h r o n i z a t i o n  i s  always done on t h e  edge o f  a bus l e v e l  which i s  
d i f f e r e n t  from t h e  one read a t  the  l a s t  sample p o i n t .  

I n  t h i s  case, 

b .  Resynchronizat ion may take p lace  on t h e  edge o f  a dominant l e v e l  o n l y .  
I n  t h i s  case, r e s y n c h r o n i z a t i o n  I s  done i f  t h e  bus l e v e l  moni tored a t  the  
l a s t  sample p o i n t  was a recess ive  l e v e l .  

These modes a r e  necessary due t o  p h y s i c a l  bus c h a r a c t e r i s t i c s  a t  the  maximum 
cab le  l e n g t h  and h i g h  baud r a t e s .  

Synchron iza t ion  i s  done once d u r i n g  a b i t  t ime and i s  re leased a f t e r  the  
sample p o i n t  dependent on t h e  l e v e l  o f  t h e  a c t u a l  b i t .  Thereaf te r ,  the  CAN 
dev ice synchronizes t o  t h e  n e x t  r e l e v a n t  edge and s y n c h r o n i z a t i o n  i s  
suppressed u n t i l  the  f o l l o w i n g  sample p o i n t .  

By resynchron iza t ion ,  the  b i t  t i m e  can be lengthened or shortened based on 
the  f o l l o w i n g  c o n d i t i o n s :  

a. If an edge appears i n  the  segment SJW 1 or TSEG 1, then lengthen.  
b .  I f  an edge appears i n  t h e  segment SJW 2 or TSEG 2, then shor ten.  
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10. SLEEP-MODE/WAKE-UP: 

In order t o  wake up other nodes o f  the system, which are in sleep-mode, a 
special wake-up message with the dedicated lowest possible identifier (rrr 
rrrd rrr where r = 'recessive'and d = 'dominant') may be used. 
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APPENDIX A 

Al. 82526 FUNCTIONAL OVERVIEW: 

The CAN major functional blocks are: 

a. 
b. 

d. 
e. 
f. 
g. 
h. 

C. 

Interface management processor (IMP) 
Quasi dual port RAM 
Transceiver .control logic (TCL) 
Bit stream processor (BSP) 
Error management logic (EML) 
Bus timing logic (BTL) 
Processor interface unit (PIU) 
Clock generator (CG) 

A block diagram is shown Figure A l .  

Al .1 

Al .2 

Al . 3  

Al .4 

I M P  (Interface Management Processor): 

The IMP executes commands from the CPU and controls data transmissions on 
the serial bus. This processor computes addresses for the many 
communication buffer accesses required during normal operation. Global 
status and control register bits, as well as the control bits of the 
descriptor are used primarily by the interface management processor. The 
IMP consists of a data path section with various local registers including 
an ALU with an accumulator and a control section for receive and transmit 
processes. 

Quasi Dual Port RAM: 

The host CPU communicates with the CAN device through a quasi dual port RAM 
memory which includes global status registers and control registers. This 
memory serves as the communication buffer interface between the host CPU 
and the IMP. The host CPU initializes the global status and control 

objects within regi Sters and creates data structures cal led communication 
the communication buffer for reception and transmission of 
messages. The memory size is 64 bytes. 

TCL (Transceiver Control Logic): 

The transceiver control logic consists of bit stuffing log 
output driver logic, CRC logic and shift registers. 

BSP (Bit Stream Processor): 

defined 

c ,  programmab e 

The Bit Stream Processor controls the data stream between the IMP (parallel 
data) and the bus line (serial data). Message reception and transmission, 
bus arbitration, error signaling and control of the TCL are duties of the 
BSP. 

- 22 - 
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Al .5 

Al .6 

Al .7 

Al .8 

A2, 

EML (Error Management Logic): 

Errors are reported to the EML by the bit stream processor (BSP). 
informs the BSP, TCL and IMP of error statistics. 

The EML 

BTL (Bus Timing Logic): 

This logical block monitors the busline through an input comparator and 
performs the busline related bit timings. 
busline transition at the start of a frame and resynchronizes on further 
transitions during the reception of a frame. The BTL also provides 
programmable time segments to compensate for propagation delay times and 
phase shifts. This feature determines the sampling point and the number o f  
samples within a bit-time slot. 

The BTL synchronizes on a 

PIU (Processor Interface Unit): 

The Processor Interface Unit provides for the link to the host CPU. The PIU 
consists of the 8-bit multiplexed address and data bus, readlwrite control, 
address latch enable, chip select, interrupt output, external interrupt 
input, reset, ready output signal, two 8-blt 110 ports (Port O and Port 1 1 ,  
and three chip select output lines for additional system peripheral devices. 

CG (Clock Generator): 

The on-chip clock generator consists of an oscillator, clock divider 
register and driver circuit. The oscillator is a high-gain parallel 
resonance circuit. The oscillator is driven by an external crystal or, in 
case of low baud rates, with a ceramic resonator. A host CPU can be driven 
from the clock output which uses the programmable divider to select the 
output. 

QUASI DUAL PORT RAM MEMORY LAYOUT AND CONTROL REGISTERS: 

The on-chip quasi dual port RAM (communication buffer) is seen as part of 
the host CPU's memory map and may be defined as a "decoupling device" 
between the CPU and the I'Bus-Interfacel1 of the CAN device. The buffer 
memory area used for communication is configured by the user during an 
initialization download after power-up. 
registers, communication objects, and an end mark signifying the end of RAM 
area used for communication. Each individual communication object is 
composed of the identifier, control bits, and data. 
operates only on this communication buffer to perform message transfers. 
The buffer memory layout is shown in Figure A2. 

It consists of dedicated control 

The CPU programmer 
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ADDRESS 
OOH 

O1 H 

02H 

03H 

04H 

05H 

06H 

07H 

08H 

09H 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

O 

3FH 

40H 

BFH 

COH 

DFH 

EOH 

EFH 

FDH 

FEt 

FFt 

CONTROL REGISTER 
STATUS REGISTER 

INTERRUPT POINTER 
BUS TIMING REGISTER O 
BUS TIMING REGISTER 1 

IUTPUT CONTROL REGISTEF 
DESCRIPTOR 1 

II_DENTIFIER AND 
CONTROL BITS1 

DATA SEGMENT l / BYTE l 

c--_---- CI--------- 

_--- -----I ----*I-- 

~________- -  --I- 
_ll_l____- __ ---- ------ 

END MARK (.e FFH) 
USER SEGMENT 
(after end mark) 

DECODED BY CSO 

DECODED BY CS1 

DECODED BY CS2 

CLOCK DIVIDER REGISTER 
PORT O DATA REGISTER 
PORT 1 DATA REGISTER 

GLOBAL STATUS 
AND 

CONTROL REGISTERS 

COMMUN CATION 
OBJECT 2 

J 
EXTENSION FOR 

USER PROGRAMS 

FIGURE A2 - Buffer Memory Layout 

- 25 - 

 
Distributed under license from the IHS Archive
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SAENORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 j1
58

3_
19

90
03

https://saenorm.com/api/?name=eb3d980f25ec604ed04e62a13198ccda


A2.1 Con t ro l  Reg is te r  (Address OOH):  

MSB LSB 

O 
I I 

A2.1 .1 

A2.1.2 

A2.1.3 

A2.1.4 

A2.1.5 

A2.1.6 

A2.1.7 SYNCON i s  se t  by the  h o s t  CPU and read by t h e  IMP.  
r e s y n c h r o n i z a t i o n  o f  t h e  b i t  t i m i n g  l o g i c  d u r i n g  t h e  r e c e p t i o n  o f  a frame. 

Th is  b i t  c o n t r o l s  

RESET REQUEST 
HALT REQUEST 
ERROR INTERRUPT ENABLE 
TRANSFER INTERRUPT ENABLE 
SLEEP MODE 
RESTART TxS 

OPERATION 
. SYNCON 

FIGURE A3 - Con t ro l  Reg is te r  (ooh) 

RESET REQUEST i s  s e t  by t h e  hos t  CPU and read by t h e  IMP.  I f  s e t  t o  
' 'high" and de tec ted  by t h e  IMP,  i t  causes an i n t e r n a l  hardware r e s e t .  

HALT REQUEST i s  s e t  by the  h o s t  CPU and read by t h e  IMP.  When s e t  t o  
I th igh"  t h e  CAN dev ice  cont inues  process ing  t h e  c u r r e n t  t ransmiss ion  or 
r e c e p t i o n  and then stops any f u r t h e r  a c t i v i t y  u n t i l  t h e  h a l t  reques t  b l t  
i s  s e t  t o  iilow" which r e s t a r t s  normal ope ra t i on .  

ERROR INTERRUPT ENABLE i s  s e t  by CPU and read by the  I M P .  I f  s e t  t o  
I lh igh",  t he  i n t e r r u p t  o u t p u t  s i g n a l  o f  t h e  CAN dev ice  t o  t h e  h o s t  CPU i s  
enabled, and d i s a b l e d  i f  s e t  t o  "low". 

TRANSFER INTERRUPT ENABLE i s  s e t  by the  hos t  CPU and read  by t h e  IMP. 
I f  s e t  t o  I lhigh18, t h e  CAN dev ice  w i l l  generate an i n t e r r u p t  t o  the  hos t  
CPU a f t e r  a message i s  s u c c e s s f u l l y  r e c e i v e d  or t r a n s m i t t e d .  

SLEEP MODE i s  s e t  by t h e  h o s t  CPU and read by t h e  IMP. 
to  iilowll (normal o p e r a t i o n )  t h e  CAN dev ice  w i l l  n o t  e n t e r  t h e  s leep 
mode. 
on bus t r a f f i c  (bo th  t ransmiss ion  and r e c e p t i o n ) .  
s leep mode t o  t h e  normal o p e r a t i o n  mode may be a c t i v a t e d  by the  f o l l o w l n g  
events : 

I f  t h e  b i t  i s  s e t  

I f  s e t  to I 'high", t h e  dev i ce  may e n t e r  i n t o  t h e  s leep mode based 
A r e t u r n  from t h e  

a. S t a r t  b i t  d e t e c t i o n  
b. Any CPU access t o  t h e  on-chip quasi dual p o r t  RAM, Port O or Port 1, 

or t o  the  c l o c k  d i v i d e r  r e g i s t e r  

RESTART TxS ( R e s t a r t  Transmit  Search) Any w r i t e  access by the  CPU t o  s e t  
t h i s  b i t  t o  ' lhighl l  f o r c e s  t h e  I M P  t o  s t a r t  a new t r a n s m i t  search l oop  a t  
t h e  f i r s t  communication o b j e c t .  
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A2.1.8 OPERATION b i t  must be s e t  t o  tilow'' by t h e  h o s t  CPU d u r i n g  
i n i t i a l i z a t i o n .  I t  w i l l  f o r c e  t h e  CAN dev ice t o  s t a r t  o p e r a t i o n  as soon 
as t h e  r e s e t  s t a t u s  b i t  i s  r e s e t  by t h e  IMP.  

A2.2 Sta tus  R e g i s t e r  (Address 01H): 

MSB LSB 

RESET STATUS 
HALT STATUS 
ERROR STATUS 
TRANSMIT STATUS 
RECEIVE STATUS 
BUS STATUS 
RAM STATUS 
Reserved 

FIGURE A4 - Sta tus  R e g i s t e r  

A2.2.1 

A2.2.2 

A2.2.3 

A2.2.4 

A2.2.5 

A2.2.6 

A2.2.7 

RESET STATUS b i t  s e t  t o  "h igh"  by t h e  I M P  acknowledges t o  t h e  h o s t  CPU 
t h a t  t h e  r e s e t  reques t  from t h e  CPU was de tec ted  and an i n t e r n a l  hardware 
r e s e t  i s  be ing  performed by t h e  CAN dev ice .  

HALT STATUS b i t  i s  a l t e r e d  corresponding t o  t h e  h a l t  reques t  from t h e  
h o s t  CPU. 

ERROR STATUS b i t  s e t  t o  t th igh"  by t h e  I M P  i n d i c a t e s  t o  t h e  h o s t  CPU t h a t  
t h e  e r r o r  management l o g i c  (EML) has de tec ted  a major problem e i t h e r  w i t h  
t ransmiss ion  or r e c e p t i o n  o f  messages. 

TRANSMIT STATUS b i t  s e t  ' 'high" i n d i c a t e s  t o  t h e  h o s t  CPU t h a t  t h e  CAN 
dev ice  c u r r e n t l y  i s  i n  t h e  t r a n s m i t  mode. 

RECEIVE STATUS b i t  s e t  "h igh"  i n d i c a t e s  t o  t h e  h o s t  CPU t h a t  t h e  CAN 
dev ice  i s  i n  t h e  r e c e i v e  mode. 

BUS STATUS b i t  i s  m o d i f i e d  by t h e  I M P  and read by t h e  h o s t  CPU. I f  s e t  
t o  Illow", t h e  CAN dev ice  i s  bus a c t i v e  (bus-on). 
CAN dev ice  remains i n  t h e  bus-o f f  mode u n t i l  a r e s e t  reques t  was s e t  by 
t h e  h o s t  CPU and executed by t h e  I M P .  

I f  s e t  t o  I lh igh" t h e  

RAM STATUS b i t  normal ly  i s  s e t  t o  i'low'' by t h e  I M P  a f t e r  RAM 
c o n f i g u r a t i o n  s e t  up i s  completed by t h e  h o s t  CPU and t h e r e  was no b u f f e r  
memory c o n f i g u r a t i o n  incons is tency  de tec ted  by t h e  I M P .  
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A2.3 I n t e r r u p t  Po in te r  (Address 02H): 

The i n t e r r u p t  p o i n t e r  i s  an 8 - b i t  
o f  the  s ta tus  r e g i s t e r  (error re1  
communication o b j e c t  w i t h  h ighes t  
t r a n s f e r  i n t e r r u p t  enable i s  enab 

r e g i s t e r  t h a t  con ta ins  e i t h e r  the  address 
t e d  i n t e r r u p t ) ,  or the  RAM address o f  a 
p r i o r i t y  for  which the  c o n d i t i o n s  
ed and t r a n s f e r  s t a t u s  i s  completed. 

MSB LSB 

O 

FIGURE A5 - I n t e r r u p t  P o i n t e r  (02H) 

A2.4 Bus Timing Reg is te r  O (Address 03H): 

BRP O 
BRP 1 
BRP 2 

7 
BAUD RATE 
PRESCALER 

SYNCHRONIZATION 
JUMP WIDTH 

FIGURE A6 - Bus Timing Reg is te r  O (03H) 

A2.4 .1  Baud Rate Presca le r :  
p resca le r ,  the  BTL c y c l e  t i m e  i s  determined. 
de r i ved  from the  system c y c l e  t i m e .  The des i red  baud r a t e  i s  determined 
by the  BTL c y c l e  t ime and the  programmable b i t  t i m i n g  segments, 

By programming the  s i x  b i t s  of  the  baud r a t e  
The BTL c y c l e  t i m e  i s  

. 

BAUD RATE PRESCALER BIT CYCLE TIME 
BRPO-BRP5 

000000 1 *System Cycle Time 
000001 2 * System Cycle Time 
00001 o 3 * System Cycle Time 

111111 64 * System Cycle Time 
7 

FIGURE A7 - Baud Rate Presca le r  
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A2.4.2 Synchron iza t i on  Jump Width: These two b i t s  are i n t roduced  t o  compensate 
for  phase s h i f t s  between c l o c k  o s c i l l a t o r s  o f  d i f f e r e n t  bus nodes. 
node may resynchron ize  t o  a r e l e v a n t  t r a n s i t i o n  o f  the  bus b i t s t r e a m  o f  a 
t r a n s m i t t e r .  
o f  BTL cyc les .  
r e s y n c h r o n i z a t i o n  d u r i n g  t ransmiss ion  o f  a da ta  frame or remote frame. 

Any 

The synch ron iza t i on  jump w i d t h  d e f i n e s  the  maximum number 
A b i t  may be shortened or lengthened by one 

A2.5 Bus Timing Reg is te r  1 (Address 04H): 

The number o f  samples pe r  b i t ,  t he  de lay  t i m e  and the  phase s h i f t  b u f f e r  
a re  programmed by bus t i m i n g  r e g i s t e r  1. 

MSB LSB 

TSEG 1.2 TIMESEGMENT 1 

TSEG 1.0 
TSEG 1.1 

TSEG 1.3 
TSEG 2.0 
TSEG2.1 TIME SEGMENT 2 
TSEG 2.2 

i 
I SAMPLE 

FIGURE A8 - Bus Timing Reg is te r  1 (04H) 

A2.5.1 Bus Sample: 
BTL or i f  each b i t  f i r s t  i s  f i l t e r e d  by the  m a j o r i t y  l o g i c .  
s e t  t o  itlowti, a b i t  i s  sampled once by the  BTL, and i f  s e t  t o  "h igh " ,  
t h r e e  samples per  b i t  are taken. 

Th is  b i t  determines whether a b i t  i s  sampled d i r e c t l y  by the 
I f  sample i s  

A2.5.2 Time Segment l /T ime  Segment 2: T i m e  segments w i t h i n  a b i t  t i m e  are 
i n t roduced  t o  determine the number o f  BTL cyc les  per b i t  t i m e  and the  
l o c a t i o n  o f  the  sample p o i n t  w i t h i n  a b i t  t i m e .  
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