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Foreword

Since the cancellation in 1998 of MIL-STD-785B, Reliability Program for Systems and
Equipment Development and Production, the government has not released a replacement
government reliability standard for use in contractual documents that describes the kinds of
reliability management practices and reliability design and testing activities the customer will
want developers to propose. A reliability standard is needed that aligns with best practices, but is
not prescriptive in terms of reliability tasks or methods to be performed. Rather, developers are
considered equal partners in deciding which reliability methods are applicable. This standard
addresses those needs.

This standarf is intended to align best practices of reliability management, design-ang testing
with reliabil{ty methods that provide the most value and the least risk in terms-ef’achjeving
reliable products. The demand for highly-reliable systems/products promptedthe deyelopment
of a new standard that specifies a scientific approach to reliability designsassessment, and
verification,|coupled with integrated management and systems engineefing. This standard
defines “what to do” in order to design and build reliability in, then-fmaintain high reliability
when the sygtem/product is in the hands of the user.

111
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dy of this standard consists of the following four objectives:
nd Customer/User Requirements and Constraints

2. Design and Redesignfor Reliability

Reliable(Systems/Products

and Assess User Reliability

It is important-to note that this standard is focused on the attainment of Operations

ntributed to
ved

)1 Reliability

that meets the customer’s documented expectation and requirements. Operational Reliability
includes hardware and software failures but also includes other common failure causes such as
manufacturing, operator error, operator maintenance, training, quality, etc. These other failure
causes are often associated with human factors, but may also include a design element associated
with the failure causes. These non- hardware/software failure causes often contribute up to 30 %
or more to the Operational Reliability failure rate and must be considered early in development
for a comprehensive and successful reliability program.

The Working Group reviewed various documents before drafting this standard, especially
Military Standard 785, Reliability Program for Systems and Equipment Development and
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Production, which was cancelled in July, 1998, and the new industry standards that were issued
at that time as alternatives:

Systems
[ ]

and Equipment, 1998

SAE JA1000, Reliability Program Standard, June, 1998

IEEE 1332, Standard Reliability Program for the Development and Production of Electronic

The two commercial standards are quite similar, consisting primarily of the first three objectives
above, but lacking substance with respect to the essential, reliability program activities.

In August, 2

05 the TIS annr‘rmen‘r of Defense ‘pl]h]iQh(—‘d the DoD Guide for Achieying

Reliability, /

Availability, and Maintainability (hereafter the “RAM Guide). The RA

was structur
objective lis
each objecti
objective. C
(1) base this

(2) identify those activities essential to the achievement of these/objectives, and

(3) draft imp

A separate ifnplementation guide has not yet been developed for this standard. In the

RAM Guide
systems-eng
demonstrate
system/prod
are as follow

pd using the three objectives from the commercial standards, plus the fou
ed above. The RAM Guide provided ample guidance or “how to%-with
ye, but did not identify the activities or “what to do” in order td-achieve ¢
nly the reliability portion of the RAM Guide was used by .the Working (
standard on the four objectives above,

lementing language.

can be used for this purpose. It focuses of’what can be done as part of 4
ineering process in order to achieve satisfactory levels of reliability, sucd
them during operational test and evaluation, and sustain them throughoy
ict life cycle. Cross references from objectives of this standard to the R/
s:

M Guide
rth
respect to
ach
iroup to

interim, the
| robust
essfully

t the

AM Guide

GEIA

-STD-0009 Objective RAM Guide Chapter

Objective 1
customer/u

: Understand
ser requirements.and

Chapter 3 focuses on development of
RAM metrics and pre-acquisition

constraints activities

Objective J: Designiand redesign for | Chapter 4 focuses on successful

reliability approaches for designing-in reliability
through pre-production testing

Objective J: Produce reliable Chapter 5 focuses on the production

systems/products reliability starting with limited production

reliability

Objective 4: Monitor and assess user

Chapter 6 focuses on monitoring and
managing reliability once it is in the hands
of the user

Although GEIA-STD-0009 was designed for use with the DOD RAM Guide, the Guide is not
required to use this standard. A copy of the guide is available on the internet at URL http:/
www.acg.osd.mil/sse/docs/RAM_Guide_080305.pdf or by contacting OUSD (AT&L) DS/SE/ED via
ATL-ED@OSD.MIL.
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Finally, a successful reliability program is greatly dependent on the demonstrated level of
commitment by user’s, customer’s, and developer’s program management, particularly at the
upper levels. This commitment can be reinforced by ensuring that the reliability program is an
integral part of the business strategy with an optimum funding profile for design, development,
verification and demonstration, and operation.

vi
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1 Scope

This standard requires the developers and customer/user’s working as a team to plan and
implement a reliability program that provides systems/products that satisfy the user’s
requirements and expectations. The user’s requirements and needs are expressed in the form of
the following four reliability objectives:

The developer shall solicit, investigate, analyze, understand and agree to the user’s

requirements and product needs. The developer, working with the customer and user,
shall include the activities necessary to ensure that the user’s requirements and product needs
are fully understood and defined, so that a comprehensive design specification and

Reliabili
The dev
develop,
reliabilif
activitieg
Section ]
requiren
The mu
user’s rq
activitie
been sati
The mu
in the fig
of the sy

ty Program Plan can be generated.

eloper shall use well-defined reliability- and systems-engineering.pre
design, and verify that the system/product meets the user’s docume
y requirements and needs. The developer shall implement azset of eng
(included in this standard as normative activities and informative activi
) so that the resulting system/product satisfies the customer’s document
ents and needs.

tifunctional team shall verify during productionithat the developer |
liability requirements and needs prior to fielding. The developer shg
that assure the customer that the reliability #¢guirements and product ng
sfied.

tifunctional team shall monitor and assess the reliability of the syste
ld. The team is responsible for identifying the data elements to assess tl
stem/product in the field and to ensure the data collected are accurate an

The teanp will establish a closed-loop féedback method to flow recommended im

(correcti

1.1 Appr

This standar
incorporatin
approach of
Complet|
Making

Develop

ve actions) for monitoring.reliability growth.

oach

d defines a systematic approach to engineering or reengineering a systen
b best practices that have evolved considerably in recent years. The systg
this standard'is applicable for:

ing corrective actions,

refinements,

ng derivatives,

cesses to
nted
rineering
ies, refer to
pd

nas met the
11 include
eds have

m/product
ne reliability
1 complete.
pbrovements

i/product,
matic

Producin

Creating

ommadificatiana
& ITOUTTICAationts;

Updating existing products,

and realizing new systems,

Allowing for the safe and cost-effective disposal (retirement) of a system/product.

This approach is incrementally applied in an engineering life cycle framework that can be
implemented during any one or more phases of an enterprise-based life cycle (for example,
during production, operations, support, or disposal). The defined approach has two premises:

materials, personnel, services, techniques, and processes.

A system/product is an item that may consist of hardware, software, firmware, facilities, data,
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The engineering of a system/product is accomplished by applying a set of processes to each

element of its hierarchy by a multifunctional team of people who have the requisite
knowledge and skills.

1.2 Reliability Program Plan and Reliability Case

This standard requires customers and developers operating as a multifunctional team to
cooperatively define, document and integrate their reliability processes to ensure
systems/products are developed and manufactured to be highly reliable and sustainable over their
life cycle. The Reliability Program Plan and Reliability Case are integral to this process. At the
beginning of anew development or ma_] or modlﬁcatlon program the development team in

conjunction

document t
system healt
Reliability
applicable s
requirement

The Reliabiliity Case provides the record (evidence) of how well the‘requirements ha

demonstrate
reliability re
The evidenc
analyses to 3
benefit any §

the Reliabilif

program has
Rationale. I
Case increas
Reliability r
the develope
eventually,

1.3 Tailg

This standar
high reliabil

the process fequirements. The tailoring is dependent upon customer's funding profil¢

developer’s

if is the user.

& capablhty and 11m1tat10ns 1mposed by the level of rehablhty, maintaing

, and availability with an emphasis on the operational impacts. Wherea
rogram Plan takes a forward view by describing the activities tegether w
iccess criterion that are to be undertaken to demonstrate that the Reliabill
b objectives have been achieved, the Reliability Case provides a retrospe

1 at each program phase and provides the evidence that the developer ac
fuirements.

e 1s typically a sequence of reports that demonstrate the developer’s acti
chieve the reliability requirements. A well-documented Reliability Case
cquisition process, but the retrospectiveview (as compared to the forwa
y Program Plan) has historically allowed it to be neglected if the acqui
been successful at achieving the reliability requirements defined in the
f the reliability requirements are-not clearly achieved, the benefits of the
e immensely as the Reliability €ase documents the steps that were taken
pquirements. The Reliability’Case evolves from the direction of the cust
r as the project matures.“Initially the customer is the acquisition organiz

ring
d does not§pecify the details concerning “how to” engineer a system/pra
ty. Nor-does it mandate the methods or tools a developer would use to i

nternal policies and procedures and negotiations between the customer 4
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1.4 Organization
The standard is organized as described in Table 1:

GEIA-STD-0009

Table 1 Organization of Standard

Section Title Description
2.0 Informative Lists other standards that are referred to in the text.
References
3.0 Definitions Gives definitions for words that are used in a specific technical
way in the body of the standard. Only those terms for which
the normal dictionary definition does not suffice are included.
4.0 Objective T Thefirstobjective defimes the retabriity Tequitements,
Understand assessment/success criteria, controls and responsjibilities of all
Customer/User organizations involved for program success;
Requirements
and Constraints
5.0 Objective 2: The focus of this second objective is’on designing a
Design and system/product that satisfies reliability specificafions, user
Redesign for requirements, and is both preducible and sustaingble.
Reliability
6.0 Objective 3: The purpose of this objective is to ensure that
Produce Reliable | systems/products aresmanufactured with minimum impact on
Systems/Products | the inherent reliability during the execution of Opjective 2.
7.0 Objective 4: The purpose ofithis objective is to establish and ¢xecute the
Monitor and requirements of a field reliability monitoring sysfem
Assess User comprised of data collection, analysis, maintenance and
Reliability closed-loop feedback activities
Annex A Methods Matrix | Methods and tools that support the normative activities in
Objectives 1 -4
Annex B Reliability Bests:*| Describes the recommended reliability program best practices
Practices that may be used to ensure that the reliability prggram
requirements are met during the execution of Objectives 1
through 4.
Annex C Key'Documents | Provides references for the detailed “how to” for|the various
Mattix reliability activities for each objective.
Annex D Known Failure References to mandatory failure definition and s¢oring criteria
Detinition and of the DoD Services.
Scoring Criteria
Annex E Acronyms List of acronyms used in this standard

1.4.1 Structure of Objectives

Each of the four reliability objectives described herein is structured as follows:
¢ Introduction

e Mission and Goals

e People and Organizations
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[ ]
Activitie
[ ]
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Supporting Information (Normative)
Input Information (Normative)
Developed Information (Normative)

s, Methods, and Tools

Activities (Normative)
Methods and Tools (Informative)
Output and Documentation (Normative)

The Introduction briefly introduces the objective. The subsection, Mission and Goals, provides
additional background and context that are needed so one can develop a clear understanding of

this objectiy
consideratio
into a produl
Information,
for-reliabilit
developed d
information
Application

Methods, apd Tools contains two parts, a normative (mandatory) set of activ

informative
developed i
under Outp

1.4.2 Dev

Figure 1 dep
objective arg

ct. The Supporting Information subsection contains two parts. The fir
lists essential input information that is needed in order to aceemplish
y objective. The second part, Developed Information, liststhe inform
iring the accomplishment of this objective. As shown in~Figures 1 thry
feeds the processes and methods contained in Activities, Methods,
of these processes and methods should result inca reliable product

set of methods and tools that are provided:for guidance information
formation that is ultimately provided to other objectives in this stand
s and Documentation.

elopment and Flow of Information Between Objectives

icts the information that flows,into and out of each objective; the inputs
often the outputs of another.objective.

introduces

ns of personnel and organization that must be addressed when designiIg reliability

5t part, Input
this design-
ation that is
5, the input
and Tools.
Activities,
ties and an
only. The
ard is listed

to each
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—Quantitative Reliability Requirementsy
Usage Profile——————|

Interpret requirements
/SOW, RFP/RPI,
Customer Specifications,
User Requirements

Environmental Profile—————»|
——Cost and Schedule Requirements—»| |
Funding Profile——»

—Known Failure Modes and Mechanisms¥»|

Failure Definition and
Scoring Criteria

—Objestive—

Initial Reliability Program Plan———»

System/Eroduct -Level Qser and
Environmental Profiles

Initial Reliability flow-down Requirements—»

Refined System/Product -Level
User and Environmental Profiles

Initial estimates of loads that assemblies
will experience during the life cycle.

Updated reliability assessment,

N
g 2
ol g > F
w|.®
9 S
O

Engineering analysis and test data identifying
the system/product failure modes
and distributions that will result from
the life-cycle loads

—»

| Updated, integrated Reliability Requirements+
Verification Strategy/Plan

Reliability

Understand —Closgﬁfg);h;‘;ﬁ&f e‘"&?ﬁ;‘jﬁﬂ"‘g‘;wss Objective 2: | | jyciuding results of reliability growth activities—» 0
Clstomer/User Design and (analyses and/or testing) o Bl o
e ts and Process, Tools, Reliability Testing, Redesign for =
eqwremer_] S an Reliability Growth Factors/Criteria Reliability Engineering analysis and test data identifying o
Constraints the system/product failure modes
Candidate Reliability Trade Studies——p and distributions that will result from
the life-cycle loads
NDI, COTS. and CFl————————p»
Initial Reliability Requirements L Updated, integrated Reliability
Verification Strategy/Plan Requirements Verification Strategy/Plan
Identification and analysis of all
Updated System/Product -Level
User and Enviformental Profiles scheduled and unscheduled —————»
maintenance actions
Updated estimates of load§ that assemblies
will experience during thédife cycle.
Updated reliability assessmefit; . . . reliability trends
Obiective 3: ——including results of reliability growth attivities—» Objective 4: and correction action monitoring
’ro_J—duce Relia.ble (analyses and/or testing) Monitor and
ystems/Prod ucts Assess User Establishment of timelines to

determine static assessments of
system/product reliability at
specific reference points

Engineering analysis and test data identifying
the system/product failure modes
and distributions that will result from

—>

the life-cycle loads

Figure 1 — Information Flow Between Objectives
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Informative References

The following references were used as guidance for the development of this standard. At the time
of publication, the editions indicated were valid. All standards are subject to revision, and parties
to agreements based on this standard are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below.

Crow, Larry H., Operational Reliability Management, CRR 522, Crow Reliability Resources,
Inc., May 2008

DOD Guide
GEIA 632 (4

IEEE 1332-
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MIL-STD-7
Developmen
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SAE JA100

SAE JA100
Implementa

Tiku, Sanjay
University o

for Achieving Reliability, Availability, and Maintainability, August 3,2
An American National Standard), Processes for Engineering a System

998 (An American National Standard), Standard Reliability-Program fg
t and Production of Electronic Systems and Equipment, 2(@ctober 1998

RSB Military Standard, Reliability Program for Systéms and Equipment
t and Production, 15 September 1980

formation Analysis Center (RIAC) Blueprints for Product Reliability, 1
1998-06 (An American National Standard), Reliability Program Standg

-1 1999-03 (An American National Standard), Reliability Program Stan
ion Guide

, Reliability Capability Evaluation for Electronics Manufacturers, Ph.D
if Maryland, 2005
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r the

hnd

5 May 1996
rd

dard

dissertation,
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3 Defin

itions

For the purposes of the standard, the following definitions apply.

Term

Definition

Customer

An individual, organization, or enterprise that commissions
the engineering of a product, is a prospective purchaser of

the product, or is the acquirer of the product.

Capability Maturity Model

Integration

Capability Maturity Model Integration (CMMI) provides
guidance for defining and improving an organization’s

processes and the organization's ability to manage the

development, acquisition, and maintenanceef-pr
services. CMM Integration places proven-practic

bducts and
es into a

structure that helps the organization assess its organizational

maturity and process area capability, éstablish pr
improvement, and guides the implementation of
improvements.

lorities for
these

Design Rel

Jability

The set of design, development, and manufacturi
which reliability is achiéved.

ng tasks by

Developer

An enterprise or orgamnization that performs the process

requirements of this, standard.

Engineerin

oS

The engineering of a system/product is accompli

shed by

applying a set-of processes to each element of th¢ hierarchy

by a multifunctional team of people who have th
knowledge and skills.

P requisite

Environme

htal Loads

Defined stressing conditions as the result of expdsure to

natural environments during system/product use.
typical natural environment stressing conditions

and operating temperatures, humidity, diurnal cy|
solar loading .

Some
hre storage
cles, and

Failure

The events, or inoperable state, in which any iterh or part of

an item does not, or would not, perform as previ

usly

specified under stated conditions for a stated perjod of time.

Failure Me

Chanism

The physical, chemical, electrical, thermal, or otll)’er process
that results in failure. For example: fatigue, fractyire, electro-

migration, electrical overstress, depletion of material due to
mechanical, chemical, electrical, thermal, or other stress.

Failure Mode

The consequence of the mechanism through which an item
fails (e.g., short, open, fracture, excessive wear, etc.).

Induced Failure

A failure due to a condition and not due to its own internal

failure pattern (e.g., operating outside of specifie

d

requirements, environments, or operational procedures,
improper handling, support equipment, or operator error).
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Term

Definition

Informative Material/Activities

Explanatory material to help the user understand the
standard (the informative parts). The informative material is
annotated and is contained in notes and informative
appendices.

Inherent Failure

A failure that occurs without being caused by the failure of
another item.

Inherent Reliability

A measure of reliability which is related to an item’s design
and its application and is not caused by the failure of another
item when the system/product is operated in the specified

nppmfinn and support environments for a Qppr‘iﬁ?d duration.

Life Cycle

[ oads

Stressing conditions as the result of exposure-foormal

system/product use. Some typical system/pfoduc
conditions are packaging, handling, shipping and
transportation, power on/off cycles, m¢thanical s
vibration and maintenance activities’(scheduled,
unscheduled, recalls, retrofits and software upgr

[ stressing
hock,

des).

Logistics F

potprint

The user’s/customer’s burdeh (inhventory/equipm
personnel, facilities, transpottation assets, supplyj
estate) to deploy, move, and sustain a system/prq
given service use profile.

ent,
, and real
duct for a

Multifunctional

A group of individuals representing various product

disciplines such as engineering, manufacturing, s
quality, reliability, etc.

oftware,

Non-operafional Reliability

A measure of reliability that is related to an item
operating design and its application when the sys
is-stored in an environmentally protected and/or
lecation.

5 NoN-
tem/product
inprotected

Normative Material/Activities The portion of the standard that prescribes mandatory
implementation (the standard itself). Conformange to the
standard is judged solely on the basis of the nornmpative
material in this standard

Operationa| Reliability A measure of the system’s/product’s performancg during the

item’s operational life that includes the combined effect of

the item’s design, installation, quality, environm

Nt

n}:\Prﬂfinn7 mﬂirm:rwlr\hp7 and ernir

Quality Function Deployment

Quality Function Deployment is designed to help planners
focus on characteristics of a new or existing product or

service from the viewpoints of market segments,

company,

or technology-development needs. This technique yields

graphs and matrices.

Reliability

Reliability is the ability/probability of failure free
performance of the system/product, over the expected

service use profile and environmental conditions

over a

given period of time. Reliability is expressed in terms of
operational reliability and non-operating reliability.
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Term

Definition

Reliability Activity

The set of design, development, manufacturing, and
maintenance tasks performed to identify, quantify, and

qualify product characteristics in terms of attributes,

tolerances, and the test and inspection requirements
necessary to produce a reliable, available, and maintainable

product.

Reliability Assessment

An activity that quantitatively evaluates reliability using a

model, failure definitions and scoring criteria, an
applied life cycle loads and environmental loads

d the

Reliability

Case

A reasoned, auditable argument created to suppo

the

contention that a defined system/product satisfies
reliability requirements. The Reliability Case¢rep
documents the reliability evidence and arguiment
Reliability Case to support the prograsrphases.

the
ort
5 from the

Reliability

Model

A methodology for estimating the system’s/prod;
to meet the specified reliability requirements.

ict’s ability

Reliability

Verification

Formally determining whether the customers qua
reliability requirements have been met.

ntitative

Shall

A mandatory requirement to be followed in ordet
to this standard.

- to conform

Should

Indicates that thete are several possibilities: one
recommendeéd as particularly suitable, without m
excluding others; or that a certain course of actio
preferred but not necessarily required; or that (in
negative form) a certain course of action is disco
net prohibited.

s

entioning or
n is

the

uraged but

Supplier

Provides a product or group of products to a cust

omer. The

supplier can be a vendor that has a product that does not
need development, or a developer that must devdlop the

product or products.

System/Prg

duct

A system/product is an end item that may consis{ of
hardware, software, firmware, facilities, data, mdterials,

personnel, services, techniques, and processes.

Systems E

1ZINCering

A branch of engincering wihose Tesponsibility 15 creating and
executing an interdisciplinary process to ensure that

customer and user’s needs are satisfied in a high

quality,

trustworthy, cost efficient, and schedule compliant manner
throughout a system’s entire life cycle, from development to

operation to disposal.

Technical Review

An event at which the progress of the technical e

ffort is

assessed relative to its governing plans and technical

requirements.

User

Individual, organization, or enterprise that uses, applies, or

operates the product.
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Term Definition

Verification Confirmation by examination and provision of objective
evidence that the specified requirements to which the end
product is built, coded, or assembled have been fulfilled.

10
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4 Objective 1: Understand Customer/User Requirements and
Constraints

4.1

Introduction (Informative)

The focus of the first objective is to develop an understanding of the customer’s system/product
reliability requirements and constraints (both internal and external) and clearly communicate the
developer’s understanding of the customer’s requirements. The first objective defines the
reliability requirements, assessment criteria, controls, and responsibilities of all organizations

involved in order to ensure program success. Figure 2 graphically depicts the operati

on of this

Objective.

Reliability is
the expected
must be cool
process, pro
action. Reli
compliance

42 Mis

The mission;
developer) t

1. understa
and
2. influencq

the ability/probability of the system/product to perform its intended fun|
user and environmental profile for a given period of time. Thefailure d
dinated with the customer because not all failures (hardware; Software, {
cedure, or user) are reliability failures but must be assessed for potential
nbility requirements are quantifiable and measurable mietrics used to assg
bf the contractual requirements.

sion and Goals (Informative)
of this objective is to assemble a multifun¢tional team (user, customer, 4

ctions over
efinitions
irmware,
corrective
ss the

nd

hd the customer’s requirements, failare definitions, user and environmental profiles,

b the design based on the user’s'ieeds and constraints.

11
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OBJECTIVE 1

Understand Customer/User Requirements and Constraints

htion }—VG

Quantitative reliability requi
the system/product.
Cost and schedule requiren
Known failure modes and n
Failure definition and scorin
supplied.

User and environmental prdfile that defines the

system/product’s life cycle
operating environments, ex
operating times, etc.).

Other documentation such
requirements and specificaf
engineering plans, docume
concepts, maintenance con|
support.

ements and rationale for

hents and funding profile.
echanisms, if any.
g criteria, if customer

loperating and non-
bected operating and non-

hs performance
ions, systems

htation on operational
cepts, and logistics

Reliability Program Plan
(RPP)

Conceptual System/
Product Reliability
Model

Engineering Process
System/Product-Level
User and Environmental
Life=Cycle Loads
Life-Gycle Loads on
Assemblies,
Subassemblies, and
Components:

Reliability Assessment
Failure Definitions and
Scoring

Technical Reviews
Methods and Tools
Outputs and
Documentation

RQY)

—— Develaped Infarmation |—

Reliability Program Plan that spfns the system/product
life cycle and includes, as a minjmum, the activities
specified in 4.5.1, as well as the|framework for the
Reliability Case and the initial reliability cost, schedule
and staffing plan.
Conceptual reliability model for fhe system/product and
allocations derived from the cusfomer’s top level
requirements to the major subsystems.

Initial reliability flow-down requirements to the major
subsystem level.
Failure definitions and criteria thiat are integrated with the
developer’s Closed-Loop Failurg Mitigation Process.
Initial reliability assessment shoying that the customer’s
design constraints are understogd and the relia
requirements are feasible.
Candidate reliability trade studigs for available technology
or needed technology development to mitigate the design
constraints.
Agreed to definitions for new degign, modified non-
developmental items (NDI), Nont-Developmental Items,
and Commercial-Off-The-Shelf hardware/software
(COTS).
Reliability Requirements Verificgtion Strategy/Plan
including a traceability and verification matrix connecting

the customer’s requirements to fleveloper’s requirements.

System/product-level user and gnvironmental profile.

=Y

Figure 2 — Objective 1 Inputs, Activities, and Output

12
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4.3 People and Organizations (Normative)

Multifunctional groups shall collaborate during each phase of the program, perceive and mutually
understand specific goals and objectives, and define and develop the system/product reliability
requirements using a number of industry tools such as Quality Function Deployment (QFD).
Customer-User Communication: The customer community must collaborate with the users to

define the desired capabilities for a system/product. This capability definition includes design
reliability and operational reliability in the smallest logistics footprint. The logistics footprint is a
function of system/product’s embedded diagnostics and the customer’s system/product support

maintonance tratming and tachnical mahno]o\

plan (spares

Customer-D

T T T COTIC T O O3 CI CU LTI Y, S5 ST tO T TO T T T ore Ty

eveloper Communication: The customer must communicate the user’s ds

reliability an
developer’s
with the cusf

that the requiirements are understood and feasible. The developer shall-communicate

acceptance ¢
is necessary
developer ar

User/Custonper-Developer Communication: The systém/product reliability feasibili

d performance requirements for the system/product to the developer. TH
pngineering organizations must analyze the requirements and-¢stablish a
omer so that the developer can complete a detailed requirements analysi

f the requirements or recommend an alternative to the customer. This co
to ensure eventual system/product suitability. These communications bg
d customer should be documented.

(i.e., the as
completed tq

System/product engineering and reliability engineering functions shall be responsibl

implementin
cycle.

The customg
system/prod
system/prod
developmen

4.4  Suq

sessment of the feasibility of achieving the user/customer requireme
the same level as the customer’s spécification to the developer.

g and executing the designitor-reliability methodology over the system/]

r will ensure that(sufficient funding is available for the developer to proy
ict that meets requirements when operated and maintained by the user o
ict’s life cyele: The goal is to apply the optimum funding profile for des
, verificdtion, and deployment at the appropriate time.

porting Information (Normatlve)

psired

1c

dialogue

S to ensure
the
mmunication
tween the

Ly assessment
nts) shall be

e for
product’s life

ide a
ver the

en,

2 Lictad sandase T n-ordarto-anabla tha - daxzd

The informak

4 T fon ot A ad 1
lUll jeivanwiv g UIIUUI Lllt]bll' LIILUILII(J—LIUII 10 1\4\1[.411 UU lll VUIULVID U ViiIdUlIv UiV Uuv'y

sloper to

design, produce, and deliver a system/product that meets requirements and is suitable to the end
user. This information may be provided by the customer or may be jointly developed by the
customer/user and developer.

4.4.1 Input Information (Normative)
The following information is required before a reliable system/product can be designed:

[ ]
e Costand
[ ]

Quantitative reliability requirements and rationale for the system/product.

schedule requirements and funding profile.

Known failure modes and mechanisms, if any.
Failure Definition and Scoring Criteria, if customer supplied.

13


https://saenorm.com/api/?name=0b01dc047c88b24466fd916d41667ec8

GEIA-STD-

0009

User and environmental profile that defines the system/product’s life cycle (operating and

non-operating environments (including storage), expected operating and non-operating times,
etc.). For example, miles traveled, percent terrain type, hours of operation, rounds fired,

etc.

Other documentation such as performance requirements and specifications, system/product

engineering plans, system/product test plans, documentation on operational concepts,
maintenance concepts, and logistics support.

Rationale for the reliability requirements should include, as applicable,

ded dizgnnqﬁoq Built-In Test (BIT) and prngnnq‘ri(‘q\

requirements for availability, maintainability, testability, durability, and system health fined

1.

as embe
2. custome
3. desired
4. reliabili
5. dataon
4.4.2 Dev
During the ¢
information

expanded on
this informa
Reliabili
the activ

r/user design constraints (e.g., technology, manpower, training, and ldgi
maintenance concepts,

y estimates, support concept, and limitations for similar systems/produc
how the system/product will be packaged, handled, shipped, and transpo

eloped Information (Normative)

ourse of designing reliability into a system/productia considerable amou
will be developed. In many cases, input informatien to this objective wi
and updated. The activities in Section 4.5.1 will result in the developer
ion. The information developed shall include’

ty Program Plan that spans the system/prodict life cycle and includes, as
ties specified in Section 4.5.1, as well:as the framework for the Reliabili

the initi
Concept
custome
Initial re
Failure

reliability cost, schedule and staffing plan.

al reliability model for the system/product and allocations derived from|
’s top level requirements to-the“major subsystems.

iability flow-down requireéments to the major subsystem level.
efinitions and criteria that are integrated with the developer’s Closed-Lo

o definitions for new design, Non-Developmental Items (NDI), modifieq

5tics port),
s, and

rted.

nt of
1 be
generating

a minimum,
ty Case and

the

op Failure-
hderstood
development

| NDI,

<Eurnished Items (CFI), and Commercial-Off-The-Shelf (COTS) hardw

are/software.

matrix connecting the customer’s requirements to developer’s requirements.

System/product-level user and environmental profile.

45 Activities, Methods, and Tools

This section is divided into two parts. The first part specifies the normative activities that the
developer shall perform. The second part is informative in nature and lists methods and tools that
the developer may consider to effectively support the normative activities.

14
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All activities, methods and tools used should be evaluated and applied in a manner that adds
demonstrated value to the program, at an optimized life cycle cost and utilization of resources, in
support of the stated mission and goals of this Objective.

4.5.1 Activities (Normative)

4.5.1.1 Reliability Program Plan (RPP)

The developer shall develop a program for designing, manufacturing, and sustaining reliable
systems/products. The RPP shall be tailored to each system/product. A RPP should ideally be
developed both by the developer (delineating those activities required to meet customer reliability

requirement
the tasks and

) and the customer (who provides an expansion of the required activities to include
customer-supplied resources to support and confirm the attainment of’seliability

requirements$). The developer may identify and include additional activities notidentified herein.

The RPP is initially prepared early in the program and is periodically updated-and co
with the cus

The RPP shall:

omer.

Plan for the attainment of customer reliability requirements.

Provide yisibility into the management and organizational‘structure of those resp
accountgble (both developer and customer) for the conduct of reliability activities
entire lifp cycle.

Define a]l resources (e.g., personnel, funding, tools;’and facilities) required to ful
the relialpility program.

Include 4 coordinated schedule for conducting all reliability activities throughout
system/product life-cycle.

Include detailed descriptions of all reliability activities, functions, documentation|
and stratpgies required to ensure systém/product reliability maturation and manag
throughdut the system/product life’cycle.

ordinated

bnsible and
over the

ly implement
the

, processes,
ement

Document the procedures for verifying that planned activities are implemented and for both

reviewinig and comparing their status and outcomes.
Manage potential reliability risks due, for example, to new technologies or testing
Ensure that reliabilify-allocations, monitoring provisions, and inputs that impact 1
(e.g., usqr and environmental loads) are flowed down to subcontractors and suppl]
Include ¢ontingency-planning criteria and decision-making for altering plans and|

r approaches.
eliability
iers.
intensifying

reliability amprovement efforts.
Include, atTrmimim | TTati
Include, when applicable, additional customer-specified normative activities.

The RPP shall address the implementation of all the normative activities identified in
Objectives 1 - 4:

System/Product Reliability Model and Requirements:
Describe

1. the methods and tools that will be used to build and refine the system/product reliability

model and requirements,

2. the extent to which detailed component stress and damage models will be incorporated in

the system/product reliability model,

15
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3.

4,

how the system/product reliability model and requirements will be updated as the
system/product design evolves and as failure modes are identified during the analysis of
test and field failures, and

how the system/product reliability model and requirements will be used to identify
reliability-critical items.

e Engineering Process:

Describe

1. how it will be ensured that the normative reliability activities are an integral part of the
systems-engineering process,

2. how reliability-improvement actions will routinely be incorporated into the design and
manyfacture of the system/product

3. how [it will be ensured that design rules that impact reliability, including patts, materials,
procgss review, selection, and control, parts stress derating, electrical, mec¢hanpical, thermal
and gther guidelines, are adhered to,

4. how peliability-critical items will be identified, managed, and contrélled, and

5. how the reliability impact of system/product design changes and>supplier chahge notices

e System/Product-Level User and Environmental Life-Cycle Iboads:

will be monitored and evaluated.

Describ
1.

2.

e Life-Cydle Loads on Subsystems, Assemblies;*Subassemblies, and Components:

how pnd when the developer will develop, refine, and verify the estimates of
system/product-level user and environmental life-cycle loads, and
requirements, if any, for access to customer assets.

Describdg
1.

e Identifichtion of Failure Modes and Mechanisms:

how pnd when the developer will ptepare and refine estimates of the life-cycle loads that
subordinate assemblies, subassemblies, components, COTS, NDI, and CFI wjll experience
as a tesult of system/productélevel user and environmental loads,
how pnd when teams (a) developing assemblies, subassemblies, and compongnts and (b)
selecting and integrating,items not specifically developed for this system/prodluct, will
receiyve these estimates and updates.

Describd
1.

2.

how pnd when failure mechanisms and modes that may result when the estimpted life-
cyclg leads are imposed on the system/product will be identified for items sp¢cifically
deve Upbd for-thts Sy otuuu’yludux.t aswelasforttems bbius seleeted-and-ntegrated into it,
and

how the developer will ensure that test and field failures are analyzed to root cause.

e C(Closed-Loop Failure-Mode Mitigation Process:

Describe

I.

2.

strategies for monitoring, assessing, prioritizing, and communicating the status of test and
field failures throughout the organization,

strategies for identifying, developing, and approving design and/or process corrective
actions to eliminate root failure causes throughout the system/product life cycle,

16
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3. how the implementation of corrective actions will be verified and their effectiveness

track

ed,

4. how lessons learned will be documented, reviewed, and communicated, and
5. how root-cause analysis of test and field failures will be used to improve the reliability of
the system/product.

e Reliability Assessment:

Describe

1. how and when reliability assessments will be performed (including, when applicable,
customer-specified reliability values that must be achieved at various points during
development) and documented in the Reliability Case,

ASSESSIMEITt et iods Wit be used; and
design and process changes are documented, monitored, and evaluated
ct on reliability.

ign, Production, and Field Reliability Verification:

2. whic
3. how
impa

e Plan Des
Describd

1. thes

2. thea
relial

cyclg.

e Failure [

rategy for verifying the satisfaction of customer reliability’requirements

ility levels are not degraded during subsequent phases of the system/pro

Definitions and Scoring:

Describd
minimiz

system/product.

e Technicd

how the failure definitions and scoring criteria will be used during deve
e the occurrence of failures in the field'when actual users operate and ma

1 Reviews:

Describg
e Methods

how and when technical interchanges and reviews will be conducted.

and Tools:

Describd

1. the npethods and tools that will be used to implement the normative reliabilityj

and
2. thed

e QOutputs

esign-reliability best practices to be used and how adherence to them wil

hnd Documentation:

Describg
normatiy

how(and when the outputs that will be generated during the execution o
e-activities will be documented and distributed.

br their

ctivities to be performed and processes to be used that will ensure that inherent

duct life

lopment to
intain the

activities,

1 be ensured.

f the

4.5.1.2 Conceptual System/Product Reliability Model

The developer shall understand the rationale for the customer’s reliability requirements and

conduct scheduled technical interchanges with the customer in order to facilitate this

understanding. The developer shall develop a conceptual reliability model for the

system/product. The conceptual reliability model

1. relates subsystem-level reliability to system/product-level reliability, and

2. presents a clear picture of functional interdependencies, redundancies, and degraded modes of
operation, and provides the framework for developing quantitative, system/product-level
reliability estimates to guide the design trade-offs process.
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4.5.1.3 Engineering Process

Systems engineering is an iterative process of top-down synthesis, development, and operation of
a system/product that satisfies the full range of requirements for the system. The systems-
engineering process translates customer/user needs and requirements into suitable
systems/products while balancing performance, risk, cost, and schedule.

The develop

er shall

systems and/or design engineering process and plan,

incorporate the reliability activities as an integral part of a disciplined and documented

2. submit the potential reliability improvements identified during the execution of the reliability
activities to the approprlate engmeerlng organizations,

3. monitor and-evaluate-th 3 : ure of the
system/product,

4. identify,[manage, and control reliability-critical items, and

5. ensure aglherence to design rules that impact reliability, including stress derating,|electrical,
mechanigal, thermal, and other guidelines.

4.5.1.4 System/Product-Level User and Environmental Life-Cycle Loads

Designing fr reliability requires a careful and complete user profile, which includes|wartime and

peacetime u
duration and
total life-cycq
The develop
and tempera
system/prod
of life-cycle
suitable subs
the customet
developer sh
system/prod

4.5.1.5 Lif

The develop
subassembli
system/prod
shall be proy

age rates (if applicable), the use environments, non‘operating (including
conditions, and the user constraints due to the:maintenance and supply §
le environment can include storage, shipping;-handling, installation, and|
er shall estimate the user and environmental loads (e.g., mechanical sho
fure/humidity cycles due to ambient air téemperature and solar loading) th
ict is expected to encounter in actydbusage throughout the life cycle. Tt

tantiating data sources approyed by the customer. If the information rec
regarding the actual user.and environmental loads is insufficiently detai
all seek access to customer assets (e.g., test courses or vehicles that the

ict will be integrated\with). The customer shall provide this access whe

b-Cycle Loads.on Assemblies, Subassemblies, and Compone

er shall prepare initial estimates of the life-cycle loads that subordinate &
ps, components, COTS, NDI and CFI will experience as a result of the
ict-level user and environmental loads estimated in Section 4.5.1.4. The
ridedto teams developlng assemblies, subassembhes and components f¢

loads shall be updated periodically and eventually verified with measur¢

storage)
ystems. The
maintenance.
ck, vibration,
at the
Ic estimates
ments or
eived from
led, the

h requested.

nts
ssemblies,

se estimates
r this

system/produc

not specifically developed for th1s system/product Wthh may 1nc1ude COTS NDI and CFI, as
well as assemblies, subassemblies, and components. The estimates of life-cycle loads shall be
updated when the system/product-level loads are updated or as the design evolves. The teams that

received init

ial estimates shall be provided with these updated estimates.

4.5.1.6 Reliability Assessment

The developer shall use the conceptual system/product reliability model developed in
Section 4.5.1.2, in conjunction with expert judgment, in order to assess if the design (including

COTS, NDI, and CFI) is capable of meeting reliability requirements in the user environment. If
the assessment is that the customer’s requirements are infeasible, the developer shall
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communicate this to the customer. The developer shall allocate the reliability requirements and
flow them and needed inputs down to its subcontractors/suppliers.

4.5.1.7 Plan Reliability Verification

The developer shall plan activities to ensure that the reliability requirements are met. The
developer shall develop the Reliability Requirements Verification Strategy/Plan. For complex
systems/products, this strategy shall include reliability values to be achieved at various points
during development. The verification shall be based on analysis, modeling & simulation, testing,
or a mixture. The user and environmental life-cycle loads developed under the System/Product-
Level User and Environmental Life-Cycle Loads activity shall be used. Testing shall be

operationally

realistic

Reliability v
verification

test requirenjents (e.g., reliability qualification testing, testing in customer, facilities,

controlled, ¢
verification

4.5.1.8 Fai

The develop
system/prod
failure defin
developer sh
maliciousne
maintain the
(Annex D), 1
customer-est

jointly develop and agree to these.

4519 Te

The develop
status of the
formal revie
system/prod
The number

erification shall be an integral part of the overall system/product enginec
ind be coordinated and integrated across all phases. The customet-may |

ustomer-scored testing). The customer may choose to review and appro
ptrategy/plan.

lure Definitions and Scoring

er shall understand the failure definitions and.scoring criteria establisheq
ict and shall develop the system/product to‘meet reliability requirements
tions are used and the system/product is dperated and maintained by the
all identify and mitigate human errors,(excluding those due to deliberatq

ring

nave specific
customer-

ve the

| for the
when these
user. The

bs and/or obviously reckless use) that;may occur when actual users operate and

system/product. Particular customers, such as the US Department of Dg
may have specialized procedures for defining and scoring failures. In thg
ablished failure definitions@nd scoring criteria, the customer and develo

chnical Reviews

er shall conducttechnical interchanges with the customer/user in order t
Reliability Activities and compare their outcomes. The developer shall
ws for reliability that promote an understanding of the user environment
ict willoperate and to assure progress toward achieving the reliability re
and formality of these reviews should be tailored to match the complexi

fense
> absence of
per shall

b review the

conduct

in which the
quirements.

y of the

system/prod

1ct/ the maturity of the technology, and the competitive nature of the industry. Unless

the customer specifies requirements for technical interchanges and reviews, the developer will
propose a review schedule. As a minimum, these reviews should be considered before each
“major” program milestone or gate. Reliability reviews should begin early in the system/product
development process and continue through production and deployment. Some of the milestones
that should be considered as potential review points are at the completion of:

customer requirements assessment,
conceptual design reviews.
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45.1.10 Methods and Tools

The developer shall implement the activities in Section 4.5.1 with appropriate reliability design
and development methods and tools. Section 4.5.2 provides an overview of many such methods.
The developer shall select appropriate methods and describe them in the updated Reliability
Program Plan. The customer may elect to review, comment and negotiate regarding the methods
selected by the developer. The developer shall identify and employ a set of design- and process-
reliability best practices.

45.1.11 Outputs and Documentation
While executing the activities in Section 4.5.1, a number of outputs will be generated. In many

Hota 1 Hothaot A o th +l e 1 thac ctond
Cases these G‘DILIJULD uxu lntlubo urat arc rcqueru UJ tllc Gbllcr CUJUULI‘V CD ln Lll‘ls obunuard The

developer shall document these outputs in an updated Reliability Case or equivalent
documentatipn.

4.5.2 Methods and Tools (Informative)

In order to iplement the activities in Section 4.5.1, a variety of reliability methods gnd tools will
be needed. $ome of the most popular methods and tools are listed i Annex A. A ligt of
reliability bdst practices is provided in Annex B.
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5 Objective 2: Design and Redesign for Reliability

5.1 Introduction (Informative)

The focus of the first objective in this standard is on understanding and communicating user needs
and constraints. The focus of this, the second, objective is on designing a system/product that
satisfies reliability specifications and user requirements, and is both producible and sustainable.
Figure 3 graphically depicts the operation of this Objective.

5.2 Miss

ion and Goals (Informative)

The mission
specification]
needs throug

Design and dlevelopment are system/product-engineering processes. Design synthesi

achieves hig
modes that vj
removal or 1
effort. Relid
anticipate an
in the field.

The develop
manufacturej
and needs. B
developmen
therefore mi

5.3 Peoy

The perform
system/prod
to meet its g
also include
both a devel

of this objective is to develop the system/product design so that it meéts

all design

s, is producible, and will, when produced and fielded, meet user requireients and

hout the life cycle.

h reliability involves an iteration of design (i.e., design and’redesign) wh
vould be encountered in the field are systematically identified and remov
hitigation of failure modes requires vigilant, inforfned, and sustained eng
bility requirements are more likely to be achieyed when designers accur
d accommodate user, environmental, and support conditions that will be

er will use well-defined reliability engineering processes to develop, des
| and sustain the system/product se'that it meets the user’s reliability req
y starting the reliability designitasks as early as possible in the system/p
, and iterating the design only as necessary, the design will be robust an
himize impact on cost and schedule.

le and Organizations (Normative)

ance of the reliability activities in Section 5.5.1 shall be an integral part
ict engineering process. The developer shall ensure the system/product
liability ¢equirements by utilizing a multifunctional team of designers th
user,manhufacturing, finance, test, and support/logistics staff. And, as a
bpeivand customer reliability engineer shall be assigned to the multifunc

S that

ere failure
ed. The
ineering
htely
encountered

jgn,
1irements
foduct

1 will

pf the

is designed
at should
minimum,
lional design

team. The d

Ve]nper shall document the management structure roles reqpnnqihili‘rie

s, and

accountability of those responsible for the performance of the system/product and reliability
engineering in the Reliability Program Plan.
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OBJECTIVE 2

Design and Redesign for Reliability

Input Inf

ormation

product, which consist
components, interactio|
processes, and perfor
Quantitative reliability A
for the system/product
Initial reliability assessi
Initial user and environ|
system/product is expg
Failure definitions and

Initial conceptual reliabylity model of the system/

of assemblies,
hs, manufacturing
hance requirements.

Pquirements and rationale

nent of system /product.

Mmental life-cycle loads the
cted to encounter .
Ecoring criteria.

Initial Reliability Progr

Reliability Requirements Verification Strategy /Plan.

Other documentation

Plan.

ch as performance

requirements and spedfications, systems

engineering plans, dod]
concepts, maintenance
support.

imentation on operational
concepts, and logistics

QL

e Reliability Program Plan
(RPP)

e  System/Product

Reliability Model

Engineering Process

e System/Product-Level
User and Environmental
Life-Cycle Loads

e 'Life-Cycle Loads on
Assemblies,
Subassemblies, and
Components

e |dentification®f Failure
Modes and Mechanisms

o Closed-Loop Failure-
Mode Mitigation
Process

e Reliability Assessment

e Plan and Conduct
Design Reliability
Verification

e Failure Definitions and
Scoring

e Technical Reviews

e Methods and Tools

e Outputs and
Documentation

e Reliability Verification

A\N

| —=
Developed Infov|matio

Updated Reliability Program Plan
Refined reliability model ¢f the system/product
including reliability allocations to lower indentur
levels
Refined user and environmental loads the
system/product is expected to encounter during
the life cycle
Initial estimates of loads {hat subordinate
assemblies and componegnts will experience
during the life cycle
Engineering analysis and test data identifying
the system/product failuré modes and
distributions that will resylt from the life-cycle
loads that will be imposed on assemblies and
components
Data verifying the mitigatjon of these failure
modes
Updated integrated Reliapility Requirements
Verification Strategy/Plan, including, for
complex systems fproducts, reliability values to
beachieved at various pgints during
develepment.
Updated«eliability assesgment

Identification of existing gystem/product designs
that will be uséd’and corfesponding reliability
data

Figure 3 — Objective 2 Inputs, Activities, and Outputs
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5.4 Supporting Information

As a minimum, the input information listed under Input Information below is needed in order to
begin to design for reliability. Developed Information lists the information that will be developed
as reliability is designed into the system/product using the activities in Section 5.5.1.

5.4.1 Input Information (Normative)
The following information is required before a reliable system/product can be designed:

IA-STD-0009

Initial conceptual reliability model of the system/product, which consists of assemblies,

components, interactions, manufacturing processes, and performance requirements.

¢ Quantitafive Teliabilily requirements and rationale ot the system/product.

¢ Initial refiability assessment of system/product.

¢ Initial user and environmental life-cycle loads that the system/product is expected to
encountgr.

e Failure definitions and scoring criteria.

e Initial R¢liability Program Plan.

e Reliability Requirements Verification Strategy/Plan.

e Other documentation, such as performance requirements and specifications, systgm/product
engineerjng plans, documentation on operational concepts, maintenance conceptg, and
logistics [support.

Nearly all of the data items listed above are outputs from other objectives of this standard.

5.4.2 Developed Information (Normatjve)

During the cpourse of designing reliability into-a system/product, a considerable amoynt of

information will be developed. In many cases, input information to this objective wi|l be

expanded on and updated. The activities described in Section 5.5.1 will result in this|developed
information.| The information develéped shall include:

e Updated|Reliability Program Plan.

e Identifichtion of existing system/product designs that will be used and correspondling

reliabilit
Refined
indentur
Refined
the life ¢

Initial eski

y data.

e levels.

iser and environmental loads that the system/product is expected to encd
ycle:

ordinateassemblies and componentswill experi

Feliability model of the system/product, including reliability allocations fo lower

unter during

ence during

the life ¢

ycle.

Engineering analysis and test data identifying the system/product failure modes and

distributions that will result from the life-cycle loads that will be imposed on assemblies and
components.

Data verifying the mitigation of these failure modes.
Updated, integrated Reliability Requirements Verification Strategy/Plan, including, for

complex systems/products, reliability values to be achieved at various points during
development.

Updated

reliability assessment.
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5.5 Activities, Methods, and Tools

This section is divided into two parts. The first part, Section 5.5.1, specifies the normative

activities that the developer shall perform. The second part, Section 5.5.2, is informative in
nature and lists methods and tools that the developer may consider to effectively support the
activities in Section 5.5.1.

All activities, methods and tools used should be evaluated and applied in a manner that adds
demonstrated value to the program, at an optimized life cycle cost and utilization of resources, in
support of the stated mission and goals of this Objective.

5.5.1 Acti

5.5.1.1 Re

The develop
Updates to t
customer iny

5.5.1.2 Sy

The develop
model devel
1. relates c
2. presents

iability Program Plan (RPP)
er shall follow the current RPP in the performance of all activitiés in Sed

e RPP shall be recommended based on quantified and supperting ration
rolvement and approval.

stem/Product Reliability Model

er shall develop a system/product reliability modeMising the conceptual
bped in Section 4.5.1.2 as a starting point. The'system/product reliabilit)
mponent-level reliability to system/product-level reliability, and

a clear picture of functional interdependencies, redundancies, and degrac

operatiof, and provides the framework for developing quantitative, system/produ

reliabilit

The develop
developed u
used to

1. update tl
2. aggregat

levels,

3. identify
4. identify

As failure ml

y estimates to guide the design trade<offs process.

er shall build the reliability model by refining the conceptual reliability 1
nder the first objective. At:minimum, the system/product reliability mod

e reliability allocations from the system/product level down to lower ing
e system/product-level reliability based on reliability estimates from low

single points-of failure, and
reliability-critical items.

odes are identified during the analysis of test and field failures, the syste
Al chall bha »afinnd o Ainal, ol

tion 5.5.1.
ale, with

reliability
y model

led modes of

ct-level

model
el shall be

enture levels,
er indenture

n/product

he field shall

reliability m

Y-v-en ardnbrocthat oo At A 100 £04 g 100
UULVI oAl v 1vIiIinivyg ubUUlULlLEl)’. LI AlIlUulvo uUliadatlt UvLvul LIudivi 111 tvoL VUl 111

be analyzed until the root cause failure mechanism is identified. Detailed component stress and
damage models shall be incorporated as appropriate.

5.5.1.3 Engineering Process

The develop
1.

er shall

systems and/or design engineering process and plan,

2.

activities to the appropriate engineering organizations,
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3. monitor and evaluate the reliability impact of changes to the design or manufacture of the
system/product,

4. 1identify, manage, and control reliability-critical items, and

5. ensure adherence to design rules that impact reliability, including stress derating, electrical,
mechanical, thermal, and other guidelines.

5.5.1.4 System/Product-Level User and Environmental Life-Cycle Loads

The developer shall refine the estimates of life-cycle user and environmental loads developed in
Section 4.5.1.4. These estimates shall be updated periodically and verified with measurements on
pre-production systems/products or suitable substantiating data sources approved by the customer.

5.5.1.5 Life-Cycle Loads on Assemblies, Subassemblies, and Components

The developgr shall estimate the life-cycle loads that subordinate assemblies, sibass¢mblies,
components] COTS, NDI, and CFI will experience as a result of the product-level us¢r and
environmenfal loads estimated in Section 5.5.1.4. These estimates shall b¢provided|to teams
developing gssemblies, subassemblies, and components for this system/product. Thdse estimates
shall also bd provided to teams selecting and integrating items not specifically develpped for this
system/prodpict, which may include COTS, NDI, and CFI, as well as assemblies, subpssemblies,
and compongnts. These estimates of life-cycle loads shall berefined periodically as fthe
system/prodpict-level loads are updated and/or as the design €volves. The teams thatreceive
initial estimates shall be provided with these updated estimiates. Eventually the estimpates shall be
verified with measurements (e.g., from instrumented pre-production systems/products).

5.5.1.6 ldgntification of Failure Modes andg*Mechanisms.

The identifigation of failure modes and mechanisms shall start as soon as the development begins.
The estimatgs of life-cycle loads on assemblies, subassemblies, and components shall be used as
inputs to engineering- and physics-basedmodels in order to identify potential failure|mechanisms
and the resulting failure modes. Thetéams developing assemblies, subassemblies, and
components for this system/prodtict shall identify and confirm through analysis, testor
accelerated fest the failure modes and distributions that will result when life-cycle loads estimated
in Section 5)5.1.5 are impgsed on these assemblies, subassemblies, and components. | The teams
selecting and integrating items not specifically developed for this system/product (which may
include COTS, NDI, @and CFI, as well as assemblies, subassemblies, and components)) shall
identify and |confirfi, through analysis, test, or accelerated test, the failure modes and distributions
that will resylt when these life-cycle loads are 1mposed on these 1tems These failurel modes and

environmental loads are updated These updates shall continue after the system/product is
fielded.

Failures that occur in either test or the field shall be analyzed until the root cause failure
mechanism has been identified. Identification of the failure mechanism provides the insight
essential to the identification of reliability improvements. Predicted failure modes/mechanisms
shall be compared with those from test and the field.
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5.5.1.7 Closed-Loop Failure-Mode Mitigation Process

The developer shall have an integrated team, including suppliers of assemblies, subassemblies,
components, and selectors/integrators of COTS, NDI, and CFI, as applicable, analyze all failure
modes and mechanisms arising from modeling, analysis, or test in order to formulate corrective

actions.

Failure modes shall be addressed and resolved in a timely manner consistent with (1) the
criticality of their impact on safety, reliability, and performance requirements and (2) their impact
on the total life-cycle cost of the system/product. Failure modes shall be mitigated by one or
more of the following approaches:

e climinati
e reducing
e incorpor
e mitigatid

advance
The develop
successfully
The develop
organization
1. descripti
2. analyses
3. the statu

This mechan

It should be
upon the usg
reduce the o
managemen|
dynamic iso
the understa
supplier).

no tha forliiea andoc

ne-the-fattare-modes;

their occurrence probabilities or frequencies,
ation of redundancy, and/or

n of failure effects (e.g., fault recovery, degraded modes of operation, pi
warning of failure).

er shall aggressively mitigate failure modes until the reliability requirem
verified.

er shall employ a mechanism for monitoring abhd communicating throug
pns of test and field failures,

of failure mode and root-cause failure\mechanism, and

ism shall be accessible by the customer.

noted that the reliability of any item, including COTS, NDI, or CFI, dep
ccurrence probabilities and frequencies of COTS/NDI/CFI failure modeg
of these loads by, for example, reducing the loads through the use of thg

ation techamiques, or directly modifying the COTS/NDI/CFI so it is morg
nding of the potential risk of voiding the warranty provisions of the COl

5 of design and/or process correctivecactions and risk-mitigation decisiors.

oviding

ents can be

hout the

ends greatly

r and environmental loads that are imposed on it. It may be possible to markedly

by careful
ermal or
robust (with
S/NDI/CFI

ciBble to addrecc come failira madoc saith manltinlae anmrnochac (o0 g A

difying the

It may be p

SoTUTT U OO T sUMTTomaTr T oUW It Ot proap proaciTs —(Cr gy Y

design to make it more failure resistant in the hands of users versus attempting to modify the
behavior of users). If this is the case, the developer shall analyze the alternatives with respect to
their impact on failure-mode frequency, maintenance burden, program delay, and life-cycle cost.

All failure modes that are expected to occur during the system/product life cycle shall be included
in the system/product reliability model.

5.5.1.8 Reliability Assessment

As provided in the Reliability Program Plan, the developer shall assess the reliability of the
system/product periodically throughout the life cycle. Reliability estimates from analysis,
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modeling & simulation, and test shall be tracked as a function of time and compared
customer reliability requirements. The implementation of corrective actions shall be

against
verified and

their effectiveness tracked. Formal reliability growth methodology shall be used where applicable
(e.g., when failure modes are discovered and addressed with a test-analyze-and-fix process) in

order to plan, track, and project reliability improvement.

5.5.1.9 Plan and Conduct Design Reliability Verification

The developer shall plan and conduct activities to ensure that the design reliability requirements
are met. The developer shall refine the Reliability Requirements Verification Strategy/Plan
initiated under Objective 1. For complex systems/products, this strategy shall include reliability

values to be

analysis, modeling & simulation, testing, or a mixture. The user and environmental)|
loads develogped under the System/Product-Level User and Environmental Life<Cycl
activity shall be used. Testing shall be operationally realistic.

Reliability vgrification shall be an integral part of the overall system/product enginec
verification ind be coordinated and integrated across all phases. The customer may |
test requirenpents (e.g., reliability qualification testing, testing in-customer facilities,
controlled, cqustomer-scored testing). The customer may choose)to review and appro
verification $trategy/plan.

5.5.1.10 Failure Definitions and Scoring

The developgr shall design the system/product to meet reliability requirements when
definitions and scoring criteria identified in Section 4.5.1.7 are used and the system/J
operated and maintained by the user. The developer shall identify and mitigate hum
(excluding those due to deliberate malicigusiiess and/or obviously reckless use), that
when actual fusers operate and maintain the system/product.

55.1.11 Technical Reviews

The developer shall conduct téchnical interchanges with the customer/user as set fort
Reliability Program Plan. .The developer shall conduct formal reviews for reliability]
an understarlding of theAiser environment in which the system/product will operate a
progress toward achiéving the reliability requirements as set forth in the Reliability P
An independent, détailed, peer review shall be conducted by impartial, objective ind
competent iy th&-appropriate technical fields.

e based on
ife-cycle
e Loads

ring

nave specific
Fustomer-

ve the

the failure
roduct is
in errors,
may occur

h in the

that promote
hd to assure
rogram Plan.
viduals

55.1.12 Methods and Tools

The developer shall implement the activities in Section 5.5.1 with appropriate reliability design

and development methods and tools. Section 5.5.2 provides an overview of many su

ch methods.

The developer shall select appropriate methods and describe them in the updated Reliability

Program Plan. The customer may elect to review, comment, and negotiate regarding

the methods

selected by the developer. The developer shall identify and employ a set of design-reliability best

practices.
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5.5.1.13 Outputs and Documentation

While executing the activities in Section 5.5.1, a number of outputs will be generated. In many
cases, these outputs are inputs that are required by the other objectives in this standard. The
developer shall document these outputs in an updated Reliability Case or equivalent
documentation.

5.5.2 Methods and Tools (Informative)

In order to implement the activities in Section 5.5.1, a variety of reliability methods and tools will
be needed. Some of the most popular methods and tools are listed in Annex A. A list of
reliability best practices is provided in Annex B.
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6 Objective 3: Produce Reliable Systems/Products

6.1 Introduction (Informative)

Once a system/product has been designed and developed, the next objective is to manufacture

reliable copies. Imperfect quality during production can markedly reduce the design

reliability of

the system/product. The purpose of this objective is to ensure that systems/products are
manufactured without appreciably degrading the reliability that was designed-in during the
execution of Objective 2. Figure 4 graphically depicts the operation of this Objective.

6.2 Mission and Goals (Informative)

Manufacturihg must be a controlled process that ensures that the systems/produsts pr
user do not ipclude manufacturing defects. During production, the developef.organiz
to build production units, demonstrate acceptable performance of these umnits, and hay
acceptance tpsting without degrading the designed-in reliability levels-df'the system/]
mission, theh, is to maintain designed levels of reliability during preduction. All pro
systems/pro ucts (prototype, low-rate initial production, and full-rate production) mu
meet the relipbility requirements. Component choice, vendor,choice, manufacturing

ovided to the
ation seeks
e them pass
product. The
duction

ISt strive to
technique,

and system/product integration are all important considerations that must be closely monitored

during prodyction.

le and Organizations (Normative)

6.4 Supporting<nformation

nce of the reliability activities spgeified in Section 6.5.1 shall be an intg

gral part of
product

ing and field

| be assigned
anizational

As a minimym, thetinput information listed under Input Information below is needed
begin to pro
be develope

objective.
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Figure 4 — Objective 3 Inputs, Activities, and Outputs
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6.4.1 Input Information (Normative)

The following information is required before a reliable system/product can be produced:

Failure definitions and scoring criteria.

Quantitative reliability requirements.

Initial and current reliability assessment of system/product.

Current reliability verification results for system/product.

Current estimates of the system/product-level, life-cycle user and environmental loads.

Current estimates of the life-cycle loads that subordinate assemblies and components will

experience.

Reliabilify Program Plan.

Current $ystem/product configuration data.

Rationalg for reliability requirements.

System/product reliability model.

Engineeting analysis and test data identifying the failure modes and-distributions|that will

result frqgm the life-cycle loads that will be imposed on assemblies.and componer]ts.

¢ Informatjon on how these failure modes were mitigated by elimihating them, redyicing their
occurrengce probabilities, frequencies, and/or effects as earlyyas possible.

e Reliability Requirements Verification Strategy/Plan.

e Other documentation such as system/product engineering plans, documentation gn operational
concepts, maintenance concepts, and logistics support.

6.4.2 Devgloped Information (Normative)

The activitigs described in Section 6.4.1 will result in this developed information. The

information developed shall include:

e Updated|Reliability Program Plan:

e Updated|system/product reliability’model.

e Updated|estimates of system/product-level, life-cycle user, and environmental loads.

e Updated|estimates of thelife-cycle loads that subordinate assemblies and compomnents will
experienge.

e Engineeting analysis-and test data identifying the system/product failure modes and
distribut{ons.

e Data verjfyingthe mitigation of these failure modes.

e Updated| intégrated Reliability Requirements Verification Strategy/Plan.

e Updated Teliabitity assessment.

6.5 Activities, Methods, and Tools

This section is divided into two parts. The first part, Section 6.5.1, specifies the activities that the
developer shall perform. The second part, Section 6.5.2, is informative in nature and lists
methods and tools that the developer may consider to effectively support the activities in

Section 6.5.1.
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All activities, methods and tools used should be evaluated and applied in a manner that adds
demonstrated value to the program, at an optimized life cycle cost and utilization of resources, in
support of the stated mission and goals of this Objective.

6.5.1 Activities (Normative)

6.5.1.1 Rel

iability Program Plan (RPP)

The developer shall follow the current RPP in the performance of all activities in Section 6.5.1.
Updates to reliability requirements and the RPP shall be recommended based on quantified and
supporting rationale with customer involvement and approval.

6.5.1.2 System/Product Reliability Model

The developgr shall update the system/product reliability model developed in Segtior
necessary, based on any design changes that occur or as new, perhaps manufacturingt
related failute modes are identified during production.

6.5.1.3 Engineering Process

The developgr shall
incorporfite the reliability activities as an integral part of a‘disciplined and docum
systems pand/or design engineering process and plan,

1.
2. submitt
activitieg
3. monitor
4,
5.

identify,
ensure af
mechani

6.5.1.4 Sy

The develop
loads develo
production-1j

the customer.

6.5.1.5 Lif

n5.5.1.2,if

or quality-

ented

e potential reliability improvements identified during the execution of the reliability

to the appropriate engineering organizations,

manage, and control reliability-critical items, and
Iherence to design rules that impact reliability, including stress derating,
ral, thermal, and other guidglines.

stem/Product-Level User and Environmental Life-Cycle Loads

er shall periodically update the estimates of the life-cycle user and envir
ped in Section 5:5.1.4. These estimates shall be verified with measurem
epresentative systems/products or suitable substantiating data sources ap

b-Cy.cle Loads on Assemblies, Subassemblies, and Compone

hnd evaluate the reliability impact of changes to the design or manufacture of the
system/product,

electrical,

bnmental
ents on
proved by

nts

The develope

)ads that

subordinate assembhes subassembhes components COTS NDI and CFI W111 experience as a
result of the system/product-level user and environmental loads estimated in Section 6.5.1.4.
These updates shall be provided to engineering teams responsible for developing and producing
assemblies, subassemblies, and components for this system/product. These estimates shall also be
provided to teams tracking and monitoring items not specifically developed for this
system/product, which may include COTS, NDI, and CFI, as well as assemblies, subassemblies,
and components. These updates shall be refined periodically as the system/product-level loads
are updated, and/or as the design evolves. The teams that received initial estimates shall be
provided with these updated estimates. Eventually, the estimates shall be verified with
measurements (e.g., from instrumented production-representative systems/products).
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The identification of failure modes and mechanisms specified in Section 5.5.1.6 shall continue
during production as the design evolves and/or as the life-cycle load estimates in Section 6.5.1.5

are updated.

When systems/products are manufactured, variation in quantities such as geometric dimensions
and material properties will occur. This manufacturing variation may introduce failure modes not
previously identified or it may cause known failure modes to occur earlier in the life cycle. New
or modified failure modes resulting from the impact of manufacturing variation shall be identified
and confirmed through analysis, test, or accelerated test. Failure modes due to manufacturing

ProcCessS Oor we

Failures thatj
cause failure
insight esser
modes/mech

6.5.1.7 Cld
The develop
throughout
reliability re

6.5.1.8 Re

As provided
assessments
failure mods

mechanism has been identified. Identification of the failure mechanism
tial to the identification of reliability improvements. Predicted“failure
anisms shall be compared with those from test and the field.

sed-Loop Failure-Mode Mitigation Process
er shall continue the failure-mode mitigation prog¢ess specified in Sectio

occur during either production testing or screening shall be analyzed until the root

provides the

n5.5.1.7

roduction. The developer shall aggressively mitigate failure modes unti
quirements are successfully verified.

iability Assessment

in the Reliability Program Plan,-the developer shall perform production
Formal reliability growth methodology shall be used where applicable

and project 1

6.5.1.9 PI
The develop

be based on
be an integr
across all pha

s are discovered and addressed with a test-analyze-and-fix process) in of
eliability improvement.

n and Conduct Broduction Reliability Verification
r shall plan and-Conduct activities to ensure that the reliability requireny

analysis, modeling & simulation, testing, or a mixture. Reliability verifi

| the

reliability
(e.g., when
der to track

ents are met

irements

ation shall
cation shall
ntegrated

1 part of the overall system/product Verlﬁcatlon and be coordinated and

acac |l octing chAall Iho Ao

ecific test

requirements (e.g., rehablhty quahﬁcatlon testlng, testmg in customer facﬂltles or customer-
controlled, customer-scored testing). The customer may choose to review and approve the
verification strategy/plan.

6.5.1.10

Failure Definitions and Scoring

The developer shall develop the system/product to meet reliability requirements when the failure
definitions and scoring criteria identified in Section 4.5.1.7 are used and the system/product is
operated and maintained by the user. The developer shall identify and mitigate human errors,
(excluding those due to deliberate maliciousness and/or obviously reckless use) that may occur

when actual

users operate and maintain the system/product.
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Technical Reviews

The developer shall conduct technical interchanges with the customer/user. The developer shall
conduct formal reviews for reliability that promote an understanding of the user environment in
which the system/product will operate and to assure progress toward achieving the reliability
requirements.

6.5.1.12

Methods and Tools

The developer shall implement the activities in Section 6.5.1 with appropriate reliability methods
and tools. Section 6.5.2 provides an overview of many such methods. The developer shall select
appropriate methods and describe them in the updated Reliability Program Plan. The customer

ndn agarding tha aath o dce calaontad b tha 4

may elect to
The develop

6.5.1.13

While executing the activities in Section 6.5.1, a number of outputs will be-generated
butputs are inputs that are required by the other objectives-if this standar

cases, these
developer sh
documentati

6.5.2 Met

In order to iplement the activities in Section 6.5.1, a yariety of reliability methods ¢
bome of the most popular methods and teols are listed in Annex A. A lis

be needed. |
reliability be

1AM iA oo At o acatiata rao 1O
TOUVICVV S COTTITICTTIT AT SOUTTAtCTU S AT S tho TIC IO T S STITTTC OO ytiIT

Outputs and Documentation

all document these outputs in an updated Reliability Cdse or equivalent
bn.

nods and Tools (Informative)

st practices is provided in Annex B.

er shall identify and employ a set of production-reliability best practices

eveloper.

. In many
d. The

nd tools will
t of
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7 Objective 4: Monitor and Assess User Reliability

7.1 Introduction (Informative)

The fielding portion of the reliability continuum has a direct impact on total life cycle cost and
affordability. Operation and support costs for an unsatisfactory level of design and/or process
reliability can represent the majority of the total life cycle cost for a system or product. A robust
reliability program that is sustained through the fielding phase of the life cycle can significantly
reduce the operation and support cost associated with any major system or product. Figure 5
graphically depicts the operation of this Objective.

An effective
identificatiof
reliability. 1
phase of the
previous lifg
are assessed
reliability gr
that were pe
through a ro
compile less

7.2 Miss

The mission
monitoring s
activities, th
fielded prod
reliability of
root failure ¢
mode experi
testing is do
mitigation o
specified syj3

enced in the field that has not been previously accounted for in reliability

reliability program requires both valid data, clear definitions of failure,

1 of those data elements that support monitoring and assessment of syste
'he reliability analyses and assessments performed and/or updated during
system/product life cycle must be directly linked to those performed dur
cycle phases. For a well-defined and robust reliability pfogram, the par
once the system/product is in the field will facilitate céntinued and effec
pwth, as well as provide metrics that can be used to\validate reliability a
-formed in earlier phases of the life cycle. This eortinuous assessment, ¢
bust closed feedback loop throughout the enterprise, provides an exceller
pns learned and improve both current and future reliability programs.

jon and Goals (Informative)

of this Objective is to establish and execute the requirements of a field 1|
ystem, comprising data collection, analysis, maintenance, and closed-loq
it maximize the confidencecthat the inherent design and/or process reliab
hct are not degraded by field activities; that the inherent design and/or pr

auses in the desigmand/or related processes; that any new system/produ
fumented and-communicated to all cognizant personnel for investigation|

F root failutre cause; and that all reliability data collected from the field is
tem/product reliability requirements and their metrics.

and the
m/product

y the field
ing all
ameters that
tive
ssessments
leveloped

it means to

eliability

p feedback
ility of the
ocess

the fielded product eontinue to grow based on investigation into, and elimination of,

ot failure

y analyses or
and
traceable to
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reliability requirements

R T

e Reliability Program Plan
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e Engineering Process
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Documentation
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unscheduled mainten

nce actions based on

Identification and ana:Fsis of all scheduled and
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e |tems affected

ing of :

e Conditions under|which the failure or maintenance

action occurred
All items repaired
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All actions taken {o restore normal system/product

operation

hierarchy levels

.g., assemblies, subassemblies,

e Actions and analises performed at all system/product
(

components, pa
failure cause

e Corrective action

and/or materials) to determine root

taken, implemented, verified and

approved to ensufe that root failure cause(s) have

been eliminated g
e Establishment of

r their effects minimized
imelines to determine static

assessments of syystem/product reliability at specific
reference points, pnd system/product field reliability
trends over intervpls of performance (time/cycles/

miles/etc.)

e |dentification and [communication of lessons learned

to all stakeholder:
the organization 4

of the multifunctional team, and to
s a whole, to ensure that systemic

problems (and their solutions) are adequately
addressed to pre¢lude repeating of past problems

and-failures

Figure 5 — Objective 4 Inputs, Activities, and Outputs
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7.3 People and Organizations (Normative)

The multifunctional team that was established during the earlier development phases of the
product life cycle may evolve as the life cycle progresses, but a multifunctional team shall
continue to be staffed to support the mission and goals of this Objective. Staffing should include
representatives from organizations such as Program Management; Systems and/or Design
Engineering (to include Reliability Engineering); Manufacturing and/or Process Engineering;
Quality Assurance/Control; and Field Maintenance/Support operations. While individual
stakeholders on the team and team members may change over program phases, the program shall
maintain continuity of resources, skills, and assets throughout the life-cycle phases of the

program.

The Lead fo
Manager for
Accountabil
this Objectiy

7.4 Supy

As a minimu

" the multifunctional team should represent the organization (e.g.,the Pr
DoD) that is most responsible for the reliability of the system/product i
ty shall be assigned to all members of the team to support the mission a
e.

porting Information
m, the input information listed under Input Information below is needed

begin to monitor and track field performance. Developed Information lists the infor

will be deve

oped as data is reported and analyzed from the field using the activities

under this objective.

7.4.1 Inpu

All data and
system/prod
activities ass
and informa
requirement
update of pr

Inputs to thi
e Failure d

t Information (Normative)

information that is defined, collécted, and analyzed during the fielding p
ict life cycle shall be compatible with the requirements and reliability pf
ociated with the previous life cycle phases. This compatibility requires

ion shall be traceable to the satisfaction of specified reliability technicall
b and supporting métrics. The collected data/information shall directly s
pviously performed‘assessments and analyses in both content and format

5 Objectivefrom previous life cycle phases shall include:
efinitioh$/scoring criteria

Specifi

o

Initial anidCeurrent reliability assessment of system/product

, quantified reliability requirements

gram
| the field.
nd goals of

in order to
hation that
ncluded

hase of the
ogram

hat the data
and program
upport the

Current reliability verification results
Current estimates of user and environmental life-cycle loads that the system/product will

encounter

encounter
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Additional information and data supporting the configuration of the items being monitored for
reliability may come from system/product configuration data (i.e., part or serial number control);
bills of materials (BOMs); component and software libraries; FMEA/FMECA results; reliability
predictions; reliability centered maintenance (RCM) results; failure reporting, analysis and
corrective action systems (FRACANS); reliability-critical items lists (CILs); test results
(accelerated life, reliability growth, reliability demonstration, etc.); statistical life data analysis
(Weibull analysis, Monte Carlo simulations, etc.); physics-of-failure analysis; Design of
Experiments; lessons learned databases; etc.

7.4.2 Developed Information (Normative)
All outputs and documentation gPﬂPY‘ﬂfP{‘] as a result of this nhjpr‘ﬁvp shall directly or indirecﬂy

support and pe traceable to specified reliability requirements and metrics. All outputs, documents,
data, and information generated as part of this Objective shall be analyzed and.appli¢d in a
manner that will ensure that the inherent reliability of the fielded system/product design will not
be degraded|by maintenance actions, processes or procedures, or change istproductign or quality,
and that failyres experienced in the field result in corrective action(s) that continue tq improve and
grow the reljability of the product in a cost- and resource-optimized‘manner.

As a minimym, outputs and documentation generated and communicated during this|phase of the

system or prpduct life cycle shall facilitate:

1. Identification and analysis of all scheduled and unscheduled maintenance actions|based on
comprehensive reporting of :
a. Items affected

b. Conditions under which the failure or maintenance action occurred

c. All ifems repaired and/or replaced

d. All aptions taken to restore normal system/product operation

e. Acti¢gns and analyses performed @t all system/product hierarchy levels (e.g., assemblies,

subagsemblies, components, parts, and/or materials) to determine root failure|cause
f. Corrgctive actions taken, implemented, verified, and approved to ensure that foot failure
caus¢(s) have been eliminated or their effects minimized
2. Establishment of timelines to determine static assessments of system/product relipbility at
specific feference peints, and system/product field reliability trends over interval$ of
performgnce (time/eycles/miles/etc.)
3. Identification and*communication of lessons learned to all stakeholders of the myltifunctional
team, an{l toithe€ organization as a whole, to ensure that systemic problems (and their
solutiong) are adequately addressed to preclude repeating of past problems and failures

Outputs and documentation may be generated and made available in either hardcopy, electronic,
or web-based formats, but an integrated and centralized reporting and closed-loop communication
process and system shall be established, if not already defined and implemented in previous
Objectives of this standard. The process/system developed from previous life cycle phases shall
be utilized if it remains sufficient for the fielding phase, as agreed to by the customer and the
developer. This process/system shall allow controlled access by all relevant multifunctional team
stakeholders. Additionally, the closed-loop process/system shall be capable of capturing all
review and approval signatures at appropriate levels within the organization to ensure a rigorous
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approach to the identification, resolution, and correction of design, process, or procedural failures
that inhibit the sustainment or growth of current and future system/product reliability.

7.5 Activities, Methods and Tools

This section is divided into two parts. The first part, Section 7.5.1, specifies the activities that the
developer shall perform. The second part, Section 7.5.2, is informative in nature and lists
methods and tools that the developer may consider to effectively support the activities in

Section 7.5.1.

All activities, methods, and tools used should be evaluated and applied in a manner that adds
demonstrate
support of th

d value tothe nroaranm at an antiaioad 1ifo ~uonla cnct and ntiligatinn nprnsources ln
PV et ot ot o pPr o Sttt o O P A oo o Oy e C ot o atiAtero o3 L 5

e stated mission and goals of this Objective.

7.5.1 Acti

The activitig
reliability pr

vities (Normative)

s under this Objective shall support the stated missions and-goals of the
pgram. Corrective action based on the activities performedas part of thi
emented in the system/product design and processes te.ensure that both

pverall

s Objective
long term
As an

if it

its life cycle to ensure that inherent reliability performance is sustained

Ensure that all field-measured reliability metrics are directly traceable to, and cor

a. Specified reliability requirements

b. Previous reliability assessments and analyses, such as failure modes and effeq
(FMEA), failure modes,.effects, and criticality analysis (FMECA), reliability
reliability tests, failure\trend analysis, etc.

Identify oot causes ofthardware, software, human factor, and/or process and pro(

failures that are identified as part of both unscheduled and scheduled system/proc

maintengnce actions

Discriminate between true root failure causes and symptom-related failure causes

corrected, may temporarily restore system/product operation, but mask the true r¢

r portion of
npatible with:

ts analysis
assessments,

edural
luct

that, when
ot failure

causec

Collect and feed back actionable data and information to multifunctional team stakeholders

that will result in the identification, implementation, assessment, and verification

of corrective

actions that eliminate or minimize root failure cause effects. Actionable data/information may

include, but not be limited to:

a. The determination of individual and cumulative system or product timelines to correlate
accumulated life units (hours/cycles/miles/etc.) to unscheduled maintenance or failure
events

b. Normal environmental and user profile conditions that existed when the failure occurred,

or leading up to when the failure occurred
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occurred, or leading up to when the failure occurred

d.

Anomalies in environmental and user profile conditions that existed when the failure

Identification of the characteristics of the failure, including intermittency and/or quantified

performance degradation, and how system/product performance was ultimately affected

Ensure that the assessment of field failures, particularly for the purposes of measuring

reliability performance or determining root failure cause, are based on the contractual
definition of failure and failure scoring criteria over the system/product life cycle. Definitions
of failure shall describe those specific, quantifiable, and measurable conditions and scoring
criteria that constitute a relevant failure, a non-relevant failure and, for degradation failures,
the threshold of performance degradation allowed before a failure is declared.

7.5.1.1 Re

The develop
Updates to r
supporting r.

7.5.1.2 Sy

The develop
necessary, b
result when

7.5.1.3 En

The develop
1. incorpor

Corrective actions that result from analysis of the collected data and information

identiﬁef, implemented, and verified as being effective (through test or analysis)
the reliability of the fielded product.

iability Program Plan (RPP)
er shall follow the current RPP in the performance of all agtivities in Seq

hitionale with customer involvement and approval.

stem/Product Reliability Model
er shall update the system/product reliability:model refined in Section 6

are
in improving

tion 7.5.1.

pliability requirements and the RPP shall be recommended’based on quaptified and

5.1.2, if

hew, unexpected failure modes are identified.

jineering Process

er shall
ate the reliability activities-as an integral part of a disciplined and docum

hsed on any design changes that result fromvfield failures, such as those that may

ented

systems pnd/or design engineering/process and plan,

2. submit the potential reliabilityximprovements identified during the execution of the reliability
activitieq to the appropriate ¢hgineering organizations,

3. monitor pnd evaluate the-reliability impact of changes to the design or manufacture of the
system/product,

4. 1identify,[manage,(and control reliability-critical items, and

5. ensure aglherence to design rules that impact reliability, including stress derating,|electrical,
mechanigal,‘theérmal, and other guidelines.

7.5.1.4 System/Product-Level User and Environmental Life-Cycle Loads

The developer shall update the life-cycle user and environmental load estimates developed in
Section 6.5.1.4 based on actual environmental and failure data collected during field operations, or
changes in environmental profiles brought about by new applications of the system/product not

previously d

efined by existing requirements.

7.5.1.5 Life-Cycle Loads on Assemblies, Subassemblies, and Components

The developer shall update estimates from Section 6.5.1.5 of the life-cycle loads that subordinate
assemblies, subassemblies, components, COTS, NDI, and CFI will experience as a result of the
system/product-level user and environmental loads estimated in Section 7.5.1.4. These updates
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shall be provided to the engineering teams responsible for developing assemblies, subassemblies,
and components for this system/product. These updates shall also be provided to teams tracking
and monitoring items not specifically developed for this system/product, which may include

COTS, NDI,

and CFI, as well as assemblies, subassemblies, and components.

7.5.1.6 ldentification of Failure Modes and Mechanisms

The identification of failure modes and mechanisms are critical activities of this Objective, both to
verify that previous reliability assessments and analyses have accurately identified those
modes/mechanisms that are expected and being experienced in the field, and to ensure that
previously unidentified modes/mechanisms are fed back into the process to update previous

assessments

and analvses

Failures that
and optimizg
activity proy
verified/appi
analyses shg

7.5.1.7 Cld

The develop
components
failure cause
verifiable co

Failure mod
1. the critig
2. their img

Failure mod
e FEliminat
Reducin
Incorpor
Mitigati
advance

occur in the field shall be analyzed, as appropriate to optimize safety; rq

TLCC, until the root failure cause, mode, and mechanism havebeen id:
ides the insight essential to the identification of reliability improvement;
roved corrective actions. Failure modes/mechanisms identified through j
Il be compared to those from field operation and the analyses updated ag

sed-Loop Failure Mode Mitigation Process
er shall use an integrated team that includes suppliers of assemblies, sub)

and analyze all failure modes arising frodifield operations in order to ft
rrective actions for approval.

s shall be addressed and resolved-in a timely manner consistent with
ality of their impact on safety, reliability, and performance requirements
act on the TLCC of the system/product.

s shall be mitigatedby one or more of the following approaches:

ing the failure modes

b their occurrence’ probabilities or frequencies

ntion of redundancy

n of failure effects (e.g., fault recovery, degraded modes of operation, p
warning of failure).

duce risk,
entified. This
through
brevious
cordingly.

assemblies,

and selectors/integrators COTS, NDI, and €FI, as necessary to determime true root

rmulate

and

roviding

The develo

Tt

rchall aocoressivel miticate failure modes in orderto keen reliability £
Seresshrery-HHHgatctahriciHoacsH-0racttocep-Heria bty

degrading in the field.

The developer shall employ methods and tools for monitoring and communicating, throughout the
organization (and to suppliers, as appropriate):

1.
2.
3.

descriptions of field incidents and failures,
analysis results identifying root-cause failure modes and mechanisms, and
the status of corrective actions and risk-mitigation decisions.

These methods and tools shall be made accessible to the customer.
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Failure modes that are expected to occur during the system/product life cycle shall be included in
the system/product reliability model.

7.5.1.8 Re

liability Assessment

The developer shall update reliability assessments of the system/product throughout the fielding
portion of the life cycle. Reliability estimates from analysis, modeling & simulation, and testing
performed during previous life cycle phases shall be updated based on field experience and
compared against customer reliability requirements. The implementation of corrective actions
shall be verified and their effectiveness tracked. Formal reliability growth methodology shall be
used where applicable (e.g., when new field failure modes are discovered in the field) in order to

track and project reliability improvement

7.5.1.9 Plgn and Conduct Field Reliability Verification
The developgr shall plan and conduct activities to ensure that reliability requirement

in the fielde
process to sy
the develope

environment.

7.5.1.10

The develop
failure defin
developer sh
as human fa

7.5.1.11

As set forth
reviews for 1
hardware, sq
system/prod

7.5.1.12

The develop
collection, a
selected met

environment. The developer shall provide feedback into the'reliability
pport field reliability requirements. A customer may choosg'to review 4
r’s activities to ensure that reliability requirements confinti¢ to be met in|

Failure Definitions and Scoring

er shall monitor and report on system/productreliability in the field basg
tions and scoring criteria defined as part.0f'the reliability requirements.

btor errors that may occur when usef$ operate and maintain the product.

Technical Reviews

n the Reliability Program:Plan, the developer shall conduct and particip
eliability that address the-identification, analysis, classification, and resq
ftware, process, precedural, or human factors failures that result from of
ict in the field.

Methodsvand Tools

er shall.support the activities defined in Section 7.5.1 with appropriate 1
halysis,.and communication methods and tools. The developer shall ens
hods and tools are described in the RPP, and that the RPP is updated to 1

5 will be met
verification
nd approve
the fielded

d on the
The

all identify and mitigate hardware, software, process, and procedural faiflures, as well

ate in formal
lution of
eration of the

pliability data
ure that the
cflect new

tools and me

thads that mav he introduced to 1mmnrove the effectiveness and efficienc
tHOCo—tt HHay—oc tHo Gt oo Uto0-H POt S oot - oheoo—ah oo

y of the

ot T

closed-loop failure mode mitigation process. The customer may elect to review, comment, and
negotiate regarding the methods and tools being used by the developer.

7.5.1.13

Outputs and Documentation

While executing the activities in Section 7.5.1, a number of outputs (specified below in Outputs
and Documentation) will be generated. In many cases, these outputs are inputs that are required
by the other Objectives in this standard. The developer shall document these outputs in an

updated Reliability Case or equivalent documentation.
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7.5.2 Methods and Tools (Informative)
The information in this section is provided for guidance purposes only.

The basic intent of the methods and tools defined by this Objective is to implement a closed loop
data and information system that will:

1.

Support traceability of data and information to specified reliability requirements and metrics
(i.e., do they correlate to requirements)

Provide data and information that explicitly or implicitly contributes to the satisfaction of
specified reliability requirements (i.e., do they meet requirements)

. Provide data to, and/or use data from, the technical and administrative feedback loops that are

necessary-te-s g H SO d ; !
Promote|the identification, evaluation, understanding, and resolution of problems such that
there is gn overall positive impact on the reliability of systems/products in the field through

redesign
Facilitatg
multifun
organiza

In order to i

should be ¢
listed in Anr

7.6 Outp

efforts or process/procedural changes

b the sharing of data, information, and results between stakeholders on t
ctional team (including the customer and lower-tier suppliérs), and thro
fion as a whole

plement the activities of Section 7.5.1, a variety,of reliability methods :

sidered. Some of the most popular methods-and tools supporting this (
ex A. A list of reliability best practices is ptovided in Annex B.

uts and Documentation (Normative)

While executing the activities of Section 7.5:1, a number of outputs will be generateq

cases, these
standard, for
1. updating
2. facilitatij

or future]
3.

modific

Additionally
progressive

butputs are inputs that shall be fed back as inputs to previous Objectives
the purposes of
reliability requirements that are proven to be incorrect or obsolete (Objg

products (Objeetives 2 and 3), and

quantitaively supporting feliability re-verification based on design, process, or p

ions (Objé€gtives 2 and 3).

, these outputs will be needed in order to update the Reliability Case and

hssurance to the customer that reliability requirements will continue to be

e
chout the

ind tools
Dbjective are

|. In many
of this

ctive 1),

g design, process, ot procedural modifications that will improve the design of current

rocedural

provide
met.

Potential outputs are:
e Modifications to the Reliability Program Plan.

e Updated
e Updated
[ ]

system/product reliability model.
system/product-level life-cycle user and environmental loads.

Updated estimates of the life-cycle loads that subordinate assemblies and components will

experience.
Information verifying the failure modes and mechanisms identified during previous life-cycle
phases, or identifying new failure modes and mechanisms not previously identified.
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e Information on how root failure causes and their associated failure modes were addressed by
eliminating them, or reducing their occurrence probabilities, frequencies, and/or effects as
early as possible to optimize safety and TLCC.

e Updated reliability analyses and assessments.

e Updated Maintenance Plans and Logistics Support Structure.

The outputs shall be documented in an updated Reliability Case or equivalent documentation.
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Annex A

— Methods Matrix (Informative)

The methods listed in the matrix below are those items typically performed over the
system’s/product’s life cycle that have an impact on the total life cycle cost during design,
development, production, delivery, and support of a system/product. These methods enable the
system/product design to be more reliable (fewer failures) and more maintainable (fewer
resources needed) and the total life cycle cost for the system/product will be lower.

The followir

Method:
Referend
Product

applicab
phase. T
product

Product

phase fo
acquisiti
the Desif
candidat
Design 1
refineme
Product

successf]
Design R
reliabilit
design is
incorpor:
Evaluati
Product

producti

)¢ terminology is used in the matrix:

The name of a process or analysis used to develop a robust, religble desi
e: The document number that contains a detailed description of;method.
Phase: A product design, delivery, or support phase where a-particular m
e. This e symbol denotes that the method is a primarycostributor in thg

lata.

Phase Objective 1: Understand customer/user requirements and constrair
tuses on focuses on the development of reliability requirements and met
bn activities, design concepts and design tfade studies. Objective 1 tasks
bn Concept tasks, which evaluate the contractual documents and specific
e design options that will support the'user’s/customer’s life cycle cost go
rades that provide the customer and developer with the opportunity for
nt and possible down-select of'multiple design options.

Phase Objective 2: Designdnd redesign for reliability. This phase focus
il approaches for designing-in reliability. Objective 2 tasks consist of th
Leview to validate that the initial system/product design is capable of me
y requirements; Prototype Test and Evaluation that provide confirmation
capable or identifies areas for potential redesign; and the Critical Desigi
ites the findings of the Preliminary Design Review and the Prototype Te
n to establish the final design configuration.

Phase Objective 3: Produce reliable systems/products. This phase focuse
bn_relidbility starting with limited production. Objective 3 tasks consists

Demonst

gn.

ethod is
b product

he A symbol denotes that the method is used as needed-or is updated with available

its. This
ics, pre-
consists of
ations for
als; and
parly

BS on
¢ Preliminary
eting the

that the

1 Review

st and

5 on the
of the

ration and Qualification of the system/product which provides the body

of evidence

that the reliability requirements have been achieved and the design is fully capable of meeting
the customer’s/user’s needs. The Final Design incorporates all outstanding design issues,
additional design concerns from the design demonstrations and qualification testing and any
manufacturing process changes needed in preparation for the low rate initial production and
full rate production. Objective 3 culminates with Production delivery of a proven
system/product to the user/customer.

Product Phase Objective 4: Monitor and assess user reliability. This phase focuses on

monitoring and managing reliability once the system/product in the hands of the user. While
the developer strives for “perfect parts and prefect processes” design deficiencies will be
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surfaced through on-going production testing and system/product usage by the user. The
developer’s Change Control Process is key to the continued “as designed” performance of the
system/product and preventing reliability margin erosion. Once the design has been released
and under formal Change Control, design changes are made to correct design errors found
during deployment, improve manufacturing assembly and reduce manufacturing cost. Changes
evaluated on an individual basis typically are not significant reliability drivers, but
collectively, these changes can adversely impact the design reliability analysis. Operation and
Delivery data collection is needed to further correct design deficiencies uncovered by the user
under actual use conditions that can not be replicated by the developer, and Delivery and
Maintenance data collection through factory and depot repairs provides the needed data to
assess the long term system/product field reliability assessments.

References denoted as DoD guidance in the table below can be found in the DoBD-RAM Guide,
available for download at http:// www.acq.osd.mil/sse/docs/RAM_Guide 080305.pdf or by
contacting QUSD(AT&L) DS/SE/ED via ATL-ED@OSD.MIL.

The information in this section is provided for guidance purposes only-and is not intgnded to be an
all inclusive|list.

Product Phase
Objective 1 Objective 2 Objective 3 Objective 4
> a
c <] >
Method c % 2 § §
[Reference] 2 |g | 2|55 il I
8l g8 |3 | 5|5% £|c
el 8l [F| 2 |EE|l5| |52
o - |c ol Aloe=| G o (|O € |I®
O| F |2 _|eg] = |Oc| o | 5 L |I>c
c c |[E32c B |c3| 8|S RIS
2l 2 (=82 £ |29 s |3||5|5|2E
[ [ %} [3) o — 0 O c o o lg ©
ol o |fcelea|l 6 |88|E|&|G|OIAS
Accelerated Testing Methods\(such as TAFT,
RDGT, HALT, ALT) ° ° ° ° ° A
[DoD 4.5.2.1¢, SAE JA1000-1 A.1]
Bayesian Techniques
[DoD 4.5.2.29] o e AlA
Benchmarking o
[DoD 4.5.2.12]
Block Diagram Development o o o .
[SAE JA1000-1 A.2]
Capability Maturity Model Integration (CMMI)
Software Engineering Institute/Carnegie ° ° ° ° e | o o | 0 0o
Mellon
Commercial-Off-the-Shelf (COTS) Assessment o o o . o Al A
[DoD 4.5.2.20]
Component Testing
[DoD 4.5.2.18] R R R °*|A
Condition Based Maintenance (CBM) o o o
[DoD 6.5.8]
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Product Phase

Objective 1 Objective 2 Objective 3 Objective 4

Method
[Reference]

Design Concept

Design Trades

HAreliminary Design

Heview

Prototype Test &
Hvaluation
ritical Design Review

Design Demonstration

and Qualification

Hinal Design

RProduction

Operation & Delivery

Delivery and
Maintenance

Critical Items|
[DoD 3.5.6]

List

B> |Change Control Process

Data Collecti
Action Syster]
[DoD 4.5.2.7

n, Analysis and Corrective
h (DCACAS)

Data Manage
[DoD 4.5.2.8

ment Technique (PREDICT)

Design for M
Assembly [S4

hnufacturing and Design for
A\E JA1000-1 A.3]

Design of Exj
[SAE JA100(

periments (Classical)
-1 A4]

Design of Exj
[SAE JA1004

periments (Taguchi)
-1 A.5]

Design Guide
Technology H
[[PC-D-279]

lines for Reliable Surface Mount
rinted Board Assemblies

Design Revie
[SAE JA100¢

W
-1 A.6]

Durability An
Strength of M
[DoD 6.5.1.4

alysis (Low Cycle, High Cyc¢le)
aterials, Solder Joint)

Durability V¢
[DoD 1.4.5.1

rification Test

Environmentd

1 and Product Usage Profile

/Mission Proffle

[DoD 4.5.2.2

SAE JA1000-1 A.7]

Environment4
[DoD 5.5]

1 Qualification Test

Environmentat-StressScreemmg (ESS)y/Highty
Accelerated Stress Screening (HASS)
[DoD 4.5.2.33, SAE JA1000-1 A.8]

Error/Mistake Proofing
[SAE JA1000-1 A.9]

Failure Modes and Effects Analysis
(FMEA)/Failure Modes Effects and Criticality

Analysis

(FMECA) [DoD,SAE JA1000-1 A.10 and
GEIA-STD-0007]

Failure Reporting Analysis and Corrective
Action System (FRACAS)
[SAE JA1000-1 A.11]
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