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1. INTRODUCTION

1.1 Scope

Data is information that has been recorded in a form or format convenient to move or process. It is important to distinguish
between data and the format. The format is a structured way to record information, such as engineering drawings and other
documents, software, pictures, maps, sound, and animation. Some formats are open source, others proprietary. Regardless

of the format, there are three broad types of data. Table 1 lists these types of data and provides examples.

Table 1 - Types of data

Type Examples

Product

Cost, schedule, and performance data. Scientific data such as written notes and observations .
Engineering analysis, studies, tests, drawings, and models, parts catalogs, software application and

thei
mat

components, Manufacturing operations, operationar and maintenance nst
brials. Services such as consulting, verification, auditing.

uctions, and training

Plan
cont
resd

Business

s and schedules, financial information, software applications, inventory sta
racts, service level agreements, program and project information, administ
urce information.

us, medical, facility,
ative, and human

Transactional Ord

brs, issues, receipts, bills of lading, usage data, and invoices.

DM, from the perspecti
and provide managem
throughout the product
required for stakeholde
cycle. This standard hg
standard is subject to d
the enterprise level.

Data has many purpos
long-term product supp
data. In general, the deV
fabrication, manufactur
agreement. Further, thd
longer than that of the j
product and process d¢g
competitive position. A
competitor's advantagg
enterprise knowledge.

1.2 Overview

e of this standard, consists of the disciplined processes‘and systems utili
ent and oversight for product and product-related ¢usiness data, consis|
and data life cycles. Thus, this standard primarily;addresses product dats
- collaboration extending through the supply chain®during product acquisit
s broader application to business and transagctional data recognizing the
ata administration, metadata management;.records management, and oth

es, including stating requirements;, providing proof of achievement, and
rt. Deliverable data (customer-accessible information) represents only a sm
eloper/producer continues to awn the intellectual property for a vast amount
ing and administrative data*'unless ownership has been transferred v

roduct it describes. Fortinstance, data from previous projects forms part o
sign. Data also supports the enterprise in process redesign and quality. T
n enterprise’s (data, if not properly safeguarded, can also be misused
. For these,.feasons, data is an integral part of an enterprise’s intellec

red to plan for, acquire,
tent with requirements,
and the business data
on and sustainment life
data addressed by this
er processes applied at

bstablishing a basis for
all fraction of the project
of design, development,
a contractual or other

value of data is not limited to its use in support of a specific product: data may have a life cycle

[ the foundation for new
hus, data is essential to
by a competitor to the
ual assets and overall

Two different viewpoint

first perspective is the

project level. Product data (and related business data) is normally acquired or created as part of the development of a new
product or similar initiative. The second perspective is that of the enterprise—and the data that is required by enterprise-level
functions.

This standard addresses the functions of DM, but not how to organize for DM. Each enterprise, for valid reasons, locates
the functions of DM within enterprise elements that make sense within its own enterprise environment.

Do not use this standard as a compliance document or an evaluation mechanism for DM projects but as a source and
reference document. Appropriate application of the functions and principles in this standard enables the user to plan and
implement a DM program for a product, project, or enterprise.
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1.3  Principles

This standard has eight fundamental DM principles (Figure 1). Principles are high-level statements describing high-quality
DM and form a part of the DM life cycle. The degree to which the DM principles apply to a product varies over the product’s
life cycle. Similarly, they vary in applicability over the data life cycle. Some principles may not apply during every phase of
either life cycle. The principles described in this standard also have broader application to business data and operational

data generally.

1. The
of data

enterprise-relevant scope

management is defined. 2. Customer requirements are

addressed in the planning,
acquiring, and providing of data.

COMNICAL

4. Data products and views
are identified so that their
requirements and attributes
can be controlled.

6. An approved change management
process is utilized to control data,
repositories, data products, data views,
and metadata.

3. DM processes are developed to fit the

which they will be performed.

competitive-sensiti

and maintainetk
o

ess prlocess
Yproprietary, and
data is estgblished

ata is retained
mmensurate with valug.

8. The data management
process is continuously
improved.

The DM principles are
provide a map for implg
incorporate the applical

Q
Ko

)

Archival/

niepncilinn ‘

( Continuous
Improvement)

Q@
)

Figure 2 - DM life cycle

(m plementatio

Figure 1 - Data nagement principles
g \"@ g P |4

part of a life cycle for DM %Q{T:igure 2). The DM life cycle gives a strugture to the principles to
mentation and or assessment of a project’s needs. This Standard will follow the DM life cycle and

le principle.

Pr.oliect ‘I:e;e‘w

ﬂreparatio

equirement
Definiton for
Enterprise/ ‘

)
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1.4 Terminology

During creation of this standard, neutral terms are used wherever possible. Please see the glossary (Appendix A) for the
definition of those terms. When planning and documenting a DM program, substitute other aliases in place of the neutral
terminology. The terms “program” and “project” vary in usage and scope throughout industry. This standard uses the term
“project” for consistency.

Finally, for the purpose of this standard, any “enterprise” or “organization” will be referred to as “enterprise” and is
responsible for performing DM. An enterprise may be a commercial business or a government agency. It may also be an
organization resulting from a select collaboration between companies, a facility within a company, a program, a large project,
or a social group. “The customer” refers to the activity that specifies requirements. A customer may be external to the
developing and producing enterprise; may be an internal customer such as marketing, finance, supply chain, management,
or the using department; or may even be a supplier in a conventional sense.

2. REFERENCES
2.1 Applicable Documents
The following publications form a part of this document to the extent specified herein. The latest issue of SAE publications
shall apply. The applicgble issue of other publications shall be the issue in effect on theydate of the¢ purchase order. In the
event of conflict betweeh the text of this document and references cited herein, the téxt of this document takes precedence.
Nothing in this documgnt, however, supersedes applicable laws and regulations unless a specific exemption has been
obtained.
2.1.1 SAE Publications

Available from SAE Intgrnational, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1 7241776-4970 (outside USA), www.sae.org.

SAE EIA-649 ConfigJyration Management Standard

SAE EIA-836 Configdration Management Data Exchange and Interoperability
2.2 Definitions
See Appendix A.

2.3 Abbreviations

CCB Changg¢ Control*Board

CD Compact-Disc

CDM Configuration and Data Manager
CDRL Contact Data Requirements List
CM Configuration Management

COTS Commercial Off-the-Shelf

CUl Controlled Unclassified Information
DM Data Manager/Data Management
DMF Data Management Framework

EAR Export Administration Regulation
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EIDM Enterprise Information and Data Management
GSCP Government Security Classification Policy

IP Intellectual Property

ISO International Organization for Standardization
IT Information Technology

ITAR International Traffic in Arms

NDIA National Defense Industrial Association

UK United Kingdom

XML Extensible Markup Language

3. DATA MANAGEME

The data management
and manage data artifa
The DMF sets the polici
identifies oversight resp

A recommended frame
declares information an
focuses on strategic pla
assessment, and deve
domains needed to eng
implements structure(s)
of the data artifact while
foundation for control a
of all information produg

NT FRAMEWORK

framework (DMF) establishes the foundation for the scope ‘of DM, develop
cts. Principle 1—Define the enterprise relevant scope of-data management
es and subsequent processes and procedures, driveS and is constrained by
onsibilities to ensure compliance issues are satisfied.

ng a structure to obtain
—is fulfilled by the DMF.
funding decisions, and

vork is comprised of a five-level hierarchy as.shown in Figure 3. At the fou
d data to be valuable assets of the enterprise and managed accordingly.

op the requirements for data (includinig security and protection). Level
ure data is available to the usersbased on Level 2 requirements. Level

Level 5:
Data Artifact

dation Level 1, a policy
vel 2 of the framework

nning in order to effectively create the data roadmap and data concept of operations, perform a risk

defines the tools and
ultimately defines and

with the tools putin place at Level3. At Level 5, the framework establishes [control and consistency
maintaining compliance and. traceability. As referenced in Figure 3, this framework builds upon the
nd consistency throughoutthe entire data life cycle while enforcing the co
ts.

pliance and traceability

Level 4: Design and
Implement

Level 3: Planning

Level 2: Contract

Level 1: Enterprise Data Management Policies

Figure 3 - Data management framework
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Without an established, effective DMF in place, data may still be acquired, but not efficiently managed. Poorly managed
data can have a significant impact on an enterprises’ ability to sustain growth or minimize risk. The DMF avoids potential
organizational conflict by providing a focus for consensus and agreement at the beginning of the project. For maximum
organizational efficiency, establish the DMF early and at the highest practical level (e.g., enterprise level) in order to align
strategy and to prevent information silos.

An organization’s projects are dynamic in response to external events and changing conditions. Therefore, an effective
DMF provides the structure to identify, assess, and respond to internal and external events and changes. The organization
may modify the framework as necessary to accommodate these changing business environments and compliance
regulations.

3.1 Level 1: Enterprise Data Management Policies

Policies, set by the enterprise-level authorities, establish primary decisions, guidance, rules, and actions within applicable

restrictions. The policie
level to enforce, yet all
regulation.

The enterprise data ma
facilitate the meeting of|
audit activities and prov

o

Is there policy
physical locatio

¢ Identify what extern|

o Has the custon

of the extent to
o Similarly, has tH
o Are there eithg

patents or copy

3.2 Level 2: Contract

lototbo tloo £ ook 1 1 £ Ll 4 H Tl TH 1o 1ol o
ICiadlc U UIT TOUTTUAUUTTIal Udls UT UITT TITICTUTIST.  TT1IT PUINUITCS STTUUIU VT

pw for flexibility according to project-level requirements. The policies pfo

nagement policies or policies that address DM functionality throughout the |
contractual, legal, and company requirements. The policies also support
de overarching guidance to the organization.

Determine what enterprise policies apply:
Does the enterprise have in place policies that define the authoritative source of truth for

Does the enterprise have in place policies related to retention and disposal of data?

related to disaster planning and recovery, such as maintaining data bag
h?

al forces apply:

er requested compliance with national or international standards? If so, de

e enterprise adopted national or international standards that apply?

r national-or international legal requirements (e.g., with respect to intellg
rights) that-have to be considered?

ritten at a high enough
ides management and

fe cycle of a project and
process verification and

anagement of data?

kups in more than one

velop an understanding

which changes in thetstandards, some unforeseeable, create new requirenjents.

ctual property such as

Level 2 is the project contracts or authorizations which produce data artifact.

The term “contract’ is intended to include formal contracts or agreements between two parties (with customer or supplier),
internal work authorizations within a company, memoranda of agreement, and any other agreement that describes the
duties to be performed. Data Management may apply to internally funded or contractual applications. A contract may also
be provided through a standalone contractor, and more generally, as part of a larger contract for goods or services. The
data requirements, for example, due dates, methods of delivery and markings, are specified in a contract.

3.3 Level 3: Planning

Level 3 of the framework focuses on planning at the project level to effectively create a concept of operations, perform an
opportunity and risk assessment, and develop the requirements for data (including security and protection).

With a strategic business view of the current project, and in compliance with the enterprise policies, select a standard set
of tools and processes that satisfy data management requirements.


https://saenorm.com/api/?name=6bab822bcda951c82578580b86c1d1cb

SAE INTERNATIONAL GEIA-859™B Page 9 of 34

Benefits of a standard set of tools and processes for use across the enterprise include the focusing of maintenance
expenses on the common suite and/or the ability to move people to emerging work without having to retrain them.

A data strategy creates the potential for data-related decisions to contribute to both short- and long-term goals for the project
and enterprise by aligning DM with the team environment.

In general, the assessment examines the internal strengths and weaknesses of the project and enterprise, as well as
external opportunities, challenges, and risks.

3.3.1  Concept of Operations

Concept of operations describes how data management framework will be employed in daily operations. Determining the
project requirements and ensuring enterprise processes and tools are in place and accessible to facilitate the management
and/or transfer of data is essential. It is also important to understand what the future expectations are to the enterprise for
the data that is developed—sothatenoughassetsareprovidedtomeetthemeedsof both-intermatiand external customers
and the organization.

3.3.2  Opportunities ahd Risk Assessment

Understanding opportunpities and challenges external to the project reveals how the éxternal envifonment can affect DM.
Opportunities promote the ability of the project to satisfy the project data requireménts. Risks limitjthe ability of the project
to satisfy the project data requirements. The risk management process continues throughopt the life of the data
management life cycle.

3.3.3 Develop the Requirements for Data
The requirements for data are specified within a contract or agreement. The outcome of the analys|s determines when and
how data requirements will be satisfied. At this time gaps will be.identified and resolved, opportunifies are recognized, and
potential risks are minimized in order to meet contract/agreemeént requirements.
3.4 Level 4: Design and Implement

In this level of the framework, the data manager puts into practice the enterprise data management policies, planning
assessment outcome, and contract requirements by defining and implementing structure(s) with the tools put in place at
Level 3. The information products are produced'in support of the project in such a way the data is agcessible to the projects
consumers as defined hy levels 1-3 of the.framework.
3.5 Level 5: Data Artifact

The successful executign of the four levels of the framework creates data artifacts throughout the mpaturation of its life cycle.

Part of the data managar’s role is to identify data artifact such as the data dictionary, metadata (attriputes of a data element,

e.g file size, author) motel/specifications, plans technical data packages, project status_and financials.

The data life cycle encompasses all the following elements: identification, requirements, process, preparation,
implementation, control, archival/disposition, and continuous improvement.

4. DATALIFE CYCLE

Starting with Principle 2 the data requirements are capture. The following sections will identify principles in order and
supporting materials defined at the project level.

4.1 Identification and Determination of the Needs for Data
The first step is to identify the data artifact from the contract and business needs that will be required to support the specific

project throughout its entire life cycle. On a new project, the process begins with understanding necessary types of data
artifact supporting the project life cycle. The data management framework enables the identification of the data artifact.
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4.2 Determine the Characteristics of the DM Solution

Consider the broad characteristics of the DM solution and what it must address (but not how to implement the solution). A
complete solution includes an analysis of all factors: internal, project specific, and external. Figure 4 illustrates the essential
steps, which is a matter of applying standard systems engineering principles to the development of a DM solution. Although
the process in Figure 4 is displayed as linear, it generally is iterative, especially requiring some cycling back and forth
between development of alternatives and prioritization.

R
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As illustrated in Figure 5, among the essential considerations are the following, although this list is not exhaustive:

a one-time requirement, or is there likely to be a recurring requirement for the data?

Determine the expected life cycle of the data and expected use of the data. Is data being developed or acquired against

Determine who will create or acquire the data. Many situations can apply such as: customer developed or acquired,

developed or acquired for the customer, supplier developed or acquired, or collaboratively developed.

Determine the expected requirements for access, delivery, maintenance, storage, protection, quality, and disposal over

the life cycle. As an example, it is reasonable to expect that data created during the early design phases of a project
will be important during later phases. As another example, it is important to determine if the customer is likely to require

delivery or access.
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The project should assd
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Determine who, over the life cycle, will have access to, be responsible for updating, and be responsible for disposal of

of these cases Is the most likely, and plan accordingly.

bre related business objectives and considerations. The following aré’exa
d for data being generated, delivered, or received:

tentially be reused or repurposed?

vision for ensuring the correctness of the data? If so, take-this into account
nancial standpoint.

bd and process to ensure accurate data input by users driving consistency/
bd to assess quality of data interface, 'continual or one time?

likely to be, a requirement to provide for continued long-term access, wh
5 if the enterprise ceases tosexist in its current form (e.g., as a result of reo

andon the line of business)?

‘prise want to be inthe business of long-term retention and delivery
lata) or will this respensibility be outsourced to a third party?

irement indicative of an emerging market for the enterprise, a market the e
enterpris¢ intends to withdraw from? The appropriate investments (time, ir
are different for each case.

mble the requirements identified in a useful form for designing the DM solu

s

mples of questions that

and plan for it from both

nuality?

t are the provisions for
anization, a buyout, or

for either electronic or

nterprise is maintaining,
frastructure, acquisition

tion. One way to do this

is to list the requirement
groupings:
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Current external customer contract requirements for specific deliverables or access.

Current internal customer contract requirements for specific deliverables or access.

potential requirements

Supplier requirements—i.e., requirements for data to be provided to suppliers rather than external or internal customers.

An example might be a set of envelope drawings that a supplier needs in order to proceed with detailed design. Another
example is sub tier supplier data receivables being provided to the customer via contract deliverables.

Derived requirements to satisfy external or internal customer requirements. As an example, even though the contract

with an external customer does not require formal logistics support analysis, logistics support analysis could determine
sustainment requirements and support designing a supply chain.
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[ ]
the enterprise.

Anticipated near-term new contract or internal requirements for deliverables or access.

Anticipated longer-term contract or internal requirements. Requirements imposed by enterprise policy and practice.

Requirements, such as those found in the uniform commercial code or laws, which come from the environment outside

Normally, the requirements from the process just described are not fully independent of each other (Table 2).

Table 2 - Interdependent requirements

Case Comments

Overlapping requirements

Important to detect and look for ways to combine requirements so

with a single rather than multiple efforts.

they can be satisfied

Conflicting requirements Can be simple—such as needs for the same or similar datag{bit af different points in
time.
Can be more complex—such as competing needs for data’sharing and protection of
intellectual property rights.

Synergistic requirements Example: The data created in response to one requirement, when|integrated with or

augmented by data created in response to a.second requirement,
a third requirement.

a process chart, network chart, or by similar suitable means.

Almost always introduces time dependencies; important to capturg interdependencies in

provides a solution to

The method for portray
database is sufficient. |
may be required. A stro

In some cases a contra
to meet the contract.
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responsible for preparir
they understand what

n others, particularly where process and-capability considerations are impg
ng DM solution depends on a clear understanding of the relationships.

K
"

Data Artifacts and Assign Data Requirements to the Project Areas Respons
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identifying the project area (or areas) responsible for generating each of
product, infesmation may be required from multiple authors to provide so
ne data product. In addition, clearly define and document the data require

g a.data product. Provide the project with the schedule and the supporting

some cases, a simple
rtant, a narrative report

olutions are considered

ble for Data Generation

e data artifacts. In the

h
L];CGS in the area of final

ents, including format,
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information, make sure
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Figure 6 - Relate data requirements to the functional areas r@sible for generating the data

4.5 Defining the Data
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Hata/hardware product and functional ar
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sponsible for creation and mana@nent of schedule and communicating
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the forecast of the data

be updated, or is perlodlccp? nature, determine the necessary frequency fof any updates. The data
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Products with
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Figure 7 - Identify users of the data artifact and establish when data will be needed
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Delivery of contracted d

ata can take many forms, including the following:

Providing delivery of data at a specified time or in conjunction with a specified event (by pushing data to the customer.)

Data access under agreed-to provisions (for example, period of time, individuals who may access, purposes of access,

and limitations). This approach does away with delivery, per se. “Delivery,” when it is needed at all, is effected by
notification that the data is available to be accessed (by the customer pulling the data when notified).

Deferred delivery: A method for delaying the delivery times for specified data. This approach is used when it is in the

buyer’s interest, for example, when design is still evolving and what is desired is technical data that corresponds to the

final design.

Deferred ordering: A method to establish the right to obtain data that may be needed in the future but for which a specific

requirement is not identified at the current time. This approach is used when a firm requirement for a particular data

product has not bed
5. PREPARATION
5.1 Value of Data Art

Data provides value to t

discovered, retrieved, managed, and leveraged across organizational projectyand system boun

product definition, intellg

Metadata, or information about documents and other data artifacts, is essential for identifying, catalg

and retrieving data. Cr|
approach tailored to sp

with locating information. Adopting a standard approach across;multiple projects or programs of ar

data reuse and shared

5.2 Data ldentificatiof

5.2.1 Process Map

Ensure data is properly
and retain data by seled
selecting metadata with

First, identify stakeholdgrs and review their requirements to identify data to be developed or procur

structure includes the v
functions who create, u

n established before contract award but there Is a potential need for the d3

facts and Consistent Identification

he enterprise only if users can locate and access it. Maximize data usefulng
pctual property, and other information—are vital asse€is of an enterprise.
bate and use a standard process for selecting metadata with a consistg
pcific business requirements. This uniform process helps to minimize the ti

Costs.

ting metadata forseffective identification, manage, storage, and retrieval. Co
users or othersstakeholders to ensure compatibility among organizations W

hrious affected projects and functions across your enterprise. Identify stake
bdate;éexchange, or enter data into a repository, or who search for data.

Shiza £ doce

data lJeca an Aaraanioad A raAa A oo

ta.

ss by ensuring it can be
daries. Data—including

ging, releasing, locating
nt, uniform, repeatable
me and cost associated
enterprise encourages

managed throughoutitsilife cycle by use of data identification supporting Prifciple 4. Create, protect,

ordinate the process for
ho will exchange data.

bd. Assure that the data
holders from all affected

d mathadc £ b~ | = h t A
HOTMZCTUT e tTOTSTOT G C oty Uata— O SsC—arT OorgarmzCl—approatr—to—ayv

rold confusion that arises

Provide consistent, har

from using redundant terms for one data element, such as “author” versus “person.” Create a systems architecture to help
develop a controlled data taxonomy for use across multiple projects, functions, and systems. Identify data owners and users
in the process, along with any requirements associated with metadata.

Processes must be consistent and will map the flow of data throughout the data life cycle.
5.2.2 Data Structure

Consistent use of metadata enable effective communications between enterprises exchanging data as well as within each
enterprise. Standardize the process for establishing metadata, even if the types of data to be managed vary among
enterprises and projects. Data managers should be aware of applicable standards for the development of metadata. Some
examples are:

The Dublin Core Metadata Initiative, ISO 15836 (https://www.iso.org) for developing interoperable online metadata
standards for different purposes, is useful in different business settings.
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The World Wide Web Consortium works on
(http://www.w3.0rg/2001/sw/).

metadata activities via its Semantic Web Activity

Domain-specific standards exist, so data managers should search for and be aware of the standards for the domains
in which they work, such as the Content Standard for Digital Geospatial Metadata, and the Standard for the Exchange
of Product Model Data (ISO 10303) (http://www.iso.org/).

Attributes are the properties that uniquely characterize the data, such as document number, title, maturity status, export
regulation, and data type. A metadata record consists of a set of attributes necessary to describe the data. Consider also
the relationships between artifacts and attributes. There may also be a need to create superior and subordinate
relationships, or parent-child relationships, among data artifacts. Identify these relationships when selecting metadata
attributes.

Although identification of attributes initially occurs during the early stages of planning, it repeats throughout the data life

cycle. New types of datd
all currently existing sto

Consider the cost of creating, entering and maintaining metadata attributes, against the)potenti

required to complete nu
missing or erroneous e
on whether tracking and

user to create simple dgscriptive records and provide for effective retrieval. Tailof existing metadat

needs of the users and

Business rules for metd
vocabulary, a limited s
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dictionary, standard ont

5.3
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may evotve, Tequiring differemtways of storing and retrieving. Changes to
rage and retrieval approaches that are in use, while maintaining the integtit

Imerous metadata entries when placing a document in a repository,-docume
tries or documents may not be entered into the repository atcall’Evaluate p
locating data would add value. Keep the set of required attributes as smal

stakeholders.

data must describe data consistently throughout.the life cycle. Select attr
et of consistently used and carefully defined terms. Without basic ter
iminishes the quality of search results. Both.field names and values bene
bcabulary is not project-specific but is created at the enterprise level in the
plogy, or similar means and applied consistently to all projects.

bve data dependent on the'tequirements of the data format. Electronic files
br other physical media; so the format characteristics should be consid
r the software application used to create or view the file, is relevant for re
nly in hard-copy format. The storage medium and file formats influence readg
formats may have retrieval and readability limitations over time. Selection

ps identify-resource allocation.
bcts with the Enterprise

e -and processes are developed and tested, train users in using the me

etadata should support
y of existing attributes.

bl benefits. If users are
hts may be entered with
btential attributes based
as possible to enable a
a standards to meet the

butes from a controlled
minology management,
fit from standardization.
form of a standard data

are managed differently
ered when establishing
trieval of electronic files
bility and reproducibility
of attributes to support

medium is useful in planning for storage facilities. For example, identifying the file size of data to be

Once metadata structu

data and templates to

identify the data artifacts. The purpose, expected results, and business rules should be in place to assist users with
developing standardized data artifacts. Allow for project adaptation of the enterprise controlled data vocabulary, to minimize
proliferation of project-specific terms.

5.4.1 Involve Applicable Enterprise and Project Stakeholders to Ensure Data Interoperability

When selecting metadata attributes, the enterprise should identify relevant stakeholders who potentially create data, update
data, exchange data, enter data into a repository, or search for data. Contact relevant stakeholders to obtain input and

coordinate requirements. Alternatively, each stakeholder maps to a neutral standard. In any event, flow down and explain
customer-invoked standards.
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The enterprise should identify relationships and their importance relative to other data elements in order to efficiently identify
and manage related objects. For example, the attribute for document revision may be related to another attribute for date
of revision. Also consider relationships among artifacts and data. Create superior and subordinate relationships, or parent-
child relationships, among data artifacts as necessary. As an example, a prime contract is divided up into multiple delivery
orders with attributes for prime contract, delivery orders, and down to contract data requirements list (CDRL). Identify these
relationships when selecting metadata attributes.

Identification methods, applicable to data, are typically identified at the enterprise level. Data and data requirements are
defined and identified with unique identifiers. At the project level, document the identification methods if deviating from an
enterprise policy or an enterprise policy does not exist.

5.5 Metadata Maintenance
Metadata attributes may change over time due to evolving requirements throughout the life cycle. These changes include

changes to the data re | or of systems that can
open it. Part of the over|

(e

all DM process includes periodic reviews of metadata attributes.
5.6 Attributes
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followings.assertion of data rights, export controlled by government regulatig
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atiens. For more information, see Principle 5. Provide access to data onl
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ard the integrity of data

tion. Access control is used to protect the value and ownership of inforfnation from unintended

need to control comes
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to data received, data
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person (e.g., team, citizenship, license) are aligned with the attributes of the information.

5.6.2 Establish and

Competition-Se

Maintain a Management Process for Intellectual

nsitive Data, and Data Rights

Property,

Proprietary

Information,

Intellectual property (IP) is a term used to describe real but intangible assets, embodied in such items as patents, copyrights,
trademarks, and trade secrets. IP is at the center of an enterprise’s competitive position and ultimately contributes to
financial success.! Typically, intellectual property rights belong to the organization which invested in its creation or as
documented in an agreement. For this reason, protection of IP is necessary to maintain an enterprise’s competitiveness. In
many cases, it is also necessary to comply with legal obligations to trading partners, including suppliers and customers.

' From a process standpoint, protection of classified data and protection of intellectual property are more alike than different. Here the emphasis is on

intellectual property. The rules for management of classified data can be found in applicable government documents.
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IP assets come from a variety of sources. In addition to internally developed data, IP is received from suppliers,
subcontractors, trading partners and customers. All of this data is identified and tracked for protection based on data rights.
The management process for IP and its relationship with other DM principles follows the steps:

1.

Establish process for access levels and definitions.

(vendor, subcontractor, trading partner, customer, internally developed).

Utilize established IP identification method.

Utilize established IP control method.

n obligations and requirements.

2. ldentify data source
3.

4.

5. Determine protectio
6. Ensure marking co
7. Validate data secur
8. Disposition data (sq

Determine how IP is ma
as statements of work,
the information obtained

Enterprise policies for I
and track ownership; m

In some instances, an
developing business T
circumstances it may &
reasons, these transfers

pitance:.
ty and access protection.
e Principle 7).

naged depending on the rights obtained from the provider through docum
license agreements, and contract negotiations. These-déecuments also d
from a supplier to a third party, as well as the obligations and requirements

P management provide a standardized way to categorize, mark, and identify
hnage rights to use and sell; control access; distribute; and dispose of IP w

enterprise needs to sell, purchase, or-license IP for purposes such as
elationships, creating new and larger’ markets, and realizing strategig
ven be in the best interest of the enterprise to place IP in the public dorj
should take place under predetermined conditions and be carefully contro

nted agreements, such

eTine the ability to deliver

to limit access and use.

the information; control
thin the enterprise.

establishing standards,

goals. Under certain
hain. Regardless of the
led, to protect the rights

of the data originators and owners. Regardless of the category or source of IP, it should be managed as an asset of the

enterprise. Failure to su
There are several typeg
e General business in

Financial and other

Information develog

ccessfully manage IP can(have personal, enterprise, national, and internati
of proprietary data. Serme examples include:

formation (not @vailable to the general public).

informationyto be used only within the enterprise (internal use only).

ed bydhe enterprise that has monetary value (enterprise proprietary inform

onal implications.

ation).

information).

Enterprise-developed—information—thattasbeen—officiatty registered—with—a—tegat—authority

(registered proprietary

The enterprise should evaluate internally developed and funded data upon creation and upon update to assess the viability
as a patent, trademark, or copyright. If appropriate, patents and trademarks should be registered with the appropriate
government agency, such as U.S. Patent and Trademark Office (http://www.uspto.gov/), and copyrights should be similarly

registered, such as with

the U.S. Copyright Office (https://www.copyright.gov/).

Data not specifically categorized as IP, but which might be construed as providing an enterprise advantage, is considered
to be competition-sensitive data.

Carefully review asserted data rights, whether sending information to a customer or supplier, or receiving information from
them. Once data rights have been negotiated and agreed by affected parties, data must be controlled in accordance with
those legal rights. Use audits of access and evidence of control to ensure compliance.
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Changes to the data may or may not impact documented agreements for data rights. The enterprise should review
documented agreements to assess the impact of the change. Areas of particular concern exist where the right to use the
updated item is not part of the original agreement. In those instances, new agreements must be negotiated. Establish review
and disposition methods for IP changes based on the business needs.

5.6.3 Establish and Maintain a Process for Export Controlled and Government Classified Data

In addition to the data protection requirements above, which are subject to civil penalties, government data security
breaches carry criminal penalties or could result in loss of life on the battlefield. Controls can be imposed by government
agencies, for example U.S. Commerce Department Export Administration Regulation (EAR), U.S. State Department
International Traffic in Arms (ITAR), U.S. Department of Defense Classified, U.S. DoD Controlled Unclassified Information
(CUI), UK Government Security Classifications Policy (GSCP), other government security documents.

5.6.4 Establish and Maintain a Change Management Process for Reviewing and Reducing Controls

Data is controlled so that changes to data, including its sensitivity, are reviewed and authéri
governance body and rgsults are provided on a need-to-know basis. Because data protection ¢arries

ved by the appropriate
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change management
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Depending on the variety of information to be protected (e.g., IP, pricing, or classified data) it may be useful to prepare
guidance in the form of a decision tree that leads employees through the government regulations and business rules that
must be followed to properly categorize and control data artifacts.

When information is provided to a person who is a citizen of a different country, export control requirements need to be
satisfied prior to disclosure. This includes printed, electronic, or verbal disclosure of information.

5.6.5 Ensure Markings are in Compliance with Conventions and Requirements

Once IP, government classification, export jurisdiction and control code, etc., has been identified, it should be marked
appropriate to its type or variety, both as metadata and on the document. Information provided to a government entity is

marked using government notices or legends. Disclosure of proprietary information in any other context requires an
agreement establishing the limits on disclosure.
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To summarize information security:

o Data sensitivity must be determined, marked and registered.

Asserted rights of data exchanged must be respected.

e Secure data appropriate to its sensitivity.

o Validate data security.

5.7 Data Delivery, Distribution, and Access

Preparing a data distribution package can include identifying the data requirement and due date being satisfied, one or
more data artifacts, and an intended distribution list. For data delivered to military customers, identifying the data rights or

assertions may be app
artifacts.
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When making changes to attributes, the enterprise should consider the impact on legacy data. In a large repository, it may
not be feasible to update the metadata of existing data collections, and it may be necessary to develop translation tables or
similar mechanisms.

5.9 Train and Certify Users

A mandatory training plan for data managers, authors and data consumers will support compliance with enterprise policies
and procedures. The enterprise should have representation on the SAE EIDM Committee.

Recurring training should provide refresher and updated direction.
There is an NDIA Certified Configuration and Data Manager (CDM) course and exam available. Some universities and

colleges have data management classes. Companies may develop their own training, including usage of systems, within
your SAE enterprise.


https://saenorm.com/api/?name=6bab822bcda951c82578580b86c1d1cb

SAE INTERNATIONAL GEIA-859™B Page 20 of 34

6. IMPLEMENTATION

Earlier, in the requirement definition for enterprise/program/project level and preparation phases, the organization
determined what processes, policies, and changes in organization and infrastructure are needed for successful DM
operations. Those DM requirements were constrained by the factors shown in Figure 8.

Enterprise-
wide Policies,
Practices and
I Processes

rioject
Requirements

Set of DM
Requirements
to be
Satisfied

Figure 8 - Factors in detetrmining DM requirements

The enterprise-wide policies, practices, and processes will include enterprise standards with which the data management
solution must comply. Hor example, some enterprises_ have adopted a standard software solution for DM. In that case, the
data manager must adapt either the DM processegs)to fit the software, and/or configure the standard software to support
their DM processes. In the final design of the DM solution, the data manager must determine the bgst approach to meeting
DM requirements while [complying with enterprise standards.

Project requirements afe a major driver for DM requirements. For example, a customer may cortract for the delivery of
product data as a threetdimensional-model in a particular format. In that case, the data manager must restrict DM software
choices to those that can export data in the format the customer required, with no loss of data integrity. External influences,
such as a regulatory change, can.contribute requirements for extra steps and metadata in the manalgement of product data.

The set of DM requirements drives the design of the DM system—the processes, roles and responsibilities, staffing, and
tools to manage the pMMMWhe DMF. In this phase,
the DM staff works with the information technology (IT) group to determine how to satisfy the DM requirements. There are
many options for this, from using software already in use elsewhere in the enterprise, to obtaining commercial off-the-shelf
(COTS) software and configuring it to meet requirements, to developing custom software. Depending on the option most

likely to be used, the design activities will differ.

Once a new tool has been selected, data is entered into the system via some combination of data conversion, import, or
manual entry. Once the new system is fully operational, the prior system is disabled and old data is dispositioned based on
business decisions. The data may be migrated, archived or deleted. If data is to be archived considerations for obsolete
tools and hardware need to be addressed along with security requirements.

Once the system is implemented and functioning smoothly, it should be in operations/maintenance mode, and the
continuous improvement activities should begin. These topics are addressed in Section 9.
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6.1  Maintain Data Assets and an Index of Enterprise Data Assets

To ensure that data assets are well identified, use appropriate metadata—identifying data pertinent to the items—to enable
retrieval of those assets. Metadata may include date, contract number, author, title, general topic key words, owning
enterprise document number, document serialization, default retention date, and data steward. Effectively identified data

assets enable timely retrieval and destruction as appropriate.

When evaluating how to store data, the following questions may assist with decision making:

Will the data ever be used as direct source information in the creation of new material?

migration might be considered more heavily than if its value is for a short duration.

How long will this electronic data likely have value to the enterprise? If valuable for a long period of time, electronic data
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v of holdings can be easily managed in an electronic environment. Many en
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What are the criteria for the storage life of data?

What are the costs associated with data retention?

position in a legal matter?

erprises have computer
t flag original metadata
lue of such data. Upon
o be non-value added,
that may be asked are

Is there potential for this data to satisfy contractual or other legal requirements (see section 7.5)?

Conversely, Is there data being stored past its policy or contractual lifespan that could jeopardize the enterprise’s
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7. CONTROL

7.1 Introduction
This section provides guidance that will ensure the integrity and timeliness of data, data elements, data structures, and data
views by adapting the principles of configuration management (CM) that are described in EIA-649.

DM and CM are two disciplines critical to the success of any project. They are strongly related and interwoven in their scope,
application, and elements. Both are disciplines whose ultimate purpose is ensuring the accuracy of the products they
support. One of the functions of each of these disciplines is to control change or, for some types of data, to protect the data
from change. Not all data requires formal change management, or the same level of control; it is a matter of balancing cost
and benefits. This section addresses Principle 6 and the body of data for which some level of control is appropriate.

An important factor to consider is when a data product is ready to be placed under formal data management control. This
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e management process

applies within DM.

The levels of control, which can be formal or informal, are defined by the requirement, and must be identified and
communicated at the beginning of a project. The following discussion applies to data under formal change management.

7.2 Determine the Impact of Change to Include Associated Products, Data, Data Elements, Data Structures, and Data
Views

The selection of the reviewers is critical to the successful accomplishment of the impact assessment. Reviewers are subject
matter experts who will use a set of criteria by which they perform the assessment. The criteria will cover cost, schedule
and performance within the technical area associated with the proposed change.
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The impact assessment should include all areas affected by the change by documenting the extent and significance of the
impact. Areas to consider include:

Specifications.

Supplier data.

Contract.

Product performance.

Requirements (for example interfaces, data usage, metadata within automation systems).

Customer-furnished information.

e Cost and schedule.
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The review process enfails ensuring balance between thoroughness and the timeliness of the rev

conducted and any img
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potential consequences
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dependent on the size,

mate closeout.
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ion may be required to
por there are unresolved

ing, or clarification.

prwise interested in the
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each party participating in the decision making process. The notification also provides essential information for updating
status accounting records, the “official” records of change dispositions.

7.4  Control the Integrity of Data, Data Elements, Data Structures, and Data Views

DM ensures that data artifact satisfy requirements. Doing so, in part, requires that the integrity of the data artifact (see
Principle 2 for definition) and associated data elements are maintained using a consistent change management process
and those changes are traceable and baselined and are approved by an authorized approval authority.

Data retains value commensurate with its accuracy, timeliness, and relevancy to the business. The value added by the DM
processes is the preservation of this worth. Relevancy of the data will vary throughout the life cycle of the project. Data can
vary in maturity and therefore importance. Data within a project undergoes a life cycle from origination, iterative development
of working data through maturity, e.g., created, submitted, approved, delivered, and archived data. At each of these stages,
data possesses different levels of value and importance. Recognition of these relative stages is important with regard to the
level of control that is imposed on the data. Some data is placed under change management at project inception, some is
considered for formal control at a later date, and some may never be brought under any formal control.
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A given project may also require different levels of control, depending on life cycle stage, customer imposed requirements,
enterprise requirements, or maturity of the project. Make decisions early in the process outlining which data “objects”
(products, views, queries, etc.) will require configuration control. It is also important to consider when control needs to be
imposed, whether changes to data assets need to be traceable and baselined, and therefore what level of control is
necessary.

Determination of the level of change management is a policy decision that should be driven by an information governance
system (See Principle 1). The over-application of controls is just as ineffective as too little control, and the application of
control too soon is as ineffective as too late. A change management process ensures efficient and effective processing of
change requests without impeding design development, production, or operational readiness.

7.5 Establish a Change management process that Imposes the Appropriate Level of Review and Approval
Data management control of data within a project is as important as configuration management control of the product’s

design. In fact, accuratg; oduct design. Figure 9
represents a basic chanjge management process which can be tailored to meet the requireme a particular project.

Identify Need for Jhange
Initiate Change

Coordinate,
Conduct, & Implement
Evaluate Impact Change
Analysis

Disposition
Change

Approved

Update Data Management Database

%C)-'igure 9 - Example change management process

7.6 Provide a Systen a%??eview of Proposed Changes within the Change Process

One of the most important reasons for an organized change management process is the thorough review that is applied to
a proposed change. This process provides critical information for the status accounting of the change, the change history,
and the ultimate disposition of the change. Although it is not always necessary to exactly mimic the CM change process,
the basic principles of good CM should be adopted.

The change authority plays a vital role in the change management process. This authority evaluates requests for change
based on information developed as a result of an administrative and technical review to approve (and implement) the
change, disapprove the change, defer the change, or return the change request to the originator for rework. This change
authority may take the form of a single project-designated individual or be implemented as a more formal Change Control
Board (CCB).
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7.7 Management of Data Objects and Artifacts

Data and other project-related information should be accounted for and tracked. This data may include items delivered to
the contractor by subcontractors, items delivered to a customer from a contractor, project plan data, performance and
financial data, project review charts and more. Recording metadata relative to a project and its owners whether they be
people or companies can be helpful when categorizing data, conducting data mining activities and for reporting. Examples
of the types of metadata that may be recorded are listed below (for more examples, refer to GEIA-HB-859):

e Unique identifier.

o Title of data product.

e Source of the data product.

e Date created.
e Date delivered.
e Author.

e Contractual due dale.

e Contract (or subcorjtract) reference.

e Media type (hard cqpy, disk, CD, file).

e Destination (who received a copy or who was notified of receipt).
e Storage location of priginal.

e Security classificatipn (if applicable).

e Export/import information (if applicable).

e Data markings (ex. [contractual, policy,‘'and distribution).

e Record of authority [(if applicable):

The process for maintaiping metadata, pictured in Table 3, defines how the metadata is generated, gathered, and populated

into the database. Theg process largely defines the information that is stored in the database [and sets the database
requirements.

Project requirements, availability of technical database expertise at affordable cost, and reuse opportunities drive the
architecture of the database. These elements have a bearing on whether the database is standalone, network centric,
internet centric (web-based), a simple flat file, relational, homegrown, or a commercial product. Table 3 lists examples of
the types of functions that should be considered.

Table 3 - Example elements of database functionality

Administrative Functions User Interfaces (Ul) Data Relationships and Functions
Database security Layouts Data fields
User permissions Sign-on Data formats
Administrative overrides View Data relationships
Administrative rights Input Metadata requirements
Output Metadata definitions
Reports Search mechanisms
Ad hoc Search criteria
User generated
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7.8 Establish and Maintain an Internal Validation Mechanism for Metadata

Several key validations are required within the DM process. The metadata creation process itself, the data stored in a

repository (if used), and

the data contained in the change database.

The validation process is best accomplished by the element of the enterprise charged with DM. There are several reasons

for this:

owners.

The enterprise element charged with DM is most familiar with the DM processes.

Correction of deficiencies is normally more expedient when responsibility is centralized.

The self-validation process helps to build lessons learned in a more meaningful fashion when conducted by the process
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7.9.2

Establish Mechanisms for Tracking and Determining Status of Data

The mechanism for tracking IP continues when tracking changes to IP. When changes occur, the ability to trace users of IP
data assists in determining the distribution for approved updates. As with other IP issues, changes need to be tracked and
the data rights reviewed before distribution.

At some point, rights to data expire or are no longer of value to the enterprise. There should be an enterprise retention
policy, because there is often a legal obligation to maintain the data. The enterprise therefore must retain the IP information,
including any and all documented agreements that define the data rights. Principle 7 provides guidelines for data retention
and storage.
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8. ARCHIVAL AND DISPOSAL

8.1 Retain Data Commensurate with Value
The purpose of this principle is to define methods for ensuring adequate retention and preservation of data assets which
are valuable to the enterprise.

Retain any data assets that are of potential business, project, operational, or historic value until the information is no longer
needed. Data of sustained value to the enterprise should be retained and evaluated on an ongoing basis. Timeliness of the
decision-making process with value-added data decreases the company’s risk. The right data at the right time is cost
effective and enables decision making and business processes. Non-value-added data should be removed from the
enterprise’s inventory.

Active data needs to be readily available to the enterprise for regular reference. Inactive data still retains value but is not
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Effective control of data is best accomplished through defined process ownership and accounta

planning for eventual d
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h stakeholders. Further,

in place to control data assets near the end of their useful lives so the enterprise does not store

Data management practices ensure data is stored at authorized locations, and backup copies of vital records are kept at
locations separate from the masters for best disaster recovery practice. They ensure that backup copies are not maintained
or stored at unapproved locations, such as personal residences. They make certain that the physical location of data assets
is known and that those assets are easily retrievable by those who need them.

Maintaining control of the repository and the associated processes or data holdings is necessary and may be a DM function.
The data manager should pay special attention to changes of stewardship. These changes can result from a number of
factors, including the following:

e Major organizational change—such as enterprise policy changes, corporate mergers, or corporate divestitures.

e Personnel changes resulting from changes in position responsibilities, attrition, or similar actions.

¢ Changes in management during the data life cycle—for example, from an on-site location in the early life cycle to an

off-site location when data is archived.
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