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1. SCOPE

This SAE Aerospace Standard (AS) defines a fault-tolerant synchronization strategy for building and maintaining
synchronized time in a distributed system of end systems and switches (we use the term “end system” for data terminal
equipment (DTE), as specified in IEEE 802.3), which can be used to support communication among these components for
traffic, which may have different levels of time criticality. In particular, the standard defines algorithms for clock
synchronization, clique detection, startup, and restart. These algorithms have been designed to allow scalable fault-
tolerance and provide self-stabilization mechanisms.

Time-triggered Ethernet supports the design of communication systems with mixed time criticality in which several
applications of mixed time criticality share a single physical network. In particular, an Ethernet network can be used to
transfer frames in a time-triggered mode (synchronous communication) and non-time-triggered modes (asynchronous
communication as for example Ethernet frames transmitted according to the best-effort strategy). The time-triggered
Ethernet synchronization strategy inherently compensates for latency and jitter resulting from this integration and ensures
h|gh_qua||ty synchroniszinn rlncpifn increased netwaork Iafnnr\y and jiffnr Qynr\hrnnhnd time pH /ides the foundation for
partitioning and isolatior] of critical applications from the less critical or non-critical ones.

End systems exchange ppplication data with each other by transmitting standard Ethernet.frames.|[The points in time when
end systems dispatch these frames can be coupled to the synchronized time. The transfer of these frames is then called
time-triggered transfer, hecause the trigger for frame dispatch is derived from time. Timestriggered Ethernet formally defines
the relationship between the synchronized time and the time-triggered transfer.

Time-triggered Ethernet|covers only the network aspects for mixed time-criticality systems'. Timeitriggered Ethernet does
not address how to intedgrate mixed time-criticality applications within a single node. Hence, partitionfing strategies for shared
resources other than thg network, e.g., memory partitioning, are not discussed in time-triggered Ethernet. Furthermore, the
fault-tolerance strategiep discussed in this standard also address only the networking aspects. [Time-triggered Ethernet
does not specify or recommend any complete system architecture for highly reliable systems.

3 &
S AS6802 .
3 Timei

N Triggered

R 2 Mf%ng

© ©

0 N Q

<5 @
SR

AS6802
Partitioning For Mixed-Criticality Systems

Ve

IEEE 802.3 (Switched Ethernet)

Figure 1 - Scope overview: This standard specifies a fault-tolerant synchronization protocol
to be leveraged for time-triggered communication and partitioning

' Adistributed system implementing this standard can use the same physical network for applications of mixed time criticality and unified

Ethernet networking.
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1.1 Purpose

This standard is a Layer 2 quality-of-service (QoS) enhancement that defines time-triggered services for Ethernet networks.
Time-triggered Ethernet is designed for the development of highly dependable systems for applications in multiple
industries, including integrated systems in aerospace, ground vehicles, and industrial process control. It provides the
capability for deterministic, synchronous, and congestion-free (lossless) communication among distributed applications,
unaffected by any asynchronous Ethernet traffic load. This standard is compatible with higher OSI layers (3 through 7) and
is transparent to applications designed to use asynchronous Ethernet.

1.1.1  Efficient Access Control Management

Global time can provide a powerful fault isolation mechanism for devices with temporal faults because global time operates
as a temporal firewall. In case of a failure, it is not possible for a faulty application to have access to the network at points
in time other than those configured a priori and stored in locations not acceSS|bIe to appllcatlons Depending on the location
of the failure, either an end : a switch can be masked
by particular design chpices, i.e., the SO- caIIed high- mtegrlty deS|gns such as self -checkingrppirs. This fault masking
transforms any failure ofl a time- trlggered Ethernet switch into an inconsistent omission failure-Jhismeans that inconsistent
omission failure is taken into account by the synchronization services described in this standard.

1.1.2 Unified Network

ing

The fraction of communi
domain. This temporal
Bandwidth that is either

Cation bandwidth assigned to time-triggered communication can be precise

$pecification allows isolation of time-critical messages from messages tha

not assigned to time-triggered communication or assigned but not used ig

y located in the temporal
t are not time-triggered.
free for communication

that is not time-triggered. In this standard, two traffic classes, in addition\io the time-triggered traffic class, are supported.

These are named rate-c
However, a communica

bnstrained (compatible with the ARINC 664-p7-concept) and standard Ethe
ion infrastructure that implements the time«triggered services specified in

may use the non-time-tfiggered bandwidth for any protocol only.@s long as the impact of the non

the time-triggered traffic

is bounded to an application-specified.degree.

1.1.3 Efficient Resournce Use

The global time contribu
minimizing the memory

conflicts. Therefore, the
delivered over the sam¢
1.1.4 Precise Diagnos
A global time-stamping

of distributed events. At
the overall system statu

fes to efficient resource usg in'several ways. For example, time-triggered ¢
buffers in network devices (e.g., switches) as the time-triggered communig
switches do not have-to prepare for worst-case bursts of frames arriving
destination physical Jink.

is
service,.such as can be provided by this standard, simplifies the process ¢
the same time, the synchronous capturing of sensor values makes it possi

S

pD.

rnet (IEEE 802.3) traffic.
this standard document
Hime-triggered traffic on

ommunication allows for
ation schedule is free of
rom multiple ports to be

f reconstructing a chain
ble to build snapshots of

1.1.5 Temporal Composability

Using global time allows the specification of device interfaces not only in the value domain, but also in the temporal domain.
This means that during the design process of devices, there is a predefined access pattern to the communication network.
Because of this, devices can be developed in parallel. Upon integration of the individual devices, prior service stability
guarantees that the individual devices operate as a coordinated whole.

1.1.6 Real-Time Capability

Time-triggered communication is highly suited for periodic command and control tasks or synchronous data delivery with
constant latency and minimum jitter (in microseconds or sub-microseconds).

1.1.7  Scalable Network

Time-triggered Ethernet QoS enhancements described in this document are appropriate for a wide range of applications
with scalable fault-tolerance requirements and design of N-redundant Ethernet networks.
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1.1.8  Circuit Switching Emulation

Circuit-switching behavior with fixed latency and sub-microsecond jitter can be emulated in packet-switched Ethernet
networks. Time-triggered Ethernet switching devices send packets according to a schedule that relies on global time.

1.2 Application

This standard has been designed to cover a broad spectrum of fault-tolerance and dependability requirements; e.g., single
and dual fault-tolerance. At the same time, the synchronization strategy can adjust in scale for compatibility with
cross-discipline applications (e.g., aerospace, automotive, medical, and industrial).

1.3 Interpretation

The following definitions shall apply when used in this document, unless otherwise stated:

MAY: An allowed action
SHALL: A mandatory refjuirement.
SHOULD: A recommengled action.
WILL: A declaration of iftent.

1.4  Structure
Each section of this dociment consists of both informative and normative subsections. In general, the last subsection is the
normative section and i always labeled “Normative Description” All'ether subsections are informative. Within the normative
sections, paragraphs beginning with “NOTE:” identify informative-text.
2. REFERENCES
2.1 Applicable Docunjents
The following publications form a part of this decument to the extent specified herein. The latest issue of SAE publications
shall apply. The applicaple issue of other publications shall be the issue in effect on the date of the purchase order. In the
event of conflict between the text of this document and references cited herein, the text of this document takes precedence.
Nothing in this documept, however, supersedes applicable laws and regulations unless a specific exemption has been

obtained.

2.1.1  ARINC IA Publi¢ations

Available from SAE [ITCf ARINC Industry Activities, 16701 Melford Blvd, Suite 120, Bowie, MD 20715,
Tel: +1 240-334-2578, tpSHwiwvnw-aviation-ta-comr’-

ARINC 653P0 Avionics Application Software Standard Interface
ARINC 664P7-1 Aircraft Data Network, Part 7, Avionics Full-Duplex Switched Ethernet Network
2.1.2 |IEEE Publications

Available from IEEE Operations Center, 445 and 501 Hoes Lane, Piscataway, NJ 08854-4141, Tel: 732-981-0060,
www.ieee.org.

IEEE STD 802.3-2005 Ethernet Standard


https://www.aviation-ia.com/
http://www.ieee.org/
https://saenorm.com/api/?name=15abda25488561cabaadc1952ae26396
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2.2 Definitions

ACCEPTANCE WINDOW: The window (in time) around a scheduled receipt point. An integration frame received within this
window is in schedule, while an integration frame received outside its respective acceptance window is out of schedule.

BABBLING IDIOT FAILURE: Babbling Idiot Failure describes a particular class of behavior of a component or device that
exhibits a failure. A component/device that exhibits this failure mode will randomly produce arbitrary messages on its
interfaces.

BEST-EFFORT (BE) MESSAGE: Ethernet frame that is sent as best-effort traffic. It is recommended to use the term
“pest-effort-transferred frame” instead.

BEST-EFFORT (BE) FRAME: Ethernet frame that is sent as best-effort traffic. It is recommended to use the term

“best-effort-transferred frame” instead.

BEST-EFFORT (BE) TR

BEST-EFFORT (BE) TR

timing constraints or hard temporal guarantees.

CHANNEL: A redundar
multi-cluster. End syste
belonging exclusively tq
other channels defined v
topologies (e.g., ring, p4

CLIQUE: Cliques are f
components synchroniz

CLIQUE DETECTION:
are formed.

CLIQUE RESOLUTION
once it is formed. Typid

complete network restart.

CLUSTER: A cluster is
and the same synchroni
clusters; currently availg

CLUSTER CYCLE: Ong iteration of the cyclically executed schedule of TT-transferred frame. As

message periods in the

AFFIC: Non-critical Ethernet traffic. BE traffic is typically the lowest priority.

ANSFER: An Ethernet frame that is communicated over a communication |

cy concept implied by a fault-tolerant system; always ,defined within th
ms may attach to one or more channels. A message traverses devices 3
one channel. This implies that a channel does not’share devices and ¢
ithin this cluster or multi-cluster. Channels are named with letters (e.g., A, B
rtly redundant topologies), do not use the term “channel”; rather, use “logi

ormations of subsets of synchronization "masters and/or compression
e within the subset, but not over subset boundaries.

Clique detection refers to an algorithm or procedure that is capable of det

Clique resolution refers t@ an algorithm or procedure that is capable of re
ally clique resolution involves the restart of a subset of the time-triggere

b |ogical groupofidevices (i.e., end systems and switches) with the same
ration priority, including the interconnecting communication links. Any devig
ble devices,*however, can only be part of one synchronization priority and

schedule, the cluster cycle consists of the least common multiple of these

nk without any bounded

e scope of a cluster or
nd communication links
bmmunication links with
, C). For more elaborate
tal link” or “frame route.”

masters, such that the

pcting cliques once they

solving a clique scenario
d Ethernet devices or a

synchronization domain
e may be part of several
one cluster.

5 there may be different
message periods.

COLD-START ACKNOWLEDGE FRAME: A PCF used to acknowledge a previously received cold-start frame. A cold-start
frame and cold-start acknowledge frame constitute the fault-tolerant handshake.

COLD-START FRAME: A PCF; synchronization masters periodically dispatch cold-start frames, as long as the devices in
the network are not synchronized or in case of clique formations. Upon synchronization, only faulty devices will dispatch
cold-start frames. A cold-start frame and cold-start acknowledge frame constitute the fault-tolerant handshake.

COMMANDER/MONITOR (COM/MON): In this high-integrity self-checking pair, a commander device performs the real
actions. At the same time, a monitor device observes all inputs received by the commander, performs the same
computations as the commander does, and shuts down the commander if it tries to apply any action that the monitor would
not. In a switch, the monitored action typically is the transmission of a frame with specific contents (high-integrity guarantees
that an operation is either correct or stopped, but never faulty).

COMMERCIAL OFF-THE-SHELF (COTS): Sometimes referred to as “component off-the-shelf,” COTS denotes products
that are ready-made and available for sale, lease, or license to the general public.
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COMMUNICATION CHANNEL: See “channel.”
COMMUNICATION CONTROLLER: The electronic circuit responsible for transmitting and receiving frames.

COMMUNICATION LINK: A connection between two physical ports, usually realized as a copper or glass fiber cable.
Communication links may be unidirectional or bidirectional. In time-triggered Ethernet context, only consider bidirectional
communication links.

COMPONENT: Short form of network component.

COMPRESSION MASTER (CM): A compression master collects PCFs from the synchronization masters. During
synchronized operation, the compression master calculates a fault-tolerant average (time), based on the dispatch points (in
time) of the PCFs from the synchronization masters. The compression master then dispatches a PCF of its own, where the
dispatch point of this new PCF is derived from the fault-tolerant average time. The synchronization masters and

anaw RCE o roacyvuncheranioa rlaocal elo.
TCHTOTZET TO T

cks.

synchronization clients § he-dispateh-point-of-th thei

on-Hoo-t o 0 o
T oSCtC—OTopatc PO et

During unsynchronized
protocol, which constitut
frames. The difference
frame (e.g.,the CT ID ¢

CONTROLLER: The ab

CYCLIC REDUNDANC
correctness at the recei

DATAFLOW: Thisisa g

term is used interchangg¢ably with the term “flow.”

DEVICE: An active netw

DISTRIBUTED COMPU
(i.e., cooperate in a dist
systems and its parts ru

DYNAMIC DELAY: As &
through the network. Th
but for dynamic delays ¢
a device usually impose

DYNAMIC TRANSMISS

Ot TTowW—T ot toOTTIYyT T oot o

operation (e.g., startup, restart, or clique resolution) the compression ma
Es rules on whether or not the compression master regenerates cold<start o
between regenerate and relay is that a regenerated frame is miadified fr
hanges), while a relay process does not modify the frame.

previated term for a communication controller.

CODE: A checksum transmitted together with each'frame. It allows the
er by means of cyclic redundancy.

eneric term to describe the movement of information (e.g., Ethernet frame

ork component (i.e., a switch or an-end system).

TER NETWORK: A network where at least some of the end systems (i.e., ¢
ributed way). From an application’s point of view, the application is distrib
h concurrently on them.

frame is transmitted’from a producer to a consumer device, this frame W
bre is a difference between static delays and dynamic delays: static delays

dynamic delays.

ION DELAY: See “dynamic delay.”

END SYSTEM: End sys

ster executes a startup

r cold-start acknowledge

bm the original received

frame to be checked for

5) within a network. This

bmputers) work together

uted across several end

ill be delayed in its flow
tan be calculated offline,

nly upper bounds can be calculated offline. Frame transmission conflicts aft the outgoing queues of

ETHERNET FRAME: A frame according to the standard IEEE 802.3. An Ethernet frame contains a header comprising MAC
destination address, MAC source address, and a 2-byte EtherType field. It also contains a 4-byte trailer comprising a CRC

checksum.

ETHERNET LINK: A communication link over which frames are transmitted, according to the IEEE 802.3 standard.

ETHERNET NETWORK: A network where communication takes place, according to the IEEE 802.3 standard.

ETHERNET PORT: A physical port that is able to exchange Ethernet frames.

ETHERTYPE FIELD: The EtherType indicates either the length of the payload (values between 0 and 1500) or the
subprotocol (i.e., the protocol used to process the payload (values of 1536 decimal (0x0600 hex) and greater)).

FAULT-TOLERANT HANDSHAKE: The sequence of cold-start and cold-start acknowledge frames. After a fault-tolerant
handshake, the devices will enter a state in the protocol state machine that indicates synchronized operation.
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FLOW: This is a generic term to describe the movement of information (e.g., Ethernet frames) within a network. This term
is used interchangeably with the term “dataflow.”

FRAME: A complete unit of transmission, a data packet of fixed or variable length, encoded for digital transmission over a
communication link. Each frame consists of a header, usually containing source and destination information and other
transmission-relevant information; payload (application data); and an optional trailer, usually containing some kind of
checksum.

FRAME ROUTE: Physical route of a frame from one end system (i.e., sender) to a number of other end systems
(i.e., receivers). This includes information about which switches are “visited” by the frame in which order, and which ports
and communication links it uses.

FRAME TYPE: The switch and end systems handle frames of the same frame type identically; however, different frame
types may differ in their size, purpose, payload layout, and routing information, as well as in other aspects.

GUARDED COMMANDSE: Term used to describe an algorithm in the form of a state-transition graph. If an algorithm is in a
given state in the state machine, the guard describes a set of conditions to be met to triggera-sgt of commands. If these
conditions are satisfied, |then a set of commands associated with the guard can be executed.

HIGH INTEGRITY: High integrity refers to a particular design of a component. A component thaf is designed to be high
integrity is also called g high-integrity component. In time-triggered Ethernet, a,high-integrity component is formed by a
commander/monitor paif. When a component is designed as high-integrity compenent, then it is industrial practice that the
failure modes of this high-integrity component can be restricted. In the case©f time-triggered Ethernet, the failure mode of
a high-integrity compongnt is inconsistent-omission faulty.

HOPS: The number of gommunication links between the producing efid system of a frame and the receiving end system,
minus one. Consequently, in a simple cluster, the maximum number_ of hops is one.

HOST: The computatignal unit within a node that executes“the operating system and appli¢ation software, usually
comprising the CPU, RAM, and some kind of non-volatile memory (e.g., flash, ROM, EEPROM).

HOST PORT: An interface used to transport Ethernet frames to and from the host CPU.
INPUT FRAME: A framg received on any one of the Ethernet ports.

INTEGRATION CYCLE| The integration eycle is the nominal period of integration frames. From|a clock synchronization
perspective, the integrafion cycle is the best-case resynchronization interval. As time-triggered Ethernet permits continued
synchronized operation|even in scenarios where a configurable number (e.g., y) of consecutive integration frames is lost,

the worst-case resynchrpnization intérval is given by y x integration cycle.

INTEGRATION FRAME} An integration frame is a PCF with the type field set to 0x2 hex. During synchronized operations,
integration frames are sgent in order to keep the local clocks of the different devices synchronized tp each other.

LOGICAL LINK: A logical, unidirectional connection from one source end system to one or more other end system
destinations. A logical link may be used, as required (desired connectivity), and does not need to specify the exact route.

LONGEST MESSAGE PERIOD: Maximum of all message periods in the cluster.

MAC ACCEPTANCE TABLE (MAT): A filtering mechanism to specify authorized management systems in the network.
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MESSAGE: This term is

a.

used in two ways:

document uses the specific term (e.g., frame, signal, etc.).

Generally speaking and in abstract context, it is used to denote a transmitted data entity. In a specific context this

Specifically, it is used to denote an element of data communication. As such, a message is defined by a data type and

(optionally) an initialization value. In a TT context, messages have state semantics (i.e., each message contains
information about the current state of a system parameter, like current temperature or current pressure). State
messages are strictly periodic (i.e., they have an update period: the message period); non-blocking; and have only one
sender/producer, but potentially many receivers/consumers.

MESSAGE PERIOD: Time between two consecutive transmissions of the same message.

MULTI-CLUSTER: A multi-cluster consists of clusters with different synchronization priorities, but the same synchronization

domain.

MULTICAST FRAME: A
being donated by the nj

highest order byte set tq 1

MULTICAST GROUP: T

NETWORK: A system
network may consist of

NETWORK COMPONE
as well as passive comg

NODE:

a. The entire logical/fu

b. Other I/O electronics.

A node is also referred f
NODE CONFIGURATIC
OBSERVATION WIND(

a fault-tolerant average
from the length of one g

n Ethernet frame transmitted to multiple destinations (i.e., to a group ofisw
ulticast group). The Ethernet multicast destination addresses haveithe Ig
he receivers of a multicast frame.

of interconnected electronic components or circuits) ‘generally termed
bne or more clusters or multi-clusters.

NT: Anything that is part of a network (i.e., active components, such as sw|
onents such as communication links or physical ports).

hctional part of an end system (i.e:; the computer, usually comprising the
o as smallest replaceable unit (SRU) or electrical control unit (ECU).
N: Describes the hardware-specific aspects of a device.

W (OW)yThe compression master collects PCFs asynchronously and usq

i.e., time). Depending on the number of PCFs received, the collection phag
bservation window to a configurable number, f, of observation windows.

itch ports, with the ports
ast significant bit of the

network components. A

tches and end systems,

ost, end systems).

s them for calculation of
e has a duration ranging
The maximum duration,

max_observation_windd

W,iS given as: max_observation_window = ( f +1) x observation_window.

OFFLINE: Offline refers to the design phase of a time-triggered Ethernet network. For example the communication schedule
for time-triggered traffic is produced typically in the design phase of the time-triggered Ethernet network and stored locally
in the time-triggered Ethernet devices. Therefore, when the time-triggered Ethernet network enters operation the schedule
is already established and does not have to be produced then.

Offline also refers to re-configuration of a time-triggered Ethernet network during operation. For example a spacecraft
application such as a satellite in orbit which receives an updated communication schedule. A general characteristic of the
offline phase is that decisions are pre-planned rather than dynamically derived.

OUTPUT FRAME: A frame sent on any one of the Ethernet ports or forwarded to the built-in management module of a
switch.

PAYLOAD: The actual (user relevant) data within a frame.

PERMANENCE: Associated with a single frame, permanence refers to a point in time, the permanence point in time, from
which a consumer can use this frame with a guarantee of no receipt of frames sent prior to this first frame.
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PHYSICAL PORT: A physical communication end point. Devices have physical ports for interconnection to other devices.
A communication link always attaches to a physical port.

Pl: The precision in the time-triggered Ethernet network. The precision is the maximum difference between two local clocks
in two correct devices in the time-triggered Ethernet network, after establishing a synchronized global time.

PORT: An interface for frame input and output. A port may be a physical port, a host port, or a management port.

POSITIVE ACKNOWLEDGMENT (PACK): Sometimes denoted as ACK.

PROTOCOL: A protocol is a set of guidelines or rules, especially a set of rules governing communication within and between

computing entities.

PROTOCOL CONTROL FRAME (PCF): A dedicated Ethernet frame that carries time-triggered Ethernet protocol control

information, primarily to
cold-start acknowledge

RATE-CONSTRAINED

the term “rate-constrain¢d-transferred frame” instead.

RATE-CONSTRAINED
term “rate-constrained tr

RATE-CONSTRAINED
and real-time requireme
as well as defined limits
traffic to meet requireme
systems).

RATE-CONSTRAINED
to the rate-constrained d

REDUNDANT (SET OFR
systems as channel A. 1

ROUTING (OF A FRAN
traffic, of the associated
derives from routing tab

SCHEDULE: A descript
specific synchronization
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rame (CA), or an integration frame (IN).

RC) MESSAGE: Ethernet frame that is sent as rate-constrainedraffic. It

RC) FRAME: Ethernet frame that is sent as rate-constrained traffic. It is ri
ansferred frame” instead.

RC) TRAFFIC: Time-triggered Ethernet traffic used\for applications with le
nts than strictly TT applications. RC traffic guafantees predefined bandwi
for delays and temporal deviations. Safety-critical automotive and aerosp
nts for highly-reliable communication and mederate temporal quality requir

RC) TRANSFER: An Ethernet frame that is communicated over a comm
ommunication paradigm.

) CHANNEL(S): A channél B is redundant to channel A, if it connects
'he topology of channel B.does not need to match that of channel A.

IE): The action of-adding the frame to the queue, corresponding to the 1
port or ports. The-switch decides to which outgoing port to forward incomi
es, which specify the CT ID traffic class, necessary checks, ports, etc.

on of thextemporal communication behavior, including TT traffic and RC tr.
domains.

SCHEDULER: A tool thatiscapable-ofproducingaschedsle—m — —————— |

cold-start frame (CS), a

is recommended to use

bcommended to use the

5s stringent determinism
dth for each application,
hce applications use RC
bments (e.g., multimedia

Linication link, according

b exactly the same end

espective frame type of
g frames. This decision

bffic. Schedules apply to

SHORTEST MESSAGE PERIOD: Minimum message period in the cluster.

SIMPLE CLUSTER: A cluster consisting of exactly one switch per channel. A cluster where the maximum number of hops
is one, when no defined channels exist.

STANDARD ETHERNET NETWORK: An Ethernet network with only standard traffic (i.e., traffic according to the IEEE 802.3
standard).

STANDARD ETHERNET TRAFFIC: Traffic that occurs in non-time-triggered Ethernet networks. It can be classified as BE
traffic.

STANDARD INTEGRITY: Components that are not designed as high-integrity components (see “high integrity”) are
standard-integrity components. It is industrial practice that an arbitrary failure mode has to be assumed for standard-integrity
components.
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STATIC DELAY: As a frame is transmitted from a producer to a consumer device, it has a delayed flow through the network.
Static delays can be calculated offline. Dynamic delays (only upper bounds) can be calculated offline, but usually have
frame transmission conflict delays imposed at the outgoing queues of a device.

STATIC TRANSMISSION DELAY: See “static delay.”

STORE-AND-FORWARD: The principle according to which a frame is processed within the switch. The switch completely
receives a frame and stores it in the switch local memory, which may be a queue. At a later point in time, depending on the
traffic class, the frame is sent to the output ports, as defined in the routing information (see schedule stored in the switch).
SUBSCHEDULE: Implementation detail for representing the schedule in an end system.

SWITCH: A device with many ports, which forwards frames from any port to any port(s), depending on its configuration.

SYNCHRONIZATION
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se if the synchronization

TIME-TRIGGERED (TT) MESSAGE: Ethernet frame that is sent as time-triggered traffic. It is recommended to use the term
“time-triggered-transferred frame” instead.

TIME-TRIGGERED (TT) FRAME: Ethernet frame that is sent as time-triggered traffic. It is recommended to use the term
“time-triggered-transferred frame” instead.

TIME-TRIGGERED (TT) TRAFFIC: Time-triggered Ethernet traffic used for applications with stringent determinism and
real-time requirements. TT traffic guarantees predefined bandwidth and latency for each application; used for safety-critical
automotive and aerospace applications that depend on highly reliable communication and have high temporal quality
requirements (e.g., closed loop control systems).

TIME-TRIGGERED TRANSFER: An Ethernet frame that is communicated over a communication link, where the start of
frame transfer is triggered by the synchronized global time.
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TRAFFIC: Data transferred over a communication media or the transferred data itself. There are different kinds of traffic
(i.e., traffic classes).

TRAFFIC CLASS: Traffic classes differ by the quality-of-service (QoS) they provide. In time-triggered Ethernet, traffic has
three classes: time-triggered (TT), rate-constrained (RC), and best-effort (BE).

TRANSMISSION JITTER: The maximum variation in the transmission latency.

TRANSMISSION LATENCY: The duration starting with the sending trigger of a frame until the reception of the frame at a
receiver.

TRANSMISSION RATE: Associated with RC traffic, the transmission rate of an RC frame is the inverse of the minimum
duration between two successive transmissions of the RC frame.

TRANSPARENT SYN <
protocol and coexist with legacy dataflow.

grate on top of a legacy
UNICAST FRAME: An Hthernet frame transmitted to a single destination (i.e., to a single switch port). The Ethernet unicast
destination addresses hpve the least significant bit of the highest order byte set to 0.
VIRTUAL LINK (VL): Allogical link with specific properties, as defined in the ARINC 664 standard. Each virtual link is
associated with a dedicated maximum bandwidth specified by the minimum framje interval, called the bandwidth allocation

gap, and the maximum frame length.

WIRE SPEED: Usually fefers to networking equipment with the capability’to process data at aggfegated wire speed (i.e.,
the bandwidth of the outgoing traffic equals the bandwidth of the incoming traffic).

2.3 Abbreviations
BE Best-effort (prefix; see best-effort transfer)
CA Coldstaft acknowledge frame

COM/MON Commander/monitor

COTS Commedfrcial (or component)-off-the-shelf
CPU Central [processing unit

CRC Cyclic redundaney

CS Coldstaftdrame

DA Ethernet (MAC) destination address
ECU Electronic control unit

ES End system

ETH Ethernet (as a prefix)

FCS Frame check sequence

ID Identifier (mostly in combination with other acronyms)
IN Integration frame

IP Internet protocol
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MAC
ow

PCF Protoco
RC
Rx
SA

TCP

Media access control

Observation window

| control frame

Rate-constrained
Receiver (prefix, e.g., to denote the direction of traffic)
Ethernet (MAC) source address

Transmission control protocol

TT Time-tri

Tx Transm

UDP

VL ID Virtual |

VL Virtual |

3. TIME-TRIGGERED

Time-triggered Etherne
operations that use acti
IEEE 802.3. Ethernet in
the network at arbitrary (]
of this event-triggered p
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nk
ETHERNET OVERVIEW

[ adds synchronization and time-deterministic data transfer characteri
ve star (e.g., hub or switch) topologies; while retaining full compatibility

herently uses an event-triggered transfer principle. Using this principle, an
oints in time. Service to the end systems is on a first come, first serve basis.
rinciple is the cumulative transmission delay and jitter, which occurs wh
er the same shared medium.'In contrast, the time-triggered transfer princi
to coordinate between end systems, which lessens the transmission del

ded real-time systems; including safety-critical control systems. Dependin
mplementation of ‘these time-triggered capabilities can be in hardw
e form of software-drivers for standard Ethernet chipsets (for less precise

he synchronization services that establish and maintain a global time
cal cloeks of the end systems and switches. The global time forms the ba

stics to those Ethernet
vith the requirements of
end system can access
An immediate drawback
bn several end systems
ple uses a network-wide
ay and jitter. Adding the

rinciple to standard Ethernet makes it possible to reduce the delay and jitt¢r to levels that meet the

j on the synchronization
are (for high-precision
synchronization).

, realized by the close
sis for implementing the

] systéem properties (e.g., temporal partitioning, precise diagnosis, efficient resource use, or

composability).

Time-triggered Ethernet

a.

provides characteristics and services in the following three categories:

Support for traffic with differing timing requirements: Time-triggered Ethernet enables time-triggered and event-triggered

communication, as well as integrated time-triggered/event-triggered communication on the same physical network.
Time-triggered Ethernet limits latency and jitter for time-triggered traffic, limits latency for rate-constrained (RC) traffic,
while simultaneously supporting the best-effort (BE) traffic service of IEEE 802.3 Ethernet. This allows application of
Ethernet as unified networking infrastructure.

Transparent Synchronization: Time-triggered Ethernet network uses protocol control frames (PCFs) to establish and

maintain synchronization. The PCF traffic has highest priority; but, otherwise, it is similar to rate-constrained traffic.
Time-triggered Ethernet compensates transmission jitter introduced during traffic propagation and operations in the
switches. This compensation establishes a well-defined interface for fault-tolerant clock synchronization algorithms.

Scalable fault tolerance: Time-triggered Ethernet provides fault-tolerance mechanisms scalable to various application

requirements. The time-triggered Ethernet design is scalable to cover two different failure hypotheses: a single-failure
hypothesis and a dual-failure hypothesis.
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3.1 Support for Traffic with Differing Timing Requirements

This standard specifies synchronization services for packet-switched Ethernet networks. An Ethernet-based system
consisting of devices that implement these services is able to communicate synchronously with fixed latency and ps jitter.
The core of these services is the synchronization of the local clocks in end systems and switches.

Time-triggered Ethernet specifies time-triggered services that are added to the standards for Ethernet established in IEEE
STD 802.3-2005. Figure 2 shows a parallel view of the time-triggered services and the common Open Systems
Interconnection (OSI) model layers. A communication controller that implements the time-triggered services can
synchronize its local clock with the local clocks of other communication controllers and switches in the system. A system
designer can define an offline schedule of frame transmission with respect to the synchronized time, and the time-triggered
Ethernet devices can then dispatch frames according to this schedule. Such a transfer of a frame according to a
synchronized time is called a “time-triggered transfer.” Offline scheduling tools can be used to guarantee that time-triggered
transfers are conflict-free (i.e., no two time-triggered frames compete for transmission). Time-triggered communication is
not priority-based and i rk traffic congestion for
time-triggered frames ar ed by any asynchronous
Ethernet traffic load. As acket-switched network
standard such as IEEE

driven onlvy by time nroaression and frame schedule This nrevents netws
=) Prog g

d enables communication with fixed latency in Ethernet networks, unaffect
a result, circuit-switched communication can be emulated on top ©of @ g
B02.3 Ethernet.

In addition to the time-tifiggered (TT) transfer, the synchronized global time is used ¢o Specify ten
intervals in which non-time-triggered communication may occur. This allows time-triggered Ethernet
to support communicatipn among applications with different real-time requireménts over a singl
example, in a particulaf time-triggered Ethernet realization, there may bethree different traffic
time-triggered, rate-constrained, and best-effort.

poral characteristics for
device implementations
e physical network. For
classes (see Figure 2):

Tight latency, jitter, and [determinism requirements can necessitate theruse of TT transfers. All TT fransfers are dispatched
at predefined times. In cases where an end system decides not to use'its assigned time slot (e.g., If there is no new data to
send), the switch recogmizes the inactivity of the sender and fregs:the bandwidth for the other traffic classes. TT transfers
best suit communicatior]s distributed in real-time systems.

Rate-constrained (RC) traffic establishes periodic communication with maximum bandwidth use to
in complex networks. Sdiccessive transfers of RC frames belonging to the same rate-constrained

ensure bounded latency
Hataflow are guaranteed

to be offset by a minimyim duration as specified offline. This is in contrast to TT communication,
minimum duration also gpecifies a maximum duration for this interval. The RC communications

ARINC 664 standard paft 7. A system designermay decide to use RC transfers when determinism

requirements are less strict than those that drive the use of TT communication. RC transfers guara

allocation for each trangmission, with defiried limits for delays and temporal deviations. In cont:ra

transfers are not dispajched with respect to a system-wide synchronized time base. Hence,
controllers may dispatch RC-transferred frames at the same point in time. Consequently, the RC
queue up in the networl switches;-leading to increased transmission jitter and requiring increased

known transmission ratq of the RC transfers and the network switch controls, it is possible to avoid {

the transmission latency offline.

which in addition to the
paradigm is specified in
and real-time operating
tee sufficient bandwidth
st to TT transfers, RC
Jifferent communication
transferred frames may
buffer space. Given the
rame loss by calculating

Best-effort (BE) transfers implement the classic Ethernet approach. There is no guarantee if and when these frames will be
transmitted, what delays may occur, or if BE-transferred frames will arrive at the recipient location. BE transfers use the
remaining bandwidth of the network and have lower priority than TT and RC transfers.
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Application
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RC Servicesy, | IP IP I J TT Services
I ]|
I |
Ethernet 802.3
| |
Figur

2 - Interaction of standards and Ethernet protocol layers: applicatio
us

s can
different protocol services and QOS enhancements{for communica

ion
As depicted in Figure 2| frames from higher-layer protocols, such as IP ar UDP, can easily beco
modification of the frani

me TT transfers without
es' content. TT services are concerned with configured frame transmisgion timing, not with the
content of frames.
F——— === 1
Synchronous / Time-Triggered | Asynchronous
(Circuit-Switching over | Communication |
Packet-Switched Network (PSN)) |  — — — — — — ™
A
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/// \“
\
\
\
\
\
\
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o
= P7 effort
o
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Partitioning For Mixed-Criticality Systems

\/

Total Point-to-Point Bandwidth

IEEE 802.3 (Switched Ethernet)

Figure 3 - Example of robust bandwidth partitioning through
time-triggered Ethernet services
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As depicted in Figure 3, the available bandwidth is shared by different QoS services due to robust bandwidth partitioning.
Other QoS protocols can be added to the switch functionality and executed in a portion of bandwidth not used by
TT-transferred frames. Time-triggered Ethernet switch implementations contain in a minimum configuration the support for
synchronous TT.

[ el [T [ =,
- 3ms cycle = 3ms cycle 3ms cycle
Switch
A J Receiver
-
[ | e (e [ | e e [ee |
|E—”?| RC | BE | _ = 3ms cycle A 3ms cycle 3ms cycle
2ms cycle 2ms cycle - 2ms cycle : > 2ms cycle 2ms cycle 2ms cycle 2ms cycle

6ms cluster cycle
Figure 4 - Example time-triggered Ethernet network

Figure 4 depicts an example of a time-triggered Ethernet network implementation. This implementation consists of two end

systems that send fran
integrated dataflow from
as frames transferred &
transferred as BE, and f
side of the image.

The transmission of a frg
For example, given a ng
two frame transfers, a fi
receiver. In a multi-hop
is required for each mu
combination of rate-con

es, a switch that integrates the frames from the two senders, and a r
the switch. As depicted, Sender 1 sends a frame transferred as TT with
s BE. Sender 2 transmitg™a-frame transferred as TT with a period of 2
rames transferred as RC. The resulting integrated dataflow appears in Fid

%

ceiver that collects the
period of 3 ms, as well
ms, as well as frames
ure 4, on the right-hand

a switch-based network.

me from a sender.10 a receiver typically requires several frame transfers in
twork consists-0f end systems all connected to a single switch, each fra

a first switch and as RC

e transmission requires

st frame trarsfer from the sender to the switch and a second frame transfer from the switch to the
hetwork,\the number of frame transfers increases with every hop, i.e., an @additional frame transfer
ti-hop connection. The individual frame transfers that make up the framg¢ transmission can be a
Straified and time-triggered transfers. For example, a frame is transferred @s TT from the sender to
from the first switch to the second switch and as RC from the second switth to a receiver.

See Appendix B and the following section for specifics regarding the binding of particular frames to traffic classes (e.g., in
an ARINC 664-p7, compatible system, the binding to the traffic class is based on the Ethernet MAC destination address).

3.1.1  Time-Triggered Dataflow Specifics

Figure 5 depicts the flow of a TT-transferred frame f; from a sender to a receiver via an intermediate switch. In order to
uniquely locate the frame transfer in the network, the figure shows the frame transfer with the respective dataflow links

([A, D] or [D, E]). In general, we use [vx, vy] to denote a link and fi[v"' "I to denote the frame f; transferred on this link.
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y /’ v 4
g T Sugy
Link [A,D] | switch | Link[D,E] Switch
A D E
! \ T
dispatch_pit  send_pit A Time
. —
Link [A,D] max (send_delay) +
hw_max_send_latency
L D Time
receive pit
Pi Pi  max (send_delay)
Acceptance Window
accept_pit
! ! e ™
dispatch_pit  sendpit D Time
. S
Link [D,E] max (send Jdelay) +
hw_max_send_latency
! ETinje

receive_pit

Figure 5 - Relevant points in.time in the flow of a frame

This flow identifies the f

a. Dispatch point in tim

periodic interrupt that triggers the transfer of a frame. It is generated for each TT transfer by th

offline configuration

b. Send point in time
edge of the first bit g

send_pit eJdispatch_pit, dispatch_pit + max(send_delay) + hw_max_send_laten

where send_delay is

bllowing relevant points in time and-how they are related:
e (dispatch_pit): The dispatch point in time of a frame f; transferred as T
tool).

send_pit): The send point in time of a frame f; transferred as TT is the i
f the first symbol after the Start of Frame (SOF) delimiter is transmitted on

the(delay resulting from a busy communication link when there is already

[ is the statically defined
e scheduler (typically an

hstant when the leading
the communication link.

cy] (Eq. 1)

a frame in transit when

dispatch_pit is triggered—Fhe—max{send—delay)function—describes—theoffline—calculdble worst-case delay.
hw_max_send_latency describes the send latency imposed by the hardware other than the latency resulting from
queuing effects.

Receive point in time (receive_pit): The receive point in time of a frame f; transferred as TT is the instant of receipt of
the first bit of the frame. The temporal difference between send pit and receive_pit is the communication link latency
link_latency.

receive_pit = send_pit + link_latency (Eq. 2)
Start acceptance window point in time (accept_pit): The switches can check the temporal correctness of a frame
transferred as TT. A frame transferred as TT will qualify as temporally correct, if the first bit of the frame is received
within an acceptance window starting at accept pit and ending at (acceptp; + 2 x Pi + max(senddelay) +
hw_max_send_latency), where Pi is the maximum temporal difference of any two correctly synchronized local clocks in
the network (i.e., system timebase precision).

accept_pit = dispatch_pit + link_latency - Pi (Eq. 3)
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The dispatch point in time of a frame f; transferred as TT on a communication link [vx, vy], fi[v"‘ Wl .dispatch_pit, is identified
by the period of x, period_x and an offset within the period (0 in this example). As depicted in Figure 6 periods can be

harmonic or non-harmonic.

period_y period y period y period vy
offset offset
offset vy Y offset y _Y
X |y 51 = ¥
offset_y offset_y
period X period_x
{a} harmonic frame pericds
[ period _z period_z pericd z
offset z offset_z offset z
{ ; LY
I ! I z z ! A
period_x period_x

cluster cycle

fi[v"’ " represents framg

following equation:

The frame period of a fiame transferred. as TT and frame length parameters are offline configure
task of the scheduler to pssign values 1o F-.offset for all frames F on all links L in the network.

(b} non-harmonic frapde pericds

Figure 6 - Characterization of a frame

fil¥ = {fi.period, fil» Wl.offset, filength}

A frame transferred as T will be-identifiable by a bit pattern inside the Ethernet frame.

NOTE: Typically some pfihe fields in the header of an Ethernet frame would be used as the bit p

f; transferred as TT on a communication link [vx, vy]. It is completely temporally specified by the

(Eq. 4)

d in the system. It is the

bttern to identify a frame
encoded in the Ethernet

MAC Destination address Another implementation may use the EtherType field of the Ethernet header as bit
pattern. IEEE802 Ethernet standard specifies the EtherType field as part of the header of an Ethernet frame.

When the EtherType field is used to encode the traffic class, EtherType has the value 0x88d7 hex.

NOTE: EtherType 0x88d7 hex prevents use of higher layer protocols such as UDP and TCP.
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3.1.2 Rate-Constrained Dataflow Specifics
A frame transferred as RC is specified by its maximum rate and its length.

fi = {firate, filength} (Eq. 5)
A non-faulty sender will respect the rate of frame transmission for a frame transferred as RC. A faulty sender may aim to

send frames more frequently than allowed. Hence, switches for rate-constrained traffic implement a traffic policing function
known as leaky bucket or token bucket algorithm (see Figure 7).

A&
*ﬂ:%i::
Sender " Switch
-
A B
mm P L
dispatch_pit ~ send_pit A Time
T
max(send_delay)
\ e
receive_pit B Time
Frame Enabled | Frame Disabled | Frame Enabled

Minimum Gap

Figure(7 r-Leaky bucket algorithm

The leaky bucket algorithm measures the time:between two frame receptions. If this time is shorter than a specified minimum
gap, the frame is droppgd.

3.2 Transparent Syndhronization
Time-triggered Ethernetlis a transparent synchronization protocol, which means that it is able to copxist with other traffic on

the same physical communication network. Examples of traffic that would coexist with the synchropization protocol include
standard Ethernet or rate-constrained services such as ARINC 664-p7.

In time-triggered Ethernet, the periodic exchange of synchronization messages (i.e., PCFs) establishes and maintains the
global synchronization. For fault-tolerance reasons, a multitude of devices can be configured to generate PCFs. The devices
generating the PCFs may distribute these PCFs with a large number of intermediate devices between them (e.g., switches).

For example, in an Ethernet network that consists of ten switches that are connected in sequence, the components that
generate the PCFs may be located ten hops away from each other. In standard Ethernet networks, the transmission latency
and transmission jitter are directly proportional to the number of hops between any two senders. Therefore, the receive
order of these PCFs is not necessarily the dispatch order of these messages. For instance, if end system A shares the
same switch as end system B, it will receive generated PCFs from end system B prior to those sent from end system C
(located three hops away), although end system C sends the PCFs earlier than end system B. Close proximity of end
systems, however, does not guarantee earliest PCF receipt. This is due, in part, to the unpredictable switch buffer allocation
at runtime.
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Time-triggered Ethernet defines basic functionality that allows for transparent integration of TT services on top of message-
based communication infrastructures, such as a standard Ethernet. Time-triggered Ethernet defines a novel application of
the transparent clock mechanism, which enables the concept of the permanence point in time, making it possible to

reestablish the dispatch

a.

order and relative timing of messages as follows:

transmission, reception, or relay of a PCF add this delay to a dedicated field in the PCFs.

reestablish PCF ord

1.

2.
is added to the |

er and relative timing with high accuracy.

Calculate the worst case delay offline.

CF ac it flonac the ha nat ntioan At tha

Application of transparent clock mechanism: All devices in the distributed computer network that impose a delay on the

Calculation of the permanence point in time: The application of the transparent clock mechanism makes it possible to

Upon reception of the PCF, delay each PCF for worst case delay minus dynamic delay, where the dynamic delay

dynamic delay,
The message dispatch
algorithms. Any fault-ma
network requires a rees

In addition to reestablis

reading during synchrofized operation, as depicted in Figure 8. In this example, the clock of th

slower than the clock of
is already 5 ys ahead of

a. A precision (worst-c
b. A scheduled point in
c. A scheduled windov

Next, instead of directly
of the PCF:

a. The consumer calcl
b. At 8 us after the rec

c. The difference betw

o arah-tha atian ~ho al T nil
a5HHOWS—H ||vuull the-cormmuieattion-eRahRher—he POt H-te-attng

bfter the reception point in time, is the permanence point in time.
prder is extremely important for fault-tolerant algorithms, particularly fault-
sking synchronization protocol that ensures synchronization of local'clocks
ablished PCF dispatch order.

nment of the dispatch order of PCFs, the permanence-pQint in time is als

the consumer of the PCF. At the dispatch point in:time of the PCF, the loc
the generator. This example assumes the following static configuration:

pse offset between any two correct local clocks in the system) of 10 ps.
time, given by the worst-case transmission delay (max_transmission_del
, Which is statically defined as.a +-precision window around the scheduled

calculating the clock difference, the following dynamic computations will b

lates the permanence delay (8 ps).
eption of the-PCF, the permanence point in time of the respective messag

ben thispermanence point in time and the scheduled point in time equals th

The benéefit of this apprg

which only depends on thepreeisionin-the-system—Alseirthe-case-of-multiple- PCF-generators;-+

ach'is the independent size of the scheduled window from the transmissidg

worst case delay minus

tolerant synchronization
n a distributed computer

0 used for remote clock
b generator of a PCF is
Al clock in the consumer

hy), of 50 ps.
point in time.

e executed upon receipt

b is generated.
e clock difference value.

n delays in the network,

he permanence function

allows for clock difference values, which measure in increasing order, simplifying further fault-tolerant calculations.

The permanence function constitutes an algorithmic interface to the clock synchronization algorithm. The single
network-dependent configuration parameter is the max_transmission_delay, which defines the position of the receive

window in time.
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Generator Consumer
101~ | 00:00 |~ 203 Represents a current or

max_transmission_delay (50 ps)

actual_transmission_delay (42 ps)

min_transmission_delay (30 ps)

Dispatch Point in Time

(dispatch_pit

Receive Point in Time
(receive pit)

00:05 scheduled clock reading in
milliseconds:microsecond

Permanence Point

n Time

(permanence_pit)

. Example
s Precision ..f......ccoovviiiiiiiin, 10us
oF
©@ 2 Scheduled Receive Point in Time
n '“g (scheduled] receive_pit) ............... 00:00 + max_transmission_délay (50 ps) = 00:50
o
Scheduled Receive Window ......... 00:50 (+/-) 10us = [00:40%,00:60]
Permanence Delay ..................... max_transmission_delay (50 us) —
o 5 actual_transmission_delay (42 ys) = 8us
£
3 Permanence Point in Time
5* g (permanenge_pit) ......oooviiininnne. receive_pit(00:05 + 42 ps) + 8 ys = 00:55
O
Clock Diffdrence .........cccccvvevnnnnne. scheduled_receive_pit (00:50) —
permanence_pit (00:55) = -5us

3.3 Scalable Fault To

Figure 8 --Transparent clock: remote clock time reading

erance

Time-triggered Ethernet

specifies a synchronization protocol, which uses active redundancy to f

failure modes, discusse:f in.the following subsections. The failure behavior at one level of a system

at the next higher level

f 2 higrarchical sustam
H-RHeRFGRIca-SYStem-

blerate a broad class of
becomes a failure mode

3.3.1 Failure Modes

This section describes well-known failure modes. With respect to the communication network, the discussed failure modes
(see Figure 9) relate to the behavior of the devices (e.g., end systems and switches) and their network interfaces.
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b. Fail-omission failurg
will fail to send and/

c. Fail-inconsistent fai
Fail-inconsistent mgq
example, one recei
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modes. A faulty dev
messages (potentia
destinations.

e. Fail-arbitrary failure
in time. Furthermorg

3.3.2 Failure Hypothe

Time-triggered Ethernet

7\%1@0

Figure 9 - Failure modes overview

¥ »

hode: A device fails silently, when it simply stops producing eutput.

mode: In contrast to the fail-silence failure mode, a-deyice that fails in g
Dr receive an arbitrary number of frames.

ure mode: This failure mode impacts transmissions from a single send
er may qualify the message as correct while another one qualifies the mes
ission failure mode: This mode is_a~combination of the fail-inconsistent

ce can arbitrarily classify a subset of received messages as correct, while
ly correct) as incorrect. The faulty device can also arbitrarily select mess

mode: A device that fails arbitrarily can generate messages with random co
, the fail-arbitrary dévice may send its messages on an arbitrary selection
Sis

has been.designed to support single-failure and dual-failure hypotheses.

a.
fail-arbitrary failure

Single-failure hypot:r

Real-Time

il-omission failure mode

br to multiple receivers.

ans the sender fails in such a way that different receivers perceive the message differently. For

bsage as incorrect

and fail-omission failure
tlassifying the remaining
hge communication port

ntents at arbitrary points
of outputs.

esis=Under the single-failure hypothesis, time-triggered Ethernet is inten

$Ve

f'an end system or the fail-inconsistent-omission failure of a switch. The syitches in time-triggered

d to tolerate either the

Ethernet network can be configured to execute a central bus guardian function. The central bus guardian function
ensures that even if a set of end systems becomes arbitrarily faulty, it masks the system-wide impact of these faulty
end systems by transforming the fail-arbitrary failure mode into an inconsistent-omission failure mode. The arbitrarily
faulty failure mode also includes babbling-idiot behavior. Time-triggered Ethernet switches establish fault-containment

boundaries.

In order to satisfy the single-failure hypothesis, the network needs to contains at least four end systems acting as
synchronization masters and at least two switches operating on independent channels and acting as compression

masters.
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Dual-failure hypothesis: Under the dual-failure hypothesis, time-triggered Ethernet networks are intended to tolerate
two fail-inconsistent-

omission faulty devices. These devices may be two end systems, two switches, or an end system

and a switch. The last failure scenario (i.e., end system and switch failure) means that time-triggered Ethernet network

tolerates an inconsi
overcome.

In order to satisfy

stent communication path between end systems. This failure mode is one of the most difficult to

the dual-failure hypothesis, the network needs to contain at least five end systems acting as

synchronization masters and at least three switches operating on independent channels and acting as compression

masters.

In both the single-failure and the dual-failure case any number of end systems and/or switches may be configured as

synchronization clien
client or compression master,

ts. Note, that all switches in the network, no matter whether they are configured as synchronization
must adhere to the fail-inconsistent-omission failure mode. Note further, that

synchronization masters need access to all mdependent channels whlle a compressmn master needs access to a single

independent channg

compression maste
this association. Al

containment unit (i.g.,

for a single failure).
same failure mode
single-failure hypoth
switch; it will be tole

3ste implemented in end systems while
functlonallty is usually |mpIemented in swﬁches Whlle this is not compulory, this standard uses
50, all switches being part of the same independent channel are~pergeived as a single fault
any number of switches of the same independent channel may become faulty, which will account
Communication links are perceived as part of the transmitting device and need to adhere to the
as the respective device (e.g., a link connecting a switch and an end system in case of the
esis will be tolerated to be fail-arbitrary faulty with respect to)frames sent by the end system to the
rated to be fail-inconsistent-omission faulty with respect(to frames send by the switch to the end

system).

Arbitrary disturbanc
presence of perma
self-stabilization prg
upset in a multitude
arbitrary to a synch
problem.” Cliques a
within the subset, b

bs: Time-triggered Ethernet networks are intended to tolerate transient d
nent failures. Under both single- and dual-failure hypothesis, time-trigg
perties. Self-stabilization means that synchronization can reestablish itse
of devices in the distributed computer network. Time-triggered Ethernet nd

e formations of subsets of time-triggered Ethernet devices, such that the d
t not over subset boundaries. Eaeh’such subset is called a clique.

The single-failure hypathesis, dual-failure hypothesis, and tolerance against arbitrary disturb
fault-tolerance concept|in a time-triggered Ethernet network. In addition to this basic fault
system-of-system features as discussed in the.next section and in Section 10 can contribute to an
tolerance. This system-pf-systems approach jsupports system-level fault-tolerance: the overall fai
time-triggered Ethernet-pased system can_be mitigated by other redundant time-triggered Etherng
different time-triggered Ethernet-based.systems are up and running, time-triggered Ethernet also S
system-of-system syncHronization.

The design of fault-tolefant, réal-time distributed algorithms is notoriously difficult and prone to e
faults, interleaving conclrrrent-events, and variations in real-time durations leads to a case or sys
adversely challenges designers. Consequently, the development of time-triggered Ethernet

sturbances, even in the
ered Ethernet provides
f, even after a transient
tworks stabilize from an

onized system state. This is of particular importance in synchronous systems to solve the “clique

evices are synchronized

bnces define the basic
tolerance concept, the
bven higher level of fault
ure or power-down of a
t-based systems. When
pecifies an algorithm for

ror. The combination of
fem state explosion that
fault-tolerant algorithms

included formal methods for proving the correctness of the algorithms.

3.4 System-of-Systems Support

Time-triggered Ethernet provides native support to system-of-systems communication by implementing synchronization

priorities and synchronization domains.

3.4.1  Synchronization Domains

Synchronization domains within a time-triggered Ethernet network specify independent time-triggered Ethernet systems
with respect to their synchronization. Hence, two components belonging to different synchronization domains in one
time-triggered Ethernet network will never synchronize their local clocks to each other. Communication between two
components of different synchronization domains is only possible with non-time-triggered traffic classes; e.g.,
rate-constrained or best-effort traffic. Still, a frame that is communicated within a synchronization domain as time-triggered

may be forwarded as non-time-triggered when it crosses a synchronization domain boundary.
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3.4.2 Synchronization Priorities

There may be several synchronization priorities within a synchronization domain, and each time-triggered Ethernet device
belongs to exactly one synchronization priority (see Section 10).

3.5

3.5.1

Normative Description

Dataflow Requirements

A time-triggered Ethernet device shall provide the following traffic classes, at a minimum:

a.

Protocol control frames.

b. Time-triggered traffic.

A time-triggered EthernJat device should assign the traffic class priorities in the following order (ffor

a. Protocol control frar
b. Time-triggered traffi
c. Rate-constrained tre
d. Best-effort traffic, if

NOTE: More priorities ¢
protocol control
Section 11 for ¢

The worst-case queuein

NOTE: These bounds
Section 11 (shu

A time-triggered Etherngt device shall implement a non-preemptive dataflow integration algorithm.

NOTE: A time-triggered

dataflow integration algorithm_ has side effects to be considered. For example, when a fran

be transmitted
transmission of
It is possible thg

Nes.

)

iffic, if implemented.
mplemented.
an be implemented as necessary. The use oftraffic classes with prioritie

frame can have a significant impact on the delay of the protocol control fra
blculation of the bounds.

cover the worst-case scenarie! Further guidance for calculating these |
ffle delay, maximum shuffle_delay).

Ethernet device.may also implement a preemptive dataflow integration

on a given* communication link, a preemptive dataflow algorithm wi
h frameswith low priority. As a result, the receiver has to anticipate the recep
t the_tfuncation of a frame results in a valid Ethernet frame whose CRC m

n high to low):

5 higher than that of the
mes in the system. See

g delay as introduced by dataflow of higher priority than PCFs shall be bolinded.

ounds can be found in

plgorithm. A preemptive
he with high priority is to
| truncate the ongoing
tion of truncated frames.
atches its contents.

A time-triggered Ethernet-devicethatimptementsbothpreemptive-andnon=preemptive-integration

a configurable parameter, specifying which algorithm the component will use during operation.

algorithms shall provide

Mechanisms to ensure partitioned access to shared resources (e.g., frame memory) shall be implemented.

NOTE: Guidelines for implementation of these partitioning mechanisms are out of scope of this document and are defined
for example in ARINC 653.

3.5.2 Failure Hypothe

sis Requirements

In a time-triggered Ethernet cluster configured to tolerate a single faulty component, either a synchronization master or a
compression master, documentation shall be provided that argues that the failure behavior of all compression masters and
all switches is fail-silence or fail-inconsistent-omission.

NOTE: One way to achieve an inconsistent-omission failure mode is a high-integrity design; see Appendix A.
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In a time-triggered Ethernet cluster configured to tolerate a single faulty component, either a synchronization master or a
compression master, documentation shall be provided that the failure behavior of all synchronization masters is fail-silence,
fail-inconsistent-omission, or fail-arbitrary.

In a time-triggered Ethernet cluster configured to tolerate multiple faulty components, documentation shall be provided that
the failure behavior of any compression masters, synchronization masters, and switches is fail-silence or
fail-inconsistent-omission.

NOTE: One way to satisfy an inconsistent-omission failure mode is to use a high-integrity design; see Appendix A.
NOTE: The inconsistent-omission failure behavior is NOT satisfied by a posteriori notification of a faulty transmission. All

Ethernet frames that are output from a high-integrity time-triggered Ethernet device are either correct or detectably
faulty within the receiving time-triggered Ethernet device.

chronization master or a
ible 6, the compression
and the synchronization

In a time-triggered Ethefre -
compression master, thie synchronization masters shaII use the threshold values prowded in 74
masters shall use the protocol state machine of 9.5 and the threshold values provided in Table'8,
clients shall use the thrgshold values provided in Table 10.

In a time-triggered Ethefnet cluster configured to tolerate two faulty components, either two synchrpnization masters or two

compression masters o
the threshold values pr
threshold values providg

one synchronization master and one compression master{.the synchroni
bvided in Table 5, the compression masters shall use-the protocol state
d in Table 7, and the synchronization clients shall use the threshold value

ration masters shall use
machine of 9.4 and the
5 provided in Table 9.

A time-triggered Ethefqnet device that is able to relay time-triggered traffic shall be configurable to accept a

time-triggered-transferrg

d frame only when the transfer is received within a defined acceptance wi

NOTE: This mechanism is depicted in Figure 5. The acceptancé window is opened and closed 3

from the synchr

NOTE:
TT-transferred f
should always ¢

NOTE: TT-transferred f
There shall be at least

NOTE: If more than on
to apply to whic

bits in the Ether

bnized timebase. The length of this aceeptance window is configurable.

In order to prevént a faulty time-triggered Ethernet-device from sourcing more TT-transfer

rame at a faulty point in time{ the time-triggered Ethernet device relayin
xecute this check.

fames that are checked, and which fail this check, will not be relayed.
ne configurable parameter for the acceptance window length.

 TT-transferred frame may be derived from the synchronized timebase, a
net frame, or both.

A time-triggered Ethernet-devi S
algorithm as defined in 3.1.2, or a compat|ble algorlthm ona per frame baS|S

ndow.

t a point in time derived

ed frames or sourcing a
j TT-transferred frames

b acceptance window length parameter is realized, the configuration of which acceptance window

specified combination of

s-tb apply the leaky bucket

NOTE: This leaky bucket algorithm is compatible with the algorithm specified in the ARINC 664-p7 standard.

A time-triggered Ethernet device that is able to relay frames shall be configurable to check the identity of the frames.

A time-triggered Ethernet device shall drop an Ethernet frame if the identity check is enabled and the frame has the wrong

identity.

NOTE: This mechanism is intended to prevent masquerading failures in the network. For example, protocol control frames
sent by a component other than a synchronization master or a compression master are dropped.

NOTE: The bits from the received frame used in this comparison depend on the underlying protocol of time-triggered

Ethernet; e.g.,

the Ethernet MAC destination address is used.

in case of a realization of time-triggered Ethernet in conjunction with the ARINC 664-p7 standard,


https://saenorm.com/api/?name=15abda25488561cabaadc1952ae26396

SAE INTERNATIONAL ASG802™A Page 29 of 106

4. SYNCHRONIZATION PROTOCOL CONTROL FLOW
4.1 Supported Topologies

Time-triggered Ethernet allows for the synchronization of local clocks in a distributed computer network. This includes
computer networks that exchange information via messages on communication links between network devices. In standard
switched Ethernet, end systems connect to switches via bidirectional communication links. An end system will communicate
with a second end system or a group of end systems by sending a message to the switch, which relays the message to the
receiving end system or end systems. Also, switches can connect to each other via bidirectional communication links (i.e., a
multihop architecture).

See Figure 10 (left image) for an example of multihop topology. The end systems are denoted numerically as 101 to 106;
switches are 201 to 203. Communication links and switches form a communication channel between the end systems. The
left side of Figure 10 depicts a single communication channel formed by the switches 201 to 203, with communication link

110. The right side of Figure40-shows-an-examplenetworkwith-two-redundant-communicatiorshannels.
101 | 142 | 103 |
101 | 102 103 |
10 110 %
110 110
120 110 120
201 | 110 110
104~ | 201 | 202~ |
110&
110 120
20p
N 110
105 105 120 T
\ N N
110 |
20B
N 110
106 |
Figure 10 - Time-triggered Ethernet: example networks
End systems can connegt directly to)each other via bidirectional communication links, making a clegr differentiation between
end systems and switchies difficult in certain configurations. To avoid potential confusion, the term|“device” is used to refer
to a physical device tha{ acts,as either an end system or switch. The functions performed by a device determine whether it
is identified as an end system, a switch, or both.

4.2 Fault-Tolerant Synchronization Approach

Time-triggered Ethernet specifies a two-step synchronization approach, as depicted in Figure 11. In the first step,
synchronization masters send PCFs to the compression masters. The compression masters then calculate an average
value from the relative arrival times of these PCFs, sending out a new PCF in response. This new PCF is also sent to
synchronization clients.
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Synchronization

Synchronization

Synchronization

Synchronization

The system architectur
master, synchronizatior
However, for simplicity,
masters and switches
configurations with end s
Switches and end syste
synchronization client.

In the example time-trig
synchronization master;
synchronization clients.
compression master) fo

Master (SM) Master (SM) Master (SM) Master (SM)
ID1 ID2 ~ ~
] ] ID5 ID5

Compression Compression

Master (CM) |:> Master (CM)

1 (e.g. switch) (e.g. switch)
= ID5 D5
7 D 3 = ~

Synchronization Synchronization Synchronization Synchronization
Client (SC) Master (SM) Client (SC) Master (SM)
Step 1 otep 2
Rigure 11 - Time-triggered Ethernet two-step synchronization approach

during synchronized operation

b timing performance requirements determine which devices are config
client, and compression master. These requirements‘are outside the

as compression masters. Note that this is notia time-triggered Ethe
ystems configured as compression masters andiswitches as synchronizati
ms not configured either as synchronization master or compression mas

pered Ethernet network shown in Figuré“10 (left image), end systems 101
5, while only switch 203 is a compression master. All other switches
These synchronization clients transparently forward PCFs, using the PCFs
synchronization. See Section 6 for a detailed discussion of the compress

For an example diagran of the PCF's flow during,synchronized operation, see Figure 12. The en

synchronization master
back, received by the ern
the synchronized operat

Hispatch PCFs 301 t0:304. The compression masters create a new PCF 38
d systems and other.intermediate switches (not depicted). The PCFs sent
on are known as integration frames. The synchronization masters dispatch

with a configurable perigd, called the integration cycle duration. An overall cluster cycle consists @

of integration cycles. T
switches to integrate nof
relation of integration cyj

ne integration cycles number from O to max_integration_cycle-1. This 3
only at the-beginning of a cluster cycle, but also at well-defined points duri
cle toleluster cycle appears in Figure 12 (n represents the max_integratior

ired as synchronization
scope of this standard.

the examples in this time-triggered Ethernet standard configure end sysfems as synchronization

rnet restriction; system
bn masters are possible.
er will be configured as

0 106 are configured as
i.e.,, 201 and 202) are
from switch 203 (i.e., the
on master function.

| systems configured as

and send this message
and compressed during
these integration frames
f a configurable number
llows end systems and
ng the cluster cycle. The
| _cycle-1).
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Cluster Cycle Sl Cluster Cycle
Integration Cycle n Integration Cycle 0 Integration Cycle 1 Integration Cycle 2 I ] >
- = o \/
scheduled
—elispateh—pit———————————nerminal-reund—trip—delay———segeptance_window |
301 .
E£S 101 1 dispatch T _
permanence
302 ) ya 380
ES 102 1 dispatch / >
303 N permanence
ES 103 dispatch / a 382
N304 % permanence N A
ES 104 [ dispatch 382
permanence S
dispatch 301 80—~ Y |/ g
— permanence % 7
S dispafch 302 | 30~ 7 .
= permanence o
S dispatch | 380 ~ % N
3 permanence J o
9 dispatch 303 | | - 304 380 —_ _
permanence \ A
2 T, .
dispatch_pit
791 350 vy
792 calculation-of
793 dispatch_pit
794
W
collection of
local clock readings

Figure 12 - Example of cluster cycle and integration cycles

During unsynchronized operation (e.g., a coldstart or restart of the time-triggered Ethernet network), the synchronization
masters transmit dedicated PCFs that are coldstart and coldstart acknowledge frames. The compression masters collect
the coldstart and coldstart acknowledge frames. Based on this input and their current state in the compression master
protocol state machine, the compression masters decide whether to send coldstart or coldstart acknowledge frames back
to the synchronization masters and synchronization clients.
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A compression master will relay the PCFs back to the synchronization masters and clients, either uncompressed or
compressed, as described in Table 1.

Table 1 - Compression of PCF frames

Coldstart Frame

Coldstart Acknowledge Frame

Integration Frame

Single-Failure Hypothesis

Uncompressed

Compressed

Compressed

Dual-Failure Hypothesis

Uncompressed

Uncompressed

Compressed

4.21

Scenario 1 - Uncompressed PCF Flow

In the scenario depicted in Figure 13, five synchronization masters (SMs) send their PCFs to the compression masters
(CM). Switches that are not compression masters are configured as synchronization clients (SCs) and forward the received

PCFs from the synchr
identifiers (ID), sending

nization mastars towards the comnraession-master The comprassion-m
P § P

them back to the synchronization masters and synchronization clients,

ster changes the PCF

SM
™| SM
e &
2 ~
T
sC
- \ SM
=
\ sc
CM
T SM

(]
o

Figure 13 - Uncompressed PCF routing

4.2.2 Scenario 2 - Compressed PCF Flow

In the scenario depicted in Figure 14, five synchronization masters send their PCFs to the compression masters. Switches
that are not compression masters are configured as synchronization clients and forward the received PCFs from the
synchronization masters towards the compression master. The compression master creates a new PCF from the PCFs it
received from the synchronization masters. It uses a previously configured PCF identifier (ID) for the new PCF, and sends
it back to the synchronization masters and synchronization clients.
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SM
SM ﬁ? SM
ID 11 —
Lloz /
< .

1D 11
v A SM

\ sc

T SM

Figure 14 - Compressed PCF routing

4.3 Protocol Control Hlow in a Simiple Cluster

For a simple protocol coptro] flow, consider the dataflow of PCFs from a synchronization master to pne compression master
(see Figure 11, Step 1)[and\from the compression master to a receiving synchronization master pr synchronization client
(see Figure 11, Step 2). [Eorsimplicity-ofthis-discussion—we-assume-thatthe-synchronization-master is implemented in end
systems, the compression master is implemented in the switch. Synchronization clients may be implemented in both end
systems and switches. The real-time axis in Figure 15 depicts events that occur asynchronously to the synchronized local
clock in a device. Local clock represents events that are triggered via the synchronized local clock of a device. Characteristic
points in time (PIT) appear in this dataflow.
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The following list acts as

PIT 1

PIT 2

PIT 3

PIT 4

PIT 5

PIT 6

Real Time

Local Clock

Transparent Cloc
Wire Delay

Permanence De

Round-Trip

Synchronization

the synchroniza

Synchronization

the first symbol,
master will add

Compression m

Synchronization

Master Compression Master

Maste!

Synchronization

r/Client

I

Compression Function
|
|

A

Message Permanence
Function

Frame Send
cm_send _pit

Frame Send Frame Receive Frame Compressed

F
sm_send _pit cm_receive _pit cm_compressed _pit

. smc_p

rame Permanence
ormanence _pit

|

()

| ©O); @ |
H@

71
@ l/ @
Frame Dispatch

" Frame Permanence
cm_permanence _pit
cm_dispatch _pit

Message Permanence

5

Frame Receive
smc_receive _pit

»
!

10

Acceptance Window, Acceptance Window

Function

Frame Dispatch
sm_dispatch _pit

%\—>

Frame Scheduled
cm_scheduled_pit

Fral
smc|

A

dps ‘

[

p1 = max_transmission_delay

-(a+b) —(c+d)

me Scheduled
scheduled _pit

=

p2 = max_trangmission_delay

(2 * max_transmission\delay + compression_master_delay)

(2 * max_transmission_delay + compression_master_delay) + clock_corr

\J

Figure 15 - Protocol control flow: detailed timing
a legend to Figure 15tand contains points in time (PITs) 1 through 11:

master dispatch/point in time (sm_dispatch_pit): The point in time when
fion master triggers the dispatch of a PCF.

master send point in time (sm_send_pit): The point in time when the leadi
after the-start of frame (SOF) delimiter, transmits on the communication |
he temporal difference between sm_dispatch_pit and sm_send_pit to the

the internal schedule of

ng edge of the first bit of
nk. The synchronization
PCF upon transmission.

Ster recelve pointintme (crm_recelve_pit). The point In time when the le

of the first symbol after the SOF delimiter is received in a compression master.

ding edge of the first bit

Compression master permanence point in time (cm_permanence_pit): The point in time when a received PCF
becomes permanent. This point in time derives from the maximum possible delay of a PCF minus the current delay

of the PCF carri

ed in the Transparent Clock field in the PCF.

Compression master compressed point in time (cm_compressed_pit): The point in time when the compression of
the PCFs completes.

Compression master scheduled point in time (cm_scheduled pit): The scheduled point in time of PCFs. During
synchronized operation, an acceptance window around this point in time classifies whether the cm_compressed_pit
is in schedule or out of schedule.
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PIT7 Compression master dispatch point in time (cm_dispatch_pit): The point in time when the compression master
dispatches a frame. This point in time is a configurable offset from the cm_compressed pit. There are two different
modes in which a compression master operates: (1) operating with high-integrity synchronization masters, and (2)
operating with standard-integrity synchronization masters.

The compression master sets the configuration option (i.e., whether a compression master is operating with high-
integrity or standard-integrity synchronization masters); a compression master is not intended to operate with high-

integrity and sta

a.

ndard-integrity synchronization masters at the same point in time.

In configurations where the compression master operates with high-integrity synchronization masters, all

compressed integration frames will be sent to the end systems. As a result, integration frames that are faulty
or part of a clique formation will not be blocked by the compression master, but will also be relayed for
evaluation in the clique detection services of the synchronization masters and synchronization clients.

In configur,

tione with ctandard ntaaritvy csunchranization mastare tha comnrassion
PHORSWHH-StaRaata— e gHt Sy ReFe R Ao eSSt S—He-coMmpresSsSioh

masters will only forward

compressd

protects th
PIT8 Compression m|
the leading edg
PIT 9 Synchronization
synchronization
the SOF delimit

PIT 10 Synchronization

d integration frames synchronized to the compression master's local clockg
b system from a faulty synchronization master that sends arbitrary frames 3

aster send point in time (cm_send_pit): The point in time when ¢he compr
e of the first bit of the first symbol after the SOF delimiter on thetcommunic

master/synchronization client receive point in time (sm¢_receive pit): T
master or synchronization client receives the leading ‘edge of the first bif]
r.

U

master/synchronization client permanence point in time (smc_permanenc

when a received PCF becomes permanent. This point in time derives from the maximum

minus the curre
PIT 11 Synchronization
in time of PCFs
whether the sm

NOTE: Frame transmis

nt delay of the PCF, carried in the Transparent Clock field in the PCF.
master/synchronization client scheduled point in time (smc_scheduled g
During synchronized operation, an acceptance window around this point
L permanence_pit is in schedule or out of schedule.

sion is at TP2 and frame - reception is at TP3 (or equivalent) as defined in t

Further information can be found in the\lEEE 802.3 standard.

4.4 Protocol Control A

As defined in Section 1,
of multiple switches, as

For simplicity, we assu

low in Cascaded‘Clusters

cascaded-cluster configurations are network structures where a commun
Hepicted'in-the example topology in Figure 10 (left image).

me_that synchronization masters are implemented in end systems (end

. The intended use case
t arbitrary points in time.

ession master transmits
ation link.

he point in time when a

of the first symbol after

e_pit): The point in time
possible delay of a PCF

it): The scheduled point
in time spans to classify

ne IEEE 802.3 standard.

ication channel consists

systems 101 to 105 in

Figure 10 (leftimage)), \

chile the. r\nmprneeinn masteris implnmnn’rnd ina switch (Q\Alif("h 203 in Fig

- ~ -

re 10 (left image)). This

is the only switch configured as compression master for this sample configuration. All other switches represent
synchronization clients (switches 201 and 202). Likewise, all end systems not configured as synchronization masters are
configured as synchronization clients (end system 106). The real-time axis in Figure 16 depicts events that occur
asynchronously to the synchronized local clock in a device. Local clock represents events that are triggered by the
synchronized local clock of a device.

Figure 16 depicts a protocol control flow in cascaded cluster configurations.
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Figure 11 shows the pr
Step 1) and the protocg
clients (see Figure 11, S

When a synchronization
the compression master

Once a PCF arrives at
frame) or relay (in case
not necessitate, compre|

When a PCF from the ¢
synchronization, and tral

PIT 12 Synchronization

Figure 16 - Protocol control flow in multi-hop: detailed timing
btocol control flow from the synchronization masters to the compression

tep 2).

and adds the transmission.delay to the PCF upon relay.

the compression master, the compression master will either compress (i
of a coldstart frame)the PCF. The configuration of coldstart acknowledge
Ssion.

| control flow from the compression-masters to the synchronization mast

client receives a PCF from\a-synchronization master, it forwards this PQ

master/synchronization client forward point in time (smc_forward_pit): Th

masters (see Figure 11,
ers and synchronization

F transparently towards

n case of an integration
frames allows, but does

pmpression)master is received in a synchronization master or synchronization client, it is used for
hsparently forwarded to other attached synchronization clients and/or sync

hronization masters.

e point in time when the

first symbol afte

the SUF delimiter IS Transmitted Trom a synchronization master or synch

onization client onto the

communication link. This point in time relates to a forwarding action of a PCF from a compression master to
synchronization masters and synchronization clients (as in contrast to the smc_send_pit—PIT 2—which denotes
the send point in time of a PCF from a synchronization master or synchronization client to the compression master).
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4.5 Protocol Control Flow in Cascaded Clusters with Multiple Compression Masters

Multiple devices within a communication channel can be configured as compression masters. In the case when a
compression master receives a PCF from a synchronization master, it will not only use it, as described in 4.2, but also
transparently forward the PCF to the other compression masters, if there are other compression masters attached that did
not yet receive the PCF from the synchronization master. Compression masters will not use PCFs from other compression
masters, rather they transparently forward these frames towards synchronization masters and synchronization clients. Refer
back to the example topology from Figure 10 (left image), assuming all switches (201 to 203) are configured as compression
masters and all end systems (101 to 106) are configured as synchronization masters. When switch 201 receives a PCF
from end system 101, it will use it for the compression function and transparently forward this frame also to switch 202.
Likewise, when switch 202 receives this PCF from switch 201, it will use it for compression and transparently forward this
PCF to switch 203. Switch 203 will only use this PCF for the compression and will not forward it, as it is the last switch and
all other compression masters have already received the PCF.

4.6 Normative Description

A protocol control frame{shall be a standard Ethernet frame, whose Ethernet type field is setto 0x891d hex.

A time-triggered Etherngt device shall support protocol control frames being minimum-sized Etherrjet frames (with 46 bytes
payload).

Time-triggered Ethernet|devices may support protocol control frames to have cenfigurable size.
NOTE: Within a synchrpnization domain all time-triggered Ethernet devices must be configured to use the same size.
A time-triggered Etherngt device shall discard an ingress protocol control frame if it does not have |the expected size.

NOTE: Figure 17 shows the layout of the Ethernet payload of a:RCF. The payload of a time-trigggred Ethernet PCF has a
size of 28 bytes

NOTE: Figure 17 depicis the frame layout as presented to'the media independent interface (Mil, GMII).
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7 | 6 | 5 | 4 3 | 2 | 1 |
Integration Cycle [31..24] 0
Integration Cycle [7..0]

Membership New [31..24]
Membership New [7..0] 7
Reserved a
Reserved “
Sync Priority 12
Sync Domain 13
Reserved Type 14
Reserved 15
Reserved 19
Transparent Clock [63,.56] 20
Transparent Clock [7..0] 27

The payload of a PCF shall carry the fields detailed in Table 2 (note that the prefix “pcf’ references

PCF).

Figure 17 - PCF format

Table 2 - PCF payload

the respective field in a

Name Length

Description

pcf_integration_cycle 32bits

Integration cycle in which the PCF was sent.

Bit-vector with a static r*nnfigurpri ane-to-one relation fraom a K

pcf_membership_new | 3Z biis

master in the system.

it to a synchronization

Static configured value in each synchronization master, synchronization client, and

pet_sync_priority 8 bits compression master. Lowest priority = 0, highest priority = 255.
. . Static configured value in each synchronization master, synchronization client, and
pcf_sync_domain 8 bits X
compression master.
pcf_type 4 bits | Frame type of a PCF.

pcf_transparent clock | 64 bits

Stores the accumulated delay of a Protocol Control Frame from the generator of the
PCF up to the consumer of the PCF. Time is represented in units of 2-'6 ns.

Each synchronization master and compression master in the network shall dispatch only PCFs with their pre-defined
synchronization priority, sent in the pcf_sync_priority field.

The compression master shall only accept PCFs with offline-configured synchronization priority.
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Synchronization masters and synchronization clients shall be configurable to also accept PCFs with a priority other than

their own.

NOTE: The intended use-case is that in case of compression master powerdowns or failures, the synchronization masters
will still have synchronization capability with the remaining network compression masters. The synchronization
priority scheme ensures that there are no cyclic dependencies that could potentially lead to oscillating

synchronization

effects (see Section 10 for priority field details).

The synchronization domain, represented by pcf_sync_domain, shall identify sets of devices that can synchronize with each

other.

NOTE: Devices with different synchronization domain identifiers cannot synchronize to each other.

Each time-triggered Ethernet device in the system shall update the pcf_transparent clock field to be the accumulated relay

O aha Hits-of-2= 16 AS-

latencies of the frame t

NOTE: For example, 1(
include the mog
decreasing sign
right.

NOTE: The requiremen

only update this

A PCF shall be either a
(0x02 hex), as indicated

NOTE: If the pcf_type f
will use the fran

All AS6802 implementations shall specify the binding of‘the PCF payload to the addressing sg

protocol.
NOTE: The address bir
5. MESSAGE PERMA

The message permaner
in a synchronization mg
cm_permanence_pitis g
function is the same for
time (e.g., receive_pitin

ab-tha n rl 1
vuull the-Retwor<H—HhRHS

000 hex represents 1 ns and 28000 hex represents 2.5 ns. As for the endi
t significant octet nearest to the beginning of the protocol data unit,)folloy
ificance. In the case where one word holds several fields, the fields are

t of 216 ns only specifies the coding resolution of the timé representation.
field on the order of nanoseconds or microseconds.

by the pcf_type field.

e.

ding of the PCF to the underlying protocol is specified in the appendices t
NENCE FUNCTION

ce function defines how the smc_permanence_pit is calculated from the s
ster and synichronization client. Analogously, the message permanence f
alculated\from the cm_receive pit of a PCF in a compression master. As th
both‘steps in the synchronization process, this standard uses neutral deg

network. It consists of si}

stead of smc_ rece/ve p/t or cm_receive_pit). Figure 18 shows an example

Coldstart frame (0x04 hex), a coldstart acknowledgement frame (0x08 hex]),

bnness, the field formats

ed in order by octets of

tent in order from left to

A system may very well

or an integration frame

eld contains any other value, neither thesynchronization algorithm nor th¢ compression algorithm

heme of the underlying

b this document.

mc_receive_pit of a PCF
unction defines how the
e message permanence
criptions of the points in
time-triggered Ethernet
P01 through 203), where

end systems connect to SW|tches via bldlrectlonal commumcatlon Ilnks (F|gure 18, 110) leeW|se switches connect to each
other via bidirectional communication links (Figure 18, 110). All bidirectional communication links (Figure 18, 110) are
standard Ethernet connections. All end systems are configured as synchronization masters; only switch 203 is configured
as a compression master. Therefore, switches 201 and 202 are configured as synchronization clients.
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5.1
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oM 110
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Figure 18 - Time-triggered Ethernet example network

Transparent Clock Calculation

The following parametefs in the distributed computer network may impose dynamic transmission delays on communicated

frames, particularly PCHs:

a.

Dynamic send delay (dynamic_send_delay): The dispatch device (i.e., synchronization master|or compression master)
of the PCF may delay the transmission of the PCF to the network. The scheduled dispatch pojnt in time of a PCF may
occur when there is| already another data frame in transmission progress, blocking the commpnication link 110 to the
network. This delay$ the!PCF transmission.

Dynamic relay delay (dynamic_relay delay): Relay devices (e.g., synchronization client or compression master)
between the dispatching device and the consuming device can introduce transmission delay and transmission jitter. For
example, a PCF that is dispatched from end system 101 and consumed by switch 203, will be relayed by intermediate
switches 201 and 202. Other devices are also attached to the intermediate switches 201 and 202, but have sending
behavior not necessarily fully specified for several reasons. One potential reason is that the attached devices do not
take part in the synchronization at all, but still use the same physical communication links 110 and switches 201 to 203
for data frame exchange (e.g., RC or BE traffic). In this case, it may happen that the outgoing link from switch 201 to
switch 202 is already busy when a PCF arrives at switch 201. This PCF will be delayed until the communication link is
idle again.

Dynamic receive delay (dynamic_receive_delay): The consuming device (e.g., synchronization master, synchronization
client, or compression master) of the PCF may delay the reception of the PCF. Hardware restrictions may necessitate
that the reception of PCFs occur sequentially with other internal actions of the consuming device. Compensation for
this additional delay involves adding the delay to the PCF again, immediately before handing the PCF to the message
permanence function. The dynamic_receive_delay is the dynamic part of the temporal distance between the receive pit
and the start of the permanence function upon the received PCF.
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In addition to the dynamic transmission delays, static transmission delays also affect the PCFs. These static delays are
analogously static_send_delay, static_relay delay, and static_receive delay, with respect to the devices that impose the
static delay.

Each device also maintains a parameter (wire_delay) for each communication link it connects to. The wire_delay
compensates for static wire delays. The wire_delay specifies the wire delay between two directly connected devices. The
overall wire delay is calculated from the sum of the individual wire delays (wire_delay) as the PCF flows from the producer
of the PCF to the consumer of a PCF. This enables maximum scalability and requires, in case of changes in wire length,
only a device-local reconfiguration activity.

The pcf_transparent_clock of a PCF, on its flow from the dispatcher to the consumer via relay devices, is calculated as
follows, where the devices are indexed in increasing order with the sequence of PCF flow, from 0 (dispatcher) to n
(consumer):

a. Dispatcher device O

pcf_transparent_clocko = send_pito - dispatch_pito + static_send_delayo

= dynamic_send_delayo + static_send_delayo (Eq. 6)
b. Relay devicei, 0 <i|<n:
pcf_transparent_clocki = pcf_transparent_clocki-1 + dysiamic_relay_delay:
+ static_relay_delayi + wire_delay: (Eq. 7)
c. Consumer device n
pcf_transparent_clockn = pcf_transparent_clockn-1 + dynamic_receive_delayn
+ static_receive_delayy+ wire_delayn (Eq. 8)

The pcf_transparent cld
either explicitly or implig
only (i.e., not forwarded
transmission duration of]

ck field must be explicitly modified by all relaying devices. However, a fina
ity modify the pcf_transparentl-clock because the resulting value is use
by final device). For further\discussion, the term “pcf_transparent clock
a PCF, starting with the dispatch event of a PCF in the dispatcher device

of the message permanence function in the_consuming device (i.e., the cm_receive pit or|

max_transmission_dela
determination offline.

NOTE: The max_transr
imposed by PC

y is, therefore, the~maximum possible pcf transparent clockn in the

mak-transmission_delay = max(pcf_transparent_clockn)

hission,~delay calculation in the presence of multiple priority PCFs also take
-s of-equal or higher priority, depending on whether the PCFs of different

device. The m4

x“transmission_delay is a single per-synchronization-domain parameter. ]

consuming device may
j for internal calculation
n” represents the actual
hnd ending with the start
smc_receive_pit). The
system, which requires

(Eq.9)
5 into account the delays

briorities cross the same
['his means that any two

devices that belong 1o the samé synchronization domain will use the same max_transmission_delay value.

Figure 19 depicts a sequence of PCF transmissions where the send order of PCFs 301 and 305 is equal to the receive
order of the PCFs 301 and 305 in switch 203. The figure presents the progress in real time from left to right.
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Switch 202

Switch 203

The sequence starts wit|
Switch 201 forwards PG
Switch 202 receives PC
End system 105 dispatc
Switch 202 receives PC
Switch 202 forwards PG
Switch 202 forwards PG

Switch 203 receives PC

301
ES 101 dispatch x

| 305
ES 105 dispatch \\ x

\

Switch 201-9iSPatch '\ :

receive
dispatch 01

receive ]
301 I305

dispatch

\"‘a\ 301 305
A

receive

=

h end system 101 dispatching PCF 301 to switch 201.
F 301 to switch 202.

F 301.

hes PCF 305 to switch 202.

F 305.

F 301 to switch 203.

F 305 to switch 203.

F 301 before PCF 305

=

Figure 19 - Dataflow example: equal send and receive orders

1

304
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5.2 Permanence Delay Calculation

Figure 20 depicts a sequence of PCF transmissions where the dispatch order of PCFs 302 and 306 is different from the
receive order of PCFs 302 and 306 in switch 203. This figure also shows how the permanence function reestablishes
temporal order in the consumer. The figure presents the progress in real-time from left to right:

dispatch

302
0

receije

ES 102 302
send 5 _
. 306
dispatch 0 -
ES 106 L3060
senf ' 5] -
302
) senfl -
Switch 201— -~ e e AN -
L 302
) senfl 302 Ny, ]
Switch 202— - 5 -
{302
Switch 203 i .

Switch 203 permapence

302/\"&‘

max_transmission_delay (=120)

306

permanence_delay (120+ 10 = 110)

max_transmission_delay (

120)

permanence_delay (120~ 80 = 40)
302

I ‘ I
130 140
135 145

150

Figure 20 - Dataflow example: different send and receive orders

As there may bé¢ other framés-already in transit when the dispatch point in time occurs, th
communication medium may be delayed, in this case, for five time units

\

/\/4!

306

e actual transmission of
. The sender writes this

Switch 201 updates the PCF transparent clock field and relays PCF 302 (smc_send_pit).

Switch 202 updates the PCF transparent clock field and relays PCF 302 (smc_send_pit).

t=0 The scenario starts with ES 102 dispatching PCF 302 (at sm_dispatch_pit).
t=5
PCF 302 on thg
delay into PCF 302 andisends it to Switch 201 (at sm_send_pit).
t=10 Switch 201 recdives'PCF 302 (at smc_receive_pit).
t=30 ES 106 dispatches PCF 306 (at sm_dispatch_pit).
t=35
t=40
Equation 10, PCF 306 will be delayed for (120 - 10) = 110 time units.
t=45
t=55 Switch 202 receives PCF 302 (smc_receive_pit).
t=70
t=80

Equation 10, PCF 302 will be delayed for (120 - 80) = 40 time units.

Similarly to PCF 302, PCF 306 is delayed five time units prior to being sent to Switch 203 (at sm_dispatch_pit).

Switch 203 receives PCF 306 (cm_receive_pit) and the permanence function for PCF 306 starts. According to

Switch 203 receives PCF 302 (cm_receive pit) and the permanence function for PCF 302 begins. According
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t =120 PCF 302 becomes permanent (cm_permanence_pit).

t =150 PCF 306 becomes permanent (cm_permanence_pit).

The sequence depicted in Figure 20 shows that switch 203 receives PCF 306 significantly before PCF 302. In order to
reestablish the temporal dispatch order of PCF 302 and 306 in switch 203, PCFs 302 and 306 are declared as permanent,
after delay upon the reception in switch 203 for a duration that is equal to the permanence delay (permanence_delay):

and consequently:

The pcf_transparent cl
were being transmitted

Permanence is associa
receiver is guaranteed t

As a result of the perma
302 and 306 in switch 2
of the PCFs 302 and 30

This reestablished send
offsets between the P(
permanence function an
5.3 Normative Descri

Each time-triggered Eth
delay (as defined in Eqy

When a time-triggered |
for a duration as describ

NOTE: Intermediate sw
operate as sync
master without
making them p
clients and syn

Devices that can be co

permanence_delay = max_transmission_delay - pcf_transparent_clockn

permanence_pit = receive_pit + permanence_delay

CK contains the accumulatie
rom device to device.

elay that was writien in

ed with a single PCF. The permanence point in time of a PCF is the poin
b have received all prior dispatched PCFs, which have not been dropped.

nence function, PCF 302 and PCF 306 will be delayed and-the order and
03, after permanence function application, is the same order and relative
5.

order is exact, in that the relative offsets between-any two permanent PCH
LFs sent from the original senders. This is\@despite the drift of the loc
d digitalization errors stemming from crossing clock boundaries.

btion

ernet device that relays a PCF-shall add the delay it imposes on the PCF,
ations 6 to 8) in the PCF field\pcf_transparent_clock.

Fthernet device receives a PCF and uses it in the synchronization proces
ed in Equation 10.

(Eq. 10)

(Eq. 11)

vhile PCFs 302 and 306

t in time from which the

relative timing of PCFs
iming as the send order

s is equal to the relative

bl oscillators during the

plus a configurable wire

5, it shall delay the PCF

itches located‘between synchronization masters and the respective compression masters may
hronization clients, forwarding those PCFs sent from the synchronization m

aking them*permanent. However, they will use the PCFs returned from {
manent-for their own use and in a concurrent process, forward them towar
hronization masters.

hster to the compression
he compression master,
ds other synchronization

the ability to execute multiple permanence functions in parallel.

jzation clients shall have

NOTE: An upper bound to the number of permanence functions that may need to be executed in parallel in a
synchronization master or client is defined by the number of synchronization masters times the number of
compression masters.

NOTE: A time-triggered Ethernet synchronization master makes all PCFs permanent before usage.
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Devices that can be configured as compression masters shall have the ability to execute the permanence function for all

PCFs from non-faulty synchronization masters in parallel.

NOTE: Devices that can be configured as compression masters have the ability to execute multipl

e permanence functions

in parallel. One correct synchronization master will contribute to at most one permanence function in a compression

master at any point in time. Therefore an upper bound to the number of permanence functi
executed in parallel in a compression master is defined by the number of synchronization

ons that may need to be
masters. To stay within

this upper bound, the compression master may drop PCFs received from incorrect synchronization masters,

e.g., accepting only one PCF per synchronization master within a given timeframe.
NOTE: A time-triggered Ethernet compression master makes all PCFs permanent before usage.
The wire delay shall be configurable per port in a time-triggered Ethernet device.

6. COMPRESSION FUNGHON

The goal of the compregsion function is to collect and summarize the content of multiple PCFsvint
the network load and simplify the processing of the resulting information.

The compression function calculates the cm_compressed_pit from the cm_permanence pits of P
types of PCFs that are gompressed). The compression function runs unsynchronized to the synch
compression master. Hgnce, a compression function begins upon the reception.efa PCF, rather tha
local clock reaching a particular point in time. An outcome of the compression-function is the cor
point in time when the compression master sends the PCF back to the synchronization masters an
compressed_pit.

6.1  Compression Funiction Discussion

Figure 21 gives an overyview of the compression function. Thisfunction is executed to collect and
304, which are dispatched from synchronization masters #01 to 104 at simultaneously scheduleqg
(sm_dispatch_pit). Due [to differences in the different synchronization masters' local oscillators, th
in time (sm_dispatch_pif) differ slightly.

The compression function operates on the permanence points in time (cm_permanence_pit). It
permanence points in time from PCFs 301 t6:304, calculating a fault-tolerant average from the rq
permanence points in tine (791 to 794) from_the earliest permanence point in time (791).

o fewer PCFs to reduce

CFs (see Table 1 for the
ronized local time in the
h upon the synchronized
npressed_pit value. The
H clients is based on this

compress PCFs 301 to
dispatch points in time
e actual dispatch points

collects the associated
tlative differences of the
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301
ES 101 I dispatch
permanence
302 _
ES 102 - dispatch
303 \ permanence
ES 103 ﬁ dispatch .
%4 permanence
dispatch -
ES 104 permanence o
dispatch 364 -
« Permanence NN
Q dispatch 302 4
= permanence 7
}é’ dispatch ‘ _
permanence
@ dispatch 303 | - 304 _
permanence Ze)
791 350
792
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Figure 21 - Overview.of the compression function

The message permanence function (discussed in‘Section 5) ensures compensation for dynamic g
transmission paths, such that the cm_permanence _pits (791 to 794) reflect the relative differences f
sm_dispatch_pits. The gompression function-can then operate on the cm_permanence_pits.

The compression functign is done in a fauli-tolerant manner. The max_observation_window (350) is
of PCFs received and their cm_permanence_pits (791 to 794). Figure 22 depicts the compression

elays introduced on the
rom the individual actual

a function of the number
function in detail.
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Figure 22 - Synchronization compression function: detailed description

The compression function consists of three phases: the collection phase, the calculation phase, and the delay phase. The
length of the collection phase varies with the presence of failures or cliques. When the collection phase starts, it collects for
the length of an observation window (OW) with observation_window length. Depending on the number of PCFs that become
permanent during this window, additional windows will open and the collection phase will continue or not. In the calculation
phase, the compression function calculates a fault-tolerant delay. Following the calculation phase, the compression function
enters a delay phase which lasts a length of time equal to the fault-tolerant delay (delay phase). At the end of the delay
phase, the compression function signals the cm_compressed_pit and delivers the compressed PCF.
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Figure 22 depicts a realization with a max_observation_window (350) of three times an observation_window (shown as
OW). The observation_window defines the granularity of the measurement for the observation duration of the collection
phase in the compression function and is defined in Equation 38. Hence, in the fault-free case, all synchronization masters
would send their PCFs, which would result in permanence points in time that are, at most, an observation_window apart
from each other. Due to potentially faulty synchronization masters, the compression master cannot simply collect for a single
observation_window, but has to prolong its collection phase, as described in 6.2.

The configuration of max_observation_window = 3 x observation_window is able to tolerate up to two faulty synchronization

masters. In general, the

maximum observation window follows the formula below:

max_observation_window = (f + 1) X observation_window

where f= the number of faulty synchronization masters that have to be tolerated.

(Eq. 12)

This is to mitigate the p
of the permanence poin
6.1.1 Discussion Sce
Scenario 1: Thisis a ¢
synchronization master
master. Just before thg
permanence point in ti
observation_window. Tg
a permanence point i
observation_window. By

(714 to 717) in this thirg
exceed the size of one|

calculate the fault-tolergnt average/midpoint (701) from the reeeived permanence points in time.

compression master wa
compressed point in tim

NOTE: This scenario a

HH H | 'y £ Lk o H ' n Ll H 4
STV Uial a TaUity SYTTCIimmuUTTZalurTITIasiTl LAUSTO UTC VUITIPTTOSSIUTT TTTIAot

s in time from correct synchronization masters (see Scenario 1 in 6.1.4.
harios

llection scenario with two faulty synchronization masters that have fast o
results in the permanence point in time 711, kicking off the-collection pro
end of the first observation_window, the second faulty synchronizatio
me 712, which leads the compression master to{¢ontinue the collecti
wards the end of the second observation_window,the first correct synchror
n time 713. This again causes the compression master to continug
definition, all correct synchronization mastefs will now produce their pe
observation_window, as the maximum deviation of any two correct cloc
observation_window. At the end of thelthird observation _window, the (¢

its for a duration that is equal to the outcome of the fault-tolerant average
b (751) is reached when this delay-phase expires.

so shows why it is not possible to collect for a single, predetermined inte

interval, the fay
perceived subs
always counted
recognize the p

Scenario 2: This scen
synchronization master
process in the compres
produced their perman
source. Hence, the co

Ity synchronization master(s) can start the collection process such that
t of correct permanenee points in time. For example, if the algorithm werg
for two observation.windows, then the calculation of the fault-tolerant aven
rmanence point of 713.

rio is a cellection that includes two faulty synchronization masters with 3
with fasticlocks will produce the permanence points in time (721 to 723),
ion master. At the end of the first observation_window, all correct synch

r to collect only a subset

locks. The fastest faulty
cess in the compression
n master produces the
bn process for another
ization master produces
e collecting for a final
manence points in time
s in the system will not
ompression master will
A\fter the calculation, the
t/midpoint (701) and the

rval. For any such given
it will finish with only a
constructed such that it
age/midpoint would only

low clocks. The correct
which start the collection
ronization masters have
been sent from a faulty

nee'\points in time. However, the first permanence point in time may have

tion_window, observing

another permanence point in time (726). This causes the compression master to continue collection for another
observation_window, perceiving yet another permanence point in time (727). The calculation and production of the
compressed point in time occurs similarly to Scenario 1.

Scenario 3: This scenario perceives a single permanence point in time. In this case, the compression master stops the
collection of permanence points in time after the expiration of the first observation_window. To respect the nominal latency
through the compression master process, the compressed point in time signals after the CALC at 753. Scenario 3 is an
example of a single faulty synchronization master, which is far out of synchronization with the correct synchronization
masters.

Scenario 4: This scenario is similar to Scenario 3, except that perception of the two synchronization masters occurs during
the first observation_window, which causes the compression master to collect for two observation_windows. However, no
additional value is received during the second obervation_window, so the collection phase stops. The compressed point in
time (754) calculates analogously to Scenario 1.
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6.2 Normative Description

The compression function shall consist of three phases: the collection phase, the calculation phase, and the delay phase.
The compression function shall execute the three phases in sequence.

6.2.1 Collection Phase

A new compression function shall begin to collect PCFs when a PCF with pcf _type = IN becomes permanent and no
compression function is collecting PCFs with pcf_type = IN with matching pcf_integration_cycle.

A new compression function shall begin to collect PCFs when a PCF with pcf_type = CA becomes permanent and no
compression function is collecting PCFs with pcf_type = CA and when operating with standard integrity synchronization
masters (see Table 1).

A collecting compression function shall collect PCFs with pcf _type = IN and matching pcf_integration _cycle. A collecting
compression function shall collect PCFs with pcf _type = CA.

NOTE: This also megns that a potentially faulty synchronization master, which,sends [a PCF with a faulty
pcf_integration_[cycle relatively early to the correct synchronization masters twill cause the compression master to
start a collection process with a faulty integration cycle. The compression,master executes [multiple instances of the
compression fupction in parallel in the presence of faulty synchronization masters. THe starting points of the
compression fupction (i.e., 711 in Scenario 1, 721 in Scenario 2, 731 in“Scenario 3, and 741 in Scenario 4) appear
in6.1.1.

The compression master shall accept a synchronization master’'s PCEanly when the same synchronization master did not
contribute to any other gctive compression function.

NOTE: One synchronization master can contribute to at mostione compression function in a compression master at any
point in time. A] compression master will execute-at most as many parallel compression functions as there are
synchronization|masters from which it collects PCFs. The compression master may, for example, use a leaky bucket
algorithm to ratg-limit the access to the compfession function per synchronization master{ An upper bound for the
number of activgé compression functions is(provided by the maximum number of synchronization masters as limited
by the number ¢f membership bits in pcf .membership_new (32 bits). An implementation may decide to support a
smaller number|of synchronization masters.

After the first observation window, a ‘eompression function shall stop collecting PCFs (aff cm_permanence piti+
observation_window), ifthe number of.collected permanent PCFs is one.

NOTE: When a new cdmpression-function begins, the collection will be active for an observationj_window with an offline
specified duratipn. Atthe end of the first observation _window, the compression function ¢valuates the number of
collected PCFs.|If-this'Tnumber is greater than one, then a second observation_window stafts, continuing collection
(e.g., Scenarios i i Dps (e.g., Scenario 3).

After a specific second or higher observation window n > 1, a compression function shall stop collecting PCFs (at
cm_permanence_pit1 + (n * observation_window)), if the number of collected PCFs is equal to the number of collected
PCFs at the end of the previous observation window. This means that during the last observation_window the compression
function did not collect any more PCFs.

NOTE: At the end of the second observation_window, the compression function checks the number of permanent PCFs. If
during the second observation window, at least one more PCF has been collected, then the third
observation_window will begin and the collection will continue (e.g., Scenarios 1 and 2). If during the second
observation_window no more PCF is collected, then the collection function stops collecting (e.g., Scenario 4).

A compression function shall stop collecting no later than cm_permanence_pit: + ((f+1) x observation_window), where fis
a configurable parameter that specifies the number of tolerated faulty synchronization masters.

NOTE: For the described two-fault-tolerance case, the collection completes no later than at the end of the third
observation_window.
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6.2.2 Calculation Pha

se

The inputs used in the fault-tolerant average calculations are the relative distances of the cm_permanence_pits (for i = 1):

inputi = cm_permanence_piti - cm_permanence_piti

(Eq. 13)

The compression function shall use the following fault-tolerant average to calculate the compression correction:

configurable parameter, e.g., set to three for two-fault tolerance).

a.
b.

c. Three inputs: Comp
d.

e. Five inputs: Comprg
f.  More than five inpu
NOTE: When the co

compression_c(
distances of the
none, Scenario
Scenario 2: 721
(depicted by CA
static delay dep

The compression_funct

NOTE: Default configur

Four inputs: Comprgssiom_correctiom =(mput2Fmput3)/2

One input: Compression_correction = input1

Two inputs: Compression_correction = (input1+input2)/2

ression_correction = input2

ssion_correction = (input2+input4)/2

s: Compression_correction = arithmetic mean of kth largest and kth smg

llection finishes, the compression function calculates a fault-to
rrection (Scenario 1: 701, Scenario 2: 702, Scenario”3: 0, Scenario 4:
individual permanence points in time (Scenario 13212 to 717, Scenario 2
4: 742) from the PCFs to the permanence point in time of the first
Scenario 3: 731, Scenario 4: 741). The ovethéad of the calculation phag
LC in Figure 22), of this fault-tolerant average can be calculated offline
endent on the frame type.

on_delay shall be calculated as follows:

compression_function’ delay = max observation window
+ calculation_‘everhead + compression_correction

ation for calculation—overhead is as follows:

Table 3 - Calculation overhead per frame type

llest input (where k is a

erant average value,
704), from the relative
722 to 727, Scenario 3:
PCF (Scenario 1: 711,
e, calculation_overhead
and accounted for as a

(Eq. 14)

Coldstart Frame Coldstart Acknowledge Frame

Integration Frame

Single-Failure Hypothesis

acceptance_window acceptance_window

0

Dual-Failure Hypoth'asis
L

acceptance_window acceptance_window

acceptance_window

The cm_compressed_pit shall be calculated as follows:

cm_compressed _pit =

cm_permanence_pit,
+ compression_function_delay,

cm_permanence_pit
+ max_observation_window
+ calculation_overhead,

for compressed
frames per Table 1

for uncompressed
frames per Table 1

(Eq. 15)

NOTE: PCFs, irrespective of whether they are compressed or not, have a cm_compressed_pit defined. This is the point in
time (see 9.1) when the startup and restart service (Section 9) will process the frame.

NOTE: The cm_permanence_pit: refers to the cm_permanence_pit of the PCF, which started a given compression function
(711, 721, 731, and 741). See Figure 22 for a depiction of the cm_compressed_pits as 751 to 754.
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6.2.3 Delay Phase

The duration of the delay phase equals the compression_correction and immediately follows the calculation phase. The
cm_compressed_pit marks the end of the delay phase.

The startup and restart service (Section 9) will process the PCFs when cm_compressed_pit is reached.

NOTE: Figure 22 depicts the calculation phase that is executed after the maximum number of observation windows have
passed. In this case, the result of the fault-tolerant midpoint calculation compression_correction as introduced in
Equation 14 gives the actual length of the delay phase. It is also a valid implementation option to calculate the fault-
tolerant midpoint immediately after the collection of values stops, which can occur at any observation window
boundary. In this case, the delay phase is prolonged for the missing observation windows to the maximum number
of observation windows.

NOTE: The overall delgy-threugh-the-compressionrrasterfunection-is-akey-term-ferthe-flew-efprotocol control frames in
the system.

6.2.4 PCF Field Assignments

In each compressed PCF that the compression function generates, the compression fungtion shall set a bit in
pcf_membership_new to one, if the corresponding synchronization master sent a PCF that became permanent during the
collection phase of the qgompression function.

6.2.5 Bounded Influepce Requirements

The compression mastgr shall count a received PCF from a synchronization master as only one input to the calculation of
the compression functiop.

NOTE: A faulty synchrgnization master will not cause the compression master to use its faulty PCK as more than one input
when calculating the compression_correction.

The compression master shall be able to identify the'synchronization master for a received PCF.

NOTE: A faulty synchronization master cannot masquerade as another synchronization master. In|particular it cannot send
a PCF causing the compression master to set a wrong bit in the pcf_membership_new of the compressed PCF.

6.2.6 Compression Fiinction Parameter-Ranges
The compression functipn shall tolerate up to two faulty synchronization masters.

7. CLOCK SYNCHRONIZATON SERVICE

A clock synchronization-sérviee-enstures—that-thelocal-clocks—ofthe-devices—inthe—communieation infrastructure remain
synchronized with each other, once aligned. See Sections 5 and 6, respectively, for details regarding the message
permanence function and the compression function. The message permanence function calculates the permanence_pits
from the receive_pits of PCFs. The compression function calculates the cm_compressed_pit from the cm_permanence_pits
of PCFs. This section discusses how the results of the message permanence function and the compression function modify
the synchronized global time in devices in the same cluster (e.g., synchronization master, synchronization client, or
compression master) in order to maintain synchronization.

NOTE: In time-triggered Ethernet, the following two synchronized variables in each component represent global time:
local_integration _cycle and local _clock. The variable local _integration_cycle cyclically counts from 0 to
max_integration_cycle and reflects the current integration cycle. The variable local_clock is the microtiming within
an integration cycle. It is possible to identify the current point in the cluster cycle by the evaluation of the current
values of local_integration_cycle and local_clock. This means that the epoch of the global synchronized time is one
cluster cycle: once a cluster cycle finishes, the global synchronized time will wrap around and start over with 0. In
a case that requires a longer epoch covering multiple cluster cycles, a simple application (or middleware) process
allows for easy realization.
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NOTE: Synchronization masters/clients, as well as compression masters, will only accept PCFs with a pcf_sync_domain
field set to a preconfigured value in the respective component. Furthermore, the synchronization masters and clients
maintain a local variable, local current _sync priority, that defines the current synchronization priority.
Synchronization masters and clients will only accept PCFs that have their pcf_sync_priority field set to the current
value of local_current_sync_priority. See Section 10 for the method used to modify this local variable. Compression
masters, on the other hand, will only accept PCFs that have their pcf_sync_priority field set to a preconfigured value.

Figure 23 reviews the cluster cycle/integration cycle example from Section 4 (see Figure 12).

Cluster Cycle P Cluster Cycle

Integration Cycle n Integration Cycle 0 Integration Cycle 1 Integration Cycle 2 L >

301
ES 101 [ dispatch N
permanence o
302 _ 7 N ag0
5 102 1 dispatch g 0
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ES 103 diSpatCh ,’/ A ’ 382
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S dispatch | 380 ~ % N
= peérmanence / o
@ dispatch 303 | | 304 | 3g0 | >~
pTrmanence \
)
(
791 350
792
793
794

Figure 23 - Example of cluster cycle and integration cycles
7.1 Clock Synchronization in Synchronization Master/Client
During synchronized operation, the synchronized /ocal clock indicates when the sm_dispatch pits and the
smc_scheduled_pits are reached. See Figure 24 for an overview of the clock synchronization service in synchronization

master and synchronization client.

NOTE: During synchronized operation, all PCFs that are exchanged are of type INT. In the following paragraph, these are
referred to simply as PCFs if not explicitly stated otherwise.
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local_clock == 0

local_integration_cycle :=
cal_integration_cycle + 1) mod
max_integration_cycles
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Acceptance Window (local_clock + clock_corr)
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Clock Correction Delay
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Figlre 24 - local_clock in synchronization master and synchronization client
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(Eq. 16)

ership_new vector), and

ck=0

a. pcf_integration_cyc

b. pcf_membership_ne
pcf_membership_ne

c. pcf_sync_domain =

d. pcf_sync_priority = sync_priority

e. pcf_transparent_clo

f.

pcf_type = 0x2 hex (indicating an integration frame)

The parameters sync_domain and sync_priority are device-specific and statically configured parameters in the

synchronization master,

synchronization client, or compression master.
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The synchronization clients will not dispatch PCFs. However, the smc_scheduled pit is calculated offline with respect to
the sm_dispatch_pit. The PCF flows to the compression masters (Figure 11, Step 1). The compression masters then either
compress the PCF or transmit the PCF without compression back to the synchronization masters and synchronization
clients (Figure 11, Step 2). The nominal temporal distance between the sm_dispatch pit and the smc_scheduled pit
(assuming no clock drift, errors introduced when crossing clock boundaries, digitalization effects, etc., yielding
compression_correction = 0) can be calculated offline as follows:

smc_scheduled_pit = sm_dispatch_pit: + 2x max_transmission_delay
+ max_observation_window + calculation overhead + dispatch_delay (Eq. 17)
The factor 2 for the max_transmission_delay accounts for the sending path from the synchronization master to the
compression master (Figure 11, Step 1) and the sending path from the compression master back to the synchronization
master/clients (Figure 11, Step 2), i.e., the round-trip delay. The parameters max_observation _window and
calculation_overhead are the terms from the compression_function_delay as defined in Equation 14 (the third parameter,

compression_correctio
NOTE: The nominal roy

NOTE: The message {
uncompressed

Each synchronization m
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PCFs received with sm
not equal to local_integn
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PCFs experience the same nominal delay (see Equation 14);
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number of bits set in pcf]
pcf_membership_new, 1
the frame closest to the

For the calculation of th
considered that have an
max(pcf_membership_n

max(pcf_membersh

window, the synchronization masteriand synchronization client select th
| membership_new for each communication link. In case of multiple PCFs
he selected PCF is the one with the latest smc_permanence_pit within th
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th pcf_integration_cycle

hronization client. At the
e PCF with the highest
with the same maximum
P acceptance window or

(Eq. 18)

| best_pcf _channels are
pcf_membership_new),

MembershipAcceptafnceRange is a configurable parameter typically set to the number of faulty

synchronization masters

to be tolerated.

The clock correction value to be applied, clock_corr, is then calculated by a configurable function which is either the median
of the remaining values or the average of the extremes.

clock_corr = median/averagechanmeis(smc_scheduled_pit - smc_best_pcfchannel. permanence) (Eq. 19)
The prefiltering of PCFs removes obviously faulty values from the median function, which may stem from a faulty

compression master that did not receive all PCFs from non-faulty compression masters. Another failure case is when one
or more faulty synchronization masters only send their PCFs to a subset of the compression masters.

The clock correction value (clock_corr) does not immediately apply to correct the local clock (local_clock) at the end of the
acceptance_window. Instead, this correction is delayed for a configurable parameter (clock_corr_delay), where the following
relation is satisfied:

clock_corr_delay > acceptance_window (Eq. 20)
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This delayed clock correction ensures that the corrected local clock value will not fall within the acceptance window (as the
maximum negative clock_corr is -acceptance_window/2). The local clock requires correction within one integration cycle
(i.e., before local_clock = 0 again). This means that clock correction terms are not added up over a sequence of integration
cycles.

7.2  Clock Synchronization in Compression Master
Similar to the synchronization masters and synchronization clients, the compression masters will use the synchronized local
clock (local_clock) during synchronized operation to indicate reaching the cm_scheduled_pits. The compression master,

however, uses the cm_compressed _pit as a reference point to correct local_clock.

An overview of the clock synchronization service in the compression master appears in Figure 25.

Frame Compressed Frame Dispatch
cm_compressed _pit cm_dispatch _pit

locql_integration_cycle :=
(local_integration_cycle + 1) mod

: - dispatch_delay
max_integration_cycles

local _clock :=
Acceptance Window™\ (focal_clock + clock_corr)

acceptance_window

Clock Correction Delay
clock_corr_delay.

Frame Scheduled Clock Correction
cm_scheduled_pit cm_clock_corr _pit

Figure 25 local_clock in compression master

It is possible to interprgt the local clock’as a local counter that cyclically runs from O to integration_cycle duration, as
previously noted. The parameter cm_Scheduled_pit is a configurable parameter. In order to keep the local clocks of the
synchronization masterg, synchronization clients, and compression masters synchronized, configure them as follows:

cm_scheduled_pit = sm_dispatch_pit: + max_transmission_delay
+ max_observation_window + calculation_overhead (Eq. 21)

Compression masters maintain a device-local variable Jocal _integration_cycle that keeps track of the current integration
cycle. During synchronized operation, the local_integration_cycle updates once in each integration cycle as depicted in

Figure 25.

Similar to synchronization masters and synchronization clients, each compression master will open an acceptance window
(acceptance_window) around the cm_scheduled pit and monitor the cm_compressed _pits from PCFs via the compression
function (local_integration_cycle equals pcf_integration_cycle). These PCFs are known as received in-schedule. PCFs with
cm_compressed_pit that lie outside the respective acceptance window or with different integration cycle than expected are
considered received out-of-schedule.

In certain failure and clique scenarios (see Section 8 for discussion of cliques), more than one cm_compressed_pit of
respective PCFs with the same pcf_integration_cycle may be generated within the same acceptance window in the
compression master. The compression master will then use the PCF with the most bits set in pcf_membership_new, and
the latest PCF in case of a tie in pcf_membership_new.

cm_best_pcf = maXcm_compressed_pit| NaXpcf membership_new(Protocol control frame)] (Eq. 22)
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Likewise, the clock correction value in the compression master is calculated as follows:

clock_corr = (cm_scheduled_pit - cm_best_pcf.cm_compressed_pit) (Eq. 23)
NOTE: The compression function already performs the fault-tolerant average calculation.
Similar to the synchronization masters and synchronization clients, the clock correction value (clock_corr) is not immediately
applied to correct the local clock (local_clock) at the end of the acceptance window. This correction instead is delayed for a
configurable amount of time using clock_corr_delay. This correction instead is delayed for a configurable amount of time
using clock_corr_delay, such that the following relationship is satisfied:

clock_corr_delay > acceptance_window (Eq. 24)

This delayed clock correction ensures that the corrected local clock value will not fall within the acceptance _window (as the
maximum negative clodk_corr wittbe -acceptarnce_window/2). The tocal ClocK Tequires correctign within one integration
cycle (i.e., before local|clock = 0 again). This means that clock correction terms may not add|up over a sequence of
integration cycles.
7.3 Compressed PCH Dispatch
The cm_dispatch pit pf a PCF is an offset that is configurable, per frame type (dispatch_delay), after the
cm_compressed_pit. The dispatch_delay ensures that dispatch of the compressed PCF will not happen prior to the end of
the acceptance window

cm_dispatch_pit = cm_compressed_pit + dispatch_delay (Eq. 25)

NOTE: Equation 26 wals removed in this revision, but all other existing equation references are linchanged compared to
old revisions.

NOTE: Default configurption for dispatch_delay is as follows.

Table 4 - Dispatch delay per frame type

Coldstart Frame Coldstart Acknowledge Frame Integration Frame
Single-Failure Hypothesis 0 0 acgeptance_window
Dual-Failure Hyppthesis 0 0 0

The cm_dispatch_pit is the start of Step 2 in the synchronization process (i.e., PCF flow back from the compression master
to the synchronization njasters‘and synchronization clients).

7.4 Normative Description

7.4.1  Synchronization Master/Client

When the local clock in a synchronization master reaches local_clock = 0, then the synchronization master shall dispatch
an integration frame with:

a. pcf_integration_cycle = (local_integration_cycle+1) modulo max_integration_cycle

b. pcf_membership_new(x] = 1 (if x is the index of the synchronization master in the pcf_membership_new vector), and
pcf_membership_newl[y] = 0 (for all other entries y # x)

c. pcf_sync_domain = sync_domain

d. pcf_sync_priority = sync_priority
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e. pcf _transparent clock =0

NOTE: By the time the PCF is actually sent, the value will be set to the total delay between dispatch_pit and send pit.
f.  pcf_type = 0x2 hex (which indicates an integration frame)
Each synchronization master/client shall open an acceptance window around its scheduled point in time
(smc_scheduled_pit), where the size of the acceptance window (acceptance_window) is twice the precision in the system
and the smc_scheduled pit is the center of the acceptance window.
Out of the integration frames received during the acceptance window and at the end of the acceptance window, each

synchronization master/client shall select a set of integration frames using the selection function in Equation 18 where the
selected integration frames are further called the best in-schedule received integration frames.

e ved-rtegratio A y Zatterm client shall calculate the
specified in Equation 19.

local clock (local_clock)

Each compression master shall open an acceptance window around its scheduled point in time (crm_scheduled_pit), where
the size of the acceptance window (acceptance _window) is twice the precision in the system and the cm_scheduled pit is
the center of the acceptance window.

At the end of the acceptance window, each compression master shall'select the best in-schedule received integration frame
using the selection funcfion given in Equation 22.

After the selection of the best in schedule received integration frame, a compression master shall apply Equation 23 to
calculate the clock corrgction value (clock_corr).

Before the compression|master modifies its local clock (local_clock) using the value of the calculated clock correction term
(clock_corr), it shall waif for a duration of clock, corr_delay.

A compression master fonfigured to operate with high-integrity synchronization masters shall d{spatch the compressed
integration frame when it reaches cm_dispatch_pit.

NOTE: The cm_dispatdh_pit is calcilated using Equation 25.
A compression master [that_is_configured to operate with standard-integrity synchronization masters shall dispatch the

compressed integration frame when the cm_dispatch_pit is reached and the compression master has used the compressed
integration frame for synehrenization-tsel-

NOTE: The compression master state machine discussed in 9.4 and 9.5 determines whether or not the compression master
uses the integration frame.

8. CLIQUE DETECTION AND RESOLUTION SERVICES

A clique detection service detects clique scenarios. These are unintended scenarios where disjoined subsets of devices
within a synchronization domain align within a subset, but not over subset boundaries. A clique resolution service is a
method that reestablishes synchronization on a network level, upon clique detection.

There are three clique detection services in time-triggered Ethernet: synchronous clique detection, asynchronous clique
detection, and relative clique detection. These clique detection algorithms operate on data structures called “membership”
which are periodically updated through the exchange of the PCFs (pcf_membership_new).
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Synchronous clique detection runs locally on all components in the system, checking for sufficient synchronization masters
aligned with the respective component. This occurs via evaluation of the integration frame (a PCF with pcf_type set to IN)
produced in Step 2 of the clock synchronization service (i.e., if the number of bits set in the pcf_membership_new field falls
below a configurable threshold, then the synchronous clique detection returns successful).

The asynchronous clique detection also runs locally on all system components. It keeps track of all operating
synchronization masters that are not aligned with respective components. The asynchronous clique detection locally stores
the membership bits from those out of schedule received IN frames, stemming from synchronization masters that are not
synchronized to the respective component. Once per resynchronization interval, the component checks whether the number
of bits set in the pcf_membership_new fields of unsynchronized IN frames is equal to or above a configurable threshold. If
so, the asynchronous clique detection service returns successful.

The relative clique detection is executed in the synchronization masters. It checks, at the beginning of each integration

cycle, whether the number of synchronized synchronization masters is equal to or below the number of unsynchronized
Synchronization masters (if any) If this is the case, the relative r\liqnn detection returns successful

The clique resolution service is performed by restarting the respective component that detected the clique situation.
Depending on the number of components that detected the clique situation, some or all components will execute restart.

During a restart, an indijdual component can reintegrate to the set of components that rémain in opgration. Only the affected
component will detect diques, as all received PCFs will be out-of-schedule. See Section 9 for information regarding the
time-triggered Ethernet |ntegration and startup/restart protocol.

8.1 Synchronous Cligue Detection Function

See Figure 26 for a depjction of the synchronous clique detection function.
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Figure 26 - Synchronous clique detection function


https://saenorm.com/api/?name=15abda25488561cabaadc1952ae26396

SAE INTERNATIONAL ASG802™A Page 59 of 106

The synchronous clique detection function is executed in all devices (i.e., synchronization masters, synchronization clients,
and compression masters).

The synchronous clique detection function uses the device-local variable local_sync_membership to keep track of the
number of synchronization masters currently synchronized with the respective device. The local_sync_membership is a
bit-vector with the same assignment of bits to synchronization masters as in pcf_membership_new.

The synchronous clique detection function will be executed upon reaching the smc_sync_eval_pit (in the synchronization
masters and synchronization clients) or cm_sync_eval_pit (in the compression masters). This is immediately after the
acceptance window around smc_scheduled_pit and cm_scheduled_pit, respectively.

Upon reaching the smc_sync_eval_pit or cm_sync_eval_pit, each device will update local_sync_membership. The device
will set local_sync_membership (i.e., it will select the pcf_membership_new with the highest number of bits set from the set
of in-schedule PCFs received during the acceptance window).

The synchronous cliquel detection function tests local_sync_membership against a state-specifi¢,threshold. If the number
of bits set in local_syngd_membership is less than the respective threshold, then the test is\sucgessful (i.e., cliques are
detected).
8.2  Asynchronous Clifjue Detection Function

The asynchronous clique detection function appears in Figure 27.
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Figure 27 - Asynchronous clique detection function
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The asynchronous clique detection function is executed in all devices (i.e., synchronization masters, synchronization clients,
and compression masters). The asynchronous clique detection function uses two local variables (i.e.,
local_async_membership[0] and local_async_membership[1]) to keep track of the number of operational synchronization
masters currently not synchronized with the respective device (excludes powered-off synchronization masters) and a third
local variable ae (as an index) to switch between them. The parameter local_async_membership defines two bit-vectors

with the same assignment of bit to synchronization master as in pcf_membership_new.

The asynchronous clique detection function monitors the communication links for out-of-schedule received PCFs.

NOTE: Out-of-schedule PCFs can be PCFs with permanence_pits outside of any acceptance window, as well as PCFs
with permanence_pits inside an acceptance window, but with the wrong pcf_integration_cycle value.

The equation for the monitoring interval in synchronization masters and synchronization clients is as follows:

where n is an integration cycle.

Likewise, the equation fi
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Otherwise, the asynchronous clique detection function will return unsuccessful and the value of ae will toggle. Successful
implies the detection of cliques.

8.3

Relative Clique Detection Function

The relative clique detection function executes in the synchronization masters. The relative clique detection function is
always running and returns a clique detected at smc_async_eval pit when the following relation is satisfied:

provided any one of the

local_sync_membership < local_async_membership(]

local_async_membership bit vectors has at least one bit set.

(Eq. 29)
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8.4 Normative Description

A synchronization master shall implement the synchronous clique detection function, the asynchronous clique detection
function, and the relative clique detection function.

A synchronization client shall implement the synchronous clique detection function and the asynchronous clique detection
function.

A compression master shall implement the synchronous clique detection function and the asynchronous clique detection
function.

The synchronous clique detection function shall indicate that multiple cliques have formed, when following conditions are
met:

a. When the local clocihas+eached-sme—syre—evapitina-syrchrenizationrasterfelient
b. When the local clock has reached cm_sync_eval pitin a compression master.

c. When fewer bits arg set in the local_sync_membership bit-vector than defined in the-state-spgcific synchronous clique
detection threshold.

The asynchronous clique detection function shall return indication of detection.of‘a clique, as follows:
a. When the local clock has reached smc_async _eval pit in a synchronization master/client.
b. When the local clock has reached cm_async_eval_pit in a compréssion master.

c. When as many or njore bits are set in any one of the localasync_membership bit vectors than specified in the state-
specific asynchronops clique detection threshold.

The relative clique detegtion function shall indicate detection of a clique, as follows:
a. When the local clock has reached smc_async.eval pitin a synchronization master.
b. When any one of the local_async_membership bit vectors has at least one bit set.

c. When as many of more bits are."set in any one of the local async_membership bjt vectors than in the
local_sync_membeifship vector,

9. STARTUP AND REBTART<SERVICE

A startup service defines algorithms for initially synchronizing the devices in the communication infrastructure. This service
includes procedures for cotdstartsand-integrationfreintegration:

This section discusses the time-triggered Ethernet protocol state machines, which provide the framework that coordinates
the previously discussed functions and services (see Sections 5 to 8). There are different protocol state machines for the
synchronization master, synchronization client, and compression master. Also, this section presents two state machines for
the compression masters. This is a result of different failure hypotheses:

a. Time-triggered Ethernet tolerates multiple faulty devices at the same point in time. If the failure hypothesis requires the
tolerance of the concurrent failure of a synchronization master and a compression master, then the synchronization
master devices have to be reconfigured as high integrity. Consequently, the compression master executes the state
machine for high-integrity synchronization masters (see Figure 30).

b. If the synchronization master is a standard-integrity device, the Time-Triggered Ethernet network does not tolerate the
concurrent failure of a synchronization master and a compression master. In this case, the compression master
executes the state machine for standard-integrity synchronization masters (see Figure 31).
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This section discusses system configurations in which each device executes exactly one of these protocol state machines.
Section 10 covers advanced synchronization/network topologies and configurations.

After power on, the synchronization masters will send coldstart frames to the compression masters. The compression
masters will relay the coldstart frames back to the synchronization masters. Synchronization masters will react to a coldstart
frame reception by sending a coldstart acknowledge frame. This sequence of coldstart and coldstart acknowledge frames
is known as the fault-tolerant handshake.

NOTE: In a high integrity configuration, a synchronization master will only accept coldstart frames that originate from a
different synchronization master. Hence, a synchronization master will not acknowledge its own coldstart frame. In
a standard-integrity configuration, the synchronization masters will acknowledge all coldstart frames, regardless of
whether they have been sent by themselves.

Both coldstart and coldstart acknowledge frames provide coordination action that aims at initially synchronizing the local
clock (local_clock) in th protocol state machine
that indicates synchroni

devices After afault-toleranthandseshaka the deviceswillantar a ctata in th
SHEE8 S e attt-tor8 it e aSHE ke tHE-GeHE8 S Wh-B 8 a-State-HitH

red operation.

9.1  Description of the|Protocol State Machine Formalism

As in previous sections,|the time-triggered Ethernet synchronization protocol uses the following vafiables:

a. local_timer. An unsynchronized timer used to measure timeouts (e.g., the dutation for which g synchronization master
tries to integrate before coldstart).

b. local_clock: The syrjchronized timer used to measure the current point'in time relative to the cuirrent integration cycle.

c. local_integration_cyfcle: A synchronized counter that cyclically counts the integration cycles.

d. local_sync_membeifship: A membership vector with a one-to-one mapping of bits to synchronjization masters, used in
the synchronous ang relative clique detection functions:

e. local_async_membership[]: A membership vector(with a one-to-one mapping of bits to synchronization masters, used

in the asynchronoug and relative clique detectionfunctions.

All state machines start
current state to the nex
becomes the current st
can be enabled at the s

n an_INTEGRATE state at the beginning of state machine execution. The
| state depends on\successful transition conditions (i.e., guards) of the t
te, after successful transition. As the state machines process events in
me point intime. For this case, the guards of the transition have the folloy

sed coldstart frame.

sed'coldstart acknowledge frame.

state transition from the

“ansition. The next state

eal time, mutual guards
ing decreasing priority:

1. Permanent/compreq
2. Permanent/compreq
3.
4.
5.

Permanent/compressed integration frame.
Unsynchronized timeout, local_timer = = 0.

Local clock reaching predefined condition time point.

NOTE: Permanent/compressed refers to the smc_permanence_pit (see Section 5) of a PCF in synchronization masters
and synchronization clients, and to the cm_compressed_pit (see Section 6) in compression masters.

In the case where two or more integration frames become permanent/compressed, the priority of the integration frames
decreases first with the number of bits set in pcf membership_new and decreases secondly with decreasing
pcf_integration_cycle.
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Each guard of a transition will only react to a single event, with the singular exception that it will monitor out-of-schedule
integration frames for the asynchronous clique detection service. If multiple events occur at the same point in time (e.g., one
input (channel) of a synchronization master receives a coldstart acknowledge frame simultaneously to a different input
(channel) receiving an integration frame), the guard with the highest priority event takes precedence (e.g., the guard reacting
to coldstart acknowledge frames). When multiple guards are activated at the same point in time, only the guard with the
highest priority, according to the list above, will be executed and the state machine will drop all other guards. This implies
that events will not queue up during execution of the protocol state machine.

During unsynchronized states, the permanence/compression of an integration frame may immediately enable a transition
guard. During synchronized states, the permanence/compression of an integration frame does not enable a guard
immediately. The integration frame reception will lead to either an update of the synchronous clique detection or the
asynchronous clique detection data structure (i.e., local_sync_membership or local_async_membership[]). The state
machine evaluates the local_sync_membership and local_async_membership[] when local_clock reaches a particular point
in time. In the case where the permanence/compression of an integration frame occurs concurrently with the evaluation of
either one of the C|ique detection functions the rnepnr\fi\/n r\liqnn data structure will he ||lr_\dn‘rnd efore evaluation of the
transitions in the protocgl state machines.

9.2 Synchronization Mlaster Protocol State Machine

Figure 28 depicts the|protocol state machine executed in a synchronization master. The [synchronization master
differentiates between Unsynchronized states and synchronized states. Unsynchranized states include SM_INTEGRATE
state, SM_UNSYNC stdte, SM_FLOOD state, and SM_WAIT_4_CYCLE_STARJI_CS state. Syn¢hronized states include
SM_TENTATIVE_SYN( state, SM_SYNC state, and SM_STABLE state.

initialization ready

'

receive IN frame |

asynchronous or

relative clique detection
returns successful or | SM—INTEG RATE
num_unstable_cycles
reached

local_timer

N

receive CA frame

blackout

SM_STABLE
N

receive IN frame

" SM_UNSYNC

num_stable_cycles
reached

receive CA frame

* stable_ca_enabled \

ﬁ receive CAframe  ——

receive CA frame T
receive CS frame

local_timer

SM_SYNC receive CA frame \

receive CS frame

SM_FLOOD

' receive timely CA frame
synchronous clique local_timer

detection not successid | SM_TENTATIVE_ [<—————| SM_WAIT 4 CYC <
SYNC LE_START_CS

any diique
detection retums
successful

synchronous clique
detection successful

Figure 28 - Synchronization master protocol state machine
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9.21 SM_INTEGRATE State

9.2.1.1  Description

The SM_INTEGRATE state is the first state entered after successful power-on of a time-triggered Ethernet device (TTE_1, say) with synchronization master
functionality. The primary purpose of this state is to identify whether there are already synchronized time-triggered Ethernet devices running. If there is a set of

time-triggered Ethernet devices communicating, TTE 1 will receive PCFs from this set of devices. Depending on

pcf_membership_new field, TTE_1, may deqd
Conversely, if TTE_1 detects no set or an in
operational is perceived by TTE_1 by not reg
for a sufficiently long duration after entering

NOTE: Itis assumed that when the state m4

functionality of the component is not

ide to transit to a synchronized state. In this case, TTE_1 has integratedst

sufficient set of time-triggered Ethernet devices, it will aim to startup/the sy,
eiving a protocol control frame with a sufficiently high number of-méembers
SM_INTEGRATE state.

chine is started, the underlying Ethernet functionality is.already operationg
machine enters SM_INTEGRATE sfate and receives a timeout indicating that there is ne;ecommunication on t
yet ready to receive Ethernet frames from the network.

the number of membership bits set in the
b the running synchronized global time.

stem itself. An insufficient number of devices
hip bits set in the pcf_membership_new field

I. Hence, it will not be the case that the state

ne network because the underlying Ethernet

9.2.1.2 Transition Summary
Table X.1 - SM_INTEGRATE state transition summary
SM_INTEGRATE
Guard Command

RX PCF|local_timer pcf_membership_nev next state TX_PCF local_timer local_clock local_integration_cycle | local_sync_membership
1 TO SM_UNSYNE CS sm_coldstart_timeout
2| ca SM_WAIT 4 CYCLE_START_CS ca_offset
3 IN w(.) >=sm_integrate_to_sync|threshold SM_SYNC OFF smc_scheduled| pit| pcf_integration_cycle | pcf_membership_new

Setting local_timer to a new value ca_offset will de
to OFF will de-activate the timer and delete any pe

ete any pending timeout condition TO (in case reception of a CA PCF happens at the same t
hding timeout condition'TO (in case reception of the IN PCF happens at the same time as thd

me as the timeout condition TO). Setting local_timer
timeout condition TO).
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9.22 SM_UNSYNC State

9.2.2.1

Description

In the SM_UNSYNC state, the synchronization master, say TTE_1, periodically transmits coldstart (CS) frames. The CS frame is a signal to the time-triggered
Ethernet network that TTE_1 is a coldstart master and is available to start a new synchronized global time.

When the synchronization master TTE_1 re
SM_FLOOD will be taken if one of the follow

1. The SMis configured for a high-integrity

2. The SMis configured for a standard-inte
accept CS frames sent by itself).

ng conditions are met:

ceives a CS frame it transits to SM_FLOOD state, in which it acknowledg

ime-triggered Ethernet configuration and the received CS frame stems fror

grity time-triggered Ethernet in which case all CS frames are“accepted (in

es the received CS frame. This transition to

n a synchronization master other than TTE_1

contrast to the item above, the SM will also

9.2.2.2 Transition Summary
Table X.2 - SM_UNSYNC state transition summary
SM_UNSY¥NC
Guard Command
RX PCF[local_timer| high_integrity pcf_membership_new next state TX_PCE local_timer local_clock local_iptegration_cycle |local_sync_membership flood_aux_state
1 TO CS sm_coldstart_timeout
2] cs TRUE .[membership_podition] =0 SM_FLOOD cs_offset WAIT_AFTER_CS_RX
3 CS FALSE SM_FLOOD cs_offset WAIT_AFTER_CS_RX
4] ca SM_WAIT_4_CYCLE_STARTCS ca_offset
5 IN w(.) >=sm_unsync_to_slync_threshold SM_SYNC OFF smc_scheduled_pit| pcf_irfftegration_cycle | pcf_membership_new
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9.23 SM_FLOOD State
9.2.3.1  Description

In the SM_FLOOQOD state a previously received CS frame will be acknowledged by sending a coldstart acknowledge (CA) frame. If multiple CS frames are received,
only the last CS frame received will be acknowledged. After the transmission of a CA frame the synchronization master will wait to receive a CA frame back within a
specifiable interval after the round-trip delay of the CA frame through the network. When the synchronization master receives a CA frame in this interval it will transit
to SM_WAIT_4 CYCLE_START_CS. Howeyer, if the synchronization master receives another CS frame after the transmission of the CA frame and before it receives
a CA frame back, it will re-enter the SM_FLOOD state, thereby ignoring all previous actions in SM_FLOOD. The-CS ffame reception in SM_FLOOD state is, thus,
history-less.

9.2.3.2 Transition Summary

Table X.3 - SM_FLOOD state transition summary

SM_FLOOD
Guard Command
RX PCF|[local_timer| |flood_aux_state next state X _PCF local_timer flood_aux_state
TO | WAIT_AFTER_CS_RX CA sme_scheduled pity 11+ AFTER CA_TX

1 - - - ca_acceptance_window /2 - -
2 TO WAIT_AFTER_CA_TX ca_acceptance_window ACCEPT_CA_RX
3 TO ACCEPT_CA_RX SM_UNSYNC sm_coldstart_timeouft
4| cs cs_offset WAIT_AFTER_CS_RX
5] ca ACCEPT_CA RX | SM_WAITA4EYCLE_START_CS ca_offset
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9.24 SM_WAIT 4 CYCLE_START_CS State

9.2.4.1 Description

The SM_WAIT_4 _CYCLE_START_CS state is an intermediate state in which the synchronization master waits for a configurable time (the ca_offset) before it enters

the synchronous operation phase by sending the first integration frame (IN frame).

9.2.4.2 Transition Summary

Table X.4 - SM_WAIT_4_CYCLE_START_CS state transition stimmary

4

SM_WAIT_4_CYCLE_START_CS
Guard Command
RX PCF Iodal_timer next state TX PCF|local_timer| local_integration_cycle flood_aux_state
TO SM_TENTATIVE_SYNC| IN initial_integpation_cycle
s SM_FLOOD cs_offset WAIT_AFTER_CS_RX
3] cAa ca_offset

9.25 SM_TENTATIVE_SYNC State
9.2.5.1 Description

The SM_TENTATIVE_SYNC state is a syrjchronous state; hence the clocksynchronization service and the clique
synchronization service ensures that the local_clock and local_integration.'cycle are synchronously updated in the syng
and compression masters in the time-triggered Ethernet network. The €liqgue detection services maintain the local_syng

in order to identify the loss of synchronization of the time-triggered Ethernet device executing the clique detection servi

The SM_TENTATIVE_SYNC state is the “we¢akest” of the synehrenous states. A synchronization master will transit to
number of bits set in its local_sync_memberghip bit vector reaches or exceeds the sm_tentative_sync_threshold_sync

NOTE: The synchronization master will remain in SMcTENTATIVE_SYNC state for the duration of the roundtrip of the

e detection services are running. The clock
hronization masters, synchronization clients,
t_membership and local_async_membership
ce.

he next “better” synchronous state when the
threshold, which is configured offline.

first IN frame transmitted after coldstart: with

the transition from WAIT 4 CYCLE START CS to SM_TENTATIVE _SYNC state the synchronization
local_clock = 0). The individual IN frgmes‘sent from different synchronization masters are then compressed in {
IN frame is sent back to the synchrgnization masters. Depending on the number of bits set in the pcf_membe
the synchronization masters will eithle RS RSy i e Y he -

In the SM_TENTATIVE_SYNC state the dispatch of TT-transferred frames can be enabled/disabled via configuration.

master sends the first IN frame (when
e compression master and the compressed
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9.2.5.2 Transition Summary

The transition summary uses the function pre(arg) in line 7. This is used to elevate priority of local_time showing value arg over all other guards (in particular over a
PCF being received at local_time arg) that also evaluate local _time to the same value arg. This changes the default priority defined in 9.1 for the respective guard.

In line 7 pre(smc_scheduled_pit - acceptance_window/2) is used to update local _integration_cycle just at the start of the acceptance window ensuring that an IN
PCF received exactly at the start of the acceptance window will be checked against the new value atline 8. A CA PCF being received at local_time smc_scheduled_pit

- acceptance_window/2 will still be handlefd with higher priority, though. l.e., in this latter case local_integration,.
en while line 7 will not be executed.

SM_WAIT_4_CYCLE_START_CS will be ta

Table X.5 - SM_TENTATIVE_SYNC state transition summary

cycle will be set to 0 and the transition to

SM_TENTATIVE_SYNC

Guard

local_async, best_pcf best_pcf. clock_corr

RX PCF pef_i ion_cycle local_sync

TX PCF

wi(.) <sm_tentative_sync_threshold_sync

SM_UNSYNC

wi(.) >= sm_tentative_sync_threshold_sync

SM_SYNC

o 0|FTA(best_pcf)
o

[SM_WAIT_4_CYCLE_START_CS

-[ae] |=pcf, ip_new

I=local_i cycle

-[ae] |=pcf, ip_new

== local cycle w(.) <= w(pcf new)

(local_integration_cycle +1) %
cycle

w(.IN]) <= w(pcf

[N] =pf. new _|.[N] = local_clock

9.26 SM_SYNC State
9.2.6.1  Description
The SM_SYNC state is a synchronous stat

service ensures that the local _clock and loca
masters in the time-triggered Ethernet netwo,

startyp and restart service

asynchronous clique detection

symachronous clique detection

clock synchronization

|_integration_cycle are synchronously updated in the synchronization mast

the loss of synchronization of the time-trigge

e hence-the clock synchronization service and the clique detection servjces are running. The clock synchronization

rs, synchronization clients, and compression

rk_The clique detection services maintain the local_sync _membership and| local_async_membership in order to identify

The SM_SYNC state is a synchronous state in which a synchronization master will reside for at least a configurable number (num_stable_cycles) of integration
cycles. When the synchronization master has resided in the SM_SYNC state for num_stable_cycles it will transit to SM_STABLE state.

NOTE: The motivation of SM_SYNC is a “testing” phase for the synchronized global time which has just been established.
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NOTE: In the configuration of time-triggered Ethernet network for tolerance of two faulty time-triggered Ethernet devices, the minimum number of bits that must be
set in the local_sync_membership vector of a synchronization master (sm_sync_threshold_sync) is set to 1. Hence, in this configuration cliques will only be

detected via the asynchronous and t

he relative clique detection mechanisms.

In the SM_SYNC state, the dispatch of TT-transferred frames can be enabled/disabled via configuration.

9.2.6.2 Transition Summary

The transition summary uses the function p
particular over a PCF being received at /oca
respective guard.

In lines 2 and 9 this is used to execute asyr
update of local_async_membership[ae] and
at local_time 0 to the respective local_async}|
i.e., in this latter case, the transition to SM_V

In line 14 pre(smc_scheduled_pit - acceptar
acceptance window ensuring that an IN PCF
and, if in-schedule, will be added to /o
acceptance_window/2 will be handled with hi
will not be executed.

re(arg) in lines 2, 9, and 14. This is used to elevate priority of local-time
|_time arg) that also evaluate local_time to the same value arg. Thischar

chronous clique detection at local_clock 0 (which may resuit in taking th
ae) before dispatching an IN PCF at local_time 0 (line 1)cand also before
| membership variable (line 10). A CA PCF being received at local _time O w
VAIT 4 CYCLE _START_CS will be taken while negither line 2 nor line 9 wi

ce_window/2) is used to re-set local_sync_membership and to advance
received exactly at the start of the acceptance window will be checked aga
cal_sync_membership only after re-set\ Again a CA PCF being re
gher priority, though. l.e., in this latter case the transition to SM_WAIT_4 _C

Table X.6 - SM_SYNC state transition summary

showing value arg over all other guards (in
ges the default priority defined in 9.1 for the

b transition to SM_UNSYNC state or just an
adding any out-of-schedule IN PCF received
ill still be handled with higher priority, though;
Il be executed.

pcal_integration_cycle just at the start of the
inst the new value of Jocal_integration_cycle
ceived at Jocal_time smc_scheduled pit -
YCLE_START_CS will be taken while line 14

dmmand

[W() <5 _sync_threshold_sync AND.
lwi)>0

i =0

() >= sm_syne_threshold_syne

() >=5n

fse] |= pef_membership_new

[{ae+1)5%2] |= pef_membership_new

de |wl) <= wipes membership new)

[WCN)) <= wipet_ membership_ new)

\\\\\\\\\\\\
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9.2.7 SM_STABLE State
9.2.7.1  Description

The SM_STABLE state is a synchronous state; hence the clock synchronization service and the clique detection services are running. The clock synchronization
service ensures that the local_clock and local_integration _cycle are synchronously updated in the synchronization masters, synchronization clients, and compression
masters in the time-triggered Ethernet network, The clique detection services maintain the sm sync membership and sm_async_membership in order to identify
the loss of synchronization of the time-triggefed Ethernet device executing the clique detection service.

9.2.7.2  Transition Summary

Table X.7 - SM_STABLE state transition summary

SW_STABLE
Command
XPCE Tocal_dlodk pef_integration_cycle best_pet membersh PCF channel | stable ca enabled nextstate TXPCE]Tocal timer Togal tiock Tocal integration_cycle Tocal_syne_mempership Tocal_async_membership stable_cyde ctr | _ae best best dlodk_cor
1 N
9 loreo) s inTeGraTE o o q q q q q q
B sc_inTecraTe q q q q q q q q
4 1 9 olFTA(best pef)
o 9 9 olFTa(best pef)
ock
ca TRUE [SM_WAIT 4 CYcie START G o offset q q q q q q q q
[WE) > wilocal_ssync_membership) OR
lwilocal_async - [w(.) <sm_stable_threshold_async [se]=0 (2e + 1562
i [se] |= pef_membership_new.
10N [(2€+1)%2] |= pef_membership_new.
1l local_integration_cycl [se] |= pef_membership_new.
12l == tocal_integration cycle |l <= w(pcf_membership_new) oct_membership_fow
13 q
1l - tocal_integration_cycle WLIN]) <= wipef_membership_new) * | [N] = pef_membership_new [ (N = local_dlock

NOTE: Table X.8, which contained an optiopal state, was removed and does not appear in this document revision.
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9.3 Synchronization Client Protocol State Machine

Figure 29 depicts the protocol state machine executed in a synchronization client. The synchronization client differentiates between one unsynchronized state and
two synchronized states. The unsynchronized state is SC_INTEGRATE state. Synchronized states include SC_SYNC state and SC_STABLE state.

receive IN frame

\\

I
initialization ready

'

\\

asynchronous clique
detection retums
successful or
num_unstable_cycles
reached

-

clique detection
returns
successful

asynchronous or
synchronous

o

num_stable_cycles
reached

SC_SYNC

SC_STABLE

9.3.1 SC_INTEGRATE State

9.3.1.1  Description

The SC_INTEGRATE state is the first state|entered-after successful power-on of a time-triggered Ethernet device, T|
client functionality. The main purpose of thig statéds to identify whether there are already synchronized time-triggered
TE_1 will receive protocol control frames from this s¢

indeed a set of time-triggered Ethernet deviges communicating,
bits set in the pcf_membership_new field, T i
synchronized global time.

—

SCLINTEGRATE

Figure 29 - Synchronization client protocol state machine

TE 1, say, that realizes the synchronization
Ethernet devices up and running. If there is

t. Depending on the number of membership

sdy that TTE_1 has integrated to the running
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9.3.1.2 Transition Summary
Table X.9 - SC_INTEGRATE state transition summary
SC_INTEGRATE
Guard Command
RX PCF pcf prembership—Rew Rextstate local—clock——{Hocalintegration—eyeleHoeal sync membership
IN | w(.) >=sc_irltegrate_to_sync_threshold | SC_SYNC [smc_scheduled_pit| pcf_integration_cycle |, pcfl membership_new
9.3.2 SC_SYNC State

9.3.2.1 Description

The SC_SYNC state is a synchronous stat
service ensures that the local_clock and loca
masters in the time-triggered Ethernet netwo
the loss of synchronization of the time-trigge

The SC_SYNC state is a synchronous state
When the synchronization client has resided

NOTE: The motivation of SC_SYNC is a “te

In the SC_SYNC state, the dispatch of TT-tr,

b: hence the clock synchronization service and the clique detection serv|

rk. The clique detection services maintain the local.sync_membership and
red Ethernet device executing the clique detection’service.

n which a synchronization client will reside for at least a configurable numb

s5ting” phase for the synchronized global time which has just been establis

hnsferred frames can be enabled/disabled via configuration.

in the SC_SYNC state for num_stable ~cycles it will transit to SC_STABLE.

ces are running. The clock synchronization

|_integration_cycle are synchronously updated in the‘synchronization mastgrs, synchronization clients, and compression

local_async_membership in order to identify

er (num_stable_cycles) of integration cycles.

ned.
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9.3.2.2 Transition Summary

Table X.10 - SC_SYNC state transition summary

Sc_SYNC
Comman d
RX PCF local_clock pef_integration_cycle local_sync_membership stable_cydle ctr best_pcf.membershi PCF channel nextstate Tocal_clock local integration cycle Tocal_sync_membership. local_async_membership stable_cydle ctr e best_pcf.membersh best_pcf. ock corr
1] bre(0] SC_INTEGRATE q q q q o ql q q q
sme_scheduled _pit+
P ac: w(.) < sc_sync_threshold_sync SC_INTEGRATE q 9 q q 9 q q q q
3 () >= sc_sync_threshold_sync bl il -1 q 0|FTA(best_pcf)
4 () >= sc_sync_threshold_sync >= num_stable_cycles sc_sTaBLE 9 q olFTA(best_pcf)
E += clock corr q
o [wi2) <sc_sync fhreshold_async [5e1 20 (ae - 1%2
7| [ae] |= pef_menbership_new
£ [(ae+1)%2] | = fcf_membership_new.
<= smc_scheduled _pit +
olin acceptance_window/2 I=local_integration_cycle [ae] |= pef_mefnbership_new
. scheduled _pit +
10lIn ance_window/2 ==local integration cycle _|w(.) <= w(pct_membership_new) pcf_membership_new
(local_integration_cyele +1) %
1] max_integration_cycle q
12N == local_integration_cycle [ w(.IN]) <= w(pcf_membership_new) __|N LIN] = pf_membership_new _|.IN] =local_clock

9.3.3 SC_STABLE State
9.3.3.1 Description

The SC_STABLE state is a synchronous state; hence the clock synchronization service and the clique detection seryices are running. The clock synchronization
service ensures that the local_clock and local_integration_cycle are synchrénously updated in the synchronization mastgrs, synchronization clients, and compression
masters in the time-triggered Ethernet netwprk. The clique detection senvices maintain the sm_sync_membership and sm_async_membership in order to identify
the loss of synchronization of the time-triggefed Ethernet device executing the clique detection service.
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9.3.3.2 Transition Summary

Table X.11 - SC_STABLE state transition summary

Guard

nnnnn local_clock bef_integration_cycle local_sync local a

ocal_async stable_cycle_ctr e best_pef. best_pcf, clock_corr

i) >= sc_stable_threshold_async [SC_INTEGRATE q q

o

pre(0]
smc_scheduled pit+
wi.) < sc_stable_threshold_sync

>= num_unstable_cycles [sc_INTEGRATE o o

9

w(.) <sc_stable_threshold_sync

FTA(best_pcf)

w(.) >= sc_stable_threshold_sync

o lo lo o

FTA(best_pcf)

e o o [o o

9

[ae] |=pcf.

(local_integration_cycle +1) %
ma_integration_cycle

ptance_window/2 == local_integration_cycle

W(.IN]) <= w(pcf new)

IN] =pcf new |.IN) =local_clock

9.4 Compression Master Protocol State M

Figure 30 depicts the protocol state maching executed in a compression master-for high-integrity synchronization mas

unsynchronized states and synchronized st
state. Synchronized states include CM_TEN|

When the compression master configuration

a. All coldstart frames, only when the coni
discards coldstart frames received in oth

b. All received coldstart acknowledge framg

c. Allreceived integration frames as compr

achine for High-Integrity Synchronization Masters

sters. The compression master differentiates

htes. Unsynchronized states include CM_INTEGRATE state, CM_WAIT_# CYCLE_START state, and CM_UNSYNC

TATIVE_SYNC state, CM_SYNC state, and CM_STABLE state.

operates with high-integrity_synchronization masters, it dispatches:

pression master is-either in CM_UNSYNC state, CM_WAIT_4 _CYCLE_

er states.
S,

essed integration frames.

START, or CM_TENTATIVE_SYNC state; it
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initialization Ready

v

receive IN frame with low membership
[ receive IN frame with high membership

/ — CM_INTEGRATE
asynchronous clique detection
— returns successful or
num_unstable_cycles reached
asynctjronous
clique ‘
detegtion num_stable_cycles C M_STAB LE local_timer
retyrns “reached e
succgssful l
4
- recéive IN frame with high membership —
CM_UNSYNC
CM_ BYNC synchronous clique
[ detection retums
successful
any clique A
detection
returns
successful
A |
< receive IN frame yvith
low membership
\ clique support CM_TENTAT|VE_SYNC
exceeds threshold
\ 4
— received confiming IN frame /
CM_WAIT_4_CYLCE_START . i '
- - = — did not receive confirming IN frame

Figure 30 - Compression master protocol state machine for high-integrity synchronization masters
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94.1 CM_INTEGRATE State

9.4.1.1  Description

The CM_INTEGRATE state is the first state entered after successful power on of a time-triggered Ethernet device, TTE 1, say, configured as compression master.
After entering this state, TTE_1 identifies whether there are already synchronized time-triggered Ethernet devices running. If there are time-triggered Ethernet devices
ntrol frames from this set, Depending on the number of membership bits

synchronized, TTE_1 will receive protocol ¢

et in the pcf_membership_new field, TTE_1

may decide to transit to a synchronized statsg

Conversely, there may not be a set of oper
devices. In these cases, TTE_1 would not re
for a sufficiently long duration, and therefore

not synchronize to global time.

. If this occurs, we say that TTE_1 has integrated to the running synchron

zed global time.

htional time-triggered Ethernet devices, or there may be an insufficient nymber of operational time-triggered Ethernet
ceive a protocol control frame with a sufficiently high number of members

hip bits set in the pcf_membership_new field

9.4.1.2 Transition Summary
Table X.12 - CM_INTEGRATE state transition summary
CM_INTEGRATE
Guard Command
RX PCF [ local_timer pcf_membership_nev next state TX_PCF local_timer local_cloci local_integration_cycle | local_sync_membership
1| CA CA
2] IN IN
3 TO CM_UNSYNC
w(.) >=cm_integrate_to_wait_threshold
IN AND CM_WAIT_4_CYCLE_SFART' OFF cm_scheduled| pit | pcf_integration_cycle | pcf_membership_new
4 w(.) <cm_integrate_to_sync_threshold
5| IN w(.) >=cm_integrate_to_sync_threshold CM_SYNC OFF cm_scheduled| pit | pcf_integration_cycle | pcf_membership_new

Setting local_timer to OFF will de-activate the timer|

9.4.2 CM_WAIT_4_CYCLE_START State

9.4.2.1 Description

Inthe CM_WAIT 4 CYCLE START state, t
is done by checking whether it receives an i

and delete any pendipg timeout condition TO (in case reception of a PCF happens at the same

e_.eompression master verifies whether the integration frame that it used to

time as the timeout condition TO).

integrate was correct or not. This verification
ation. If it receives such an integration frame

it transits to the CM_TENTATIVE_SYNC state. If not then it transits to CM_UNSYNC state. When it receives an integration frame with a sufficiently high number of
bits in the pcf_membership_new field, while it is residing in the CM_WAIT_4 CYCLE_START state and this integration frame is received out-of-schedule it
resynchronizes to this newly received integration frame.
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Transition Summary

Table X.13 - CM_WAIT_4_CYCLE_START state transition summary

CM_WAIT_4_CYCLE_START

Guard

Command

RX PCF

local_clock

pcf_integration_cycle

pcf_membership_new

num_cycles

next state

TX_PCF

num_cycles

local_clock

local_integration_cycle

local_sync_membership

clock_corr

CS

N

CA

CA

IN

cm_scheduled _pit +
acceptance_window/2

CM_UNSYNC

>=cm_scheduled _pit -
acceptance_window/2
AND
<=cm_scheduled _pit +
acceptance_window/2

==local_integration_cy

CM_TENTATIVE_SYNC

cm_scheduled /pit

pcf_membership_new

>=cm_scheduled _pit -
acceptance_window/2
AND
<=cm_scheduled _pit +
acceptance_window/2

==local_integration_cy

le

w(.)>=
local_sync_membership

pcf_membership_new

cm_scheduled_pit
- local_clock

<cm_scheduled _pit -
acceptance_window/2
OR
>cm_scheduled _pit +
acceptance_window/2

w(.)>=
cm_wait_threshold_sync

cm_scheduled_pit

pcf_integration_cycle

pcf_membership_new

>=cm_scheduled _pit -
acceptance_window/2
AND
<=cm_scheduled _pit +
acceptance_window/2

I=local_integration_cy

le

w(.)>=
cm_wait_threshold_sync

cm_scheduled_pit

pcf_integration_cycle

pcf_membership_new

cm_scheduled_pit +
clock_corr_delay

+=clock_corr

943

CM_UNSYNC State

9.4.3.1 Description

In the CM_UNSYNC state, the compression frame with a sufficient number of bits set in

the pcf_membership_new field.

master is_unsynchronized and waits to receive a compressed integration
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9.4.3.2 Transition Summary

Table X.14 - CM_UNSYNC state transition summary

CM_UNSYNC
Guard Command

RX PCF pcf_membership_new next state TX_PCF local_clock local_integration_cycle | local_sync_membership

1] Cs CS

2] cA CA

3] IN IN
4] IN w(.) >=cm_unslnc_to_sync_threshold CM_SYNC cm_scheduled_pit| pcf_integration_g¢ycle | pcf_membership_new

w(.)<cm_unsync_to_sync_threshold
IN AND CM_TENTATIVE_SYNC cm_scheduled_pit [l p¢f/integration_¢ycle | pcf_membership_new
5 w(.) >=cm_unsync_to_tentative_sync_threshold

9.44 CM_TENTATIVE_SYNC State
9.4.4.1 Description
In the CM_TENTATIVE_SYNC state the ¢ompression master is synchronized to a\set of synchronization masters. When it perceives an increase in the

synchronization quality it will transit to CM_S|YNC state. On the other hand, when it diagnoses a degradation in the synghronization quality or even a synchronization
loss, it transits back to CM_UNSYNC state.
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9.4.4.2 Transition Summary

Table X.15 - CM_TENTATIVE_SYNC state transition summary

CM_TENTATIVE_SYNC
Guard Command
RX PCF. local_clock pcf_integration_cycle local_sync_membership local_async_membership nextstate | TXPCF| local_clock local_integration_cycle local_sync_membership local_async_membership ae clock_corr
1 Cs Cs
2 CA CA
3 IN ™
4 pre(cm_scheduled_pit + w(.) >= cm_tentative_sync_threshold_async CM_UNSYNC o] 0 0 0 0 0
acceptance_window/2)
5 w(.) <cm_tentative_sync_threshold_async .[ae] =0 (ae +1)%2
6 w(.) <cm_tentative_gync_threshold_sync CM_UNSYNC 0 0 0 0 [ 0
cm_scheduled_pit + w(.) >=cm_tentafive_sync_threshold_sync
7 acceptance_window/2 AND
w(.) <cm_tentatie_sync_to_sync_threshold
8 w(.) >= cm_tentative |sync_to_sync_threshold CM_SYNC
B cm_scheduled_pit +
clock_corr_delay +=clock_corr o
< cm_scheduled_pit -
acceptance_window/2
10 OR
> cm_scheduled_pit +
IN__|acceptance_window/2 .[ae] |= pcf_membership_new
>=cm_scheduled_pit -
acceptance_window/2
1 AND
<= cm_scheduled_pit +
IN__|acceptance_window/2 I=local_integration_cycle .[ae] |= pcf_membership_new
>= cm_scheduled_pit
12 AND
<cm_scheduled_pit + [(ae+1)%2] |=
IN |acceptance_window/2 I=local_integration_cycle pcf_membership_new
>= cm_scheduled_pit -
acceptance_window/2
13 AND
<= cm_scheduled_pit +
IN__|acceptance_window/2 == local_integration_cycle w(.) <= w(pcf_membdrship_new) pcf_nfembership_new
- pre(cm_scheduled_pit (local_integration_cycle +1) %
- acceptance_window/2) max_integration_cycle 0
>=cm_scheduled_pit -
acceptance_window/2
15 AND
<= cm_scheduled_pit + cm_scheduled_pit -
IN |acceptance_window/2 == local_integration_cycle w(.) <= w(pcf_membdrship_new) local_clock
9.45 CM_SYNC State
9.4.5.1 Description
In the CM_SYNC state, the compression master is,synchronized. An increase in the synchronization quality may bring the compression master into the CM_STABLE
state; a decrease in the quality into the CM_INTEGRATE state.
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9.4.5.2 Transition Summary

Table X.16 - CM_SYNC state transition summary

CM_SYNC
Guard Command
| Rxpcr local_clock pef_i i cle local_sync local_async, i stable_cycle_ctr next state TX PCF local_timer. local_clock local_integration_cycle local_sync i local_async, i ae stable_cycle ctr clock_corr
1 CcA CcA
2 IN IN
3 pre(cm_scheduled_pit + Wi.] o= cm_sync_threshold. async T TNTEGRATE Tm.restart imeout 10 [ ) [ [ 0 0
acceptance_window/2)
4 w(.) <cm_sync_threshold_async .[ae] =0 (ae +1)%2
° w(.) <cm_sync_threshold_sync CM_TENTATIVE_SYNC o
A cm_scheduled_pit +
_window/2 w(.) >= cm_sync_threshold_sync < num_stable_cycles =1
7
w(.) >= cm_sync_threshold_sync >= num_stable_cycles cM_STABLE o
B cm_scheduled_pit +
clock_corr_delay += clock_corr o
<cm_scheduled_pit -
acceptance_window/2
9 OR
> cm_scheduled_pit +
IN window/2 .[ae] | = pcf. new
>=cm_scheduled_pit -
acceptance_window/2
10 AND
<= cm_scheduled_pit +
IN window/2 !=local ion_cycle (ae] |=pcf, ip_new.
>= cm_scheduled_pit
AND
n <cm_scheduled_pit + [(ae+1)%2] |=
IN window/2 I=local_integration_cycle pcf new
>=cm_scheduled_pit -
acceptance_window/2
12 AND
<= cm_scheduled_pit +
IN window/2 ==local_i ion_cycle  |w(.) <=w(pcf new) pcf new
- pre(cm_scheduled_pit (local_integration_cycle +1) %
- window/2) max ion_cycle o
>=cm_scheduled_pit-
acceptance_window/2
14 AND
<= cm_scheduled_pit + cm_scheduled_pit -
IN__|acceptance_window/2 ==local_i ion_cycle |w(.) <= w(pcf_membership_new) local_clock

9.46 CM_STABLE State
9.4.6.1 Description

A compression master in CM_STABLE state has reachedthe‘highest level of synchronization quality. In this state, B compression master can be configured to
sustain the temporary loss of all protocol corjtrol frames in‘the network.
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Transition Summary

Table X.17 - CM_STABLE state transition summary

CM_STABLE

Guard

Command

RX PCF.

local_clock

pef_integration_cycle

local_sync

local_async_membership

stable_cycle_ctr

next state

TX PCF

local_timer

local_clock

local cycle

local_sync

local_async

ae

stable_cycle_ctr

clock_corr

1| ca

cA

2 IN

IN

pre(cm_scheduled_pit +
acceptance_window/2)

W{J >= cm_stable_threshold_async

TV INTEGRATE

[cm_restart_timeout

o

wi(.) <cm_stable_threshold_async

.[ae] =0

(ae +2)%2

cm_scheduled_pit +
acceptance_window/2

w(.) <cm_stable_threshold_sync

>=num_unstable_cycles

CM_INTEGRATE

cm_restart_timeout

o

w(.) <cm_stable_threshold_sync

<num_unstable_cycles

w(.) >= cm_stable_threshold_sync

cm_scheduled_pit +
clock_corr_delay

+= clock_corr

<cm_scheduled_pit -

acceptance_window/2

OR

> cm_scheduled_pit +
window/2

.[ae] |= pcf

>=cm_scheduled_pit-
acceptance_window/2
[AND
<=cm_scheduled_pit +
window/2

I=local cycle

.[ae] |=pcf

>=cm_scheduled_pit

AND

<cm_scheduled_pit +
window/2

1=local_i

[(ae+1)%2] |=
pcf.

ion_cycle

>=cm_scheduled_pit-
acceptance_window/2
[AND
<=cm_scheduled_pit +
window/2

== local cycle

w(.) <= w(pcf new)

pre(cm_scheduled_pit
- _window/2)

(local_integration_cycle +1) %
max_i ion_cycle

>=cm_scheduled_pit -
acceptance_window/2
AND

<=cm_scheduled_pit +
acceptance_window/2

==local_integration_cycle

w(.) <= w{pcf_membership_new)

cm_scheduled_pit -
local_clock

9.5

Compression Master Protocol State M

Figure 31 depicts the protocol state machine

between unsynchronized states and synchr

achine for Standard-Integrity Synchronization Masters

and CM_WAIT 4 _IN state. Synchronized states include CM. SYNC state and CM_STABLE state.

A compression master that operates with sta
and blocks coldstart frames in all other state

A compression master that operates with
CM_UNSYNC state, provided that the value

L

D.

bxecuted in a compression master for standard-integrity synchronization ma
pbnized states. Unsynchronized states include CM_INTEGRATE state, CM

hdard integrity synchronization masters relays coldstart frames when the ¢

tandard integrity synchronization masters relays coldstart acknowledge

blocks coldstart acknowledge frames in all other states.

afth naf panpaharobin aaoa o ouffiaianth, bhinl ~r b s forBraccte
OT TGO TTTCTTTIOCT OO TTC V1S SUTHOICTIO y Ty O WiCTT G~ CUTTTPTC SS1U

sters. The compression master differentiates
I UNSYNC state, CM_CA_ENABLED state,

bmpression master is in CM_UNSYNC state,

frames when the compression master is in
master is in CM_CA_ENABLED state and

When operating with standard-integrity synchronization masters, a compression master relays integration frames in CM_SYNC state and in CM_STABLE state, but
only if the integration frame triggered a transition from any of CM_INTEGRATE state, CM_UNSYNC state, or CM_WAIT_4_IN state to CM_SYNC state or the
integration frame provides the clock synchronization process in CM_SYNC state or CM_STABLE state. The compression master blocks all other integration frames.

RX PCF equals cm_compressed_pit.
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initialization Ready

v

K receive IN frame

y

CM| INTEGRATE

asynchronous clique detection.

num_rs:lc)lﬁggydes > CM_STABLE — returns successful or —
any clique - num_unstable_cycles reached
detection
returns ‘
successful

local_timer

v

- receive IN frame
dM_UNSYNC
CM_SYNQ
I
local_timer receive CS frame
or CA frame
A ‘ V
- | CM_WAIT_4_IN | ¢ el tmer | CM_{CA_ENABLED

receive’ IN frame

Figure 31 - Compressionmaster protocol state machine for standard-integrity syrnchronization


https://saenorm.com/api/?name=15abda25488561cabaadc1952ae26396

SAE INTERNATIONAL ASG802™A

Page 83 of 106

9.5.1 CM_INTEGRATE State

9.5.1.1  Description

The CM_INTEGRATE state is the first state entered after successful power on of a time-triggered Ethernet device, TTE_1, say, configured as a compression master.
After entering this state, TTE_1 identifies whether there are already synchronized time-triggered Ethernet devices running. In the case that there are time-triggered

Ethernet devices synchronized, TTE 1 will receive protocol control frames from this set. Depending on th

pcf_membership_new field, TTE_1 may decide to transit to a synchronized state. If this occurs, we say that TTE_1 has
time.

number of membership bits set in the
ntegrated to the running synchronized global

Conversely, there may not be a set of time-triggered Ethernet devices operational, or there may be an insufficien number of time-triggered Ethernet devices
operational. In these cases, TTE_1 would nét receive a protocol control frame with a sufficiently high number of mempership bits set in the pcf_membership_new

field for a sufficiently long duration, and ther¢fore not synchronize to global time.

9.5.1.2 Transition Summary

Table X.18 - CM_INTEGRATE state transition summary

CM_INTEGRATE
Guard Command
RX PCF|local_timer pcf_membership_new next state |local” timer local_clock local_integration_cycle [ local_sync_membership
1 TO CM_UNSYNC
IN w(.) >=cm_intlegrate_to_sync_threshold | CM_SYNC OFF cm_scheduled_pit| pcf_integrption_cycle | pcf_membership_new

9.5.2 CM_UNSYNC State

9.5.2.1  Description

In the CM_UNSYNC state, the compression master is unsynchronized and waits to receive a compressed integration frame with a sufficient number of bits set in
the pcf_membership_new field. In this state,[the compres§sion master also reacts to the reception of a CS frame or a CA frame with a sufficiently high number of bits

set in the pcf_membership_new field in ordef to guard.the execution of the coldstart algorithm.
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9.5.2.2 Transition Summary
Table X.19 - CM_UNSYNC state transition summary
CM_UNSYNC
Guard Command
RX PCF pcf_membership_new, next state IX PCE local timer lacal clock | local_integration_cycle | local_sync_membership

1] CS CM_CA_ENABLED| CS |cm_ca_enabled_timeout

2| CA w(.) >=cm_sync_threshold |sync CM_CA_ENABLED| CA |[cm_ca_enabled_timeout

3] IN w(.) >=cm_unsync_to_sync_thfeshold CM_SYNC cm_scheduled_pit{pcf_infegration_cycle | pcf_membership_new
9.5.3 CM_CA _ENABLED State

9.5.3.1  Description

In the CM_CA_ENABLED state the compres

9.5.3.2 Transition Summary

9.54 CM_WAIT_4_IN State

9.5.4.1 Description

In the CM_WAIT 4 _IN state the compres
pcf_membership_new field. When it receives

sion master relays CA frames for a configured duration after which it trans

Table X.20 - CM_CA_ENABLED:-state transition summary

CMCA_ENABLED
Guard Command
RX PCF|local_timer| . wextstate |[TX_PCF local_timer
1] CA CA
2 TO CM_WAIT_4_IN cm_wait_4 in_timeout

bion master waits for the reception of a compressed IN frame with a
such<n IN frame, it integrates to CM_SYNC state, otherwise it re-enters

its to CM_WAIT_4_IN state.

sufficiently high number of bits set in the
the CM_UNSYNC state.
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