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1. SCOPE

This SAE Aerospace Standard (AS) identifies the requirements for mitigating Counterfeit EEE parts in the Authorized
Distribution Channel. If an organization is not performing Authorized Distribution but acting as another seller (such as an
Authorized Reseller, Broker, or Independent Distributor), then only 3.3.1 applies.

1.1 Purpose

This standard establishes practices to:

a.

Obtain parts from Authorized Suppliers.

b. Provide authentic and traceable parts.

c. Control parts identifi
d. Report counterfeit p
e. Minimize the risk of
1.2  Application

This standard is recomn
the Manufacturer for whi

This document does not
2. REFERENCES
2.1 Applicable Docun

The following publicatio
shall apply. The applica

<l o ef ot
U do VUUTILTTITIL
arts as appropriate.

counterfeit parts entering the supply chain.

nended for use by Authorized Distributors purchasing’and selling EEE Par
ch they are authorized or from another Authorized Dijstributor also authorize

supersede any agreement between the Manufacturer and their Authorized

ents

ns form a part of this document'to the extent specified herein. The latest is
ble issue of other publications shall be the issue in effect on the date of th

event of conflict between the text of this document.and references cited herein, the text of this docu

Nothing in this docume
obtained.

The requirements of thig|
(e.g., AS9003, AS9100
requirements found in g
regulations unless an ay

ht, however, supersedes applicable laws and regulations unless a speci

document supplement the requirements of a comprehensive quality mana
AS9120,TSO 9001, or equivalent). They are not intended to stand alon
ther quality standards, requirements imposed by contracting authorities,
thorizeéd exemption/variance has been obtained.

ts acquired directly from
d by the Manufacturer.

Distributors.

sue of SAE publications
e purchase order. In the
ment takes precedence.
fic exemption has been

jement system standard
e, supersede, or cancel
or applicable laws and

2.1.1  SAE Publicatio

9

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA

and Canada) or +1 724-

776-4970 (outside USA), www.sae.org.

Disposition - Independent Distribution

AIR6273

Parts
AS5553

Disposition
AS6081
AS9003

Terms, Definitions, and Acronyms, Counterfeit Materiel or Electrical, Electronic, and Electromechanical

Counterfeit Electrical, Electronic, and Electromechanical (EEE) Parts; Avoidance, Detection, Mitigation, and

Counterfeit Electrical, Electronic, and Electromechanical (EEE) Parts: Avoidance, Detection, Mitigation, and

Inspection and Test Quality Systems, Requirements for Aviation, Space, and Defense Organizations
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AS9100 Quality Management Systems - Requirements for Aviation, Space, and Defense Organizations
AS9120 Quality Management Systems - Requirements for Aviation, Space, and Defense Distributors
2.1.2 I1SO Publications

Available from International Organization for Standardization, ISO Central Secretariat, 1, ch. de la Voie-Creuse, CP 56,
CH-1211 Geneva 20, Switzerland, Tel: +41 22 749 01 11, www.iso.org.

ISO 9000 Quality Management Systems - Fundamentals and Vocabulary
ISO 9001 Quality Management Systems - Requirements

2.1.3 JEDEC Publications

Available from JEDEC, 8103 North 10th Street, Suite 240S, Arlington, VA 22201, https://www jedec.org/.

JESD 31 General| Requirements for Distributors of Commercial and Military Semiconductor Pevices
214 U.S. Governmept Publications

Copies of these documgnts are available online at https://quicksearch.dla.mil.

MIL-STD-790 Estaplished Reliability and High Reliability QualifiedProducts List (QPL) [Systems for Electrical,
Elecfronic, and Fiber Optic Parts Specifications

MIL-PRF-19500 Performance Specification: Semiconductor Devices, General Specification For
MIL-PRF-38534  Perfprmance Specification: Hybrid Microcircuits, General Specification For

MIL-PRF-38535 Performance Specification: Integrated Circuits (Microcircuits) Manufacturing, General Specification For
2.2 Related Publicatigns

The following publicatiopns are provided for-information purposes only and are not a required paft of this SAE Technical
Report.

2.2.1  ANSI Accredited Publications

Copies of these documgnts aresavailable online at https://webstore.ansi.org/.

ANSI/ESD S20.20 Projection of Electrical and Electronic Parts, Assemblies and Equipment (Excluding Electrically Initiated
Explosive Devites)

2.3 Definitions

For the purposes of this document, the terms and definitions listed in ISO 9000, AIR6273, and the following apply:

AUTHORIZED AFTERMARKET MANUFACTURER: A Manufacturer that meets one or more of the following criteria:

a. The Manufacturer is authorized by the Original Manufacturer or intellectual property (IP) holder to produce and sell
Parts, usually due to an Original Manufacturer's or IP holder's decision to discontinue production of a Part. Parts
supplied are produced from material that has been:

1. Transferred from the Original Manufacturer or IP holder (usually in the form of die/wafer and test program[s])

2. Produced using the Original Manufacturer’s or IP holder’s tooling and/or intellectual property.


http://www.iso.org/
http://www.iso.org/
https://www.jedec.org/
https://quicksearch.dla.mil/
https://webstore.ansi.org/
https://saenorm.com/api/?name=206f220a1bec418a2ecaca0fd38230a9

SAE INTERNATIONAL

ASG496™A

Page 5 of 11

The Manufacturer produces Parts using semiconductor die or wafers, manufactured by and traceable to an Original

Manufacturer or IP holder, that have been properly stored until use and are subsequently assembled, tested, and
qualified using processes that meet the Original Manufacturer’s or IP holder’s technical specifications without violating
the Original Manufacturer’s or IP holder’s intellectual property rights and authorized by the Original Manufacturer or

IP holder.

The Manufacturer produces Parts through reverse-engineering that match all of the Original Manufacturer’s or IP holder's

specifications and satisfy Customer needs without violating the Original Manufacturer’s or IP holder’s rights and with

the Original Manufa

AUTHORIZED DISTRI

cturer’s or IP holder’s authorization.

BUTION CHANNEL: Sales conducted by the Manufacturer, their

Authorized Aftermarket

Manufacturer, or their Authorized Distributor, which carry the Manufacturer’s rights of warranty with the product.

AUTHORIZED DISTRIBUTOR: A distributor that performs Authorized Distribution. A Franchised Distributor is considered

synonymous with an Au
AUTHORIZED INVENT

AUTHORIZED SUPPLI

sources of supply for a R

NOTE: Some Authoriz

Independent Dig

COMMERCIAL-OFF-TH

horized Distributor

DRY': The Organization’s inventory purchased through the Authorized Distr|

ER: Authorized Aftermarket Manufacturers, as defined abovegand the
Part (i.e., Authorized Distributors).

bd Suppliers will provide other services that are net{authorized by
tribution).

utilized without modification (e.g., common electronic components).(Any part or assembly megq

requirements:

a. Defined by industry,
b. Without design mod
c. Customarily used by
d.

e. Does not qualify as

CUSTOMER: An entity t

DISTRIBUTION AGREH
the distributor to resell
distribution products or i

agreements often include fa|Iure anaIyS|s support return pnwleges and product change notifications.

manufacturer, or recognized commergial specifications or standards.
fication specifically for a Customer.

the public or industry.

Offered for sale to the public, through catalogs, price lists, brochures, stores, or websites.

B Military Part per-this standard.
hat the Organization sells Parts to.

MENT;/A specific, written contract between the Manufacturer and the Org
the.Manufacturer’'s Parts. Contractual terms include, but are not limiteq

E-SHELF (COTS) PARTS: Commercially available item intended by des

bution Channel.

Mlanufacturer-authorized

he Manufacturer (e.g.,

ign to be procured and
ting all of the following

Anization that authorizes
| to, distribution region,
et Manufacturer. These

MANUFACTURER (MFG): An organization that produces and sells products with legal right or authority under the
organization’s name or contracts with another to do so; includes Original Component Manufacturer and Original Equipment
Manufacturer.

MASTER DISTRIBUTOR: A Master Distributor, also known as a Wholesale Distributor, is a distributor whose primary
business is to sell to other distributors. A Master Distributor may or may not be an Authorized Distributor.

MILITARY PART: Part built, identified, labeled, and tested as required, according to military specifications.

NOTE: Some Military Parts are referred to as high reliability or space-grade parts. In the U.S., these parts are listed on
military Qualified Parts Lists (QPL) or the manufacturer is listed on the Qualified Manufacturer's List (QML).
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ORGANIZATION: Authorized Distributors when purchasing and selling parts within the Manufacturer's Authorized
Distribution Channel. See Figure 1.

NOTE: “Organization” in the context of this document refers to Authorized Distributors that supply EEE parts directly from
the supplier (manufacturers or from the manufacturer’s Authorized Distributors).

Organization —e——— -

Customer (Authorized Distributor)

Supplier ﬁ

Figure 1 - Relationship of the organization in the supply chain

PACKING LIST: The document provided by the Supplier to the Customer that details the shipment and the contents of the
shipment. It normally includes the quantity, part number, Customer purchase order number, name of supplier and recipient,
and other contractual requirements.

SUPPLIER: Within the
Distributor that provides

3. REQUIREMENTS

3.1 Counterfeit Mitiga
The Organization’s top
distribution of Counterfe|
of Parts determined to b
is communicated, under
upon a written request.

3.2 Counterfeit EEE R
The Organization shall d
risk mitigation, dispositid
shall be applied to all pu
The control plan shall in

3.3 Customer-Related
3.3.1
The Organization shall g

geography of the Custq
Customer shall be notifi

Disclosure of Npn-Authorization

context of this document, the Manufacturer, Authorized Aftermarket Man
product to the Organization for sale to the Customer.

ion Policy

management shall define and document its policy)te’ prevent the purg
t Parts. The policy shall also state the Organizatiofi’s policy regarding the
b Suspect Counterfeit or Counterfeit. The Organization’s top management s
stood, implemented, and maintained at all levels,of the Organization and ac

arts Control Plan

evelop and implement a Counterfeit EEE Parts Control Plan that documen
n, and reporting of Suspect Counterfeit EEE and confirmed Counterfeit EE
rchases or Customer returns'of EEE Parts and all parts included in the Org
Clude the minimum processes described in 3.1 through 3.11.

Processes

isclose.dn.writing at the time of quotation if it is not authorized for the item(s
mer.<If an authorization is terminated prior to the performance of the (
Jog

ufacturer, or Authorized

hase, acceptance, and
Hisposition and reporting
hall ensure that its policy
cessible to the Customer

[s its processes used for
E Parts. The control plan
janization's control plan.

) being quoted or for the
ustomer’s contract, the

3.3.2

Provision of Manufacturer’s Warranty

The Organization shall provide the full Manufacturer’s warranty support to the Customer in accordance with the warranty
terms of the Manufacturer whose parts were purchased.

3.3.3

Distribution Agreements

The Organization shall have a Distribution Agreement with the Manufacturer they represent as an Authorized Distributor.
Such agreements are considered proprietary and not subject to review by third parties unless mutually agreed upon by both
the Organization and Manufacturer. Objective evidence of the existence of the current Distribution Agreement shall be made
available for review.
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3.4 Register of Suppliers

The Organization shall maintain a register of Suppliers that includes authorization status, approval status, and the scope of
the approval. The Organization shall include counterfeit risk in the criteria for adding or removing suppliers from the register.
This counterfeit risk assessment shall be documented.

3.4.1 Purchase Restriction

The Organization shall purchase EEE Parts for resale only from the Manufacturer or its Authorized Aftermarket Manufacturer
with whom it has an authorization agreement or from the same Manufacturer's Authorized Distributor. When buying from
another Authorized Distributor or a Master Distributor, authorization shall be verified through the Manufacturer.

Procuring directly from the sources listed above using the organization’s higher-level quality standard is considered low risk
that such EEE Parts would be suspect counterfeit or counterfeit and does not normally warrant additional tests or inspections
to detect counterfeits.

3.4.2 Purchasing Preference
The Organization’s procgss shall specify a preference to purchase Parts for resale directly, from the Manufacturer.

NOTE: This is intended|to keep the supply chain as short as possible to minimize the number of tfansactions and improve
traceability.

3.4.3 Purchases Outdide of a Distribution Agreement

Parts purchased that arg¢ not covered by a Distribution Agreement shall not be offered for sale to § Customer in a manner
suggesting such authorigation exists. In such cases, the Organization is acting as an Independent |Distributor.

3.4.4 Counterfeit EEH Part Control Plan Requirement
The Organization purchasing Parts from Authorized Distributors shall confirm that these distributorg have a Counterfeit EEE
Part Control Plan that adheres to this standard or has:alplan compliant to AS6496 through their Quality Management System
(QMS).
3.5 Traceability, Recgrd Retention, and Retrievability
The Organization’s dociimented processes shall require the retention and retrievability of record$ providing supply chain
traceability. The records|shall provide)traceability to the Manufacturer or the Manufacturer’s Authorized Distributor, including

the certificate of conformance (C of\C) if provided with the Parts.

3.5.1  Military Parts

Military Parts delivered by—the-Organization-shall-be-accempanied-by-a—copy-of-the-Manufacturer's certification and the
Organization’s C of C, normally on the Organization’s Packing List, in compliance with the applicable military standard or
specification (e.g., QML/QPL).

NOTE: The use of an Organization's C of C is not equivalent to the use of the C of C as defined by U.S. FAR 52.246-15 in
that it does not relieve the organization of government source inspection when the U.S. government requires
such inspection.

3.5.2 COTS Parts

COTS Parts delivered by the Authorized Distributor shall be accompanied by the Organization’s certification or
Organization’s C of C, normally on the Organization’s Packing List. See Table 1.
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Table 1 - Traceability documents at the time of shipment

Type of Parts Manufacturer’s certification Organization’s certification
Military Parts Yes Yes
COTS Parts No Yes

3.5.3

COTS Parts Documentation

For COTS Parts, documentation (for example, certifications/Packing Lists) for the purchased parts shall be maintained on
file by the Organization for the period noted (see 3.5.5). Such traceability documents for COTS Parts are not required to be
delivered with the parts unless otherwise contractually agreed upon between the Organization and the Customer.

3.54

Provision of Traceability

When requested by the
regulatory audits or trac
COTS Parts in a mutually

NOTE: When traceabili

request for quotation.

3.5.5 Retention Perio
The Organization shall d
the period specified p
MIL-PRF-38534) for Mil
3.5.5.1  The records s
internal qualit

3.5.5.2
agreement to
COTS produd
3.5.6 The Authorized

The Organization’s C of
that transaction and tha

a Manufacturer’s Authorjized Distributor, and documented evidence of traceability is on file.

The Organization’s C of

When a Cust¢mer contract requires longer retention periods, the Organization and Cus

Customer(forexampte, whemnm imposedupomm the-Custormer due to Specia
pability audits), the Organization shall provide objective traceability documier
agreeable time frame.

ty to the Manufacturer for COTS product is necessary, Custormer(s) sho
)
er the applicable military standard or specification (e.g., MIL-PRF-1
tary Parts.

hall be suitable in format, accuracy, legibility, and detail to permit analys
, Manufacturer, auditor, Customer, and government organizations.
develop and maintain a system to retain and access records for periods i
ts or in accordance with the governing military specification for military pro
Distributor’s Certificate“of Conformance (C of C)

C shall be provided with each order confirming that the Organization is au
the Parts were procured directly from the Manufacturer, Authorized After|

circumstances such as
tation or Packing Lists for

uld request such in the

ocument and maintain applicable records of traceability for at least 10 yeans for commercial and for

9500, MIL-PRF-38535,

is by the Organization’s

omer shall negotiate an
h excess of 10 years for
ducts.

thorized for the Parts for
market Manufacturer, or

C statements shall be printed on Packing Lists or provided as a supplemegntary document. C of C

data content shall includ

(S

The name and address of both the Organization and the Customer.

name.

part number.

Date code (if provided by the Manufacturer and required by the Customer).

Lot code (if provided by the Manufacturer and required by the Customer).

order number.

a.
b. The Manufacturer’s

c. The Manufacturer’s

d. Quantity.

e.

f.

g. Customer purchase

h. Ship date to Customer.


https://saenorm.com/api/?name=206f220a1bec418a2ecaca0fd38230a9

	1. SCOPE
	1.1 Purpose
	1.2 Application

	2. REFERENCES
	2.1 Applicable Documents
	2.1.1 SAE Publications
	2.1.2 ISO Publications
	2.1.3 JEDEC Publications
	2.1.4 U.S. Government Publications

	2.2 Related Publications
	2.2.1 ANSI Accredited Publications

	2.3 Definitions
	Figure 1 - Relationship of the organization in the supply chain


	3. REQUIREMENTS
	3.1 Counterfeit Mitigation Policy
	3.2 Counterfeit EEE Parts Control Plan
	3.3 Customer-Related Processes
	3.3.1 Disclosure of Non-Authorization
	3.3.2 Provision of Manufacturer’s Warranty
	3.3.3 Distribution Agreements

	3.4 Register of Suppliers
	3.4.1 Purchase Restriction
	3.4.2 Purchasing Preference
	3.4.3 Purchases Outside of a Distribution Agreement
	3.4.4 Counterfeit EEE Part Control Plan Requirement

	3.5 Traceability, Record Retention, and Retrievability
	3.5.1 Military Parts
	3.5.2 COTS Parts
	Table 1 - Traceability documents at the time of shipment

	3.5.3 COTS Parts Documentation
	3.5.4 Provision of Traceability
	3.5.5 Retention Period
	3.5.5.1 The records shall be suitable in format, accuracy, legibility, and detail to permit analysis by the Organization’s internal quality, Manufacturer, auditor, Customer, and government organizations.
	3.5.5.2 When a Customer contract requires longer retention periods, the Organization and Customer shall negotiate an agreement to develop and maintain a system to retain and access records for periods in excess of 10 years for COTS products or in acco...

	3.5.6 The Authorized Distributor’s Certificate of Conformance (C of C)

	3.6 Control of Suspect Counterfeit EEE and Confirmed Counterfeit EEE Parts
	3.6.1 Customer Returns
	3.6.1.1 Return Policy
	3.6.1.2 Return Verification

	3.6.2 Supplier Shipments
	3.6.3 Disposition of EEE Parts Deemed Suspect Counterfeit or Counterfeit
	3.6.4 Restocking Prohibition
	3.6.4.1 Suspect Counterfeit EEE Parts or confirmed Counterfeit EEE Parts shall not be reintroduced into the supply chain, restocked, or returned to the Manufacturer in a stock rotation.
	3.6.4.2 The Organization shall not restock Parts into its authorized inventory that were not purchased from the Authorized Distribution Channel.

	3.6.5 Packaging and Repackaging Parts Sold to Customers
	3.6.5.1 The Organization shall send Parts in Manufacturer-sealed packaging whenever possible.
	3.6.5.2  If Manufacturer packaging cannot be sent, the Organization shall package in accordance with Manufacturer requirements, Customer requirements, and/or the Organization’s QMS. When repackaging, the Organization shall maintain traceability inform...


	3.7 Training
	3.8 Scrap Control in Authorized Distribution
	3.8.1 Scrap Records
	3.8.2 Outsourced Destruction of Scrap Parts
	3.8.3 Proper Destruction

	3.9 Inventory Control Plan
	3.9.1 Segregation of Parts
	3.9.2 Inventory Access
	3.9.3 Traceability of Returned Parts

	3.10 Reporting
	3.11 Audits

	4. NOTES
	4.1 Revision Indicator


