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INTERNATIONAL. STANDARD Issued 2014-01
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Superseding AS6301

(R) Compliance Verification Criterion Standard for AS6081A
Counterfeit Electrical, Electronic, and Electromechanical (EEE) Parts:
Avoidance, Detection, Mitigation, and Disposition - Independent Distribution

RATIONALE
AS6081A was issued inApri-0f2023-AS6301-A-contains-the-criteriaforcompliance-orcertification to AS6081A.
FOREWORD
To assure compliance t¢ AS6081A requirements, a set of standard assessment criteria_is-utilized tp evaluate and establish
uniform certification. This document standardizes compliance criteria for AS6081 Revision A requifements. Throughout the
body of this document, all references to AS6081 refer to AS6081A.
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1. SCOPE

1.1 Purpose

This set of criteria is intended for use by accredited Certification Bodies (CBs) to establish compliance and grant certification
to AS6081A. It may also be used by others to assess compliance to AS6081A requirements.

1.2 Application

This standard applies to compliance assessments of Open Market Distributors (e.g., Independent Distributors, Brokers,
etc.) who have implemented processes conforming to AS6081A requirements.
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2.2 Related Publications
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3. REQUIREMENTS

The AS6081 requirements depicted in Appendix A shall be used by the Certification Body to establish compliance to
AS6081. In order to ensure the consistency of third-party audits, Appendix A is mandatory for use by the Certification Body
but is optional for other users of the appendix.

Appendix A contains the AS6081A requirement clause, recommended methods of evaluation (MOE), record of compliance,
and a column for notes.

Each “shall” requirement in the “Requirement” column is assigned a numerical superscript number - e.g., “shall®,” “shall®,”
“shall®” - that correlates to the (1), (2), (3), etc., designations in the “Method of Evaluation (MOE)” column in Appendix A.

The MOE identified in Appendix A is for guidance only in establishing the methodology for conducting the audit; as such,
the MOE may be modified, as deemed appropriate by the auditor(s). The MOE is included to structure the audit at the depth

necessary to verify compliaree-to-the-AS6884-Section-3-mandateryrequirerments:

The MOE used during the audit shall be recorded as part of the final audit report to provide readers with an understanding
of the depth of the audit

3.1 Auditor(s) Competency

Personnel performing audits to verify AS6081 compliance shall have a weorking knowledge [of the requirements of
AS6081and should be khowledgeable in performing audits of Quality Managément System (QMS)|processes.

4. NOTES

4.1 Revision Indicatof
A change bar (l) located|in the left margin is for the convenienceof the user in locating areas wher¢ technical revisions, not
editorial changes, have |[pbeen made to the previous issue of, this document. An (R) symbol to the [eft of the document title

indicates a complete reyision of the document, including technical revisions. Change bars and (R) are not used in original
publications, nor in docyments that contain editorial.changes only.

PREPARED BY SAE-G-19 COUNTERFEIT ELECTRONIC PARTS COMMITTEE
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APPENDIX A - MANDATORY APPENDIX FOR AUDITING AS6081A FOR CERTIFICATION; NONMANDATORY FOR ALL OTHER AUDITS

AS6081A Record of
Clause Requirement Comply? Method of Evaluation (MOE) Compliance Notes
Unless otherwise specified by the customer, all Use the MOE in the rows below to Record an
requirements of Section 3 shall apply. verify the requirements of AS6081 overall
3 Section 3 are being met, unless assessment of
otherwise specified by the the extent of
organization’s customey. compliance to
AS6081.
3.1 Relationship of the Quality Management §ystem to AS6081 Requirements
The organization shall implement and comply with an Review the Quality Marual to Record the
industry recognized higher-level quality standlard or determine the.industry fecognized higher-level
quality management system in conjunction with the higher-level-quality stanjdard that is quality standard
requirements specified herein. being used by the orgapization. that is being
used by the
organization.
If certified,

31 record the
certification, the
date of the last
certification,
and the
expiration date
of the
certification.

3.2 Suspect Counterfeit and Counterfeit EEE Parts Mitigation Policy

The organization shall” establish a documehted policy (1) Verify the companly counterfeit Record the
to prevent the purchase, acceptance, and digtribution of parts mitigation pdlicy exists. organization’s
suspect counterfeit or counterfeit EEE parts |n (2a) Verify the policy is| policy and
conformance with the risk mitigation requirements communicated, urlderstood, and | method of

39 specified herein. The organization’s senior nfanagement implemented. personnel and

’ shall® ensure that its policy is communicatef, (2b) Verify the policy is|accessible to | customer
understood, implemented, and maintained a{ all levels of the customer. access to the
the organization and made accessible to the|customer counterfeit
upon request. mitigation

policy.

33 Control of Documented Information

The organization shall” establish documentpd (1) Verify documented controls Record the
processes to define the controls needed for the needed for the ideptification, written
identification, storage, protection, retrieval, rgtention/and storage, protection, retrieval, procedure(s) for
disposition of documented information. Documented retention, and disgosition of the controls.
information shall® remain legible, readily idgntifiable, documented information Document the
and retrievable. Unless otherwise specified inthe (records). records

33 contractual requirements, the retention period for all (2) Select a sample of records and reviewed during

documented information shall® be a minimum of verify that records remain the audit.

10 years.

legible, readily identifiable, and

retrievable.

(3) Select a sample of records and
verify the retention period is a
minimum of 10 years.
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AS6081A Record of
Clause Requirement Comply? Method of Evaluation (MOE) Compliance Notes
3.4 Counterfeit EEE Parts Control Plan
The organization shall™ develop and implement a (1) Verify that the control plan has Record the plan
counterfeit EEE parts control plan that documents its been developed and title, number,
processes used for risk mitigation, disposition, and implemented. release date,
reporting of suspect counterfeit or counterfeit EEE parts. (2) Verify that the control plan and revision.
The control plan may be provided as a standalone plan addresses 3.2 through 3.4.14 of | Record whether
3.4 against this standard or otherwise may be infegratecHnte AS6684 the control plan
the organization’s existing quality managemgnt system. (3) Verify that the confrol plan has addresses 3.2
The control plan shall® include the requirenents of 3.2 been updated‘basgd upon through 3.4.14
through 3.4.14. The control plan shall® be npaintained evolving eounterfeiting of AS6081.
and updated based upon evolving counterfeifing techniques:
techniques.
3.4.1 Request for Quotation Review
The organization shall” disclose test or insgection (1a) (verify the organizgtion discloses | Record the
methods that were or will be performed by the the test or inspectjons that were | RFQ and offers
organization prior to any customer test or inspection or will be performgd by the that were
requirements, on each homogeneous lot being offered. If organization prior fo any reviewed.
no test or inspections are performed prior to pny customer test or ifjspection Query the
customer testing or inspection requirements,|this requirements, on g¢ach organization to
disclosure is also required with each homoggneous lot homogeneous lot peing offered. | verify it does
being offered. When requested, the organizgtion shall® (1b) If no test or inspedtions are not pre-screen.
provide detailed test and inspection methoddlogy performed prior tofany customer
documentation, including results, sample siz¢ criteria, testing or inspecti¢n
acceptance or rejection criteria, and how the|testing was requirements, verify this
3.4.1 accomplished. disclosure for eacl
The organization shall® not perform pre-scrgening (see homogeneous lot peing offered.
3.4.6). (2) Verify that the organization,
when requested, grovides
detailed test and inspection
methodology docymentation,
including results, §ample size
criteria, acceptange or rejection
criteria, and how the testing was
accomplished.
(3) Verify that the orggnization does
not perform pre-sqreening.
The organization’s review of the request for quotation (1) Verify the process|for Record the
addresses the following: determining the cystomer RFQs and
a. The organization shall determine if the gustomer requirements for gdditional offers that were
requires additional testing and inspection ffor EEE\part testing and inspection for EEE reviewed.
conformity and acceptance for each homggeneous lot part conformity anfd acceptance
being offered. The organization shall® cdordinate for each homogenkous lot being
3.4.1a with the customer to determine if such test and offered.

inspection results are needed prior to or s

ubsequent

to the delivery of the parts being offered (see 3.4.6).

Verify the process
with the customer

to coordinate
to determine

if such test and inspection
results are needed prior to or

subsequent to the
the parts being off

delivery of
ered.
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AS6081A Record of
Clause Requirement Comply? Method of Evaluation (MOE) Compliance Notes
b. The organization shall notify the customer in writing if Verify the organization has a process | Record the
the customer requirements cannot be satisfied. for when the customer requirements RFQs and
cannot be satisfied. Verify that the offers that were
3.4.1b o o . .
organization notified the customer in reviewed.
writing if the customer requirements
could not be satisfied.
3.4.2 Contract Review, Agreement, and Execution 1
The organization shall review the customer Verify that the organizalion reviews Record the
requirements: customer requirements RFQs, POs,
3.4.2 and/or
contracts that
were reviewed.

a. The organization shall notify the customey in writing if Verify¢sample purchasq order(s) and Record

customer commitments cannot be satisfied. determine if the organigation took purchase order
anhy exceptions to the clistomer numbers and
34.2 request and confirm written identify written
.4.2a s - o
communication was prqvided to the communication
customer. to the
customer, if
any.

b. The organization shall™ comply with the following Sample PO(s) and verily that the Record the
unless otherwise specified by or agreed t¢ by the organization provided to its customer | sample PO
customer: a statement guaranteeipg that the number(s) and

3.4.2.b.1 Provide a product guarantee that: parts are unused and npt suspect the method
e 1. the EEE parts are unused and not syspect counterfeit. used to
counterfeit or communicate
the guarantee
statement.
Provide a product guarantee that: Sample PO(s) and verify that the PO | Record the
2. if parts are found to be suspect counterfeit or includes a product guatantee that if sample PO
used, then the organization will repldce parts or parts are found to be syspect number(s) and
refund the original cost of the produdgt for a counterfeit or used, then the if the PO
3.4.2.b.2 minimum of 1 year post-delivery, for|parts organization will replace parts or includes the
e related to sales to OEMs or their refund the original cost|of the product | requirements of
sub-contractors. for a minimum of 1 yea AS6081.
post-delivery, for parts felated to
sales to OEMs or their
sub-contractors.

c. The organization shall review the customgr Verify that the organization’s Record the
requirements for inspection and testing foy the customer requirement feview sample PO
detection of suspect counterfeit or counteffeit. EEE process includes review of number(s) and
parts. requirements for inspedtion and if the PO

3.4.2c testing for the detection of suspect includes the
counterfeit or counterfeit EEE parts. customer

requirements
for inspection
and testing.
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AS6081A Record of
Clause Requirement Comply? Method of Evaluation (MOE) Compliance Notes
3.4.3 Supplier Approval and Source Selection
The organization shall: (1) Verify the documented process | Record the
a. Have documented processes to assess potential for assessing potential method the
suppliers to mitigate the risk of receiving suspect suppliers. organization
counterfeit or counterfeit EEE parts. The organization (2) Verify that the risk assessment uses to
shall® identify and mitigate any risks found during the includes mitigation of any risks determine
3.4.3a assessment. tdentiffed: potential
sources of
supply.
Record the
method for risk
assessment.
The organization shall™: (1) Venifya register of approved Register of
b. Develop, maintain, and use a register of quppliers that suppliers exists. approved
includes approval status. The process for|creating the Select a sample of transactions | suppliers.
register shall® include the scope and critgria for the and verify that the|suppliers are Record the
approval and removal of suppliers. Distributor- on the register of gpproved transactions
approved suppliers shall® be reviewed pfior to suppliers. reviewed.
procurement, if a year has elapsed since their last (2) Verify that the prog¢ess for Record the
transaction, and their status updated if wgrranted creating the registgr of evidence that
changes have occurred. These reviews shall® also approved supplierg includes the | the organization
be triggered by risk-based events likely to negatively scope and criteriafor approval is meeting
3.4.3b affect counterfeit risk. Such events could |nclude and removal of suppliers. requirements 2,
material business size changes, ownersh{p changes, (3) Verify the process|for review of 3, and 4.
mergers, and change in Commercial and [Government distributor-approved suppliers
Entity (CAGE) Code. Triggers may also irfclude data includes a review ithin the last
from internal and external reporting centefs (such as year of the transagtion of the
System for Award Management [SAM], ERAI, GIDEP, distributor-approved supplier.
and UK Anti-Counterfeiting Forum). (4) Verify that the organization
performs risk-basg¢d reviews
likely to negatively| affect
counterfeit risk of
distributor-approved supplier.
The organization shall: Select a sample of trangactions to Record the
343 c. Maintain objective evidence when the sugplier is an authorized suppliers. Verify the transaction
authorized source. objective evidence that|the supplier information.
is an authorized source}
3.4.4 Purchase Order Requirements
The organization shall flow down the followifg Verify the organization flows down Record
requirements to their suppliers, via an appropriate requirements to suppligdrs which purchase
contractual mechanism. include controls to avoifl suspect orders or
3.4.4a a. Controls for suspect counterfeit or countetfeit-EEE counterfeit or counterfejt EEE parts. equivalent
part avoidance. transactions
that were
reviewed.
b. Requirements specified by the organization’s Verify customer requirements were Record
customers. flowed down. purchase
orders or
3.4.4b equivalent
transactions
that were

reviewed.
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AS6081A Record of
Clause Requirement Comply? Method of Evaluation (MOE) Compliance Notes
c. Contractual language prohibiting the pre-screening of Verify contractual language Record
homogenous lots to remove non-conforming, prohibiting the pre-screening of purchase
defective, suspect counterfeit, or counterfeit EEE homogenous lots to remove orders or
3.4.4c parts prior to performing inspection and/or testing. non-conforming, defective, suspect equivalent
counterfeit, or counterfeit EEE parts transactions
prior to performing inspection and/or that were
testing reviewed.
3.4.5 Supply Chain Traceability
The organization shall have documented progess that: Verify that a process e)ists for the Record the
a. Require retention for 10 years minimum of all retention of records for |10 years. process and/or
available objective evidence and records pertaining to Verify that réeords that fre up to procedure.
345 supply chain traceability and testing (e.g.,|packing 10 years oldyare accessgible. Record the
.4.5a : AR } =z
lists, invoices, manufacturer’s Certificate ¢f records
Conformance [CoC], Certificate of Conforfnance and reviewed.
Supply Chain Traceability [CoCT], test regults,
returned material documentation).
b. Ensure objective evidence provides tracegbility to the Review a sample of trapsactions and | Record the
authorized source or the mitigated risk verify that the organizafion can transactions.
3.4.5b documentation. provide traceability to thhe authorized
source or to mitigated r|sk
documentation.
3.4.6 Verification of Purchased Product
The organization shall™ provide for verificatipn of (1) Verify the organization has a Record
purchased product in accordance with customer process for verificgtion of transactions,
requirements and the organization’s quality management purchased produc}. Select test, and
system. Prescreening of lots to remove defegtive parts sample transactiofs and verify inspection
prior to sample selection and testing shall® pot be compliance to 3.4J6. reports, if
permitted. If the verification identifies suspec} or (2) Verify that prescrgening was not | applicable.
confirmed counterfeit EEE parts, the organizption shall® permitted or perfofmed.
contain the parts in accordance with 3.4.8. The (3) If suspect or confifmed
3.4.6 organization shall® report such parts per 3.4.9. counterfeit parts afe identified,
When required by the customer, the organization shall® verify the organizdtion contains
provide detailed test and inspection methoddlogy the parts per AS6(81, 3.4.8.
documentation including results, sample sizg, (4) If suspect or confifmed
acceptance/rejection criteria, disposition, and which counterfeit parts afe identified,
recognized industry standard test or inspectipn methods verify the organizgtion reports
were used. the parts per AS6(81, 3.4.9.
(5) Verify that test andl inspection
records are availaple.
3.4.7 Material Control
The organization shall" have documented graCesses for Verify documented progess for Record
3.4.7 controlling EEE products that include the following: material contral of EEElparts that document
includes 3.4.7a through 3.4.7f. number.
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AS6081A Record of
Clause Requirement Comply? Method of Evaluation (MOE) Compliance Notes
a. The organization shall™ not alter, obliterate, or redact (1) Select sample of transactions to | Record the
the following information from the OCM’s labeling: ensure that this information is transactions.
logo, name, lot/date code, and part number (including not altered, obliterated, or
revision or die info), unless specified by the customer redacted without customer
contract. The organization shall® not instruct another contract authorization.
3.4.7a supplier to complete this activity on their behalf, (2) Select sample of transactions to
unless specified by the customer contract—Aghesive ensure-thatthe-erganization has
labels may cover the OCM marking provided that the not instructed anofher supplier
OCM marking is clearly legible after label|removal. to complete. this agtivity on their
Where applicable, retain OCM package Igbeling and behalf, unless spegified by the
part marking with any repackaged parts. custonier, contract
. Require product which does not meet the Select a transaction of product that Record
3.4.7b manufacturers’ specifications to be dispogitioned in does not meet the manpfacturers’ Transaction.
o accordance with 3.4.8 specifications and confirm disposition
pér AS6081, 3.4.8.
. Preserve the product during internal procg¢ssing and Verify the controls to preserve the Record the
3.4.7¢ delivery to the intended destination in ordgr to product during internal processing transactions
o maintain conformity to requirements. and delivery. that were
observed.
. Handle ESD-sensitive devices in accordahce with a Witness how ESD senditive parts are | Record ESD
3.4.7d documented ESD control program per ANSI/ESD being handled and confirm handling Policy and
o S$20.20, including control of humidity in agqcordance in accordance with AN$I/ESD transactions
with J-STD-001. S$20.20 and IPC-J-STD}001. observed.
. Handle moisture sensitive components in|accordance Witness how moisture $ensitive Record MSL
3.4.7e with IPC/JEDEC-J-STD-033 or customer components are handlgd and confirm | policy and
o requirements. handling in accordance|with transactions
IPC/JEDEC-J-STD-033. observed.

. The organization shall” implement a cusfomer return (1) Verify that customgr returns are | Record
process which segregates EEE parts unti| they are segregated from deliverable observations
verified as new and unused. The customdr return product until they are verified as | and transaction
process shall® provide for verification thdt parts new and unused. details.
returned by the customer to the organizatjon were (2) Review transactiofs to confirm
purchased directly from the organization. Merification the organization verified the
shall® require validation of the returned garts against parts returned were purchased

3.4.7f the organization’s traceability records, induding the directly from the ofganization.

date/lot code of parts returned, when avaflable. (3) Review transactiops to verify

the returned parts|were
validated against the
organization’s tradeability
records, including|the date/lot
code of parts retujned, when
available

If there is any evidence that the aforementioned Query the organization to determine Record

requirements were not met, the parts shall be considered if any transactions did not meet observations
3.4.7f non-conforming pending disposition. AS6081, 3.4.7, requirements and and transaction

verify these transaction

S were

considered non-conforming.

details.
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3.4.8 Control of Suspect Counterfeit and Counterfeit EEE Parts/Assemblies
Suspect counterfeit and counterfeit EEE Verify the QMS contains a process Record the
parts/assemblies are considered non-conforming and for controlling non-conforming process.

3.4.8 shall™ be controlled in accordance with the material and the process applies to

o organization’s Quality Management System (QMS) suspect counterfeit and counterfeit

requirements and the requirements specified herein. EEE parts/assemblies and the

reqtirements—speeifiechherein.

The organization shall® (1) Select sample ofiguspect or Record the

a. Segregate suspect or confirmed counterfgit parts from confirmed counterfeit parts, if samples
all other parts or products until dispositior] and availablento.ensure that the observed, if
prevent such parts from re-entry into the gupply chain. suspecter-confirmled counterfeit | available, and

3.4.8a Quarantine/segregation shall® consist of|physical parts @re segregafed from method of
barriers and controlled access. re-entry into the syipply chain. segregation
(2) (Confirm that segrggation and controlled
includes physical barriers and access.
controlled access.

b. Not disposition suspect counterfeit or coupterfeit EEE Review disposition recqrds and Record the

parts for use-as-is. query organization to determine if sample suspect
3.4.8b suspect counterfeit or dounterfeit counterfeit or
o EEE parts have been djspositioned counterfeit EEE
for use-as-is. parts and their
disposition.

c. Not remove suspect counterfeit or counteffeit EEE Review records and qugry Record the
parts from quarantine except for independent organization to verify thiat suspect or sample suspect
verification testing in accordance with 3.416 or for final confirmed counterfeit parts are not counterfeit or

3.4.8c disposition. removed from quarantife except for counterfeit EEE
independent verification testing in parts and
accordance with AS6081, 3.4.6, or authorization
for final disposition. for removal.

d. Retain suspect counterfeit or counterfeit BEE parts in Review records and qugry Record the
accordance with customer, statutory, and|regulatory organization to verify thiat the sample suspect
requirements. organization’s retentionl complies counterfeit or

3.4.8d with customer, statutory, and counterfeit EEE
o regulatory requirements. parts and
applicable
retention
requirements.

e. Destroy parts once retention requirement$ have been Review records and qugry Record the
met or surrender parts to requesting Authprities organization to verify thiat once sample suspect
Having Jurisdiction. retention requirements have been counterfeit or

met, the parts have begn destroyed counterfeit EEE
3.4.8¢e " ;
or surrendered to Authdrities Having parts and
Jurisdiction. applicable
retention

requirements
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