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FOREWORD

This standard was prepared by the Society of Automotive Engineers (SAE) Avionics Systems Division (ASD) Embedded
Computing Systems Committee (AS-2) Architecture Description Language (AS-2C) subcommittee.

This AADL standard document replaces the initial Error-Model Annex specified in the Annex Collection Volume 1 AS5506/1
published in 2006. It also replaces the ARINC653 annex defined in AS5506/2 and introduces the Code Generation Annex.

This AADL standard document defines an Error Model language that extends the AADL core language with a state machine-
based notation. This notation allows for specification of different types of faults, fault behavior of individual system
components, fault propagation affecting related components in terms of peer to peer interactions and deployment
relationship between software components and their execution platform, aggregation of fault behavior and propagation in
terms of the component hierarchy. The notation also allows for specification fault mitigation strategies expected to be
implemented in the health monitoring and fault management component of the actual system — also known as Fault

Detection, Isolation, ane-Reeever-{FBIR—TFhe-actual-desighr-of-this-compoenentis-expressednathe-AADL core model.

This AADL standard document contains an Annex (the ARINC653 Annex) that defines modeling guidelines that use and
extend the AADL corg language — as defined in AS5506B — to Integrated Modular Avionies(Architectures (IMA), such as
ARINCG653.

This AADL standard document contains an Annex (Code Generation Annex) that.defines the bindjngs between the core
language — as defines|in AS5506B — and existing programming languages (such as*Ada or C).
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INTRODUCTION

The SAE Architecture Analysis and Design Language (referred to in this document as AADL) is a modeling language used
to design and analyze the software and hardware architecture of performance-critical real-time systems. These are systems
whose operation strongly depends on meeting non-functional system requirements such as reliability, availability, timing,
responsiveness, throughput, safety, and security. The AADL is used to describe the structure of such systems as an
assembly of software components mapped onto an execution platform. It can be used to describe functional interfaces to
components (such as data inputs and outputs) and performance-critical aspects of components (such as timing). The AADL
can also be used to describe how components interact, such as how data inputs and outputs are connected or how
application software components are allocated to execution platform components. The language can also be used to
describe the dynamic behavior of the runtime architecture by providing support to model operational modes and mode
transitions. The language is designed to be extensible to accommodate analyses of the runtime architectures that the core
language does not completely support. Extensions can take the form of new properties and analysis specific notations that

can be associated with components.
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INFORMATION AND FEEDBACK

The website at http://www.aadl.info is an information source regarding the SAE AADL standard. It makes available papers
on the AADL, its benefits, and its use. Also available are papers on MetaH, the technology that demonstrated the practicality
of a model-based system engineering approach based on architecture description languages for embedded real-time

systems.

The website provides links to three SAE AADL related discussion forums:

The SAE AADL User Forum to ask questions and share experiences about modeling with SAE AADL,

The AADL Toolset User Forum to ask questions and share experiences with the AADL Open Source Toolset

1.
2.

Environment, and
3. The SAE Standar
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1. SCOPE

This document contains three annexes to the SAE AS5506B Standard - the SAE Architecture Analysis and Description
Language.

The first annex, the Error-Model Language extends the AADL core language with a state machine-based notation. This
notation allows for specification of different types of faults, fault behavior of individual system components, fault propagation
affecting related components in terms of peer to peer interactions and deployment relationship between software
components and their execution platform, aggregation of fault behavior and propagation in terms of the component
hierarchy. The notation also allows for specification fault mitigation strategies expected to be implemented in the health
monitoring and fault management component of the actual system — also known as Fault Detection, Isolation, and Recovery
(FDIR). The actual design of this component is expressed in the AADL core model.

The second annex, the ARINC653 Annex defines modeling patterns to use the AADL core language for the specification of
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Annex A ARINC653 Annex

A.1 Rationale

This annex has been defined to support the modeling, analysis and automated integration of ARINC 653 and derived or
similar partitioned architectures. It provides AADL architectural style guidelines and AADL defined ARINC 653 oriented
properties to define a common approach to use AADL standardized components to express ARINC 653 architectures.
Without the annex defined framework, modelers would need to define their own AADL ARINC 653 oriented properties and
select their own approach to representing ARINC 653 with AADL components.

This annex was made to help the system designers in the modeling of partitioned architectures, especially ARINC 653
compliant systems. AADL models can be checked and verified using various tools. Consequently, the modeling of
partitioned architectures will help system designers to verify and validate their models.This document does not provide any

guidance for the verification of AADL models except to provide a means for common specification.

By providing a commg
are supported. Code g
are supported. The cog
modeling patterns (prn
configuration of ARINC

The ARINC 653 standg
mapping between the

The current documen
services are beyond th

The avionics-specific t

Integrated Modular Al
when integrated, form

requirements, to host @pplications performing aircraft funetions.

Module: A component
A module may also ¢
software, which provid

Application: Softwarg
platform(s) performs a

Application softwarg
partitions.

Partition: An allocati

n framework for partitioned system expression, distributed development and
bnerators to auto integrate ARINC 653 systems based on AADL ARINC 653 a
de generation annex of the AADL provides sufficient information to map ‘mog
pcesses, inter and intra communication channels, shared data)vinto C on
[ 653 operating systems is not detailed in the code generation anpnex.

ard contains several parts, defining required and extendedyservices. This d
AADL and the required services of the ARINC 653 standard.

provides a mapping for services defined in the -ARINC 653 PART1 stand
e scope of this annex.

erms used in the annex are defined below:
vionics: A shared set of flexible, reusable, and interoperable hardware and s

a platform that provides services, designed and verified to a defined set of s

or collection of componentsithat may be accepted by themselves or in the cor
pmprise other modules. A\module may be software, hardware, or a combin
es resources to the IMA system hosted application.

and/or application-specific hardware with a defined set of interfaces that v
function.

: The part'of an application implemented through software. It may be allo

common analysis tools
nex compliant models
t of AADL/ARINC 653
Ada code. However,

ocument provides the

ard. Mapping of other

bftware resources that,

bfety and performance

text of an IMA system.
ation of hardware and

hen integrated with a

cated to one or more

bn—of resources whose properties are guaranteed and protected by the ;I)Iatform from adverse

interaction or influence

o fiarm-artcidae-tha-nartitian
o TTUTTT UULSTUT e paruauurt.

Application-specific hardware: Hardware dedicated to one application.

Cabinet: A physical package containing one or more IMA components or modules, that provides partial protection from
environmental effects (shielding) and may enable installation and removal of those component(s) or module(s) from the
aircraft without physically altering other aircraft ystems or equipment.

Core Software: The operating system and support software that manage platform resources to provide an environment in
which an application can execute.

Component: A self-contained hardware or software part, database, or combination thereof that may be configuration
controlled.
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A.2  ARINC 653 partition management (ARINC 653 Module)

In ARINC 653, partitions are managed by the core software with a dedicated kernel that ensures time and space isolation.
It schedules partitions using a static timeline scheduling algorithm repeated at a given rate, the major time frame. Each
partition has at least one time frame to execute its tasks (called processes in the ARINC 653 standard).

The ARINC 653 core software and its associated physical processor core are modeled with AADL using the processor
component. This approach is consistent with the AADL concept of a processor to include the operating evironment. The
processor component is used to specifiy partition management properties which express its requirements.

The AADL processor component models the ARINC 653 core software. ARINC 653 modules contain partitions. In AADL,
these partitions are modeled with AADL virtual processor components that are either contained in or bound to an
AADL processor component. These virtual processors subcomponents model partitions runtimes.

ARINC 653 module time Siots are modeled With the ARTNC653~ -ModUule_schedule propertyjattached to an AADL
processor component. The property is a list that defines window schedules. List elements contains’the following attributes:

Duration: The time glot duration.
Partition: referencg to the partition (virtual processor) associated with this slét
Periodic_Periodig¢_Start: specifies if all periodic tasks should start at the-beginning of the partition execution.

The ARINC653: :Modlule_Major_Frame property is associated with an AADL processor compqgnent and specifies the
major time frame of anl ARINC 653 module.

The Process_Swap_ Execution_Time property from the core Jahguage specifies the time needed to switch from one
partition to another. The value represents the time required to clean a partition and activate anothel (cache flush, memory
segments change).

The ARINC653: :Module_Version and ARINC653: :Medule_ldentifier properties aim at adding a version to the
module (potentially sinpilar to the one used in the system tonfiguration) as well as a textual descriptipn or other comments.

The ARINC 653 health monitoring properties usable‘at the module level are covered in the health mopitoring section (A.13).

ARINC 653 ¢ntity AADL entity Properties
e ARINC653::Module_Major_Ffame

e ARINC653::Module_Schedulg
e ARINC653::HM_Error_ID_Lepels

Module Processor e ARINC653::HM_Error_ID_Adtions
e ARINC653::Module_Version
e ARINC653::Module_Identifief
e Process_Swap_Execufion_Time

ARINC653 Module

Figure 1 - Graphic representation
of an ARINC 653 module (without partition runtime)
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A.3  ARINC 653 partitions modeling

An ARINC 653 partition conceptually consists of a separated address space and a specific runtime. This runtime manages
resources within the partition and schedules ARINC 653 processes (that correspond to AADL thread components) that
are executed in its address space. An ARINC 653 partition hosts the application software to be executed.

Each ARINC 653 partition is represented by an AADL process component component bound to a virtual processor
and one or several memory components. In AADL, process components are used to indicate address space protection
for threads. The AADL process component and its association to a memory component model the partition address space.
The AADL virtual processor component models the partition specific runtime environment provided by the core
software.

The memory requirements of the ARINC 653 partition are specified by adding the Data_Size and Code_Size properties.
They are added to the AADL process component that models the partition. In addition, process components are bound

to the physical memor

The virtual proc
properties. Within eag
scheduling policy used

The Actual_Proces
that represent a partiti
bound to an AADL vi

Partitions space isolation is specified by associating an AADL process.‘component with one or s

components with the A

AADL virtual prq
components (core sof
modules (AADL procq

The Activate Entr

The Development Asg
its associated virtua
not the DAL of the cq
greater or equal to the

The Thread_Swap_E
level scheduler switchd
analysis. This property
for each partition.

 using the AADL Actual _Memory_Binding property.

bssor component describes the partition-level scheduler and runtime reqy
h AADL virtual processor component, the property Scheduling |}
inside each ARINC 653 patrtition.

sor_Binding AADL property associates the components (virtual prog
pn. Each AADL process component (that contains the‘application software
tual processor (that specified the partition runtime provided by the core

ctual_Memory_Binding property.

cessor components (partition runtime)\ must be contained in or bound
fware). In case one partition (AADL v@rtual processor) can be associ
PSSOr), users must associate them using the property Actual_Processor |

ypoint_Source_Text property specifies the name of a subprogram used to

urance Level (DAL) of the application software executed within a partition th
I processor compenent. It represents the DAL is the application software ex
re software. Thus,(all the software components contained in a partition sho
one of the partition!

kecution Time specifies the potential cost of process switching inside a p4g
ps from_one/process to another, there is a potential switching time that should
was designed to specify this overhead time so that system designers can spec

irements using AADL
Protocol defines the

essor and process)
components) must be
software).

everal AADL memory

to AADL processor
hted with several core
Binding.

initialized the partition.

e ARINC653: : DAL on
ecuted by the patrtition,
uld have a DAL value

rtition. When patrtition-
pe taken in account for
fy scheduler overhead

The ARINC653: :Error_Handling property specifies the ARINC 653 process (AADL thread component) used to
recover error raised at the partition level.

The ARINC653: :Partition_ld defines an identifier that potentially corresponds to the one used by the underlying
Operating System. The ARINC653: : Partition_Name defines a partition name with a string that potentially uses natural
language.

The ARINC653: :System Partition property indicates if the partition is an ARINC 653 system partition. A system
partition is allowed to perform some specific operations (such as processing input/output)

The ARINC 653 health monitoring properties usable at the ARINC 653 partition level are covered in the health monitoring
section (A.13).
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ARINC 653 entity

AADL entities Properties

e Scheduling_Protocol

o ARINC653::DAL
e ARINCG653::Partition_Name

e Activate Entrypoint_Source_Text

A.4  Multi processor;
Multi-processor partitig
653 module defined to
to integrate software a

Partition Runtime Virtual Processor e ARINCG653::Partition_ldentifier
e ARINC653::System_Partition
e ARINCG653::Error_Handling
e ARINC653::HM_Error_ID_Actions
e Thread_Swap_Execution_Time
» e Data_Size
Partition Software Process . Code__Size
T TT T Tr e T e
Partition CTTTTTTTTTTII T W
Software —- 4 E

Figure 2 - Graphic representation.of a partition
and its association to partition runtime

architectures

ned systems in ARINC 653 are-represented by multiple physical processors
schedule the partitions on thatprocessor. The AADL system component is a
hd hardware components.“t is used to model the multi-processor system wit

, each with an ARINC
ierarchical component
N its partitions.

Each node of the mulfi-processor is specified within an AADL system component. This top syste

AADL processor, Vi
AADL virtual pro
memory component tg

executed in a partition).

A higher level AADL sy

component contains

rtual processar and process with at least: one AADL processor (th¢ ARINC module), one
Cessor (the patrtition-level scheduler), one AADL process (the partition addiess space), one AADL
bind it to, and one AADL thread within the AADL process component (the ARINC 653 process

stemcomponent is used to contain multiple system components reflecting a multiprocessor system.

Communication between ARINC 653 modules is modeled with event data ports and data ports. In ARINC653, it corresponds
to inter-partitions communications through different processors. See section A.6 for modeling of inter-partitions
communication channels.
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A.5 ARINC 653 pro

ARINC 653 processes
653 process is associ
type. List of relevant p
ARINC 653 processes

The ARINC 653 base
The meaning of priorit

The ARINC 653 stack

esses modeling

operties properties are listedhin’ the table below.

priority concept is'mapped to the AADL Priori
is dependent on.the scheduling algorithm used.

are mapped to AADL with the AADL thread component.

execute the application software that consists in code in their partition’s addregs space. Each ARINC
hted with a set of requirementsi.entry point, stack size, period, priority, time

capacity and deadline

ty property from the standgrd AADL property set.

size concept'is mapped in AADL using the Stack _Size property from the standard property set.

The ARINC 653 entrypoint.concept is mapped in AADL using the Initialize_Entrypoint progerty from the standard

property set.

The ARINC 653 period concept is mapped in AADL using the Period property from the standard property set.

The ARINC 653 deadline concept is mapped in AADL using the Deadl i ne property from the standard property set.

The ARINC 653 time capacity concept is specified with AADL using the ARINC653: : Time_Capacity property from the
AADL standard property set

The ARINC 653 deadline type concept (soft or hard) is specified with the AADL enumeration Deadline_Type associated

to an AADL thread. Th

e value can be either soft or hard.
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The ARINC 653 health monitoring properties usable at the ARINC 653 process level are covered in the health monitoring

section (A.13).

The core AADL property Dispatch_Protocol specifies the type of process (periodic, aperiodic, sporadic).

ARINC 653 entity AADL entity Properties

e ARINC653::HM_Error_ID_Actions
e Code_Size

e Data_Size

e Heap_Size

e Stack_Size

e Initialize_Entrypoint

Process Thread o Dispatch_Protocol

e Compute_Execution_Time

e Deadline
e Period
e Priority

e Deadline_Type
e Time_Capacity

A.6  ARINC 653 intef-partition)communication modeling

In ARINC 653, inter-partition<Communication represents data exchange across partitions (one partiti
partitions). The ARINC 653 standard defines two kinds of inter-partition communication: queuing po

Parti

tion content

Eigure 3 - Graphic representation of
an-ARINC 653 process inside a partition

on sends data to other

ts and sampling ports.

ARINC 653 queL“n s ctara and auaitia aach inctanca Af Aata cn that racraivzare can raad aach
g ports-store-and-queue-each-instance-of-data-so-that receivers-can+ead-each

queued data element.

ARINC 653 sampling ports keep the most recent value (latest data instance replaces prior values). Both ARINC 653 queuing
and sampling ports have timing requirements (refresh of data, queuing policy, etc.).

ARINC 653 inter-partition communications are specified using AADL ports connected between AADL process

components.

Identifiers for ARINC 653 inter-partitions may be defined in AADL in one of two ways:

Identifiers of the ARINC 653 sampling and queuing ports are derived from the name of the AADL features inside the

AADL process component.

Identifiers are explicitly defined by the system designer using the AADL Source_Name property. In that case, the
Source_Name property is added on AADL data ports orevent data ports.
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ARINC 653 sampling ports are specified using AADL data ports inside an AADL process component, originating at an
AADL thread component (ARINC 653 process).

The size of ARINC 653 sampling ports (AADL data ports) is deduced from the size the AADL data component
associated with the port. It corresponds to the maximum message size option of an ARINC 653 sampling port.

The refresh period of ARINC 653 sampling ports is specified with the ARINC653: :Sampling_Refresh_Period property.
This property is only relevant on AADL in data port since the refresh period is only used on the receiver side.

The modeling of ARINC 653 queuing ports is made with the declaration of event data ports in an AADL process
component,

Size of ARINC 653 queuing ports (AADL event data ports)is deduced from the size of its associated data component
and the port’'s queue size. The size of the queue (number of elements that can be stored) is specified with the property
Queue_Size. It corre$ponds 1o the size used when the port is created.

The timeout of ARINC|653 queuing ports is modeled using the ARINC653: : Timeout property. It i used for sending data
(a sender process sending the data may be blocked until there is enough space to store its’ message) and receiving (a
receiver process may be blocked until there is some data to read in the queue) data.

The modeling of queuing discipline of ARINC 653 queuing ports is achieved with the ARINC653: :Queueing_Discipline
property. Supplied vallies for this property are FIFO and By Priority.

In ARINC 653, ports afe connected through channels. A channel connects@né source port to at least one destination port
(section 2.3.5.1 of the ARINC 653 standard). AADL can connect one soutee port to several destinatjon ports (section 9.2.2
of the AADL standard). Thus, AADL connections fit with the semanties of ARINC 653 channels| In consequence, the
modeling of ARINC 6%3 channels is specified by connecting one AADL [event] data port to gt least another AADL
data portor event|data port.

ARINC 653 entity AADL entity Properties
e Queue_Size
Queuing ports Connection of event data ports e ARINC653::Queueing | Discipline
gp between process.components e ARINCG653::Timeout
e Source_Name
S i ; Connegtion of data ports e ARINCG653::Sampling_|Refresh_Period
ampling ports betwe€nprocess components e Source_Name
Partition Source Partition Destination /
Queuing Port Queuing Port /
/ Source / / Destinaton /

Figure 4 - Graphic representation of an ARINC 653 queuing port
connected through two partitions

Partition Source Partition Destination
Sampling Port Sampling Port
Source Destination

Figure 5 - Graphic representation of an ARINC 653 sampling port
connected through two partitions
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A.7  ARINC 653 intra-partition communication modeling

In the ARINC 653 standard, processes contained within the same partition can exchange data using intra-partition
communications. The ARINC 653 standard defines four mechanisms of intra-partition communications: buffer, blackboard,
event and semaphore.

ARINC 653 intra-partition communication is specified in AADL models using connections and data accesses between AADL
thread components. Communication is considered as intra-partition communication as long as it is contained within the
AADL process and involves only thread components located in the same process.

ARINC 653 intra-partition ports identifiers may be defined in AADL in one of two ways:

The identifier can be deduced from the name of its corresponding AADL entity (shared data component, [event] data
port).

System designers can|specify another name for the port using the Source_Name property. This,pfoperty is added to AADL
ports or data and desiInate.

A.8  ARINC 653 buffers modeling
ARINC 653 buffers prpvide a mechanism to exchange data across ARINC 653 processes located in the same partition.

Values are put in a queue and the receiver receives each queued value.

ARINC 653 buffers ar@ modeled in AADL with event data ports in thread components

The numbers of elemg

The max size of an elg

The AADL ARINC653F :

nts in the queue is specified using the Queue_Si#ze property associated with
ment in the queue is deduced from the data classifier associated with the AA

Queueing_Discipline property.ifdicates what kind of queuing protocol

the AADL port.
DL port.

is used. This property

is associated with an AADL event data port. Supplied values for this property are FIFO and By Priority.
ARINC 653 entit AADL entity Propeities
Connection of everft data ports between |® Queue_Size
Buffers thread components located e ARINC653::Queuging_Discipline
inthe same process. e Source_Name

.
Buftar source H Bufter destination ’

Source Process. | Destination process.

/ Partition coment /

Figure 6 - Graphic representation of an
ARINC 653 buffer communication channel

A.9 ARINC 653 blackboards modeling

ARINC 653 blackboards enable data sharing across ARINC 653 processes located in the same ARINC 653 partition. Unlike
ARINC 653 buffers, ARINC 653 blackboards do not keep each instance of the data and only store the most recent received
value. Designers can specify a timeout when an ARINC 653 process reads data on a blackboard: a reading process can
wait for data until a specified timeout.
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ARINC 653 blackboards can be specified with AADL using data ports or shared data components. The following
paragraphs detail both modeling patterns.

ARINC 653 blackboards can be specified with AADL using a shared data component across several AADL thread
components.

When shared data is used to model an ARINC 653 blackboard, the size of the ARINC 653 blackboard is deduced from the
size of the shared AADL data component.

The AADL ARINC653: :Timeout property is associated with an AADL data access to specify the timeout used to read
the ARINC 653 blackboard.

Modeling ARINC 653 blackboard usage by an ARINC 653 process is achieved by an AADL data access feature in an
AADL thread component.

ARINC 653 blackboarfls can also be specified with AADL using data ports. These AADL datar|ports are connected
between AADL th re:E components located in the same patrtition.

When using AADL dajta port to represent ARINC 653 blackboard, the size of the spécified AR|NC 653 blackboard is
deduced from the size|of the data type associated with the AADL data port.

The AADL ARINC653::Timeout property is associated with the data port’to model the timeout used to read a
blackboard.

Modeling ARINC 653 blackboard sharing across several threads is achieved by connecting data ports between AADL
thread components.

ARINC 653 entity AADL entity Properties
e Data component shared between thread

. e ARINCE53::Timeout
components located inthe same process.
Blackboand e Source_|[Name
e Data ports connected between thread

components located in the same process.

Blackboard ‘/Juu:h——-ll's Blackboard dastination ’

Source Process: Destination process.

] i
oV = = = = = = = o= o = o = = = = = =

Partition content

Figure 7 - Graphic representation of an
ARINC 653 hlackbhoard communication channel

A.10 ARINC 653 events modeling

ARINC 653 events are used to synchronize ARINC 653 processes (AADL thread components) located in the same ARINC
653 partition (AADL process component). They support control flow between processes by notifying occurrences of
conditions to awaiting ARINC 653 processes.

ARINC 653 events are mapped using AADL event ports between processes.

The ARINC653: : Timeout property is used on in event ports to model timeout used by an ARINC 653 process (AADL
thread component) when it is waiting for the event.
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ARINC 653 entity

AADL entity

Properties

Events

Connection of event ports between thread
components located in the same process.

e ARINC653::Timeout
e Source_Name
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Figure 8 - Graphic representation of an
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Figure 9 - Graphic representation of an ARINC 653 semaphore usage
across two ARINC 653 processes
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A.12 ARINC 653 memory requirements modeling

System designers may want to model partitions isolation in different memory segments. To do that, nemory components
that represent physical memory contain several memory subcomponents (add other memory components as
subcomponents). In this hierarchy of AADL memory components, the root memory component models the hardware
memory whereas the AADL memory subcomponents model logical separation of the memory (memory segments where
partitions store code and data).

Requirements of memory component that models memory segments are specified with AADL using the Base_Address
property (which correspond to the base address of the segment in the ARINC 653 architecture) and the Memory_Size
property (which correspond to the size of the word in this memory component).

Each AADL process component (part of the modeling of ARINC 653 partitions) is associated (bound) with an AADL
memory component using the Actual_ Memory Binding property from the standard property set. It specifies the
deployment of ARINC 653 partitions (AADL process component) on physical memory (AADL mem@ry component).

The ARINC 653 standard uses space isolation across partitions. Consequently, the binding-rule between partitions and
memory implies that an AADL memory component is bounded to exactly one partition (AADLD process).

ARINC 653 defines thfee memory access types: read, write and execute. ARINC 653:memory accg¢sses and permissions
are specified with AAQL by associating the Memory_Protocol property with an AADL memory component.

ARINC 653 requires ttjat memory content is explicitly specified (if a memory coritains code, data or joth). This requirement
is specified by adding the ARINC653: :Memory_Kind property on an AADK memory component.

ARINC 653 entify AADL entity Properties

Describe memory requiréments for * Actual_Memory_Binding

M process components and specify e Memory_Size
Re u?rrg(r)rgnts the allocation of partitions (AADL e Base_ Address
q process compepent) on hardware e Memory_Pfotocol
memory (AAPLmemory component). ¢ ARINC653{Memory_Kind

~ memory
segment

MAITEoTy

Figure 10 - Graphic representation of memory segments
inside the main memory and process binding to memory segments

Partition content

A.13 ARINC Health Monitor (HM) modeling

In ARINC 653, errors can be managed at different levels: module level, partition level and process level. These levels
correspond to the following AADL components: processor, virtual processor and thread. Moreover, this is the
responsibility of the system integrator to indicate which error is handled at each level. The actual ARINC 653 enumerates
faults that can be raised in each level of an ARINC 653 architecture.
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The AADL property ARINC653: :HM_ID_Levels specifies the list of all potential errors that can be triggered within an
ARINC 653 modules (AADL processor). This list contains information for these errors using an AADL record type
(HM_Error_Level_Type) that specifies

the error identifier (using the Errorldentifier field)

the error description (using the Description field)

the containment level of the error (Module_Level, Partition_Level or Processor_Level — as defined by the
Error_Level Type AADL type.)

the ARINC 653 related error code (ErrorCode) specified by an ARINC653: - Supported_Error_Code value.

The AADL property ARINC653: :HM_Error_ID_Actions specifies health-monitoring actions at each level. This property

is added on AADL pr
thread (ARINC 653
error handling:

the error identifier (usir
used by the ARINC65]]

the action description

the undertaken action
reference to the name

pCeSSor (ARINCT 653 module level), AADL virtual processor (ARINC
brocess). The ARINC653::HM_Error_1D_Actions specifies a list that.co

gthe Errorldentifier field) related to the action. This value is/a reference
8- -HM_ID_Levels property
using the Description field) that details the action using natural language.

performed (using the Action field) to recover the/efror. This can be a tg
of the procedure provided by the underlying ARINE 653 runtime.

The ARINC 653 standard states that list of errors and actions are defired by the operating system proj
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b53 partition) or AADL
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to an existing identifier

extual description or a

vider. In consequence,
roperty set values. To
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suitable semantics to

START, NORMAL and
5 list of states might be

pn property provides a

way to establish a co

nection between this two concepts. The State Information is added tcl) an AADL model and

contains

An identifier (field 1dentifier) that references the related ARINC 653 mode identifier

A description (field Description) that describes the ARINC 653/AADL mode using natural language.

A.15 ARINC 653 app

lication-specific Hardware & Device Drivers

In ARINC 653, application-specific hardware is controlled by device drivers that reside in core software. The device driver
can be located either at the kernel or partition level. Therefore, they can be located within main module functionalities or
isolated in a distinct partition that has its own resources and services. In ARINC 653, such a partition is called system
partition, because it provides dedicated services and functions to communicate with the hardware although it is contrained
by time and space partitioning. Consequently, system designers and operating system providers can have different
implementation strategies to implement device drivers in ARINC 653 systems.
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These implementation strategies impact system functionalities and performances. Our modeling patterns are designed for
the specification of these two different implementation strategies so that system designers can precisely describe their
system and analyze impact of their implementations strategies.

Application-specific hardware (network interface, sensor, etc.) is specified with the AADL device hardware component.
On the other hand, the device driver (software that controls the device) is described by adding an AADL abstract
implementation component and associated with the AADL device component using Device_Driver property.

The abstract component associated with the AADL device component contains all the necessary components to control
the application-specific hardware. It is composed by AADL components (thread, data, etc.) with their properties and
requirements (timing, memory, etc.). Modeling of device drivers internals describe the underlying operating system and
thus, allow system designer to analyze their impact on the overall system (in terms of performance, latency, etc.)

AADL device components must be associated with an AADL processor (an ARINC 653 module) or an AADL virtual
processor (an ARINCB53partition).

If the AADL device domponent is bound to an AADL processor, it means that the device drivel resides in the ARINC
653 module.

If the device component is bound to an AADL virtual processor, it means that the“device driVer resides in a system
partition and uses timg and space isolation mechanisms of the patrtition. In this case; the partition is gonsidered as a system
partition.

These two binding mechanisms illustrate the different implementation stratégies for device drivers in ARINC 653 systems
and thus, ease the analysis of their impact on the overall architecture.

ARINC 653 entif] AADL entity Properties

AADL device component. The\associated device
driver is described using the-Bevice_Driver
Device drivers property of the standard.property set. This device
component is bound to AADL processor or AADL
virtual processor components.

e Device_Dr|ver
e Actual_Prdcessor_Binding

Device 1 Device 2

s

i
L1 s
/

7
Device 2 driver runtime

ARINC653 Module |5

Figure 11 - Graphic representation of device modeling in
ARINC 653 architectures with both different binding strategies
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A.16 Summary of modeling rules

ARINC 653
entity

AADL entity

Properties

Module

Processor

ARINC653:
ARINC653:
ARINC653:
ARINC653:
ARINC653:
ARINC653:

Scheduling Protocol

:Module_Major_Frame
:Module_Schedule
:HM_Error_
:HM_Error_
:Module_Version
:Module_ldentifier
Process_Swap_Execution_Time

ID_Levels
ID_Actions

Partition

Virtual Processor

Scheduling_Protocol
ARINC653::DAL
ARINC653::Partition_N
ARINC653yPartition_|Id
ARINC653::System_Pa

ARINC653::Error_Handlling

ARINC653::HM_Error_|
Activate_Entrypoint_Sd
Thread_Swap_Executi

ame
entifier
\rtition

ID_Actions
urce_Text
bn_Time

Process

Data_Size
Code_Size

Process

Thread

ARINC653::HM_Error _|
Code_Size

Data_Size

Heap_Size

Stack_Size
Initialize_Entrypoint
Compute_Execution_T
Deadline

Period

Priority

Proprity_Type
Time_Capacity

ID_Actions

me

Dispatch Protacal

Queuing ports

Connection of event data ports between
process components

Queue_Size

ARINC653::Queueing_|

ARINC653::Timeout
Source_Name

Discipline

Sampling ports

Connection of data ports
between process components

ARINC653::Sampling_Refresh_Period

Source_Name

Buffers

Connection of event data ports between
threads components located
in the same process.

Queue_Size

ARINC653::Queueing_

Source_Name

Discipline

Blackboards

Data component shared between thread

components located in the same process.

ARINC653::Timeout
Source_Name
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e Data ports connected between thread

components located in the same process.

Semaphore

Data contained in a process component and
shared between several thread components.

ARINC653::Timeout
Source_Name

ARINC653::Queueing_Discipline

Events

Connection of event ports between
thread components located in the same
process.

ARINC653::Timeout
Source_Name

Memory
Requirements

Describe memory requirements for ARINC 653
process (AADL thread components) and

specify—the-allocation-of-ARINCE53-partitions

Actual_Memory_Binding

Memory_Size
BaseAddress—

(AADL process component) on hardware
memory (AADL memory component).

Memory_Protocol
ARINC653::Memory, K

nd

Device drivers

AADL device component. The associated
device driver is described using the
Device_Driver property of the standard
property set. This device component is bound
to AADL processor or AADL virtual
processor components.

Device Driver
Actual_Processor_Bir

ding

Mode

AADL mode. The mode can then represent an
ARINC 653 mode.

ARINCG653::State _Infg

rmation
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A.17 ARINC 653 Property Set

property set ARINC653 is

Module Major_Frame : Time
applies to ( processor );

The Module Major_ Frame property specifies the major frame for the ARINC 653 module (AADL
processor component).

Sampling_Refresh_Period : Time
applies to ( data port );

The Sampling_Refresh Period property indicates data arrival rate for an in data port. It
corresponds_ta the cancept of refresh time of ARINC 653 sampling port

Supported_Erroif_Code: type enumeration

(Module_Config, Module_Init, Module_Scheduling,
Partition_Scheduling, Partition_Config,
Partition_Handler, Partition_Init, Deadline_Miss,
Application_Error, Numeric_Error,

I1legal _Request, Stack Overflow,

Memory Violation, Hardware Fault, Power_Fail);
The Supported Error_Code enumeration corresponds to the pessible Error code thaf can be raised at
the different levels of an ARINC 653 architecture (module, partitiony’process). The list of possible values is
implementartion dependent and can be modified by the system:designer.

Supported_Memorty Kind : type enumeration
(memory_datgq, memory_code);
The Supported_Memory_Kind enumeration describes possible content of an AADL mepory component.

Memory Kind |[: list of (Supported_Memory.Kind)
applies tq ( memory );

The Memory_Kind property describes the_content of an AADL memory component.

Timeout : Time
applies tq (event data pokxt,data port,event port,access connection);

The Timeolit property specifies the timeout used by an ARINC 653 process when sending/receiving a data.
Depending pn which companent it is used, it could be useful for sender or receiver side.

Supported DAL Type : type enumeration
(LEVEL_A, LHVEL_Bs—LEVEL_C, LEVEL_D, LEVEL_E);
The Supported_DAL_Type enumeration corresponds to the different Development Assurance Levels supported

by the ARINC 653 standard.
DAL : Supported—DbAt—Type

applies to (virtual processor, process, thread, subprogram);

The DAL property defines the Development Assurance Level of a component. It is associated to software
component to capture their associated DAL. When applied to a virtual processor, this is a requirement for this
partition and all software components associated by this partition must have at least the same or higher DAL
value.

Module_Version : aadlstring applies to (processor);

The Module_Version property adds a description to the ARINC 653 module (textual comments using natural
language).

Module_ldentifier: aadlstring applies to (processor);

The Module_ldentifier property specifies the ARINC 653 identifier for a module specifies with an AADL
processor component.
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Partition_Name: aadlstring applies to (virtual processor);

The Partition_Name property defines the name for a specific partition with natural language.

Partition_ldentifier: aadlinteger applies to (virtual processor);

The Partition_Ildentifier property defines the identifier of the partition that potentially corresponds to the
one used by the execution platform.

System Partition: aadlboolean applies to (virtual processor);

The System_Partition property specifies if a given partition is operating as a system partition (performing
I/O or other operations requiring special privileges).

Error_Handling: reference (thread) applies to (virtual processor);

The Error_Handl 1ng property specifies the ARINC 653 process (AADL thread) operating within the partition
as the error h errors and take
appropriate acti

dlar Thic ADINC AGE2 nracacc ic than cirimnncad 0 racainvza natificatinn A
HHe— S A o9 PHEEEeSSH1S—HER—SHPPOSea—to—+ecerve+HotHeEat6—6

hNs to recover them.

Error_Level |Type: type enumeration

(Module_Level, Partition_Level, Process Level);

The Error_Leyel _Type type lists all potential error levels: in a module (AADL.processor)), partition (AADL

virtual progessor) or process (AADL thread).
HM_Error_ID |Level Type: type record (
Errorldentifier : aadlinteger;
Description > aadlstring;
Errorlevel > ARINC653::Error_Level_Type;
ErrorGode - ARINC653: :Supported _Errar_Code;);

The HM_Error
module. Error]
Description
the error occurg

| ID_Level_Type property records all information related to a fault that m
Identifier is unique and is then re-ised by the HM_Error_ID_Actio

ny occur within a
ns property. The

brovides a basic description using natural language. The ErrorLevel indicgtes at which level

while the ErrorCode designatesthe related error (such as scheduling error).

HM_Error_ID |

The HM_Error

[Levels: list of ARINC653::HM _Error_ID Level Type

applies to (processor);

| ID_Levels property ¢ lists all

evel_Type type.

errors that may occurs within a mg

dule using the

HM_Error_ID_L|
HM_Error_ID |
Errori
Descri
Actior
The HM _Erro

Errorldentif

[Action_Type ( jEype record (

dentifier . \aadlinteger;
ption - aadlstring;
> aadlstring;);
- IDSAction_Type type lists all useful information related to erro

ierlis the unique identifier for an error and is one included with the HM_Er

recovery. The
ror_ID_Levels

property. The D
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ction is a string

describing the action, potentially the name of a function used in the underlying ARINC 653 runtime to recover
the error.

HM_Error_ID _Actions: list of ARINC653::HM_Error_ID_Action_Type
applies to (processor, virtual processor, thread);

The HM_Error_ID_Actions is a list of action used to recover an error, either at the module (AADL
processor), partition (AADL virtual processor) or process (AADL thread) level.

State_ Information_Type
Identifier
Description

type record (
aadlinteger;
aadlstring;);

The State Information_Type type contains all information related to an ARINC 653 mode: an
Identifier (that is potentially similar to the one of the ARINC 653 implementation) and a Description that
uses natural language.
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State Information: ARINC653::State Information Type applies to (mode);
The State_Information property associates an ARINC 653 mode with an AADL mode.

Queueing_Discipline_Type: type enumeration (Fifo, By Priority);

The Queueing_Discipline_Type type lists all potential queueing discipline on ARINC 653 communication
mechanisms (such as ARINC 653 queueing ports or ARINC 653 buffers).

Queueing_Discipline: ARINC653::Queueing_Discipline Type
applies to (port);

The Queueing_Discipline property reflects the queueing discipline of the ARINC 653 runtime for a given
port. It indicates the dispatching policy for an ARINC 653 process (AADL thread component) waiting for a new
value on a port.

Schedule_Window : type record (
Partitiorf - reference (virtual processor, processor);
Duration| : time;
Periodic |Processing_Start : aadlboolean;

)
The Schedule] Window type specifies a time slot of the ARINC 653 modulé) The Partition attribute

represents the partition assigned to this slot. The Duration attribute capture thetime allocated to the partition.
The Periodic| Processing_Start specifies if all periodic tasks should start when the partition is activated.

Modulle_Schedule : list of ARINC653::Schedule Window

applies tq ( processor, virtual processor );

The Modulle_Sg¢hedule property the schedule time slots in the'module. This is a list of all time slots assigned
for each partitiop.

Deadline_Type : enumeration (soft, hard)
applies tq ( thread );

The Deadl ine| Type property specifies the kind'ef deadline associated for a task. It corresponds to the same
attribute associated to an ARINC 653 process.

Time_Capacity : Time
applies tq ( thread );

The Time_Capacity represents the time allocated to each task.

end ARINC653;
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APPENDIX A - INFORMATIVE SECTION

This informative section illustrates ARINC 653 systems modeling by providing examples and validation examples.
A.18 System validation using the ARINC 653 annex

The ARINC 653 standard defines an XML-style notation to describe system requirements and deployment of an ARINC 653
architecture.

Here is a partial list of what could be validated from the AADL model:
Scheduling of each ARINC 653 module. AADL models describe partitions content, including threads (ARINC 653 processes)

and intra-partition communication. Thanks to this finer-grain modeling, the user can verify partition-level scheduling, as well
as the scheduling of the overall system.

Bus load. With AADL,[system designers can precisely specify which connections use a bus. Thus, the user can verify the
bus loading and if datg might be delayed, due to various issues (overload, ...)

In general, modeling ARINC 653 systems with AADL would offer many benefits, because the fanguage models the complete
runtime system with it requirements, not just a subset of the system. Thus, using a model-based appfoach to design ARINC
653 systems with AADOL can provide useful verification features.

The definition of the verification rules is beyond the scope of this annex. Readers_would refer to the toolset that supports
this AADL ARINC 653(annex.
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A.19 Example with one module

The following example shows a system with two partitions. It shows the components involved in the modeling of ARINC 653
system and illustrates the mapping of ARINC 653 concepts to the AADL.

The first ARINC 653 partition is modeled with the AADL process partitionl_process (which models the space isolation)
bound to the AADL virtual processor partl (which models intra-partition runtime).

In the same way, the second partition is modeled with the process partition2_process and the virtual processor part2.

The scheduling algorithm used in each partition is specified in the virtual processor component that models the
runtime within each partition.

The main memory (mem) is divided into two memory components (partlem and part2em). Each partition process
(partitionl_processand partition2_process) 1S bound to a Memory COMmponent.

The ARINC 653 modple (kernel) schedules the partitions on the processor and therefore. provides the runtime at the
processor level. In AADL, the processor concept includes the runtime environment. Therefore, the ARINC 653 kernel
and the physical prpcessor itself are specified with the AADL processor caeniponent. It contains properties
(ARINC653: :Modulg Schedule, ARINC653: :Module_Major_Frame) that describé scheduling requirements (major
time frame, window slgts and their allocation).

In the first partition (partitionl_process), an intra-partition communication that uses ARINC §53 buffers is specified
(AADL event data ports). This communication is made between AADE thread components representing ARINC 653
processes (order and femperature).

In the second partition (partition2_process), an intra-partitien”’communication that corresponds to blackboards is
added (AADL shared fata component). This communication is made between the two threads of fhe partition (printer
and receiver).

In the second partition (partition2_process), a communication using AADL event ports betwgen two AADL thread
components (ARINC 653 processes) is added.

A shared data compopent between the two threads (printer and receiver) of the second partitiop is added. The shared
data is protected from [concurrent accesses using ARINC 653 semaphores.

There is the graphical fepresentation offour‘example.
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printer

L

aringsystem.impl

Graphic representation of our example

There is the textual representation of our example. The textual representation includes properties on each component.

package arincexamplel
public

with ARINC653;

data integer
end integer;

data ordercmd
end ordercmd;

data protected_data


https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL AS5506™/1A

Page 32 of 134

properties
Concurrency_Control_Protocol => Protected_Access;
end protected_data;

-- Now, declare the virtual processors that model
-- partition runtime.
virtual processor partitionl_rt
properties
Scheduling Protocol => (RMS);
end partitionl_rt;

virtual processor implementation partitionl_rt.impl
end partitionl rt.impl;

virtual processor partitiom2_Tt
properties

Scheduling_Pjrotocol => (RMS);
end partition2_rt;

virtual processor [implementation partition2_rt.impl
end partition2_rt.[fimpl;

subprogram sensor| temperature_spg
end sensor| temperature_spg;

subprogram sensor| receiveinput_spg
end sensor| receiveinput_spg;

subprogram commandboard_receiveinput_spg
end commandboard_receiveinput_spg;

subprogram commandboard_printinfos_spg
end commandboard_printinfos_spg;

-- Threads for the| first partition

thread sensor_tempgerature_thread

features
tempout: out dajta port integer;
order: in event| data portyordercmd;

properties
Initialize_Entrypoint-=>

classifier (arincexamplél::sensor_temperature_spg);
Priority => 42;
Stack_Size => 1B@—kbytes

Period => 20 ms;
Compute_Execution_Time => 10 ms .. 12 ms;
Deadline => 40 ms;

end sensor_temperature_thread;

thread implementation sensor_temperature_thread.impl
end sensor_temperature_thread.impl;

thread sensor_receiveinput_thread
features
commandin: in event data port integer;
order: out event data port ordercmd;
properties
Initialize_Entrypoint =>
classifier (arincexamplel::sensor_receiveinput_spg);
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Priority => 10;
Stack_Size => 1
Period => 20 ms
Compute_Executi
Deadline => 40
end sensor_receive

thread implementat
end

Threads for th
thread commandboar
features

temp: in data p
tempavg : requi
newavg: out eve

need_semaphore |:

properties
Initialize Entr

classifier (arince
Priority => 42;
Stack_Size => 1

Period => 20 ms|;
ARINC653::Time_|

Compute_Executi
Deadline => 40
end commandboard_n

thread commandboarn

features
ordersensor: ou
tempavg : requi
newavg: in even

need_semaphore |:

properties
Initialize Entnr

classifier (arince
Priority => 43;
Stack_Size => 1

Period => 20 ms|;
ARINC653: :Time_|

Compute_Executi
Deadline => 40
end commandboard_p

00 Kbyte;

5

on_Time => 8 ms ..
ms;

input_thread;

10 ms;

ion sensor_receiveinput_thread.impl

sensor_receiveinput_thread.impl;

e second partition
d_receiveinput_thread

ort integer;

res data access Imteger {ARINC653Queueing Disciptime =>—FIf0
nt port;

requires data access protected_data {ARINC653::Queueing Dis
ypoint =>

xamplel: :commandboard_receiveinput_spg);

PO Kbyte;

)

Capacity => 7 ms;
on_Time => 5 ms ..
ns;
eceiveinput_thread;

7 ms;

d_printinfos_thread
event data port integer;
es data access integer .{ARINC653::Queueing Discipline => FIF
port;
requires data accesls protected_data {ARINC653::Queueing Dis
ypoint =>
xamplel: : commandboard_printinfos_spg);

PO Kbyte;

)

Capacity=> 6 ms;
on_TiMme => 2 ms ..
S5

6 ms;

5}

cipline => FIFO;};

D;};5

cipline => FIFO;};

1Bt
L LR B~

-- Now, declare pr
process partitionl
features
queueingin: in
{Queue_Size => 4;

samplingout: ou
end partitionl_pro

process implementa

subcomponents
temperature : t
order ¢t

ocess that model partition address space
_process

event data port integer

ARINC653: :Timeout => 5ms;
ARINC653: :Queueing Discipline =>
t data port integer;
cess;

FIFO;};

tion partitionl_process.impl

hread sensor_temperature_thread.impl;
hread sensor_receiveinput_thread.impl;


https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL AS5506™/1A

Page 34 of 134

connections
bufferconnectionexample: port order.order -> temperature.order;
cl : port queueingin -> order.commandin;
c2 : port temperature.tempout -> samplingout;

end partitionl_process.impl;

process partition2_process

features
queueingout: out event data port integer {ARINC653::Timeout => 1@ms;};
-- In the context of a event data port, the ARINC653::Timeout property
-- is the timeout we used in the APEX functions.
samplingin: in data port integer

{ARINC653: :Sampling_Refresh_Period => 10ms;};
-- The ARINC653::Timeout apply only to in data port. It is the refresh

-- period for pampiing ports:
end partition2_profcess;

process implementajtion partition2 process.impl

subcomponents
receiver : thiread commandboard_receiveinput_thread;
printer :  thread commandboard_printinfos_thread;
sem : dajta protected_data;
blackboard : dafta integer;

connections

-- example of lintra-partition communication with data gerts (blackboards)
blackboardconnectionl: data access blackboard -> printer.tempavg;
blackboardconnection2: data access blackboard -> redéiver.tempavg;

-- example of lintra-partition communication with*eévent port (events)
eventconnectionexample: port receiver.newavg ->-printer.newavg;

cO : port printer.ordersensor -> queueingout;

cl : port samplliingin -> receiver.temp;

c2 : data accesss sem -> receiver.need_semaphore {ARINC653::Timeout => 20 ms;}|

c3 : data accesfs sem -> printer.need_semaphore {ARINC653::Timeout => 10 ms;};
end partition2_profcess.impl;

-- Main runtime

processor powerpc
end powerpc;

processor implemenftation—powerpc.impl

subcomponents
partl: virtuallcprocessor partitionl_rt.impl;
part2: virtual—precesserpartition2rtimpls
properties

ARINC653: :Module_Major_Frame => 50ms;

ARINC653: :Module_Schedule =>

( [Partition => reference (partl);
Duration => 10 ms;
Periodic_Processing Start => false;],
[Partition => reference (part2);
Duration => 10 ms;
Periodic_Processing Start => false;],
[Partition => reference (partl);
Duration => 30 ms;
Periodic_Processing Start => false;]

)s

end powerpc.impl;
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-- Memory
memory partitionl_memory
properties
Base_Address => 0;
ARINC653: :Memory_Type => (Code_Memory);
end partitionl_memory;

memory partition2_memory
properties

Base_Address => 100;

ARINC653: :Memory Type => (Code_Memory);
end partition2_memory;

memory main_memory
end main_memory;

memory implementatfion main_memory.impl
subcomponents
partlmem: memory partitionl_memory;
part2mem: memorly partition2_memory;
end main_memory.impl;

system arincsystem
end arincsystem;

system implementatfion arincsystem.impl

subcomponents
mem : memory main_memory.impl;
cpu : processor powerpc.impl;
partitionl_pr |[: process partitionl_process.impl;
partition2_pr |[: process partition2_process.impl;
connections

samplingconnectfion: port partitionl pr.samplingout ->
partition2_pr.samplingin;
gqueueingconnectfion: port partition2_pr.queueingout ->
partitionl_pr.queueingin;
properties
-- bind partitfion progess to their associated
--  runtime (vijrtual hocessor)
Actual_Processor_Binding =>
(reference (cpu.paprtl)) applies to partitionl_pr;
Actual_Processor—Binding

(reference (cpu.part2)) applies to partition2_pr;

-- bind partition process to their address spaces
--  (memory components)
Actual_Memory_Binding =>
(reference (mem.partlmem)) applies to partitionl pr;
Actual_Memory Binding =>
(reference (mem.part2mem)) applies to partition2_pr;
end arincsystem.impl;

end arincexamplel;


https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL AS5506™/1A Page 36 of 134

A.20 Example with two modules

The following example illustrates the modeling of a distributed ARINC 653 system with two modules. This example illustrates
the modeling of a communication between two ARINC 653 modules with AADL.

In the first module, three partitions are defined. One partition communicates (it sends data) ; the second does not
communicate. The third contains the device driver for the network interface. Since the third partition contains a device driver
it is considered in ARINC 653 to be a system patrtition.

Device drivers are specified using the Device_Driver property in the textual representation. Driver internal are not
represented in the graphic version since there is no standardized way to represent properties in the graphic notation of
AADL.

Each partition (even system partitions that execute device drivers) is bound to a part of the main memory (modeling of
different address spacgs)

The second module, cpntains two partitions : one communicates and the second contains the device driver for the network
interface.

These two ARINC 653 modules communicate through AADL event data ports. It maps thé concept of ARINC 653 queueing
ports between two AR|NC653 modules.

Notice that the ARINQ 653 modules communicate across a bus named rtbus: The association bg¢tween the bus and its
driver is modeled with jan access connection.

There is the graphical fepresentation of this example

‘\\

part3 part2 partl arinckernel
* arinckemek AS - tl part2
[ 4
\ [
\ /
\ !
\ /
\ /
\ mem?2 - netif

. \ - .
A ez mem3 meml
N W

mainmemory

]
I
]
|
I
I
|
.1 \ / module2 j
mainmemory Y \/"‘
u\/] rthus aring653system

- \ V /

There is the textual representation of this example

package arincexample2
public
with ARINC653;

-- First, define generic component
data integer
end integer;

memory memchunk
end memchunk;
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memory mainmemory
end mainmemory;

bus anybus
end anybus;

bus implementation
end anybus.i;

anybus.1i

thread network_driver_thread

properties
Stack_Size => 4
Code_Size => 10
Period => 200 m
Compute_Executi

end network_driven

thread implementat
end network_driven

abstract network_d
end network_driven

abstract implement
subcomponents

thr : thread ne
end network_driven

device network_int
features

thebus: require
properties
Device_Driver => ¢
end network_interf

device implementat
end network_interf

virtual processor

properties
Scheduling P

end partition_runt

Bytes;
Bytes;
S5

pr—_Time =>"5 s > 10-ms;
| thread;

ion network driver thread.i
| thread.i;

river_partition
| partition;

@tion network_driver_partition.i

twork_driver_thread.i;
| partition.i;

erface
s bus access anybus.i;

lassifier (arincexample2i:network_driver_partition.i);
bce;

ion network_interface.i
ace.i;

partition_msuntime

rotocol>=> (RMS);
ime,;

processor arincke

1
T

end arinckernel;
-- Then, we define

processor implemen
subcomponents
partl : virtual
{ARINC653: :DAL =>
part2 : virtual
{ARINC653: :DAL =>
part3 : virtual
{ARINC653: :DAL =>
properties
ARINC653: :Modul

o
<

the first module and its subcomponents.
tation arinckernel.modulel

processor partition_runtime
LEVEL_A;};
processor partition_runtime
LEVEL_B;};
processor partition_runtime
LEVEL_C;};

e_Major_Frame => 40ms;
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ARINC653: :Module_S
( [Partition =
Duration =>
Periodic_Pro
[Partition =
Duration =>
Periodic_Pro
[Partition =
Duration =>
Periodic_Pro
)

end arinckernel.mo

memory implementat
subcomponents
meml : memory m
mem2 : memory m
mem3 : memory m
end mainmemory.mod

thread modulel_thn
features

sensorout : out
end modulel_thread

-- Thread for the

thread modulel_thn
end modulel_ thread

-- Thread for the

process modulel pr
features
sensorout : out

end modulel proces

process implementa

subcomponents
mythread : thre

connections

chedule =>

> reference (partl);

10 ms;

cessing Start => false;],
> reference (part2);

10 ms;

cessing Start => false;],
> reference (part3);

20 ms;

cessing _Start => false;]

dulel;

ion mainmemory.modulel

mchunk;

mchunk;

mchunk;
ulel;
ead_partl

event data port integer;
| partl;

first partition

ead_part2
| part2;

second partition
pcess_partl

event data port integer{Queue_Size => 1;
ARINC653: :Timeout => 5ms;

S_partl;
[tion modulel_ process_partl.impl

ad modulel thread_partil;

coapncolraot

ARINC653: :Queueing Discipline => FIFO;

)5

cO : port mythresa

end modulel _proces
-- Process for the

process modulel pr
end modulel proces

process implementa

subcomponents
mythread : thre

end modulel proces

-- Process for the

system modulel_sys

s_partl.impl;
first partition

ocess_part2
Ss_part2;

tion modulel process_part2.impl

ad modulel_thread_part2;
s_part2.impl;

second partition

tem


https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL

AS5506™/1A

Page 39 of 134

features
thebus: requires bus access anybus.i;
sensorout : out event data port integer;

end modulel_system

system implementat

subcomponents
netif : device
mainmemory : me
cpu : processor
process_partl :
process_part2 :

connections

5
ion modulel_system.impl

network_interface.i;

mory mainmemory.modulel;
arinckernel.modulel;

process modulel_process_partl;
process modulel_process_part2;

ss_partl.sensorout -> sensorout;

cO : port proce
cl : bus access
properties

Actual_Processq
Actual_Processo
Actual_Processoq
Actual_Memory_B
Actual_Memory_B
Actual_Memory_B
end modulel_system

-- System that con
-- Now, we declare

processor implemen
subcomponents
partl : virtual
properties
ARINC653: :Modul]
ARINC653: :Module_S

thebus—>Tetifthebus;

r_Binding
r_Binding
r_Binding
inding
inding
inding
.impl;

=> (reference (cpu.partl)) applies to process part
=> (reference (cpu.part2)) applies to process-part
=> (reference (cpu.part2)) applies to netif);

=> (reference (mainmemory.meml)) applies tocprocess_pa
=> (reference (mainmemory.mem2)) applies¢to’/process_pa
=> (reference (mainmemory.mem3)) applies to netif;

[tain everything for the first module
the second module
[tation arinckernel.module2

processor partition_runtime;

e _Major_Frame => 40ms;
chedule =>

1=

t1;
t2;

( [Partition =p reference (partl);
Duration =>| 20 ms;
Periodic_Processing Start =>_-false;],
[Partition = reference (partl);
Duration =>| 20 ms;
Periodic_Processing (Start => false;]

)

end arinckernel.module2§
thread module2_thread—partd
features
sensorin : in event data port integer;

end module2 thread

process module2 pr
features

sensorin : in e

end module2_proces

process implementa

subcomponents
thread_partl

connections

_partl;
ocess_partl
vent data port integer{Queue _Size => 1;
ARINC653: :Timeout => 5ms;
ARINC653: :Queueing Discipline => FIFO;}
s_partl;

tion module2 process_partl.impl

: thread module2_thread_partil;

)
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cO : port senso
end module2_proces

memory implementat

subcomponents
meml : memory m
mem2 : memory m

end mainmemory.mod

rin -> thread_partl.sensorin;
s_partl.impl;

ion mainmemory.module2
emchunk;

emchunk;
ule2;

system module2_system

features
thebus
sensorin :

end module2_system

requ

ires bus access anybus.i;

in event data port integer;

B

system implementat
subcomponents
mainmemory
cpu
process_partl
netif
connections
cO : port senso
cl : bus access
properties
Actual_Processq
Actual_Processo
Actual_Memory_ B
Actual_Memory_B
end module2_systenm

-- Now, we declare

system arinc653sys

end arinc653systenm|;

system implementat

ion module2_system.impl

: memory mainmemory.module2;

: processor arinckernel.module2;

: process module2_process_partl.impl;
: device network_interface.i;

rin -> process_partl.sensorin;
thebus -> netif.thebus;

r_Binding
r_Binding
inding
inding
.impl;

=> (reference (cpu.partl)), applies to netif;

the main system that cQifains both modules

tem

)
ion arinc653system.impl

em modulel:system.impl;
em module2 system.impl;
Anybus<1i;

subcomponents
modulel : syst
module2 : syst
rtbus : bus
connections
connl : port m

concolraoHtE concopin-.

=> (reference (cpu.partl))“applies to process_partf;

=> (reference (mainmemory.meml)) applies to process_pa
=> (reference (mainmemoryimem2)) applies to netif;

rti;

busaccess_modul

busaccess_modul
properties

Actual_Connecti
end arinc653system
end arincexample2;

madulad
modute2—sensering

el : bus access rtbus -> modulel.thebus;
e2 : bus access rtbus -> module2.thebus;

on_Binding => (reference (rtbus)) applies to connil;
.impl;
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Annex C Code Generation Annex

C.1 Scope

The AADL allows the end user to model Distributed Real-Time and Embedded systems. Such systems would run atop an
AADL runtime, eventually built over a complete runtime system (Ada, Java), or a real-time operating system or RTOS (with
a C/POSIX API, etc.). Services provided by the AADL runtime can be manipulated by model entities (like subprogram
implementation). In this context, guidelines and specifications are required to build the code referenced by such entities.

The purpose of this annex is to enable the mapping of AADL model entities onto programming languages, and the mapping
of the AADL runtime services onto these languages.

This document targets the Ada and C languages. Other languages are expected to be regular and to follow similar
considerations. We retained Ada 2012 and C11 language specifications, as they are the latest revisions of these two 1SO
standards and use th

H A H [ 4 atls + I+ £+l +. ] H bat
I L:UIICD'JUI an IH STHTUTU TTAINTIT, WILNTOUOUTU TTITTIUUTT UT U1T Aabiudal VT olUlT UTII Iy UuoStTu.

This document only ag

dresses how the user can insert its own code to interact with the AADL runti

the models. It details how to map AADL identifiers (section C.3Error! Reference source pebfoun

0), data types (section

It addresses neither t
services made by the

Different methods of in
solutions, one can pich
the designer manipula
from the AADL model
the AADL runtime, and

The objective of this d

C.5), subprograms (section C.6), AADL runtime services (section €:7)

ANADL runtime.

: “manual coding” where the designer does AADL-to*code translation manua

perform specific optimizations.

ocument is to provide a portable definition of coding guidelines to map AAD

entities onto a programming language, so that source code-¢an be included and manipulated by diff

C.2  Structure of the
The document is struc
The definition of the fo
Naming/Mapping: ong
in section C.3.2 that lig

hierarchy of packages

Data consistency: of

document
ured as follows: for each AADL concept, a mapping is proposed for both the

lowing rules obeys/to the following rationale:

ts naming conventions for mapping AADL identifiers, and in section 0 that list

support for data types.

Section C.5 illustrates how to map AADL data types definition onto the targef

es an API representing the AADL runtime; “compilation based”, where part of
In this document, we aim at being generic to-let implementation decide how

me and elements from
(d.), packages (section

e actual implementation of the AADL runtime nor the use of)actual underlying operating system

nplementation can be contemplated for supporting AADL concepts at source-code level. Among the

ly; “API based”, where
the code is generated
to combine code and

| concepts and model
erent tools.

Ada and C languages.

p needs to name.the AADL entities of its model in the target programming langyage. This is presented

5 how to map an AADL

€ nee&ds to manipulate data types. This document relies on the Data modeling annex to provide

language.

Functional routines execution: one needs to execute subprograms. Section C.6 illustrates how AADL subprograms are

mapped.

Interaction within distributed environments: one needs to interact with other entities. Section C.7 shows how to use
AADL runtime services.
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This Annex document also completes for C and Ada the mappings of AADL runtime services defined in the AADL core
document, or data types defined using the “Data Modeling Annex Document; and provides language-specific packages and
files.
C.3 Naming conventions

Depending on the mapping requirements, one need to map either component type/implementation onto language

constructs, e.g. for mapping AADL data component types onto their corresponding data type definition in source code, or
to map component classifier onto corresponding references (e.g. variables, etc). This is discussed in the next sections.

AADL identifiers (such as name of subcomponents, component types or implementations) are converted into language
identifiers. A method of implementation should use identifiers from the declarative model whenever possible, as these

represent the user view on the model.

If the target |anguage supports a namespace mechanism it is recommended {0 use this mechanism

to avoid the use of the

fully qualified name.

To avoid name clashir]
are defined:

C.3.1 Ada mapping

To respect the Ada rul
must be replaced. Her

“.” must be replaced i
Two consecutive undg

The string “AADL_"m
between identifiers, we

AADL string propertieq
be fully qualified Ada 1

C.3.2 C mapping
To respect the C rules

The string “aadl_" m
between identifiers, we

AADL string propertied

g with language-specific keywords or to follow language-specific syntactic ru

bs of identifier construction (AARM, 2.3 (2)), some characters that may appea
b is a list:

y underscores “

rscores “__ " must be replaced by “ U_".

st prefix each identifier that clashes with an Ada keyword. If the concatenatig
b add another concatenation of the sane string until there is no longer name ¢

referencing to an Ada source\gode element (like Compute_ Entrypoint_
ame.

for identifiers (CRM™6.4.2.1), all identifiers derived from AADL identifiers are

List prefix each identifier that clashes with a C keyword. If the concatenatio
e add anothér concatenation of the same string until there is no longer name ¢

referencing to a C source code entity (like Compute_Entrypoint_Sourcg

name of the correspon

les, the following rules

in AADL entity names

n provokes a clashing
lashing.

bource_Text) should

turned to lowercase.

h provokes a clashing
lashing.

e Text) should be the

ding'entity.

C requires special rules for mapping some constructs, these are listed after: enumeration type in section C.5.

An implementation method is allowed to define additional rules in case of symbol conflicting with the ones defined by the
underlying operating systems.

Note: Such clash may occur if the implementation of the AADL runtime requires the use of C function from the C standard

library (e.g. read), an

d the user defines also a subprogram called “read”.
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C.4 Mapping of AADL packages
C.4.1 Ada mapping

AADL packages and Ada packages differ in visibility rules. There are no nested packages in AADL, whereas Ada favor
them. To avoid introducing unwanted visibility to parent package, AADL packages are mapped onto Ada packages in a flat
hierarchy. AADL hierarchy is mapped onto a single name, where dots are replaced with one consecutive underscore. All
identifiers are turned to lower case. For instance, the identifier Foo: :Bar is mapped onto foo_bar and Foo::Bar::Baz
onto foo_bar_baz.

C.4.2 C mapping
AADL packages have no equivalent in C. AADL hierarchy is mapped onto a single name, where dots are replaced with two

consecutive underscores. All identifiers are turned to lower case. For instance, the identifier Foo: :Bar is mapped onto
foo_ bar and FooJ:Bar::Baz onio foo_ bar__baz.

C.5 Mapping data tyjpes components

The AADL proposes
properties applied to d

of AS5506A document.

C.5.1 Mapping of D3

The Data Modeling ar
These properties are d

An implementation me

An implementation mej
(e.g. no floating point)

C.5.2 Mapping of B
The Data Modeling an
The implementation 1
language, or mechanig

code.

An implementation m4q
Data_Model property

beveral ways to define data types: either one uses the Data Modeling ann
ata component types or implementation. See discussion in the Data Modeling
ta_Model

nex of AADLv2 standard defines properties so that the system designer cg
efined in the AADL property set Data_Model.

thod may provide a tool to map AADL data component type definitions onto thg

thod may restrict the set of data types,supported by the runtime to reflect actul
or coding restrictions (e.g. no types-of unbounded size).

se_Types
nex defines base types.to.be manipulated by the end user, in the AADL packd
hethod shall provide’ an implementation of the AADL package Base Tyq

m to generate it. The user may directly reference entities from this implement

thod may. Testrict the content of Base_Types to the types whose propertie
set.

bX, or relies on AADL

Annex document, part

n define its own data.

e destination language.

al hardware limitations

\ge Base_Types.

es in the destination
ation in its own source

5 are supported in the

1.1

An Ada package map

A C header file mappe

P~ n T H idadl £ Al H A N H
Cu murtt UQDC_IYPCD k=) PIUVI\JCU U Aua it I‘\lJ'JCIIUIA L. 1.

d from Base_Types is provided for C in Appendix 1.2.

C.5.3 Mapping of data components

Each data component denoting a basic type (Boolean, Character, Enum, Float, Fixed, Integer, String) is mapped to an
equivalent data type in the target language. The name of the type follows rules on identifiers mapping. Its type derives from
the properties of the AADL component.

Mapping of the Based_Types package is provided in APPENDIX A.

Complex data components (Array, Struct, Union) are mapped to the corresponding construct in the target language. The
name of the type follows rules on identifier mapping. Its type derives from the properties of the AADL component.
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The following array definition

data One_Dimension_Array

properties

Data_Model : :Data_Representation => Array;

Data_Model : :Base_Type

Data_Model::Dimension => (42);

end One_Dimension_Array;

e would be mapped to

-- Ada

=> (classifier (Base_Types::Integer));

type One_D

is ar

/* C */

mension_Array
ray (1 .. 42)of Base_Types.Integer_Type;

typedef base types integer_types one_dimension_array [42];

The following struct ddfinition

data A St

propertigs

Data_Mq
Data_Mc

(classifier

classifier

Data_Mq

end A_Str

e would be mapped to

-- Ada

type A Structl

F1 : Base_ TY

C2 : Base_TYy

ructl

del: :Data_Representation => Struct;
del: :Base_Type =>
(Base_Types::Float),
(Base_Types: :Character));
del::Element_Names => (“fl1", *"'c2');
uctl;

is record
pes_Float;

pes.Character;

end record;

/* C */

typedef struct{

base types_ float f1;

base types_ character c2;

} a structl;

The following union definition

data A Unionl

properties
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Data_Model : :Data_Representation => Union;

Data_Model : :Base_Type =>

(classifier (Base_Types::Float),

Data_Model: :Element_Names => ('fl", "12");

end A_Uni

would be mapped to

-- Ada

type A_Union_1 Flag

onl;

is (F1_Flag, F2 Flag);

type A Ui

ionl (A : A_Union_1_Flag) is record

case A is

when F1_Flag =>

F1 : Float;

when F2_Flag =>

F2 : Character;

end case;

end
/* C */
typedef un

recoi

base_tyy
base_tyy
} a unionl

C enum requires a spH
of the enumerator is p

The following definition

data An_Eny|
propertig
Data_Mc

_d;

on {

pes__ Float f1;
es__character 2;

efixed by the name-afithe AADL data components type.

m
ES

delk:-Data Representation => Enum;

cial rule for mapping. € does not allow multiple use of the same enumerator.

Data_ModeT:ZEnumerators => ( foo ,

bar~);

end An_Enum;

would be mapped to

-- Ada

type An_Enum is (Foo, Bar);

/* C */

typedef enum { an_enum_foo, an_enum_bar } an_enum;

classifier (Base Types::Character));

In this case, the name
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Complex data components that reference other data components are mapped onto data structures of the target language:
Ada record types (resp. C structure definitions). Each field defining identifier is mapped from the subcomponent name given
in the data component implementation with the rules on identifiers mapping. The type of the field is the Ada (resp. C) type
mapped from the data corresponding component. The name of the type follows rules on identifiers mapping. Its type derives
from the properties of the AADL component.

C.5.4 Other cases

The system designer may decide not to use the Data Modeling annex. In this case, he may use the Source_Language,
Type_Source_Name and Source_Text properties to specify the definition of its data type in the target language. In this
case, the user may reference directly this type, without further refinements.

The following definition

data C Type

propertigs
Source [Language => (C);
Source [Text => (*"types.h'™);
Type_Source_Name => "the_type";
end C_Type;
it is expected the user|provides a C source file named “types.h” where a type\ithe_type” is defined.
C.6  Mapping of AADL subprograms

AADL subprograms dg¢note library elements that may later be used-by'threads. In this section, we rejview mapping rules for
subprograms without dependencies to the AADL runtime.

We illustrate how the Ada mapping may incorporate C or Ada subprograms, and how the C mappjng may incorporate C
subprograms.

The actual implementation of the mapped subprogrfams depends on the nature of the correspondjng AADL subprogram
component. Subprogram components can be classified in many ways depending on the value of th¢ Source_Language,
Source_Name and Jource_Text standard AADL properties, the existence or absence of gall sequences in the
subprogram implementation. There are threekinds of subprogram components: empty subprograms), opaque subprograms
and pure call sequencg subprograms.

C.6.1 Ada mapping

In this section, we disicuss the-mapping of AADL subprograms onto an Ada AADL runtime. AADL subprograms can be
either Ada code, but also C orother formalisms.

AADL subprograms arerrapped-onto-Adaproceduresrease-efdata-owned-subprograms;they-are-managed in the related
generated package. The parameters of the procedure are mapped from the subprogram features with respect to the
following rules:

The name of the subprogram is derived from the name of the subprogram classifier

The parameter name is mapped from the parameter feature name

The parameter type is mapped from the parameter feature data type

The parameter orientation is the same as the feature orientation (“in”, “out” or “in out”).

The order of parameters is the same as the corresponding AADL subprogram component.
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Empty subprograms correspond to AADL subprogram types or implementations for which there is neither
Source_Language nor Source_Name nor Source_ Text values nor call sequences. Such kind of subprogram
components is an empty placeholder for future implementation. It should evolve to one of the two other kinds in the
production AADL model.

The AADL snippet below is an example of an empty subprogram:

subprogram sp
features
e :© iIn parameter message;

S I out

end sp;

parameter message;

An Ada mapping for th

procedure 9
pragma Unre
begin

null;
end sp;

Opaque subprogram
language of the impld
subprogram implemen

For Ada subprogramg
My Package .My Spg
need to give a Sourc
compiler to fetch the in

For C subprograms, t
subprogram. The Sou

the path (relative or alpsolute) to the C souree*file that contains the implementation of the subprogr

more precompiled objq
that implement(s) the 4

These properties can |
an object file that cont
case, the code geners
generated subprogran

Is subprogram could be:

p (e : In message; s : out message) is

ferenced (e.);

s are AADL subprograms for which the Source. 'anguage property indic
bmentation (C or Ada). The Source_Name praperty indicates the name ¢
ting the AADL subprogram:

, the value of the Source Name property is the fully qualified name of
)). If the package is stored in a file named according to the Ada compiler cq
b Text property for Ada subprograms. Otherwise the Source_Text propet
hplementation files.

e value of the Source_Name property is the name of the C subprogram i
rce_Text is mandatory for this kind of subprogram and it must give one of th

et file(s) that implement(s) the AADL subprogram; the path to one or more [
NADL subprogram.

e used together, for example one may give the C source file that implements

hins entities’used by the C file and a library that is necessary to the C source
tion consists of creating a shell for the implementation code. In the case of
renames the implementation subprogram (using the Ada renaming facility).

ates the programming
f the target language

the subprogram (e.g.
nventions, there is no
ty is necessary for the

plementing the AADL
e following information:
am; the path to one or
recompiled C libraries

he AADL subprogram,
5 or the objects. In this
Ada subprograms, the

Here is a mapping example

subprogram sp
features
e :© In parameter message;
s : out parameter message;
end sp;
subprogram implementation sp.impl
properties

Source_Language => Ada;

Source_Name => “Repository.Sp_Impl”’;
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end sp.impl;

The generated code for the sp.impl component is:

with Repository;

procedure sp_impl (e : in message; s : out message)

renames Repository.Sp_Impl;

The code of the Repository.Sp_Impl procedure is provided by the designer and must conform to the sp . impl signature
as defined in the architecture. The coherence between the two subprograms will be verified by the Ada compiler. The fact
that the hand-written code is not inserted in the generated shell allows this code to be written in a programming language

other than Ada. Thus, if the implementation code is C we have this situation:

subprogram [Sp
features
e - iIn parameter message;
s : out|parameter message;
end sp;
subprogram |implementation sp.impl
properties
Source_language => Cj;
Source_Name => “implem’;
Source_Text => “code.c”;

end sp.impl;

The Source_Name vajue is interpreted as the name of the C subprogram implementing the AADL §

Path information to actual source file can be added in-Source_Text, or left under the control of the in

The generated code fdr the sp.impl component is:

procedure sp_impl (e : inmessage; s : out message);

pragma Impgort (C, spSimpl, “implem™);

This approach will allgw us to hlave a certain flexibility by separating the generated signature from
We can modify the AADL description without affecting the hand-written code (the signature sho

course).

ubprogram.

hplementation method.

the hand-written code.
ild not be modified of

Pure call sequence subprograms: in addition to the opaque approach, which consists of delegat

ng all the subprogram

body writing to the user, AADL allows to model subprogram as a pure call sequence to other subprograms. Example:

subprogram spA
features

s I out parameter message;
end spA;
subprogram spB
features

s : out parameter message;
end spB;

subprogram spC
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features

e :

in parameter message;

s : out parameter message;
end spC;
subprogram spA.impl
calls {
calll : subprogram spB;
call2 : subprogram spC;};
connections
chxl : parameter calll.s -> call2.e;
cnx2 : parameter call2.s -> s;
end spA.impl;

In this case, the subq

connections clause completes the description by specifying the connections between parameters. T]

model allows the gensg
Ada procedure calls a
code generated for the
procedure 9

cnxl - md

begin

spB (cnx]

spC (cnx]

end spA_im

Note that in case of py
is more than one call g

C.6.2 C mapping

In this section, we disd

AADL subprograms afle mapped_onto C functions. In case of data-owned subprograms, they are N

generated package. T

hd the connections between parameters correspond to the pessible intermedi

rogram connects together a number of other subprograms. In addition to the call sequence, the

ration of skeleton code referring to other subprograms: the calls'in the call s¢
subprogram spA_impl is:

pA_impl (s : out message) is

ssage;

);
» S);
I;

re call sequence subprograms, the AADL subprogram must contain only one
equence, it's impossible - in‘this case - to determine the relation between the

uss the mapping of AADL subprograms onto a C AADL runtime. We review s

e parameters of the procedure are mapped from the subprogram features ug

he pure call sequence
quence correspond to
ary variables. The Ada

call sequence. If there
m.

pme options available.

hanaged in the related
ing the following rules:

The parameter name

s“mapped from the parameter feature name previously generated using the

data mapping rules in

section C.5.

The parameter type is

mapped from the parameter feature data type

The parameter orientation of the C subprogram follows the feature orientation: by copy for “in” parameters, by reference for

“out” or “in out”.

The order of paramete

rs is the same as the corresponding AADL subprogram component.

Empty subprograms correspond to AADL subprograms for which there is neither Source_Language nor Source_Name
nor Source_Text values nor call sequences. Such kind of subprogram components is empty placeholders for future

implementation.
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a. The AADL snippet below is an example of an empty subprogram:

subprogram sp
features
e :© iIn parameter message;
S : out parameter message;
end sp;

b. An C mapping for this subprogram could be:

void sp (message e, message* s) {
/* TO BE IMPLEMENTED */

}

(52) Opaque subprograms are AADL subprograms for which the Source Language property indic
language of the implementation (C or Ada). The Source_Name property indicates the name ofithe-sub

the subprogram:

a. For C subprograms, tihe value of the Source_Name property is the name of the Crsubprogram in|
subprogram. The Source_Text is mandatory for this kind of subprogram and it must give one of th¢

htes the programming
program implementing

plementing the AADL
e following information:

the path (relative or aljsolute) to the C source file that contains the implementation of the subprogram; or, the path to one

or more precompiled gbject files that implement the AADL subprogram; or,-the path to one or more

that implement the AADL subprogram.

b. These information can|be used together, for example one may give the C source file that implements
an object file that contgins entities used by the C file and a library:that is necessary to the C source
case, the code generation consists of creating a shell for the implementation code. Here is a mappir

subprogram |sp
features
e : In parameter message;
s : out|parameter message;
end sp;
subprogram |implementation sp.impl
properties
Source_language-=> C;

Source_Name. s> “C_sp_impl™’;

Source_Text => “sp.c’:

precompiled C library

he AADL subprogram,
5 or the objects. In this
g example

end sp.impl;
c. The generated code for the sp.impl component is:
void sp_impl (message e, message* s) {
C_sp_impl (e, s); /* Call user code */
}

(53) Pure call sequence subprograms: In addition to the opaque approach, which consist of delegating all the subprogram
body writing to the user, AADL allows to model subprogram as a pure call sequence to other subprograms. Example:

subprogram spA
features

S :© out parameter message;
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end spA;
subprogram
features

s : out
end spB;
subprogram

features

spB

parameter message;

spC

e : in parameter message;

s : out parameter message;
end spC;
subprogram |spA. impl
calls {
calll : [subprogram spB;
call2 : |subprogram spC;};
connectiong
cnxl : parameter calll.s -> call2.e;
cnx2 : parameter call2.s -> s;
end spA.impl;

In this case, the subp
connections clause co
model allows to gend
connections between
subprogram spA. imp
void spA_in
message
spB (&ci
spC (cn

}

Note that in case of py
is more than one call 9

rogram connects together a number of other subprograms. In addition to the call sequence, the

Impletes the description by specifying the.connections between parameters. T}

he pure sequence call

rate complete code: the calls in the(tall sequence corresponds to C procedure calls and the

parameters correspond to the possible intermediary variables. The C cd
I is:

pl (message* s) {

cnxl;

X1);

1, &s);

re call sequence subprograms, the AADL subprogram must contain only one
equence, it's impossible - in this case - to determine the relation between the

de generated for the

call sequence. If there
m.

C.6.3 Management

bf pnrf variables

Port variables represent a way to access the port of a thread or a subprogram. Those are the only place where user’s code

can interact with ports.

To take into account multiple instances, the AADL runtime introduces a specific opaque type called an AADL context.

One specific AADL context type is generated for each thread or subprogram component type or implementation. Its name

is defined as follows

For Ada: <component_identifier>_Context

For C: __<component_identifier>_context
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This opaque type is a record whose members are the ports available in this particular context, but also access to data. The
name of these members follows identifiers mapping rules defined in this annex.

The Code_Generation: :Convention property controls the generation of specific structures to manage port variables.
Legacy convention does not generate this information. It is the default value

AADL convention generates port contextual structure

A method of implementation may infer the actual value of the Convention property based on the model information.
The Code_Generation property set is present in APPENDIX C

C.7 Using AADL services inside subprograms

C.7.1 Using AADL pprts to communicate

AADL ports allow subgrograms to send or receive events or data to other entities in the model’Portg are accessed through
runtime services as defined in section A.9 of the standard AADLv2 document. These_services |are defined as AADL
subprograms, but some implementation details exist, mostly in the way ports are defined-

The following provideq a solution to these implementation details in a way that js portable and consjstent with the concept
of port variables.

AADL defines mechanjsms to let subprograms interact with the environmentithrough ports and accegs to data components.
This section illustrates|how to use these mechanisms

One instance of the cantext type is passed as parameters to each:.liser’s subprograms that need to ipteract with ports. This
parameter is used as parameter specifying the port variable to_use.

Here is an example, using AADLv2

thread Operator_ T
features
Gear_Cmd] out event port;
properties
Dispatch [Protocol _=x-Periodic;
Period => 10 Sec;
Compute_Entrypeint_Source_Text => "On_Operator";

source_tegxt => (""flight-mgmt.c");

end Operator_T;

and the corresponding C implementation

void on_operator (__operator_t_context *self) {
/* ../
__aadl_send_output (self->gear_cmd, &request);

}
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(65) Note: in this example, the AADL convention is implicitly enforced as the subprogram implicitly requires access to port
variable, and there is no way to deduce subprogram output parameters.

(66) An AADL model may connect in or out subprogram parameters to thread ports. In this case, there is no need to use
explicitly AADL runtime services. A method implementation is allowed to generate directly the corresponding code from the
AADL model if the subprogram follows the Legacy convention.

a. Let us consider the following AADL model

subprogram Do_Ping_Spg
features
Data_Source : out parameter Simple_Type;

properties

Code_Gengration: :Convention => Legacy;

end Do_Ping_Spg;

thread P
features

Data_Sounce : out event data port Simple Type;
end P;

thread implementation P.Impl

calls
Mycalls: {
P_Spg : subprogram Do _Ping_Spg;
}:
connectiong

parameter P_Spg.Data_Source -> Data_Source;

-- Out parameter of R_Spg is passed to the port
-— variable automatically
end P.Impl]

then, it is sufficient to implement Do_Ping_Spg this way

procedure Do Pimyg_Spy (Data_Sovurce ——out—Simple_Type);

and have the method of implementation generates the corresponding glue code to propagate the out parameter to the
corresponding port variable.

Note: This allows the seamless integration of existing code in an AADL model, for instance for opaque subprograms.
C.7.2 Subprograms attached as entrypoints

(67) In some cases, the user may want to integrate source code as entrypoint attached to threads in event (data) ports using the
Compute_Entrypoint standard property and its several derivations.

(68)  The first parameter is the AADL context information, discussed in section C.7
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(69) Inthe case of an event port, the signature of the corresponding subprogram adds no further parameter.
(70) Inthe case of an event data port, the signature has an additional unique parameter derived from the type of the port.

a. Hereis an example, using AADLv2

thread HCI_T
features
Stall_Warning : in event data port Ravenscar.lInteger
{Compute_Entrypoint_Source_Text => "Manager.On_Stall_Warning';};
Engine_Failure - in event port
{Compute_Entrypoint_Source_ Text => "Manager.On_Engine_ Failure;};
end HCI_T;

b. And the corresponding Ada and C declarations

-- Ada
package Manager is
procedure On_Stall_Warning
(Ctx: [HCI_T_Context; Stall_Warning : Ravenscar_lnteger);
procedurre On_Engine_ Failure (Ctx : AADL_Context);

/* C */
void on_stall_warning

(_h¢i_t_context ctx, ravenscar,_integer stall_warning);
void on engine_failure (__hci_t_context ctx);

C.7.3 Accessing datp components

(71) Data components can|support subprogramiaccess as a way to model accessors to its internal datp. Corresponding user
subprograms have addlitional parameters that represent the internal data to interact on. See the follqwing example:

subprogram |[Update

features

this : fequires data access POS.Impl;

end Update]

subprogram implementation Update.Impl
properties
source_language => Ada95;
source_name => “Toy.Update™;
end Update. Impl;

data Position_Internal_Type
properties
Data Model ::Data_Representation => Integer;

end Position_Internal_Type;
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data Positi
features
Update :

properties

on

provides subprogram access Update.Impl;

Concurrency_Control_Protocol => <..>;

end Position;

data implementation Position.Impl

subcomponents

Field : data Position_Internal_Type;
properties

Data_Model : :Data_Representation => Struct;

end Positid

This is mapped as the

procedure H

The AADL runtime shd
need for explicit call tg

Note: an implementation
operating system.

C.7.4 Managing mogles

Mode changes are tr
corresponding port.

A user subprogram mg

n.Impl;

following in Ada

ead (Field : in out POS_Internal_Type);

Il handle calls to this subprogram using the concurrengy)/protocol mandated by the user. There is no
Get_Ressources and Release Resources runtime_services.

method is allowed to support only a subset of allowed mechanisms, depending on the support from the target

ggered through specific ports. Afuser subprogram may trigger one by sepding an event to the

y use the AADL runtime service Current_System_Mode to determine is curfjent mode of operation.
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The AADL Base T

Appendix 1.1.Ada

APPENDIX A - MAPPING OF BASE_TYPES
ypes package proposes a list of general utility data types.

mapping

This package can be mapped onto Ada using the types provided by either the Standard package (types without size) or
Interfaces as defined by the Ada 2012 reference manual.

In order to support previous versions of Ada, an implementation method is allowed to select a different mapping that
preserves the semantics of types.

with Interfaces;

package
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
end Bas

Appendix 1.2.C m

Base Types is

DL_Integer is new Standard.Integer;
teger_8 is new Interfaces.Integer_8;
teger_16 is new Interfaces.Integer_16;
teger_32 is new Interfaces.Integer_32;
teger 64 is new Interfaces.Integer _64;
signed_8 is new Interfaces.Unsigned 8;
signed_16 is new Interfaces.Unsigned_16;
signed_32 is new Interfaces.Unsigned_32;
signed_64 is new Interfaces.Unsigned 644
\DL_Natural is new Standard.Integer;
\DL_Float is new Standard.Float;

oat_32 is new Interfaces.IEEE Float.32;
oat_64 is new Interfaces.lEEE Float 64;
\DL_Character is new Standard.Character;

e_Types;

PTTPPCCCC === -

apging

The AADL Base_Typeés package proposes a list of general utility data types. This package can be mapped onto C11 using

the types provided

by either stdint.h or stdbool'.h standard header files.

In order to support mpre ancient C compilers, an implementation method is allowed to select a
preserves the semantics of types, or one that is a superset of the intended type.

For instance, Base_TY

/* C map

ping of AADL package base types */

#ifndef _ BASE<TYPES_H__

#define

#include
#include

typedef

typedef
typedef
typedef
typedef

typedef
typedef
typedef
typedef

typedef

__BASE TYPES_H__

different mapping that

pes: :Natural cannot be represented in C, as there is no native positive ofly numeric types.

<stdint.h>
<stdbool .h>

bool base_ types_boolean;

int8 t base types_int8;
intlé_t base types intl6;
int32_t base_types_int32;
inté4_t base_types_int64;

uint8_t base_types uint8;
uintl6_t base_ types uintl6;
uint32_t base_types uint32;
uint64_t base_types uint64;

float base types float32; /* As per IEEE 754 */


https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL AS5506™/1A Page 57 of 134

typedef double base types_float64;
typedef char base types_character;

#endif /* _ BASE TYPES H__ */
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APPENDIX B - AADL RUNTIME SERVICES
The AADL core standard defines two sets of runtime services in section C.9. Application runtimes services declare service
subprograms that can be called by the application source text directly. The second set of services is concerned with services
internal to the AADL runtime, and is not the subject of this annex.
We recall that the following API is available to the user:
Send_Output: explicitly cause events, event data, or data to be transmitted through outgoing ports to receiver ports.

b. Put Value: allows the source text of a thread to supply a data value to a port variable.

c. Receive_Input: explicitly requests port input on s incoming ports to be frozen and made accessible through the
port variables.

d. Get_Value: allows access to the current value of a port variable.

e. Get_Count: determine whether a new data value is available on a port variable, and(n‘ease qf queued event and
event data ports, how many elements are available to the thread in the queue.

f. Next_Value: prpvides access to the next queued element of a port variable @s‘the current vaJue. A NoValue
exception is raised if no more values are available.

g. Updated allows the source text of a thread to determine whether input has been transmitted to @ port since the last
Receive_Input|service call.

To favor optimization, ¢ode safety and reliability, the proposed mappitig does not enforce any convention on the organization
of the code: AADL API|function may be placed in any relevant package. This allows for multiple impl%l‘nentation of the AADL
API, with one dedicatdd instance per AADL model entities. The-only recommended practice is to pr¢serve the name of the
functions and of its pafameters.
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APPENDIX C - CODE_GENERATION PROPERTY SET

(85)  The following property set is defined to control various aspects of the code generation:

property set Code Generation_Properties is
Convention: enumeration (AADL, Legacy) => Legacy
applies to (subprogram);
-- Under the Legacy convention, no context information
-— for port variables is generated.
-- The AADL convention generates such information
Parameter_Usage: enumeration (By Value, By Reference)
applies to (data access, parameter);
Return_Parameter: aadlboolean => false applies to (parameter);
-— 1f true, out parameter is actually a return parameter
end Code_Generation Properties;



https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL

AS5506™/1A

Page 60 of 134

E.1 Scope

Annex E Error Model Annex

Normative

The objective of the Error Model language is to support qualitative and quantitative assessments of system reliability,
availability, safety, security, survivability, robustness, and resilience, as well as assure compliance of the system design
and implementation to the fault mitigation strategies specified in the annotated architecture model of the embedded
software, computer platform, and physical system.

This document defines a language for architecture error modeling referred as Error Model V2 (EMV2). Declarations in
expressed in EMV2 may be associated with components of an embedded system architecture expressed in core AADL

through error annex §
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Nt in the form of hazardidentification, fault impact analysis, and stochastic fa
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their interactions.

f its components and

e Composite error behavior: Focus on relating the fault model of subsystems to the abstracted fault model of the
system. The composite error behavior specification provides a mapping between the component error behavior
specifications of subsystems to the abstracted component error behavior specification of the enclosing system.
This layered abstraction allows for scalable compositional analysis.

EMV2 introduces the concept of error type to characterize error events, states, and propagations. Sets of error types are
organized into error type libraries and are used to annotate error events, error states, and error propagations. The Error
Model language includes a set of predefined error types as starting point for systematic identification of different types of
fault propagations — providing an error propagation ontology. Users can adapt and extend this ontology to specific domains.
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EMV2 supports error propagation declarations, i.e., specification of propagated error types associated with interactions
point of components (features such as ports as well as deployment bindings) to represent incoming and outgoing error
propagations with related components. Users can also specify error types that are assumed to not be propagated (error
containment). For each component we can also specify an error flow, i.e., whether a component is the error source or error
sink of a propagation, or whether it passes on an incoming propagation as an outgoing propagation of the same or different
error type (error path). Figure 12illustrates an error source and two error paths for component C, one path from an incoming
binding related error propagation to an outgoing port. The figure also illustrates explicit specification of an error type that is

expected to not be pro

pagated.
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Figure 12 - Error propagations and error propagation flows

e specification of component error behavior in terms of an error behavior statg
that occur under specified conditions, as well as\Specification error, recover,

change due to an error event of.the component itself, and/or due to an errg

brror propagations occur that can impact other components.

nponents connected by bus, and error propagation paths as a result of softwarg
es the specification of error behavior of individual components.

machine with a set of

and repair events that
nt. They are associated with components to.specify how the error state of a cqmponent changes due
Dr propagations as well as due to repair events. Error events and states can indicate the type of error
rring to error types. The error behavior-specification also declares the conditjons for outgoing error
f the component error behavior state.and incoming error propagations. For example, the error state

r propagated into that

other component. This allows(us to characterize the error behavior of an individual component in
nts and in terms impact of incorming error propagations from other components, as well as conditions

pgy of the architecture as well as the deployment binding of software cdmponents to platform
mponents. This allows

to hardware bindings.
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Figure 13 - Error propagation paths defined by architecture

The EMV2 supports tHe specification of a component’'s composite error behavior as error states expressed in terms of the
error states of its subgomponents. For example, a component having internahredundancy might be in an erroneous state
only when two or more of its subcomponents are in an erroneous state.</THe resulting composité error behavior of the

component must be
machine. This allows

specifications consistent.

The EMV2 supports t

transfer specified by alconnection on the communicated information.

Finally, the EMV2 supports the specification of how components detect and mitigate errors in their

components on which

error behavior with the

in core AADL and the

The language feature

embedded computer system architectures to increase reliability, availability, safety, security, survivd
resilience. The error behavior of a,cemplete system emerges from the interactions between the indi
This annex ,defines the overall system error behavior as a composition of t

behavior models.

fonsistent with an abstracted error behavior spécification expressed by a
s to model error behavior at different levels of ‘architectural abstraction and

e specification of the impact of errorspropagating from the components in

they depend through redundancy and voting. In addition constructs are provig
health monitoring and management elements of a system architecture and
AADL Behavior Annex published in SAE AS5506-2.

b defined in this annex document can be used to specify the risk mitigation

N error behavior state
idelity and keep these

olved in performing a

subcomponents or the
ed to link the specified
ts behavior expressed

methods employed in
bility, robustness, and

idual component error
e error models of its

components, where the compesition depends on the structure and properties of the architecturp specification. More
formally, a component|errorKmodel is a stochastic automaton, and the rules for composing component stochastic automata
error models to form a system error model depend on the potential error propagations and error management behaviors
declared in the architecture specification

The Error Model language can be used to annotate the AADL model of an embedded system to support a number of the
safety assessments and analyses cited in SAE ARP4761, “Guidelines and Methods for Conducting the Safety Assessment
Process on Civil Airborne Systems and Equipment” and MIL-STD-882E System Safety. These include Functional Hazard
Assessments (FHA), Failure Mode and Effect Analysis (FMEA), Fault Tree Analysis (FTA), and Common Cause Analysis
(CCA). FMEA is FMEA is an inductive reasoning (forward logic) technique on the propagation graph of a system from a
single cause identifying all effects, while fault trees reflect deductive reasoning (backward logic) taking into account all
possible contributors to an incident/accident.

When annotated with occurrence probabilities architecture error models lead to stochastic reliability and availability analysis.
In the latter case, not only error events, but also recover and repair events are taken into account. These analyses can be
applied to the functional architecture, the conceptual system architecture, and to the result of mapping a functional
architecture to a conceptual system architecture.
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In case of software, errors are in the requirement specification and design and we cannot assume zero defect. In other
words, we have to assume a occurrence probability of one and address such errors with techniques such as analytical
redundancy rather than replication. EMV2 allows modelers to characterize error sources and events as inherently design
errors versus physical component errors with realistic occurrence probabilities.

Security deals with confidentiality, integrity and availability of information and capabilities. While the focus of safety is to
prevent losses — primarily life and property - due to unintentional actions by benevolent actors, the focus of security is to
prevent losses — primarily information and resulting property damage - due to intentional actions by malevolent actors. The
primary difference is in the intent and in the type of resulting damage. Security terms include vulnerability (security hazard),
threat (error source and event), intrusion (instance of an error event resulting in an error state transition), and incident (effect
of an intrusion on the error state of another component or the system). Security violations can affect safety and vice versa.
The architecture error modeling capability of EMV2 allows both safety and security concerns to be analyzed and mitigated
within the same framework.

The architecture error >nt and compositional
verification of systemsg. EMV2 annotations are attached to component classifier declarations that-apply to all instances of
these components. System components can have both an abstracted error behavior specification fand a composite error
behavior specificationl mapping abstract error behaviors of subcomponents and their_interactions into the abstract
specification. This coptract-based compositional approach allows for scalable incremental analysis and verification of
reliability, availability, $afety, survivability, robustness, security, and resilience concerns'‘©taking adyantage of architecture
abstraction.

The rules defined in this annex assure that the EMV2 annotations in an architecture specificatipn are consistent and
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The definitions of this section are based on the definition of terms in Systems and software engineering — Vocabulary
[ISO/IEC/IEEE 24765:2010].

Error is defined as 1. a human action that produces an incorrect result, such as software containing a fault. 2. an incorrect
step, process, or data definition. 3. an incorrect result. 4. the difference between a computed, observed, or measured value
or condition and the true, specified, or theoretically correct value or condition cf. failure, defect.

e Error encompasses mistakes by humans resulting in incorrect design or code, defects in a process that can
lead to incorrect design or operational system, the effect of incorrect system behavior, and a characterization
of incorrect behavior as an indication of a failure. In other words, error is the most general and comprehensive
term for dealing with architecture error modeling.

e In EMV2 we consistently use the term error as keyword for all EMV2 constructs. We do this to avoid confusion
with similar constructs in the AADL core language or other annexes, e.g., event vs. error event or state vs. error

state.
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Fault is defined as 1. a manifestation of an error in software. 2. an incorrect step, process, or data definition in a computer
program. 3. a defect in a hardware device or component. Syn: bug NOTE: A fault, if encountered, may cause a failure.

e Fault is a root (phenomenological) cause of an error that can potentially result in a failure, i.e., an anomalous
undesired change in the structure or data within a component. A fault may cause that component to eventually
not perform according to its nominal specification and result in malfunction or loss of function, i.e., result in a

failure.

e In EMV2 we represent different types of faults as error types. In the error propagation abstraction, the presence
of the fault in a component is expressed as an error source with the appropriate error type as the origin. In a
component error behavior abstraction, a fault is expressed as an error event with an error type. An instance of
an error event represents the activation of a fault, i.e., a failure.

Failure is defined as 1. termination of the ability of a product to perform a required function or its inability to perform within
previously specified limits; 2. an event in which a system or system component does not perform a required function within

specified limits.
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E ARP4754A and SAE

A failure condition is a condition with an effect on the aircraft and its occupants, both direct and consequential, caused or
contributed to by one or more failures, malfunctions, external events, errors, or a combination thereof, considering relevant
adverse operation or environmental conditions.

The failure condition effect is description of the effects on the aircraft and its occupants, both direct and consequential,
caused or contributed to by one or more failures, malfunctions, external events, errors, or a combination thereof, considering
relevant adverse operation or environmental conditions.

The failure condition classification is an assignment of a discrete scale which categorizes the severity of the effects of a
failure condition. The classification levels are defined in the appropriate CFR/CS advisory material (section 1309):

Catastrophic, Hazardo

us/Severe-Major, Major, Minor, or No Safety Effect.

A failure effect is a description of the operation of a system or item as the result of a failure; i.e., the consequence(s) a failure
mode has on the operation, function or status of a system or an item.
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A mishap is an event or series of events resulting in unintentional death, injury, occupational illness, damage to or loss of
equipment or property, or damage to the environment. For the purposes of this Standard, the term “mishap” includes
negative environmental impacts from planned events.

A likelihood is a non-specific relative indication of how likely it is that a given event will occur. (e.g., high likelihood, low
likelihood, reduced likelihood, etc.)

A probability is a qualitative or quantitative indication of the likelihood that a given event will occur. A qualitative likelihood
indication is a specific gradation of likelihood that a given event will occur. A quantitative likelihood indication is a specific
numerical value between zero and one. (e.g., Qualitative: Improbable - So unlikely, it can be assumed occurrence may not

be experienced in the life of an item. Quantitative: 1.0X107 per hour).

A risk is the probability (likelihood) and severity of a hazard.

A target risk is a defin

d risk (combination of hazard severity and probability) that has been determined to be acceptable.
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contain reusable declarations, such as sets of error types and error bg

lude error and repairevents. Error Model libraries are declared in packal
ferenced in annex subclauses by qualifying them with the package name.
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Syntax
error_model_librapy<=:=
annex EMV2 (
( {*¥* error_model_tibrary_constructs *~f )
| none ) ;

error_model_library constructs ::=

[ error_type library ]

{ error_behavior_state machine }*

{ error_type_mappings }"

{ error_type_ transformations }*

error_model _library reference =

package or_package _alias_identifier
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Naming Rules

An Error Model library provides an Error Model specific namespace for reusable items, such as error types, type sets,

error behavior state machines, type mapping sets, and type transformation sets. Defining identifiers of reusable items

must be unique

within this Error Model specific namespace.

An Error Model library contained in a different package is referenced by the package name that contains the Error

Model library (see error_model _library_reference). Its package name does not have to be listed in the with
clause of the package containing the reference.

Semantics

Error Model annotations to a core AADL model in the form of error model libraries and error model subclauses specify the
fault behavior in a system and its components. The nominal operational behavior of the system and its components as well

as the response of the

system to error events _errar propagations in the form of detection and recav

ery/repair through fault

management is repreg
the error behavior spe

An Error Model library
through error behavior
them with the packageg
E.4 Erro
Error Model subclaus
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features, error flows fr
behavior state machin
propagation, and eve
behavior of a compon
Model subclause assd
error propagations, er

error_model _si

annex EMV2

C {* ey

| none

[ in_mod

ented by modes in the core language and by Behavior Annex annotations. Al
Cification and the modes of a system and its components is addressed in sect

provides reusable specifications of sets of error types and of error hehavior sp
state machines. Those reusable declarations can be referenced‘by annex su
name.

Model Subclauses

es allow component types and component implementations to be annotd
component-specific Error Model specifications define incoming and outgoing
bm incoming to outgoing features. They also specify component error behav
p augmented with transition conditions based on incoming propagated errors,
Nt signaling the detection of errors in the System architecture. They specif
bnt in terms of the error behaviors of .its»Subcomponents. Finally, the properti
ciates property values with elements\of the Error Model language, such as
or flows, and error states.

Syntax
ibclause ::=
(
‘'ror_model_component_constructs **} )
)
les ], <

he interaction between
on E.10.3.

ecifications expressed
bclauses by qualifying

ited with Error Model
error propagations for
or in terms of an error
conditions for outgoing
y the composite error
es section of the Error
error behavior events,

error_model_comperent—eoenstructs——=

Lo T e T e T e T e B e B e B e B I

use types error_type library_list ; ]

use type equivalence error_type_mappings_reference ; ]
use mappings error_type_mappings_reference ; ]

use behavior error_behavior_state machine_reference ; ]
error_propagations ]

component_error_behavior ]

composite_error_behavior ]

connection_error_behavior ]

propagation_paths ]

EMV2_properties_section ]
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error_type_library_list

error_model

error_behavior_state_machine_reference
[error_model library_reference

library reference { , error_model_library reference }*

-- adapted from AS5506B 11.3

emv2_contained_property association ::

unique_property_identifier => [ constant ] assignment applies to
emv2_containment_path { , emv2 containment_path }* ;

] error_behavior_state _machine_identifier

-- adapted from A
emv2_containment
[ aadl2_corg

aadl2_core_path
named_element_

emv2_annex_specit
named_element_

EMV2_propertié
properties

{ emv2_cor

A\S5506B 11.3
| path
e path @ ] emv2_annex_specific_path

dentifier { . named_element_identifier }*

Fic_path
dentifier { . named_element _identifier }&

bS_section ::

tained_property_association }+

Naming Rules

subclause introduces a namespace for component-specific named error mo
ns, error flows, error behavior events, etc. (see respective annex section).

fiers in the 1n_modes statement of an Error Model language subclause mus
or componenttimplementation for which the annex subclause is declared.

Clause makes the defining identifiers of error types, error type sets, and aliasg
ccessiblexto an Error Model subclause, i.e., allowing them to be referenced
different Error Type libraries listed in a use types clause are identical, th

del elements, such as

t refer to modes in the

ps from the listed Error
without qualification. If
eir reference must be

hat-the qualifying Error Type library must be listed in the use types clause.

Error types and type sets made accessible through a use types clause are not considered to be part of the Error

Model subclause namespace, i.e., they do not create name conflicts with named error model elements that are part
of this namespace, such as error flows or error events.

The reference to an Error Type library in the use types clause is identified by the package name of the Error Model

library that contains the Error Type library. The referenced package does not have to be listed in the with clause of
the package containing the classifier with the Error Model subclause.

The reference to a type mapping set in the use type equivalence clause must exist in the Error Model library

identified by the qualifier. The referenced package does not have to be listed in the with clause of the package

(N3)  An Error Model
error propagatid

(N4)  The mode ident
component typdg

(N5) The use types
Type libraries a|
identifiers from
qualified. Note t

(N6)

(N7)

(N8)
containing the ¢

(N9)

subcomponents

lassifier with the Error Model subclause.

unless overwritten in the error model subclause for that component.

The type mapping set identified in the use type equivalence clause associated with a component is inherited by all
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(N10)

(N11)

(N12)

(N13)

(N14)

(N15)

(N16)

The reference to a type mapping set in the use mappings clause must exist in the Error Model library identified by
the qualifier. The referenced package does not have to be listed in the with clause of the package containing the
classifier with the Error Model subclause.

The use behavior clause includes the named elements in the namespace of the Error Behavior State Machine into
the Error Model subclause namespace, i.e., they can be referred to without qualification. Named elements defined
within the Error Model subclause must be unique with respect to these named elements as well as other locally
defined named element.

The reference to an error behavior state machine in the use behavior clause must be qualified with the name of the
package that contains the declaration of the error behavior state machine being referenced unless the error behavior
state machine is located in the same package as the reference. The qualifying package of an Error Behavior State
Machine reference does not have to be listed in the with clause of the package containing the classifier with the Error
Model subclause.

The reference t

D an error behavior state machine in the use behavior clause must exist in

Error Model library in the specified package, if qualified with a package name, or in the contain

Predeclared Er
qualified with th
enclosing packd

The containm
aadl2_core_(
subcomponent
Model subclaus
in the last subcg
last element of
association. Th

or Model properties are contained the property set EMV2. References to thq
s property set name. The EMV2 property set does not have to bé‘included in

ge.

ent  path  of an  emv2_contained_property_association consi
ath and an emv2_annex_specific_path. The aadl2_core_ path ide
eferences starting with a subcomponent of the component implementation

b containing the property association. The aadl2\core_path may end with
mponent. The emv2_annex_specific_path identifies an error model elem
the core model path or the classifier thatContains the Error Model subclg
b emv2_annex_specific_path may_end with a reference to an error tyy

previous error model element.

The Error Mode
Model subclaus
may add Error
element is rede
effectively repla

e Error proj
propagatig

e Error con
containmeg

e Error sour
set; chang

| subclause of a component type*is-inherited by component implementations
b of a classifier that is an extension of another classifier is inherited. The local
Model elements, or redefinelinherited error model elements or use declara
fining an inherited element-with the same defining identifier. The following r
Cing the original declaration:

agation: change the type set associated with the error propagation poin
n.

ainment: cchange the type set associated with the error propagation poin
nt.

Ce, Sink, and path: change the flow type, e.g., change a sink to a path; change

the namespace of the
ng Error Model library.

se properties must be
the with clause of the

5ts of an  optional
ntifies a sequence of
hat contains the Error
a connection identifier
bnt associated with the
use with the property
e associated with the

of that type. The Error
Error Model subclause
itions. An error model
bdefinition rules apply,

[ named by the error

t named by the error

the source and its type

e-the target and its type instance; change the component internal cause of

hn error source (when

clause). T

his includes adding a type set or type instance, when there was none previously, or specifying the
source or target without type set or type instance when there was one.

e Error events: change the type set associated with an error event (including addition or removal). Note that error
events declared in an Error Model subclause can redefine error events declared as part of an error behavior
state machine that is made accessible through use behavior.

e Transitions: change the condition, the originating state or its type set, the resulting state or its type instance.
Note that transitions declared in an Error Model subclause can redefine transitions declared as part of an error
behavior state machine that is made accessible through use behavior.

e Outgoing propagation conditions: change the condition, the originating state or its type set, the outgoing
propagation point or its type instance.

e Error Detection: change the condition, the originating state or its type set, the resulting event or its error code.

e Composite error states: change the condition, the composite state or its type instance.
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e Mode mapping: change the set of modes for the specified error state and type set.

e Use types clause: replace the set of type libraries.

e Use type equivalence clause: replace the type mappings reference.

e Use mappings clause: replace the type mappings reference.

e Use behavior clause: the referenced error behavior state machine must be the same.

Legality Rules

and in feature group types.

in Error Model subclauses declared in component implementations

Error Model subclauses must only be declared in classifiers, i.e., in component types, component implementations,

Composite error behavior declarations, propagation path declarations, and connection error behavior declarations

(L1)
(L2)
must only exist
(L3)  Error Model su
declarations.
(L4)  If a componen

reference the s

An Error Model subclg
represent activation of
repair activity, incomin
components, error bel
repair events, and inc
behavior of its subcon
the behavior of the fau
Behavior Annex specif

An Error Model subclal

Error Model subclausg
(component instances
apply to all feature gro

The Error Model subc
behavior section, and
section of the implen
subclause. For examp
specific set of error tyq

ame error behavior state machine.
Semantics

use allows component types and component implefaentations to be annotat
component faults, recover and repair events to represent initiation and com
) and outgoing error propagations through component features as well as throu
avior expressed as a state machine whose.transitions are triggered by error ¢
pming error propagations, as well as errorbehavior of a component as a
ponents, and a mapping between the error behavior expressed in the Error M
t/health management portion of the embedded system architecture expresseq
ications.

Lise allows feature group types to be annotated with error propagation declarg
bs declared within component types and component implementations apply
referencing this component classifier. Error Model subclauses declared with
Lps referencing this.feature group classifier.

ause in a component implementation may declare an error propagations se
entationnmay add or override declarations in the corresponding section o

e, a component implementation may add an error behavior transition, or sped
es for-an error propagation declared in the component type.

bclauses declared in feature group types must only contain error propagation and containment

t type or implementation has mode-specific Error Model subclauses, then all subclauses must

bd with error events to
pletion of a recover or
gh bindings to platform
vents, recover events,
composite of the error
lodel specification and
| in core AADL and the

itions.
to all subcomponents

in feature group types

ction, component error

a compositelerror behavior section. The error propagations section and component error behavior

f the component type
ify an implementation-

Similarly, an Error Model subclause in a component type or implementation extension may add or override declarations in
the error propagations, component error behavior, and composite error behavior sections of the original subclause. For
example, a system type extending another system type by adding a port, may add error propagation declarations for the
added port. Similarly, a system type extending another system type may change the error types being propagated on a

port.

For properties sections in an Error Model subclause the rules specified in AS5506B apply, i.e., for each individual property
the value may be overridden according to contained property associations, the extends hierarchy, and component
implementations over component types.
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The use type equivalence clause specifies the type mappings to be used when components with error models are
combined into a system, where the error models have been developed independently using separate error type libraries.
When consistency between outgoing and incoming error propagation types is checked along error propagation paths, the
mapping is applied to the outgoing error types if they are from error type libraries different from those used for incoming
error propagation types. The left-hand side of a type mapping rule is interpreted as the originating error type and the right-
hand side is interpreted as the resulting equivalent error type. If type mapping in both directions is desired two mapping
rules have to be defined.

The use mappings clause specifies the type mappings to be used in error paths when no target type is specified.
The use behavior clause associates the referenced Error Behavior State Machine with a component. The state machine

is augmented with component-specific behavior, such as transitions whose trigger condition involves incoming error
propagations, or outgoing error propagations that are conditional on specific error behavior states and incoming error

propagations.

The use behavior cla
the Error Model subclg
However, they may cal

Property values can bé associated with named elements in the Error Model subclause, such as erro

events, by declaring E

The property value m4

This allows for error type specific property values, e.g., for different occurrence probabilities for error ¢

types.

The property value mg

e A containg
Model sul

e If not foun
of the Errg

e If not foun
event, rep
state mac

e [f not foun
property &

The property value ma
error event, error state

e A containd
of the Err

ise causes the namespace of an Error Behavior State Machine to be includeg)
use. This allows error behavior states, transitions, and events to be reference
use name conflicts with locally declared named elements, such as errorflows

MV 2 specific contained property associations in the propertiesssection of the |

y be specific to an error type by optionally identifying the, error type as the la

y be retrieved for an Error Model element of interest without a specific error ty

bd property association to the Error Model element of interest in the properti
clause of the component instance highest in the instance hierarchy determing

[, we look for a property association that identifies the Error Model element ir
r Model subclause of the component of interest.

d and the Error Model element’is defined in an Error Behavior State Machin
pir event, error state, transition), we look for a property association for the elg
Nine properties sectiont

d and the Error Model element is defined in the error type library (error type,
Ssociation in the properties section of the error type library that defines the er

y be retrieved-for an Error Model element of interest with a specific error typ
, error prapagation, error source/path/sink:

d property association to the Error Model element and error type of interest in
br-Model subclause of the component instance highest in the instance hie

d in the namespace of
d without qualification.

I propagations or error
Frror Model subclause.

st element in the path.
bvents of different error

pe:

s section of the Error
s the property value.

the properties section

b (error event, recover
ment of interest in the

ype set), we look for a
or type of interest.

e. These elements are

the properties section
rarchy determines the

property v.

ue.

e If not found, we look for a property association that identifies the Error Model element and the error type of
interest in the properties section of the Error Model subclause of the component of interest.

e If not found, we look for a property association that identifies closest error (super) type that has the type of
interest as subtype, or a type set that contains the error type.

e If not found, we look for a property association that identifies the Error Model element without an error type or

type set.

e If not found and the Error Model element is defined in an Error Behavior State Machine, we look for a property
association in the state machine properties section. Again, we first look for a property association that identifies
the error type of interest, if not found we look for a property association of the closest error (super) type that
has the type as subtype, or type set that contains the type, and finally the element itself.
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e If not found, we look for a property association in the error type library that identifies the error type of interest.

o If not found, we look for a property association of an error type that has the type as subtype or type set that
contains the type.

The property value may be specified for an error model element of a subcomponent. This allows context specific property
values to be associated with error model element, e.g., hazard information that is specific to an instance of a component.

EMV2 specific property associations may have mode specific property values. This allows for mode specific
parameterization Error Model elements without requiring separate subclauses to be declared for each mode. For example,
we can associate different occurrence distribution values to an error event for different (operational) modes in the core
model.

Error Model subclauses as a whole can be declared to be applicable to specific modes by specifying them with an in_modes
statement. An Error Model subclause without an 1n_modes statement contains Error Model statements that are applicable
in all modes. it iff i

particular, it permits m|
be specified. Similarly,

E.5 Erro

In this section we intro
declared in an Error Ty

An error type is used
represented by the err|

An error type product fepresents a combination of two or more error types that can occur simultaned

combination of OutOF
elements of the type p

An error type set is defined as a set of unique elements, i.e.; error types and error type products. For

set may be defined
LateDelivery}.

When an error type se
sets are listed as elem

Error types can be org
No error type may be|
simultaneously, i.e., th
be early and late at
TimingError.

pde-specific error behavior transitions, outgoing propagation conditions, and
it permits mode-specific composite error behavior specifications to be declar

Types, Type Products, Type Sets, and Type Hierarchies

Huce the concepts of error type, error type product, error type set, and error ty]
pe library, i.e., the error types section of an Error Model lilorary.

to indicate the type of fault being activated, the type“of error being propag
Or behavior state of a system or component.

Range and LateDelivery expressed as:€rror type product OutOfRange *
roduct can be in any order.

as consisting of the elements*OutOfRange and LateDelivery, expresse

ents of another type set\the resulting type set represents the union of the two

pnized into a typé hierarchy of subtypes by declaring the error type as subtyp
its own subtype. Error types that are part of the same type hierarchy are
ey cannot be different elements of the same error type product. For example
the same-time. Therefore, EarlyDelivery and LateDelivery are df

This capabitity—attows—users—to—attach—mode—specific Errorvodetannotations—to—gore AADL models. In

detection conditions to
pd.

pe hierarchy. They are

ated, or the error type

usly. For example, the
LateDelivery. The

example, an error type
i as {OutOfRange,

is listed as an element of another type set, its elements are included in the other type set. If two type

type sets.

e of another error type.
assumed to not occur
a service item cannot
bfined as subtypes of

When an error type thd

it has subtypes is listed as an element of an error type set, then all of its subty

es are included in the

type set. In other words, an error type with subtypes acts like a type set, whose elements are the subtypes.

When an error type with subtypes is listed as an element of a type product, each of the subtypes is combined with the
remaining elements of the type product. If several elements of the type product are types with subtypes, all combinations of
subtypes from each type hierarchy are considered.

Error types and type sets can be defined to have alias names that better reflect the application domain. The error type or
type set and its alias are considered to be equivalent.

An Error Type library can be defined as an extension of an existing Error Type library, adding new error types into the error
type hierarchy, defining new error type sets as well as aliases for error types and error type sets.

Predeclared sets of error types have been defined with this Error Model language standard (see Section E.6). They can be
extended with user defined error types or renamed with aliases.
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Syntax

error_type_library ::=
error types
[ use types error_type_ library_list ; ]
[ extends error_type_library_ list with ]
{ error_type_library_element }*
[ properties
{ error_type_emv2_contained_property association }*]

end types;

error_type_library element ::=
error_typ¢ definition | error_type alias

| error_type set _definition | error_type _set alias
error_type_definition :-:=
defining_eryor_type_identifier : type

[ extends|error_type reference ] ;

error_type_alijas ::=
defining_eryor_type_alias_identifier renames type error_type_referencge ;

error_type_set _definition

defining_error_type set_identifier : type set error_type set ;

error_type_set alias ::=
defining_error_type setialias_identifier renames type set error_type[set reference ;

error_type_set ::=
{ type_set|element { , type_set element }" }

type_set_element ::=

error_type_or_set _reference | error_type product

error_type_product ::=
error_type_reference ( * error_type reference )+

error_type_set_or_noerror ::=
error_type_set | { noerror }

error_type_or_set_reference ::=
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error_type_reference

error_type_set_reference

target_error_type_instance

(N17)

(N18)

(N19)

(N20)

(N21)

(N22)

(N23)

(N24)

(N25)

(N26)

(L5)

(L6)

error_type_set_reference | error_type reference

[ error_model library reference

[error_model_library_reference

] error_type_identifier

] error_type_set_identifier

{ error_type_reference | error_type product }

The Error Type
for Error Behavi

An Error Type li
by the package

An Error Type li
defining error ty
of this Error Typ

The defining idd
library of the pa
inherited identifi

The defining iddg
Type library of t
or inherited ider]

An error type re
reference if it is

The error type s
the reference if

The use types

Naming Rules

ibrary utilizes the namespace of the enclosing Error Model library,~sharing it
pr State Machines, Type Mapping Sets, and Type Transformation Sets.

brary is identified by the name of the Error Model library that.contains the error
name of the package that contains the Error Model libraty.

prary may be an extension of one or more Error Type libraries listed in the ext

ith defining identifiers

type declarations, i.e.,

ends with clause. The

pe and type sets of those libraries are inherited into the namespace, i.e., become accessible as part

e library. The inherited identifiers from different,Error Type libraries must not g

ntifier of an error type or error type alias*must be unigue within the namesy
ckage that contains the defining errortype declaration, i.e., must not conflict
ers.

ntifier of an error type set or error type set alias must be unique within the n
e package that contains the defining error type declaration, i.e., must not con
tifiers.

onflict with each other.
ace of the Error Type

with locally defined or

amespace of an Error
lict with locally defined

erence in an Error Type library must exist in the namespace of the Error Modgl library containing the

not qualified.

bt reference.in-an Error Type library must exist in the namespace of the Error
t is not qualified.

Clause makes the defining identifiers of error types, error type sets, and aliasg

Type libraries a|

flodel library containing

ps from the listed Error

ccessible to an Error Model subclause, i.e., allowing them to be referenced

without qualification. If

identifiers from different Error Type libraries listed in a use types clause are identical, their reference must be
qualified. Note that the qualifying Error Type library must be listed in the use types clause.

Any Error Type library of the extends list must not be listed in the use types clause.

The optional qualifying Error Model library reference of an error type or type set reference must adhere to Naming
Rule (N2) in Section E.3, i.e., its package name does not have to be listed in the with clause of the package containing

the reference.

Legality Rules

An Error Type library can contain more than one error type hierarchy, i.e., a root error type that is not a subtype of
another error type.

An error type cannot be the subtype of more than one other error type.
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(L7)  For two error ty,
(L8)
(L9)

(L10)

pes in an error type set, one must not be a subtype of the other.

they can be different subtypes of the same super type.

(L11)

An error type set cannot contain two elements representing the same error type or an error type and its alias.
An error type set cannot contain two elements representing the same error type set or an error type set and its alias.

If two elements of an error type set are from the same type hierarchy, then one cannot be a subtype of the other, but

If two elements of an error type set are error type products with the same number of element types and whose

element types are from the same type hierarchies, then the element type of one must not be a subtype of the other.

Semantics

An Error Type library allows the modeler to declare error types and error type sets. An error type o

r error type set can be

referenced by its ident
containing the Error Ty
accessible without req

An Error Type library ¢
type and error type se
new error types to be
for error types and typ

An Error Type library
including the namesp4

fier if it is defined within the same Error Type library, or must be qualified with
pe library. In Error Model subclauses, the use types clause makes the Error T
Liiring qualification.

an be defined as an extension (extend with) of one or more existing-Error Typ)
t declarations from those libraries become accessible as part@fithe Error Ty
pdded into the error type hierarchy, new error type sets to be introduced, an
P sets.

can define aliases or subtypes for error types and<type sets in another Err

and by not including the Error Type library of the referenced error type or type set in the extends

Error Type library is id

An error type is used |
error behavior state.

An error type set repre

pntified in a use types clause, only the identifiers of that library are made acc

p indicate the type of an error event, anserror flow, an incoming or outgoing e

sents a set of error types that can be associated with a typed error event, flow

An error type set is defined as a consisting of elenients of one type or of error type products of ty

elements of an error ty
in an error type set is
sets can be combined

An error type can be (
extends keyword. Tw
example, an error pr
simultaneously since 4

An error type product

pe set are unique, i.e., each error type or type product is contained only once
another type set, its elements become part of the type set with the referenc
resulting in a union of.error types and type products.

laced into an inheritance type hierarchy by declaring it as a subtype of anoth
p error types.that are part of the same type hierarchy cannot both occur in an
bpagation may propagate an error of type IncorrectValue or of type
oth errortypes are part of the ValueError type hierarchy.

epresents combinations of error types that can occur simultaneously. For exg

the Error Model library
ype library namespace

e libraries. All the error
pe library. This allows
| aliases to be defined

br Type library without

ce of the original Error Type library. This is done by qualifying the referenced error type or type set

clause. When such an
pssible to a subclause.

fror propagation, or an

. propagation, or state.
VO or more types. The

If one of the elements
b, In other words, type

er error type using the
error type product. For
DutOfRange, but not

mple, the combination

of ValueError and

elements of the error type product can be in any order, i.e., ValueError *

ateDel i\/nry can he avprnecmrl as-error tyne Ir_\rr\dnr‘t \alueEryror *

LateDelivery

LateDelivery. The
is the same as

LateDelivery * ValueError. If the elements of the error type product have subtypes, then the product represents
combinations of the subtypes of each element type. In our example, the product includes late delivery of out of range, out
of bounds, and incorrect value errors. Note that different elements of an error type product cannot be from the same type
hierarchy.

An instance of an error type, type set, or error type product (type instance) represents an error event or error propagation
occurrence, or the error type of the current error state, if typed. For type sets and error types with subtypes this instance
represents any of the elements or subtypes. For example, an error propagation may be defined to propagate ValueError
and ValueError * TimingError. A particular error propagation instance may be an out of range value that is on time,
expressed as single-valued type OutOfRange, or an out of range value that is also late, expressed as a two-valued type
product OutOfRange * LateValue.
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If an element of an error type set is an error type product of two or more (k) error types, then it represents k-valued product
of error types. If the element types of an error type product have subtypes, then a product type instance exists for each of
the subtypes of each element type in the error type product. For example, we specify that error propagations propagates
errors that are a combination of value and timing errors {ValueError * TimingError} (see Section E.6). Examples
of a specific instance of a propagation are OutOfRange * LateDelivery, OutOfRange * EarlyDelivery, or
SubtleValueError * LateDelivery.

An error type set acts as a constraint on error propagations, error flows, error behavior states, as well as conditions for error
behavior state transitions, conditions for outgoing error propagations, and conditions for error detection. For example, an
error type set associated with an error event specified as trigger condition for an error state transition, indicates that the
transition trigger is only satisfied if the type instance of an actual error event is contained in the specified error type set.

An error event or error flow source is a source of errors. A type instance representing this error must be contained in the
specified error type set. In the case of an error type set Whose eIements have subtypes onIy tokens with the leaf subtypes
are generated. If an oge W ance is generated with
the specified probability (see Sectlon E. 14 1).

Error type sets on outgoing and incoming error propagations represent contracts and assumptiorjs. In other words, the
outgoing error type sef must be contained in the incoming error type set.

An error type may be|declared as an alias (renames) of another error type. The two error typeq are considered to be
equivalent with respect to the type hierarchy. The renames clause allows domain-specific names td be introduced without
extending the type hierarchy. For example, the alias OutOfCal ibration may be a more meaningful name for the error
type SubtleValueErfror in the context of a sensor.

An error type set can lbe declared as an alias (renames) of another errortype set. The two error type sets are considered
to be equivalent with rgspect to type matching of propagations.

An Error Type library ¢

including their definitions in its namespace. This is accomplishiéd by not using extends and by using
es. For example, a user can define aliases for predeclared error types withouf
Error Type library and jonly those aliases are part of this<Error Type library.

these Error Type librarn

Error types and error ty

must be type consistent. Type consistency,is characterized in terms of type containment. For that
error type that is assogiated with an erroryevent, propagation, or state as a type set with a single el

type containment as fqg

an introduce error types, error type sets;and aliases based on existing Erro

Type-System of Error Types

Type libraries without
qualified references to
extending the original

pe sets impose a type system onto an error model. Different elements of an Efror Model specification

llows:

purpose, we treat the
bment type. We define

t1 <t indicates that t1 is declared as a direct or indirect subtype of a given type t. t1 < t indicates that t: is a subtype of t or

the same as t.

r(t) identifies the root

ypeof type t1, i.e., i <r(tr)) A A t|r(t) <t.

Let T1 be the types that are subtype of a given type t1, i.e., V ti € T1 | ti<ta. Similarly for Tzand tz, V tje T1 | tj<ti. Tiis

contained in T2 (T1 < T2), iff V ti € Ta | ti € T2. This is condition is satisfied iff t1 < to.

Let U be an error type product ui*uz*.*un. U is a type product of simultaneously occurring error types if-and-only-if each
element of U is in a separate type hierarchy; Product(U) iff V uj, uk € U | j =k A r(wiy = r(uj .

Let U be an error type product ui*uz*.*un. Let W be an error type product with the same number of elements, wi*w2*.*wn. U
is contained in W, UcW if-and-only-if each element of U is a subtype of the corresponding element in W; UcW iff V uj € U
Iwk € W | ukswij.

Let E be a type set element, error type or type product, and TS be a type set. E is contained in TS, (E < TS) if-and-only-if
E is a subtype of some elementof S; Ec TSiff 3tsie TS| E <tsi.

Type set TS is a type set of unique (mutually exclusive) elements if-and-only-if no element is contained in another element;
TypeSet(TS) iff V EjEx € TS| Ej ¢ Ex A Ex ¢ E;.
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Type set TS1 is contained in type set TSz (TS1 < TSz), if-and-only-if for every element in TS there is some element in TSz
that contains it; TS1 c TSz iff V ts1 € TS1 3 ts2 € TSz | ts1 c ts2.

E.6 A Common Set of Error Types
This section introduces a common set of error types that are predeclared as a standard Error Type library called ErrorLibrary.
These predeclared error types can be used to characterize error propagations, error events, and error states. Occurrence

instances of error events typically map into a small number of error propagation types that are common across domains
and are reflected in this library, e.g., omission, value, and timing related errors.

Users can adapt the predeclared error types by defining aliases that are more meaningful to a specific component, such as
No Power instead of Service Omission. Furthermore, the predeclared error types can be extended with additional types and

subtypes.

Users can introduce t

wovun arear funa hrarviac +0 Aafina damain and fa¥a t cnanifin Arrar fyna
oty pe €510 Oty Pg
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A service item is defined to be correct, i.e., have no error, iff: (vi €Vi) A (8i €Di) where Vi and Di are respectively the correct
range of values and range of delivery times for service item si. Vi and Di are ranges to represent value and timing tolerance.

For many systems, the specified value sets Vi and time sets D are reduced to the special cases Vi = {vi} (a single value)
and Di = {[min(&i), max(&)]} (a single time interval). Examples of systems where the general case must be considered are:
for multiple value sets, one variant of a set of diverse-design software systems and, for multiple time period sets, a system
accessing a shared channel by some time-slot mechanism.

V represents the expected range (or sets) of possible values delivered by a service, i.e., Vi, (Vie V). D represents the
expected range (or sets) of possible service operation times, i.e., Vi, (Di € D).
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(11) We define error types with respect to the number of service items of a service, as value and timing errors with respect to
the service as a whole, the sequence of service items, and individual service items, replication errors in terms of sets of
replicated service items, concurrency errors with respect to the service as a shared resource, authorization errors with
respect to the service providing controlled access to information, and authentication errors with respect to establishing the
identity of the service. The error types are grouped into separate type hierarchies that can be combined to characterize an
error event, error state or error propagation.

(12)  In addition to error types of the above mentioned type hierarchies, the standard Error Type library ErrorLibrary also contains
a set of aliases for the error types.

SerdceErmor

el \\

Serdcelmission Xequence@mission lfemOmission temCommission SegquenceCaommission SerdceCammission
i \
LateServiceStart Ealy=ervice Termyation EarlyServcestan FateSericeTegmination
TransiemServiceOmisgion BoundedOmissionlntersal TransieffSeryceCommission

Figure 14 - Service errofdype hierarchy

lterm'alueError SequencealueErmor SefvicealueErrar
Detegtable’'alueError Undeteetable’/alueError 5 fikk
ek Vel OutOfCalibration
<7
// BoundedvalueChange OutOfOrder

e

-
OutOfBounds Dut@iFange

s Y
BelowRange AbowveRange

Figure 15 - Value related error type hierarchies
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temTimingError SequenceTimingError

ServiceTimingError

EarlyDelivery LateDelivery HighFate LowRate FateJitter

EarlySenice

DelayedService

Figure 16 - Timing related error type hierarchies
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Symmetrig

FeplicationErrar

AgymmetricBeplicationErrar

e

AgymmetricTiming Agymmetrnichalue

T\

™
AN

RS
AzsymmetricBxactvalue

AggmmetricOmission

AsymmetrlcApproximatealue AzymmetrictemOmission  Asymmetric]

erviceOmission

Figure 17« Replication related error type hierarchies

ConcurrencyError

/v K\
FaceCondition tUtExError
2 [z <] T
-
ReadWriteRace WriteWriteRace Deadlock Starsation

Figure 18 - Concurrency related error type hierarchy
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package ErrorlLibrary

public

annex EMV2 {**

error types

CommonErrors: type set { ServiceError, TimingRelatedError, ValueRelatedError, ReplicationError,
ConcurrencyError};

--service related errors

ServiceError: type;

ItemOmission: type extends ServiceError;
ServiceOmission: type extends ServiceError;
SequenceOmission: type extends ServiceError;
TransientServiceOmission: type extends SequenceOmission;
LateServiceStart: type extends SequenceOmission;
EarlyServiceTermination: type extends SequenceOmission;

BoundedOmissionIntEr'va'l':—ty'pt extends—SequencetmissIon;
ItemComission: type extends ServiceError;

ServiceCommission:| type extends ServiceError;
SequenceCommissionf: type extends ServiceError;
EarlyServiceStart:| type extends SequenceCommission;
LateServiceTerminaftion: type extends SequenceCommission;

--timing related e€jrrors
TimingRelatedError|: type set {ItemTimingError, SequenceTimingError, ServiceTimingError};
-- Item timing errprs

ItemTimingError: type;

EarlyDelivery: type extends ItemTimingError;
LateDelivery: type| extends ItemTimingError;
--Rate/sequence tipming errors
SequenceTimingError: type;

HighRate: type extlends SequenceTimingError;
LowRate: type extehds SequenceTimingError;
RateJitter: type extends SequenceTimingErrar;

-- Service timing frror

ServiceTimingError|: type;

DelayedService: type extends ServicelimingError;
EarlyService: type| extends ServiceTimingError;

-- aliases for timf
TimingError rename
RateError renames
EarlyData renames
LateData renames t
ServiceTimeShift n

ng errors
type ItemTimingError; -- legacy
ype SequenceTimingError;

names type ServiceTimingError;

--value related errors

ValueRelatedError: type set {ItemValueError, SequenceValueError, ServiceValueError};
-- item value errors

ItemValueError: type;

UndetectableValueError: type extends ItemValueError;
DetectableValueError: type extends ItemValueError;
OutOfRange: type extends DetectableValueError;
BelowRange: type extends OutOfRange;

AboveRange: type extends OutOfRange;

OutOfBounds: type extends DetectableValueError;

-- sequence errors

SequenceValueError: type;

BoundedValueChange: type extends SequenceError;
StuckValue: type extends SequenceError;

OutOfOrder: type extends SequenceError;
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ServiceValueError: type;
OutOfCalibration: type extends ServiceValueError;

-- Common aliases for value related errors
ValueError renames type ItemValueError;
IncorrectValue renames type ItemValueError;
ValueCorruption renames type ItemValueError;
BadValue renames type ItemValueError;
SequenceError renames type SequenceValueError;

SubtleValueError renames type UndetectableValueError;
BenignValueError renames type DetectableValueError;
SubtleValueCorruption renames type DetectableValueError;

-- Detectability (Bemign/Subtie) Tepresent a tharacteristic oferror

--replication errors

ReplicationError:
AsymmetricReplicat
AsymmetricValue: t
AsymmetricApproxim
AsymmetricExactVal
AsymmetricTiming:

ype;

sError: type extends ReplicationError;
pe extends AsymmetricReplicatesError;
teValue: type extends AsymmetricValue;
e: type extends AsymmetricValue;

ype extends AsymmetricReplicatesError;

AsymmetricOmission|: type extends AsymmetricReplicatesError;

AsymmetricItemOmis
AsymmetricService0

SymmetricReplicate
SymmetricValue: t

SymmetricApproxima
SymmetricExactValu
SymmetricTiming: t
SymmetricOmission:
SymmetricItemOmiss
SymmetricServiceOn

-- aliases for rep
InconsistentValue
InconsistentTiming
InconsistentOmissi
InconsistentItemOm
InconsistentServic
AsymmetricTransmis

--concurrency erro
ConcurrencyError:

RaceCondition: typ
ReadWriteRace: typ

ion: type extends AsymmetricOmission;
ission: type extends AsymmetricOmissiohj

Error: type extends ReplicationErrar;
e extends SymmetricReplicatesError;
eValue: type extends SymmetricValue;
e: type extends SymmetricValue;
ype extends SymmetricReplicatesError;
type extends SymmetricReplicatesError;
ion: type extends SymmetricOmission;
ission: type extends .SymmetricOmission;

lication

renames typewAsymmetricValue;

renames type AsymmetricTiming;

on renames:type AsymmetricOmission;
fission-renames type AsymmetricItemOmission;
eOmission renames type AsymmetricServiceOmission;
siveé renames type AsymmetricValue;

types

rs
type;

e extends ConcurrencyError;
e extends RaceCondition;

WriteWriteRace: type extends RaceCondition;

MutExError: type e
Deadlock: type ext
Starvation: type e

--authorization an
AuthorizationError
AuthenticationErro

xtends ConcurrencyError;
ends MutExError;
xtends MutExError;

d authentication errors

¢ type;
r: type;
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end types;
)5
end ErrorLibrary;

E.6.1

Service Related Errors

Service errors [ServiceError] are errors with respect to the number of service items delivered by a service. We distinguish
between Service Omission errors to represent service items not delivered, and Service Commission errors to represent
delivery of service items that were not expected to be delivered.

Service Omission [ServiceOmission] represents an error where no service items are delivered.

Item Omission [1temO

Service Omission: V' sie S| si=¢ where ¢ is the empty service item.
mission] represents an error where one service item is not delivered.

Bounded Omission Se|
service item omission
redundancy check (CH
loss causes loss of co

Bo
NOTE: (

Late Service Start [Lag
beginning of the servid

Early Service Termina
service item si. Thism

NOTE: Often early ser

Transient Service Om
service item omissions
item omissions. This

Trans
A Bounded Omission
before k correct servi
omissions.

Iltem Omission: 7 sie S| si=¢ where ¢ is the empty service item:
quence [BoundedOmissionSequence] represents an error where a gertain

C) on satellite transmission allows some lost packets, but beyond(the limit of t
Mmmunication.

unded Omission Sequence error: 7 [S; Sik-1] S| & 87 € [Si Sivk-1] | Sj 7
Dften service omission detection is based on a bounded sequence omission c|

IteServiceStart] represents an error where no“service items are provid
e. The first service item is si.

Late Service Start: di| Vj<i|sj=¢
fion [EarlyServiceTermination] répresents an error where no service it
hly represent permanent item omission due to a failure.

Early Serviceermination: 5| vj>i|sj=¢
vice termination detection (s based on a bounded sequence omission conditig

ssion [TransientServiceOmission] represents an error where a certain
occur before delivery of service items resumes. A parameter k specifies the
epresents transjent item omission sequences.

ent Omission Sequence error: 7[s; Sik] € S| V'Sj € [Si Sirk-1] | Sj =& A
Interval-error occurs when a service item omission is followed by a second
e items are delivered. A parameter k specifies the expected minimum inte

5 occur. A parameter k specifies the number of consecutive item,émissions.

number of consecutive
For example, cyclic
ne CRC, further packet

= £
pndition.

ed for a period at the

bms are provided after

n.

humber of consecutive
humber of consecutive

Sitk 7 &
service item omission
rval between two item

Bounded Omission Interval error: vsi € S F[si Sinu] = S| Si

EA VS €[SiSin] Sj# &

Item Commission [1'temCommission] represents an error where an extra service item is provided that is not expected.

Item Commission: 7sigS|si & ¢

Early Service Start [EarlyServiceStart] represents an error where extra service items are provided for a time interval

before the beginning o

f the expected service.

Early Service Start: 7sigS|a<D

Late Service Termination [LateServiceTermination] represents an error where extra service items are provided after

the service end time.

Late Service Termination: 7s;gS| 6 >D

NOTE: A time related error for a service is when the service is time shifted, i.e., head start or delay.
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E.6.2 Value Related Errors

Value related errors deal with the value domain of a service. We distinguish between value errors of individual service items
[ItemValueError], value errors that relate to the sequence of service items [SequenceValueError], and value errors
related to the service as a whole [ServiceValueError]. Each is the root of a separate type hierarchy allowing us to
characterize them independently, e.g., to specify that we have a BoundedValueChange error that may be OutOfRange.
Note that both sequence and service value errors imply item value errors. Therefore, the type I'temValueError represents
individual service item value errors that are singletons, i.e., not already covered by SequenceValueError and
ServiceValueError.

Item Value Error [ItemValueError] represents any kind of erroneous value for an individual service item.

Item Value Error: 7sieS|vi g Vi
We distinguish between detectable and undetectable item value errors

Detectable Value Erro
has parity error. Letp

Detectable Value Er
Undetectable Value EH
observer, but cannot b
become detectable.

Undetectable Value
In the case of value err
value errors are not de
by replication), while K
error is an Out Of Ran
We have also introdud
detect different error ty

We distinguish betwed
and Above Range, Ou

Out Of Range [OutOF
the service. We also d

[DetectableValueError] is detectable from the value itself, perhaps becg
edicate B represent detection of a value error, B(v).

for: F7aieA | vi g ViaB(v)
ror [UndetectableValueError] occurs when is not a correctvalue as perc
P recognized based on available information. Such errors, reguire additional cg

Error: FaieA|vi g Via =B(v)

prs the CFEM framework [Walter 2003] distinguishes between Subtle and Ben
tectable without information from additional sources (inline redundancy such g
enign value errors are detectable by examination of the value alone. An ex
ge error. Aliases have been defined to equate benign with detectable and su
ed a property that allows the user to\characterize the detection mechanism
pes.

n the following detectable itevalue errors: Out Of Range error with two s
{ Of Bounds, and Incorrect Vialue.

Range] represents anserror where a service item value falls outside the range
bfine two error sub-types called Above Range [AboveRange] error and Below

use it's out of range or

bived by an omniscient
ntextual information to

gn value errors. Subtle
s CRC, or redundancy
ample of benign value
ptle with undetectable.
used by the system to

Libtypes Below Range,

of expected values for
Range [BelowRange]

error. The expected range of values is represented by [min(V), max(V)].
Below Range error: FlsieS | vi.<min(V)

Above Range error: 3sieS.|Wi > max(V)

Out Of Range error: 7sieS | vi > max(V) OR vi < min(V)
NOTE: In practice a detection mechanism checks for the minimum and maximum expected value for the whole service.

Out Of Bounds [OutOfBounds] represents an error where a service item value falls outside an acceptable set of values as
determined by an application domain function, e.g., the stable control bounds of a control algorithm. Let predicate O
represent detection of an out-of-bounds error, O(v).

Out Of Bounds error: 7sieS | vi g Vi A O(vi)

Value Corruption [ValueCorruption] error results from erroneous behavior of the resources used by a system to perform
its service, such as memory, or to communicate its service items, such as buses and networks. The effect is a value error
in the service item that may be benign or subtle. Corrupted value errors can become detectable through the use of value
redundancy. Value redundancy can take the form of inline redundancy, such as error-detection codes that are carried with
the value, or replication redundancy (see Replication Errors).

NOTE: ValueCorruption is an alias for ValueError.
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Sequence Value Error [SequenceValueError] represents value errors related to the sequence of service items.

Bounded Value Change [BoundedValueChange] represents an error where a service delivers service items whose value

changes by more than

an expected value.

Bounded Value Change error: 7sieS | abs(vi - vi-1) > C where C is the maximum expected value change between two

consecutive service items, and abs is absolute value.
Stuck Value [StuckValue] represents an error where a service delivers service items whose value stays constant starting
with a given service item.

Stuck Value error: 7sieS| Vj>i:vi=vi
Out Of Order [OutOTOrder] represents errors where a service delivers a service item in a time slot D; other than its expected

time-slot.

Out Of Order error: 7
Service Value Error [S
is such an error.

Out Of Calibration [Ou
tolerance but roughly ¢

Out Of Calibration
E.6.3 Timing Re

Timing related errors d
[ItemTimingError],
and timing errors rega
allowing us to characte
rate. Item timing error9
errors are use to cloc
sequence timing errorg
are not covered by Se

Item Timing Error [1temTimingError] represents errors where a service item being delivered ou

range Di of service ite

Item Timing error: 7 sid

General timing errors are distinguished as: Early Delivery error, Late Delivery error.

Early Delivery [Early
that an early delivery 1

5ieS | 0=D; for i#
erviceValueError] represents value errors related to the service as a'wh

tOfCal ibration] represents an error where the actual values of a sequenc
onstant offset C from the correct value.

error: V sieS | vigVia (C+vi)eVi

ated Errors

eal with the time domain of a service. We distinguish between timing errors of i
timing errors that relate to the sequence of service items [SequenceTimingE
ding the service as a whole [ServiceTimingError]. Eachis the rootofas
brize them independently, e.g., to specify that we have a time shifted service
and sequence timing errors refer to-aitimeline with respect to service start tin
K time as reference time. Therefate, service timing errors are independent
imply item timing errors. Therefore, ItemTimingError represent singleton
huenceTimingError.

N Si.

S| & & Di

De 1 1Very] represents errors where a service item is delivered before the exp
hay ‘beperceived if an impromptu service item delivery occurs (see Sequenceg

ple. Out Of Calibration

e differ by more than a

ndividual service items
rror or RateError],
eparate type hierarchy
bxecuting at the wrong
e, while service timing
bf the other two, while
item timing errors that

side its expected time

bcted time range. Note
errors).

Early Delivery error: 7

sieS| o <Di

Late Delivery [LateDelivery] represents errors where a service item is delivered after the expected time range. Note that

a late delivery may be

perceived if a service item delivery is skipped (see Sequence errors).

Late Delivery error: 7sieS| o> Di

Sequence Timing Error [SequenceTimingError] or its alias Rate Error [RateError] represents errors with respect to
the inter-arrival time of service items, i.e., the time interval between deliveries of successive service items. The inter-arrival
time for service item s;is defined as rie Ri| ri = & - 5.1. Let R represent the expected inter-arrival time, i.e., Vi, (Ri e R). Many
periodically sampling systems operate at a fixed inter-arrival time r, such that R = {r} and Ri = R. In this case we have Vi | r-r
| >x = ¢ R. Acceptable variation in the inter-arrival time is expressed by Ar such that R = [r-Ar r+Ar].

Sequence Timing error: 7sieS|ri g Ri
High Rate [HighRate] represents errors where the inter-arrival time of all service items is less than the expected inter-
arrival time.
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High Rate error:

V sieS|ri<Ri

Low Rate [LowRate] represents errors where the inter-arrival time of all service items is greater than the expected inter-

arrival time.

Low Rate error:

VvV sieS|ri>Ri

Rate Jitter [RateJitter] represents errors where a service delivers service items at a rate that varies from the expected
rate by more than an acceptable tolerance.

Rate Jitter error: 7s;eS

|rieR

Service Timing error [ServiceTimingError] with alias Service Time Shift[ServiceTimeShi ft] represents errors where
a service delivers all service items time shifted by a time constant TD, but otherwise correctly. NOTE: individual items may
be correct with respect to the start time.

Service Time Shift error Y sieS | (G + TD) = D;

Delayed Service [DelJiyedSe rvice] represents errors where a service delivers all service items

delay TD, but otherwis

Delayed Service error;
Early Service [EarlyS
TD, but otherwise corr

Early Service error: V
E.6.4 Replicatio

Replication related err
e.g., a fault tolerance
items may be the resul
to individual replicates|

replicate processing clannels.

A replicated service itg
replication, let si = {si(
for service item si. An
replication system we

Replication errors [Ref
Symmetric Replicates
may be inconsistent b
represent the same o
reflect a single error o

We distinguish bet

e correctly. NOTE: individual items may be correct with respect to the start i

v sieS | (6i+TD) e Di A TD>0
ervice] represents errors where a service delivers all service items early wi
pctly. NOTE: individual items may be correct with respect to.the'start time.

eS| (6—TD) eDi A TD<O0

N Related Errors

brs deal with replicates of a service item. Replicate service items may be deli

a’Le with a constant time

e.

th a constant time shift

vered to one recipient,

voter mechanism, or to multiple recipients;(e.g., separate processing chanmels. Replicate service

t of inconsistent fan-out from a single source, or they may be the result of indey
. e.g., readings of the same physical eqtity by multiple sensors or an error og

m is a set of replicates of one service item that are supposed to be the same.
L),..., si(n)}, i=1,2,... where\Vi-and Di are respectively the correct sets of val
individual replicate of a service item, si(k), has the value vi(k) and delivery tim
bxpect Vk e[1,n] | vi(k).&Vi A 8i(k) Di.

licationError]represent errors in the set of replicates. We distinguish be
errors. Asymmetric Replicates error means the replicates are inconsistent with
bcause somme-are correct with respect to value or time while others are not. T
different\instances of an error occurrence. Symmetric Replicates error me
urrence.

veen  Asymmetric/symmetric  Value errors, Asymmetric/symmetric O

endent error occurring
currence in one of the

In the case with n-way
Lles and delivery times
e 3i(k). In a non-failed

ween Asymmetric and
each other. Replicates
he incorrect items may
ans that the replicates

mission errors, and

Asymmetric/symmetric Timing errors.

NOTE: Symmetric and asymmetric replicates errors are part of the CFEM framework [Walter 2003]. Replicate sets may be
represented by a composite component, by a feature group, by a component or feature array, or by a property
indicating the fact that a model element is to be replicated.

An Asymmetric Value [AsymmetricValue] error with the alias Inconsistent Value [InconsistentValue] occurs when
the value of at least one replicated service items differs from the other replicates. The value of the replicate service item
may be correct (vi(k)e Vi) or incorrect (vi(k)z V).

Asymmetric Value error: 7sie S /7 k €/1,n]| vikk)&Vi

We distinguish between Asymmetric Exact Value [AsymmetricExactValue] errors and Asymmetric Approximate Value
[AsymmetricApproximateValue] errors. In the case of asymmetric exact value, the error occurs if the value comparison
does not show identical values. In the case of asymmetric approximate value, the error occurs if the values in the comparison
differ by more than a threshold. The threshold is defined in terms of a delta from a reference value. Let h be the threshold
for approximate inconsistency.
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Asymmetric Approximate Value error: 7sie S /7 k €/1,n]| vitkk)>Vi+h v vikk)<Vi-h

An Asymmetric Omission [AsymmetricOmission] error with alias Inconsistent Omission [AsymmetricOmission] error
occurs when some replicates have an ltem Omission or Service Omission error, while others do not. Such an error may be
perceived as an inconsistent replicate value error. In two subtypes we distinguish between inconsistent item omission and

inconsistent service omission.

Asymmetric Omission

error: 7sie S /37 ke/1,n]| aitk)=¢

An Asymmetric Timing [AsymmetricTiming] error with alias Inconsistent Timing [InconsistentTiming] error occurs

when at least one of the replicated service items is delivered outside the expected time interval.

maximum expected time variation of the replicates.

Asymmetric Timing error: 7sie S /Fj,ke/1,n], di)-oik)>A
A Symmetric Value [SymmetricValue] error occurs when the value of all replicated service items have the same value

and are incorrect.

Symmetric Value errof 7sie S /V j,k €/1,n]| vi§) = vitk) » vi()&Vi

A Symmetric Omission
error, while others do
distinguish between in

Symmetric Omission €
A Symmetric Timing [

time interval. Let A represent the maximum expected time variation of the replicates.

Symmetric Timing err
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may encounter all thre
in that the stand-by rg
stand-by replica beco
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NOTE: a replicate set
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Concurrency-related 6
WriteWriteRace], o

E.6.6 Authorizat

Let A represent the
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br: 7sie S/V ke/[1,n], Di
with active redundancy, a replicates consisternicy gate keeper, such as a voter
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brance condition? What dees*20f3 mean? Do the two reflect a symmetric erri
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rrors [ConcdrkrencyError] are either race conditions [RaceCondition?
mutual exelusion errors [MutExError: Deadlock Starvation].

on _and Authentication Related Errors

Authorization-related €+

bn or Service Omission
r. In two subtypes we

1 outside the expected

or agreement protocol,
value error may occur

plica has a value that is inconsistent with'the primary value. This error is ngt propagated until the

strategy to detect and

rror? Or are we talking
br in terms of the error

ReadWriteRace

rrara A ryrzatan orlara ralatad +n Aan~nce ~antrAl

uthao Ny Aptharizatinn Ay
TUT O I_I_\U CITUT U RV 1T UY J UTOC TUTUIU U U UL L OO0 UUTTUO U, 7wutrniurnicauuvuirir or

ors consist of privilege

enforcement errors and privilege administration errors. Examples of authorization errors are ambient authority errors,

privilege escalation

errors, confused deputy errors, privilege separation errors, privileg

e bracketing errors,

compartmentalization errors, least privilege errors, privilege granting errors, and privilege revocation errors.

Authentication-related errors [AuthenticationError] are related to authentication of services (roles, agents), of

information, and of res

ources.

Examples

-— This example is extending an existing error type with an additional subtype
package MyErrors

public

with ErrorLibrary;

annex EMv2 {**

error types extends ErrorLibrary with
Jitter: type extends TimingError ;
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end types;

end MyErrors;

-— This example defines error types for use error propagation through ports
-— The namespace includes both the original error type names and the local ones
package PortErrors

public

with ErrorLibrary;

annex EMv2 {**

error types extends ErrorLibrary with
NoData renames type ServiceOmission ;
ExtraData renames type ServiceCommission ;

WrongValue:
Estimatedval
end types;

type extends IncorrectValue;
ue: type extends IncorrectValue;

end PortErrors;

-- This examp
-- Only the Iq

package ProcegsorErrors

public

with ErrorLiby
annex EMvV2 {*7T

error types

NoResource renames type ErrorLibrary::ServiceOmission ;

NoDispatch:
NoCycles: ty
UnexpectedD
MissedDeadl
BadDispatchh
end types;

end Processorkrrors;

E.7 Erro

The error propagatio
each component we {

propagated by the component. We also-specify the role of the component in the flow of error propa

is the error source, eri
between components
their features and alon

along paths that are nTt deglafed in the core AADL model.

e defines error types for use in error propagation (from processors

cally declared error types are part of this error type 1

ary;

type extends NoResource;

pe extends NoResource;

spatch renames type ErrorLibrary:&ServiceCommission ;
ne renames type ErrorLibrary::LateDelivery ;

ate renames type ErrorLibrary:-Rateditter ;

Propagation

ns section of the Error Model subclause is used to define error propagatior
pecify the types(of errors that are propagated through its features and bin

or sink, or error path from incoming propagations to outgoing propagations.
bre determined by the core AADL model, i.e., they follow connections betwee
g software to hardware component binding relations. In some cases compor

brary namespace

s and error flows. For
Hings or are not to be
hations, i.e., whether it
The propagation paths
h components through
ents affect each other

Syntax

error_propagations ::=

error propagations

{ error_propagation | error_containment }”

[ flows

{ error_flow }* ]

end propagations;
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Naming Rules

(N27) All defining identifiers of declarations in the error propagations section of the Error Model subclause are part of the
Error Model subclause namespace (see Section E.4 Naming Rule (N3)).

Semantics

An error propagations section of an Error Model subclause consists of error propagation, error containment, and error flow
declarations through error propagation points. Error propagation points are those present in the core AADL model, i.e.,
features and deployment bindings, or propagation points declared within Error Model subclauses (see Section E.7.3). The
error propagation declarations specify the types of error being propagated in and out of error propagation points, while the
error containment declarations specify that certain error types are not intended to be propagated. The types of errors being
propagated or contained are expressed by error types or type sets. The error flow declarations indicate whether a
component is the source or sink of an error propagation, or whether it passes error propagations on to other component,
possibly transforming the error type to a different error type. These declarations for each component are combined with
error propagation paths between instances of the components to determine an error propagation-flpw graph for a system
architecture instance.

E.7.1 Error Propagation and Error Containment Declarations

An error propagation declaration specifies that errors of the specific types are propagated into or out df a component through
a feature, a binding, or a propagation point not defined in the core AADL model. An error containment declaration allows
the modeler to explicitly specify, which error types are not to be propagated.

Syntax

error_propagation ::=
error_propagation_point :

( in | oyt ) propagation error_type_set ;

error_containfent ::=
error_propagation_point :
not ( ip | out ) propagation error_type_set ;

error_propagation_point :=
feature_reference |-hinding_reference

| propagation_point identifier

feature_referente——=

*

( { feature_group_identifier . }* feature_identifier )

| access

binding_reference ::=
processor | memory | connection | binding | bindings
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(N28)

(N29)

(N30)

(N31)

(L12)

(L13)

(L14)

(L15)

(L16)

(L17)

(L18)

(L19)

(C1)

Naming Rules

Features referenced in an error propagation or error containment declaration must exist in the name space of the
enclosing component of the subclause. This feature reference may identify a feature in a feature group. In this case,
the feature group identifier must exist in the name space of the enclosing component of the subclause, and the
succeeding identifier must (recursively) exist in the feature group type of the feature group.

Propagation points referenced in an error propagation or error containment declaration must exist within the
namespace of the subclause that contains the reference.

Error propagations and error containments are identified by their error propagation point, i.e., by a feature reference,
by the keyword identifying an access or binding point, or by a propagation point declared in the Error Model subclause.

References to an error type or error type set of an error_type_set statement in an error propagation declaration

or error containment declaration must exist in the namespace of ane of the Frror Type libraries

clause of the co|

For each error
propagation de

The error type 4
with the error {
reference.

The feature ref
reference or thq

The binding ref
memory, conn

The binding ref
the keywords p|

The binding ref
the keyword bi

The direction o
incoming propa
feature must su

For incoming fe
error containm

listed in the use types

htaining Error Model subclause.
Legality Rules

bropagation point (feature, binding, user-defined propagation point)there mu
Claration and at most one error containment declaration.

bet specified by the error propagation declaration of a feature or binding refere
ype set specified by the error containment declarationyfor the same featur
brence of error propagations for data components’and bus components mus

p keyword access.

erence of error propagations for software’ components must only contain th
ection, or binding.

erence of error propagations for virtual bus, virtual processor, and system co
rocessor, memory, connection, binding, and bindings.

brence of error propagations for processor, memory, bus, and device compon
ndings.

the error propagation must be consistent with the direction of the feature be
gated error the:feature must support incoming information flow. For an outgoir
pport outgeing information flow. Binding related propagations can occur in bo

aturesthere must be at most one incoming error propagation declaration ang

5t be at most one error

nce must not intersect
b reference or binding

I be an access feature

b keyword processor,

mponents may include

ents must only contain

ing referenced. For an
g propagated error the
th directions.

at most one incoming
ing error propagation

bnt ‘declaration.  For outgoing features there must be at most one outgq

declaration and

both incoming ad outgoing.

Consistency Rules

points are considered

For a feature or binding all possible propagated error types must be included in the error type set of an error
propagation declaration or an error containment declaration. The common set of error types defined in the predeclared
Error Type library ErrorLibrary (see Section E.6) provides a checklist of error types to be considered.

Semantics

An error propagation declaration specifies that errors of the specific types are propagated into or out of a component through
a feature, binding, or user-defined propagation point. The type can be any error type of an error type hierarchy, or an
explicitly specified subset of types in a type hierarchy. The error propagation can be error instances of one of the specified
error types, or of combination of error types that occur simultaneously. Acceptable types are specified by an error type set.
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An error containment declaration allows the modeler to explicitly specify, which error types are not to be propagated. When
declared for an outgoing feature (or binding) it is an indication that the component intends to not propagate the error, i.e.,
contain it, if it occurs within the component or is propagated into it. When declared for an incoming feature it is an indication
that the component expects an error of this type to not be propagated to it.

Error propagations follow the flow direction of features. Features may have incoming information flow, e.g., in ports and
read-only data access, outgoing information flow, e.g., out ports and write-only data access, or bi-directional information
flow, e.g., in out ports and read-write data access. Error propagation may also occur along bus access connections.

An error propagation declaration indicating direction in specifies expected incoming errors, and direction out specifies
intended outgoing errors. A bi-directional feature can have the same or different incoming and outgoing error types being
propagated. This is specified by separately declaring the incoming and the outgoing error type for the feature.

In the case of data or bus access connections the data component or bus component may be one end of a connection. In

this case, the kewordlmﬁmmmwmmmmmeciﬁed.
Errors can propagate etween software components and execution platform components they are bpund to. The keywords

processor, and mem
or memory. The keyw
platform components.
a system architecture (
bindings is used in

Propagations with resy

An error propagation n
AADL model. For exd
proximity, although thd
can be introduced with

Error containment dec
record of the types of
consistency checking t
specification is incomp

Incoming error propag|
interacting with it, whild
and guarantees acts &
E.7.3).

bry are used to identify the binding point of a software component to_a-proce
brd connection is used for connections and virtual buses to identify;their bin

omponent (expressed by the predeclared Actual Function Binding property)
pxecution platform components to identify the binding point of all compo
ect to bindings can be in both directions.

hay occur between two components that do not havé.a connection or binding

two processors are not connected via a bus. In‘this case, propagation points
in the Error Model subclause (see Section E-753).

arations complement the error propagation declarations, such that a modeler
errors explicitly being addressed by.'the Error Model annotation for a con
ool to determine whether an error, of a given type is not to be propagated or w
lete and unspecified error types.may be propagated.

ation and containment declarations represent assumptions a component ma
outgoing error propagations and containment declarations represent guarante
s contracts that cantbe’ verified compositionally according to consistency ru

5sor, virtual processor,
ling point to execution

The keyword binding is used to identify the binding point of a functional architecture component to

Similarly, the keyword
hents bound to them.

relationship in the core

mple, the temperature of one processor may affect a second processor that is located in close

and their connections

an provide a complete
ponent. This allows a
hether the Error Model

es about components
bes. These assumption
les defined in Section

Com ent A Component B
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Figure 19 - Error propagations and flows between software and hardware components
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Figure 19 shows two software components and two hardware components with error propagations along various error
propagation paths between components (see SectionE.7.3) and error flows through a component (see Section E.7.2).
Examples of error propagation paths shown are a port connection, a bus access connection, and a processor binding. In
the case of the port connection between component A and component B component A intends to propagate BadData errors
and NoData errors and not propagate LateData errors, while component B expects NoData errors, does not expect
BadData errors, and is silent on LateData errors. In the case of the processor binding NoResource and
MissedDeadl ine errors are shown as propagating to the software and ETOverrun error is shown as propagating overrun
of execution time budget as software error to the processor. Examples of shown error flows for component A to be the
source of BadData errors. It also shows an error flow from incoming NoData to outgoing NoData as well as an error flow
mapping a processor NoResource error to a NoData error in the software component A.

E.7.2 Error Flow Declarations

The purpose of error flow declarations is to indicate the role of a component in the propagation of errors in terms of being

an error propagation
propagations as outgo|
different type (error pa
early arrival of data by
pass on the error of m
component may respd

type).

error_flow ::7

error_sourcse

error_source
defining_eri

error soul

[ effect_ey

error_sink :-:3

source (error source), an error propagation sink (error sink), to pass-th
ng errors of the same type, or to transform an incoming error of one typennto
th). For example, a component may be the source of bad data; a componer
delaying its delivery to others until the expected time, i.e., act as, anyerror s
issing incoming data by not producing output (pass through of an-error type
nd to incoming bad data by not producing output (transformation of one errg

Syntax

e | error_sink | error_path

ror_source_identifier :
rce ( outgoing_error_propagation_point | all )

'ror_type_set ] [ whennfault_source ] [ if fault_conditior

rough incoming error
an outgoing error of a
t may compensate for
nk; a component may

on an error path); or a

r type to another error

defining_error_sink identifier :

error sink ( incoming_error_propagation_point | all ) [ error_type|set ] ;

error_path ::¥

defining_error/ path_identifier :

error path
( incoming_error_propagation_point | all ) [ error_type set ] ->
( outgoing_error_propagation_point | all )
[ target _error_type instance ] ;
fault_source ::=
( error_behavior_state [ error_type_set ])

| error_type_set | failure_mode_description

fault_condition ::= string_literal;
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Note: fault_condition will be a constraint expression once the Constraint Annex has become available.

failure_mode _description ::= string literal;

Naming Rules

(N32) The defining identifier of an error flow must be unique within the namespace of the Error Model subclause in which it

is defined.

(N33)

component as the error flow.

Referenced error propagation points must have been declared as error propagation declarations for the same

(N34) References to ¢
exist in the nam

subclause.

References to a
in the namespa
subclause.

(N35)

(N36) The error_be

Behavior State

(L20) The direction (
propagation my
must be the ou
both directions.
(L21) The error_ty
be contained in
(L22) The error_ty
be contained in

For each incomi
error propagatio
referring to it as

(C2)

N error type or error type Set of an error_type_Set Statlement i an erro
pspace of one of the Error Type libraries listed in the use types clause of the

h error type of a target_error_type_instance statement in afy.error path
ce of one of the Error Type libraries listed in the use types clause of the ¢

havior_state reference declared as the fault souree‘must exist in the ng
Machine identified in the use behavior clause of the{containing Error Model s

Legality Rules
f error propagations must be consistent*with the direction of the error flg

st be the incoming propagation point oftan error sink or error path. An outg
fgoing propagation point of an error seufce or error path. Binding related pro

pe_set specified for an incoming error propagation point as part of the erro
the error type set specified as part of the incoming error propagation declara

pe_set specified for.ah outgoing error propagation point as part of the erro
the error type set.specified as part of the outgoing error propagation.

Consistency Rules

N point. For each outgoing error propagation there must be at least one error p
outgoing error propagation point.

flow declaration must
containing Error Model

declaration must exist
ontaining Error Model

imespace of the Error
ubclause.

w. An incoming error
ping error propagation
pagations can occur in

flow declaration must
ion.

flow declaration must

Ng error propagation there must be at least one error path or one error sink referring to it as incoming

ath or one error source

(C3)

All error types or error type products of an incoming error propagation must be contained in the type set of at least

one error path or error sink. All error types or error type products of an outgoing error propagation must be contained
in the type set of at least one error path or error source.

(C4)

flow specifications.

Semantics

If a component type includes core AADL flow specifications, then error flow specifications must exist for each of the

An error source declaration may include a specification of the failure mode or event (expressed by a with) as well as a
condition of the system (expressed by if) that results in the outgoing propagation identified by the error source declaration

(first level effect).

If no error flows are specified, then by default a component is the source of all its outgoing error propagations and all
incoming error propagations can potentially result in outgoing error propagations on all of its outgoing features or bindings.
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Error flows are intended to be an abstraction of the error flow represented by component error behavior specifications in
terms of error behavior state machines, error and repair events, and conditions under which transitions and outgoing
propagations are initiated. The component error behavior specification of a component must be consistent with its error
flow specifications (see Section E.9 Consistency Rules (C17)-(C21)).

An outgoing error propagation of a component feature or binding may represent an error source as well as the destination
of an error flow path. For example, a component may produce bad data due to a fault in its source code or due to an
incoming data value that is bad. Similarly, incoming bad data may be propagated as bad data, but in addition become late
data due to processing delays within the component.

An incoming error propagation through a component feature or binding may represent an error sink as well as an error path
to an outgoing feature. For example, an error may occasionally get contained, or an error of one type gets contained while

an error of another type becomes an outgoing propagation of the same or a different type.

The error type set of a

error source declaration specifies that the component is the source of error

types or type products

that are contained in t
type set of the referen

The error type set of
products contained in
type set of the referen

An error path maps in
propagation point to th
instance is not specifig
use mappings clausq
becomes the target ern
then the error type se
error path applies.

The keyword all indicdtes that an error flow specification apfalieés to incoming or outgoing error propg

an error source the c
component is an error
can be mapped to all 9
propagation, and all in
interpretation if no errd

E.7.3 Error Prop

Error propagation paths represent the flow of error propagations between components. Error

determined by the cor
by the binding of appli
paths to represent errqg
the AADL core model.

he error type set. If an error source declaration does not include the optional
ced error propagation point determines the error types or type products.

hn error sink specifies that the component is the sink for all incoming errors|
this error type set. If an error sink declaration does not include the optional ¢
ced error propagation point determines the error types or type products.

coming error types or type products that are contained’in ‘the error type se
e target error type instance of the outgoing error progagation point. If the op
d, then the target error type or type product is determined by the type mappin
. If no use mappings clause is specified, thenthe incoming error type or
or type instance. If the optional error type set of the'incoming error propagation

bmponent is an error source for,ally outgoing error propagations. In the cas
sink for all incoming error propagations. In the case of an error path, an inco
utgoing error propagations, allincoming error propagations can be mapped to
coming error propagation can be mapped to all outgoing error propagations. 7
r flows or outgoing propagation conditions (see section E.10.1) are declared.

agation Paths and-User-defined Propagation Points and Paths
nections petween components, both application components and platform c

cation, components to platform components. In addition, users can declare |
r propagation paths between components for which there is no connection or

error type set, then the

of error types or type
rror type set, then the

of the incoming error
tional target error type
g set referenced in the
type product instance
points is not specified,

of the error propagation point determines the-incoming error types or type products, for which the

gations. In the case of
e of an error sink, the
ming error propagation
a single outgoing error
[he latter is the default

bropagation paths are
bmponents, as well as
ropagation points and
binding relationship in

Syntax

propagation_paths ::=

propagation paths

{ propagation_point }"

{ propagation_path }*

end paths ;

propagation_point ::=

defining_ propagation_point_identifier : propagation point ;

propagation_path ::=
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defining_observable propagation_path_identifier :

source_qualified_propagation_point ->

target_qualified propagation_point ;

qualified _propagation_point ::=

{ subcomponent_identifier . }* propagation_point_identifier

Naming Rules

(N37) The defining identifier of a propagation point identifier must be unique within the namespace of the subclause for
which the propagation point is defined.

(N38) The defining id

subclause for w|

(N39)
namespace of t
Model subclaus

The following matching rules apply to error propagations on the source and destination of error prop

between components
(L23) The error type
propagation.
(L24) The error type
outgoing error

The direction o
must be incomi

(L25)

(C5) The error type s

set of the destin
(C6) The set of unspq
type set of the d
(C7) The destination
incoming error p
declaration, and

The qualified prppagation point reference in a propagation path declaration mustexist in the

bntifier of a propagation path identifier must be unique within the namespa
nich the propagation path is defined.

ne component classifier of the qualifying subcomponent, if present; or in the n
b containing the propagation path declaration.
Legality Rules

see Figure 20 later in this section):
Set of the outgoing error propagation must be’contained in the error type se

set of the incoming error containment:declaration must be contained in thg
ontainment declaration.

the error propagation or errorcontainment for the source must be outgoing
ng.

Consistency Rules

bt for the error propagation source of an error propagation path must not inter
htion error containment declaration or with or the set of unspecified error prop

peified erfor)propagation types of an error propagation path source must not
bstination error containment declaration or the set of unspecified error propag

of-an error propagation path is robust against unintended error propagatior

ce of the Error Model

Error Model subclause
amespace of the Error

agation paths

[ of the incoming error

b error type set of the

and for the destination

sect with the error type
pgation types.

ntersect with the error
ation types.

s if the type set of its

ropagation declaration contains te error type Set of the Source error propagation, error containment

any unspecified error propagation type.

Semantics

The following rules specify error propagation paths that are defined in a core AADL architecture model. Propagations may

occur from

e aprocessor to every thread bound to that processor and vice versa

e aprocessor to every virtual processor bound to that processor and vice versa

e aprocessor to every connection bound to that processor and vice versa

e avirtual processor to every virtual processor bound to that virtual processor and vice versa

e avirtual processor to every thread bound to that virtual processor and vice versa
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e avirtual p

rocessor to every connection bound to that virtual processor and vice versa

e a memory to every software component bound to that memory and vice versa

e a memory to every connection bound to that memory and vice versa

e abustoe
e abustoe

e avirtual b

very connection bound to that bus and vice versa
very virtual bus bound to that bus and vice versa

us to every connection bound to that virtual bus and vice versa

e adevice to every connection bound to that device and vice versa

e acomponentto each component it has an access connection to and vice versa, subject to read/write restrictions

e a component from any of its outgoing features through every connection to components having an incoming

feature to

e asubprog

which it connects

fam caller to every called subprogram (expressed by subprogram access con

(and the opposite direction)

e aprocess
virtual pro
i.e., two th

thread group, or thread to every other process, thread group, or thread that is

e aconnection to every other connection that is routed through any shared bus, virtual bus

except for

Error propagation path

component. These
subcomponent can b
declaration.

Error propagation and

propagation path must

are propagation paths between propagation .points of two subcompon
P any subcomponent in the component hierarchy of the component with

error containment declarations on outgoing features and bindings that are
be consistent with those of incoming\features of the target of an error propa

illustrates these consigtency rules visually.

s between propagation points are declared as propagation paths in the errof

hections or call binding

bound to any common

cessor, processor or memory (Note that address space boundary)is enforced at the process level,
reads inside the same process may affect each other beyond the-specified error propagation points).

processor or memory,

connections for which space and time partitioning is enfotced on all shared rg@sources.

model subclause of a
ents. The referenced
the propagation path

the source of an error
jation path. Figure 20

e The first rlile shows that it is acceptable;when a source indicates it does not intend to gropagate an error of a

certain tyf

regarding
type.

e and the destination indicates it does not expect such as error type or th
a known error type. i.ey,

e The second rule indicates that it is acceptable for the destination to indicate that it expec
while the gource indicates:that it does not intend to propagate errors of the same type.

e The third

ule indicates that it is acceptable for the destination to indicate that it expect

and the squrce jndicates error propagation of the same type or nothing is specified for t

e The fourth
a given tyj
error type.

rule |nd|cates that |t is not acceptable for the destination to indicate that |t do

e destination is silent

it has not specified an error propagation or error containment for the given

(s error of a given type,

5 error of a given type,
e given error type.

s not expect errors of
pnt with respect to that

e The fifth rule indicates that it is not acceptable for the destination to be silent on the propagation of a known

error type

and the source to indicate propagation or also be silent.

These consistency rules are reflected in the legality and consistency rules earlier in this section.


https://saenorm.com/api/?name=4edf140968d4c2155719a87b36e61498

SAE INTERNATIONAL

Page 96 of 134

A component may spegify that it intends to contain errors of a given type. This is under the-assumpti

is implemented accord
be contained. A destin
propagated.

E.8 Erro
In this section we intrg
set of states and trans
events, recover events

error behavior state m
probability. The resulti

The error behavior stg
resulting in a more con
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Figure 20 - Consistent and inconsistent error propagation paths

ation component is robust to such unintentional error propagatians if it expectg

Behavior State Machines
duce the concept of an error behavior state machine. An error behavior state
, and repair events as well as incoming prepagated errors. An outgoing trans
achine may branch to one of several targét states, one of which is always s¢

g state can affect outgoing error propagations.

te machine can be defined as atyped token state transition system similar
pact representation. This is accamplished by associating error types and type s

on that the component

ing to specification. A component may unintentionally propagate-an error althpugh it was declared to

such error types to be

machine consists of a

itions between the states. The trigger conditions for the transitions are expressed in terms of error

tion from a state in the
lected with a specified

to a Colored Petri net,
bets with error behavior

events, states and err¢r propagations to specify acceptable types of tokens. The current state, when typed, is represented

by a type instance. Se

A component can sho
represented by one or
result of an activated f
Similarly, recover and
behavior state machi
implementation throug
(section E.11).

Ction Annex E.8.3 elaborates on typed error behavior state machines.

v nominal behavioryTepresented by one or more working states, or it can shoy
more nonworking states. A component can transition from a working state to
ault (error event), or due to the propagation of an error (error propagation) fro
repair evenis-can transition the component from a nonworking state to a v
ne is a.feusable specification that can be associated with one or more
h a component error behavior subclause (section E.9) and a composite err

v anomalous behavior,
a nonworking state as
M another component.
orking state. An error
component type and
or behavior subclause

Component error beha

ViOr SUDCausES attow the uSer to Specify transition trigger Conaitions T ternms

of the error type token

of a typed error behavior state, error behavior events, and incoming error propagations. In addition, these subclauses allow
the user to specify conditions in terms of the current state and incoming error propagations under which outgoing error
propagations occur, and errors are detected.

Composite error behavior subclauses allow the user to specify conditions under which a composite error state is the current
state — expressed in terms of error states of subcomponents.

Syntax

error_behavior_state machine ::=

error behavior defining_state machine_identifier

[ use types error_type library_ list ; ]

[ use transformations error_type transformation_set reference ; ]
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[ events { error_behavior_event }* ]

[ states { error_behavior_state }* ]

[ transitions { error_behavior_transition }*]

[ properties { error_behavior_state machine_emv2 contained_property_association }* ]

end behavior ;

error_behavior_event ::=

error_event | recover_event | repair_event

error_event ::=

defining_error_behavior_event identifier : error event
[ error_type_set ]
[ if errof_event condition ] ;

error_event_condition ::= string_literal

Note: error_event _condition states what condition must be met for the event to{rigger. Example: temp > Max_Temperature
(Above_Range error type). This is currently expressed as string value. The intent is to support the Copstraint Annex notation
in its place.

recover_event|::=
defining_error_behavior_event identifier™ recover event
[ when rec¢over_event_initiators ]

[ if errof_event condition ] ;

event_initiators ::=
( initiator|reference { (; yinitiator_reference }* )

initiator_ref¢rence i =
mode_transition<{reference | port_reference | self _event reference

Note: event _initiation allows the modeler to specify the event (from a port or a component event soufce) or mode transition
in the AADL core model that initiates recovery or repair.

repair_event ::=
defining_error_behavior_event identifier : repair event

[ repair_event initiation ] ;
error_behavior_state ::=
defining_error_behavior_state identifier : [ initial ] state

[ error_type set ] ;

error_behavior_transition ::=
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[ defining_error_transition_identifier : ]
error_source_state —[ error_condition ]->

( error_transition_target | error_transition_branch ) ;

error_source_state ::=

all | ( source_error_state_identifier [ source_error_type_set ] )

error_transition_target ::=

( target_error_state_identifier [ target_error_type_instance ] )
| same state

error_transition_branch ::=
( error_transition_target with branch_probability

{ , errof_transition_target with branch_probability }* )

error_condition ::=

error_condition_trigger

| ( error_condition )

| error_condition and error_condition

| error_condition or error_condition

| numeric_literal ormore

( error_cgondition_trigger { , error_condition_trigger }* )

| numeric_literal orless

( error_cgondition_trigger, {., error_condition_trigger }* )

error_condition_trigger J:=
error_behavior_event _identifier [error_type set ]

| [ in ] ¥ncomifig_error_propagation_point [ error_type_set_or_noerror ]

| subcomponent_identifier . outgoing_error_propagation_point [
error_type_set_ar_noerror ]

branch_probability ::=

fixed_probability_value | others

fixed_probability value ::=
real_literal |
( [ property_set _identifier :: ] real property_identifier )

Note: the property name is interpreted as a symbolic label whose value is determined by its property value associated with
the transition, or will be supplied separately to an analysis tool.
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(N40)

(N41)

(N42)

(N43)

(N4d)

(N45)

(N46)

(N47)

(N48)

(N49)

(N50)

(N51)

(L26)

(L27)

(L28)

Naming Rules

The defining identifier of an error behavior state machine must be unique within the namespace of the Error Model
library, i.e., must not conflict with defining identifiers of other error behavior state machines, of error type, type sets,
type mapping sets, and type transformation sets.

The error behavior state machine represents a hamespace for error behavior events, error behavior state, and error
behavior transitions. Their defining identifier must be unique within the namespace of the error behavior state
machine.

The reference to an error behavior state machine must be qualified with the package name of the Error Model library
that contains the declaration of the error behavior state machine being referenced. This qualification is optional if the

referenced error behavior state machine is declared in the same Error Model library as the reference.

The use types
referable within

References to a
behavior state (
clause of the co

References to a
in the namespa
subclause.

The source stat
error behavior s

The behavior e\
in the namespa

The incoming ¢
component that]
reference, ifit c

The subcompor
component impl
identify an error,

The type transfd
Model library co

he error behawor state machlne declarat|on (see also Sectlon E.4 Naming/R

error type or error type set of an error_type_set statement in an érrorev
leclaration must exist in the namespace of one of the Error Type’libraries |
taining Error Model subclause.

error type or error type set of an error_type_set statement in a transition
ce of one of the Error Type libraries listed in the use types clause of the ¢
b reference and target state reference must identifya defining state identifier irj

fate machine containing the reference.

ent reference of an error condition trigger must identify an error event, recove
Le of the error state machine containing;the reference.

rror propagation reference of an @rror condition trigger must identify an er
contains the error condition expression. The keyword in is used to qualify|
pnflicts with a defining identifier’of an error state or error behavior event.

ent reference of an error.condition trigger must identify a subcomponent in

propagation in the referenced subcomponent.

rmation setreference in a use transformations statement must exist in the n
ntaining the, reference or in the Error Model library identified by the qualifying

The emv2_anng

machine prope
error state trans

x_specific_path of anemv2_contained_property_associationin

ed Error Type libraries
Lle (N5)).

ent declaration or error

sted in the use types

declaration must exist
ontaining Error Model

the namespace of the

I event, or repair event

ror propagation in the
the error propagation

the namespace of the

ementation containjing:the error condition expression. The outgoing error propagation reference must

amespace of the Error
package name.

an error behavior state
r event, error state, or

|es sect|on must COI”ISISt of reference to an error event, recover event repa

achine. For error events

and error states this reference may 0pt|onally be foIIowed by an error type reference separated by a dot
(“.").This error type reference must be an error type included in the error type set associated with the error event or

error state.

Legality Rules

The optional error_type_set of a transition source state or transition target state must be contained in the
error_type_set declared with the referenced state.

The optional error_type_set of a transition condition element must be contained in the error_type_set
declared for the referenced error event or incoming error propagation.

The probabilities of the outgoing branch transitions must add up to 1, or be less than one if one branch transition is
labeled with others.
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(L29) The optional error_type_set of a source error state must be contained in the error type set specified with the
defining state declaration.

(L30) The optional error_type_set of a target error state must be contained in the error type set specified with the
defining state declaration.

(L31) The optional error_type_set of a transition condition element in a component specific transition condition
expression must be contained in the error type set specified with the defining error event or incoming error
propagation declaration.

(L32) The logical and operator takes precedence over the logical or operator. The orless, and ormore constructs
represent logical primitives and take precedence over the logical operators.

(L33) The error_condition_trigger of a transmon must only refer to error behawor events, when the error behavior

transition is deg B v Medel library.

Semantics

An error behavior stafe machine declaration consists of a specification of error, recover; and rgpair events, and of a
specification of error behavior states and transitions.

An error behavior statg machine specification can be reused by associating it with egmponents in component error behavior
specifications (section(E.9) and composite error behavior specifications (sectiofyE.11).

An error behavior stateé machine can be defined as a typed token state transition system by associating error types as type
sets with error events and state. This leads to a more compact error behavior specification.

E.8.1 Error, Recpver, and Repair Events

The Error Model langy
repair events. An erro
an error state that rep|
recovery from a nonw
represent longer durat]

Separately declared €
events may be handle

age distinguishes between three kinds’of error behavior events: error events,

event instance represents fault activation within a component and will result
Fesents the resulting failure mode‘and in an outgoing error propagation. Reg
brking state to a working statexFhis is used to model recovery from transien

recover events, and
in a state transition to
over events represent
errors. Repair events

on repair action, whose completion results in a transition back to a working state.

rror, recover, and repair events are considered to occur independently. Sin
d in non-deterministic order. For example, the declaration of an error event r

hultaneously occurring
bpresents out of range

values and a separate|error event represents late delivery of data.

An error event can be|annotated with the name of the error type that identifies the activated fault.
named in a transition indicating that its occurrence will trigger a transition.

An error event may be

An error event may be annotated with the system condition (expressed by if) that results in the actiyation of the fault. This
condition is specific to[the-component and may be expressed in terms of component properties, fea‘ures, and state.

An occurrence probability can be associated with error behavior events. It can be declared in the properties section of the
error behavior state machine, in which case it applies to all uses of the state machine. Component type specific values can
be declared as part of the component error behavior declaration in the Error Model subclause specified for a component
type or component implementation. In this case the value applies to all instances (subcomponents) of the classifier. Finally,
a subcomponent-specific value can be assigned by declaring it in the error model subclause properties section of an
enclosing component implementation or in the core AADL model using a contained property association with an annex-
specific fragment of the containment path (see AS5506B Section 11.3).

For error events that have been declared with an error type set, occurrence probabilities can be specified for specific error
types in the type set. It represents the probability with which an error event of that type can occur. If it is specified for an
error type that represents a type hierarchy, i.e., has subtypes, then it represents the probability of an error type token of the
specified type, i.e., the probability with which any of the subtypes can occur without an explicit probability allocation to each
individual type unless a separate occurrence probability is assigned to each of the subtypes. The probability of an error type
product is determined as the product of the type product element probabilities.
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If the error type set of an error event includes both single error types and error type products, then the occurrence probability
value assigned to an error type represents the probability that the error type occurs either as a single valued type token or
as part of a token instance of a type product. In this case, the occurrence probability for a single valued type token and for
type token representing a product can be inferred from the specified probabilities.

A recover event may be used to model transient error behavior of a component in that it represents the trigger to return from
a nonworking state to a working state. A DurationDistribution property indicates a distribution over a time range as the length
of time the component transiently stays in an error state. By default it has an occurrence probability of 1.

A repair event represents a repair action. In some modeling scenarios it may be sufficient to represent the completion of a
repair action as a repair event, while in other modeling scenarios it is useful to distinguish between the initiation of the repair
action and the completion.

A duration property and an occurrence property characterize the repair event. A DurationDistribution property indicates a
time range reflecting_the duration of a repair as well as the distribution over the durgtion time range. An
OccurrenceDistributiom property is used to indicate when a repair is initiated.

A recover or repair evgnt declaration may include a when clause to specify the initiator of the @vent in the core AADL model.

This initiator can be a
any of them can repre

Recovery or repair mg

mode transition, an event from a port, or a component internal event.JIf multi
bent the initiation.

y succeed or fail. This is represented by a branch transition‘that is triggered

ple initiators are listed,

by a recover or repair

event and has two branches, one for successful recovery or repair and one for failure to complete ffecovery or repair. The

probability specified fo
E.8.2 Error Behd

An error behavior statq
triggered by error ever

An error behavior stat
state indicates that thg
malfunctioned or has
states.

Error behavior events
error behavior state.

behavior events, or as
well as error behavior

An error behavior tran
The keyword all may
that an error state doe|

r each branch indicates the probability of success or failure.
lvior States and Transitions

machine consists of a set of error behavior.states and transitions between th
ts, repair events, and incoming error propagations.

b can be marked as working state, er\nonworking state through the StateKin|
component is operational, while.ahonworking state indicates that the compo
ost its function. A component.¢an have one or more working states and ong
and incoming error propagations of an error behavior state machine can trigd
component spegifietransitions in terms of incoming error propagation point

bvents (see Segtion E.9).

pe used-that the transition applies to all source states. An error behavior trar
5 not‘ehange when a transition condition is satisfied by declaring the target ag

A transition can be a b

em. Transitions can be

d property. A working
nent is erroneous, i.e.,
b or more non-working

er transitions to a new

ransitions can be declared as part of the error behavior state machine declaration in terms of error

5 of the component as

Sition specifies a transition from a source state to a target state if a transitiof condition is satisfied.

sition can also specify
same state.

nnhhing transition with mi |Ifip|n fnrgnf states. Qnce the transition is f::l(nn, ond

of the specified target

states is selected according to a specified probability with fixed distribution. The probabilities of all branches must add up
to one. One of the branches may specify others — taking on a probability value that is the difference between the probability
value sum of the other branches and the value one.

An example use of a branching transition is that an error event may trigger a transition with two branches, one to a target
state representing a permanent error and the other target state representing a transient error. Failure in a recover or repair
action can be modeled in a similar fashion by one branch representing a successful recovery or repair and the other
representing recovery or repair failure.

The transition condition expression of an error behavior transition declaration can specify one or more alternative conditions,
one of which must be satisfied in order for the transition to be triggered. Multiple error behavior transition declarations may
name the same source and target state. In this case the transition condition expression of each transition declaration is
considered to be an alternative transition condition.
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An alternative transition condition specifies all the error behavior events and error propagations that must be present in
order for the condition to hold (conjunction). Any error propagation point not specified must not have an error propagation

present. For example,

assume a component with two incoming ports port1 and port2.

e |If an alternative transition condition specifies a single error propagation point, e.g., portl{BadValue}, by
itself, then all other incoming error propagation points must not have a propagation present. If the alternative
transition condition specifies portl{BadValue} and port2{BadValue}, then the condition is satisfied if
error propagations are present on both ports.

e |If each port is referenced by itself in a separate alternative transition condition, i.e., portl{Badvalue} or
port2{BadValue}, then the transition condition is satisfied if port1 has an error propagation present and port2
does not have an error propagation present, and vice versa, but is not satisfied when both ports have an error
propagation present (exclusive or of alternatives).

o |If the alternative transition condition specifies 1 ormore (portl{BadValue},port2{BadvValue}), then

the condit

Note: we chose to intd
assume that they are ¢
the other error propag

Separately declared €
separately. If they oc
may specify one error

Simultaneous occurre
more than one eleme
and LateValue occurri

The set of outgoing er
unambiguous for a giv4
and incoming error prd

A transition can be de
by same state) and, if

Specifying conditions
propagations allows y
propagation declaratio|
rules expressing this ¢

package Recovd

htion points have NoError.
fror behavior events within the same components or different®@omponents a

event or combinations of error events as a transition condition.

g simultaneously.

bn component, i.e., they must uniquely.identify the target state for a given state

typed, its error type token remains the same.

under which the error behavior state of a component is affected or not affe
s to check for full coverage of incoming propagated errors as well as for

AN be found in Section E.9.

Example

erErrorModelLibrary

public

on is satisfied if error propagations are present on either port or on both ports

ur at the same time then an arbitrary occurrence order is assumed. An error

pagations. The consistency rules expressing this can be found in Section E.9,

Clared as a steady state transition. In this case the error state remains the cy

ns, error containment declarations, and error flow specifications for the compg

rpret listing a single error propagation point as all others being error free,"because modelers often
lealing with one incoming error propagation at a time. Optionally, the-uSercar

explicitly indicate that

e considered to occur
behavior specification

nce of errors of more than one type is modeled by.atyped error event with ah error type product of
Nt type. For example, an error event declared withr{BadValue*LatelLate}

represents BadValue

For behavior transitions from the same squrce error behavior state to different target states must be

error behavior events,

rrent state (expressed

tted by incoming error
consistency with error
nent. The consistency

annex EMV2 {**

error behavior Example

events

SelfCheckedFault: error event;

UncoveredFault: error event;

SelfRepair: recover event;

Fix: repair event;

states

Operational:

initial state;

FailStopped: state;
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FailTransient: state;

Fai lUnknown: state;

transitions

SelfFail:

Operational -[SelfCheckedFault]->

(FailStopped with 0.7, FailTransient with 0.3);

Recovery:

FailTransient —[SelfRepair]-> Operational;

UncoveredFail: Operational -[UncoveredFault]-> FailUnknown;

end behavior;

end RecoverErrorModelLibrary;

E.8.3 Typed Errd

A typed error behavior
products.

An error event may bd
event will be of one of
instance of an error eV

An error behavior statq
state as its current sta

The set of type instang
with a given error type
or incoming propagati
effectively transitionin
new type instance.

A transition out of a sd
constraint determines

r Behavior State Machines

state machine represents a typed token state transition system with“instance

declared with an error type that represents a type hierarchy. In this case al
the types in the type hierarchy. If the error event hasdeen specified with an
ent will have a type instance.

e may be declared with an error type or type setxWhen an error behavior stat
e, then the current state includes a type instafice that is contained in the spec

es making up the error type set of a state'can be viewed as sub-states. A tran
instance effectively is a transition into\the respective sub-state. While in a ty
ns can trigger a transition to a different state or a change of the type instanc

between the sub-state representing the original type instance and the sub-

urce error state can optionally be constrained by declaring an error type set
for which type instanees-of the current state the transition applies.

The optional constrai

t on an error event reference in a transition condition expression deteri

instances of the error ¢vent trigger thetransition.

The optional constrai

on an_errer propagation point reference in transition condition expression (

type instances of the ipcoming error propagation affects the transition.

5 of error types or type

n instance of the error
error type set, then an

b machine has a typed
ified type set.

sition into a typed state
bed state, error events

e for the current state,
state representing the

bn the error state. This

ines which error type

etermines which error

The error type instancg of/a typed target state of a transition is determined as follows:

e |If the target state of a transition has a target type instance declared, then it represents the target state error
type instance.

o |If the target state of a transition does not have a target error type declared, then type transformation rules
associated with the error behavior state machine via use transformations are used to determine the target

error type.

e If no target error type or type transformation rules are specified then default rules apply (see paragraph 44).

Type transformation rules determine the target error type of the state by matching the source error type with the source
element of the transformation rules and the contributor error type with the contributor element of the transformation rules
(see Section E.13 for details). In the case of multiple contributors, e.g., a conjunction in a transition trigger condition, the
transformation rule is applied repeatedly in the order of the conjunction elements.
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The default rule to determine the target error type is as follows:

o |If the source state of the transition is not typed, then the target error type of the state is that of the triggering
error event if there is one triggering error event that is typed, or there is one incoming error propagation as
condition element.

e If the source state is typed and the error event is not typed, then the target error type is that of the source state.

The example below shows a typed error behavior state machine for which the default rule applies to determine the error
type token of the target state.

Example

package TypedErrorModelLibrary

public

annex EMV2 {**

error types
MyFault: tyj
DetectedFau
UndetectedF{
end types;
error behaviol
use types Typd
events
Fault: er

SelfRepair

states
Operationd
FailTrans
Fai lPermal
transitions
SelfFail
(Failf
Recovery
Uncovereq

end behaviof

end TypedErrol

E.9 Pred

The Error Model langu
be used in componer

e;
t: type extends MyFault;
ult: type extends Myfault;

- Example
bdErrorModelLibrary;

ror event {MyFault};
I recover event;

l: initial state ;
ent: state {DetectedFault};
ent: state {MyFault};

Operational -[Fault{DetectedFault}]->
ermanent with 0.7, FailTransient with 0.3);
FailTransient —[SelfRepair]-> Operational;
iIFail: Operational -[Fault{UndetectedFault}]-> FailPermang

‘ModelLibrary;

eclared Error.Behavior State Machines

age includes a set of predeclared reusable error behavior state machines. Theg
t erret, behavior and composite error behavior declarations and refined w

information, such as o

and error behavior transitions.

ccurrence probability of error and recover events, and with component-specifi

Nt ;

se state machines can
th component-specific
C error behavior events

-- state machine f
error behavior Fai
events

Failure : error ev
states

Operational : init
FailStop : state ;
transitions

FailureTransition :

end behavior ;

-- state machine f
error behavior Deg

Syntax

or simple FailStop behavior
1Stop

ent ;

ial state ;

Operational -[ Failure ]-> FailStop ;

or Degraded then FailStop behavior
radedFailStop
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events

Failure : error ev
states

Operational : init
Degraded: state;
FailStop : state ;
transitions
FirstFailure : Ope
SecondFailure : De
end behavior ;

-- state machine f
error behavior Fai
events

ent ;

ial state ;

rational -[ Failure ]-> Degraded ;
graded -[ Failure ]-> FailStop ;

or Failure with Recovery behavior
1AndRecover

Failure: error eve
Recovery: recover
states
Operational: initi
Failed: state;
transitions
FailureTransition
RecoveryTransition
end behavior;

-- state machine f
error behavior Deg
events

Failure : error ey
Recovery: recover
states

Operational : init
Degraded: state;
FailStop : state ;
transitions
FirstFailure : Ope

RecoveryTransition|:

SecondFailure : De|
end behavior ;

-- state machine f

Tt
event ;

al state;

: Operational-[Failure]->Failed;
:Failed-[Recovery]->Operational;

or Degraded with Recovery and FailStop bekavior
radedRecovery

ent ;
event ;

ial state ;

rational -[ Failure ‘]-> Degraded ;
Degraded -[ Receveéry ]-> Operational;
oraded -[ Failure’/ ]-> FailStop ;

or Trangient and Permanent failure behavior

error behavior Pen
events

anentTkansientFailure

Failure: error eveht.;
Recovery: recover event;

states
Operational: initi
FailedTransient:
FailedPermanent:
transitions

al state;
state;
state;

failtransition: Operational-[Failure]->(FailedTransient with EMV2::TransientFailureRatio,

FailedPermanent wi

RecoveryTransition :

end behavior;

-- state machine for Failure with Recovery behavior where recovery can fail

error behavior Fai
events
Failure: error eve

th others);
FailedTransient-[Recovery]->Operational;

1RecoveryFailure

nt ;
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Recovery: recover
states
Operational: initi
Failed: state;
FailStop: state;
transitions
FailureTransition

RecoveryTransition :

with others);
end behavior;

event;

al state;

: Operational-[Failure]->Failed;

Semantics

Failed-[Recovery]->(Operational with EMV2::RecoveryFailureRatio, FailStop

The predeclared error behavior state machines are declared in the Error Model library called ErrorLibrary. These state
machines can be used in component error behavior and composite error behavior declarations through the use behavior

clause.

Users of these state
events. Users of this
transitions that are trig

The FailStop error beh
results in FailStop errg

The DegradedFailStop
(error event) results in

The FailAndRecover {
specified probability an
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The following example makes use of the predeclared error behavior state machines. The sensor device has a component-
specific occurrence probability, and the actuator device has a component-specific error event, transition, and occurrence
probabilities, as well as a duration before recovery from the transient failure is complete.

package EBSMExampleUse

public

with EMV2;
device sensor
features

sensorReading: out data port;
annex EMV2 {**
use behavior ErrorLibrary::PermanentTransientFailure;

properties

EMV2: :OccurrenceDistribution => [ ProbabilityValue => 1.0e-4;

Distribution => fixed; ] applies to Failure;
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