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1.

1.1

SCOPE:

ARP1834 provides general guidance for the selection, approach to, and performance of various
kinds of F/FA of digital systems and equipment. Its prime objective is to present several
industry-acceptable, cost-effective methods for identifying, analyzing, and documenting
digital-equipment failure modes and their effects. The analysis techniques and considerations
presented here are directed to digital-equipment hardware faults and failures exclusively.

ARP1834 is not mtended as an exhaustive treatment of the enormously complex process involved

in the analytical
definitive listing pf the necessary and sufficient steps and actions for such evaluatien.

ARP4761 provides updated methods and processes for use on civil aircraft safety a
When analyzing|these types of systems, ARP4761 should be used in lieu ohthis AR

ARP1834 addregses the following areas of consideration in the preparation and per
F/FA's for digital equipment:

Possible An
Fault/Failure

luation of complete digital systems, nor as a universally a

lysis Approaches: Top-Down and/or Bottom=Up (Section 3)
Modes, as they affect equipment operation‘and performance (Secti

plicable,
ssessment.
P.

ormance of

on 4)

Fault Monitofing Methodology: Reasons for, types of,:@nd effectiveness (Section 5)

Analysis Me
Use of ARP18

If this docume
certification by
establish the s
applications of]
need to be neg
between the p

For digital systems performing functions that are critical and/or essential (see 3.2.1

hods: Preparation for, types of, effectiveness and coverage (Sectio
B4 Guidelines for Safety Certification:

Nt is used as guidance for.analyses involved in achieving digital-equ
a regulatory agency, early coordination with that agency should be
cope and level of analysis effort that will be required to show compili

otiated on a case-by-case basis between the applicant and the age
ime contractor.and his subcontractor or equipment supplier.

be possible to

design technigues.aimed at producing a fault-tolerant system. A goal for these de
techniques is tEe_possLnle_Leduntmm_aLehmmaﬂan_czﬂhe_neediaLpan;I.esLQIEMEA

demanstrate compliance with safety-certification requirements withg

n 6)

pment safety
nitiated to
ance. Specific

F/FA processes diScussed herein (and quite possibly others omitted here) will

ncy, and

), it may not
ut the use of
5ign

This

consideration is of pivotal importance, because thorough, accurate and dependable FMEA of
contemporary microcircuits is not a feasible undertaking (see 6.1.3.6.1). The depth of the F/FA
required to show compliance will be strongly influenced by such techniques. Typical design
techniques which may be used in various combinations include:

a. System Architecture

(1) Similar Redundancy

(2) Dissim
(3) Signal

ilar Redundancy
Consolidation or "Voting"

(4) Hardware Functional Partitioning
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1.1

(Continued):

b. Fault Detection and Isolation

(1) Com

parison Monitoring between redundant elements

(2) In-line test and monitoring

objectives and in

cedence. Nothing

(3) In-line reasonableness checks
c. Fault Response
(1) System reconfiguration
(2) Opgrational mode changing
(3) System shutdown
Although such design considerations are outside the scope of this. dacument, thiey must be taken
into account by system designers and analysts in meeting overallSystem-safety
establishing the level of effort required for the F/FA.
2. REFERENCHS:
2.1 Applicable Documents:
The following publications contain information ielative to applications of tail bumpers. The latest
issue of SAE publications shall apply. The applicable issue of other publications shall be the
issue in effgct on the date of the purchasé.order. In the event of conflict betwegn the text of this
specificatiox and references cited herein; the text of this specification takes pre
in this specffication, however, supersedes applicable laws and regulations unlegs a specific
exemption has been obtained.
2.1.1 SAE Publ|cations: Availablefrom SAE, 400 Commonwealth Drive, Warrendale, PA
15096-0001.
ARP926A
ARP4761
2.1.2 U.S. Government Publications: Available from DODSSP, Subscription Services Desk,
Building 4D, 700 Robbins Avenue, Philadelphia, PA 19111-5094.
MIL-HDBK-217
2.1.3 RTCA Publications: Available from RTCA Inc., 1140 Connecticut Ave., NW, Suite 1020,

Washington, DC 20036.

RTCA Doc

ument No. DO-178
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2.1.4 Other References:

AC 20-115

AC 25.1309-1

RAC

GIDEP (Government Industry Data Exchange Program)
McGough, J., Swern, F., "Measurement of Fault Latency in a Digital Avionics Miniprocessor,"
Flight Systems Division Bendix Corporation, NASA Contract NASI-15946, April, 1981.
Seshu, S. and Freeman, D. N., "The Diagnosis of Asynchronous Sequential Switching
Systems", IRE Transactions on Electronic Computers. Vol. EC-11 No. 4 August, 1962,

pp. 459-465.
Hardie, F. HJ and Suhocki, R. J., "Design and Use of Fault Simulation for Saturr) Computer
Design", IEEE Transactions on Electronic Computers, Vol. EC-16, No. 4; August 1967,

pp. 412-429.

Bertolino, L.,|Grefsrud, L. E., "Failure Analysis of Digital Systems Using Simulatipn®,
Proceedings| Reliability and Maintainability Symposium, 1977.

2.2 Glossary:

This glossary ¢ontains definitions of terms used in the text\otf this document.
ALGORITHM: | An explicit set of rules, generally mathematical in nature, for solving a particular

problem. Wheh this set of rules is applied to identified inputs, the desired outputs will be obtained
after a finite nymber of steps have been completed.

AVAILABILITY]: Probability that an item.is in an operable state when required.

(CPU) CENTRAL PROCESSING UNIT: The part of a computer that controls the ipterpretation
and execution pf instructions.

CERTIFICATION: The process of obtaining regulatory agency approval for a function,
equipment, system or air¢raft, by establishing that it complies with all applicable ggvernment

regulations.

CHANGE CONTROL: The process of evaluating, approving, and documenting a gystem
configuration s to the system

COMPARISON MONITORING: The technique of comparing a set of computed variables with a
corresponding set from an independent source.
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2.2 (Continued):

EMULATOR: Software run on a host computer that accepts the same input data, executes the
same programs, and yields the same outputs as the target computer. The emulation software
may execute on a host computer or on a computer similar to the computer that will actually be

used in the system. Emulators replace the computer in the system to enable th

e

computer/system interface to be tested, verified, and validated in an orderly fashion.

FAILURE: The inability to perform within specified limits.

FAULT: An[undesired anomaly in the functional operation of an equipment or.system.

FAULT ISOLATION: As used in reference to diagnostics or built-in-test €quipment, the ability to

identify the unit in which a fault has occurred.

FAULT MANAGEMENT: Those aspects of the system design which cover faultimonitoring

(detection), [fault response, fault storage and fault annunciatioryfor both operati
maintenancg purposes.

bnal and

FIRMWARE: A computer program that is stored in a fixed or "firm" way, usually in a read-only

memory.

FUNCTIONAL ISOLATION: The property of a system which provides effective
functions to|minimize adverse interaction.

separation of

HOST COMPUTER: Any computer used-to develop software for another (targgt) computer.

LINE REPLACEABLE UNIT (LRU); An assembly which forms part of a system,designed to be
removed and replaced in the gvent of failure to improve maintainability of a vehitle.

PARTITIONING: The process of determining how the system requirements will| be implemented
either in hardware and’its components or in software and its components. In sdftware,
partitioning jis said to_exist if co-resident tasks execute without any interdependgncy between

them.

PROCESSDRBASED SYSTEM: A system which uses a processor to control the timing and

execution of all functions in a pre-determined relationship.

REDUNDANCY: That feature of design architecture which provides more than
perform certain functions.

one means o

SIMULATION: The representation of physical systems and phenomena by computerized models,
€.g., an imitative type of data processing in which specialized computer programs are used to

mimic the behavior of a physical device or system.

STATE CHANGES: Conditions involving one or more bits changing from 0 to 1, or from 1 to 0.
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2.2 (Continued):

TARGET COMPUTER: The digital computer embedded in the operational equipment that
executes the operational software.

VALIDATION: The process of demonstrating, through testing in the real environment, or an
environment as real as possible, that the system satisfies the user's requirements.

VERIFICATION: The process of demonstrating the logical correctness of the software and

showing that i
VOLATILE ME
3. POSSIBLE APH

The prime criter|
provide credible
which affect sug
expected to be |
reflects how the
F/FA objectives

' performs according to its specifications.

ROACHES:

on for performing any of the F/FA processes depicted by Figure 1,
results in the most cost effective manner. Of the-various factors an
cess or failure per this criterion, the phase of development at which
performed and the analysis objectives are probably the most signific
iterative nature of F/FA, as the design progresses, can help to accg
in a cost effective manner.

TABLE 1 - F/FA Obijective Versus Development Phase

Development Phase Obijective

Preliminary Design To find design weaknesses,
single point failures and
potential hazards

Design/Development To assess safety, reli-
ability, maintainability
and availability

Design Acceptance To substantiate that

FMORY: A memory device which requires continuous power to,rétajn data.

should be to
d influences
the F/FA is
ant. Table 1
mplish these

equipment meets requirements |
—_—
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FIGURE 1 - Family of Fault/Failure Analysis Processes
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3. (Continued):

Factors which influence the particular F/FA approach to be utilized in conjunction with digital
equipment, can, for discussion purposes, be categorized under the following headings:

a.

3.1

3.1.1

Influences Vefsus System Types:

" The top-down analysis is initiated atthe system level, or top-assembly level, ang

Influence Factors

(1) Common to all systems F/FAs
(2) Non-processor-based system F/FAs
(3) Processor-based F/FAs

Factors affefting scope and approach of F/FAs
Approach cgnsiderations and comparisons for digital system F/FAs
Decision treg for civil aircraft F/FAs

Common tofall System F/FAs: There are two basic approaches to performing a

top-down approach and the bottom-up approach. (ARP926A calls these two thj

approach” and the "hardware approach," respectively.) As shown in Figure 1, t
bottom-up ahalysis or both may be utilized in conjunction with any F/FA. Norm
approach is |pased on considerations of clarity, emphasis, program phase,
equipment-development life cycle, etc.

ny F/FA: the
"functional
p-down or

lly the choice of

proceeds

, rather than in

downward through the hardware design (see Figure 2). Failure effects are idenfified in terms of
malfunction pf the system or equipment-item or of the loss of one of its functionj

terms of lowest-level-failuredimpact. Having identified the undesirable effects, t

determines if failures can ‘exist at the lower equipment levels that can cause the
effects. Fadlt-Tree Analysis is an example of top-down analysis.

is analysis
undesirable

a higher,
Em level as

postulated,

and the failure effects of each such failure mode on the next-higher equipment level are
identified. (In some such analyses, the failure rate and exposure time of each failure mode are

also assigned.) Failure Modes and Effects Analysis (FMEA) is an example of a
analysis.

For any equipment employing microcircuits, completion of a bottom-up analysis
electronic-part level is not ordinarily achievable, because (as discussed in 6.1.3.

bottom-up

initiated at the
6.1) a thorough,

accurate, and dependable failure-mode analysis of most microcircuits is not feasible.

ARP926A contains examples illustrating the mechanics of certain basic analyses. Additional
examples illustrating the use of these basic approaches on digital systems are provided in this

document.

-10 -
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RESPONSIBILITY

NOTES:

SYSTEM
~ SYSTEMS
L A L N INTEGRATOR
SUBSYSTEM
N\ : | s |
\ N #
\ BOX
Fo Lo o NE |4 l CONTRACTOR/
Py r"\ l '\* e SUBCONTRACTOR
COMPONENT
\ \
-<+——— SINGLE BOX —]
«——SIMPLE SYSTEM ———
- COMPLEX SYSTEM |
1. THE SIZE AND QUANTITY OF THE ARROWS REFLECT THE DEPTH AND SCOPE OF
THE ANALYSIS
2. THE DIRECTION.OF THE ARROWS INDICATES THE DIRECTION OF THE ANALYSIS
(TOPD N,sBOTTOM UP) -
INDICATED

3. THE AR

FIGURE 2 - Typical Analysis Flow - Scope, Direction, and Responsibility

-11 -
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3.1.2 Non-Processor-Based System F/FAs: The basic approaches described in ARP926A may be
used for simple, non-processor-based digital systems. The more complex non-processor-

3.1.3

based digital systems will probably require the application of techniques describ
document.

ed in this

Processor-Based System F/FAs: The basic F/FA approaches described for non-processor-
based digital circuits may be extended to processor-based systems. Typically, analyses are
performed using the functional approach. Where it is possible, the processor circuit is divided
into various basic functional elements. The function failure effects are in either case, however,

generalized n or incor I |
be taken whenever an incorrect function is assigned to a processor-based systé
processor may generate new and possibly undesirable functions if left uncorrec

The effect of these processor failure modes on the system is determinéd by evg
monitoring gnd response provisions in conjunction with software design and har
implementation.

me care must
m. The
ed.

luating the fault
dware

fect on the

For processpr-based systems, the functional approach may_ be effective if the e
system due [to a failure is dependent on the fault monitoring, the effectiveness o
evaluated.
perform an

which can be

ith procuring or regulatory agency concurrence, it may not be necessary to
lysis beyond the point of determining that‘critical and essential funcfion failure

modes are detectable by fault monitoring, plus verifying that the desired response will follow. It

may be only| necessary to initiate the hardware F/FA approach at the lowest lev
analysis for those cases where critical and essential function effects are determ
there is a nded to quantify the probability of any undesired event.

Special methods may be needed to(supplement the basic analytical hardware a
F/FA approgches where the effects.of failures are uncertain. These techniques
hardware, ap emulation of the-hardware, or a simulation of the hardware functio
may be simulated by one of the following methods:

a. Inthe tafget computer, replace functioning hardware with failed equivalent h
may contain individual failed gates, or

b. Inject fadlts atindividual device pins in the target computer, either manually
automatically, _or

| subject to
ned or where

nd functional
may use actual
Ns. Failures

ardware which

DI

c. Inject faults into a digital computer emulation of the target computer, or
d. Inject faults into a digital computer simulation of the function.

Section 6.2 contains a description of these special methods.

-12-
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3.2 F/FA Scope and Approach:
Factors that directly affect the required level and scope of analysis include:
a. Failure consequences

b. System Architecture (redundancy, function isolation),

c. Fault Management (monitoring techniques, effectiveness, comprehensiveness), and

d. Maintainability considerations.
Table 2 deals with different aspects of the scope of, and approach to, thetanaly
3.2.1 Failure Cpnsequences: A fundamental principle applicable to all equipment is

the selecled analysis approach should depend upon the severity of the worst
consequgnces.

For commercial airborne systems and equipment, a categorization of function
introducefd by RTCA Document No. DO-178 for software, implied by Part 25.1
Federal Aviation Regulations, recognized by Advisory Circulars AC 20-115 an
The criticglity categories with associated quantitative levels are shown in Tabl
by the FAA in AC 25.1309-1 as:

51S.

that the scope of
possible failure

criticality was
309(b), of the

d AC 25.1309-1.
e 2 and defined

a failure condition
he tlight crew to
rom improper

condition which
ht crew to cope
proper

ndition which

e conditions which

result from improper accomplishment or loss of critical functions must be extremely

improbable.
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TABLE 2 - One Example of Categorizing
Scope and Approach of Analysis

Criticality
Level

Analysis - Scope
and Approach
(may be required)

Associated Failure

Condition

Probability of Occurrence

(Reference FAA AC 25.1309-1)

Critical

Prelim. Hazard Analysis

Fault Tree Analysis

Extremely Improbable

Essential

Non-Essential

EMEA.
Probability Analysis
(supporting FTA)

FTA

FMEA

Analysis to determine
that system performs
only non-essential
functions; determine
if failure could
contribute to a failure
condition involving an
essential or critical
function.

(1 x 10° or less)

Improbable
(1 x10° or less)
May be probable

(1 x 10% or greater)

3.2.2 Architecturd: If the architecture {the arrangement and interrelationship of comp
system is siich that multiplé outputs are (for the most part) isolated from each o
separated, independentcircuits, the parts level F/FA task could be fairly simple
scope. However, if thécircuits are highly interactive, then the analysis task cou
and lengthy| This.is.particularly true when it is necessary, because of failure mq
tabulate and analyze every credible failure mode in the Line Replaceable Unit (1

When the a

elements, the failure modes become easier to analyze.

bnents) of the
her by utilizing
and limited in

d be difficult
pde criticality, to
|IRU).

n-interactive

3.2.3 Fault Management: Fault management includes: detection, response, storage and display.

There are a number of possible hardware and/or software means for implementing digital fault
monitoring. In any given application, it is a design responsibility to select fault monitoring

techniques which comply with the equipment specification safety requirements.
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3.2.3

3.2.4

3.3.2

(Continued):

If the system architecture is so configured as to rely heavily on in-line monitori
comparison of redundant signals) to reduce risk of adverse effects associated

ng (as opposed to
with failures,

then some method of fail-safe monitoring may need to be employed. Any such special
methodology will expand the scope of analysis required. If the fault monitoring is designed,
however, to detect specific failures, a proportionate reduction in F/FA scope (that is, numbers of
combinations of failures which need to be analyzed) can be achieved, provided that the fault
monitoring is successfully shown to perform its intended function, and does not cause

unnecessary loss of function. The effects of failures of fault monitoring

Maintainability Considerations: The scope of F/FA may be dictated by contrag
for minimyim proven levels of fault detection coverage. These requirements a
reduce lif¢ cycle costs by correct identification of faulty assemblies at various

For proce
consider.

sor-based digital hardware, software requirements become an add

must also be analyzed.

tual requirements
re intended to
evels of repair.

e following

e initiated. The

.| The top-down or

S.

tional

ion to be defined before the F/FA is started. The functional F/FA approach can be

vare safety
fault monitoring.

aches, costs are
e time-based and,
nd state processor

d particular state

time. Therefore it may not be pOSSlble to predict processor failure effects at i
to define how these events may be manitested at the output ports.

i ital elements

its output pins or

The better the fault management in the design, the less detail required in the F/FA. It may be
more cost-effective to use the functional F/FA approach initially and expand the analysis on
failure modes determined to be critical. The expansion of the analysis would then use the

hardware F/FA approach.
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TABLE 3 - Digital Systems Considerations

of F/FA Approaches
Consideration Bottom-Up Approach Top-Down Approach
1. Program Circuit Description No limit -
Phase to Product Release Conceptual Phase
to Product Release
2. Level of Detail More exhaustive for Relative to
ver componanis - saiecle SIem ts
for Analysis
3. Skill Level, Primarily in circuit Primarily in systems
Expertise design of technology aspects oftechnology
Refuired utilized utilized
4. Fagility No special facilities No-special facilities
Special needs required required
5. Faullt Management Assists in quantifying Assists in identifying
fault isolation need for fault isolatign
at intermediate level$
6. Software Design Helps to evaluate Helps to evaluate

Software implementation  Software scope

7. Safety Hazard Supports Analysis Hazard identification
Identification of.ldentified at system level
Hazards
8. Depign Changes Less Tolerant of More Tolerant of
changes; more likely changes; less likely
to require amended to require amended
F/FA F/FA

3.3.3 Skill Level, Expertise Required: The hardware F/FA approach requires a circuit design skill
level comparable to the technology utilized. The functional F/FA approach requires system
level expertise and an overall familiarity with the design objectives. For processor based digital
hardware, these approaches require an overall knowledge of the design, software and fault
management requirements.

3.3.4 Facility - Special Needs: The two basic F/FA approaches do not require any special facilities.
Other methods, as described in Section 6, require special facilities.
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3.3.5 Fault Management: Modern systems, particularly processor based systems, usually include a

3.3.5.1

3.3.5.2

significant amount of fault management. Fault management covers the various aspects of fault
detection, fault response, fault storage, fault display, and possibly fault correction. A system
with these built-in attributes can be analyzed in a completely different fashion than one without
them, or with only rudimentary capabilities. The process becomes one of analyzing the
effectiveness of the designed-in fault management capability rather than trying to postulate the
effects of specific faults.

Fault Detection: Fault detection is basically performed by defining the allowable behavior at
various points in the system in the non-faulted condition and then either monitoring

continuqusly or testing at intervals, or on demand, that these conditions hay.
violated| The analysis must confirm that failures are indeed detected.

not been

In many|cases, a localized bottom-up approach from postulated failure to the next higher
detection node will be needed. However, the task is usually simplified becayse the specific
behaviof in the faulted condition is not of interest, only the factihat it is distinguishable from

the non-faulted behavior. Usually, this may be accomplished by performing
known and controlled conditions. For example, an A-to<D converter can be
when it is off-line by inserting a known input and looking for the expected ou
output indicates a failure.

tests under
ested at a time
tput. Any other

Fault Rgsponse: The built-in fault response, (i.e-, the designed reaction to g detected fault)

depends on the specific purpose. Requirements for fault detection usually f
categorips: safety, operational, and maintenance:

requirements will usually involve high level system operations; ret
| selection, mode changing or even disconnect in some cases. Sed

al] into three

configuration,
tondary safety

resppnses may include relevant annunciations to the flight crew of primalry responses.

b. Operational requirements most commonly involve system status indicati
the flight crew for making decisions such as: whether to dispatch or not
allowed but only.degraded operation is available; etc.

c. Mairntenance requirements involve such functions as long term (non-vol4
OUtp’Jt (data bus or built-in display) of maintenance related data.

bNs required by
dispatch is

tile) storage and

In each case, the analysis must confirm that:
a. The required response(s) to a specific detected fault does indeed occur,

b. The designed response(s) to a specific detected fault is appropriate.

and
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3.3.5.3 Fault Storage and Display: In most cases, the system design will require short term (volatile)
and/or long term (non-volatile) storage of fault data in order to implement the required

responses.
Often local (built-in) or remote fault display is also required.

The analysis must include consideration of failures of the storage and display elements of the
system.

3.3.6 Software Design: Software should be considered from three main aspects, which are:

1. How hatdware failures can affect the execution of the operational program.
2. How haidware failures can affect the functional isolation of critical functions

3. How the Fault Management is designed, particularly those features which afe performed via
the operational program.

3.3.6.1 Effects on|Program Execution: A typical CPU breaks down into functional elements, as
follows:

a. Arithmetic Logic Unit (ALU)
b. Read Only Memory (ROM)
¢. Randdm Access Memory (RAM)

d. Interrupt Control

e. Timing and Control

bove elements
ts of some

pf a failure
which result in an incorrect state of one bit of a Program ROM. If the affected bit is part of a
dedicated data constant, the resulting arithmetical errors may be analyzable; however, if the
affected bit is part of an instruction, some of the effects will probably be unpredictable. In
either case (or any other ROM bit failure), the resulting change in a ROM checksum is a
predictable event.

For other failures, it may be necessary to rely on more indirect evidence that a failure
affecting software execution has occurred.
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3.3.6.1

3.3.6.2

3.3.6.3

3.3.7

3.3.8

(Continued):

The use of built-in self test techniques, such as a periodic execution of specific instructions
with controlled inputs, is one example. Another, in a wider sense, is the use of a Watch Dog
Timer (sometimes referred to as a heart-beat monitor) to check the program execution time
against an independent clock.

The analyst must determine whether failures of the hardware, which can affect program
execution, do indeed result in effects which, although not necessarily predictable, are
nevertheless detectable by one or more of the fault monitoring technigues applied.

Any resigdual postulated faults; i.e., possible faults for which detection is uricertain, will
probably have to be subjected to testing by one of the special methods desclibed in
Section 6.2.

Effect of| Failures on Functional Isolation: Functional isolation@f operational|program
elements, so that they do not cross physical storage device‘boundaries, is fdirly common in
the implementation of digital systems.

Part of the software consideration for a F/FA consists of analyzing the functipnai relationships
of varioys program segments and a comparisonwith the storage patterns injthe physical
devices to ensure that failures in a single storage device do not affect more than one critical
function

Fault Management Design: It is important that anyone analyzing a digital system be generally
familiar with the system requirements and how these are satisfied by the software design.
However, in one area, that of fatlt management, it is imperative that the analyst develop a
good unf@erstanding in the detailed specific requirements and the step by stgp instructions
which, when executed, implement the fault management design.
This kngwledge is essential for a proper evaluation of:

a. Failyre effects, including their detectability, and

b. The [ability’'of the system to respond correctly.

Safety Hazard Identification: The functional approach provides the ability to identify potential
hazards. The hardware approach may be required to support analysis of potential hazards,
(identified by the functional approach) for meeting acceptable probability levels.

Design Changes: The validity of a completed F/FA analysis is sensitive to follow-on hardware
or software changes, and depends on the analysis approach used. In general, the bottom-up
F/FAs are more sensitive to design changes since they recognize changes in hardware
elements, whereas the top-down F/FAs are based upon broader functional groups.
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3.4

4. FAILURE MODES AND EFFECTS:

41

F/FA Decision Tree:

Figure 3 is a flow chart depicting the key tasks and decisions involved in selecting the fault/failure
analyses typically required for safety certification of aircraft digital electronic systems.

To minimize complexity, the chart does not address the situation where the completed analyses
show that the system will not meet the safety criteria. It is likely, for example, that if the system
lacks full redundancy, many essential systems and most critical systems will fail to meet the
specified criteria. In that situation, system redesign with revised analyses would be necessary.

If system failyres do not involve essential or critical functions, including providing, misleading
information to| the flight crew, further analysis is normally not required.

If any of the system failures do involve essential or critical functions, thefiext quegtion is whether
sufficient redyndancy is provided or other design techniques employed(see paragraph 1.1). If an
FMEA can vetify the redundancy, adequate failure detection and acceptability of the failure

effects, then further analysis may not be required.

On the other hand, if either the redundancy or other design-techniques are showr to be lacking or
inadequate (by the hazard analysis) or the FMEA fails to verify that the failure effgcts are
acceptable, then a fault tree or other analysis is also necessary. If the analysis shows that the
probability of pccurrence of each failure condition is\acceptable (relative to the crificality category

of the failure ¢ffect) then further analysis may notbe required.

Identification of General Needs:

Performance pf F/FAs typically involves a cause-and-effect analysis procedure. As a resulit, at
some point in|the analysis, the modes of failure (the "cause") must be considered| This section
addresses thg topic of failure modes of digital functions and devices.

The level at which a F/FA is started affects what is perceived to be a fault. The top level effect
will always belthe same, regardless of the level at which analysis is started. If a fynctional F/FA
is to be performed; the modes of failure and their relative frequency of occurrence are
hypothesized i i i i approach at the
lowest level subject to analysis, the failure modes themselves must be evaluated in terms of
higher level effects. The analyst must guard against dealing with generalities and must recognize

the unique aspects of each design.

Within this framework and with emphasis on digitally oriented time-based systems, the
determination of basic "failure modes" may often prove difficult, if not impossible. As newer
digitally oriented systems evolve, trends toward increasing computational power make it more
difficult to identify specific, elementary, simplistic failure modes. Failure modes in this context are
synonymous with what are often referred to as failure indicators of digital devices - the output or
device package pin level indications of failure caused by internal failure mechanisms related to

the chip or interconnect.
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Familiarization
with System

A

Perform Hazard
Analysis

Can any System Fajlure Involve

Essentiator—tritical—Function;

Directly or Indirectly, Including
Providing Misleading Information
to the Flight Crew?

YES

Is Redundancy and Fault Detection Provided?

YES NO
Perform FMEA to Verify Adequacy Perform FMEA to Identify
of Redundancy and Fault Detection Effects of Each Failure
and to Identify Effects on Essential Condition Involving Essgntial
or Criticpl Functions or Critical Functions

Redundanc
of Detect
Yerified?

ion and Effects

y and Acceptability

NO

YES

Perform Analysis to Con
Acceptable Probability

Failure Condition Invol
Essential or Critical F

firm
f Each
Eing,
nction |

Further Analysis

Normally Not Required

V4

FIGURE 3 - An Example of a F/FA Decision Tree
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4.2

4.3

4.3.1

Failure Mechanisms:

Failure mechanisms, internal to the microcircuit package, are typically explored vi

a "physics of

failure." General information is available in this area for most digital device technologies, and

typically includes failure mechanisms related to defects in the device, such as:

Surface
Bulk
Oxide
Diffusion
Metalization
Bonds/Interconnect
Packagin

@ paooTe

The resulting failure effects at output pins, which may be many gatelevels away from the

originating failure, are application-dependent, and very little practicabfailure inforn
available relafive to the part's output levels.

Modes and Effects:

hation is

Device Failure Modes: A basic approach in detailed F/FAs has been to consider device failures

which are assumed to manifest themselves in either a "stuck-at-1" or "stuck-at-(
condition at[an output pin, typically with a 50%/50% distribution. For simple gat
and other small scale integration (SSI) devices, this appears to be a reasonablg

most cases

However, many failure mechanisms may not be directly related to a single stuck

D" failure
bs, inverters
approach in

-at condition,

affecting myltiple pins in various.combinations. Also, intermittents, indeterminate outputs and

conditional failure modes may-need to be considered. It is not appropriate to di
this approagh to medium scale and large scale integration (MSI and LSI) device
the areas of{ time-based.processors, memories, and other digital bus-oriented d
Because of the system.architecture and interdependencies of the internal functi
more complex devices, output "stuck-ats" no longer realistically represent the m
failure modgs. Thie major challenge is how to determine the failure indications o
effects for these/more complex devices.

ectly extend

s, especially in
bvices.

bns of these
@jor output level
r package level

A method for estimating failure modes is to model the digital devices under consideration either
with constituent functional blocks for which a better definition of failure modes exists, or possibly
with a simple-gate equivalent. The complexity of the devices under consideration along with the

goals and criticality of the analysis will typically dictate appropriate approaches.

The

determination of digital device failure modes will normally involve sound engineering judgment

based on general and limited support data.

Table 4 presents a partial list of failure modes for some general digital device types. This is by

no means an exhaustive representation, but may be considered a starting point
specific functional failure modes for a particular device being analyzed.

in generating
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43.2

433

TABLE 4 - Typical Device Failure Modes

Device Potential Failure Modes
MEMORY Defective Address Decoder
(RAM/ROM) Defective Address Buffers

Defective Data Buffers
Defective Control Logic
Defective Cell(s)

Cell Pattern Sensitivity

Soft Failug
subjected
referred tq
the part n¢

Soft failur
temperat
the packa

semicondyctor material, which may cause random shifts between the logic "1

bit locatio
associate

PROCESSOR Defective Decoders
Defective Registers
Defective Control Logic
Defective 1/O
Defective ALU,

GATE Output stuck-High/Low
Output Intermittent/
Oscillates
Output indeterminate

es: Intermittent or recoverable failire modes are most predominan{

, or at least

to the most discussion, in reference to random access memory (RAM) and are often

as "soft failures". These are random, typically single bit errors that
pr are associated with any.identifiable physical defect.

s may result from causes including: transients, system noise, pattg
re sensitivity, and-alpha radiation - the last due to traces of radioact
pe. These ionizing alpha particles can generate electron-hole pairs

ns. These'failure modes are transitory in nature and cause no devig
l local effects can be recovered by using appropriate monitoring.

neither damage

rn sensitivity,

ve materials in

in the

and "0" states in
e damage. The

Latent Fa
detected.

lures: A latent failure is one which, when it occurs, is not immediate

ly obvious or

Some-latentf{atiurescan—whenr-coupledwith-subseguentoperational mode or

configuration changes, or with subsequent failures, result in unacceptable characteristics.

Depending on the severity of the potential failure consequence it may be necessary to define
the probability of occurrence of some latent failures and possibly design the system to limit the
time for which the failure remains undetected. Latent failure modes usually include data and/or
time dependencies where a failure indication occurs only under a certain unique set of inputs or

operating

conditions/parameters. Possible examples inciude:
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4.3.3

4.3.4

(Continued):

a. The condition where the output of a multiple input device is wrong or a failure condition
exists only when the inputs are exposed to a specific and unique set of inputs - a simple
example would be a 4-input NAND gate which operates correctly except that the output also
becomes a logic "0" when a specific input of "1101" occurs.

unique set of logic levels exists in other associated storage locations.

A random access memory (RAM) device where a data bit may change logic states when a

Some considerations of latent failure modes include the following:

a.
be so ini

Assumir

modes may lead to an undesired event; i.e., a multiple fault'sequence may &

produce

Activatin

case a latent failure mode would be inconsequential.

While the o¢
which these
implementa;
maintenanc
developmer
to re-examir
Key factors

a. A component which operates in accordance with its design specifications is

b. A failure

jn this concept are:

requent that detection during actual operation is not practically feas
g the first failure is latent, a second or specific sequence of subseq
an effect.

g stimuli or a required unique set of operating conditions may never
currence of undetected failures cannot be prevented, the exposure
failures remain undetected can be limited. This may be accomplish
ion of real time fault monitoring, power-up or pre-use self-test, sche
8 action and, if indicated, bench testing. In this way the probability g

t of a hazardous situation can be reduced to an acceptable level. O
e the concept of performance monitoring and validation of specified

which isiimmediately detected is not latent.

The occlrrence of an activating stimulus (unique input conditions or,bit patt¢rns, etc.) may

jble.

hent fault/failure
e needed to

occur, in which

interval for

ed through
duled

f the

ne approach is
performance.

hot failed, and

This concep
some way, &
bench tests

requires assurance that components used i in crmcal functlons are

within appropnate minimum frequency

gxercised in

oberation, or

Failure Mode Data Sources: In addition to individual field failure data, a source of component

failure mode and distribution data is the Reliability Analysis Center (RAC).

RAC

provides

general data on digital device failure rates, failure modes, mechanisms and distributions
through their Microcircuit Device Reliability (MDR) document series. However, care shouid be
exercised in evaluating these data to avoid misleading or non-applicable conclusions. Since
failure modes and distributions are influenced by application, the parts represented by the data
should reflect similar applications, function, stress, etc. In addition, the failure modes and
distributions of various technologies, and to some extent individual component types, vary with
maturity. Therefore, the population from which the data were generated should be at the same
level of maturity as that used in the design under analysis.
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4.4

4.5

4.6

5.

Failure Rate Allocation:

In most cases, failure rates for digital devices can be estimated with the aid of industry-wide
sources such as MIL-HDBK-217, RAC and GIDEP (Government Industry Data Exchange
Program). In addition, company failure rates which have a statistically valid data base are often
available. For F/FAs in which quantitative results are required, the allocation of a device's total
failure rate to the various constituent failure modes is necessary. Frequently, a failure rate or
probability budget is established for certain system level events or effects. Top-down analyses
may show that certain device failure modes contribute to undesired top-level effects, and

reasonable

robabilities of occurrence for these failure modes must be determi

ed. Realistic

estimates o
with availab

dependent yipon application and will require engineering judgment.

Custom LSI;

Custom LSl
is designed
detailed infd
available fo

Software C¢
In a system

software us
effects of he

response generated by the softwarée. ; Therefore, software considerations, such

Section 3.3
FAULT MON
Fault monitor

event (such
monitored fur

failure rate allocations for broad categories of typical failures are sg
e industry data. Allocation of failure rates to rare failure modes,will

usually presents a different set of circumstances.than standard LSI
by or for the manufacturer who intends to apply’itin his product. T
rmation concerning the internal configuration:and expected failure
use in F/FA's.

pnsiderations:

or end item that utilizes some type of processor control, such as a 1
pally directs or implements thé.sequencing of the type of control des
irdware digital device failure modes typically become a function of tH
6, are required in the process of performing F/FAs.

TORING METHOBPOLOGY:

ng can bedither essentially continuous, repeated at intervals, origin

poweriup) or at a particular time (such as just prior to operational
ction).

Fault monitor

metimes possible
Lisually be

in that the device
erefore, more
odes should be

nicroprocessor,
ired. System

e resultant

as discussed in

pted by a specific

Lise of the

ng-may be implemented either using dedicated hardware or include

d in the

operational program, depending on the nature of the device or system function to be tested. The
type of F/FA performed must consider the type of tests implemented and the criticality of the

functions involved. A top-down hazard analysis starts with classifying the function, then the failure
effects associated with that function. The exhaustiveness of coverage of each fault monitoring item
should be related to the criticality of the monitored function.

The following sections provide an insight into types of fault monitoring and their effectiveness. No
credit is given for fault monitoring provided exclusively for maintenance, unless it is also required to
limit exposure time to support a numerical safety analysis. This section is primarily concerned with
safety, rather than with Line Replaceable Unit (LRU) fault isolation.
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5.1

5.2

5.3

Reasons for Fault Monitoring:
a. To verify availability of function; this may involve all levels of criticality;

b. To verify partition boundaries; for example, use of separate checksums for each subdivided
area;

c. To verify operation of monitoring elements;

d. To minimize_exposure time of latent failures: this may be controlled by the use of tests
performed|either continuously, repetitively, at power up, or just prior to use;

e. When applicable, to satisfy fault/failure probability criteria related to system crificality and
requirements of customer or regulatory authority.

System Architecture vs Fault Monitoring:

a. The use of similar redundancy, as opposed to a "single thread" design, may rgduce both fault
monitoring| requirements and extent of analysis for the détection of non-generig failures.
Proper attg¢ntion to system architecture early in the design may reduce or eliminate the need
for using special analysis methods, covered in Section 6.2.

b. The use of dissimilar redundancy schemes may provide the means to protect against generic
failures and design errors. Generic hardware or software design errors or manufacturer's
obscure dgsign changes may be detectable by comparison monitoring of the dissimilar
redundant(elements.

c. A top-down fault analysis can aid in the partitioning of hardware and software functions by
criticality. Fault monitoring fot'these functions can be partitioned accordingly, {o minimize the
risk that future design changes in one partitioned area may negate analysis results in an
unrelated area. The spécific details of the partitioning must be analyzed to defermine the
independepce between-partitioned functions.

Types of Faulll Monitoring:

Digitalsystem mav._make e of an arrav o em monitors in both hardware and software.
These system monitors are designed to detect failures in the digital system's hardware for
subsequent fault management. The fault management techniques are dependent upon the
system architecture and may be quite different for single thread, dual, and other forms of
redundancy such as dual-dual and triplex.

The following three categories of monitoring are generally implemented:

a. Processor failure detection,

b. Data transmission error detection, and

c. Data validity.
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5.3 (Continued):

5.3.1

5.3.2

The examples given are illustrative of those being used in digital systems and are not meant to
indicate that these are the only methods. The principal concermn is selecting methods which meet
the objectives. Examples of the three categories are as follows:

Processor Failure Detection: The common methods for detecting failures of processing units
employ self-test and comparison monitoring. In self-test, functions of the processor are

exercised
computati

by a set of computations designed to test that function. The results of each
onal set are compared with pre-stored values. Any differences signify that a fault was

detected.

a. CPU 4

may i
power
instruc
b. RAM -
c. ROM
d. Task ¢
e. Foreg
comp

Typical tests include:
instruction set and additional tests dependent upon processor architecture. These
clude; floating point, data input/output (I/O) registers, interrupts (pogsibly tested at
up), status, overflow, sign extent, jump select, shift, lookiahead/carry, multiplexer,

ition decode, mask ROM.
write/read, parity, error detecting and correcting capability, addressjng.

- Checksum, Cyclic Redundancy Checks (CRC), Sectional CRCs, decoding, parity.

rompletion - verify that all required tasks-have been executed.

ound/background checks - these-consist of critical monitor checks, program
tation reasonableness, and dual computations with difference monitoring.

f. Hearthbeat Monitor (sometimes known as Watchdog Timer) - checks the operational

progrg
Data Tran
a. Parity

b. Word

m execution rate to yverify proper timing.

smission Error Detection: Data transmission validity checks may in¢lude:

ength count.

c. Message’length count.

d. Address Validity.

e. Modulation Waveform Test.

f. Intermessage Gap Time Test.

g. Minim

um No-Response Time-Out.

h. Contiguous Message Transmission.

-27-



https://saenorm.com/api/?name=4a2eff197a2a36515067eb44a2ce174e

STD.SAE ARP 1834A-ENGL 1997 EM 7943725 0554414 L57 W

SAE ARP1834 Revision A

5.3.2 (Continued):
i. Vertical Redundancy Check (VRC).
j. Longitudinal Redundancy Check (LRC).

k. Cyclic Redundancy Check (CRC).

5.3.3 Data Validity: Even though there may be no errors introduced in the transmission of data

between su

transmitted are valid. The systems engineer needs to consider other means of
that the datal transmitted and received are valid. These checks should be desig
sensor inputs, conversion of sensor data to digital format, processing of these d
conversion df the digital output data to the form required by the actuatots or sen
result of the pperation. Checks may include:

a. Input range limit.

b. Monotonjcity -- verifies that an output signal changes inrone direction only in
input signal changing in one direction.

c. Input Rate of Change.
d. Interface|Connection.

e. Redundgnt Parameter Comparison ¢-;compares the values of “equivalent” re
parameters to determine whether they are within allowable tolerance of each

f. Redunddnt Logic Comparison'-- compares the states of redundant logic sign
determing whether they arethe same.

g. Wraparolnd -- compates system output with identical data, re-processed thr
system, against specified tolerances.

ned to test the
ata, and
sors using the

response to an

dundant
other.
als to

bugh the same

is compared

h. Loop dyrjamics -- control loop error (command value minus measured value)

against programmed error limits

i. End of Conversion (EOC) bit -~ after signaling start of data conversion to a di
converter, an EOC bit should be set within an allowed conversion time.

j- Power Supply.

gital data

-28 -


https://saenorm.com/api/?name=4a2eff197a2a36515067eb44a2ce174e

STD.SAE ARP 1834A-ENGL 1997 MM 7943725 0554415 593 WH

SAE ARP1834 Revision A

5.4 Fault Monitoring Effectiveness:

Pertinent considerations in the determination of how well the fault monitoring performs its
intended function include:

a. Adequacy of the designed fault monitoring in detecting the faults identified in the hazard
analysis;

b. Latent fault exposure time (this is related to the frequency of running a certain test: periodic
or repetifi er-up_or pre-use):

c. Correctrless and timeliness of the fault reaction to adequately warn and/or réconfigure the

d. Adequagy of the detection threshold (tolerance) to prevent undesired system characteristics;

5.5 Method of Fault Monitoring Analysis:

The analysi$ should be directed specifically to the functional failure conditions igentified by the
hazard analysis.

Using worst|case analysis techniques, adequate redundancy, and/or dissimilar processing
techniques ¢an reduce the need forlexhaustive analyses, such as processor FMEAs. For
example, if & failure effects analysis can show adequate safety or that the desigh meets
contractual fequirements by assuming the total processor failure rate, and assuming that all fault
monitoring if the processorthas also failed, no further "exhaustive" analytical wqrk is required.

monitoring tp detect.all hardware failure modes within the system or processor, then more

If system arghitecture is'such that achieving the required level of safety relies hlavily on in-line
extensive amalytical methods, such as described in Section 6.2, may be required.

6. ANALYSIS METHODS:

In this section, the basic or convention methods of analysis are discussed followed by an
introduction to special methods (simulation and emulation) particularly useful in dealing with
processor-based digital systems.

6.1 Basic Methods and Elements;

6.1.1 General: The basis of the F/FA preparation is a subdivision of the system into smaller and
smaller functional groups and elements, followed by study and understanding of how each
contributes to related functions and to the separation between functional groups.
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6.1.1

6.1.2

(Continued):

The failure modes of the lowest level elements may be simple physical faults such as opens,
shorts and value changes (as in the case of analog parts) or so complex that faults may not be
easily expressed in terms of specific internal defects (as with digital [.C.s). In the latter case, it
may be practical only to consider the output function of the part and its corresponding
malfunctions. The analysis of individual gate level failures may require special methods
(simulation and emulation).

Digital circuits based upon processors have the complicating factors of memory failure because
of ROM/RAM faults or failure to execute instructions because of CPU faults. Unmonitored
failure of these elements can cause unpredictable resuits in that the computer program may
loop, skip, of move into incorrect branches. The inclusion of fault moniters)can make a F/FA of
these portions of the circuit manageable, since the desired responses to the fault monitors are

part of the design.
Sequence: The following sequence for the F/FA process is reecemmended:

1. Gather ¢lata such as circuit diagrams, specifications, .theories of operation, ¢tc., and study
these dpcuments.

2. ldentify ritical, essential and non-essential functions.

3. ldentify portions of software requirements that implement critical or essentigl functions and
others af concern.

4. I|dentify @il hardware and software implemented fault monitoring, fault detection and
designed responses. This step is especially important to the analysis.

5. For a "top-down" analysis; work down into the circuits to determine, as necgssary, the
hardwate element failures that may affect the functions identified in Step 2, above.

6. If it is unclear whether an element's failure is relevant in a top-down analysig, examine it
from the bottom-up. This “bottom-up" analysis is also used if all failure modes are to be
identified.- Inthese cases, list each part or functional group (block) of parts and analyze
how it - A a ample hins it mav be nractical to state these fai modesonlyin
terms of functional rather than physical faults.

7. Subdivide each circuit into the lowest functional element or group of parts that will require
analysis. Critical functions will usually require a greater subdivision than essential items,
while subdivision of non-essential items may be relatively broad.

8. Determine fault monitoring methods used to detect each fault.
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6.1.2

6.1.3

6.1.3.1

6.1.3.2

(Continued):

9. Assess the intended fault monitoring response of the system to detected failures. If the
monitoring provided does not detect a fault, examine the software requirements to locate
the portion calling for a response from the element and trace the effect of the
malfunctioning part to its ultimate result. The objective is to ensure that the intended
response is timely and appropriate in concept and to validate that the system does respond
as intended.

10. If requi i i robability of faitur - aults.
11. Document the results of the analysis.
These F/HA process steps are discussed in detail in Paragraph 6.1.3(

F/FA Process Steps:

Understanding System Requirements and Design: As &first step in performing a F/FA,
gather gll information describing the system, including specifications and theories of operation
as needed to gain a thorough understanding of the functional characteristicy and

Informgtion pertaining to the software organization can be obtained from software
documeptation.

If the lowest level of hardware subject to analysis needs to be addressed in the analysis, it will
be necefsary to study the-manufacturer's data sheets, specifications, or apglication notes in
order to|lunderstand the-functional characteristics of the parts and how they felate to the
equipment operation.” This is particularly applicable to medium and large scale integrated
(LSI) cirkuits, which alone may take on the complexity of a sub-system and fnay be analyzed
as such

For a pr
hardware is usually designed |nto the system. A study and thorough understandmg of the
fault monitoring operations and the functions or subfunctions being monitored, including
response to detection of failures as well as limitations, is necessary for a complete F/FA.

Identification of Function Criticality: Determine which functions are critical, essential and
non-essential. To do this, define the potentially relevant failure effects at the uppermost
functional level. This will be based on a study of the technical specifications, requirements,
and development plans for the system and information supplied by the customer or user.
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6.1.3.3

6.1.3.4

Review of Software: Review software requirements to identify portions of the program which
implement critical or essential functions and how software is designed to implement these
functions. Itis very important to understand how fault management performed by the
operational program instructions is designed. It is also important that the analyst develop a
good understanding of the detailed specification requirements and the software instructions
which, when executed, implement the fault monitoring design. Without this understanding, it
is not possible to properly evaluate the failure effects and their detectability.

Fault Monitoring Effectiveness: Determlne the extent and means of lmplementlng fault
i F/FA process.

monitoring is normally the designed response to the detected fault, greatly simplifying the
analysis. Many fault monitoring schemes have become standardized. A review of the
literature ay be useful since discussions of new fault monitoring techniques are published

The fault monitoring review should be conducted in the same sequence as thg design is
intended t¢ operate. This is sometimes described as the "center out” sequende. The
technique Js to establish the health of the central processor first by self test roftines. Next,
the associated functions are tested utilizing the *healthy" processor. An example of the
testing at this stage would be a complete memory check.

The peripheral functions, such as A to D"and D to A conversion and other inpyt/output
processing, are next checked using.routines imbedded in the validated memory.

Finally, the whole computer may be used to validate or test inputs from, and outputs to, the
rest of the [system.

To accomplish the fault monitoring review, the analyst should identify both the [software
requirements and the hardware elements which provide it. A tabular listing mdy be needed
for summayrizing the-types of faults detected and responses of each form of fajilt monitoring.
One should be careful to note any conditional monitoring such as "fault is detegted, provided
.." If the["provided" relates to the correct operation of a part of software, whi¢ch in turn may
not occur i i
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6.1.3.5

6.1.3.6

6.1.3.6.1

Top Down Analysis: When all hazards can be defined in advance, the most cost-effective
analytical approach is usually the top-down F/FA method.

Atfter the failures affecting important functions at the uppermost level have been identified, the
work progresses downward into the system to identify which blocks may lead to these effects.
Different ways in which the functions can fail are postulated, considering how each relates to
the critical or essential functional failure effect of the next higher level block. This process is
repeated at progressively lower functional levels until the lowest block level to be analyzed is
reached. The depth of this progression will depend upon the need to identify specific areas
for design improvement, calculation of failure probability, etc. Certainly, critical functions will
require analysis in depth, while analysis of non-essential functions might step at a much
higher lgvel.

The advantage of the top-down approach is the concentration of effort on fallure effects of
critical ar essential functions. The analyst, however, is cautionedithat digital[system hardware
may perform multiple functions, as directed by resident software, and assesgment of

hardware criticality must address these multiple functions before a "non-essgntial”
determination can be made.

p Analysis: The bottom-up analysis is used-when necessary to expand on or

the results of the top-down analysis. ltis-initiated at the piece part|or component
level or gt a higher intermediate equipment level: This analysis can identify failure modes that
may notf|be otherwise identified, some of which may affect critical or essential functions.

In the bottom-up analysis the analyst postulates each of the ways in which gach designated
lowest-lgvel item may fail. Each suchfailure is then related to, or assumed {o cause,
higher-l¢vel faults during each mode in which the equipment operates. Failyres of each input
and output of every such lowest-level item must also be postulated to account for failures of
solder cpnnections, printed=wiring runs, etc. In addition to failure postulatior}, some of the
special methods describedin 6.2 may be appropriate.

The Infeasibility of Part-Level FMEA of Digital Equipment: If initiated at the electronic-part
level, a thorough) accurate, and dependable bottom-up analysis of most
equiprnents’is.not feasible, because an exhaustively thorough failure-modgs and effects
analysis is/a’practical impossibility for essentially all contemporary types of microcircuits.

For digital microcircuits, unlike discrete electronic parts, there are no relevant data bases or
standardized listings of failure modes available for the use of the analyst. Postulating all
failure modes based on an analysis of the chip circuit and chip construction is impractical.
The great complexity of all but the most primitive types of microcircuit results in enormous
numbers of different failure modes, only a fraction of which it is feasible to identify and
characterize by analysis. Moreover, such chip-design information for many microcircuits is
proprietary data that the microcircuit-designer-manufacturer (MDM) will not disclose. Even
if such data were available and a complete, accurate analysis were somehow feasible,
confidence in the long-term validity of the results would be low. MDMs frequently make
minor, unannounced changes to the physical or electrical design of their microcircuits and to
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6.1.3.6.1

6.1.3.7

6.1.3.8

(Continued):

their processes and materials, and many such changes introduce new chip-failure modes or
modify existing ones. Consequently the analyst's findings and conclusions would become
increasingly erroneous with the passage of time, as failed microcircuits in field equipment
are routinely replaced with newer, modified microcircuits.

Several less-than-exhaustive microcircuit failure-mode analysis and simulation methods,
whereby certain failure modes are identified and analyzed while others remain unidentified,
are disc ifi i i implifying
assumpfions that relinquish analytical exhaustiveness. Such methods may,be useful for
F/FA's in certain non-critical applications.

Users off ARP1834 whose particular application of F/FA requires exhaustively complete
[ results, as is so for most safety applications, will likely find that thg use of design

Separation of Functional Elements: The system should-be divided into functignal blocks
down to the lowest level appropriate to the analysis. For each block, internal and interface
functions ghould be studied relative to system operation. Often, given a clear|description of
the block'q function, many of the failure modes will become apparent.

The numbker of levels of subdivision is determined by the complexity of the system and the
objectives|of the analysis; e.g., critical equipment would normally be subdividgd into many
levels and|sublevels while non-essential equipment may have much broader subdivisions.
The subdivision starts from the uppermost level and progresses downward, agcording to
system function and hardware organization. For a system made up of several line
replaceable units (LRUs), the initial division is made at the "black-box" level, then at the card
or module|level, and finally at'the circuit level. Below this level, special methogs may be
necessary] If the design.utilizes partitioning, as defined in DO-178, to minimize the effects of
failures, it may be advantageous to subdivide the system for analytical purposgs to
correspongl as closely as possible to this partitioning. This will facilitate an analysis of the
effectivengss of the architectural arrangement.

If redundal ed to account
for the cross-channel links, if any. Attention should be given to special features of the system
under analysis (Fail-Operative, Fail-Passive, Fail-Safe, etc.). Fault monitoring provisions
within each channel and cross-monitors should be identified and described. Their capabilities
and their limitations should be determined.

Fault Detection Coverage: The types of fault monitoring and methods of fault detection must
be identified. Depending on the time the failure occurs, different forms of fault monitoring
may or may not accomplish detection. Therefore, the analyst should examine such
monitoring implementation in each phase of the program development. Time-dependent
failures are likely to be dependent on correct software operation for their detection.
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6.1.3.8

6.1.3.9

(Continued):

If fault monitoring is implemented in hardware (or with software resident in hardware), its own
failure modes must be examined, especially those which cause it to be inactive. Latent
failures require additional analysis of the monitored circuit to determine failure effects in the
absence of monitoring, and perhaps necessitate an increase in frequency of fault monitoring
test subroutines, or changes to the software to enable their detection.

Fault Monitoring Response: When an individual failure mode is identified, the next step in a
top-down F/FA is a determination of whether the effect is among those listed as important. In
a bottom-up analysis, the next step is a statement of effect at progressively higher circuit or
assembly levels. In their most basic form, the effects are merely the failure fto perform or the
impropgr performance of a function identified in the functional description of| the part or block.
To bettgr follow the logic of the analyst, these effects should be determined|and documented
at several levels, such as the lowest level subject to analysis, the/next highgr function level
and the|uppermost system level.

Important questions are:

a. What functions are affected by the failure?
b. Is tHe function totally disabled?

c. Dods it continue to perform, but in a degraded or different manner? If sp, how?

The next higher functional effect determination serves to connect the local ¢ffect and the
effect oh the next level to the uppgrmost level of the system.

At the system level, effects'considered should include:

a. lIs the effect passive or active? Is it safe?

b. Is the total system affected or only part of the system? Are there backup provisions?

Redundancy?
c. Do@dﬂﬁﬂw

d. How is performance affected in terms of its ultimate use?

e. How is the fault apparent to the user? How long after the failure will it become apparent?
How should the user respond?

f. Does the fault affect critical, essential, or only non-essential functions?
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6.1.3.9

6.1.3.10

(Continued):

When determining the effect at any level, it may be necessary to examine the related
software requirement to see how it will respond to the postulated failures. For example,
control logic implemented through software may be designed to change the operational mode
(or to activate a redundant channel) upon detecting faults, in order to alleviate adverse effects

on system

operation.

Special attention must also be paid to hardware faults which may result in both functional and
monitor failure.

For each ]ault, the important questions are:

a. Isthe

fault detected in a sufficiently timely manner?

b. What is the response to the fault monitoring?

If the answer to the first question is "yes", the analyst's job is'greatly simplifieg
is neither repetitive nor relatively frequent, the analyst should cons
i latent failure modes until fault monitoring is-initiated.

monitoring
effects an

if the ans
requirem%:-

will requir
relating to
reasonabl
be made.

For certain systems whose design objective is the ability to isolate a high perc
may also be necessary to determine the effect of maintenance fault

failures, it
node/mon

a. Does the fault.force any monitor points to a recognized fault state?

tor points. Pértinent questions are:

b. Whati

rientifiable abnormal conditions result from the presence of the fault

il [If fault
der interim

er to the first question is "no", the analyst must re-examine the software
ts in an effort to track the effect of the failure to its final state. In m
following a chain of events in search of a single effect or a few pot
the ultimate effects of interest:>When it is not practical to accomplig
e certainty because of many,indeterminate paths, worst case assum

any cases, this
ential effects,
th this with
ptions should

entage of the
detection at the

~J

c. How is this recognized by the user? When?

The analyst may then be able to determine whether it is necessary to add or change
maintenance requirements, or revise hardware or software to meet requirements.

Quantify Probability of Failure: If necessary, the significance of undetected failures
affecting potentially critical or essential functions may be put into perspective by assignment
of predicted failure rates and exposure times to the pertinent parts. An unacceptable
combination of potential or real failure effect and excessive failure rate or exposure time
suggests that design changes are needed for additional or more frequent fault monitoring,
and/or the implementation of redundancy techniques.
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6.1.3.11

Data Content of F/FA Report: Subcontractor standardization of data presentation may be
required by a prime contractor who must integrate all subsystem analyses into an overall
system F/FA. In this event, a standardized format may be specified. If a specific data
format is not prescribed, one should be chosen which recognizes the design complexity and
unique applications of the equipment being analyzed. The selected format should consider
the type of analysis, the intended use of the F/FA results and pertinent questions being
asked. [n either case, elements identified in this document are the basic items which should
be covered in the format selected. In general, the reported data should consider:

a.

b.

Objective of the analysis.

A summary description of system and/or equipment performanceincluding block

diagrams and functional diagrams, if necessary.

A description of significant redundancy, if any.

A lst of identified failure modes or effects of concern-and rationale for their inclusion.

A list of or reference to components or piece-parts analyzed and the rationale for their

selection.

A generalized description of fault monitering, how it operates, and wha
intended to detect.

faults it is

At each level of the analysis, a short functional description of the assembly or circuit

being analyzed, its purpose in‘the system, and what specific fault moni
cireuit and how they operate;

A description of effectiat progressively higher (bottom-up) or lower (top

tors apply to the

-down) levels for

eath functional orchardware fault. Include a description of either the fault monitoring

regponse (whichimay be the ultimate effect) or the effect in the event 9
manitoring failure, as appropriate.

A predicted failure rate for undetected faults.

A summary collation of similar faults

f passive

Calculation of the failure rate or probability for all unacceptable failures, considering

exposure time and redundancy or other compensating factors, if any.
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6.2 Special Methods:

The F/FA of a digital system is complicated by the fact that the system response to a failure may
be time, mode or data dependent. For a complex system, the analytical prediction of a system
response to a specified failure may be nearly impossible via the basic methods of paragraph 6.1.
One way of circumventing this problem has been described earlier; that is, the extensive use of
redundancy and/or fault monitoring with tests so that the effect of the failure can be detected
during known, controlled conditions and the system response to the detected failure can be
designed-in (e. g- shut—down reconfiguration, etc ) However when this is not practical or
sufficient, spe ] ects of
specified faildres on the dynamlc system

These techniques generally involve fault insertion:

a. into the target or representative hardware,
b. into a computer emulation of the hardware design, or
c. into a computer simulation of the hardware functions.

One or more ¢f these three methods can be used selectively to augment the basit F/FA, validate
the analytical results, and evaluate the effectiveness of the built-in tests and monifors. The
specific usage will depend on the system being-analyzed.

6.2.1 Fault Insertipn Using Hardware: Fault insertion using target or representative hardware can
provide responses to selected failures at'a level below the LRU.

The two principal methods are:
a. Generatg physical faults by opening leads or shortening leads together.

b. Insert logic or computational variations and evaluate the resulting effects. Faults can be
inserted|manually.or automatically through a test program.

The advantages’of fault insertion using hardware include:

a. The hardware can be programmed to execute all or part of the operational software and will
run in real time.

b. The fault responses are realistic for the specific faults being inserted.
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6.2.1

6.2.2

6.2.3

(Continued):

The limitations include:

a.

Only a restricted number of faults at the pin level can be tested. Exhaustively testing all
faults is ordinarily a practical impossibility.

For all but the simplest microcircuits, faults at the pin level may not sufficiently or realistically
represent all internal microcircuit faults.

The tepts cannot be conducted until the target or representative hardware

The ci
circuit

Fault Inse
emulation
hardware
realistic

level apprppriate to the devices involved, i.e., gate level; register level, etc. Inherent in the
device emulation is the ability to insert faults of varicus kinds. The emulator can also be

program
The advantages of using an emulator include

a.

b.

Many

Testin

The limita

a.

Realis

performance.

of another computer hardware. The host computerds programmed
functions and interfaces of the various devices so that the whole res
nner to the instruction set of the emulated system. The emulation

ed to execute all or part of the application program with and without

more fault modes are available-for investigation.
j can be conducted prior to the actual hardware being available.

ions include:

ic emulation requires detailed information about the characteristics

interngl configuration of the devices to be emulated.

s available.

rcuitry involved with manual insertion of faults may itself produce spurious or faulty

tion Using Emulation: An emulator, in the context used here, is a computer

o represent the
bonds in a
can be at the

faults present.

and, perhaps,

A considerable effort in design and checkout is required to produce a satisfactory emulation.
Complex circuits may be very difficult to emulate.

The emulation runs more slowly than the actual hardware (as much as 25,000 times more
slowly). Data gathering can, therefore, take a considerable amount of time.

Fault Insertion into a Computer Simulation of the Hardware Functions: Simulation can be used
to model the functional aspects of the hardware when the actual hardware is not available or
when it is desired to simulate only portions of the hardware functions. Simulation, as opposed
to emulation, can be run at many times the actual speed of the hardware. Simulation can also
provide representation of outside variables and their interaction with physical and simulated
hardware.
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6.2.3 (Continued):
The advantages of using simulation techniques include:
a. Any hardware failure mode that can be simulated can be evaluated.

b. Testing may be conducted independent of actual hardware or in conjunction with portions of
the hardware.

c. Effects of failures can be evaluated at a functionallevel,
The limitatiops of using these techniques include:

a. Realistic|simulation requires detailed information about the hardware, the environment in
which it is intended to operate, and the critical application of the functions simulated.

b. Verification and validation of the adequacy and thoroughness of the simulatipn can be
difficult.

PREPARED BY SAE COMMITTEE S-18,
SAFETY ASSESSMENT FOR AIRBORNE SYSTEMS AND EQUIPMENT
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APPENDIX A
EXAMPLE - F/FA BASIC BOTTOM-UP APPROACH

NOTE: Descriptive comments appear in the discussion of these examples. They are presented to

help the

reader understand the operation of the equipment being analyzed.

This section presents steps that were taken in performing a fault/failure analysis on digital equipment

at the hardware le
normally include these same steps, or equivalent, as listed below.

edures other than the one shown could be used; however, they would

The bottom up approach was used in this example for the development of a F/FA.” Thjs consisted of
propagating failures of the lowest level functional blocks up to the system leyvel to detgrmine the effect
on system operatipn. Where applicable, because of unique function, partsiwere analyzed as separate
functional blocks. | Functional block failures were divided into their modes of failure. Epch mode of
failure was examined to determine if its failure was detectable by fault monitoring or by other means.

Only single point
a. Understand thie system requirements.
b.

c.

g.
h.

Understand thie system implementation.

ilures were considered in this example. The steps were as follows

Review the sygtem functions (subdivide system-functional blocks into smaller sub4function blocks,

as needed).

Analyze softw

Analyze the tdchniques and implémentation of fault monitoring.
Postulate failyre modes and.determine effects and estimate failure rates.

Evaluate thorgughness.of functional fault monitoring.

Prepare data

are.

analysis and summary.

Understand the System:

The first step toward doing this F/FA was developing an in-depth understanding of the system
requirements and installation.

Figure A1 is the total system block diagram of a combination digital/analog system, of which the digital
portion was used for this example. Each input and output interface signal was identified in terms of
signal type (digital or analog) and how it was used in the system. Failure/fault response requirements
were also studied, including the interface and display/control methods used for the warning.
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EXAMPLE
QUTPUTS
ANALOG 16 Bit Serial Digital
INPUTS > Data Bus Output Bus
-_— (ARINC 421-1)
DIGTTAL ANALOG——=AnatogOutputs
to
COMPUTER CONVERSIONS Using Oevices
Discrete§——t——p=
115VAL it Interconnects
Program (Power, Control t— Discretle Qutputs
Jumpers g & Reference)

FIGURE+AT - Total System Block Diagram
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Analysis of System Functions:

The system was divided into functional blocks. A number was assigned to each key functional block
for identification purpose.

Figure A2 illustrates the digital system, broken down into 14 functional blocks.

Subdivision into Smaller Sub-Functional Blocks:

This step required function sub-functional
blocks. A sub-furictional block represented an isolated logical or circuit function. Thid was a group of
components, ICs pr gates.
All interface signalls between sub-functional blocks and system functional blocks were|identified. This
enabled the analyst to tie the entire system together and served as a useflltool for faplt isolations and
to diagnose the system effect caused by the failure of any individual funictional block.

Figure A3 illustrates how the microcomputer was broken down info sub-functional blogks. Interface
signal paths betwgen sub-functional blocks are shown.

Software Considdration:
Software was corsidered in terms of monitoring and functional requirements via the digital system
components. As an example, in Figure A3, the system was broken down into the follgwing sub-system
components:
a. Processor
b. ROM memony, to store the program

¢. RAM memory| to store the computations

d. Timing and cqgntrol functions

e. Input/Output functions.

The failure of a ROM was considered; generally this would affect the circuit's ability to perform its
normal functions. When this occurred during the computation of a primary function, the failure would
cause an incorrect instruction to the processor. This incorrect instruction could cause data to become
lost, or the computer to stop or make a wrong computation. Consequently, the primary function would
probably be lost or the end function would become unacceptable, causing the prime equipment to
either fail or give incorrect data.
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FIGURE A2 - Digital Computer Functional Block Diagram
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= ARTTHMETIC PROGRAM ¢ | T —o
SCRATCH PAD PROCESSOR ' H bobe
ROM [ ! .
| by hmeandy
] T e
HE ’ MEMORY 4 —1
MiCRO- I PV
PROCESSOR fewy """~~~ 13
™ -] RAN '
p| INTERRUPT T
— - MEMORY .
..._.} * =% controL - | __; ""‘ 1 —
C TIMER 3 ' -
CONTROL | | —te S
-l - -
-] 16 BIT DIGITAL INPUT BUS
—e{ —2od i A | uicrocomPUTER

FIGURE AS - Sub-functional Block Diagram

An evaluation of goftware interactions, for each failure mode considered, was necessary during the

analysis. Detectipn of the resultant effects required evaltiation of fault monitoring effg

following guidelines were used to establish that effectivéness:

ctiveness. The

a. A detailed check of the Product Specification\was performed to establish the full fauit monitoring
requirements| Listed were all functions, I/O, interactive signals, etc., that were to

system confi
b. A detailed che¢

c. A step by stey

At this point, jt was necessary to construct block diagrams of all functions reques
understanding.

d. A comparison

nce.
ck was made of the Software Requirements Document.

interrogation. of-the fault monitoring software flow charts and codin

was miade of the software data against the F/FA areas of concern.

be exercised for

) was performed.
led for better

It was then possible to proceed in establishing the foliowing:

a. That the speci

fied fault monitoring requirements were being met in full.

b. That areas were identified which required further investigation and possible modification.
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Review Implementation of Fault Monitoring:

Although an aircraft may employ more than one computer for redundancy, the circuitry
unit analyzed was a straight-line, non-redundant design. As a consequence, computer

contained in the
malfunctions

were expected to result in the loss of, or errors in, output data. For this reason, extensive self-test was

built into the computer software to detect and annunicate equipment malfunctions.

The computer had, designed into the software, various self-test routines executed for g

round

maintenance fault isolation, system power-up, and in-flight performance monitoring. An example of the

specific tests and
Tables A1 and A2.

Power-Up Test:

The power-up test was run when power was applied during computer initialization or, d
when power was interrupted for an extended period of time (requiring a "Cold start” pow
Power-up test sequence consisted of several tests designed to test gertain functions w
be tested on a confjnuous basis during in-flight monitoring.

ing detected a failure, it was annunciated by the method correspon
ed in Table A1. If the Power-up tests continued to report a fault, the
cause all failure discretes to drop within'seconds of the initial failurg
ain in the failed state and the main‘program sequence would not b
equence has been successful. Examples of these tests are listed i

if the Power-up tes
detecting test defin
would time out and
discretes would re
the Power-up test

Continuous Monitoting:

The continuous or in-flight monitoring was a background routine that is run frequently
computer operation to ensure that the-equipment is operating properly. The continuou
this example consigted of a number of tests which are presented in Table A2 with their
annunciation methqds and "passing" criteria.

When the continuotis monitoring detected a failure, it was annunciated by the method
the detecting test dgfined-in Table A2. Failures affecting only the analog outputs would

uring flight,

yer-up). The
hich could not

Jing to the
watchdog timer

. The failure
initiated until
Table Atl.

ring normal
monitoring for
associated

orresponding to
only set the

analog discrete failyire warnings. Those failures resulting in invalid serial data would

to be transmitted o
data transmission. For all tests, the proper failure warnings would be set only upon det

like consecutive failures.

use a fault code
cimal (BCD)
ection of two
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TABLE A1 - Power-Up and Ground Test Definitions
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TABLE A2 - Continuous Monitoring Definitions
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Ground Maintenance Tests:

The ground maintenance tests were used on-board the aircraft to verify both the computer
performance and the integrity of the aircraft indicators. In the shop, these tests plus a fifth
"STIMULATE" test, were used for computer fault isolation. The four tests used on board are presented
in Table A1. The selected test was initiated when the front panel test button was depressed, and the
results of the test were read on the appropriate aircraft indicator. Upon initiation of each ground test,
continuous monitoring was also activated as a background test. Detection of any failure by the
continuous monitoring or the release of the push-to-test button would extinguish the "valid when lit"

lamp.
Analysis of FAUL]

During flight, the ¢

Conditions 1 and
discussion.

Conditions 2 and
achieve an accep

[ Status:

utput data and failure warnings would assume one of the various st

TABLE A3 - Data Versus Fault Status Condition

Condition No.  Output Data  Failure Warn
1 Valid Off
2 Valid On
3 Invalid On
4 Invalid Off

B were "as designed” combinations of events and therefore did not 1

4, however, wereundesired events whose occurrences should be m
lable level of safety.

Equipment requiri

dedicated to self-{est. Testing was implemented through software by programming eg
same signal procgssing circuitry to perform the tests. This approach minimized false
(condition 2 above):

g self testdaypically had circuitry dedicated to signal processing and

ates given below:

equire further

inimized to

circuitry

bsentially the
failure warnings

In evaluating the effects of failure mode on the computer outputs, the F/FA was also used as a basis
for the analysis of the self test, which identified and provided a measure for conditions 2 and 4.
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Failure Modes and Failure Rates:

Evaluation of Function Failure Modes:

Generally, each circuit function was reviewed and analyzed to establish the following:

a. Input/output signals

b. Function description: operation, criticality, purpose

¢. Failure Modes

d. Components agsociated with each failure mode.

In cases where a lpgical function breakdown at the card level produced dependent fungtions as in
Figure A4, the failyre modes of each function should be defined in terms_of card/pin oytputs instead of

function outputs.

Cards of the form shown in Figure A4 were analyzed in the following manner:

1. Function F1 faijure modes were analyzed relative to the effects on card outputs C, D, and E.

2. Function F2 faijure modes were analyzed relative.{0 the effects on card outputs C and D.

3. Functions F3, k4, and F5 failure modes were analyzed relative to the effects on card outputs C, D,

and E respectively.

This procedure wag developed in order{o reduce the complexity involved in analysis. The redundant
failure modes it inherently creates were dealt with when the analysis was raised to the gystem level.

CARD

CARD A
A FJ C
2
CARD | -2 D
Fi
INPUTS F3

FIGURE A4 - Card Level Functional Breakdown

OUTPUTS
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For this analysis, i

t was assumed that parts fail in the following modes:

Transistors - Open and short or leaky collector-to-emitter junctions

Passive Parts - Open and short with the exception of resistors which typically fail open

Simple digital I.C. gates - Outputs remain in a high, low or high impedance (where applicable) state

Complex digitJil I.C.s - Intended function malfunctions or does not occur (e.g., clo

Dutputs remain at a high or low voltage which is usually the + or - su

a.
b.
c. Diodes - Open and short
d.
e.
too slow, skips
etc.)
f. Linear|.C.s - (
g.

Each printed circy
the power supply
power supply ana

In the case of the

(unless any failure resulted in simple latchup of the-CPU). Consequently, fault descri

"address bit error'

The overall effect
format shown in H

Preliminary effect
the following man

a. "x"indicating

output, etc.)

"x" indicating

Any part - open pin or solder connection.

it card assembly contained power supply filter.capacitors which, if s
putputs. Rather than assess these effects on’'each card, they were
ysis.

computer (Function F9) it was not realistic to consider only output p
, "false flag set", etc., were used to describe chip malfunction.

5 of the established function failure modes on the computer were do
igure AS.

5 of failure modes-were assessed relative to each output signal effeq
ner for later collection of similar effects:

otal loss.of, or severe degradation of specific output ("y" would refe

runs too fast,

pulse, etc.; significant bit in ROM is in error; counter does notadvahce, skips count;

ply voltage.

horted, affected
considered in the

n "stuck-ats”
tions such as

cumented in the

£t and coded in

to a different

conditional effect, or minor degradation of the output but still oper

ting within

specification.
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FIGURE A5 - Fault/Failure Analysis (F/FA)
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A subsequent and more detailed study considered other failure effects of the equipment in definitive
terms such as:

H - hardover (+, -)
S - slowover (n/sec)
F - stuck or frozen

B - bias error (n offset)

| - intermittent
G - gain error (n ties normal)
TL - total loss

E - erratic (oscillatpry or cyclic)

FL - fluctuating (n rhagnitude at "y" frequency)
"-* or NE - no effect (within performance limits).

Clarifying remarks pn qualitative output effects and.conditional effects were given in "Comments"
column.

Functional Failure Rates:

Once the circuit furjctions were delineated on the system block diagram, they were located and
partitioned on the gchematic diagram.

The failure rates fof each funétion were then calculated using MIL-HDBK-217 or an equivalent
industrial standard.| Mature failure rates (third year of operation) were used in these predictions. The
functional failure rates were established generally by identifying those parts associated|with each
circuit failure mode{ Jn those instances where the failure of a part results in multiple failure modes, the
part failure rate wa : ¢ mode failure
rate. In some cases, an estlmate was requnred of the percent of the chip cnrcwtry affected by the
failure mode being considered. The function failure rate is given in failures/million hours and are
documented on each function sheet (see Figure AS5). If high confidence is lacking, then use of the total
failure rate may be an acceptable conservative method.

-54 -



https://saenorm.com/api/?name=4a2eff197a2a36515067eb44a2ce174e

STD.SAE ARP 1A34A-ENGL 1997 ER 7943725 0554441 LAS IR

SAE ARP1834 Revision A

The probability of failure was determined for each computer output by interpreting the data from the
F/FA (output signal effect) sheets. This was accomplished by scanning down the column (see
Figure A5) on each of the sheets and noting which functions and failure modes affect the particular
output. This was determined by the presence of an "X" or "x" or "-" in the column or other code for
different effect or different output. The contributing failure rates for all effects, variously coded, were
collated and totaled. The difference between this failure rate and the total function failure rate yielded
the "no significant effect" failure rate. Probability of functional failure was then determined by
considering the total exposure time between Self Test or In-flight Monitoring or ATE Testing that

confirmed the operation of the circuit or function.

Functional Fault Detectability:

The detectability gf each failure mode under consideration in the F/FA had to belassegsed by the
analyst, then noted in the DETECT column of the F/FA (Figure A5). If detected, the method was noted
in MEANS OF DETECTION, and the system response included in EFFECT)OF FAILURE. Likewise,
the failure warning annunciation was indicated, and, for reference, the self test number used for
detection was noted. If the failure was UNDETECTED, this was indicated in the F/FAjalong with the
resulting effect onfthe system.

Analysis and Summary:

An overall assessment of fault monitoring was required to“analyze the distribution of detectable failures
versus non-detectable failures. Unused componentsiand "no effect" failures were notfconsidered
applicable to the fpult monitoring detection assessment.

A summary of sygtem effects breakdown with percentage of failure detected versus npn-detected was
determined. A summary of systems effects for the digital system example is shown bglow:

TABLE A4 - Detection Summary

TOTAL 146.6
FLIGHT DETECTION

Unannunciated 33.1
Nuisance Flag 5.7

GROUND DETECTION

Undetected 27.6
Nuisance Flag 57

Quantities are failures per million hours, based on mature (third year)
reliability predictions
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