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1.  IHTRODUCTION: 

1.1 Back round: A f a u l t  and f a i lu re  analysis (F/FA) usually consists of one or 
&e analysis processes depicted by Figure 1-1, "Family of Fault/ 
Fail  Ure Analysis Processes, I' Typically, these analysis techniques are for  
the purpose of: 

o Analyzing, assessing and documenting the e f fec ts  of potential fa i lures  on 
a par t icular  equipment item or system design; 

o Identifying those f a i l  ures w h i c h  a f f ec t  operational success or safety,  
and determining t h e i r  probabil i ty  of occurrence; 

o Enabling quantification of faul t / fa i lure  detection and isolation 
capabili ty as i t  re la tes  t o  equipment safety and maintainability. 

Aerospace Recommended Practice ARP 926A, "Faul t/Fail Ure Analysis Procedure", 
addresses the application of F/FA methods t o  par ts ,  components and systems 
other t h a n  those of an essent ia l ly  digi ta l  nature. 
separate ARP t o  address digi ta l  F/FA was in i t ia ted  t o  recognize: 

The development of this 

o The expanding use of d i g i t a l  hardware i n  mili tary,  commercial, and 
consumer products; 

o The need t o  apply F/FA procedures t o  d i g i t a l  devices, components and  
sys tems ; 

o The d is t inc t ive  character is t ics  of digi ta l  equipment, having unique 
potential f a i lu re  inodes which, i f  n o t  recognized and designed for ,  can 
resu l t  in e i the r  excessive downtime or erroneous o u t p u t  w i t h  severe 
rami f i c a t i  ons. 

1.2 Scope and Purpose: ARP 1834 provides general guidance f o r  the selection, 
approach t o ,  and performance of various k i n d s  of F/FA of digi ta l  systems and 
equipment. I t s  prime objective i s  t o  present several industry-acceptable, 
cost-effective methods for  identifying, analyzing, and documenting 
digital-equipment f a i lu re  modes and t h e i r  effects .  
and considerations presented here a re  directed t o  d i g i t a l  -equipment hardware 
faults and fa i lures  exclusively. 

The analysis techniques 

ARP 1834 i s  n o t  intended as an exhaustive treatment of  the enormously 
complex process involved  i n  the analytical f a i lu re  evaluation of complete 
d i g i t a l  systems, nor as a universally applicable,  def ini t ive listing of the 
necessary and suf f ic ien t  steps and actions for  such evaluation. 

ARP 1834 addresses the following areas o f  consideration i n  the preparation 
and performance o f  F/FA's for  d i g i t a l  equipment: 

Possible Analysis Approaches: Top-Down and/or Bottom-Up (Sect 2 )  

Fault/Failure Modes, as they a f f ec t  equipment operation and performance 
(Sect 3)  
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1 2 (Conti nued) : 

Faul t Noni tor i  ng Idethodo1 ogy : Reasons for ,  es  of,  and effectiveness 
-(Sect 4) 

Arìalysi s I4ethods; Preparation for, types of,  effectiveness and coverage 
(Sect 5 )  ~ 

1.3 Use o f  ARP 1834 Guidelines for  Safety Certification: If t h i s  document i s  
used as guidance for  analyses involved i n  achs'euing digital  -equipment safety 
cer t i f icat ion by a regulatory agency, early coordination w i  t i i  t h a t  agency 
should be in i t ia ted  to  establish the cope and level of analysis e f fo r t  that  
will be required to- shok compliance. Specific applications of F/FA 
processes discussed herein (and q u i  t e  possibly others oni t t e d  here) will 
need t o  be negotiated on a case-by-case basis between the applicant and the 
agency, and between the prime contractor and his subcontractor or  equipment 
s u p p l  ier .  

For  digi ta l  systems performing functions tha t  are  c r i t i ca l  and/or essential 
( see  2.2.1 1, i t  may not be possible t o  demonstrate compliance w i t h  
s a f e t p c e r t i  ficatl'on requirements without the use of design techniques aimed 
a t  producing a fault-tolerant system. A goal for  these design techniques i s  
the possible reduction or elimination of the need fo r  part-level Ft4EA. This 
consideration s of pivotal importance, because thorough, accurate and 
dependable FM of contemporary microci rcui ts i s not a feasible undertaking 
(see 5.1.3.6.1). The d e p t h  of the F/FA required to  show cornpliance will be 
strongly influénced by such techniques. Typical design techniques which may 
be used in various combinations include: 

o System Arcki tec t u  re 
Simi 1 a r  Redundancy 
D i  ssimi 1 a r  Redundancy 
Signal Consol i dation or  "Voting" 
Hardware Functional Partitioning 

o Fault Detection and Isolation 
Compari son blotti t o r i n g  between redundant elements 
hi-1 i ne t e s t  and mcmi tor i  ng 
In-line reasonableness checks 

System reconfigurati on 
Operational mode changing 
System shutdown 

o Fault Response 

A l  t hobyh  such design considerations are  outside the scope f t h i  document, 
they must be taken i n t o  account by system designers and analysts i n  meeting 
overall system-safety objectives and i n  establishing the 1 eve1 of e f fo r t  
required for  the F/FA. 
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2. POSSIBLE APPROACHES: 
-y Figure 1-1 should be t o  provide c red ib le  r e s u l t s  i n  
the most cos t  e f f e c t i v e  manner. O f  the var ious fac to rs  and inf luences which 
a f f e c t  success o r  f a i l u r e  per t h i s  c r i t e r i o n ,  the phase o f  development a t  
which the F/FA i s  expected t o  be performed and the analysis ob ject ives are 
probably the most s i g n i f i c a n t .  
o f  F/FA, as the design progresses, can help t o  accomplish these F/FA 
object ives i n  a cos t  e f f e c t i v e  manner. 

The prime c r i t e r i o n  f o r  performing any o f  the F/FA 

Table 2-1 r e f l e c t s  how the i t e r a t i v e  nature 
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TABLE 2-1 

F/FA 0b.iecti ve versus Development Phase 

DEVELOPMENT PHASE OBJECTIVE 

Pre l  i m i  nary Design To f i n d  design weaknesses, 
s ing le  p o i n t  f a i l u r e s  and 
po ten t ia l  hazards 

ab i 1 i ty , ma i n t a i  nab i 1 i ty 
& avai 1 abi  1 i ty 

Design/Devel opment To assess safety, r e l i -  

Desi yn Acceptance To substant iate t h a t  
equipment meets requi  rements 

Factors which in f luence the p a r t i c u l a r  F/FA approach t o  be u t i l i z e d  i n  
conjunct ion w i t h  d i g i t a l  equipnient, can, f o r  d iscussion purposes, be 
categorized under the fo l  1 owi tig headings : 

o In f luence Factors 
Commoii t o  a l l  systems F/FAs 
Non-processor-based system F/FAs 
Processor-based F/FAs 

o Factors a f f e c t i n g  scope and approach o f  F/FAs 
e Approach consi derat ions and compari sotis f o r  d i g i t a l  system F/FAs 
o Decision t r e e  f o r  c i v i l  a i r c r a f t  FjFAs 

2.1 Inf luences versus System Types: 

2.1.1 Comrnon t o  a l l  System F/FAs: 
any F/FA: 

There are two basic approaches t o  performing 
the  top-down approach and the  bottom-up approach. (ARP 926A 

c d  1 s these two the  " func t iona l  approach" and the. "hardware approach," 
respect ively.)  
both may be  u t i l i z e d  i n  conjunct ion w i t h  any F/FA. 
approach i s based on consi derat ions o f  c l a r i t y  , emphasis, program phase, 
equipment-development 1 i f e  cycle, etc.  

As shown i n  Figure 1-1, top-down o r  bottom-up analys is  o r  
Norinally the  choice o f  
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2.1.1 (Continued): 

The top-down analysis i s  i n i t i a t e d  a t  the system le'vel, o r  top-assembly 
l eve l ,  and proceeds downward through the hardware design (see Figure 
2-1). F a i l u r e  e f f e c t s  are i d e n t i f i e d  i n  terms o f  malfunct ion o f  the 
system o r  equipment-item o r  o f  the l o s s  of one o f  i t s  functions, r a t h e r  
than i n  terms o f  l owes t - l eve l - fa i l u re  impact. Having i d e n t i f i e d  the 
undesirable e f f e c t s , - t h i s  analysis determines i f  f a i l u r e s  can e x i s t  a t  the 
l o w e r  equipment l e v e l s  t h a t  can cause the undesirable e f fec ts .  Faul t-Tree 
Analysis i s an exampl e o f  top-down analyst s. 

The bottom-up analysis i s  i n i t i a t e d  a t  the e lect ron ic-par t  o r  component 
l e v e l  or a t  a higher, intermediate equipment l e v e l  and proceeds upward t o  
the top equipment o r  system l e v e l  as shown i n  Figure 2-1. 
i n i t i a t e d  l eve l ,  every c red ib le  hardware f a i l u r e  mode i s  postulated, and 
the f a i l u r e  e f f e c t s  o f  each such f a i l u r e  mode on the next-higher equipment 
l e v e l  are i d e n t i f i e d .  
exposure t ime o f  each f a i l u r e  mode are also assigned.) F a i l u r e  Modes and 
E f fec ts  Analysis (FMEA) i s  an example o f  a bottom-up analysis. 

For any equipment employing m ic roc i r cu i t s ,  completion o f  a bottom-up 
analys is  i n i t i a t e d  a t  the e lec t ron i c -pa r t  l e v e l  i s  n o t  o r d i n a r i l y  
achievable, because (as discussed i n  5.1.3.6.1 
dependable f a i l  Ure-mode analysis o f  most m i c r o c i r c u i t s  i s  n o t  feasible.  

ARP 926A contains examples i l l u s t r a t i n g  the mechanics o f  c e r t a i n  basic 
analyses. .Addit ional examples i l l u s t r a t i n g  the use o f  these basic 
approaches on d i g i t a l  systems are provided i n  t h i s  document. 

A t  the 

(-In some such analyses, the f a i l u r e  r a t e  and 

a thorough, accurate, and 
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RESPONSIBILITY 

SYSTEMS 
INTEGRATOR 

CONTRACTOR/ 
SUBCONTRACTOR 

SIMPLE SYSTEM - I i- 9-------- COMPLEX SYSTEM * 

NOTES: 

1. THE SIZE AND QUANTITY OF THE ARROWS REFLECT THE DEPTH AND SCOPE OF 
THE ANALYSIS 

2. THE DIRECTION OF THE ARROWS INDICATES THE DIRECTION OF THE ANALYSIS 
(TOP DOWN, BOTTOM UP) 

THE AREAS OF RESPONSIBILITY WILL GENERALLY OVERLAP MORE THAN INDICATED 3. 

FIGURE 2-1 
TYPICAL ANALYSIS FLOW--SCOPE, DIRECTION & RESPONSIBLITY 
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2.1.2 Non-Processor-Based System F/FAs: The basic approaches described i n  
ARP 926A may be used for  simple, non-processor-based digi ta l  systems. The 
more cornplex non-processor-based digital  systems will probably require the 
application of techniques described i n  this document. . 

2.1.3 Processor-Based System F/FAs: The basic F/FA approaches described for  

Where i t  i s  possible, the processor c i r cu i t  i s  divided into 

In the l a t t e r  si tuation, extreme care must be taken whenever an 
The  processor 

non-processor-based digital  c i rcu i t s  may be extended t o  processor-based 
systems. 
approach. 
various basic functional elements. The function fa i lure  effects  a re  i n  
e i ther  case, however, generalized as loss of function or incorrect 
function. 
incorrect function i s  assigned t o  a processor-based system. 
m a y  generate new and possibly undesirable functions i f  1 e f t  uncorrected. 

Typically, analyses are  performed us ing  the functional 

The e f fec t  o f  these processor fa i lure  modes on the system i s  determined by 
eviil uating the f au l t  monitoring and response provisions i n  conjunction 
w i t h  software design and hardware implementation. 

For processor-based systems, the functional approach may be effective i f  
the e f fec t  on the system due to  a fa i lure  i s  dependent on the f au l t  
rnoni toring, the effectiveness of which can be evaluated. W i t h  procuring 
or  regulatory agency concurrence, i t  may not be necessary t o  perfom 
analysis beyond the point of determining tha t  c r i t i ca l  and essential 
function fai lure  inodes are detectable by f au l t  monitoring, plus verifying 
tha t  the desired response will follow. I t  may be only necessary t o  
i n i t i a t e  the hardware F/FA approach a t  the lowest level subject t o  
analysis f o r  those cases where c r i t i ca l  and essential function effects  are 
determined or where there i s  a need to  quantify the probability of any 
undesi red event. 

Special methods may be rieeded t o  supplement the basic analytical hardware 
and functional F/FA approaches where the effects  of fa i lures  are 
uncertain. These techniques may use actual hardware, an emulation of the 
hardware, or a simulation of the hardware functions. 
simulated by one o f  the following methods: 

o In the target  computer, replace functioning hardware w i t h  fa i led 

o 

Failures may be 

equivalent hardware which may contain ind iv idua l  failed gates, or 

Inject f au l t s  a t  individual device pins i n  the target computer, e i ther  
manual l y  or automatically, or  

Inject fau l t s  into a digital  computer emulation of the target  
computer, o r  

o 

o 

Section 5.2 contains a description of these special methods. 

Inject  f au l t s  into a digital  computer simulation of the function. 
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2.2 F/FA Scope and Approach: Factors t h a t  d i r e c t l y  a f f e c t  the requi red l e v e l  
and scope o f  analysis include: 

o Fai  1 Ure consequences 

o System Archi tecture (redundancy, f unc t i on  i s o l a t i o n ) ,  

o F a u l t  Management (monitor ing techniques, effect iveness, 
comprehensiveness), and 

o Haintà inabi l  i t y  considerations. 

Table 2-2 deals w i t h  d i f f e r e n t  aspects o f  the scope o f ,  and approach to, the 
analysis. 

2.2.1 F a i l u r e  Consequences: A fundamental p r i n c i p l e  appl icable t o  a l l  equipment 
i s  t h a t  the scope o f  the selected analys is  approach should depend upon the 
seve r i t y  o f  the worst possible f a i l u r e  consequences. 

For commercial a i rborne systems and equipment, a categor izat ion o f  
f unc t i on  c r i t i c a l i t y  was introduced by RTCA Document No. DO-178 f o r  
software, imp1 i e d  by P a r t  25.1309(b), o f  the Federal Av iat ion Regulations, 
recognized by Advisory C i  r c u l  ars AC 20-1 15 and AC 25.1309-1 
c r i t i c a l i t y  categories w i t h  associated q u a n t i t a t i v e  l e v e l s  are shown i n  
Table 2-2 and def ined by the FAA i n  AC 25.1309-1 as: 

The 

o Non-Essential -- Functions whose f a i l u r e s  would n o t  con t r i bu te  t o  o r  
cause a f a i l u r e  cond i t i on  which would s i g n i f i c a n t l y  impact the safety  
o f  the a i rp lane o r  the a b i l i t y  o f  the f l i g h t  crew t o  cope w i t h  adverse 
operat ing condi t ions.  Airplane condi t ions which r e s u l t  from improper 
accomplishment o r  loss o f  non-essential functions may be probable. 

o Essent ia l  -- Functions whose f a i l u r e s  would con t r i bu te  t o  o r  cause a 
f a i l u r e  cond i t i on  which would s i g n i f i c a n t l y  impact the safety  o f  the 
a i rp lane  o r  the a b i l i t y  o f  the f l i g h t  crew t o  cope w i t h  adverse 
operat ing condit ions, F a i l u r e  condi t ions which recul  t from improper 
accomplishment o r  loss o f  essent ia l  funct ions must be improbable. 

o C r i t i c a l  -- Functions whose f a i l u r e  would con t r i bu te  t o  o r  cause a 
f a i l u r e  cond i t i on  which would prevent the continued safe f l i g h t  and 
landing o f  the airplane. F a i l u r e  condi t ions which r e s u l t  from improper 
accompl i shment o r  1 oss o f  c r i  t i c a l  funct ions must be extremely 
improbable. 

2.2.2 Archi tecture:  I f  the a rch i tec tu re  ( t h e  arrangement and i n t e r r e l a t i o n s h i p  
o f  components) o f  the system i s  such t h a t  m u l t i p l e  outputs are ( f o r  the 
most p a r t )  i s o l a t e d  from each other  by u t i 1  i z i n g  separated, independent 
c i r c u i t s ,  the pa r t s  l e v e l  F/FA task could be f a i r l y  simple and l i m i t e d  i n  
scope. However, i f  the c i r c u i t s  are h i g h l y  i n te rac t i ve ,  then the analys is  
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Table 2-2 

One Exampl e of Categorizi n9 
Scope and Approach of Analysis 

Essential FTA 
FI !EA 

_ _ _  

Imprababl e 

(.i x 10-5 or l e s s )  .......................................................................... 
Non-Essential Analysis t o  determine May be probable 

tha t  system performs 
only non-essential 
functions; determine 
i f  fa i  1 Ure' cou1 d 
contribute t o  a f a i lu re  
condi t i  on i nvof v i  ng an 
essential o r  c r i  t i ca l  
function. 

( I  x 10-5 or  greater)  
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task could  be d i f f i c u l t  and lengthy, T h i s  i s  particularly true when i t  i s  
necessary, because of f a i l  Ure mode cr i  t i ca l  i ty,  t o  tabulate and aiialyze 
every credible f a i lu re  moae in the Line Replaceable U n i t  ( L R U ) .  

When the architecture of the system u t i l i ze s  a higher degree of 
independent, non-interactive elements, the fa i lure  modes become eas ie r  t o  
analyze. 

2.2.3 F a u l t  14anagement: Fault nianagement includes: detection, response, 
storage' and display. 

There rire a number of possible hardware and/or software means for 
implementing digi ta l  f a u l t  monitoring. In any given  application, i t  i s  a 
design responsibil i ty t o  s e l ec t  f a u l t  monitoring techniques which comply 
w i t h  the equipment specification safety requirements. 

If  the system architecture i s  so configured as  t o  rely heavily on in-line 
monitoring ( a s  opposed t o  comparison of redundant signals) t o  reduce risk 
of adverse e f fec ts  associated w i t h  fa i lures ,  then some method of fa i l -safe  
monitoring may need to  be employed, 
expand the scope of analysis required. 
designed, however, t o  detect  specific fa i lures ,  a proportionate reduction 
i n  F/FA scope ( t h a t  i s ,  numbers of combinations of fa i lures  which need t o  
be analyzed) can be achieved, provided tha t  the f a u l t  monitoring i s  
successfully shown t o  perform i t s  intended function, and does no t  cause 
unnecessary loss of function. 
must a l so  be analyzed. 

Any such special methodology will 
If the f a u l t  monitoring i s  

The e f fec ts  of fa i lures  of f a u l t  monitoring 

2.2.4 flaititainability Considerations: The scope of  F/FA may be dictated by 
contractual requirements for  min imum proven levels  of f a u l t  detection 
coverage, These requirements are  intended t o  reduce l i f e  cycle costs by 
correct ident i f icat ion of faulty assemblies a t  various levels  of repair. 

2.3 F/FA Approach Considerations: Table 2-3 provides factors  t o  be considered 
The following discussions are  keyed t o  when selecting an F/FA approach. 

those considerations. 

2.3.1 Program Phase: This refers  t o  the design phase i n  wh ich  an approach may 
be i n i t i a t e d ,  The bottom-up approach cannot be s tar ted u n t i l  the 
hardware/circui t s  are defined, The top-down or functional approach can be 
in i t ia ted  earlier i n  the program; actually,  anytime a f t e r  a concept has 
been formed, including the basic design development through tradeoff 
analysis. 
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Table 2-3 

Page 14 

Digital Systems Considerations 
of F/FA ADDroaches 

CONS I DE RAT I 014 BOTTOM-UP APPROACH TOP -DOWN APPROACH 

1. Program 
Phase 

2. Level of Detail 
versus Cost 

3.  S k i l l  Level, 
Experti se 
Required 

4. Fac i l i ty  
Special needs 

5. Fault  Management 

6. Software Design 

7. Safety Hazard 
Identification 

8. Design Changes 

Circuit Description 
t o  Product Release 

More exhaustive fo r  
components selected 
fo r  Analysis 

Primarily i n  c i r c u i t  
design of techno1 ogy 
u t i l  ized 

No special fac i l  
required 

Assists i n  quant 
f au l  t i sol a t i  on 

t i e s  

fying 

Helps t o  evaluate 
Software imp1 ementation 

Supports Analysis 
of Identified 
Hazards 

Less Tolerant of 
changes; more 1 i kely 

- t o  require amended 
F/FA 

No limit - 
Conceptual Phase 
t o  Product Release 

Relative t o  
System Requirements 

Primarily i n  systems 
aspects of technology 
u t i l  ized 

No special f a c i l i t i e s  
required 

Assists i n  identifying 
need for  f a u l t  isolat ion 
a t  intermediate levels  

Helps to  evaluate 
Software scope 

Hazard ident i f icat ion 
a t  system level 

More Tolerant of 
changes; less 1 ikely 
to  require amended 
F/FA 

 
Distributed under license from the IHS Archive
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SAENORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 ar
p1

83
4

https://saenorm.com/api/?name=028de9ff689842014d03b1fbc52dcc47


ARP 1834 Page 15 -9 

2.3.1 

2.3.2 

2.3.3 

2.3.4 

2.3.5 

(Conti  nued 1 : 

For processor-based d i g i t a l  hardware, software requirements become an 
add i t i ona l  considerat ion t o  be def ined before the F/FA i s  started. 
funct ional  F/FA approach can be used i n  conjunct ion w i t h  a conceptual 
hardware design t o  he lp def ine the software safety  checking requirements, 
i n  conjunct ion w i t h  system a rch i tec tu re  and hardware f a u l t  monitoring. 

The 

Level o f  D e t a i l  versus Cost: For both the hardware and funct ional  F/FA 
approaches, costs are r e l a t e d  t o  the l e v e l  o f  d e t a i l  o r  depth o f  
analysis. Processor based systems are time-based and, as such, e x h i b i t  
operat ing s t a t e  changes according t o  t h e i r  i n t e r n a l  c lock ing and s t a t e  
processor algori thms. 
one f a i l u r e  i n  a p a r t i c u l a r  s t a t e  l a s t i n g  an extremely sho r t  i n t e r v a l  o f  
t ime i n  one o f  the thousands o f  a c t i v e  d i g i t a l  elements. Tasks being 
performed are so complex t h a t  some e r ro rs  may be undetected f o r  long 
periods o f  time. Therefore, i t  may n o t  be possible t o  p r e d i c t  processor 
f a i l u r e  e f f e c t s  a t  i t s  output p ins o r  t o  def ine how these events may be 
manifested a t  the output ports.  

Serious processing e r r o r s  can occur as a r e s u l t  o f  

The b e t t e r  the f a u l t  management i n  the design, the l e s s  d e t a i l  required i n  
the F/FA. It may be more cos t -e f fec t i ve  t o  use the funct ional  F/FA 
approach i n i t i a l l y  and expand the analysis on f a i l u r e  modes determined t o  
be c r i t i c a l .  
F/FA approach. 

The expansion o f  the analys is  would then use the hardware 

S k i l l  Level, Expert ise Required: The hardware F/FA approach requi res a 
c i r c u i t  desian s k i l l  l e v e l  comparable t o  the technolow u t i l i z e d .  The 
funct ional  FTFA approach requikes system l e v e l  expert;& and an o v e r a l l  
f a m i l i a r i t y  w i t h  the design object ives.  
hardware , these approaches requ i re  an ove ra l l  know1 edge o f  the desi gn , 
software and f a u l t  management requirements. 

F a c i l i t y  - Special Needs: The two basic F/FA approaches do no t  requ i re  
any special f a c i l i t i e s .  Other methods, as described i n  Section 5, requ i re  
special f a c i l i t i e s .  

F a u l t  Management: 
usua l l y  inc lude a s i g n i f i c a n t  amount o f  f a u l t  management. 
management covers the var ious aspects o f  f a u l t  detection, f a u l t  response, 
f a u l t  storage, f a u l t  display, and poss ib ly  f a u l t  correct ion.  
w i t h  these b u i l t - i n  a t t r i b u t e s  can be analyzed i n  a completely d i f f e r e n t  
fashion than one wi thout  them, o r  w i t h  on ly  rudimentary c a p a b i l i t i e s .  The 
process becomes one o f  analyzing the ef fect iveness o f  the designed-in 
f a u l t  management c a p a b i l i t y  r a t h e r  than t r y i n g  t o  postu la te the e f f e c t s  o f  
s p e c i f i c  f au l t s .  

For processor based d i g i t a l  

Modern systems, p a r t i c u l a r l y  processor based systems, 
F a u l t  

A system 

2.3.5.1 F a u l t  Detection: 
al lowable behavior a t  various p o i n t s  i n  the system i n  the non-faulted 
cond i t i on  and then e i t h e r  monitor ing continuously o r  t e s t i n g  a t  
i n te rva l s ,  o r  on demand, t h a t  these condi t ions have n o t  been v io la ted.  
The analys is  must confirm t h a t  f a i l u r e s  are indeed detected. 

F a u l t  detect ion i s  b a s i c a l l y  performed by de f i n ing  the 
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2.3.5.2 Fau l t  Response: The b u i l t - i n  f a u l t  response, ( i , e . ,  the designed 
reaction t o  a detected . faul t )  depends on the specific purpose. 

ARP 1834 

2.3.5.1 (Continued) : 

In many cases, a localized bottom-up approach from postulated fa i lure  t o  
the next higher  detection node will be needed. However, the task is 
usually simplified because the specific behavior i n  the faulted 
condition is  not  o f  in te res t ,  only the f a c t  t ha t  i t  i s  distinguishable 
from the non-faulted behavior. Usually, this may be accomplished by 
performing t e s t s  under known and  controlled conditions. 
A-to-D converter can be tested a t  a time when i t  i s  off-l ine by 
inserting a known i n p u t  and looking  fo r  the expected o u t p u t .  Any other 
o u t p u t  indicates a fa i lure .  

For example, an 

Page 16 

Requirements for  f a u l t  detection' usually f a l l  i n t o  three categories: 
safety,  operational, and maintenance: 

o Safety requirements will usually involve h i g h  level system 
operations; reconfiguration, signal selection, mode changing o r  even 
d i  scoiinect i n  some cases. 
relevant annunciations t o  the f l i g h t  crew of primary responses. 

indications required by the f l i g h t  crew for  making decisions such 
as: whether €o dispatch o r  not ;  dispatch i s  allowed b u t  only 
degraded operation is  available; e tc ,  

o Maintenance requirements invol ve such functions as 1 ong term 
(non-volatile) storage and o u t p u t  (data bus or bui l t - in  display) of 
maintenance related da€a. 

Secondary safety responses may i ncl ude 

o Operational requirements most commonly invol ve system s ta tus  

In each case, the analysis must confirm tha t :  

o The required response(s) t o  a specific detected f au l t  does indeed 
occur, and 

o The designed response(s) t o  a specif ic  detected f a u l t  i s  appropriate. 

In most cases, the system design will require 
short term (vo la t i l e )  and/or long term (non-volatile) storage of f a u l t  
data i n  order t o  implement the required responses. 

Often local ( b u i l t - i n )  o r  remote f a u l t  display is  also required. 

The analysis must inc 
display elements of t 

I 

2.3.5.3 Fault Storage 4 Display: 

e consideration of fa i lures  of the storage and 

Software should be considered from three main aspects, 

I 

2.3.6 Software Design: 
which are: - 

1. How hardware fa i lures  can a f fec t  the execution of the operational 
program. 
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2.3.6 (Continued) : 

2. How hardware fai lures  can a f fec t  the functional isolation of c r i t i ca l  
functions. 

3. How the Fault Management i s  designed, particularly those features 
which are performed via the operational program. 

2.3.6.1 Effects on Program Execution: A typical CPU breaks down into functional 
elements, as fol 1 ows: 

o Arithmetic Logic Unit ( A L U )  

o Read Only Memory (ROM) 

o Random Access tlemory (RAH) 

o Interrupt Control 

o Timing and Control 

A comprehensive analysis of the effects  of a l l  definable fa i lure  modes 
of the above elements on the system behavior under a l l  conditions i s  
iinpractical However, the effects  of some fa i l  ures, under some 
conditions, can be analyzed. 

For example, i t  may o r  may not be possible t o  completely trace a l l  the 
effects  of a fa i lure  which resu l t  i n  an incorrect s t a t e  of one b i t  of a 
Program ROM. I f  the affected b i t  is  pa r t  of a dedicated da ta  constant, 
the recul t i  ng arithmetical errors  may be analyzabl e ;  however, i f the 
affected b i t  i s  part  of an instruction, some of the effects  will 
probably be unpredictable. In e i ther  case (or any other ROM b i t  
f a i lu re ) ,  the result ing change in a ROM checksum i s  a predictable event. 

For other fa i lures ,  i t  may be necessary t o  rely on more indirect  
evidence tha t  a fa i lure  affecting software execution has occurred. 

The use of buil t- in se l f  tes t  techniques, such as a periodic execution 
of specific instructions w i t h  controlled inputs, i s  one example. 
Another, i n  a wider sense, is the use of a Watch Dog Timer (sometimes 
referred t o  as a heart-beat monitor) t o  check the program execution time 
against an independent clock, 

The analyst must determine whether fa i lures  of the hardware, which can 
a f fec t  program execution, do indeed resu l t  i n  effects  which, although 
n o t  necessarily predictable, are nevertheless detectable by one or more 
of the f au l t  monitoring techniques appl led. 

Any residual pos tu la ted  faul ts ;  i .e., possible fau l t s  for  which 
detection i s  uncertain, will probably have t o  be subjected t o  tes t ing by 
one of the special methods described i n  Section 5.2. 
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2.3.6.2 E f f e c t  o f  Fa i l u res  on Functional I so la t i on :  Functional i s o l a t i o n  o f  
operational program elements, so t h a t  they do n o t  cross physical storage 
device boundaries, i s  f a i r l y  common i n  the implementation o f  d i g i t a l  
sys terns. 

P a r i  o f  the software considerat ion f o r  a F/FA consis ts  o f  analyzing the 
funct ional  re la t i onsh ips  o f  various program segments and a comparison 
w i t h  the storage patterns i n  the physical devices t o  ensure t h a t  
f a i l u r e s  i n  a s ing le  storage device do n o t  a f f e c t  more than one c r i t i c a l  
funct ion.  - 

2.3.6.3 F a u l t  Management Design: It i s  important t h a t  anyone analyzing a 
d i g i t a l  system be general ly f a m i l i a r  w i t h  the system requirements and 
how these are s a t i s f i e d  by the software design. However, i n  one area, 
t h a t  o f  f a u l t  management, i t  i s  imperative t h a t  the analyst  develop a 
good understanding i n  the de ta i l ed  s p e c i f i c  requirements and the step by 
step i n s t r u c t i o n s  which, when -executed, implement the f a u l t  management 
design, 

This knowledge i s  essent ia l  f o r  a proper evaluat ion o f :  

o F a i l u r e  e f fec ts ,  i nc lud ing  t h e i r  d e t e c t a b i l i t y ,  and 

o The a b i l i t y  of the system t o  respond co r rec t l y .  

2.3.7 Safety Hazard I d e n t i f i c a t i o n :  The funct ional  approach provides the 
a b i l i t y  t o  i d e n t i f y  p o t e n t i a l  hazards. The hardware approach may be 
required t o  support analysis of po ten t ia l  hazards, ( i d e n t i f i e d  by the 
funct ional  approach) f o r  meeting acceptable probabi l  i ty l e v e l  s. 

2.3.8 Design Changes: The v a l i d i t y  o f  a completed F/FA analysis i s  sens i t i ve  t o  
fol low-on hardware o r  software changes, and depends on the analysis 
approach used. 
design changes sl’nce they recognize changes i n  hardware elements, whereas 
the top-down F/FAs are based upon broader funct ional  groups. 

Figure 2-4 i s  a f l ow  c h a r t  dep ic t i ng  the key tasks and 

I n  general, the bottom-up F/FAS are more sens i t i ve  t o  

2.4 F/FA Decision Tree: 
decisions involved i n  se lec t i ng  the f a u l  t / f a i l u r e  analyses t y p i c a l l y  
requi red f o r  safety  c e r t i f i c a t i o n  o f  a i r c r a f t  d i g i t a l  e lec t ron i c  systems. 

To minimize complexity, the c h a r t  does n o t  address the s i t u a t i o n  where the 
completed analyses show t h a t  the system w i l l  n o t  meet the safety  c r i t e r i a .  
It i s  l i k e l y ,  f o r  example, t h a t  if the system lacks f u l l  redundancy, many 
essent ia l  systems and most c r i t i c a l  systems w i l l  f a i l  t o  meet the spec i f i ed  
c r i t e r i a .  
necessary. 

I n  t h a t  s i t ua t i on ,  system redesign w i t h  rev ised analyses would be 

I f  system f a i l u r e s  do no t  invo lve essent ia l  o r  c r i t i c a l  functions, i nc lud ing  
prov id ing misleading information t o  the f l i g h t  crew, f u r t h e r  analys is  i s  
normally n o t  required. 
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2.4 (Continued): 

-3 ARP 1834 

I f  any o f  the system f a i l u r e s  do i nvo l ve  essent ia l  o r  c r i t i c a l  functions, 
the next question i s  whether s u f f i c i e n t  redundancy i s  provided o r  o ther  
design techniques employed (see paragraph 1.3). 
redundancy, adequate f a i l u r e  detect ion and a c c e p t a b i l i t y  o f  the f a i l u r e  
e f fec ts ,  then f u r t h e r  analys is  may n o t  be required. 

I f  an FMEA can v e r i f y  the 

On the other hand, i f  e i t h e r  the redundancy o r  o ther  design techniques are 
shown t o  be l ack ing  o r  inadequate (by the hazard analys is)  o r  the FMEA f a i l s  
t o  v e r i f y  t h a t  the f a i l u r e  e f f e c t s  are acceptable, then a f a u l t  t r e e  o r  
o the r  analys is  i s  a l so  necessary. 
probabi 1 i ty o f  occurrence o f  each f a i  1 Ure condi ti on i s acceptabl e ( re1 a t i v e  
t o  the c r i t i c a l i t y  category o f  the f a i l u r e  e f f e c t )  then fu r the r  analysis may 
no t  be required. 

I f  the analysis shows t h a t  the 

3. FAILURE MODES 81 EFFECTS: 

3.1 I d e n t i f i c a t i o n  o f  General Needs: 
cause-and-effect analysis procedure. 
analysis, the modes o f  f a i l u r e  ( t h e  "cause") must be considered. 
sect ion addresses the t o p i c  o f  f a i l u r e  modes o f  d i g i t a l  funct ions and 
devices. 

Performance o f  F/FAs t y p i c a l l y  involves a 
As a resu l t ,  a t  some p o i n t  i n  the 

This 

The l e v e l  a t  which an F/FA i s  s t a r t e d  a f f e c t s  what i s  perceived t o  be a 
fau l  t. The top l e v e l  e f f e c t  w i l l  always be the same, regardless o f  the 
l e v e l  a t  which analys is  i s  started. I f  a funct ional  F/FA i s  t o  be 
performed, the modes o f  f a i l u r e  and t h e i r  r e l a t i v e  frequency o f  occurrence 
are hypothesized f o r  each func t i on  a t  t h i s  p a r t i c u l a r  equipment l e v e l .  For 
a hardware approach a t  the lowest l e v e i  subject  t o  analysis, the f a i l u r e  
modes thetiiselves must be evaluated i n  terms o f  h igher l e v e l  e f fects .  
analyst  must guard against  deal ing w i t h  genera l i t i es  and must recognize the 
unique aspects o f  each design; 

The 

Wi th in  t h i s  framework and w i t h  emphasis on d i g i t a l  l y  or iented time-based 
systems, the determination o f  basic " f a i l u r e  modes" may o f t e n  prove 
d i f f i c u l t ,  i f  n o t  impossible. 
trends toward increasing computational power make i t  more d i f f i c u l t  t o  
i d e n t i f y  spec i f i c ,  elementary, s i m p l i s t i c  f a i l u r e  modes. 
t h i s  context  are synonymous w i t h  what are o f t e n  r e f e r r e d  t o  as f a i l u r e  
i n d i c a t o r s  o f  d i g i t a l  devices - the output o r  device package p i n  l e v e l  
i nd i ca t i ons  o f  f a i l u r e  caused by i n t e r n a l  f a i l u r e  mechanisms r e l a t e d  t o  the 
ch ip  o r  interconnect. 

As newer d i g i t a l l y  or iented systems evolve, 

F a i l u r e  modes i n  
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3 

F a m i l i a r i z a t i o n  
w i t h  System 

Figure 2-4 

Perform Hazard 
Analysis 

An Example o f  an 
F/FA Decision Tree 

Can any System F a i l u r e  Involve 
Essent ia l  o r  C r i t i c a l  Function, 
D i r e c t l y  o r  I n d i r e c t l y ,  Inc lud ing 

. Prov i  d ing M i  sl eadi ng I n  format i  on 
t o  the F1 i g h t  Crew? .- 

NO 

I s  Redundancy and F a u l t  Detect ion Provided? 
I 

Y ES NO 

Ef fec ts  - o f  Each F a i l u r e  
Condi ti on Invol  v i  ng Essenti a l  
o r  C r i  t i c a l  Functions 

Perform FMEA t o  V e r i f y  Adequacy 
o f  Redundancy and F a u l t  Detect ion 
and €o I d e n t i f y  E f fec ts  on Essent ia l  
o r  C r i  t i c a l  Functions 

Redundancy and Acceptabi 1 i ty Perform Analysis t o  Confirm 
o f  Detect ion and E f fec ts  Acceptable Probabi 1 i ty o f  Each 
Ver i f i ed?  > F a i l u r e  Condit ion Involv ing,  

Essential o r  C r i t i c a l  Function 

NO 

r 

YES I 
Further Analysis 

Normally Not Required f 

A 
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3.2 F a i l u r e  Mechanisms: F a i l u r e  mechanisms, i n t e r n a l  t o  the m i c r o c i r c u i t  
package, are t y p i c a l  l y  explored v i a  ''physics o f  f a i l  Ure. II General 
in format ion i s  ava i l ab le  i n  t h i s  area f o r  most d i g i t a l  device technologies, 
and t y p i c a l l y  includes f a i l u r e  mechanisms r e l a t e d  t o  defects i n  the device, 
such as: 

Surface 
Bu1 k 
Oxide 
D i f f u s i o n  
Metal i z a t i o n  
Bonds/Interconnect 
Packaging 

The r e s u l t i n g  f a i l u r e  e f f e c t s  a t  output pins, which may be many gate l e v e l s  
away from the o r i g i n a t i n g  f a i l u r e ,  are appl ication-dependent, and very 
l i t t l e  p r a c t i c a l  f a i l u r e  in format ion i s  ava i l ab le  r e l a t i v e  t o  the p a r t ' s  
output l e v e l  s. 

3.3 Modes and E f fec ts :  

3.3.1 Device F a i l u r e  flodes: 
consider device f a i l u r e s  which are assumed t o  manifest themselves i n  
e i t h e r  a "stuck-at-1 I' o r  "stuck-at-O" f a i l u r e  cond i t i on  a t  an output pin, 
t y p i c a l l y  w i t h  a 50%/50% d i s t r i b u t i o n .  For simple gates, i n v e r t e r s  and 
other small scale i n t e g r a t i o n  (SSI) devices, t h i s  appears t o  be a 
reasonable approach i n  most cases. 

A basic approach i n  de ta i l ed  F/FAs has been t o  

However, many f a i l u r e  mechanisms may n o t  be d i r e c t l y  r e l a t e d  t o  a s ing le  
stuck-at condi t ion,  a f f e c t i n g  mu1 t i p l e  pins i n  various combinations. 
Also,  i n te rm i t ten ts ,  indeterminate outputs and condi t ional  f a i l  Ure modes 
may need t o  be considered. It i s  n o t  appropr iate t o  d i r e c t l y  extend t h i s  
approach t o  medium scale and l a r g e  scale i n t e g r a t i o n  (MSI & LSI) devices, 
especia l ly  i n  the areas o f  time-based processors, memories, and other  
d i g i t a l  bus-oriented devices. Because o f  the system a rch i tec tu re  and 
interdependencies of the i n t e r n a l  funct ions of these more complex devices, 
output  "stuck-ats" no longer r e a l  i s t i c a l  l y  represent the major output  
l e v e l  f a i l u r e  modes. 
i nd i ca t i ons  o r  package 1 eve1 e f f e c t s  f o r  these more complex devices. 

The major challenge i s  how t o  determine the f a i l u r e  

A method f o r  est imat ing f a i l u r e  modes i s  t o  model the d i g i t a l  devices 
under considerat ion e i t h e r  w i t h  cons t i t uen t  funct ional  b locks f o r  which a 
b e t t e r  d e f i n i t i o n  of f a i l u r e  modes ex is ts ,  o r  poss ib ly  with a simple-gate 
equivalent. The complexity o f  the devices under considerat ion along w i t h  
the goals and c r i t i c a l i t y  o f  the analys is  w i l l  t y p i c a l l y  d i c t a t e  
appropr iate approaches. The determination of d i g i t a l  device f a i l  Ure modes 
w i l l  normal ly i nvo l  ve sound engineering judgment based on general and 
l i m i t e d  support data. 
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3.3.1 (Continued): 

Table 3-1 presents a p a r t i a l  l i s t  o f  f a i l u r e  modes f o r  some general 
d i g i t a l  device types. This i s  by no means an exhaustive representat ion,  
b u t  may be considered a s t a r t i n g  p o i n t  i n  generating spec i f i c  funct ional  
f a i l u r e  modes f o r  a p a r t i c u l a r  device being analyzed. 

Table 3-1 

Typical Device F a i l  Ure Modes 

D E V I  CE POTENTIAL FAILURE MODES 

MEMORY Defect ive Address Decoder 
( RAM/ ROM ) Defect ive Address Buf fe rs  

Defect ive Data Buf fers  
Defect ive Control Logic 
Defect ive Ce l l  ( s )  
Ce1 1 Pat tern Sensi t i v i  ty 

PROCESSOR Defect ive Decoders 
Defect i ve Reg i s t e r s  
Defect ive Control Logic 
Defect ive 1/0 
Defect ive ALU, 

GATE Output stuck-High/Low 
Output I n te rm i t ten t /  

Output indeterminate 
Osc i l la tes  

F 
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3.3'2 Soft  Failures: Intermittent or recoverable fa i lure  modes are most 
predominant, or a t  least  subjected t o  the most discussion, i n  reference t o  
random access memory (RAM)  and are  often referred t o  as "soft failures".  
These are  random, typically single b i t  errors  tha t  neither damage the par t  
nor are  associated w i t h  any ident i f iable  physical defect. 

Soft  f a i  1 ures may recul t from causes i ncl udi ng : transients , system noi se, 
pattern sensi ti  v i  ty,  temperature sensi t i  v i  ty , and al  plia radi a t i  on - the 
l a s t  due t o  traces of radioactive materials i n  the package. 
ionizing alpha par t ic les  can generate electron-hole pairs i n  the 
semiconductor material, which m a y  cause random s h i f t s  between the logic 
"1" and "G" states i n  b i t  locations. 
i n  nature and cause no device damage. 
recovered by u s i n g  appropriate monitoring. 

immediately obvious o r  detected. 
w i t h  subsequent operational mode o r  configuration changes, or  w i t h  
subsequent fa i lures ,  r e su l t  in unacceptable characterist ics.  

These 

These f a i lu re  modes are  transitory 
The associated local e f fec ts  can be 

3.3.3 Latent Failures: A l a t en t  fa i lure  i s  one which, when i t  occurs, i s  not 
Some l a t en t  f a i l  ures can, when coupled 

Depending on the severity of the potential failure consequence i t  may be 
necessary t o  define the probability of occurrence of some l a t en t  fa i lures  
and possibly design the system t o  limit the time for  which the f a i lu re  
remains undetected, Latent f a i lu re  modes usually include data and/or time 
dependencies where a f a i lu re  indication occurs only under a cer ta in  unique 
set o f  i n p u t s  or operati ng condi tions/parameters. 
i ncl ude : 

Possible exainpl es 

o The condition where the o u t p u t  of a multiple i n p u t  device i s  wrong or  a 
fa i lure  condition ex is t s  only when the i n p u t s  are exposed t o  a specific 
and unique s e t  of i n p u t s  - a simple example would be a 4 - i n p u t  NAND 
gate which operates correctly except tha t  the o u t p u t  also becomes a 
logic "O" when a specific i n p u t  o f  "1101" occurs. 

o A random access niemory (RAM) device where a data b i t  may change logic 
states when a unique set  of l o g i c  levels  ex is t s  i n  other associated 
storage 1 ocati ons. 

Some considerations of 1 a ten t  f a i  1 Ure modes i ncl ude the fol 1 owing: 

o The occurrence of an activating stimulus ( u n i q u e  i n p u t  conditions or 
b i t  patterns, e t c . )  may be so infrequent t ha t  detection dur ing  actual 
operation i s  not practically feasible. 

o Assuming the f i r s t  f a i lu re  i s  latent,  a second or specific sequence of 
subsequent fau l t / fa i lure  modes may lead t o  an undesired event; i.e., a 
multiple f a u l t  sequence may be needed t o  produce an effect .  

o Activating stimul i or a required unique 
never occur, i n  which case a l a t e n t  f a i  
i nconsequenti al e 

s e t  of operating cond 
Ure mode would be 

t ions may 
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3 . 3 , 3  (Continued): 

Whi 1 e the occurrence of undetected f a i l  ures canndt be prevented, the 
exposure interval for  which these fai lures  remain undetected can be 
1 inii ted. T h i s  rnay be accompl i shed through imp1 ementati on o f  real time 
f au l t  monitoring, power-up or pre-use self- tes t ,  scheduled maintenance 
action and, i f  indicated, bench testing. In this way the probability of 
the development of a hazardous situation can be reduced t o  an acceptable 
level. One approach is t o  re-examine the concept of performance 
monitoring and validation of specified performance, Key factors i n  this 
concept are: 

o A component which operates i n  accordance w i t h  i t s  design specifications 
i s  not failed,  and 

o A fa i lure  which i s  immediately detected i s  no t  latent.  

T h i s  concept requires assurance t h a t  components used i n  c r i  t i ca l  functions 
are  exercised i n  some way, such as  automatic self- tes t ,  performance 
monitoring d u r i n g  normal operation, or  bench tests w i t h i n  appropriate 
minimum frequency. 

3.3.4 Failure Mode Data Sources: In addition t o  individual f i e ld  fa i lure  data, 
a source of component fa i lure  mode and distribution data i s  the 
Re1 iabil  i ty Analysis Center (RAC) .  RAC provides general data on d i g i t a l  
device fa i lure  rates, fa i lure  modes, mechanisms and distributions through 
thei r Mi croci rcui t Device Re1 i abi T i t y  ( M D R )  document series. However, 
care should be exercised i n  evaluating these data t o  avoid misleading or 
non-applicable conclusions. Since fai lure  modes and distributions a re  
influenced by application, the parts represented by the data should  
re f lec t  similar applications, function, s t ress ,  etc.  In addition, the 
fai lure  modes and distributions of various technologies, and to  some 
extent individual component types, vary w i t h  maturity. Therefore, the 
population from which the data were generated should be a t  the same level 
of maturity as  t h a t  used i n  the design under analysis. 

3.4 Failure Rate Allocation: In most cases, fa i lure  rates for  d i g i t a l  devices 
can be estimated w i t h  the aid of industry-wide sources such a s  MIL-HDBK-217, 
RAC and GIDEP (Government Industry Data Exchange Program). 
company fa i lure  rates which have a s t a t i s t i ca l ly  va l id  da t a  base are often 
available. 
allocation of a device's total  fa i lure  ra te  t o  the various constituent 
fa i  1 Ure modes i s necessary. Frequently, a fa i  1 Ure rate  or  probabi 1 i t y  
budget  i s  established for  certain system level events or  effects.  Top-down 
analyses may show tha t  certain device fai lure  modes contribute t o  undesired 
top-1 eve1 effects ,  and reasonable probabil i t i  es  of occurrence f o r  these 
fai lure  modes must be determined. Realistic estimates of fa i lure  ra te  
allocations f o r  broad categories of typical f a i l  ures are sometimes possible 
w i t h  available industry data. Allocation of fa i lure  ra tes  t o  rare fa i lure  
modes will usually be dependent upon application and will require. 
engineering judgment. 

In addi  tion, 

For F/FAs i n  which quantitative results are required, the 
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3.5 Custom L S I :  Custom L S I  usua l l y  presents a d i f f e r e n t  s e t  o f  circumstances 

than standard L S I  i n  t h a t  the device i s  designed by o r  f o r  the manufacturer 
who intends t o  apply i t  i n  h i s  product. 
in format ion concerning the i n t e r n a l  con f i gu ra t i on  and expected f a i l u r e  modes 
should be ava i l ab le  f o r  use i n  F/FA's. 

Therefore, more d e t a i l e d  

3.6 Software Considerations: I n  a system o r  end i t em t h a t  u t i l i z e s  some type o f  

System e f f e c t s  o f  
processor contro l ,  such as a microprocessor, software usua l l y  d i r e c t s  o r  
implements the sequencing o f  the type o f  con t ro l  desired. 
hardware d i g i t a l  device f a i l u r e  modes t y p i c a l l y  become a func t i on  o f  the 
resul  t a n t  response generated by the software. 
considerations, such as discussed i n  Section 2.3.6, are required i n  the 
process o f  performing F/FAs. 

Therefore, software 

4. FAULT MONITORING t1ETHOùOLOGY: F a u l t  monitor ing can be e i t h e r  e s s e n t i a l l y  
continuous, repeated a t  i n te rva l s ,  o r i g ina ted  by a s p e c i f i c  event (such as 
power-up) ó r  a t  a p a r t i c u l a r  t ime- (such as j u s t  p r i o r  t o  operational use o f  
the inoni tored funct ion) .  

F a u l t  monitor ing may be implemented e i t h e r  using dedicated hardware o r  
included i n  the operational program, depending on the nature o f  the device o r  
system func t i on  t o  be tested. 
type o f  t e s t s  implemented and the c r i t i c a l i t y  o f  the funct ions involved. 

The type o f  F/FA performed must consider the 
A 

top-down hazard analysis s t a r t s  w i t h  c l a s s i f y i n g  the funct ion,  then the 
f a i l u r e  e f f e c t s  associated w i t h  t h a t  funct ion.  The exhaustiveness o f  
coverage o f  each f a u l t  monitor ing i tem should be r e l a t e d  t o  the c r i t i c a l  
o f  the monitored function. 

The fo l l ow ing  sect ions provide an i n s i g h t  i n t o  types o f  f a u l t  monitor ing 
t h e i r  ef fect iveness. 
exc lus ive ly  f o r  maintenance, unless i t  i s  a l s o  requi red t o  l i m i t  exposure 
t ime t o  support a numerical safety  analysis. 
concerned w i t h  safety, ra t t i e r  than w i t h  L ine Replaceable U n i t  (LRU) f a u l t  
i s o l a t i o n .  

No c r e d i t  i s  given f o r  f a u l t  monitor ing provided 

This sect ion i s  p r i m a r i l y  

4.1 Reasons f o r  F a u l t  Monitoring: 

o To v e r i f y  a v a i l a b i l i t y  o f  f u n c t  
c r i t i c a l  i ty; 

o To v e r i f y  p a r t i t i o n  boundaries; 
f o r  each subdivided area; 

t Y  

and 

on; t h i s  may invo lve  a l l  l e v e l s  o f  

f o r  example, use o f  separate checksums 

o To v e r i f y  operat ion o f  moni tor ing elements; 

o To minimize exposure t ime o f  l a t e n t  f a i l u r e s ;  t h i s  may be c o n t r o l l e d  by 
the use o f  t e s t s  performed e i t h e r  continuously, r e p e t i t i v e l y ,  a t  power 
up, o r  j u s t  p r i o r  t o  use; 

0 When appl i cab l  e, t o  s a t i s f y  f a u l  t / f a i l  Ure probabi l  i t y  c r i  t e r i a  re1 ated t o  
system c r i  t i c a l  i ty and requirements o f  customer o r  regulatory  author i ty .  
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4.2 System Architecture vs Faul t Monitoring : 

The use of similar redundancy, as opposed t o  a "single thread" design, 
may reduce both f a u l t  monitoring requirements and extent of analysis for  
the detection of non-generic failures,  
architecture early i n  the design may reduce or eliminate the need fo r  
u s i n g  special analysis methods, covered i n  Section 5.2. 

Proper attention t o  system 

The use of dissimilar redundancy schemes may provide the means t o  protect 
against generic fa i lures  and design errors. Generic hardware or  software 
design errors  or  manufacturer's obscure design changes may be detectabl e 
by compari son monitoring of the d i  ssimi 1 a r  redundant elements, 

A top-down fau l t  analysis can aid i n  the partitioning of hardware and 
software functions by c r i t i ca l i t y .  
can be partitioned accordingly, t o  minimize the risk tha t  future design 
changes i n  one partitioned area may negate analysis resul ts  i n  an 
unrelated area. The specific de ta i l s  of the partitioning must be 
analyzed t o  determi ne the independence between partitioned functions. 

Fault monitoring for  these functions 

4.3 Types of Fault I4oni toring: Digital systems may make use of an array of 
system monitors i n  both hardware and software. 
designed t o  detect  fa i lures  i n  the digital  system's hardware for subsequent 
f a u l t  management. 
system architecture and may be quite different  for  single thread, dual, and 
other forms of redundancy such as dual-dual and triplex.  

The following three categories of monitoring are  generally implemented: 

These system monitors are 

The f a u l t  management techniques are dependent upon the 

o Processor fa i lure  detection, 

o Data transmission error  detection, and 

o Data validity. 

The examples given are  i l l u s t r a t ive  of those being used i n  d i g i t a l  systems 
and are not meant t o  indicate tha t  these are the only methods. 
principal concern i s  selecting methods which meet the objectives. Examples 
of the three categories are as  follows: 

The 

4.3.1 Processor Failure Detection: The comnon methods for  detecting fai lures  of 
processing units employ sel f - tes t  and comparison monitoring. 
se l f - tes t ,  functions of the processor are  exercised by a set of 
computations designed t o  test t h a t  function. 
computational s e t  are  compared w i t h  pre-stored values. Any differences 
signify tha t  a f au l t  was detected. .Typical tests include: 

o CPU - instruction set and additional tests dependent upon processor 
architecture. These may include; f loating point, data input/output 
( 1/01 registers,  interrupts (possibly tested a t  power u p ) ,  s ta tus ,  
overflow, s ign  extent, jump select, sh i f t ,  look ahead/carry, 
mu1 tiplexer, instruction decode, mask ROM. 

In 

The resul ts  of each 

 
Distributed under license from the IHS Archive
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SAENORM.C
OM : C

lick
 to

 vi
ew

 th
e f

ull
 PDF of

 ar
p1

83
4

https://saenorm.com/api/?name=028de9ff689842014d03b1fbc52dcc47


- ____- ~ ____ ~ ~~ - 

S A E  ARPmL834 8 6  W 8357340 0026322 b 

Page 27 -3) *IC ARP 1834 I 
4.3.1 (Continued) : 

o RAM - write/read, p a r i t y ,  e r r o r  detect ing and c o r r e c t i n g  capab i l i t y ,  
addressing. 

o ROM - Checksum, Cyc l i c  Redundancy Checks (CRC), Sectional CRCs, 
decoding, p a r i t y .  

o Task completion - v e r i f y  t h a t  a l l  requi red tasks have been executed. 

o Foreground/background checks - these cons is t  o f  c r i t i c a l  monitor 
checks, program computation reasonableness, and dual computations w i  tti 
d i f f e rence  monitoring. 

o Heartbeat Monitor (sometimes known as Watchdog Timer) - checks the 
operational program execution r a t e  t o  v e r i f y  proper t iming. 

4.3.2 Data Transmission E r ro r  Detection: Data transmission v a l i d i t y  checks may 
include: 

O 

O 

O 

O 

O 

O 

O 

O 

O 

O 

O 

Par i ty .  

Word l eng th  count. 

Message 1 ength count. 

Address Val i d i  ty. 

Modul a t i  on IJaveform Test. 

Intermessage Gap Time Test. 

Minimum No-Response Time-Ou 

Contiguous Message Transmission, 

V e r t i c a l  Redundancy Check (VRC), 

Longi tudinal  Redundancy Check ( L R C ) .  

Cycl i c  Redundancy Check (CRC 1. 

4.3.3 Data V a l i d i t y :  Even though there may be no e r r o r s  introduced i n  the 
transmission o f  data between subsystems connected by d i g i t a l  data buses, 
t h i s  does n o t  mean t h a t  the data t ransmi t ted are va l i d .  The systems 
engineer needs t o  consider o ther  means o f  ascer ta in ing t h a t  the data 
t ransmi t ted and received are va l id .  These checks should be designed t o  
t e s t  the sensor inputs, conversion o f  sensor data t o  d i g i t a l  format, 
processing o f  these data, and conversion o f  the d i g i t a l  output  data t o  the 
form requi red by the actuators o r  sensors using the r e s u l t  o f  the 
operation. Checks may include: 

o I npu t  range l i m i t .  
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4 .3 .3  (Continued) : 

o Monotonicity -- ver i f ies  tha t  an o u t p u t  signal changes i n  one direction 
only i n  response t o  an i n p u t  signal changing i n  one direction. 

o Input Rate of Change. 

o Interface Connection. 

o Redundant Parameter Compari son -- compares the val ues of "equivalent" 
redundant parameters t o  determine whether they are  w i t h i n  allowable 
tolerance of each other. 

o Redundant Logic Comparison -- compares €he s t a t e s  of  redundant logic 
signals t o  determine whether they are  the same. 

e ifraparound -- compares.system o u t p u t  w i t h  identical data, re-processed 
through the same system, against specified tolerances. . 

o Loop dynamics -- control loop error (command value minus measured 
value) is compared against  programmed er ror  1 imi ts. 

o End of Conversion ( E O C )  b i t  -- a f t e r  signaling s t a r t  of data conversion 
t o  a digi ta l  data converter, an EOC b i t  should be set  w i t h i n  an allowed 
conversion tjme. 

o Power Supply. 

4 . 4  Fault Honi t o r i n g  Effectiveness: Pertinent considerations i n  the 
determination of how well the f a u l t  monitoring performs i t s  Sntended 
function i ncl ude: 

o Adequacy of  the designed f a u l t  monitor ing i n  detecting the f au l t s  
identified i n  the hazard analysis; 

o Latent f a u l t  exposure time (this i s  related t o  the frequency of running a 
certain test: periodic or  repet i t ive,  power-up, o r  pre-use); 

o Correctness and timeliness of the f a u l t  reaction t o  adequately warn 
and/or reconfigure the system for safety; 

o Adequacy of the detection threshold (tolerance) t o  prevent undesired 
system charac t e r i  s t i c s  ; 

o Possibi l i ty  of nuisance warnings and nuisance disconnects; and 

o Possibil i ty of monitor inoperative ( l a t e n t )  due t o  faul t / fa i lure .  
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4.5 Method o f  F a u l t  Moni tor ing Analysis: The analys is  should be d i rec ted  
s p e c i f i c a l l y  t o  the funct ional  f a i l u r e  condi t ions i d e n t i f i e d  by the hazard 
analysis, 

Using worst  case analys is  techniques, adequate redundancy, and/or d i s s i m i l a r  
processing techniques can reduce the  need f o r  exhaustive analyses, such as 
processor FMEAs, 
adequate safety o r  t h a t  the design meets contractual  requirements by 
assuming the t o t a l  processor f a i l u r e  rate,  and assuming t h a t  a l l  f a u l t  
moni t o r i  ng i n  the processor has a l  so f a i  1 ed, no f u r t h e r  "exhausti ve" 
ana ly t i ca l  work i s  required. 

I f  system a rch i tec tu re  i s  such t h a t  achieving the requi red l e v e l  o f  safety  
r e l i e s  heav i l y  on i n - l i n e  monitor ing t o  detect  a l l  hardware f a i l u r e  modes 
w i t h i n  the system o r  processor, then more extensive a n a l y t i c a l  methods, such 
as described i n  Section 5.2, may be required. 

For example, i f  a f a i l u r e  e f f e c t s  analys is  can show 

5. ANALYSIS t4ETHODS: I n  t h i s  section, the basic o r  convention methods o f  
analysis are discussed fol lowed by an i n t roduc t i on  t o  special methods 
(s imulat ion and emulation) p a r t i c u l a r l y  useful  i n  deal ing w i t h  
processor-based d i g i t a l  sys tems. 

5.1 Basic Methods and Elements: 

5.1.1 General-: The basis o f  the F/FA preparat ion i s  a subdiv is ion o f  the system 
i n t o  smaller and smal ler  funct ional  groups and elements, fo l lowed by study 
and understanding o f  how each contr ibutes t o  r e l a t e d  funct ions and t o  the 
separation between funct ional  groups. 

The f a i l u r e  modes o f  the lowest l e v e l  elements may be simple physical 
f a u l t s  such as opens, shor ts  and value changes (as i n  the case o f  analog 
pa r t s )  o r  so complex t h a t  f a u l t s  may n o t  be e a s i l y  expressed i n  terms o f  
s p e c i f i c  i n t e r n a l  defects (as w i t h  d i g i t a l  1.C.s). I n  the l a t t e r  case, i t  
may be p r a c t i c a l  on ly  t o  consider the output f unc t i on  o f  t he  p a r t  and i t s  
corresponding mal funct ions , The analysi  s o f  i n d i v i d u a l  gate 1 eve1 
f a i l u r e s  may requ i re  special methods (s imulat ion and emulation). 

D i g i t a l  c i r c u i t s  based upÓn processors have the compl icat ing fac to rs  o f  
memory f a i l  Ure because o f  ROM/RAM f a u l t s  o r  f a i l  Ure t o  execute 
i n s t r u c t i o n s  because o f  CPU f a u l t s .  Unmonitored f a i l u r e  o f  these elements 
can cause unpredictable r e s u l t s  i n  t h a t  the computer program may loop, 
skip, o r  move i n t o  i n c o r r e c t  branches. The i n c l u s i o n  of f a u l t  monitors 
can make an F/FA o f  these po r t i ons  o f  the c r c u i t  manageable, since the 
desired responses t o  the f a u l t  monitors are p a r t  o f  t he  design. 
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5.1.2 Sequence: The fo l l ow ing  sequence f o r  the F/FA process i s  recommended: 

1. 

2 .  

3 .  

4. 

5. 

6. 

7. 

8. 

9.  

1 o. 

11. 

Gather data such as c i r c u i t  diagrams, speci f icat ions,  theor ies o f  
operation, etc., and study these documents. 

I d e n t i f y  c r i  t i c a l ,  essent ia l  and non-essential functions. 

I d e n t i f y  por t ions o f  software requirements t h a t  imp1 ement c r i  t i c a l  o r  
essent ia l  funct ions and others o f  concern. 

I d e n t i f y  a l l  hardware and software implemented f a u l t  monitoring, 
f a u l t  detect ion and designed responses. This step i s  espec ia l l y  
important t o  the analysis. 

For a "top-down" analysis, work down i n t o  the c i r c u i t s  t o  determine, 
as necessary, the hardware element f a i l u r e s  t h a t  may a f f e c t  the 
functions i d e n t i f i e d  i n  Step 2 ,  above. 

I f  i t  i s  unclear whether an element's f a i l u r e  i s  re levant  i n  a 
top-down analysis, examine i t  from the bottom-up. This ''bottom-up" 
analysis i s  a lso used i f  a l l  f a i l u r e  modes are t o  be i d e n t i f i e d .  I n  
these cases, l i s t  each p a r t  o r  funct ional  group (block) o f  par ts  and 
analyze how i t  may f a i l .  For complex chips, i t  may be p r a c t i c a l  t o  
s t a t e  these f a i l u r e  modes only i n  terms o f  funct ional  r a t h e r  than 
physical f a u l t s .  

Subdivide each c i r c u i t  i n t o  the lowest funct ional  element o r  group o f  
pa r t s  t h a t  w i  11 requ i re  analysis. C r i  t i c a l  functions w i l l  usual l y  
requi re a greater subdiv is ion than essent ia l  items, wh i l e  subdiv is ion 
o f  non-essential items may be r e l a t i v e l y  broad. 

Determine f a u l t  monitor ing methods used t o  detect  each f a u l t .  

Assess the intended f a u l t  monitor ing response o f  the system t o  
detected fa i l u res .  I f  the monitor ing provided does n o t  detect  a 
f a u l t ,  examine the software requirements t o  l oca te  the p o r t i o n  
c a l l i n g  f o r  a response from the element and t race  the, e f f e c t  o f  the 
malfunct ioning p a r t  t o  i t s  u l t ima te  resu l t .  The ob jec t i ve  i s  t o  
ensure t h a t  the intended response i s  t ime ly  and appropriate i n  
concept and t o  v a l i d a t e  t h a t  the system does respond as intended. 

If required, assign a f a i l u r e  r a t e  and p r o b a b i l i t y  o f  f a i l u r e  t o  
non-detected fau l t s .  

Document the r e s u l t s  o f  the analysis. 

These F/FA process steps are discussed i n  d e t a i l  i n  Para. 5.1.3. 

. 
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5.1.3 F/FA Process Steps: 

5.1.3.1 

5.1.3.2 

5.1.3.3 

5.1.3.4 

Understanding System Requirements & Design: As a f i r s t  step i n  
performing an F/FA, gather a l l  in format ion descr ib ing the system, 
i nc lud ing  spec i f i ca t i ons  and theor ies o f  operat ion as needed t o  gain a 
thorough understanding o f  the funct ional  c h a r a c t e r i s t i c s  and 
requirements o f  the system f o r  both hardware and software. Depending on 
the stage o f  development, in format ion used t o  describe the system may 
range from funct ional  block diagrams t o  d e t a i l e d  schematic c i r c u i t s .  
Other documents, such as t im ing  diagrams, system con t ro l  laws and 
d e f i n i t i o n s ,  descr ipt ions,  spec i f icat ions,  f a i l  Ure d e f i  n i  t ions,  
operat i  onal and performance p r o f  i 1 es, and repor ts  bear i  ng on re1 i abi 1 i ty 
and m a i n t a i n a b i l i t y  should be included. 
software organizat ion can be obtained from software documentation. 

I f  the lowest l e v e l  o f  hardware subject  t o  analys is  needs t o  be 
addressed i n  the analysis,  i t  w i l l  be necessary t o  study the 
manufacturer’s data sheets, spec i f icat ions,  o r  app l i ca t i on  notes i n  
order t o  understand the funct ional  c h a r a c t e r i s t i c s  o f  the pa r t s  and how 
they r e l a t e  t o  the equipment operation. 
t o  medium and l a r g e  scale i n teg ra ted  (LSI)  c i r c u i t s ,  which alone may 
take on the complexity o f  a sub-system and may be analyzed as such. 

For a processor-based system, f a u l t  monitor ing implementation through 
software as wel l  as hardware i s  usua l l y  designed i n t o  the system. A 
study and thorough understanding o f  the f a u l t  monitor ing operations and 
the funct ions o r  subfunctions being monitored, i nc lud ing  response t o  
detect ion o f  f a i l u r e s  as wel l  as l i m i t a t i o n s ,  i s  necessary f o r  a 
compl e te  F/FA. 

Informat ion p e r t a i n i n g  t o  the 

This i s  p a r t i c u l a r l y  appl icable 

I d e n t i f i c a t i o n  of Function C r i t i c a l i t y :  
c r i t i c a l .  essent ia l  and non-essential . To do t h i s ,  def ine the 

Deterinine which funct ions are 

p o t e n t i a i l y  re levan t  f a i l u r e  e f f e c t s  a t  the uppermöst funct ional  1 eve1 . 
This w i l l  be based on a study o f  the technical  spec i f icat ions,  
requirements, and development plans fo r  the system and in format ion 
supplied by the customer o r  user. 

Review o f  Software: Review software requirements t o  i d e n t i f y  po r t i ons  
o f  the program which implement c r i t i c a l  o r  essent ia l  funct ions agd how 
software i s  designed t o  implement these functions. 
t o  understand how f a u l t  management performed by the operat ional  program 
i n s t r u c t i o n s  i s  designed. 
a good understanding o f  the d e t a i l e d  s p e c i f i c a t i o n  requirements and the 
software i n s t r u c t i o n s  which, when executed, implement the f a u l t  
monitor ing design. 
proper ly  evaluate the f a i l u r e  e f f e c t s  and t h e i r  d e t e c t a b i l i t y .  

F a u l t  Monitor ing Effect iveness: Determine the ex ten t  and means o f  
implementing f a u l t  moni tor ing (hardware, software). This step i s  one o f  
the most important i n  the F/FA process. 
f a u l t s  may be l e d  by software i n t o  completely unpredictable paths, 
branches, and loops, depending upon when i n  the program the f a i l u r e  

It i s  very important 

It i s  also important t h a t  the analyst  develop 

Without t h i s  understanding, i t  i s  n o t  poss ib le  t o  

With i n s u f f i c i e n t  monitoring, 
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5.1.3.4 (Continued): 

occurred. 
hardware f a i l u r e s  detected by f a u l t  monitor ing i s  normally the designed 
response t o  the detected f a u l t ,  g r e a t l y  s i m p l i f y i n g  the analysis. Many 
f a u l t  monitor ing schemes have become standardized. 
l i t e r a t u r e  may be useful  since discussions o f  new f a u l t  monitor ing 
techniques are pub1 ished from time-to-time. 

The f a u l t  monitor ing review should be conducted i n  the same sequence as 
the design i s  intended t o  operate. 
"center out'' sequence. The technique i s  t o  es tab l i sh  the hea l th  o f  the 
centra l  processor f i r s t  by s e l f  t e s t  routines. Next, the associated 
funct ions are tested u t i 1  i z i n g  the "heal thy" processor. 
the t e s t i n g  a t  t h i s  stage would be a complete memory check. 

The per ipheral  functions, such as A t o  D and D t o  A conversion and other 
input/output processing, are next  checked using rout ines imbedded i n  the 
va l  i dated memory. 

F i n a l l y ,  the whole computer may be used t o  v a l i d a t e  o r  t e s t  inputs  from, 
and outputs to, the r e s t  o f  the system. 

On the other hand, the " e f f e c t "  (such as i n  an FMEA) o f  

A review o f  the 

This i s  sometimes described as the 

An example o f  

To accomplish the f a u l t  monitor ing review, the analyst  should i d e n t i f y  
both the software requirements and the hardware elements which provide 
it. A tabular  l i s t i n g  may be needed f o r  summarizing the types o f  f a u l t s  
detected and responses of each form o f  f a u l t  monitoring. 
ca re fu l  t o  note any condi t ional  monitor ing such as " f a u l t  i s  detected, 
provided . . ." I f  the "provided" r e l a t e s  t o  the c o r r e c t  operat ion o f  a 
p a r t  o f  software, which i n  t u r n  may n o t  occur due t o  a hardware f a u l t  o r  
f a i l u r e ,  the response may be unpredictable. 

5.1.3.5 Top Down Analysis: When a l l  hazards can be def ined i n  advance, the most 
cos t -e f fec t i ve  a n a l y t i c a l  approach i s  usua l l y  the top-down F/FA method. 

A f t e r  the f a i l u r e s  a f f e c t i n g  important funct ions a t  the uppermost l e v e l  
have been i d e n t i f i e d ,  the work progresses downward i n t o  the system t o  
i d e n t i f y  which blocks may lead t o  these ef fects.  D i f f e r e n t  ways i n  
which the funct ions can f a i l  are postulated, considering how each 
r e l a t e s  t o  the c r i t i c a l  o r  essent ia l  funct ional  f a i l u r e  e f f e c t  o f  the 
next higher l e v e l  block. This process i s  repeated a t  progressively 
lower funct ional  l e v e l s  u n t i l  the lowest block l e v e l  t o  be analyzed i s  
reached. 
i d e n t i f y  s p e c i f i c  areas f o r  design improvement, c a l c u l a t i o n  o f  f a i l u r e  
p robab i l i t y ,  etc. Certainly,  c r i t i c a l  funct ions w i l l  requi re  analys is  
i n  depth, whi le  analysis o f  non-essential funct ions might stop a t  a much 
higher 1 eve1 . 
The advantage o f  the top-down approach i s  the concentrat ion o f  e f f o r t  on 
f a i l u r e  e f f e c t s  o f  c r i  t i c a l  o r  essent ia l  funct ions.  The analyst, 

One should be 

The depth of t h i s  progression w i l l  depend upon the need t o  
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5.1 . 3.5 ( Con ti nued 1 : 

however, i s  cautioned t h a t  d i g i t a l  system hardware may perform mu1 t i p l e  
functions, as d i rec ted  by res ident  software, and assessment o f  hardware 
c r i  t i c a l  i ty must address these mu1 t i p l e  funct ions before a 
"non-essential II d e t e m i  nat ion can be made. 

5.1 . 3.6 Bottom-Up Analysis : The bottom-up analysi  s i s  used when necessary t o  
expand on or augment the r e s u l t s  o f  the top-down analysis. 
i n i t i a t e d  a t  t he  piece p a r t  o r  component l e v e l  o r  a t  a higher 
intermediate equipment l eve l .  This analysis can i d e n t i f y  f a i l u r e  modes 
t h a t  may n o t  be otherwise i d e n t i f i e d ,  some o f  which nay a f f e c t  c r i t i c a l  
o r  essent ia l  functions. 

It i s  

I n  the bottom-up analys is  the analyst  postulates each o f  the ways i n  
which each desiynated lowest- level  i tem may f a i l .  Each such f a i l u r e  i s  
then r e l a t e d  to, o r  assumed t o  cause, higher- level  f a u l t s  dur ing each 
mode i n  which the equipment operates. Fa i l u res  o f  each i n p u t  and output  
o f  every such lowest- level  i tem must a lso be postulated t o  account f o r  
f a i l u r e s  o f  solder connections, pr in ted-wi r ing runs, etc. I n  add i t i on  
t o  f a i l u r e  postulat ion,  some o f  the special methods described i n  5.2 may 
be appropriate. 

5.1.3.6.1 The I n f e a s i b i l i t y  o f  Part-Level FIIIEA o f  D i g i t a l  Equipment: I f  
i n i t i a t e d  a t  t he  e lec t ron i c -pa r t  l eve l ,  a thorough, accurate, and 
dependable bottoni-up analysis o f  most modern d i g i t a l  equipments i s  n o t  
feasible,  because at1 exhaustively thorough failure-modes and e f f e c t s  
analys is  i s  a p r a c t i c a l  impossi b i  1 i ty f o r  essenti  a l  l y  a l  1 contemporary 
types o f  m ic roc i r cu i t s .  

For  d i g i t a l  m ic roc i r cu i t s ,  u n l i k e  d i sc re te  e lec t ron i c  parts, there are 
no re levant  data bases o r  standardized l i s t i n g s  o f  f a i l u r e  modes 
ava i l ab le  f o r  the use of the analyst. 
based on an analys is  of the ch ip c i r c u i t  and ch ip const ruct ion i s  
impract ica l  . The great  complexity o f  a l l  b u t  the most p r i m i t i v e  types 
o f  m i c r o c i r c u i t  resul  t s  i n  enormous numbers o f  d i f f e r e n t  f a i l  Ure 
modes, on ly  a f r a c t i o n  of which i t  i s  feas ib le  t o  i d e n t i f y  and 
character ize by analysis. 
many m i c r o c i r c u i t s  i s  p rop r ie ta ry  data t h a t  the microcircui t -designer-  
manufacturer (hiDM) w i l l  not  disclose. Even i f  such data were 
avai 1 ab1 e and a compl ete, accurate analysi  s were somehow feasible,  
confidence i n  the l o n g - t e m  v a l i d i t y  o f  the r e s u l t s  would be low. 
MDMs f requent ly  make minor, unannounced changes t o  the physical o r  
e l e c t r i c a l  design o f  t h e i r  m i c r o c i r c u i t s  and t o  their processes and 
mater ia ls,  and many such changes introduce new c h i p - f a i l u r e  modes o r  
modify e x i s t i n g  ones. Consequently the analyst 's  f i nd ings  and 
concl usions Wou1 d become increas ing ly  erroneous w i t h  the passage o f  
time, as f a i l e d  m i c r o c i r c u i t s  i n  f i e l d  equipment are r o u t i n e l y  
rep1 aced w i  t h  newer, modif ied microc i rcu i ts .  

Postu la t ing a l l  f a i l u r e  modes 

Moreover, such chip-design in format ion f o r  
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5.1.3.6.1 (Conti  nued) : 

Several 1 ess-than-exhaustive m i c r o c i r c u i t  f a i l  Ure-mode analys is  and 
simulat ion methods, whereby c e r t a i n  f a i l u r e  modes are i d e n t i f i e d  and 
analyzed wh i l e  others remain un iden t i f i ed ,  are discussed and 
exempl i f ied herein. 
assumptions t h a t  re1 inquish a n a l y t i c a l  exhaustiveness. Such methods 
may be useful  f o r  F/FA's i n  c e r t a i n  n o n - c r i t i c a l  appl icat ions.  

Users o f  ARP 1834 whose p a r t i c u l a r  app l i ca t i on  o f  F/FA requi res 
exhaustively complete a n a l y t i c a l  resu l t s ,  as i s  so f o r  most safety  
appl icat ions,  w i l l  l i k e l y  f i n d  t h a t  the use o f  design redundancy (see 
1.3) i s  the most f eas ib le  and cos t -e f fec t i ve  means o f  meeting safety 
ob j ec ti ves. 

Typ ica l l y  such methods r e s t  on s imp l i f y i ng  

5.1.3.7 Separation o f  Functional Elements: The system should be d iv ided i n t o  
funct ional  blocks down t o  the lowest l e v e l  appropriate t o  the analysis. 
For each block, i n t e r n a l  and i n t e r f a c e  funct ions should be studied 
r e l a t i v e  t o  system operation. Often, given a c l e a r  descr ip t ion o f  the 
b lock 's  funct ion,  many of the f a i l u r e  modes w i l l  become apparent. 

The number of l e v e l s  o f  subdiv is ion i s  determined by the complexity o f  
the system and the object ives o f  the analysis; e.g., c r i t i c a l  equipment 
would normally be subdivided i n t o  many l e v e l s  and sublevels wh i l e  
non-essential equipment may have much broader subdivisions. 
subdiv is ion s t a r t s  from the uppermost l e v e l  and progresses downward, 
according t o  system funct ion and hardware organization. 
made up o f  several 1 i n e  rep1 aceabl e u n i t s  (LRUs) , the i n i  t i a 1  d i v i s i o n  
i s  made a t  the "black-box" l eve l ,  then a t  the card o r  module l e v e l ,  and 
f i n a l l y  a t  the c i r c u i t  l eve l .  Below t h i s  l eve l ,  special methods may be 
necessary. I f  the design u t i l i z e s  p a r t i t i o n i n g ,  as def ined i n  DO-178, 
t o  minimize the e f f e c t s  o f  f a i l u res ,  i t  may be advantageous t o  subdivide 
the system f o r  a n a l y t i c a l  purposes t o  correspond as c l o s e l y  as possible 
t o  t h i s  p a r t i t i o n i n g .  This w i l l  f a c i l i t a t e  an analysis o f  the 
ef fect iveness o f  the a rch i tec tu ra l  arrangement. 

I f  redundancy has been designed i n t o  the system, the system should be 
analyzed t o  account f o r  the cross-channel l i n k s ,  i f  any. A t ten t i on  
should be given t o  special features o f  the system under analys is  
( F a i l  -Operative, F a i l  -Passive, F a i l  -Safe, etc. l .  
provis ions w i t h i n  each channel and cross-monitors should be i d e n t i f i e d  
and described. 
determined. 

The 

For a system 

F a u l t  monitor ing 

Their  c a p a b i l i t i e s  and t h e i r  l i m i t a t i o n s  should be 

5.1.3.8 F a u l t  Detect ion Coverage: The types o f  f a u l t  monitor ing and methods o f  
f a u l t  detect ion must be i d e n t i f i e d .  Depending on the time the f a i l u r e  
occurs, d i f f e r e n t  forms o f  f a u l t  monitor ing may o r  may n o t  accomplish 
detection. 
implementation i n  each phase o f  the program development. 
f a i l u r e s  are l i k e l y  t o  be dependent on c o r r e c t  software operat ion f o r  
t h e i  r detection. 

Therefore, the analyst  should examine such monitor ing 
Time-dependent 
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5,1,3,8 (Continued): 

I f  f a u l t  monitor ing i s  implemented i n  hardware ( o r  w i t h  software 
res ident  i n  hardware), i t s  own f a i l u r e  modes must be examined, 
espec ia l l y  those which cause i t  t o  be i nac t i ve .  
addi t ional  analys is  o f  the monitored c i  r c u i  t t o  determi ne f a i l  Ure 
e f f e c t s  i n  the absence o f  monitoring, and perhaps necessi tate an 
increase i n  frequency o f  f a u l t  monitor ing t e s t  subroutines, o r  changes 
t o  the software t o  enable t h e i r  detection. 

Latent  f a i l u r e s  requ i re  

5.1.3.9 F a u l t  Monitor ing Response: When an ind i v idua l  f a i l u r e  mode i s  
i d e n t i f i e d ,  the next  step i n  a top-down F/FA i s  a determination o f  
whether thé e f f e c t  i s  among t h o s e ? l i s t e d  as important. I n  a bottom-up 
analysis, the next  step i s  a statement o f  e f f e c t  a t  progressively higher 
c i r c u i t  o r  assembly l eve l s ,  I n  t h e i r  most basic form, the e f f e c t s  are 
merely the f a i l u r e  t o  perform o r  the improper performance o f  a func t i on  
i d e n t i f i e d  i n  the funct ional  desc r ip t i on  o f  the p a r t  o r  block. 
b e t t e r  f o l l o w  the l o g i c  o f  the analyst, these e f f e c t s  should be 
determined and documented a t  several leve ls ,  such as the lowest l e v e l  
subject  t o  analysis, the next  higher func t i on  l e v e l  and the uppermost 
system 1 eve1 

Important questions are: 

To 

o Nhat funct ions are a f fec ted  by the  f a i l u r e ?  

o I s  the func t i on  t o t a l l y  disabled? 

o Does i t  continue t o  perform, b u t  i n  a degraded o r  d i f f e r e n t  manner? 
I f  so, how? 

The next  higher funct ional  e f f e c t  determination serves t o  connect the 
l o c a l  e f f e c t  and the e f f e c t  on the next  l e v e l  t o  the uppermost l e v e l  o f  
the system. 

A t  the system l e v e l  , e f f e c t s  considered should include: 

o I s  the e f f e c t  passive o r  ac t i ve?  I s  i t  safe? 

o I s  the t o t a l  system a f f e c t e d  o r  on l y  p a r t  o f  the system? Are there 
backup provis ions? Redundancy? 

o Does i t  continue t o  perform, b u t  i n  a degraded o r  i n t e r m i t t e n t  manner? 

o How i s  performance a f fec ted  i n  terms o f  i t s  u l t ima te  use? 

o How i s  the f a u l t  apparent t o  the user? How long  a f t e r  the f a i l u r e  
w i l l  i t  become apparent? How should the user respond? 

o Does the f a u l t  a f f e c t  c r i t i c a l ,  essent ia l ,  o r  on ly  non-essential 
funct ions? 
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5.1.3.9 (Continued): 

When determining the ef fect  a t  any l eve l ,  i t  may be necessary t o  examine 
the r e l a t e d  software requirement t o  see how i t  w i l l  respond t o  the 
postulated fa i l u res .  For example, con t ro l  l o g i c  implemented through 
software may be designed t o  change the operational mode ( o r  t o  ac t i va te  
a redundant channel) upon detect ing faul ts,  i n  orde t o  a l l e v i a t e  
adverse e f f e c t s  on system operation. 

Special a t t e n t i o n  must a lso be pa id  t o  hardware fau 
i n  both funct ional  and monitor f a i l u r e .  

t s  which may r e s u l t  

For each f a u l t ,  the important questions are: 

o I s  the f a u l t  detected i n  a s u f f i c i e n t l y  t i m e l y  manner? 

o What i s  the response t o  the f a u l t  monitoring? 

I f  the answer t o  the f i r s t  question i s  ''yes'', t he  analyst 's  j o b  i s  
g rea t l y  s impl i f ied!  If f a u l t  monitor ing i s  ne i the r  r e p e t i t i v e  nor 
r e l a t i v e l y  frequent, the analyst  should consider i n t e r i m  e f f e c t s  and 
l a t e n t  f a i l u r e  modes u n t i l  f a u l t  monitor ing i s  i n i t i a t e d .  

i f  the answer t o  the f i r s t  question i s  "no", the analyst  must re-examine 
the software requirements i n  an e f f o r t  t o  t rack the e f f e c t  o f  the 
f a i l u r e  t o  i t s  f i n a l  state.  I n  many cases, t h i s  w i l l  requi re  fo l l ow ing  
a chain of events i n  search o f  a s i n g l e  e f f e c t  o r  a few po ten t i a l  
e f fec ts ,  r e l a t i n g  t o  the u l t ima te  e f f e c t s  o f  i n te res t .  Uhen i t  i s  n o t  
p r a c t i c a l  t o  accomplish t h i s  w i t h  reasonable c e r t a i n t y  because o f  many 
indeterminate paths, worst case assumptions should be made. 

For c e r t a i n  systems whose design ob jec t i ve  i s  the a b i l i t y  t o  i s o l a t e  a 
high percentage o f  the fa i l u res ,  i t  may a lso be necessary t o  determine 
the e f f e c t  o f  maintenance f a u l t  detect ion a t -  the node/monitor points.  
Pe r t i nen t  questions are: 

o Does the f a u l t  force any monitor po in ts  t o  a recognized f a u l t  s ta te? 

o What i d e n t i f i a b l e  abnormal condi t ions r e s u l t  from the presence o f  the 
f a u l t ?  

o How i s  t h i s  recognized by the user? When? 

The analyst  may then be able t o  determine whether i t  i s  necessary t o  add 
o r  change maintenance requirements, o r  r e v i s e  hardware o r  software t o  
meet requirements. 

5.1.3.10 Quan t i f y  P r o b a b i l i t y  o f  Fa i lure:  I f  necessary, the s ign i f icance o f  
undetected f a i l  ures af fect ing po ten t i  a l l y  c r i  t i c a l  o r  essenti  a l  
funct ions may be p u t  i n t o  perspective by assignment o f  predic ted 
f a i l u r e  ra tes  and exposure times t o  the p e r t i n e n t  parts. An 
unacceptable combination o f  po ten t i a l  o r  r e a l  f a i l u r e  e f f e c t  and 
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excessive f a i l u r e  r a t e  o r  exposure t ime suggests t h a t  design changes 
are needed f o r  add i t iona l  o r  more frequent f a u l t  monitoring, and/or the  
implementation o f  redundancy techniques. 

5,1.3.11 Data Content o f  F/FA Report: Subcontractor s tandard izat ion o f  data 
presentat ion may be requ i red  by a prime cont rac tor  who must i n teg ra te  
a l l  subsystem analyses i n t o  an ove ra l l  system F/FA. I n  t h i s  event, a 
standardized format may be speci f ied.  I f  a s p e c i f i c  data format i s  n o t  
prescrïbed, one shoul d be chosen which recognizes the design complexity 
and unique app l ica t ions  o f  the  equipment being analyzed. 
format should consider the type o f  analysis, t he  intended use o f  t h e  
F/FA r e s u l t s  and p e r t i n e n t  questions being asked. 
elements i d e n t i f i e d  i n  t h i s  document are the bas ic  items which should 
be covered i n  the format selected. 
shoul d consi der: 

The selected 

I n  e i t h e r  case, 

In  general, the repor ted data 

o Object ive o f  the analysis,  

o A summary descr ip t ion  o f  system and/or equipment performance, 
i nc lud ing  block diagrams and func t iona l  diagrams, i f  necessary. 

o A descr ip t ion  o f  s i g n i f i c a n t  redundancy, i f  any. 

o A l i s t  o f  i d e n t i f i e d  f a i l u r e  modes or e f f e c t s  o f  concern and 
r a t i o n a l e  f o r  t h e i r  inc lus ion.  

o A l i s t  o f  o r  reference t o  components o r  piece-parts analyzed and the  
r a t i o n a l  e f o r  t h e i r  select ion.  

o A general ized descr ip t ion  o f  f a u l t  monitoring, how i t  operates, and 
what f a u l t s  i t  i s  intended t o  detect. 

o A t  each l e v e l  o f  the analysis, a shor t  func t iona l  desc r ip t i on  of t he  
assembly o r  c i r c u i t  be ing analyzed, i t s  purpose i n  the  system, and 
what s p e c i f i c  f a u l t  monitors apply t o  the  c i r c u i t  and how they 
operate. 

o A desc r ip t i on  o f  e f f e c t  a t  progress ive ly  h igher  (bottom-up) o r  lower 
(top-down) l e v e l s  f o r  each funct ional  o r  hardware f a u l t .  
descr ip t ion  o f  e i t h e r  the f a u l t  moni tor ing response (which may be 
the u l t ima te  e f f e c t )  o r  the  e f f e c t  i n  the event o f  passive 
moni tor ing f a i l u r e ,  as appropriate. 

Include a 

o A predic ted f a i l u r e  r a t e  f o r  undetected fau l t s .  

o A summary c o l l a t i o n  o f  s i m i l a r  f au l t s .  

o Calcu lat ion o f  the f a i l u r e  r a t e  o r  p r o b a b i l i t y  fo r  a l l  unacceptable 
f a i  1 ures, consider ing exposure t ime and redundancy o r  o ther  
Compensating factors ,  i f  any. 
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5.2 Special Methods: The F/FA o f  a d i g i t a l  system-is complicated by the f a c t  
t h a t  the system response t o  a f a i l u r e  may be time, mode o r  data dependent. 
For a complex system, the a n a l y t i c a l  p red ic t i on  o f  a system response t o  a 
spec i f i ed  f a i l u r e  may be near ly  impossible v i a  the basic methods of 
paragraph 5.1. 
e a r l i e r ;  t h a t  i s ,  the extensive use o f  redundancy and/or f a u l t  monitor ing 
w i t h  t e s t s  so t h a t  the e f f e c t  o f  the f a i l u r e  can be detected dur ing known, 
c o n t r o l l e d  condi t ions and the system response t o  the detected f a i l u r e  can be 
designed-in (e.g. shut-down, reconf igurat ion,  etc. 1. However, when t h i s  i s  
n o t  p rac t i ca l  o r  s u f f i c i e n t ,  special t e s t  techniques may be needed t o  
s imulate and evaluate the e f f e c t s  o f  spec i f i ed  fa i l u res  on the dynamic 
system. 

These techniques general ly i n v o l  ve f a u l t  i nse r t i on :  

One way o f  circumventing t h i s  problem has been described 

a) 

b )  

i n t o  the t a r g e t  o r  representat ive hardware, 

i n t o  a computer emulation o f  the hardware design, o r  

c )  

One o r  more o f  these three methods can be used s e l e c t i v e l y  t o  augment the 
basic F/FA, va l i da te  the a n a l y t i c a l  resul ts ,  and evaluate the ef fect iveness 
of the b u i l t - i n  t e s t s  and monitors. 
system being analyzed. 

i n t o  a computer s imulat ion o f  the hardware functions. 

The s p e c i f i c  usage w i l l  depend on the 

5.2.1 F a u l t  I n s e r t i o n  Using Hardware: F a u l t  i n s e r t i o n  us ing t a r g e t  o r  
representat ive hardware can provide responses t o  selected f a i l u r e s  a t  a 
1 eve1 below the LRU. 

The two p r i n c i p a l  methods are: 

e Generate physicai  f a u l t s  by opening leads o r  shortening 1 eads together. 

e I n s e r t  logis: or computational va r ia t i ons  and evaiuate the r e s u l t i n g  
ef fects .  Faults can be i nse r ted  manually or automat ical ly through a 
t e s t  program, 

The advantages o f  f a u l t  i n s e r t i o n  us ing hardware include: 

The hardware can be pmgrammed t o  execute a l i  o r  p a r t  o f  €he 
operational software and wi31 run i n  real time. 

o The f a u l t  responses are r e a l i s t i c  f o r  t h e  s p e c i f i c  f a u l t s  being 
inserted. 

The 1 i m i t a t i o n s  include: 

o Only a r e s t r i c t e d  number o f  f a u l t s  a t  the p i n  l e v e l  can be tested. 
Exhaustively t e s t i n g  a l l  fau l ts  i s  o r d i n a r i l y  a p r a c t i c a l  imposs ib i l i t y .  

o For a l l  b u t  the s implest  microc i rcu i ts ,  faul. ts a t  the p i n  l e v e l  may n o t  
s u f f i c i e n t l y  o r  rea l  i s t i c a l l y  represent a l  1 i n t e r n a l  m i c r o c i r c u i t  
faul€s.  
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o The t e s t s  cannot be conducted u n t i l  the t a r g e t  o r  representat ive 
hardware i s  avai lable.  

o The c i r c u i t r y  invo lved w i t h  manual i n s e r t i o n  o f  f a u l t s  may i t s e l f  
produce spurious o r  f a u l t y  c i r c u i t  performance. 

5.2.2 F a u l t  I n s e r t i o n  Using Emulation: An emulator, i n  the context  used here, 
The host  computer i s  a computer emulation o f  another computer hardware. 

i s  programmed t o  represent the hardware funct ions and in te r faces  o f '  the 
various devices so t h a t  t he  whole responds i n  a r e a l i s t i c  manner t o  the 
i n s t r u c t i o n  s e t  o f  the emulated system. 
appropriate t o  the devices involved, i,e,, gate l eve l ,  r e g i s t e r  l e v e l ,  
etc. 
various kinds. 
o f  the app l i ca t i on  program w i t h  and wi thout  f a u l t s  present. 
advantages o f  using an emulator include: 

The emulation can be a t  the l e v e l  

Inherent i n  the device emulation i s  the a b i l i t y  t o  i n s e r t  f a u l t s  o f  
The emulator can a l s o  be programed t o  execute a l l  o r  p a r t  

The 

o Hany more f a u l t  modes a r e  avai  

o Testing can be conducted p r i o r  

The 1 i m i t a t i o n s  i nc l  ude: 

ab1 e f o r  invest igat ion.  

t o  the actual  hardware being avai lab le.  

o R e a l i s t i c  emulation requi res d e t a i l e d  information about the 
cha rac te r i s t i cs  and, perhaps, i n t e r n a l  conf igurat ion o f  the devices t o  
be emulated. 

o A considerable e f f o r t  i n  design and checkout i s  requi red t o  produce a 
sa t i s fac to ry  emulation. Complex c i r c u i t s  may be very d i f f i c u l t  t o  
emu1 ate. 

o The emulation runs more slowly than the actual  hardware (as much as 
25,000 times more slowly).  
considerable amount o f  time. 

Data gather ing can, therefore, take a 

5.2.3 F a u l t  I n s e r t i o n  i n t o  a Computer Simulat ion o f  the Hardware Functions: 
Simulat ion can be used t o  model the funct ional  asDects o f  the hardware 
when the actual  hardware i s  n o t  ava i l ab le  o r  when' i t  i s  desired t o  
simulate on ly  por t ions o f  the hardware functions. Simulation, as opposed 
t o  emulation, can be run a t  many times the  actual  speed of the hardware. 
Simulat ion can a l  so provide representat ion o f  outs ide var iab les and t h e i r  
i n t e r a c t i o n  w i t h  physical  and simulated hardware. 

The advantages o f  using s imulat ion techniques include: 

o Any hardware f a i l u r e  mode t h a t  can be simulated can be evaluated. 

a Test ing may be conducted independent o f  actual  hardware o r  i n  
conjunct ion w i th  po r t i ons  o f  the hardware. 
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5.2.3 (Continued): 

e Effects of fa i lures  can be evaluated a t  a functional level. 

The limitations of using these techniques include: 

cb Real i s t i c  simulation requires detailed information a b o u t  the hardware, 
the environment in which i t  is  intended t o  operate, and the c r i t i ca l  
application of the functions simulated. 

. 

e Verification and validation of the adequacy and thoroughness of the 
simulation can be d i f f i cu l t ,  
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EXAMPLE - F/FA Basic Bottom-Up Approach: 

NOTE: 
presented t o  help tt ie reader understand the operat ion o f  the equipment being 
analyzed. 

Descr ip t ive comments appear i n  the discussion o f  these examples. They are 

* * * * * *  
This sect ion presents steps t h a t  were taken i n  performing a fau l  t / f a i l u r e  
analysis on d i g i t a l  equipment a t  the hardware l e v e l .  Procedures other  than the 
one shown could be used; however, they would normally inc lude these same steps, 
o r  equivalent, as l i s t e d  below. 

The bottom up approach was used i n  t h i s  example f o r  the development o f  an F/FA. 
This consisted o f  propagating f a i l u r e s  o f  the lowest l e v e l  funct ional  blocks up 
t o  the system l e v e l  t o  determine the e f f e c t  on system operation. Where 
applicable, because o f  unique funct ion,  pa r t s  were analyzed as separate 
funct ional  blocks. Functional b lock f a i l u r e s  were d i v ided  i n t o  t h e i r  modes o f  
f a i l u r e .  Each mode o f  f a i l u r e  was examined t o  determine i f  i t s  f a i l u r e  was 
detectable by f a u l t  monitor ing o r  by other  means. 
were considered i n  t h i s  example. 

Only s i n g l e  p o i n t  f a i l u r e s  
The steps were as fo l lows: 

o Understand the system requirements. 

o Understand the system imp1 ementation. 

o Review tt ie system funct ions (subdivide system funct ional  blocks i n t o  
smaller sub-function blocks, as needed). 

o Analyze software. 

o Analyze the techniques & implementation o f  f a u l t  monitoring. 

o Postulate f a i l u r e  modes and determine e f f e c t s  and estimate f a i l u r e  rates.  

o Evaluate thoroughness o f  funct ional  f a u l t  monitoring. 

o Prepare data analysis and summary. 

a 
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Understand the System: 

The f i r s t  step toward doing t h i s  F/FA was developing an in-depth understanding o f  
the system requirements and i n s t a l l a t i o n .  

Figure A-1 i s  the t o t a l  system block diagram o f  a combination d ig i ta l /ana log  
system, o f  which the d i g i t a l  po r t i on  was used f o r  t h i s  example. Each inpu t  and 
output i n te r face  signal  was i d e n t i f i e d  i n  terms o f  s ignal  type ( d i g i t a l  o r  
analog) and how i t  was used i n  the system. F a i l u r e / f a u l t  response requirements 
were a lso  studied, i nc lud ing  the in te r face  and d isp lay/contro l  methods used f o r  
the warning. 

Analysis o f  System Functions: 

The system was d iv ided i n t o  funct ional  blocks. 
funct ional  b lock f o r  i d e n t i f i c a t i o n  purpose. 

A number was assigned t o  each key 

F igure A-2 i l l u s t r a t e s  the d i g i t a l  system, broken down i n t o  14 funct ional  blocks. 

Subdivision i n t o  Smaller Sub-Functional Blocks: 

This step requi red d i v i d i n g  each funct ional  b lock shown i n  f i g u r e  A-2 i n t o  
meaningful sub-functional blocks. A sub-functional b lock represented an i so la ted  
l o g i c a l  o r  c i r c u i t  funct ion.  This was a group o f  components, ICs o r  gates. 

A l l  i n te r face  s ignals  between sub-functional b locks and system funct ional  blocks 
were i d e n t i f i e d .  This enabled the analyst  t o  t i e  the e n t i r e  system together and 
served as a useful  t oo l  f o r  f a u l t  i s o l a t i o n s  and t o  diagnose the system e f f e c t  
caused by the f a i l u r e  o f  any i nd i v idua l  funct ional  block. 

Figure A-3 i l l u s t r a t e s  how the microcomputer was broken down i n t o  sub-functional 
blocks. I n te r face  s ignai  paths between sub-functional b locks are shown. 

Software Consideration: 

Software was considered i n  terms o f  moni tor ing and funct ional  requirements v i a  
the d i g i t a l  system components. 
broken down i n t o  the fo l l ow ing  sub-system components: 

As an example, i n  Figure A-3, the  system was 

e Processor 

o ROM memory, t o  s to re  the program 

o RAM memory, t o  s to re  the computations 

o Timing and cont ro l  funct ions 

e Input/Output funct ions.  
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The f a i l u r e  o f  a ROM was considered; general ly t h i s  would a f f e c t  the c i r c u i t ' s  
a b i l i t y  t o  perform i t s  normal functions. When t h i s  occurred dur ing the 
computation o f  a primary funct ion,  the f a i l u r e  would cause an i n c o r r e c t  
i n s t r u c t i o n  t o  the processor. 
become l o s t ,  o r  the computer t o  stop o r  make a wrong computation. Consequently, 
the primary func t i on  would probably be l o s t  o r  the end func t i on  would become 
unacceptable, causing the prime equipment t o  e i t h e r  f a i l  o r  g ive i n c o r r e c t  data. 

This i n c o r r e c t  i n s t r u c t i o n  could cause data t o  

Jrrc .', ARP 1834 

An evaluat ion o f  software in teract ions,  f o r  each f a i l u r e  mode considered, was 
necessary dur ing the analysis. 
evaluat ion o f  f a u l t  monitor ing ef fect iveness. 
t o  es tab l i sh  t h a t  ef fect iveness: 

Detect ion o f  the r e s u l t a n t  e f f e c t s  requi red 
The fo l l ow ing  guidel ines were used 

o A de ta i l ed  check o f  the Product Spec i f i ca t i on  was performed t o  es tab l i sh  
the f u l l  f a u l t  monitor ing requirements. L i s t e d  were a l l  functions, I/O, 
i n t e r a c t i v e  signals, etc., t h a t  were t o  be exercised f o r  system confidence. 

o A de ta i l ed  check was made o f  the Software Requirements Document. 

o A step by step i n t e r r o g a t i o n  o f  the f a u l t  monitor ing software f l ow  char ts  
and coding was performed. A t  t h i s  point ,  i t  was necessary t o  const ruct  
block diagrams o f  a l  1 funct ions requested f o r  b e t t e r  understanding. 

o A comparison was made o f  the software data against  the F/FA areas o f  
concern. 

r 

SCRATCH PAD 

16 B I T  DIGITAL I H P U I  BUS 

A N C R O C O H P U T E R  

FIGURE A-3 
Sut- funct ional 81 ock Diagram 
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I t  was then possible t o  proceed i n  establishing the following: 

o T h a t  the specified f a u l t  monitor ing requirements were being met i n  f u l l .  

o That areas were identified brhicli required further investigation and 
possible modi f ication. 

Review ImDl ementation of Fault Moni torina: 

Al though  an a i r c ra f t  may employ more than one computer for  redundancy, the 
circui t ry  contained i n  the u n i t  analyzed was a straight-1 ine, non-redundant 
design. 
loss o f ,  o r  errors  i n ,  o u t p u t  da ta .  
b u i l t  i n t o  the computer software t o  detect  and annunicate equipment malfunctions. 

The computer had, designed i n t o  the software, various se l f - t e s t  routines executed 
for ground maintenance f a u l t  i solat ion,  system power-up, and i n - f l i g h t  
performance monitoring. An example of the specific t e s t s  and annunciation 
methods i s  presented for  the combined digital/analog device i n  Tables A-1 and A-2. 

Power-Up Test: 

The power-up t e s t  was r u n  when power was applied dur ing  computer in i t ia l iza t ion  
or, d u r i n g  f l i g h t ,  when power was interrupted fo r  an extended period of time 
(requiring a "cold s tar t ' '  power-up). 
several t e s t s  designed t o  t e s t  certain functions which could no t  be tested on a 
continuous basis du r ing  in-fl  i g h t  monitoring. 

As a consequence, computer malfunctions were expected t o  resu l t  i n  the 
For this reason, extensive se l f - t e s t  was 

The Power-up t e s t  sequence consisted of 

,  
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I f  the Power-up testing detected a fa i lure ,  i t  was annunciated by the method 
corresponding t o  the detecting t e s t  defined i n  Table A-1. 
continued t o  report a f au l t ,  the watchdog timer would time o u t  and cause a l l  
fa i lure  discretes t o  drop w i t h i n  seconds o f  the i n i t i a l  fa i lure .  
discretes would remain i n  the fa i led s t a t e  and the main program sequence would 
n o t  be in i t ia ted  u n t i l  the Power-up t e s t  sequence tias been successful. 
of these t e s t s  are  1 is ted i n  Table A-1 . 

I f  the Power-up t e s t s  

The fa i lure  

Examples 

Continuous trloni t o r ing :  

The continuous or i n - f l i g h t  monitor ing was a background routine tha t  is  run 
frequently d u r i n g  normal computer operation t o  ensure tha t  the equipment is  
operating properly. 
number of t e s t s  which are  presented i n  Table A-2 w i t h  t he i r  associated 
annunciation methods and ''passing" c r i t e r i a .  

The continuous monitoring for  this exampl e consisted of a 

idhen the continuous monitoring detected a fa i lure ,  i t  was annunciated by the 
method corresponding t o  the detecting t e s t  defined i n  Table A-2. 
affecting only the analog outputs would only set the analog discrete fa i lure  
warnings. Those fa i lures  result ing i n  i n v a l i d  ser ia l  data would cause a f a u l t  
code t o  be transmitted on the affected binary word and would terminate the Binary 
Coded Decimal ( B C D )  data transmission. 
warnings would be s e t  only upon detection o f  two l ike consecutive fai lures .  

Ground Maintenance Tests: 

The ground maintenance t e s t s  were used on-board the a i r c r a f t  t o  verify both the 
computer performance and the integri ty  of the a i r c r a f t  indicators. 
these t e s t s  p l u s  a f i f t h  "STIMULATE" t e s t ,  were used for  computer f a u l t  
isolation. The four t e s t s  used on board a re  presented i n  Table A-1.  
selected t e s t  was in i t ia ted  when the f ron t  panel t e s t  b u t t o n  was depressed, and 
the resu l t s  of the t e s t  were read on the appropriate a i r c r a f t  indicator. Upon 
in i t ia t ion  of each ground t e s t ,  continuous monitoring was also activated as a 
background t e s t .  Detection of any f a i lu re  by the continuous monitoring o r  the 
release of the push-to-test button would ex t ingu i sh  the " v a l i d  when l i t "  lamp. 

Failures 

For a l l  tests, the proper fa i lure  

In the shop, 

The 

Analysis of FAULT Status: 

During f l i gh t ,  the o u t p u t  data and fa i lure  warnings would assume one of the 
various s t a t e s  given below: 

DATA VERSUS FAULT STATUS CONDITION 

Condition No. Output  Data Failure Warn 

Val i d  Off 
Val i d  On 
Inval i d  On 
Inval i d  Off 
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Condit ions 1 and 3 were "as designed" combinations of events and therefore d i d  
not  require further discussion. 

Conditions 2 and 4, however, were undesired events whose occurrences should be 
minimized t o  achieve an acceptable level of safety. 

Equipment requiring self  t e s t  typically had c i rcui t ry  dedicated t o  signal 
processing and c i rcui t ry  dedicated t o  sel f - tes t .  Testing was implemented through 
software by programming essentially the same signal processing circui t ry  t o  
perform the t e s t s .  
above 1. 

T h i s  approach minimized fa l se  fa i lure  warnings (condition 2 

In evaluating the effects  of fa i lure  mode on the computer ou tpu t s ,  the F/FA was 
also used as a basis for the analysis of the self  test, which identified and 
provided a measure for  conditions 2 and 4. 

Failure Modes & Failure Rates: 

Eva1 uati on of Functi on Fai 1 Ure Modes : 

Generally, each c i r cu i t  function was reviewed and analyzed t o  establish the 
fol  1 owing: 

o I n p u t / o u t p u t  signals 

o Function description: operation, c r i  t ical  i tys  purpose 

o Failure Modes 

o Components associated w i t h  each f a i l  Ure mode. 

In cases where a logical function breakdown a t  the card level produced dependent 
functions as  i n  Figure A-4, the fa i lure  modes of each function should be defined 
in terms of card/pin o u t p u t s  instead of function outputs. 

Cards of the form shown in Figure A-4 were analyzed i n  the following manner: 

1. 

2 .  

3. 

Function F1 fa i lure  modes were analyzed relat ive t o  the effects  on card 
o u t p u t s  C,  D, and E. 

Function F2 f a i lu re  modes were analyzed re la t ive  to  the effects  on card 
o u t p u t s  C and D. 

Functions F3, F4, and F5 fa i lure  modes were analyzed relat ive t o  the 
effects  on card outputs  C,  D, and E respectively. 

T h i s  procedure was developed i n  order t o  reduce the complexity involved i n  
analysis. 
the analysis was raised t o  the system level. 

The redundant fa i lure  modes i t  inherently creates were deal t  w i t h  when 
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C A R D  

I N PUT: 
U 

FIGURE A-4 
Card Level Functional Breakdown 

For t h i s  analysis, i t  was assumed t h a t  pa r t s  f a i l  i n  the fo l l ow ing  modes: 

Passive Parts - Open and sho r t  w i t h  the  exception o f  r e s i s t o r s  which 
t y p i c a l l y  f a i l  open 

Trans is tors  - Open and sho r t  o r  leaky co l lector - to-emi  t t e r  j unc t i ons  

Diodes - Open and sho r t  

Simple d i g i t a l  I.C. gates - Outputs remain i n  a high, low o r  h igh 
impedance (where app l icab le )  s ta te  

Complex d i g i t a l  1.C.s - Intended func t ion  malfunct ions or does n o t  occur 
(e.g., c lock runs too  fast, too  slow, sk ips pulse, etc.; s i g n i f i c a n t  b i t  
i n  ROM i s  i n  e r ro r ;  counter does no t  advance, sk ips count; etc.)  

L inear  1.C.s - Outputs remain a t  a h igh  o r  low vo l tage which i s  usua l l y  
t he  t o r  - supply voltage. 

Any p a r t  - open p i n  o r  so lder  connection. 
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Each p r i n t e d  c i r c u i t  card assembly contained power supply f i l t e r  capacitors 
which, i f  shorted, affected the power supply ou tpu t s .  Rather than assess these 
effects  on each card, they were considered i n  the power supply analysis. 

In the case of the computer (Function F9) i t  was not r e a l i s t i c  t o  consider only 
o u t p u t  p i n  "stuck-ats' (unless any f a i lu re  resulted i n  simple latchup of the 
CPU). 
se t" ,  e tc . ,  were used t o  describe chip malfunction. 

The overall e f fec ts  of the established function fa i lure  modes on the computer 
were documented i n  the format shown i n  Figure A-5. 

Preliminary effects  of failure modes were assessed relat ive t o  each o u t p u t  signal 
e f fec t  and coded i n  the fol'lowing manner for  l a t e r  collection of similar effects :  

Consequently, f a u l t  descriptions such as  "address b i t  error", "false  f lag 

e ''XII indicating total  loss o f ,  or severe degradation of specific o u t p u t  
("y1' would re fe r  t o  a different  

"x" indicating a conditíónal e f f ec t ,  or minor degradation of the output 
b u t  s t i l l  operating w i t h i n  specification. 

e 

A subsequent and more detai led study considered other fa i lure  effects  of the 
equipment i n  def ini t ive terns  such as: 

H - hardover (+, - 1  

S - slowover (n/sec) 

F - stuck or frozen 

B - bias error  ( n  offset)  

I - intermittent 

G - gain error ( n  times normal) 

TL - total  loss 

E - e r r a t i c  (osci l la tory or  cycl ic)  

FL - fluctuating ( n  magnitude a t  "y" frequency) 

"-'I or NE - no ef fec t  ( w i t h i n  performance limits). 

Clarifying remarks on qual i ta t ive o u t p u t  e f fec ts  and conditional effects  were 
given i n  "Comments" column. 

~ 

~ 
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Once the c i r c u i t  funct ions were del ineated on the system block diagram, they were 
1 ocated and p a r t i  ti oned on the schematic diagram. 

The f a i l u r e  ra tes f o r  each func t i on  were then ca lcu lated using MIL-HDBK-217 o r  an 
equivalent i n d u s t r i a l  standard, Mature f a i l u r e  ra tes ( t h i r d  year o f  operat ion) 
were used i n  these predict ions.  The functional f a i l u r e  ra tes were establ ished 
general l y  by i d e n t i f y i n g  those pa r t s  associated w i  t h  each c i r c u i t  f a i  1 Ure mode. 
I n  those instdnces where the f a i l u r e  o f  a p a r t  r e s u l t s  i n  m u l t i p l e  f a i l u r e  modes, 
the p a r t  f a i l u r e  r a t e  was apportioned according t o  the number o f  modes t o  a r r i v e  
a t  a f a i l u r e  inode f a i l u r e  rate.  I n  some cases, an estimate was requi red o f  the 
percent o f  the ch ip c i r c u i t r y  a f fec ted  by the f a i l u r e  mode being considered. The 
func t i on  f a i l u r e  r a t e  i s  given i n  f a i l u r e s / m i l l i o n  hours and are documented on 
each func t i on  sheet (see Figure A-5). I f  h igh confidence i s  lacking, then use o f  
the t o t a l  f a i l u r e  r a t e  may be an acceptable conservative method. 

e A E  
-3 ARP 1834 

The p r o b a b i l i t y  o f  f a i l u r e  was determined f o r  each computer output by 
i n t e r p r e t i n g  the aata from the F/FA (output  s ignal  e f f e c t )  sheets. 
accompl ished by scanning down the column (see Figure A-5) on each o f  the sheets 
and no t i ng  which funct ions and f a i l u r e  modes a f f e c t  the p a r t f c u l a r  output. This 
was determined by the presence o f  an " X "  o r  ''XI' o r  I'-'' i n  the column o r  other 
code f o r  d i f f e r e n t  e f f e c t  o r  d i f f e r e n t  output7 The c o n t r i b u t i n g  f a i l u r e  ra tes  
f o r  a l l  e f fects ,  var ious ly  coded, were c o l l a t e d  and totaled. 
between t h i s  f a i l u r e  r a t e  and the  t o t a l  funct ion f a i l u r e  r a t e  y i e l d e d  the "no 
s i g n i f i c a n t  e f f e c t "  f a i l u r e  rate. P r o b a b i l i t y  o f  funct ional  f a i l u r e  was then 
determined by consider ing the t o t a l  exposure t i m e  between S e l f  Test o r  I n - f l i g h t  
Monitor ing o r  ATE Testirig t h a t  confirmed the operation o f  the c i r c u i t  o r  function. 

Functional F a u l t  Detectabi l  i t v :  

This was 

The d i f f e rence  

The d e t e c t a b i l i t y  of each f a i l u r e  mode under considerat ion i n  the F/FA had t o  be 
assessed by the analyst, then noted i n  the DETECT column o f  the F/FA 
(Figure A-5). I f  detected, t he  method was noted i n  f-lEANS OF DETECTION, and the 
system response i nc l  uded i n  EFFECT OF FAILURE. L i  kewi se, the f a i  1 Ure warni ny 
annunciation was indicated, and, f o r  reference, the s e l f  t e s t  number used f o r  
detect ion was noted. 
F/FA along w i t h  the r e s u l t i n g  e f f e c t  on the system. 

I f  the f a i l u r e  was UNDETECTED, t h i s  was ind icated i n  the 

Analysi s and Surmiary : 

An o v e r a l l  assessment o f  f a u l t  monitor ing was required t o  analyze the 
d i s t r i b u t i o n  o f  detectable f a i l u r e s  versus non-detectable fa i l u res .  
components and "no e f f e c t "  f a i l u r e s  were no t  considered appl icable t o  the f a u l t  
monitor ing detect ion assessment. 

Unused 
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A summary of system ef fec ts  breakdown w i t h  percentage of failure-detected versus 
non-detected was determined. 
example i s  shown below: 

A summary o f  systems ef fec ts  for  the d i g i t a l  system 

DETECTION SUMMARY 

TOTAL 146.6 

FLIGHT DETECTION 

Unannunciated 33.1 
Nuisance F1 ag  5.7 

GROUND DETECTION 

Undetected 27.6 
Nuisance F1 ag 5.7 

*Quanti ti  es are  f a i  1 ures per m i  11 i on hours, based on 
mature ( t h i r d  year)  r e l i a b i l i t y  predictions 

Based on the da ta  from above, the following parameters were calculated: 

In-f l ight  detected BITE r a t i o  = 
lOO(146.6 - 33.1)/146.6 = 77.4% 

Ground Maintenance detected = 
lOO(146.6 - 27.6)/146.6 = 81.2% 

Percent in-f l ight  f lags  valid = 
lOO((146.6 - 33.1) - 5.7)/(146.6 - 33.1) = 95.0% 

4) Percent of total  warning flags/lamps d u r i n g  
ground maintenance t h a t  are v a l i d  = 
lOO((146.6 - 27.6) - 5.7)/(146.6 - 27.6) = 95.2% 

A review of the summary of system ef fec ts  breakdown, Table A-3, enabled the 
analyst t o  evaluate undetected fa i lures  tha t  could cause s ignif icant  system 
fai lures .  The analyst used the F/FA t o  isolate the source(s) o f  those undetected 
cr i t ical  fa i lures  and t o  recommend addi t iona l  tests o r  design changes as 
necessary t o  el i m i  nate or  reduce the probabi 1 i ty  of undetected f a i  1 ures. 
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