Sk A\erosp

An SAE International Group

AEROSPACE
INFORMATION

ace

SAE AIR5665

REV. B

Issued 2008-05
RE PO RT Revised 2013-02
Superseding AIR5665A

(R) Architecture Framework for Unmanned Systems

RATIONALE

This document supersedes the Revision A publication of AIR5665. As with the original, this document includes
architectural descriptions intended to aid in standards development and subsequently to aid in the development of system
architectures based on those standards. The architectural description is divided into three views: the Conceptual View
describes the network of domain concepts and the relationships between them; the Capabilities View describes the

capabilities commonly f
levels or types of interoj

This revision adds seve
and the logical interface]

bund across all types of unmanned systems platforms; and the Tnteropera
erability required between platforms, payloads, and controllers.

ral new concepts and capabilities, and updates the cross-reference betw
standards published by the SAE AS-4 Unmanned Systems Committee.

TABLE OF CONTENTS

bility View describes the

een the Capability View

1. Y010 1 = = R S S SO 5
1.1 UL oo Y St SO 5
1.2 L A =T V1= Vo e SO 5
1.3 Field offAPPIICALION ... N T e b e e 5
14 [ [O) TV (oY W LT T S SO 5
1.5 ACKNOWIEAGEMENTS ... 5 et e e et e ettt et e e e e e s e st e aeeeeeesesssnnsssaesahaeseasssreeeeeeesanrnreeeeaaeaean 6
2. R o = = N O = T 4 S 6
2.1 PN o] o] [or=] o LT B o Lot U 4 g 1= o | €3 ! SRR PEPT 6
2.1.1 Sy = U ][ o7= T (o] g = 6
2.1.2 ASTM PUDBIICAtIONS ..o ettt veaes bbbt e e e e e eeeeeeeeeeeeeeeanes 6
2.1.3 FAA PUDIICAIONS .....ceiiiiiiiieei et fureeeeeteeeeeeeeeseseeeaesaaesesssesasassssssssssssssssssssssssssssassssssssshesrsrarsessessereerrrerrererenenee 6
214 | == S o ¥ o] [Tor= ([ o T Ul SOSO PPN 7
2.1.5 ST I U] o] [To7= o] o T o Pl SO 7
2.1.6 NNy N 0 o] 1= [ o S U SO PPN 7
2.1.7 N LR I o o1 [Te= o] g E- T DU SO 7
2.1.8 U.S. Gavernment PUDIICAtIONS...........oooviiiiiieieeeeeeeeeeeeeeeeeeeeee et eeeeeeeeeeeeteeeaeaeseeesaa bbb e e eeeeeeeeeeeees 7
2.1.9 W3C PUbIIications . .........coooeeeeieeeeeee e b 7
2.2 R F= (Yo [ 0] o] (o= T ] o TP SO PPPPPRPRRY 7
2.3 1Y T T (e g E T SRR SO PPPPPPRPRRY 8
2.4 ACTONY RS T T T T T T T e 18
3. ARCHITECTURE FRAMEWORK FOR UNMANNED SYSTEMS .......coo it 20
3.1 Architecture of the FramEWOIK .............oooiiiiiii ettt aeeeeeeeseesssennnes 20
3.2 L0 o] [T (177 SRS PPRRRN 21
3.3 F e g 11 Yo (U= T I o T g Tt o] L= PSPPSR 21
3.3.1 L 1T TS o aF= T o] (o= 21
3.3.2 Orthogonality and Separation of CONCEIMNS.............uiiiiiii e e e e e e e ee e e e e e e ennnes 21
3.3.3 Technology INAEPENAENCE. ..........ueiiiie e e e e e e e e e e e e e e s seeaanbeeeaaaeeessnbssaeeeaaeeeaanns 21

SAE Technical Standards Board Rules provide that: “This report is published by SAE to advance the state of technical and engineering sciences. The use of this report is
entirely voluntary, and its applicability and suitability for any particular use, including any patent infringement arising therefrom, is the sole responsibility of the user.”

SAE reviews each technical report at least every five years at which time it may be reaffirmed, revised, or cancelled. SAE invites your written comments and suggestions.

Copyright © 2013 SAE Internation

al

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system or transmitted, in any form or by any means, electronic, mechanical,

photocopying, recording, or otherwise, without the prior written permission of SAE.
TO PLACE A DOCUMENT ORDER:

SAE WEB ADDRESS:

Tel:  877-606-7323 (inside USA and Canada) SAE values your input. To provide feedback
Tel:  +1724-776-4970 (outside USA) on this Technical Report, please visit

Fax: ~ 724-776-0790 http://lwww.sae.org/technical/standards/AIR5665B
Email: CustomerService@sae.org

http://www.sae.org



https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE AIR5665B Page 2 of 64
3.34 Platform INAEPENAENCE ..........eeeiiei et e et e e e e e e e et e e e e e e e e e ateeeeeeeeeeeaassseeeas 21
3.35 Mission INdependenCe/ISOIAtION ............oooiiiiiiiiiie e e e e e e e e e e aaareae s 22
3.3.6 Compute Capability INEPENUENCE..........ooiiiiiiiie et et e e e nntee e e e enees 22
3.3.7 Operator Use INAEPENUENCE. ...........coi ittt e e e e e e e e e et e e e e e e e e e saaeeeeaaeeeaaaanees 22
3.3.8 Communications INAEPENAENCE .............uuiiiiiiie et e e e e e e e e e e e e e seaaaeaaeeeaeanees 22
3.3.9 AUtoNOMY LeVel INAEPENUENCE .........oiiiiieie ettt e ettt e e e e e e s ee e e e e e e eabnneeeaaaeeean 22
3.4 AFCRITECIUIAl VIBWS ...ttt e e e e ettt e e e e e e e e e e n b et e e e e e e e e e e nnbeeeaeeeesanbnneeeaaaaaeas 22
4, CONGCEPTUAL VIEW ...ttt ettt e e et e e e ettt e e e et e e e e e ntee e e e ansteeeeansteeeeansseeeeansteeeennseeeeennsees 23
4.1 (07 0= 1= Tor (Y ] TSRS 24
411 To =T o103 iTe= 1 1o ) o SRR 24
4.1.2 U 10T 1 Y2 PRSP 24
41.3 T (=] 2SS 25
414 F XU (o) aTo] 11 )2 PURRREP 25
4.2 COMPOBILION ..o e e e e e e st r e e e e e e e e eeabsseeeeessgsemehassteeeeeseeiabereeeeaeeeeaaans 25
421 L E= V(0T 0 VAV A=Y o o7 =PRI st o FEP SRRSO 26
4.2.2 Commuynication EQUIPMENT..........oooiiiiiiiiiiiiieee e e e ee e 26
423 ST a1 UL A NS SRS 26
424 F e (D=1 (o €T S ! R PRR 26
425 = 0T =T U U SR PSRRI 26
4.3 KNOWIEHGE ... .ttt e e ee e e st e e e e e e e e s snnre b e e e e 27
4.3.1 MEASUMBIMENES ... e e e e safar e Dot e e e ree e e e e e e e s e emmre b et e e e e e e e 27
4.3.2 [T (=T o ()] o P P SRR 27
4.3.3 LA o1 o T o T L= R FO R PTRRR 28
434 LI 01 PR DO RRPPRR 29
435 SPACE |t N et e e e e e e e e e e eeerrrereeeeeeeeasbe e e e e e e e e e e e 30
4.3.6 LYo g =T o= YU SRR 30
4.3.7 T o Y =2 P SRR 31
4.3.8 RS (1 00 U SRR 31
4.4 ACHIONS|.ceeeii e 36 e e 31
441 3= o7 1o [ O S SRR 31
442 g = o T Y SRR 32
443 Collaborate ... ...eeeeiiiiee e e b 32
444 01 O P SETT RPN 33
445 F & (U= (o S RPN 33
446 ENnvironmental EffeCtS ... e ab e 33
5. CAPABILITY VI BV s ettt ittt ettt e ettt e ettt e e e ettt e e e eatte e e e snteee e s antaeaesansaeeesanseeessnneheeeannteeeennteeesennteeeeennnes 34
51 [T ToT0 )Y T e P SRR 34
511 Scenario: DIiSCOVEr REMOLES ......ccveiiiiiiiee e b 34
51.2 Scenario: Dis€over Remotes on Trusted Link/Network...........ccoooceeeeiieneenineeenecbe 35
51.3 ScenariorBiscover Capabilities ...........ccuuvieiiiii i 35
52 ComMMURTE O e 36
5.2.1 Scenario: Establishing CommUNICAtIONS ...........coiiiiiiiiiii e ree e e e e e e e e e 36
5.2.2 Scenario: Report Communication StatUsS...........cccuuiiiiiiii e e e 36
5.2.3 Scenario: CommuUNICAtIoON REIAY.........cociiiiiiiie et e e e e e e e e nneee e e e nnees 37
5.3 o SRR 37
5.3.1 Scenario: Bootstrap CredentialS ...............ueeiiiiiiiiiiiie et e e e e e enaes 38
5.3.2 SCENAIIO: GAIN ACCESS.....eiiiitiiie e ittt ettt e e e ettt e e e sttt e e e e teeee e s teeeeeateeeeeasteeeeasteeeeaanteeeeaanteeeaasteeeeeanseneeennsees 38
5.3.3 SCENANO: MOGIfY ACCESS...ciiiiuiiiie e itiie ettt et e e e ettt e e e ettt e e e e tte e e e e asteeeeaasteeeeaasteeeeaanbeeeeasteeeeeanseeeeennsees 39
534 Scenario: EVENT REPOIMING ... ...oiiiiiiiie ettt e et e e et e e e ettt e e e e st e e e e snteeeeesteeeeennseeeeennsees 40
54 L7 ] 1 (1 o) PSSP 40
5.4.1 S Ter= Yot T To W € =11 T 7o) o 1o ) PSR 41
5.4.2 Scenario: TermiNate CONMIOL.........cuuiiiiiiie et e e e e et e e e e nte e e e eante e e e e steeeeeanteeeeennsees 42
54.3 Scenario: First Party Control TranSTEr .........ocuiiiiiiie e e 42
54.4 Scenario: Cooperative Second Party Control TranSTer ........cc.ovvo e 43
545 Scenario: Second Party CoNtrol OVEITIAE...........coiiiiiiiiiiie ettt et e et e e e sereeee e e enneeeeeanes 44
5.5 g = {3 o T PSR 44
5.5.1 Scenario: Query Platform INfOrmMation ..o 44


https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE AIR5665B Page 3 of 64
5.5.2 Scenario: Activate Platform SigNalS...........ooiiiiiiiiiiie e 44
5.5.3 Scenario: QUEry PlatfOrm POWET .........ooiiiii ettt sab et sabe e e snne e 44
554 Scenario: Query Payload INfOrmMation ............coiuiii i 44
5.6 1Y Fo] o1 1 Y2 USRS 45
5.6.1 Scenario: Establish Contingency MODIlity ...........oociiiiiiiiiie e 45
5.6.2 Scenario: Perform POSE MODITITY..........oiiiiiiiiiie e e et e e e et e e e e sntee e e e araeee e e 46
5.6.3 Scenario: Perform Station Keeping MODIlITY .........c.coiiiiiiii e 47
5.6.4 Scenario: KinemMatic MODIITY ........c.viiieiiiie e e e e e e e s e e e erte e e e e snree e e e nnnees 48
5.6.5 Scenario: Path MODIIILY .........c.eoiiiiii e e e e e e e et e e e e ae e e e nnnes 49
5.6.6 Scenario: Primitive IMODITILY ........ooiiiiie e e e e e et e e et e e e nre e e e e nnree e e e nnnes 50
5.6.7 Scenario: Perform HOMING........oi ittt et e e et e e e e e e e e e ente e e e e enbe e e e e snbeeaesanreeeeenees 50
5.7 F Y g eIU] = 1o ] o ISP RSP PP R PPPPPPTPP 50
5.7.1 Scenario: Query Articulator INfOrMAtIoN..........oocuiiiii e e 50
5.7.2 Scenario: Perform Pose ArtiCUIatioN ... ..ot 51
5.7.3 Scenario: Perform Path ArtiCUIation...........cocoiiiiiiiii e sggrme e 51
5.7.4 Scenario: Perform Primitive Articulation ... SO L 51
5.8 MiSSION[ PIanning ......ccooiiii e eeeeeee s b 51
5.8.1 Scenario: Define Mission Plan ..o e 51
5.8.2 Scenario: Alter MiSSION Plan ..........cooiiiiiiiiiiiieeieeiiee e eseeeiee e 51
5.8.3 Scenario: Execute MiSSION PIan ..........oooiiiiiiiiiiieeriee e gmahe e snee e 51
5.8.4 Scenario: Report Mission Plan Status ............ccoooocieeeiiiiiiiciiiceiotn D, 51
5.8.5 Scenario: Navigation ...........oooiiiiiiiie e e b 52
5.9 CollabOFate. ..o Ko e e 52
5.9.1 Scenario: Share Perception Data .............cooiiiiiiiiiiiiiieee e S e eeees b e 52
5.9.2 Scenario: Share MiSSION Plan.........cociiiiiiiiiiiiie g N sneesiee e 52
5.9.3 Scenario: Team CommaNnd .........cceeieieiiieiiiie e N Tttt esiree e e snee et 53
594 S To=TaE T o T 7] 1 1Yo Y S SR SRRSPRR 53
5.10 =T e7=T o] ([0 o R e 2 S SO PPPPPTPPPPPPPPRS 53
5.10.1 Scenarijo: Perception INformation.................ad e 53
5.10.2 Scenario: Localization ...l 53
5.10.3 Scenario: ENvironment SENSING..........\ueriiiiiiiiee e seee e e e e b 54
5.10.4 Scenario: TErrain SENSING .......ooee s ettt e e e e e stee e e e s srteeessnnteeeeesneh e e s s er e e et e e e e sreeeeennees 54
5.10.5 Scenario: Dynamic Mapping ....... 5l e b 54
5.10.6 Scenario: Object Detection and Tracking ............ccccveeiiiiieeiiiiee e esb e 54
5.10.7 Scenario: Position Tracking ..o e b e 54
5.10.8 1o =T aE T o Moo Uy 1o T= Y KT o e et SRS 54
5.10.9 S Tor=TaE T o M VTSN F= T IS T=T 0 o 1 o S SRR 54
5.10.10 S To =TT T o S 1= 13 g o R PSSP 55
5.11 -T2 T O A S TP SRR 55
5.12 =TT = T PR SRR 55
5.12.1 Scenario: EMErgency ShUtoff..........cooiiiiiiiii e b 55
5.12.2 Scenarijo’Emergency Shutoff OVErride ..........cooooviieiiiiiiii e, 55
5.12.3 Scenario TSSO A Ot e 56
5.12.4 Scenario: System Pause and RESUMIE ..........uuiii ittt e e e etae e e e snee e e e neeas 56
5.13 [T E=To | T 1= o USSP 56
5.13.1 Scenario: DIiagnOStiC SENSING ........uiiiiiiiiie e e e e e e st e e e et e e e e an e e e e e se e e e e nnreeeeeanrees 56
5.14 ()= L e= I o e o | o SRR 56
5.14.1 STerTaE-TaloMISTe=Ta dk=TaTo RS (o] o 3N Mo T 10T RS PRR 56
5.14.2 Scenario: Create, Modify and Report LOg MISSION ..........ciiiiiiiiiiiiiie et 56
5.14.3 Scenario: Retrieve Logged Data.........cocueiiiiiiiiie et 57
5.14.4 Scenario: REPOM LOG STAtUS .......icuiiiii ittt e e e e et e e e e st te e e e e nte e e e aste e e e e steeeeeanteeeeennnees 57
6. INTEROPERABILITY VIEW ...ttt ettt ettt be e sttt sttt be e e st e e e bt e e sbe e e sneeeennes 58
6.1 (o1 1YZ= 1 (o] o O PP PP PPOTPPPP 58
6.2 L1101, (0] o 1= o | O O U PP PSPPI OPPPPPP 59
6.3 Types Of INTErOPEraDIlItY ........cociiiieie ettt e e e et e e e s sn e e e e sateeeesnbaeeeeaseneaeanns 59
6.4 Achieving Interoperability through Standards .............ccooiiiiiii e 60
6.4.1 Overview of @ Layered ArChitECIUIE...........ooiiuiiii e et e e e e e e e eneees 61
6.4.2 ApPlication Layer STANAANAS .........cooiiiiiiiiiiiie ettt e st e e e sttt e e e st e e e s e e e s nnate e e nraeeeaanaeeens 61


https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE AIR5665B Page 4 of 64
6.4.3 Transport LAyer STANGAIAS .........ooi ittt ettt e e sttt e e s snte e e e e ssteeeesantaeaeesnseeeesnseeeesaseeeaeanns 62
6.4.4 Physical Layer STANAArdS ...........cueiiiiiiiiii ettt e e st e e et e e e s este e e s e s be e e e anteeeeenreeeeennnees 62
6.4.5 INtEGrating the LAYEIS ...ttt e e e e e ettt e e e e e e e e s aanb b e e e e e e e s nnnaeeeaaaeeeas 63
6.5 Version Management OVEE TIME ......oooi ittt e e e e ettt e e e e e e e e et e e e e e e e e e s anbnneeeeaaeaan 63
7. N[O I S R TRPTR 63
F N g o =1 5 SO URRPRN 64
FIGURE 1 ARCHITECTURE OF THE FRAMEWORK.......coiititiiiiiiiiie ittt e nnee e 20
FIGURE 2 AFUS CONGCEPTS. ..ttt ettt bttt e e bt e oo a bt e e eh e e e sab e e e ket e sa b et e bbeeembeeeabeeesabeeenbeesanes 23
FIGURE 3 SCENARIO DISCOVER REMOTES...... .ttt ebe e st nae e e smbe e e anneesnnee s 34
FIGURE 4 SCENARIO DISCOVER REMOTES ON TRUSTED LINK/NETWORK ......cccoiiiiiiiiieiieeeeeiee e 35
FIGURE 5 SCENARIO DISCOVER CAPABILITIES ...ttt sii e st e e sabeeesseeesseeesbeesnneeesnneeaas 35
FIGURE 6 SYNCHRONOUS AND ASYNCHRONOUS COMMUNICATION REPORTING ...c..}eceiveeiiieeniieeiiiee e 36
FIGURE 7 SCENARIO COMMUNICATION RELAY ...ttt 80 b 37
FIGURE 8 SCENARIO GAIN ACCESS......ccii it siee e sneessneeesnnes et 38
FIGURE 9 SCENARIO GRANT ACCESS.......ccoiiieiiieiiie it siee e ssnee e fadheesnnee e eee st 39
FIGURE 10 SCENARIO REVOKE ACCESS ........ooiiiiiiiiiiiiee el siee et 39
FIGURE 11 SCENARIO EVENT REPORTING......cooiiiiiiiiiiiee e gmade e sneesneee s 40
FIGURE 12 SCENARIO GAIN CONTROL ......ciiiiiiiiiiiieniieiieeesieeenieeesieeesee afeesseneesnneeesneesnneessbeeessieeesiee e sieeesnee s 41
FIGURE 13 SCENARIO TERMINATE CONTROL.......ccoiiiiiiiiiiieenieeeeesae e siee e b 42
FIGURE 14 SCENARIO FIRST PARTY CONTROL TRANSFER.........cc.uiiiiiiiiienieeenieeniees e 42
FIGURE 15 SCENARIO SECOND PARTY CONTROL TRANSFER .. 53 eec e rieeeseees e 43
FIGURE 16 SCENARIO SECOND PARTY CONTROL OVERRIDE .%o 44
FIGURE 17 SCENARIO CONTINGENCY MOBILITY ..ottt Tt esiiee e sneesnee et 45
FIGURE 18 SCENARIO POSE MOBILITY .ottt erghen s et siieesneessieeesreeesineesnes s aessnneeesnee s sieee e 46
FIGURE 19 SCENARIO STATION KEEPING MOBILITY ... 2,2 et eiieeiiee e sieeeieeesvee e snee s e 47
FIGURE 20 SCENARIO KINEMATIC MOBILITY ..o Sttt siesssieee e ssieee e 48
FIGURE 21 SCENARIO PATH MOBILITY ..otk siee e 49
FIGURE 22 SCENARIO PRIMITIVE MOBILITY oottt siee e siee e e snee e 50
FIGURE 23 EXAMHALE DATA FOR MISSION PEANNING ........ooiiiiiiiiiiee e b e 52
FIGURE 24 POSITION REPORTING FOR BOTH PLATFORM AND MANIPULATOR ......cccooooferiie 53
FIGURE 25 REMOTE SENSING VIA ONBOARD CAMERA .......cocciiiiiniiienieenee e eseeeseb e 55
FIGURE 26 CREAT|ING AND STARTING A LOG DATA MISSION........coiiiiiiiiinieeiieenieenees e 57
FIGURE 27 ACCESSING LOGGED DATA.....cc ettt nne e sah et 58
FIGURE 28 HIERARCHICAL TYPES.OF INTEROPERABILITY .....coiiiiiiieeiieenieerieeesiee e b 60
FIGURE 29 MESSAGE FLOW INJA'LAYERED ARCHITECTURE.........cocooiiiiieniiieieeeeeeneeesebe 61
FIGURE 30 INTEGRATION QF)EAYERS INTO A COMPLETE SYSTEM ......ooiiiiiiiiiiieeeeenebec 63
TABLE 1 CONCEPTDESCRIPTIONS ...ttt sneesiee s sreessnneesmnee s e et 23
TABLE 2 EMISSIONNTYPES ... .ottt ettt sttt sttt e e nbe e e snne e s ab ettt 27
TABLE 3 DELIVERYMECHAN S M S e 27


https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE AIR5665B Page 5 of 64

1. SCOPE

This SAE Aerospace Information Report (AIR) describes the Architecture Framework for Unmanned Systems (AFUS).
AFUS comprises a Conceptual View, a Capabilities View, and an Interoperability View. The Conceptual View provides
definitions and background for key terms and concepts used in the unmanned systems domain. The Capabilities View
uses terms and concepts from the Conceptual View to describe capabilities of unmanned systems and of other entities in
the unmanned systems domain. The Interoperability View provides guidance on how to design and develop systems in a

way that supports intero

1.1 Purpose

perability.

The purpose of this Aerospace Information Report is to communicate to the unmanned systems community a common

set of principles, terms

concepts, patterns, structures, and guidance for creating system archi

tectures that include or

interact with unmanned
1.2 Overview

The approach of the U
Systems has evolved d
identify individual capa
addressing the Unmann
moved from individual §

systems.

nmanned Systems Committee to the generation of the Architecture Frg
ver the history of the Framework. From initially approachihg the Fram
bilities, needed immediately, the committee now appréaches the Frame
ed System as a whole. As Unmanned Systems gain-acceptance, the focy
ystems to systems of systems. Finally, as the abilities of Unmanned Sy

mework for Unmanned
pwork with the intent to
work with the intent of
s of the Framework has
stems grow, it has been

necessary to ensure that the capabilities described herein are supporstive of more autonomous systems, while still

enabling the teleoperatq

Autonomy is an emerg
characteristics of this H
human intervention. Al
permit them to perform
operator (human) to cqg
vehicles may work toge
to what action to take w

Expanding markets for
recognizes this fact and
1.3  Field of Applicatig

Fields of application of
areas such as communi

d systems.

bnt property of this Framework. For aniunmanned system to be auton
ramework for the system to be somewhat self-aware and to complete
tonomy is key and critical to the future of unmanned systems as end us
bther tasks while still making the ‘major decisions of the task/mission. The
ntrol multiple unmanned systems. For example in port security, multi

nen a security anomaly is detected.

continues to include the necessary characteristics in this Architecture Fra

>

A\FUS’include unmanned systems of all classes, command and control (G
cations, safety, security, sensors, manipulators, and simulation.

unmanned systemsare demanding increased autonomy characteristics|.

bmous, it takes multiple
its task/mission without
ers desire systems that
re is a need for a single
ble ground and surface

ther monitoring a port or ship;-only needing a single security person to make the final decision as

The AS-4 committee
mework.

2) systems, and related

1.4 How to Use

This Architecture Framework has several uses:

e to provide backgrou

to provide a commo

nd information on unmanned systems to a variety of readers;

n set of semantics for the vocabulary;

to provide a base set of behaviors common in unmanned systems;
to provide guidelines for developing systems that are interoperable; and

to provide a set of capabilities from which unmanned systems requirements can be derived.

to provide a common vocabulary for understanding standards, specifications, and designs for unmanned systems;
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AFUS is intended to serve as a companion document to other Specifications published by AS-4. As such, it gives
additional and supporting information to system procurers and specifiers, designers, program managers, standards
writers, and other readers that require a more thorough understanding of the Specifications.

1.5 Acknowledgements
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Engineering Center contract W31P4Q-05-A-0031/0008.
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2.1.7 NIST Publicatio

Available from National
1070, Tel: 301-975-647

[NIST-ALFUS] Huang,
Terminology, Version 1.

[NIST-SI] Taylor, Barry
and Technology Specia
21.8 U.S. Governme

Available from
http://www.ndia.org/Divi

DNS

ocumentation, Marshall Space Flight Center, AL 35812, www.nas.nasa.go

V.

Science Data Dictionary, JPL D-7116 Rev. E, Jet PropulSion Laboraton

NS

Institute of Standards and Technology, 100 Bureau Drive, Stop 1070, G
B, www.nist.gov.

Hui-Min, ed. Autonomy Levels for“Unmanned Systems (ALFUS)
1. National Institute of Standards and Technology Special Publication 101

N., ed. Guide for the Use of.the International System of Units (SI). Nation
Publication 811, 2008 Editign. 2008

ht Publications

ions/Divisiods/Robotics/Documents/Content/ContentGroups/Divisions1/R

y, California Institute of

pithersburg, MD 20899-
Framework, Volume I:
, Sept. 2004

al Institute of Standards

obotics/UMS SafetyPol

icyVer096 Released.pd

f

UNMANNED SYSTEMS

SAFETY GUIDE FOR DOD ACQUISITION, 27 June 07

2.1.9 W3C Publicatio

hs

Available from the World Wide Web Consortium, MIT, 32 Vassar Street, Room 32-G515, Cambridge, MA 02139 USA,
Tel: 617-253-2613, www.w3.0rg.

[W3C04] W3C Technical Architecture Group. Architecture of the World Wide Web, Volume One. W3C Recommendation,
December 2004. http://www.w3.0rg/TR/2004/REC-webarch-20041215/.

2.2 Related Publications

The following publications are provided for information purposes only and are not a required part of this SAE Aerospace

Technical Report.

[ALBUS] Albus, James S. and Alexander M. Meystel, Engineering of Mind: An Introduction to the Science of Intelligent
Systems, John Wiley & Sons, 2001.
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[MEYSTEL] Meystel, Alexander M. and James S. Albus, Intelligent Systems: Architecture, Design, and Control.

York: John Wiley & Sons, 2002.

[DICTO7] Dictionary.com Unabridged (v 1.1). Random House, Inc. 02 Jan. 2007.

New

[HALPERNB95] Halpern, J. Y., Ronald Fagin, et al., Reasoning about Knowledge, MIT Press, 1995.

[HALPERNO3] Halpern,

J. Y., Reasoning about Uncertainty, MIT Press, 2003.

[HAM] Hamilton, J.A, Jr. Modeling Command and Control Interoperability: Cutting the Gordian Knot. SCS Press, 2004.

[KELSO94] Kelso, T. S., Computers & Satellites column, Satellite Times. 1994-1998. http://celestrak.com/columns/.

[KOKSO05] Koks, Don,

llqing Ratations ta Build Apmelnar‘p Coordinate qufpme Australian

epartment of Defense,

Defense Science and T

[LI01] Li, Xiong, Hans-J
31, 2001. http://www.se

[MILLERO3M] Miller, M
Combex, Inc., 2003.

[MILLERO3P] Miller, M,
Computing Conference,

[NELSONO1] Nelson, R
[WORDNET] WordNet 3
[SMITHO2] Smith, Richg
2.3 Definitions
ACCELERATION: The 1
ACCESS: Permission tg
ACOUSTIC: Observing

ACTUATOR: A motor o

bchnology Organisation, DSTO-TN-0640. June 2005.

[irgen Gotze. Tutorial: Ellipsoid, geoid, gravity, geodesy, and geophysics.
j.org/publications/geophysics/.

ark S., Ka Ping Yee, and Jonathan Shapiro. Capability(myths demoli
S. and J. S. Shapiro. Paradigm regained: Abstraction mechanism for &
Dec. 2003.
A., et al. The Leap Second: Its History and Possible Future. 2001 Metrolo
.0, Princeton University, 2006.

rd E. Authentication. Addison Wesley. 2002.

second derivative of pese with respect to time, referred to as pose-dot2.
learn about the existence of an entity and some or all of the states and at
acoustic energy, possibly discerning direction, strength, and nature of aud

mechanism capable of controlled prismatic (linear) or revolute (angular) n

Geophysics Online May

shed. Technical report,

ccess control. In Asian

gia 38 509-529.

ributes of the entity.
o signals.

hotion.

ADDRESS: A unique id

bntifier that allows a franepnr’r to diefingl ish between accessible entities

AGENT: An entity that can act on behalf of another entity.

ALTITUDE: The distance above a reference surface measured normal to that surface. Altitudes should not be measured
along extended body radii, but along the direction normal to the geoid; these are the same only if the body is spherical.
Common surface references include Mean Sea Level (MSL), above ground level (AGL), and above sea floor (ASF). See
also: ELEVATION, HEIGHT, DEPTH.

AMBIENT AUTHORITY: A property of an authority scheme where merely possessing an authority is sufficient, explicit
selection is not necessary.

ANGLE: A measure of the geometric figure formed by the intersection of two lines or planes. Structures containing the
word 'angle' should include origin and relevant sign conventions where applicable.

AREA: The lines that make up its boundary. In a raster world model, it is represented as a collection of grid cells. In a
vector world model, it is represented as a collection of lines.
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AUTHENTICATION SCHEME: Processes and mechanisms used to establish an entity’s identity as genuine, usually by
means of exchange of credentials.

AUTHORITY SCHEME: A mechanism to grant, revoke, and evaluate the authorities of an entity.

AUTHORITY: A mechanism to assure an entity that another has permission to access or control, often involving
credentials.

AUTHORIZATION: The delegating, granting or revoking of rights to a principal.
AUTONOMY: The condition or quality of being self-governing. [NIST-ALFUS]

AXIS SYSTEM: The set.of (IlQllﬂ"y three nrthngnnal right-hnndpd) axes of a coordinate system All axis systems must be
orthogonal.

AXIS OF SYMETRY: A ktraight line with respect to which a body or figure is symmetrical,
AZIMUTH: One of two [angular measures in a spherical coordinates system. Azimuth-is measured in a plane which is
normal to the principal| axis, with increasing azimuth following the right hand rdle convention|relative to the positive
direction of the principgl axis. [NASA-PSD] adopts the convention that an azimuth angle is never signed negative. The
point of zero azimuth must be defined in each case.

BALLISTIC: Relating tq or characteristic of the motion of objects moving' under their own momentum and the force of
gravity. WORDNET]

BASE: A measure to beladded to a value. [NASA-PSD]

BATHYMETRY: The mgasurement of the depths of oceans, Seas, or other large bodies of water; pr the data derived from
such measurement, esg. as compiled in a topographic map: [DICT07]

BATTERY: A source of glectrical energy.
BAY: A compartment.
CHARACTERISTIC: A prominent attribute-or aspect of something; a distinguishing quality [WORDNET]
CLEARANCE LEVEL: A measure-ofithe trustworthiness of a principal. [MILLERO3P]
COLLABORATION: The preeess by which multiple systems jointly work together by sharing data, such as their

coordinates or their maTeuver(S), or by acquiring intelligence to perform a mission synergistically (i.e., perform better than
each could have alone)

COMPONENT: (1) The part of a vector associated with one coordinate. (2) A constituent part. [NASA-PSD]

CONSTANT: A value that does not change significantly with time. [NASA-PSD]

CONSUMPTION: The usage of a consumable. [NASA-PSD]

CONTRAST: The degree of difference between things having a comparable nature. [NASA-PSD]

CONTROL: Permission to access an entity and alter some or all of its state.

COORDINATE SYSTEM: Defined by an origin, axes system, position system, and rotation system.

COORDINATION: The ability for unmanned systems to work together harmoniously through collaboration data such as

mission or task plans, coordinates of maneuver(s); a common way is for a superior to coordinate the task execution of the
subordinates to accomplish the missions.
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CORRELATION: (1) Mu

tual relation of two or more things, parts, etc. [DICTO07]

COUNT: A numeric value indicating a current total or tally. The word count is implied by the use of plural descriptor words
such as lines, bytes, or bits. [NASA-PSD]

CREDENTIALS: A unique set of encoded data assigned to an entity that allows the entity to authenticate itself (with help
of an issuing entity) to other entities. The entity’s name is usually encoded in its credentials.

DEPTH: The distance below a reference surface measured normal to that surface. The reference surface is usually actual

sea level for use by und

ersea vehicles. See ALTITUDE.

DESCRIPTION: A free-form character string that provides a description of the item identified. [NASA-PSD]

DESIGNATOR: A repre

DEVIATION: Degree of

sentation of a resource’s existence and how to access it.

deviance. [NASA-PSD]

DISCOVERY: The mechanism of learning the existence of entities on one or more communication

DISCRETIONARY: A p
other principal.

DISTANCE: A measure
to specific types of dist
linear separation. See 4

DURATION: An amoun
measure of the time durn

EJECT: To throw off or
ELECTROMAGNETIC:

ELEVATION: (1) The d
point on the physical su
bottom of an entity. Seq
and negatively on a gr¢g
reference plane, and j
AZIMUTH.

operty of an authority scheme that allows a principal to\grant authority th

of the linear separation of two points, lines, or surfaces. See also ALTITU
ance. The use of the word 'distance’ supersedes the use of the word R
so: RANGE.

t of time, not associated with any peifts on a time scale. [NASA-PSD]
ng which a condition exists."

cause to be detached.
Observation of heat (IR); light, radio frequency radiation, and magnetic fiel

stance above a reference surface measured normal to that surface. Elev
face of a body measured above the reference surface; height is the distar,
b also: ALTITUDE. (2) An angular measure in a spherical coordinate systs
at circle narmal to the azimuthal reference plane. The zero elevation pg
ositive_elevation is measured towards the direction of the positive p

EMISSION: Act of send

segments.

At it possesses to some

DE, DEPTH, which refer
ANGE as a measure of

defines duration as "a

ds.

ation is the altitude of a
ce between the top and
em, measured positively
int lies in the azimuthal
incipal axis. See also:

ng-something out into air or space

EMITTER: Device capable of emitting.

END EFFECTOR: The last link of a manipulator, often modular to accept various tools or instruments.

ENERGY CONVERSION: The transformation of energy of one type to energy of another type.

ENERGY SOURCE: A physical mechanism that produces power for a platform, often consuming fuel in the process.

ENGINE: A device for converting thermal energy into mechanical energy or power to produce force and motion. [DICTQ7]

ENTITY: A discrete object possessing an identity. Entities usually have self-contained communications and computation
resources. An entity is unique within a domain.

ENVELOPE: A set of propulsion, pose, and kinematic limits within which mobility is considered safe to a platform.


https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE AIR5665B Page 11 of 64

ENVIRONMENT MOTION: The relative motion of the environment that affects the motion of the platform.

ENVIRONMENT: Generic, natural conditions; e.g., weather, climate, ocean conditions, terrain, vegetation; modified
environment can refer to specific induced environments; e.g., dirty battlefield environment, nuclear/chemical/biological
environment, etc. Environment includes those conditions observed by the system during operational use, standby,
maintenance, transportation, and storage.

EPOCH: A reference against which the occurrences of the scale interval can be measured, often given as a time tag.

[NASA-PSD] defines ep
ERROR: The difference

EVENT: An occurrence

och as "a specific instance of time selected as a point of reference."
between an observed or calculated value and a true value. [NASA-PSD]

t a specific location and point in time, past or future

EXISTENCE: Knowledg
EXCLUSION ZONE: A
region of a mobility platf
be specified inside of ar

EXPECTATION: The de

EXTENTS: The set of
given space.

FACTOR: A measure by

FEATURE CLASS: A d
world model knowledge

FIRST: An indication of

e of a resource and how to access it.

2D or 3D region, often represented as an n-sided polygon, that-specific

orm such that the platform is not allowed to travel inside the défined area.
Operating Zone; e.g., an island lies in the center of the operating zone.

gree of probability that something will occur. [DICTQ#

height, width, and length measures of a given.space; the three-dimensi

which another measure is multiplied or.divided. [NASA-PSD]

lassification assigned to geographic features; a means of differentiating
store.

the initial element in a setOr;sequence. As with minimum and maximum, t

be out of order or discontinuous. [NASA-PSD]

FORMAT: A specified o
FRACTION: The non-in

FREQUENCY: Tate of
in unit time. [NASA-PSL

[ predetermined arfangement of data within a file or on a storage medium.
egral part of-awfeal number. See also: BASE. [NASA-PSD]

bccurrence-of past and/or future time tags; the number of cycles complete

]

blly bounds the allowed
An exclusion zone may

bnal bounding box of a

types of data within a

he values in the set may

INASA-PSD]

d by a periodic function

FUEL: Stored energy.

FUEL CAPACITY: The amount of fuel that can be stored.

GEOREFERENCED INFORMATION: The coordinates of the origin of an object with respect to a world coordinate

system.

GOAL: A result or state

to be achieved or maintained.

GRANT: To give or delegate a right to a principal.

GRID EXTENT: The number of rows and columns of the grid.

GRID RESOLUTION: The size of each grid cell.

HARDPOINT: A location on a platform that is capable of carrying external stores.
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HAZARD: Any object, environmental characteristic, internal function, or internal hardware and software component that
has the potential to interfere with the proper functioning of the unmanned system, or that degrades the probability of
success of the system’s goal.

HOST PLATFORM: A manned or unmanned platform from which a remote system may be launched or recovered.

HEIGHT: The vertical distance between a point and a reference datum.

HYDROGRAPHY: The science of the measurement, description, and mapping of the surface waters of the earth, with
special reference to their use for navigation. [DICT07]. See also: BATHYMETRY.

IDENTITY: A set of distinguishing characteristics of an entity that makes it distinct from other entities. Identity must be
unique within a domain.

INDEX: An indicator of position within an arrangement of items. [NASA-PSD]

INTERVAL: A duration [starting at a time tag, marking a finite continuous range on a.time scalé. [NASA-PSD] has two
definitions; AFUS uses 1) The intervening time between events."

JERK: The third derivative of pose with respect to time, referred to as pose-dot3:
JETTISON: See EJECT].
JOINT: A point of articulation between two or more parts of a body1.

KINEMATIC LIMITS: The minimum and maximum motion allowed for a body. For instance, a bofly may require very low
jerk to avoid damage to(internal equipment.

KINEMATICS: The branch of mechanics that deals with pure motion, without reference to the masses or forces involved
in it [DICTO7].

KINETICS: The branch jof mechanics that deals with the actions of forces in producing or changir|g the motion of masses
[DICTO7].

LAST: An indication of {he final element in‘a set or sequence. As with minimum and maximum, the values in the set may
be out of order or discontinuous. [NASA-PSD]

LENGTH: A measured distance ar-dimension. See also: HEIGHT, WIDTH.

LEVEL: The magnitude jof-a\continuously varying measure. [NASA-PSD]

LINE OF BEARING: The vector from vehicle to current destination.

LINE: An ordered list of coordinate pairs defining the points through which the line is drawn. In a raster world model, it is
represented as a collection of grid cells. In a vector world model, it is represented as a collection of points.

LINEAR ACTUATOR: An actuator with range of motion in a straight line.
LINK: A rigid body between joints.

LOCALIZATION: The capability of an entity to determine its Pose in a specific Coordinate System.

' Excerpted from The American Heritage Dictionary of the English Language, Third Edition Copyright © 1992 by Houghton Mifflin Company. Electronic
version licensed from Lernout & Hauspie Speech Products N.V., further reproduction and distribution restricted in accordance with the Copyright Law of
the United States. All rights reserved.
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LOCATION: The positio

n or site of an entity.

LONGITUDE: In a cylindrical coordinate system, the angular distance from a standard origin line, measured in the plane
orthogonal to the axis of symmetry.

MANIPULATOR: A chain of links connected with actuators at the joints and having one or more end effector.

MAP: A description of the topology in an area of interest. The purpose of a map is to define the domain in which a system
is expected to perform. Examples include a map of waypoints, poses of a manipulator, or the location of pallets in a

warehouse.

MASK: An unsigned numeric value representing the bit positions within a value. [NASA-PSD]

MASS-BALANCE: The

MAXIMUM: An indicato
are listed or stored. For
and maximum, as with f

MEASURE: A single oN

mass and moments of inertia of a body.

of the element in a range that has the greatest value, regardless ofithe o
example, in the set {4, 5, 2, 7, 9, 3}, the minimum is 2, the maximum is
rst and last implies that the set may be out of order or discontifiuous. [NAS

served value of a certain quantity; includes name, quantity, unit, and vall

rder in which the values
9. The use of minimum
bA-PSD]

e. For example: engine

coolant (name) temperature (quantity) in degrees kelvin (unit). [NASA-PSD]

MEASUREMENT: The ¢apture of data with a customary unit. [NASA-PSD]

MEDIA: The physical sybstance through which communication signals are transmitted.

MINIMUM: An indicator
listed or stored. See MA

of the element in a range that has theleast value, regardless of the orden in which the values are

XIMUM for an example. [NASA-PSD]

MISHAP RISK ACCEP]
relationship between n
system’s function and/o

ANCE LEVEL: The level at which the occurrence of a mishap event is dcceptable based on the
ishap occurrence frequencty~and severity, given the effect of the mishap event on the overall
" replacement.

MISHAP RISK: See RISK.

MISHAP: An occurrencg of interruption-from normal functioning caused by the encounter of a hazard.
MISSION: A set of goal$, with constraints, assigned to the unmanned system(s).

MISSION BEHAVIOR:
the treeline, maintain ve

N\ _set of actions taken based on environmental and mission parameters.
hicle separation distances, or follow littoral navigation rules

Examples include hug

MOBILITY: The capability of an unmanned system to move from place to place, with its own power and while under any
mode or method of control.

MODULATION: The act of causing the amplitude, frequency, phase, or intensity of (a carrier wave) to vary in accordance
with a sound wave or other signal, the frequency of the signal wave usually being very much lower than that of the carrier.
[DICTO7]

MOTION: The rates of change (derivatives) of a pose with respect to time: velocity, acceleration, and jerk.

NAME: A (usually) human-readable identifier for an entity. Names are (usually) unique within a domain.

NOTE: A textual expression of opinion, an observation, or a criticism; a remark. [NASA-PSD]
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NUCLEAR/BIOLOGICAL/CHEMICAL: Observation of the existence of certain chemical compounds, biological agents, or

radioactive substances,

possibly discerning plumes.

OBSERVATION: To collect information by measurement of the environment via sensors that produce signals that can be

analyzed.

ONTOLOGY: A rigorous and exhaustive organization of some knowledge domain that is usually hierarchical and contains
all the relevant entities and their relations. [WORDNET]

OPERATING ZONE: A 2D or 3D region, often represented as an n-sided polygon, that specifically bounds the allowed
region of a mobility platform such that the platform is not allowed to travel outside the defined area.

OPERATOR CONTRO

UNIT: A hardware and/or software interface that allows a human to co

mand or monitor one or

more unmanned systen
ORIGIN: The position a
PAN TILT UNIT: A man
PARAMETER: A variab
PAYLOAD: A device ca
PERCENTAGE: A part

PERCEPTION: An unni
which it is operating, an

PERIOD: The duration ¢
PLANNING: The proce
and timing for one or m
real-time by the onboar
PLATFORM: The physi
PLATFORM GEOMETR

POINT: A single group
represented as a line off

S.
nd orientation context of the coordinate system.

pulator with two orthogonal revolute actuators.

e. [NASA-PSD]

rried by a vehicle, usually in a bay or attached to athardpoint.
pf a whole, expressed in hundredths. [NASA-RSD]

anned system’s capability of sensing and building an internal model of
J classifying entities, events, and situations perceived in the environment.

f a single repetition of a cyclic phenomenon or motion. [NASA-PSD]

5s to generate tactical goals;'a route (general or specific), commanding
ore unmanned system. Plans can be generated either in advance by ope
, distributed software.systems.
bal infrastructure ofan entity.

Y: The physical configuration of a platform contributing to its mobility char:

of ceordinate values. A point normally represents a geographic feature
area:"In a raster world model, it is represented as a single grid cell. Ina

the environment within
NIST-ALFUS]

structure, coordination,
rators on an OCU or in

hcteristics.

that is too small to be
vector world model, it is

represented as a single

group of coardinates

POINTMAN: A human (soldier in the military domain) assigned some distance ahead of a patrol to set pace and direction,
and serve as a lookout. The capability of an unmanned system to perform tasks analogous to a soldier pointman.

POSE: The position and orientation of an entity measured in a known coordinate system, typically representing all six
possible degrees of freedom, but sometimes limited to x, y, and heading in surface- or ground-based systems.

POSITION SYSTEM: The three measures of a three dimensional position. All position systems must be right-handed.

POWER PLANT: A mechanism that converts energy into propulsive power. Internal combustion engines, electric motors,
and nuclear reactors are examples of power plants.

PRINCIPAL: An entity a

nd its collection of authority.


https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE

AIR5665B

Page 15 of 64

PRINCIPLE OF LEAST AUTHORITY: Only enough authority should be granted to a principal for it to fulfill its assigned

responsibilities.

PROPERTY: A property of an authority scheme that allows principles write access only to those resources classified at or

above their clearance le

vel. [MILLERO3P]

PROPRIOCEPTIVE: The ability of an entity to sense or observe changes in its own position, orientation and motion in

space.

PROPULSION EFFECTOR: A mechanism that converts propulsive power in to platform motion. Tires, tracks, propellers,
screws, jet exhaust, legs, and feet are examples of power transfer mechanisms.

PROPULSION: The m

chanism by which a platform is maobile Propulsion is produced by a s

ystem of power plants,

transmissions, and prop
PYLON: An extension o

QUANTITY: One of a s{
PSD]

RANGE: Numeric value
RATE: The amount of ¢

RATIO: The relation h
[NASA-PSD]

REALM: A physical or Iq
RECOGNITION: The id

REMOTE CONTROL: A

or other sensory feede

vehicle and via a tether

REMOTELY GUIDED:
guided. The control ing
remote control and tele-

RESOLUTION: A quant|

ulsion effectors.
f a hardpoint.

bt of quantities for which a standard (base or derived) unit is defined in [S

5 which identify the starting and stopping points of apinierval. [NASA-PSD
hange of a measure per unit time. [NASA-PSD]

etween two measures with respect to the' number of times the firs

gical space in which all entities of interest are unique.

bntification of something as having been previously seen, heard, known, e
mode of operation of an unmanned system wherein the human operator,
ck, directly controls«the actuators of the unmanned system on a contin
d or radio linked caontrol device using visual line-of-sight cues.

An unmannedisystem requiring continuous input for mission performance
ut may originate from any source outside of the unmanned system its

pperation.

tative"measure of the ability to distinguish separate values. [NASA-PSD]

] and [NIST08]. [NASA-

contains the second.

c. [DICTO7]

without benefit of video
lous basis, from off the

is considered remotely
pIf. This mode includes

RESOURCE: An entity that requires knowledge of existence and granting of certain rights to access.

REVOKE: To take away a right from a principal.

REVOLUTE ACTUATOR: An actuator with range of motion in an arc.

RISK MANAGEMENT: General design processes to reduce the mishap occurrence probability and/or severity.

RISK: The relationship of a mishap occurrence probability and severity

ROTATION SYSTEM: The three measures of a three dimensional rotation. All rotation systems must be right-handed.

ROUTE: A specification of the transitions between elements in a map. Routes can be used to describe the possible
“legal” transitions between map elements (possibly including constraints on those transitions), and also to indicate the
choices of state transitions selected to fulfill a mission.
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SAFETY: Freedom from those conditions that can cause death, injury, occupational illness, damage to or loss of
equipment or property, or damage to the environment. [MILSTD882D]

SCALE INTERVAL: An observable, repeatable phenomenon obeying a definite law, such as Earth’s rotation or the
resonance of a Cesium-133 atom.

SCOUT: Also referred to as unmanned scout or robotic scout: a person, aircraft, or ship sent out to obtain information,
esp. in preparation for military action; the capability of an unmanned system to perform tasks analogous to a human
scout.

SEGMENT: The physical or logical subdivision or aggregation of communication media. Segments may be individually

addressed.

SEISMIC: Pertaining to

SENSOR FUSION: A p
and knowledge. Sens
intelligence. The capabi

SENSOR PRODUCT: T

SENSOR: Equipment tH
means of energy or part

SENSORY PROCESSI
signatures to detect, mq
levels of abstractions, a
temporal resolutions an

SEQUENCE: (1) An ar
succession; (2) An ord
numerical order. [NASA|

shock waves propagating through a planetary crust.

focess in which data, generated by multiple sensory sources, are correlat
br information, when fused, may yield immediately actionable com
ities are of four essential types: Detection, Classification, Recégnition, ang

he data output of a sensor; also the higher order result ¢6f'various sensor g

at detects, measures, and/or records physical phenomena, and indicates
icles emitted, reflected, or modified by the objects and activities.

NG: Computing processes that operate on'\either direct sensor signals
asure, and classify entities and events and derive useful information, at p
bout the world. Sensory processes carde organized hierarchically with pr
j organized horizontally with assigned but coordinated focuses.

rangement of items in accordance with some criterion that defines their|
brly progression of itemsorvoperations in accordance with some rule,
LPSD]

SET: A collection of itemis having some feature in common or which bear a certain relation to one

SIGNAL: A discernable
single bit or an entire m

SLEW: See SLUE.

state or change 'of state in a communication medium that conveys inform
pssage.

SLUE: To turn about; s\

ed to create information
pbat information and/or
Identification.
rocessing steps.
objects and activities by
br on low-level sensory

roper resolutions and at
pper relative spatial and

spacewise or timewise
such as alphabetical or

another. [NASA-PSD]

htion. A signal may be a

ing’around. [DICTOQ7]

SPEED: A directionless measure of time rate of motion, usually taken as the magnitude of the velocity vector. Speed may
be relative to a fixed or moving medium; e.g., ground speed versus air speed.

START: An indication of the beginning of an activity or observation. [NASA-PSD]

STATION KEEPING (and maybe LOITER too): TBD after resolving my question/comment in 5.6.3

STOP: An indication of the end of an activity or observation. [NASA-PSD]

TACTICAL BEHAVIOR:

See MISSION BEHAVIOR

TACTILE: Observing objects that physically contact the unmanned system.
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TASK: A named activity performed to achieve or maintain a goal. Mission plans are typically represented with tasks. Task
performance may, further, result in subtasking. Tasks may be assigned to operational units via task commands.

TEAM: A collection of entities for a particular task or subtask.
TEAM OF TEAMS OR SYSTEM OF SYSTEMS: Grouping(s) of teams for a particular mission.

TEAMING: The linking together of platforms, forces, or systems to complete a mission or task collectively that would be
more difficult to do if the units acted separately. The process is characterized by distributed operations and high tempo
maneuvers, which demands rapid synchronization, swift adaptation of plans and control measures, flexible groupings of
distributed staff elements, and direct exchanges between commanders across hierarchies. For example, manned and
unmanned platforms can be teamed to emphasize their complementary strengths. The unmanned systems have the

further requirements o
accomplishment of thes|
re-tasked easily to parti

TELE-OPERATION: A

and/or other sensory fe
situations, on a continu
unmanned system may

e goals, intended next action, and current problem areas. Additionally,.th
Lipate in the current overall goal and to fit into their new position in the'Grg

mode of operation of an unmanned system wherein the human’.eperato
edback, either directly controls the actuators or assigns incremental goa
bus basis, from off the vehicle and via a tethered or radio linked control d
take limited initiative in reaching the assigned incremental goals. [NIST-AL

THIRD PARTY CONTROL: Control of one or more of an unmanned system’s payloads, sensors

someone other than the
TIME SCALE: The com
TIME TAG: An infinitesi
TRANSMISSION: A me

TRANSPORT: A mech
Transports are often tur

UNIT: A determinate qu

VELOCITY: The first de

unmanned system’s controller.

bination of the rate at which time passes (scale interval) and one or more
mal instant in time, marking a point on.a’time scale.

Chanism that multiplies propulsivé\power by a (possibly variable) factor.

anism for communicationthat defines an addressing scheme and mess
neled through other transports.

bntity adopted as alstandard of measurement. [NASA-PSD]

rivative of pose.with respect to time, referred to as pose-dot. See also: SP

VISUAL: Electromagnefjc sensing-limited to visible and near-visible light.

WAVEFORM: The shafq

, present state in the
y have to be able to be
nizational structure.

r, using video feedback
s, waypoints in mobility
evice. In this mode, the
FUS]

or other capabilities by

oints in time (epoch).

age encoding scheme.

EED.

e of/a wave, a graph obtained by plotting the instantaneous values of a Teriodic quantity against

the time. [DICT07]

WAYPOINT: A destination that an unmanned systems is directed to reach, within a given tolerance.

WIDTH: The distance between two sides of an entity. See also: HEIGHT, LENGTH.

WORLD MODEL: An unmanned system’s internal representation of the world. The world model may include models of
portions of the environment, as well as models of objects and agents, and a system model that includes the intelligent
unmanned system itself.
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2.4  Acronyms

AFUS: Architecture Framework for Unmanned Systems
AIR: Aerospace Information Report

ALFUS: Autonomy Levels for Unmanned Systems

AS: Aerospace Standard

AUS: Autonomous Underwater System

C2: Command and Control

DAPS: Document Automation and Production Service

DOD: Department Of Defense

DOF: Degrees Of Freed
DUT1: Difference Betwd
ELT: Emergency Locatd
EOD: Explosive Ordnan
ERA: Earth Rotation An
FAA: Federal Aviation A
GIS: Geographic Inform|
GMT: Greenwich Mean
GOA: Generic Open Arq
GPS: Global Positioning

HMI: Human Machine In

om
en UTC and UT1
r Transponder
ce Disposal

ple

dministration

ation System

[Time

hitecture
System

terfacésee also OCU)

IDD: Interface Definitio

NDoacuman $

IED: Improvised Explosi

DOCOTTIeT T

ve Device

IEEE: Institute of Electrical and Electronics Engineers

IR: InfraRed light

ISO: International Organization for Standardization

JAUS: Joint Architecture for Unmanned Systems

JPL: Jet Propulsion Laboratory
LADAR: LAser Detection And Ranging

LASER: Light Amplification by Stimulated Emission of Radiation
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NASA: National Aeronautics and Space Administration
NBC: Nuclear-Biological-Chemical

NED: North-East-Down

NIST: National Institute for Standards and Technology
OCU: Operator Control Unit

PKI: Public Key Infrastructure

POLA: Principle Of Least-Authority

PSDD: Planetary Scien¢e Data Dictionary
PTU: Pan-Tilt Unit
RF: Radio Frequency
SI: International System of Units
TAI: International Atomi¢ Time
TT: Terrestrial Time
UAS: Unmanned Aircraft System
UAV: Unmanned Air Vehicle
UGV: Unmanned Grourld Vehicle
UML: Unified Modeling Language
UMS: Unmanned System
UMV: Unmanned Maritime Vehicle

USV: Unmanned Surfade Vehicle

UT1: Universal Time cokrected-forpelarmetion
UT: Universal Time

UTC: Universal Coordinated Time

UUV: Unmanned Underwater Vehicle

UV: Ultraviolet Light

UXO: Unexploded Ordnance

VIN: Vehicle Identification Number

WGS: World Geodetic System
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3. ARCHITECTURE FRAMEWORK FOR UNMANNED SYSTEMS

The domain of unmanned systems started with individual robots controlled by radio-control or tele-operation and grew to
networked groups of systems (of various levels of autonomy) controlled by C2 centers. The Architecture Framework for
Unmanned Systems (AFUS) can be used to build architectures for any conceivable system (or system of systems) on the
continuum between these two extremes.

3.1 Architecture of the Framework
An architecture framework is a structure that supports the organization and development of architectures for systems.

This architecture framework provides the objectives, rules and infrastructure for the creation and use of system
architectures. The objectives are the high-level attributes to be supported and are described in 3.2. The rules are in the

form of architectural primﬁgwﬂmh@am&b&.&ﬂm@ium@h&amhmm&imework exhibits certain
quality attributes. The ipfrastructure is described by a number of architectural views with prescriped types of information

and features as described in 3.4.

Cqgnceptual Capability InteroperabiQ/C H | AFUS
View ‘ View ‘ Viezv) .

Architectural Principles

Obijectives

FIGURE 1 - ARCHITECTURE OF THE FRAMEWORK

The AFUS is divided [into three views: one describing concepts, one describing capabilitigs, and one describing
interoperability. The Conceptual View defines terms and concepts common in unmanned sygtems. This provides a
consistent vocabulary pised throughout the AS-4 document set. The Capability View lists th¢ possible abilities and
behaviors of unmanneq systems using terms.defined in the Conceptual View. The Interoperabjlity View discusses the
various aspects of interpperability across. unmanned systems. FIGURE 1 demonstrates how thege complimentary views,
subjected to consistent architectural principles and objectives, represent the core of AFUS.
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3.2 Objectives

The Architecture Framework is intended to support the following objectives:

e Support for all class
[ )

es of unmanned systems,

interoperable operator control units,
interchangeable/interoperable payloads,

and interoperable unmanned systems.

3.3 Architectural Prin

An architectural princip
architecture simplifies tH
systems designed for t
result in a consistent, ¢
process of creating syst
3.3.1 Clear Semantic

Clear semantics mean
representing a time, the

3.3.2 Orthogonality a
Orthogonality is the con

Separation of Concerng
otherwise unrelated. Fo
concerns of representi
authentication and posit

Another notable examp
(e.g., which entities are
separation will allow ch
mechanism are orthogo

Ciples

e is a fundamental rule that applies to a large number of situatiops’and
e process of creating system designs by making decisions in advance ab
at architecture. An architect must follow certain principles when making
oherent, and ultimately usable architecture. Similarly, an-architecture f
em architectures. The principles used in creating AFUS/aredescribed in t

1°24

5 that it is clear from the representation what semantics are intende
full semantics will include which time scale:was used to obtain the time.

nd Separation of Concerns
cept that two or more things will undergo changes independent of one ano

is the process of decomposition that isolates things to reduce coupling
I example, a controller has-to authenticate in order to obtain a position re
ng position and authéntication should be separated to avoid coupling
on.

e of Separation.of Concerns is separation of policy and mechanism. It i
allowed to<get position reports) and the mechanism to enforce it are not
bnges to, policy and mechanism independently without requiring changes
hal to.one another.

variables. [W3C04] An
out characteristics of all
those decisions so they
famework simplifies the
he following sections.

d. For example, when

ther.

between things that are
bort from a robot, so the
the representations of

5 essential that a policy
inextricably linked. This
to the other. Policy and

3.3.3 Technology Ind

bpendence

The unmanned systems domain will evolve for many years. Depending on or favoring a specific technology may prevent
the community from taking advantage of technological advances that will change the way that problems can be solved. If
a technology is essential for solving a problem today, the capability it provides should be abstracted out and the solution
described in terms of the capability, not directly on the technology itself.

3.3.4 Platform Independence

A similar problem exists concerning types of unmanned system platforms. Several standards have been developed with a
specific type of platform in mind, such as UGVs or UAVs. This Framework must not favor one platform over others. Some
unmanned systems are not physical (e.g., simulators). Some are not mobile. For those that are mobile, their form of
locomotion might be lighter-than-air, articulated legs, a single ball, snake-like segments, or any other form imaginable by

researchers.
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3.3.5 Mission Independence/lsolation

There should be no assumed mission or restriction on types of mission that an unmanned system can carry out. It should
not be assumed that there will be a certain number or type of unmanned systems or C2 systems assigned to a mission.

3.3.6 Compute Capability Independence
There should be no assumption about the number or types of compute capabilities available to an unmanned system.
Even far into the future, there will be unmanned systems with minimal compute capabilities, due to size, power, or cost

considerations.

3.3.7 Operator Use Independence

There should be no a
solutions to unforeseen

ssumption about how an operator will, or should, use an unmanned-gystem. Field expedient
problems may require bending or breaking existing models of operator.use.
3.3.8 Communications Independence

s of communicating, each with different characteristics such as bit rate
erent types of unmanned systems, different types of missions, and eve

require different communications methods. No ~assumption should
carried out by the unmanned system.

There are many metho
maximum distance. Dif
single mission, may

communications will be

error rate, latency and
n different phases of a
be made about how

3.3.9 Autonomy Leve] Independence

Unmanned systems wi
autonomy will involve (¢
However, as levels of &g

| exhibit varying levels of autonomy, as-described in [NIST-ALFUS]. S
ommunicating low order data and commands, such as “Apply ten per
utonomy increase, higher order data‘and commands can be used, such

Lpport for low levels of
cent propulsive power”.
as “Go stealthily to the

east side of hilltop H before local sunrise”.

3.4 Architectural Views

The three views in AFUS are: conceptual, capability, and interoperability.
Each section in the Con
described in the first
understand the motivati
Models sub-sections.

ceptual Views jncludes an introduction and some background material. Each concept is concisely
paragraphs _of.the section. This material includes the background information necessary to
bn for the choice of terms and models. Additional details are then provided in the Definitions and

Each capability is fully introduced in the first paragraphs of the section. This material is further elalorated in the Scenarios
sub-section. Each capargility is illustrated in one or more scenarios. Each scenario is represented in narrative and one or
more models, either textual or graphical. The primary model type is based on the Sequence diagram from Unified
Modeling Language 2.0 (UML). The scenarios and models are intended to be sufficiently self-explanatory to need no
further guidance on use.

The Interoperability View illustrates various aspects of interoperability across unmanned systems including the motivation
for interoperability and the use of standards to achieve it.
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4. CONCEPTUAL VIEW

The Conceptual View is the collection of terms, definitions and attributes needed by the Architecture Framework. The
definitions must be clear and unambiguous. The concepts are basic and they correspond to several topics as shown in
Table 1 and illustrated in FIGURE 2:

TABLE 1 - CONCEPT DESCRIPTIONS

Actuators /

Concept Topics
Characteristics Identification, Authority, Safety, and Autonomy
Composition Platform/Vehicle, Communications Equipment, Sensors, Actuators, and Emitters
Knowledge Measurements, Detection, World Model, Time, Space, Mechanics, Energy, and Status
Actions DesidePlan—GCollaberater MoveAstuation—and-Envirormenial Effects
Identification
Characteristics
Autonomy Measurements
g Detection
World Model
Time
Mobilfty Modes . Knowledg¢
——  Platform/Vehicle ‘< Space
__[Payloads _ . Mechanics
Communication Equipment
Energy
Tactile/Progrioceptive
™ Status
Acousfjc/Seismic d
AFUS
Metgorological Concept
Sensors
Nuclear-BiologicalfChemical % N
Electrpmagnetic
Vision )
Acodstic Composition
~ w Decide
Electromagnetic Radiation|(non:light) -
Tight Plan
— -
Aerosol Collaborate
Emitters r~
Jet >—/ \ Actions :
Move
Ballistic | N~
Eject \_Actuation
Launch ) (__Environmental Effects

FIGURE 2 - AFUS CONCEPTS
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4.1 Characteristics

This concept is about the identification, authority, safety, and autonomy of an unmanned system.
4.1.1 Identification

Any entity, such as an unmanned system or a Command and Control system, must have a means of identification.
Entities often have a human-readable name. In order to participate in authentication schemes, entities are issued
credentials that can help prove their identity. Examples of an entity name are: an air vehicle’s tail number, a ground
vehicle’s bumper number, or Vehicle Identification Number (VIN).

An authentication scheme consists of five elements: the entity, a distinguishing characteristic of that entity (its

credentials), a point of

mechanism. An entity’s [distinguishing characteristic is something it knows (password) or somethir
of service is an accesg point on a remote entity that offers a service. The proprietor eith€p is
characteristics (e.g., ceftificate) or agrees to use existing ones (e.g., password).

There are three primary patterns for authentication schemes suitable for use in the dnmanned

, and an authentication
g it has (token). A point
sues the distinguishing

systems domain: direct,

entication service which
cation service is local to

indirect, and off-line. In the direct and indirect patterns, the point of service has access to an auth
may be based on secret or public cryptography. For a direct authentication scheme, the authenti
the point of service; for indirect, it is accessed remotely.

The off-line pattern is based on public cryptography provided by a public key infrastructure (PKI).
certificate authorities (the proprietors in this pattern) who issue signed digital certificates to
authenticate. Certificatep are (encrypted and) exchanged in order to‘authenticate. [SMITH02]

PKI uses (independent)
each entity that must

4.1.2  Authority

s the combination of an
entation of a principal’s
v to access it.

An authority is a right,
entity, its authenticatior]
authority, as described i

elegated or given, to perform a specific action on a resource. A principal
credentials, and its collection;of authority. Credentials include a repres
h 4.1.1. A designator is a representation of a resource’s existence and hoy

Authorization is the act
transfer or grant authori

of granting or revoking authority. Authorization is considered discretion
y to any other principal. It is non-discretionary if only certain entities can @

ary if any principal can
0 so.

An authority scheme is @ set of mechanisms and processes for authorization of principals within arealm.
Ambient authority is a
presenting credentials.
credentials when wishin

characteristic of an authority scheme that allows authority to be exe
Without ambient authority, a principal must explicitly select (and p
g to\perform an action on a resource.

rcised without explicitly
esent) the appropriate

The Principle of Least Authority (POLA) states that a principal should be granted only enough authority to fulfill its
assigned responsibilities. In other words, authority should be handed out only on a “need to do” basis. POLA dictates that
designation should not automatically confer any authority.

Containment is a characteristic of an authority scheme to prevent unwanted transfer or delegation of authority from one
entity to another. Containment cannot be achieved if:

e designation automatically confers authority and designations cannot be restricted; or

an entity can use the credentials issued to another entity.

Stealth operations demand that entities avoid divulging their existence. So an unmanned system must not respond to a
communication from an entity that does not demonstrate sufficient authority.
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4.1.3 Safety

Safety is an essential concept to all aspects of unmanned systems. A mishap might result from an unmanned system
encountering a hazard. The probability and severity of the mishap occurring together form risk. Risk management is the
act of reducing overall risk to a mishap risk acceptance level through mitigation and other activities.

Safety risks are part of any program's overall cost, schedule, and performance, but this is particularly true for unmanned
systems. Planning for safety during a system design process is critical to avoid future mishaps, which in the case of
unmanned military systems can include loss of life, serious injury, and equipment damage, seriously jeopardizing mission
success. Safety engineering practices must be uniformly applied throughout the design process to manage, mitigate, or

eliminate identified hazards. [OUSD07]

4.1.4 Autonomy

Autonomy is an unman
making, and acting/ex
Human/Computer Intera
characterized into leve
Interaction to accomplis|

For an unmanned syst
perceives, communicat
or humans), maintain g
plans, achieve goals of

The unmanned system

making sense of it throyigh image recognition, auditory recogdition, shape recognition, and so on

meaning. Being able tq
accurate and comprehe

Beyond mere perceptio
a human as an obstaclg
others it has seen allow]
well as itself and what irf

Communicating with the outside world allows an unmanned system to perceive the world as an

than a nihilistic audiend
shape the world in way

perception, just as a hufman lgarns more about the world beyond his view by communicating with ¢

ned system’s own ability of sensing, perceiving, analyzing, communica
ecuting, to achieve its goals as assigned by its human, @peratg
ction or assigned by another system with which the unmanned systems
s by the factors of mission complexity, environmental difficdlty, and le
h the missions. [NIST-ALFUS]

m to be autonomous, it must perceive the world and_itself, be aware o
with the outside world, interact with its environment.and other agents (o
knowledge base, have a decision making process, be able to make s

varying degrees of import, and learn about itseff and its environment.

may perceive the world in many ways though hardware. Collecting those b

fuse that data into a collective whole through sensor fusion allows the
nsive understanding of the world‘around it.

N, the unmanned vehicle must-be “aware” of what the things it perceives a
is one thing, but knowing @’human’s capabilities, its likely behavior, and g
the system to recognize it as a human. The same can be said for the enyv
ternal data it accesses actually means.

e of one. By-communicating with other agents directly or indirectly, the
5 impossible to do by itself. Further, it allows the system to learn more ab

Maintaining and updati

ing, planning, decision-
r(s) through designed
interacts. Autonomy is
el of Human/Computer

f the “values” in what it
her unmanned systems
hort-term and long-term

yte streams of data and
, allow the data to have
system to gain a more

ttually mean. Perceiving
omparing this human to
ronment it perceives as

active participant rather
unmanned system may
but the world beyond its
ther humans.

ng”a knowledge base allows the system to develop a memory of past

bbjects it has seen and

events it has experienced. Shapes, environments, maps, laws, and other information may then be recalled on the fly or in
advance of a goal or mission. As new outcomes to previous decisions are realized, this information is then stored into the
knowledge base, creating a perpetual “living document” of all the unmanned system has witnessed.

Making short-term and long-term plans may play itself out through navigation, communication, evaluation, simple or
complex strategy, and a host of other problem sets. Setting a plan to achieve a goal or complete a mission is the “job” of
an unmanned system. Carrying out plans by using its knowledge base, perception, and recognition of its environment and
agents not only allows the unmanned system to fulfill its role, but also to learn from the experience to perform the next
plan or mission with more wisdom and care.

4.2 Composition

This concept is about the physical make-up of the unmanned system: its platform, modes of mobility, types of sensors,
available computational power, available fuel and power, etc.
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421 Platform/Vehicle
Physical unmanned systems have an infrastructure, or platform, that contains or supports the various devices,
mechanisms, and stores needed by the unmanned system.

A payload is a container or device that is (temporarily) mounted to a (typically mobile) unmanned system. Payloads may
be carried either internally in bays or externally on pylons or hardpoints. The unmanned system may eject one or more of
its payloads. A payload may be under the control of the unmanned system, the unmanned system’s controller, or be
under third party control. A payload may have self-contained communications capability or rely on the unmanned system
to relay communications. The unmanned system may hide or expose the existence of the payload. Under certain

circumstances, the payload may require and gain control of the unmanned system.

The platform, or physi

al body, of an unmanned system has extents and a mass-balance. T

ese may vary with the

configuration of the unn
the mechanics of the un

4.2.2 Communication

An unmanned system 9
Entities must be knowr
entities. Communicatio
contain embedded secu

hanned system. A payload may increase the extents and alter the mass
manned system.

Equipment
bends and receives signals (messages) to and from otherrunmanned sy

s characteristics can change during operations. -Communications sy
rity functionality to support encryption and authentication.

See [AIR5645] for background.

4.2.3 Sensors

Unmanned systems sense the world around them through_hardware sensors, which respond in

phenomena in the envi
which produce increasi
can be used to reason 4

Sensor types include

sensors perform their d
detect the reflection or
and receiver are co-loc
with multiple receivers).

4.2.4 Actuators

An actuator is a mechd

ronment. The sensor product is“raw sensor data, and is delivered to o
ngly higher-order sensor products. Sensor products codify information frg
bout the environment.

ctile, proprioceptive,.'seismic, acoustic, chemical, electromagnetic, las
tection without affécting or altering the environment. Active sensors use s
other effect that 'emission has on the environment. Active sensors may
hted), bi-static.(emitter and receiver are physically separated), or multi-s

balance, thus changing

stems and C2 systems.

a priori or be discovered. An unmanned system can<act as a communications relay for other

stems may or may not

specific ways to specific
e or more processors,
m the environment and

br, and vision. Passive
bme form of emission to
be mono-static (emitter
atic (similar to bi-static,

vhat we think of that is

nical device that can change shape in response to a signal. Much of

robotic is made possible by use of actuators. An actuator can be a simple device that has linear movement (prismatic) or
rotation (revolute), or it can be an articulated manipulator arm with many joints and links.

The classic manipulator is an “arm” of a robotic system used to position an end-effector. Another common manipulator is
a pan-tilt unit often used to position a directional sensor or emitter.

4.2.5 Emitters

An emitter is a device that can discharge a substance or energy into the environment. Examples include radio, RADAR,

LASER, loudspeaker, liquid jet or disruptor or sprayer, ballistic weapons, launchers for various self-propelled devices, and
so on. Table 2 lists some possible emission types and Table 3 lists some possible delivery mechanisms.
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TABLE 2 - EMISSION TYPES

Emission Type:
Acoustic
Liquid/Gas: Water, Pepper Spray, Paint
Electro-Magnetic: Heat, Radiation, RF,
Light (Visible, IR, UV, Laser)
Particles/Solids: Smoke, Chaff
Munitions: Kinetic, Explosive

An emitter can be a hardware device that generates a signal via some form of electromagnetic or acoustic energy pulse
(a waveform), which is intended to convey information (via modulation) to a receiver. An emitter can also be a device that
discharges a solid objegt-en-a-ballistic-trajectory-drops-objests-by-way-of gravity{speeial-case-ef-hallistics); shoots a jet of
water or other liquid, a disruptor; etc. Most weapons fall into the class of emitters. But whether'wegapon or not, all emitters
require extensive safety| precautions, both mechanical and procedural, in design and operation:

TABLE 3 - DELIVERY MECHANISMS

Delivery Mechanism:
Radiation
Aerosol
Jet
Ballistic
Drop, Jettison, Ejeet

4.3 Knowledge

This concept is about re information an unmanned system stores, communicates, and reasorjs about. All knowledge
inherently has a degre¢ of uncertainty which must also have a representation that can be storpd, communicated, and
reasoned upon along with that knowledge.

4.3.1 Measurements

Measurement is the prpcessing of raw gensor product within a customary unit which may include the combination of
numerous raw sensor products. For example, the combination of raw sensor product from a lager emitter/receiver pair,
and a timer, can yield djstance traveled via the relationship of d=vt where v is the speed of light, £, perhaps corrected for
atmospheric variations.

The term quantity appdars.iniseveral definitions from [PSD02] and has been replaced with the [term measure to clarify
meaning. A Measurementis‘the result of transforming raw sensor data into a quantity with an assqciated unit of measure.

4.3.2 Detection

Detection is a computational process resulting in correlation of raw sensor product within an a priori ontology. Detection
includes various computational processes ultimately resulting in correlation of sensed observations with internally
generated expectations. It includes recognition of entities existing and events occurring in the world and any significant
differences between sensed observations and expectations can be used to update the world model. [ALBUS]

In order for an unmanned system to perform certain tasks, it must be able to recognize, or detect, objects and events.
For example, if an unmanned system is tasked to navigate through an urban environment, then that system must be able
to recognize roads, lanes within roads, other vehicles, etc. Detection is a high-level of sensory processing. It may use
raw sensor products, but more often uses measurements processed from the raw sensor products. A priori information is
also often needed so that the unmanned system can compare these measurements to templates of the object or event
being detected.
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4.3.3 World Model

A world model is a logical representation of the real world, internal to an unmanned system. It may include models of
objects, events, classes, tasks, agents, portions of the environment, and the unmanned system itself [NIST-ALFUS].
These models are its best estimate of the state of the world based on data that is given to it a priori, as well as what it
perceives with its sensors and receives from its communication gear. The world model includes all of the knowledge that
is distributed throughout the unmanned system and sent from the unmanned system to another subsystem [ALBUS].

The world model is the intelligent system’s best estimate of the state of the world. The world model includes a database of
knowledge about the world, plus a database management system that stores and retrieves information. The world model
also contains a simulation capability that generates expectations and predictions. The world model provides answers to
requests about the present, past, and probable future states of the world. The world model provides this information
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A geographic informatid
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an area is a collection of related lines.
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the unmanned system when performing certain tasks such as path pl
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mation — the,coordinates of the origin of an object with respect to a world

|, features are represented in the form of coordinates. The basic units 0

generation system element in order to make intelligent plans and behavioral choices. It provides
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small to be represented as a line or area.

A point is defined by a single group of coordinate values. A point normally represents a geographic feature that is too

A line is defined by an ordered list of coordinate pairs defining the points through which the line is drawn.

An area is defined by the lines that make up its boundary. Areas are also referred to as polygons.

The resolution of a vector data model combined with the size of the feature determines what basic unit of data will
represent the feature. For example, a lake could be represented as an area (by lines that make up its boundary), or it
could be represented as a point if the resolution of the data model is low enough (such as a map of the entire United

States).
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When modeling spatial data, the type of data that is being modeled (either in a raster cell or by a point, line or area in a
vector model) is called a feature class. A feature class represents a categorization of types of geospatial data. For
example, occupancy, free space, objects, roads, terrain, buildings, orthoimages, etc. all represent distinct feature classes.
It may be more intuitive to consider these feature classes as different layers of geospatial data within the knowledge
store.

434 Time

Temporal measurements are among the most important concepts in the domain of unmanned systems. Time is measured
on a time scale using time tags, intervals, durations, and frequencies [NELSONO1].

Typically, each entity in the unmanned system domain will have its own clock. Therefore, time coordination problems
must be addressed. “A man with a watch knows what time it is; a man with ftwo watches is never sure”. - Segal's Law

An important time scal¢ is scenario time, used for running simulations and test scenarios.'Scenario time is based on
some other time scale |(usually UTC or GPS), but provides for pausing, resetting and resuming the epoch at arbitrary
points.

Temporal operators work on more abstract notions of time: always, eventually, nexttime, and untill [HALPERN95]
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bfined time scales, the most familiar are Universal Time (UT and UT1), GI
mic Time (TAI), Tefrestrial Time (TT), and Coordinated Universal Time (U]

itude), Greenwich, UK. Unfortunately, UT has many fluctuations due to f:
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bbal Positioning System
rC).

Greenwich Mean' Time (GMT), has a scale interval based on Earth’s rotation angle at the Prime

hctors that include polar
e in precise navigation.

GPS, TAI, TT, and UT(

[ ‘are all atomic time scales, using the S| second as scale interval. GPS

time is implemented by

atomic clocks in the GPS ground stations and GPS satellites. TAIl is the statistical combination of a large collection of
atomic clocks. TT is defined to be the proper time on the geoid of the Earth and is based on TAI and is used primarily for
astronomy.

UTC is not based solely either on Earth’s rotation or on atomic clocks, but is a compromise between the two. There is a
need for a universal civil time scale that counts Sl seconds, but is (very) close to UT1. The scale interval of UTC is the Sl
second (by following TAI). When UTC drifts too far away from UT1 (the current tolerance is 0.9 Sl second), the epoch of
UTC is adjusted. Since 1972, the adjustments to UTC have been whole Sl seconds, called leap seconds. By the end of
2010, twenty-four leap seconds had been added to UTC.

UTC is broadcast around the world encoded in radio emissions. Also encoded on those emissions is an approximation of
the difference between UTC and UT1 (DUT1) for use in systems that need accurate (to 0.1 second) ERA data.

All time tag and interval representations must indicate the time scale used (e.g., UTC). All time duration and frequency
representations must indicate the scale interval used (e.g., Sl second). Time data without indication of the time scale or
scale interval used is meaningless.
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435 Space

Spatial measurements are also important concepts in the domain of unmanned systems. Coordinate systems measure
distance and direction with respect to rigid bodies. Coordinate systems are comprised of coordinates and a reference
point (origin), and can be nested to an arbitrary degree, each one having an origin defined in its “parent” coordinate
system. Three commonly used coordinate systems are spheroid, Cartesian, and North-East-Down (NED), all of which
are right-handed.

Spheroid coordinate systems are based on mathematical models of a celestial body (often Earth). The model usually
describes an ellipse that is rotated fully to extrude the surface of the spheroid. A geoid is based on a spheroid with
refinements to the surface model, usually taking into account local gravitation variations across the surface. World

Geodetic System 1984 (WGS-84) is a commonly used geoid definition.

The Cartesian coordinafe system defines x, y and z (each on its like-named notional measure)-n
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bntion is the Aerospace Set which names the angles yaw, pitch, and roll,
nd the z axis first, followed by<pitch measured around the resulting

sulting x axis. In this denotation, yaw should not be confused with the n
eviation in course,

J orientation of a body in a coordinate system is called a pose.
a three-dimensional object can be given by a set of minimum and maxin
and width represented by the extents can be interpreted as the difference

on each of\the x, y, and z axes.

btion,cand height are often erroneously used interchangeably. The prefere
r distance above (or below) the reference surface, elevation to be used fo

bll measured in radians.
y axis, followed by roll
bval usage in which it is

num measures for each

between the maximum

hce in this Framework is
r the angle from horizon

(as defined in 2.3), and height to be used for the vertical component of a body’s extents.

Depth (similar to altitude) is a measure below a reference surface and should be used for underwater measures.

For the measure of extents, the minimum must be less than or equal to the maximum. A zero thickness body can be
expressed with minimum equal to maximum for that axis measure.

4.3.6 Mechanics

Many unmanned systems move or must reason about motion. The field of physics called mechanics deals with motion
(kinematics) and forces that cause motion (kinetics or dynamics). A full treatment of mechanics is beyond the scope of

this Conceptual View, but kinematics and elements of kinetics can be used to measure and reason about the motion of
bodies.

The forces from movement of the environment can affect motion of the platform. The velocity components are modified by
the environment motion resulting in a course, or heading. The vector from a pose to a desired position is a line of bearing,
which may differ from the heading due to environment motion.
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4.3.7 Energy

Unmanned systems require energy and must carry consumable, stored energy or else harvest energy from the
environment for self-contained operation.

Energy is used for powering electronic and electrical equipment and powering mobility systems. Energy sources include
consumable and rechargeable storage mechanisms and energy conversion mechanisms.

Consumable energy sources include disposable battery cells, liquid hydrocarbon fuel for combustion engines, fuel cell
reactants such as hydrogen and oxygen, fissile material for fission reactors, etc. Energy can be directly stored or

converted to storable energy. Energy storage mechanisms include rechargeable battery cells, capacitors, and flywheels.
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and can be based on explicit or tacit assumptions.

For most unmanned systems, decisions can be made at the navigational, communicational, and tactical levels.

At the navigational level, an unmanned system creates a route from a known origin to a known destination by gathering
known mapping information from its knowledge base and placing constraints that its awareness and knowledge
subsystems assign. Additionally, dynamic changes in the route allow for on-the-fly changes due to new information, which
will then assign weights and continuously update itself to build better routes based on currently available information,
which could change the route if necessary. Furthermore, to get from origin to destination, the unmanned system will
miniaturize the route into a series of smaller nodes and edges, in a checkpoint-to-checkpoint fashion, to weigh “costs” to
minimize the overall “cost” of the route.
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At the communicational level, as the unmanned system communicates with other systems in either a team-oriented
environment or as an adversarial approach, the system may exchange data at a high-level, deliver sensor data it receives
for a low-level sharing of information, or partially process the data along with some annotation of its contents for a
medium-level approach. Such communication allows unmanned systems to communicate ideas and develop strategies at
a higher level.

At the tactical level, the unmanned vehicle may develop strategies at a higher level. Goal achievement, mission
completion, and decomposing a selected task into a series of smaller steps allow for successful conclusion of its efforts.
442 Plan
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perception information may be pre-processed in advance, depending on context. As a team, there is a natural synergistic
effect in how awareness may be distributed among its members. An unmanned system capable of data integration and
fusion is able to essentially combine its perception data with that of others and make independent and joint decisions.

Joint goal achievement and mission completion requires collaboration and coordination of unmanned systems.
Leaders/followers, managerial/staff, pointman/scout, unified whole, leader/wingman and other possible configurations
allow unmanned systems to pull together unique or duplicated capabilities to make more informed decisions in terms of
independent and joint tasks.

Collaboration does not necessarily imply teaming, but may be an opportunistic interaction between platforms. Such
unplanned groups can opportunistically take advantage of information sharing, enhancing each platform’s or team’s ability
to complete missions. Groups in fact could create teaming relationships in an ad-hoc fashion in order to better perform a
mission or save a potentially failed mission.
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444 Move
Mobility is the capability for an unmanned system to change its location or orientation under its own power.

Mobility requires one or more propulsion mechanism to convert energy into motion. Some propulsion mechanisms are
wheels, tracks, legs, wings, propellers, screws, rotors, jets, thrusters, sails, etc.

The platform geometry must enable the propulsion mechanism to produce the desired motion. A mobility platform will
often have multiple control surfaces that produce or alter motion. Air platforms typically have rudders, ailerons, flaps, etc.
Water platforms can have rudders, dive planes, etc. Even ground platforms can have control surfaces in certain cases.
Ground platforms are described by wheel, track, or leg configurations including track width, wheel base, number of legs,

etc.
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4.4.5 Actuation

Actuation includes articy

Actuation is the act of
called slue with maxim

actuators to manipulate devices such as antenna masts, landing, gear, mobility control s|

manipulator arms.

A manipulator is a chai
the platform and has on
freedom (DOF). The n
degrees of freedom.

A Pan Tilt Unit (PTU)
another. One joint perf
devices that must be “pq

Each leg of a legged grq

4.4.6 Environmental f

the performance capabilities of the mobility platform when using a propul
kKimum ceiling altitude and nominal cruise altitude of air platforms; ma

lation, manipulators, and actuators in general.

causing linear or angular motion by some mechanism (actuator). The 1
im and minimum slue limits, and maximum andycurrent slue rate. Unn

h of links connected at joints with angular or linear actuators. A manipula
Limber of joints, the combinationiof joint types, and their physical arra
s a specialized manipulator that typically has two angular joints which
brms “panning”; the ether performs “tilting.” PTUs are a common mount
binted” at arbitrary_positions within an arc around the unmanned system.

und mobility platform can be treated as a sequence of actuators.

Fffects

Environmental Effects
generating emissions s

l
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imum pitch and roll of

notion of an actuator is
anned systems require
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ngement determine the

are orthogonal to one
for cameras and other

H/or pulling objects and

ch-as heat, light, sound, and substances. These effects introduce a radia

ion, force, or substance

into the environment that alters it in some way. Effects can be classified by its type, the type and geometry of the target
and the delivery mechanism.

Moving alters the environment by repositioning some material from one location in the environment to another. One
example is to move solids — usually achieved by pushing with a blade or articulation or picking/scooping, lifting and
placing/dumping with articulation. Another example is to move liquids or gasses — usually achieved by pumping or
blowing.

Cutting alters the environment by drilling or severing something in the environment, such as cutting along a line, drilling at
a point, or grabbing a sample and storing it in a storage receptacle on board the platform.

Clearing is the mitigation, neutralization, or removal of a radiation or substance in the environment. Examples include
decontamination of chemical, biological, radiological, or nuclear agents, and the disabling of mines, explosive ordnance,
or Improvised Explosive Devices.
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5. CAPABILITY VIEW
The Capability View defines behaviors of unmanned systems.
5.1 Discovery

Discovery is learning about other entities for the purpose of possible interactions. Discovery capabilities include, but are
not limited to, enumeration, identification, location, and classification of entities and their capabilities.

5.1.1  Scenario: Discover Remotes

<<precondition>>
L

£
Discoverer and Remote have access to same communications link;

<<postcondition>>

{

Remote added to list of Remotes heard;

}

Discoverer Remote

Query Identity()
- Report Identity() q L h ;\:1 Verify Credentials*
Discoverer Crgdentials® 3 —_ N
N P71
‘ N Report only if Discoverer credeptials OK
! > N and of sufficient authority;
R
\

N\
N
AN
\

Remote Identity
Remote Address™

FIGURE 3 - SCENARIO DISCOVER REMOTES

Discovering Remote systems can occurin:any of several ways. All remote systems might be listed in a static
configuration file or dgtabase, and thus ‘all known a priori. Or, the remote system might wagit for an appropriately
authenticated Query Identity messagesthen reveal their identity and therefore their presence to the Discoverer (and any
other entity listening on the commupications link), see FIGURE 3 for illustration.

The remote’s identity is|required so the Discoverer can differentiate between multiple remotes. Qepending on the nature
of the communications lnk, th€ remote may need or wish to include its address in the Report Iden{ity message.
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5.1.2 Scenario: Discover Remotes on Trusted Link/Network

<<precondition>>

{

Discoverer and Remote have access to same communications link;
}

<<postcondition>>

Remote added to list of Remotes heard;

}

Remote Discoverer

Broadcast or ! Report Identity i

Multicast  r——— _ | i

| |

Remofte Identity | |
Remofe Address™ }
|

FIGURE 4 - SCENARIO DISCOVER REMOTES ON TRUSTED LINK/NETWQRK

If discovery is to takg place on trusted communications links, the.remote system could gnnounce itself and all
announcements overhegrd by the Discoverer can be added to its list of remote systems, see FIGURE 4 for illustration.

5.1.3 Scenario: Discgver Capabilities

<<precondition>>

{
Discoverer knows the address,andidentity of the Remote;

}

<<postcondition>>

{

Discoverer updates database of Remotes capabilities;

}

Discoverer Remote

T
|
Query Capabilities() !

Report Capabilities() /l ‘

~
-~

T

1 ~<

| (zero or more)

: Capability Descriptor

FIGURE 5 - SCENARIO DISCOVER CAPABILITIES

Another essential function is to provide a list of capabilities in a standard form. Requestors of that list can use it selectively
to request access to individual capabilities, see FIGURE 5 for illustration.
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5.2 Communication

Communication is about exchanging information with the world outside the unmanned system, as well as internally
within it.

5.2.1 Scenario: Establishing Communications

Information about number and type of communications resources, such as receivers, transmitters, antennas, pedestals,
emission types and characteristics, maximum links of each type, etc.

5.2.2 Scenario: Report Communication Status

Communication networks_for maobhile chhnme are often fluid and dynamir Qnce communications have been established,
it may be necessary for|clients to query the status of a link to a particular remote system, or receiye regular transmissions
from the remote system(to ensure a reliable link.

<<jnvatfiant>>

{
}
<<precpnditions>>

{
!

Network permits communication between Remote and Requestor

Communication link established

Comm Requestor Comm Remote
i I
QueryLinkStatus() :
ReportlinkStatus()
RequestHeartbeat()
Heartbeat frequency may be
/ requested or preconfijgured
ReportHeartbeat() /
e
ReportHeartbeat()
\ ReportHeartbeat()
r—
5 |

FIGURHE_ 6= SYNCHRONOUS AND ASYNCHRONOUS COMMUNICATION REPORTING



https://saenorm.com/api/?name=a92560490fe5726e9826bf7f4183cba3

SAE AIR5665B Page 37 of 64

5.2.3 Scenario: Communication Relay

<<invariant>>

{

Remote controlled by Requestor;
Remote has multiple comm interfaces;

}

<<postcondition>>

{

Remote provides comm relay between relay 1 interface and either local interface or relay 2 interface;

}

Comm Requestor Comm Remote
i i
T T
- I
Request Relay() :
Relay 1 Comm Cénfiguration -—T :
Relay 2 Comm Cenfiguration* Relay Granted()

Communications relayed ﬁ

FIGURE 7 - SCENARIO COMMUNICATION RELAY

An unmanned system mpay be equipped to serve as a communication relay, either as its sole misgion, or in addition to its
other capabilities. If such a capability is present, then, there must be a protocol for shgring information about
communication relay cgpability, such as number and type of simultaneous relays. Some types of relay are Full and Half
Duplex and Store and Florward, see FIGURE 7 for illustration.

Full Duplex relaying ocfcurs in real time with geception on one communication link and transmigsion on the same or a
different communication link. The two links may use different modes, frequencies, antennas, media, etc.

Store and Forward relaying is not real time and requires all message traffic to be stored locally on the unmanned system
to be later transmitted op the same ora‘different communication link.

5.3 Access

Control capabilities includetgaining, transferring, and relinquishing access to systems and their capabilities. Access
control provides a contmép—basehne—to—which—appleation-specifie—information—assuranee;—eneryption, and anti-tamper
capabilities can be added. Although the primary goal of SAE AS-4 Standards is to facilitate interoperability, access control
provides means to prevent an unexpected and unwanted exchange from taking place.

Several essential concepts underlying this set of capabilities are Authentication, Authorization and Credentials.
Authentication provides a trusted means of ensuring a party’s identity, roles and organization affiliations. Authorization
determines what that party can and cannot do or know based on its Authentication. Throughout the following section
Credentials are passed about and verified. These Credentials are an abstraction that conveys, via a trusted mechanism,
the party’s identity, roles and organization affiliations. The actual implementation details for Credentials, Authentication
and Authorization may differ from that depicted here, but the essential concepts will not differ.
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5.3.1  Scenario: Bootstrap Credentials

Most unmanned system elements have an ability to verify authentication credentials of remote entities and to maintain
schemes for verifying whether remote entities are authorized for controlling or gaining access. It is necessary to bootstrap
the unmanned system element with its own credentials and to configure the schemes for both verifying external
credentials and checking authorization.

Some unmanned system elements may have authorization bootstrapped only at the factory. Others may be field-
bootstrapped for increased flexibility.

5.3.2 Scenario: Gain Access

<<precondition>>

{

Requestor knows identity and address of Remote;

}

<<postcondition>>

{

Requestor has access to one or more capabilities on Remote;

}

Access Requestor
1
l
1
Desired Capabllity B Gain Access()
Requestor Credentials*  r———1 -
Requested Durption* Access Granted() _ " Verify Credentials™

"> Verify Credentials*
-7 Respond only if Requestor
credentials OK;
Grant only if Requestor
credentials of sufficient
authority;

Access Gained()

| \ }

Remote Credentials*
Granted Duration*

FIGURE 8 - SCENARIO GAIN ACCESS

Access to a Remote’s fapabilities Jallows one to request and receive information about or fronm those capabilities. For
instance, access to a Remote’s\Localization capability allows one to request the Remote’s Globgl Pose, either one time,
or to have the Global Pgse sent upon the occurrence of certain events.

Given sufficient authorization, it may be possible to gain access to some or all of a Remote’s capabilities. The first access
request is typically for the remote system’s list of capabilities. The Requestor could also ask for access to all the remote
system’s capabilities. Otherwise, the Requestor must specify the exact capabilities to which it is requesting access, see
FIGURE 8 for illustration.

If not on a trusted communications link, it is desirable to send and verify credentials for sufficient authorization as part of
requesting access.

It is possible for either the Requestor or the Remote to specify a maximum duration for the access. The Remote can
respond with shorter access duration than the Requestor requested if necessary.

Access can be terminated in one of several ways. The Requestor can relinquish access. If provided, the access duration
can expire and cause the Remote to terminate access. Or, the Remote or its Controller can revoke access for a variety of
reasons.
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5.3.3 Scenario: Modify Access

<<precondition>>

{

Controller wishes to grant access to Remote to Third Party;
}

<<invariant>>

Controller controls Remote;

<<postcondition>>

Third Party has access to Remote;

}

Controller
} Third Part M(r\\{
. ; T
Controller Credentigls Grant Access() |
Third Party Identity . ] :
. |
Duration Access Granted() D
Access Granted }
~ |
7
e
e |
e |
L |

Remote Identify ! !
Duration

FIGURE 9 - SCENARIO GRANT ACCESS

The Controller of a Remote can modify (grant or restrict) access to any of the Remotes capabilities. The resulting grants
and restrictions are puUt immediately into effect and aré retained for later authorization chedks, see FIGURE 9 for
illustration.

<<precondition>>

Third Party has access to Remote;
Controller wishes,to revoke access to Remote to Third Party;

}

<<invariant>>

Controller controls Remote;

}

<<postcondition>>

Third Party no longer has access to Remote;

}

Controller
I Third Party Remote
L T
Revoke A
Controller Credentials _ evore lccess() i
Third Party Identity |
Access Revoked()
|
} Access Terminated
— — — { Reason for Termination
(Revoked)
1
- |

FIGURE 10 - SCENARIO REVOKE ACCESS

Each of a Remote’s capabilities may have an authorization requirement necessary for a Requestor to gain access or
control of that capability, see FIGURE 10 for illustration.
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5.3.4 Scenario: Event Reporting

<<precondition>>

Event for Criteria not already setup between Requestor and Source;

}

<<invariant>>

{

Requestor has gained access to Source;

<<postcondition>>

{

Source sends Events for Criteria until Event Cancelled;

}

Event Requestor Event Source

Create Event()
B Confirm Event()
7
,/ Report Event()
// TS~ Time
/ 4 Criteria Trigger*
7 N (one or more)
N
Event Criteria Report More Events... A Message Content
(one or more) P
Requested Megsage Content Update Event e
=~ s
I~ /
Confirm Event() 7
s/
Report Event() ,/
Report More Events... L

FIGURE 11 - SCENARIO EVENT REPORTING
Having access or confrol to a Remote’s capability allows a Requestor to obtain informatign from that capability.
Information can be obtajned in a_iumber of ways. A one-time request will get a one-time responseg. Also, a request can be
made for scheduled, pefiodic résponses, see FIGURE 11 for illustration.

Event criteria can be caphéelled.

5.4 Control

Control capabilities include gaining, transferring and relinquishing control of systems and their capabilities.
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5.4.1 Scenario: Gain

Control

<<precondition>>

{

Remote not controlled by anyone;

}

<<invariant>>

Controller knows identity and address of Remote;

}

<<postcondition>>

Remote controlled by Controller;

}

Controller Credd
Requested Dur:

Control over a Remote

Remote Credentials
Granted‘Duration*

FIGURE 12 - SCENARIO.GAIN CONTROL

the controller, such as maneuvering, changing configuration of sensors, shutting down, etc.

Given sufficient authoriz
Control is mutually excly

If not on a trusted comn
requesting control.

It is possible for either
Remote can respond wi

ation, it is possible to gain-control over a Remote, or one or more of its ca

nunications link, it is desirable to send and verify credentials for sufficient

the Requestor or the Remote to specify a maximum duration for the ¢
th shorter\access duration than the Requestor requested.

br one of its capabilities imparts the ability to command the Remote to perf

sive, but control of individual capabilities can be delegated to one or more

Controller Remote
] :
aa L
. Gain Control
bntials ___1 _
tion* T . .
Control Granted _ - Verify Credentials
= o : o<
_-» Verify Credentials =
S ) N {
Control Gained \\ Respond only if Contraoller‘gredentials OK;
\ Grant only if Controller eredentials of sufficienf authority;
N}
\
Do stuff... \
\
\
L L

brm actions on behalf of
babilities. Once granted,
Third Parties.

authorization as part of

bntrol. If necessary, the
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5.4.2 Scenario: Terminate Control

<<precondition>>

{

Requestor has gained control to Remote;

}

<<postcondition>>

Requestor has no control to Remote;

}
Controller Remote

i i

| |
Control granted for N r Terminate Control() —I N
for grantfd duration of T Reason for Termination

ntil explicitly terminated. i

until explicitly i Control Terminated() _|_ — 1" (Revoked, Expired, Requested) j

FIGURE 13 - SCENARIO TERMINATE CONTROL

Control can be terminated in one of several ways. The Requestor can relinguish control. If provided, the control duration
can expire and cause thle Remote to terminate control. Control of the remote might be overridden|by a Second Controller.
Or, the Remote can revpke control for a variety of reasons, see FIGURES for illustration.

5.4.3 Scenario: First Party Control Transfer

<<precondition>>

First Controller controls Controlled Remote;
First Controller wishes te-transfer control of Remote to Second Controller;

<<postcondition>%

Second Controller controls Controlled Remote;

}
Eirst Controller
i Second Controller Remote
|
1st Ctir Credentipls K Prepare Transfer Control() i H
Remote Identity Y 4 LI L
Remote Address Transfer Control Ready() "> Verify Credentials
— K-~
> Verify Credentials | | T T —=—__
) <~ o TT =
2nd Ctir Ider|tity Prepare Transfer Control() Te—-—
- L u -~
— 2re-cH-Grédentials
Transfer Control Ready()
Transfer Control
Remote Identity _ L 0
Gain Control()
\ e — ===~ " Control Terminated "7, Verify Credentials
2nd Ctir Credentials -——TK ontrol Terminated() -~
Requested Duration* Control Granted() S~
=== - K ~ Reason
Control Transfer Complete() 2 Verify Credentials S
~K—~ N
-~ \ ~
L] LT~y !
( 1 )
. Remote Credentials
Remote Identity ﬁ Granted Duration* ﬁ

FIGURE 14 - SCENARIO FIRST PARTY CONTROL TRANSFER
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The Controller of a Remote will occasionally need to allow another Party to control the Remote. This can occur under a
wide variety of circumstances, such as when Remote crosses a jurisdiction boundary, or when the Controller is
compromised and can no longer effectively control Remote, etc.

First Party Control Transfer is a three-way handshake between the First Controller, the Remote, and the Second
Controller. Both the Second Controller and the Remote must be alerted that a transfer is going to take place. The Remote
must be informed of who the new Controller will be and Remote and Second Controller must establish trust, see FIGURE
14 for illustration.

5.4.4 Scenario: Cooperative Second Party Control Transfer

4,

.
{ Overview ) <<precondition>>

First Controller controls Remote;
Second Controller wishes to take control of Remote;

}

<<postcondition>>

Second Controller controls Remote;

}

Second Controller

! Eirst Controller emote
L
Remote Identity B | Prepare Transfer Control i _L
2nd Ctir Credentials T ) .
Transfer Control Ready() ___- VerifyGredentials
TTTUS, Verify Credentials || sy T T —|— — 1 1st Ctir Credentials
-

B Prepare Transfer Control()

2nd Ctir Credentials 1 } {
Transfer Control Ready()

Gain Contr'ol(‘

2nd Ctir Credentials Control Terminated ~2» Verify Credential
Requested Duration K-
Control Granted() =~
——— N Reason
B _ 2> Verify Credentials RS
. S AN
Remote Identity Control Transferred ~
Remote Credentials
Granted Duration*

FIGURE 15 - SCENARIO SECOND PARTY CONTROL TRANSFER

A second party will ocdasionally need to take control of a Remote away from the First Cantroller. This can occur for a
variety of reasons, such as for a change in authority structure above the Remote.

Second Party Control Transfer can either be a three-way handshake with a responsive, cooperative First Controller, or a
two-way handshake if the First Controller is unresponsive or uncooperative, see FIGURE 15 for illustration.
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5.4.5 Scenario: Second Party Control Override

<<precondition>>

First Controller controls Remote;
Second Controller wishes to take control of Remote;

<<postcondition>>

{

Second Controller controls Remote;

}

Second Controller

! First Controller Remote
N - I ES ot Cantral : !
Remote Identity =1 i ! N
2nd Ctir Credentials Prepare Transfer Control
-7 Transfer Control Ready
B Gain Control
2nd Ctir Credentials __
- ~S0 . .
- Control Terminated() 2> Verify Credgntials
- e
Control Granted 7 =~
2nd Ctir Credentials "77, Verify Credentials DN Reason
Requested Duration* Kk—--"" N
Control Transferred AN
N
B/ L L Remote Credentigls
Remote Identity | I Granted Duration[f

A second party will ocq
Controller, see FIGURE
5.5 Platform

Unmanned systems ar
dimensions, signaling d

5.5.1 Scenario: Query

FIGURE 16 - SCENARIO SECOND-PARTY CONTROL OVERRIDE

asionally need to take controlof ‘a Remote away from an unresponsivd
16 for illustration.

a)

-

embodied in a pfatform. A platform has a number of characteristics
bvices, sensingidevices, bays and hardpoints for payloads, etc.

Platform(Information

Unmanned systems may neéd to provide information about their physical dimensions, such 4

mass, center of mass w|

hényunladen, origin of platform coordinate system, maximum mass, etc.

or uncooperative First

, including its physical

s height, width, length,

5.5.2 Scenario: Activate Platform Signals

Unmanned systems may need to provide information about the signaling devices they have access to, such as lights,

audible alarms, Emerge

ncy Locator Transponder (ELT), etc.

5.5.3 Scenario: Query Platform Power

Unmanned systems may need to provide information about and means to control their power sources, such as batteries,
engines, fuel cells, gas tanks, etc.

5.5.4 Scenario: Query Payload Information

Unmanned systems may need to provide information about the number and type (bay or hard point) of payload locations,
their mass/size capacities, available power and/or communications ports, etc.
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5.6  Mobility

Mobility encompasses a variety of capabilities that permit an unmanned system to maneuver. Each Mobility capability
focuses on a different abstraction used to express the mobility instructions to the unmanned system.

Several essential concepts underlying this set of capabilities are Coordinate System, Position, Orientation and Pose.
Coordinate System is a system for representing a Point in an n-dimensional space, usually with an axis for each
dimension. The Coordinates of a Point are the components of a tuple of numbers used to represent the location of the
Point in a specific Coordinate System. The Orientation of a rigid body is the components of a tuple of numbers used to
represent the rigid body’s rotation about the various axes in a specific Coordinate System. Pose is the combination of
Coordinates and Orientation in a specific Coordinate System.

All movement is bracﬁw_mm_m&mwmm_mmﬂlmﬂmims all show the Start
Movement message ariiiving before any other capability-specific movement message, but the sequence is not important.

If capability-specific mgvement messages arrive first, then movement will be delayed untilva $tart Movement arrives.
Likewise, if there are Ginprocessed capability-specific movement messages pending when Stpp Movement message
arrives, then the remainjng capability-specific messages are ignored (or paused) and movement i ceased.

5.6.1 Scenario: Establish Contingency Mobility

<<invariant>>

{

Remote controlled by Requestor;
<<postcondition>>
Remote moved;

Remote executes Movement Contingency

}

Mobility R r Mobile Remote
T T
| |
(| |
Set Movement Contingency(} }
Movement Contingency - Start Movement
Conditior]s
I Event fulfilling Contingency Y Move
1 Condition occurs S
.
g
Executing Contingency Movement() AN R
, Execute Movement Corftingency
-~
T T

FIGURE 17 - SCENARIO CONTINGENCY MOBILITY
Several types of unmanned vehicles must maintain a certain type and amount of movement to avoid suffering damage or
uncontrolled drifting. When movement is stopped, or if all capability-specific movement messages have been performed,
these types of unmanned system must have a contingency movement behavior, see FIGURE 17 for illustration.

A Movement Contingency is typically a form of Station Keeping.
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5.6.2 Scenario: Perform Pose Mobility

<<invariant>>

f?emote controlled by Requestor;
}<<postcondition>>

i’x’emote moved;

Remote executes Movement Contingency

}

Mobility Requestor Mobile Remote
T ]
I I
i |
] |
- e
Kinematic Linits - - Start Movement()
Set Pose()
(one or mofe) ,,f” < \\\
Pose # N ™
Time* Set more poses... " \
Pose } Move
7
//
Stop Movement() 7
. -~ §\\:) Execute Movemen
Movement Confingency* L K=
I
I
L

FIGURE\18 - SCENARIO POSE MOBILITY

Pose Mobility is the capability of a Mobile Remote to be commanded to move from its curren
Exactly how the unmanned system proceeds from Pose to Pose is not specified. An expected Tl
that the unmanned system is expected to arrive at the specified Pose exactly at the specified Ti
illustration.

Waypoint Mobility is a spibsé&t-of Pose Mobility with limited or no kinematic limits or time and space

Contingency

t Pose to a new Pose.
ime can be included so
me, see FIGURE 18 for

tolerance constraints.
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5.6.3 Scenario: Perform Station Keeping Mobility

<<precondition>>
Remote controlled by Requestor;
<<postcondition>>

{

Remote Loiters on Station

T

Mobile Remote

|
|
|
Start Movement !

Set Station Keeping Pattern(}

Station Keep)|
Pattern Geor
Loiter Point
Time™

hetry

ng Pattern #

™\ Loiter on Statiofy
Other Movement Command(} ’

.

Station Keeping, also ¢
executing a simple mov

Different types of unm
maintain a Pose by nof|
through (and thus mai
enough movement to of
due to the typical propu
maintain a constant Orié

Station Keeping is often|

FIGURE 19 - SCENARIO STATION KEEPING MOBILITY

alled Loiter, is the ability for an unmanned system to maintain a Pose
bment pattern, see FIGURE 19 for illustration.

anned systems require different movement patterns to perform Statig
moving at all. UAVs must perform a variety of loops or figure-eight patte
tain) a Pose. UUVs, USVs, and UAVs capable of hovering can keep

sion systems in UUVs, USVs ‘apd UAVs, these unmanned systems cann
entation.

used to establish a reftdevous location prior to recovery of a remote platfd

(within a tolerance) by

n Keeping. UGVs can
rns to periodically pass
station by applying just

pose the effects of winds and curfents. UGVs can maintain Orientation while Station Keeping, but

bt easily or continuously
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5.6.4 Scenario: Kinematic Mobility

<<invariant>>

{

Remote controlled by Requestor;

<<postcondition>>

{

Remote moved;

Remote executes Movement Contingency

}

Mobility Requestor Mobile Remote

Kinematic Limits

|
1
Set Kinematic Limits() |
|

Start Movement()

Kinematic State Request()

{one or more)
Request#*
Kinematic Limits™

Start Criteria®
Target Criteria*
Kinematic State

Depends Requesf#*

Add more kinematic state requests... ﬁ

A

Stop Movement()

Movement Contir]

gency* ﬁ

Kinematics of a rigid b
Coordinate System, em
units both instantaneous

An important element g
system not to exceed a

T
|
|
|

FIGURE 20 - SCENARIO KINEMATIC MOBILITY

ody is the descriptionyof-the translational and rotational motion of the
phasizing the derivatives of position. Kinematic Mobility is the capability t
b and future kinematics of the unmanned system, see FIGURE 20 for illust

f Kinematic/Mebility is the ability to specify kinematic limits. These limitg
certain amount of velocity, acceleration, or jerk on any or all of its axes.

‘::; Execute Movemgnt Contingency

rigid body in a specific
b specify in engineering
ration.

instruct the unmanned
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5.6.5 Scenario: Path Mobility

<<invariant>>

Remote controlled by Requestor;

<<postcondition>>

{

Remote moved;

Remote executes Movement Contingency

}

Mobility Requestor

Set Kinematic Limits()

Mobile Remote

Kinematic Lim

T -

Start Movement()

Path Definition()

{one or more)
Request#*
Kinematic Limi
Depends Reqy
Start Criteria®
Target Criteria
Path Definition|

s*

Add more path definitions. ..

est#*

Stop Movement()

Movement Ci

bntingency*

Path Mobility is much li

path is fully specified, see FIGURE 21 for illustration.

{2z

FIGURE 21 - SCENARIO PATH MOBILITY

ke Pose Mobility, except that @ more sophisticated description of the un

‘::) Execute Movement Con|

ingency

manned system'’s travel
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5.6.6  Scenario: Primit

ive Mobility

<<invariant>>

f?emote controlled by Requestor;
}<<postcondition>>

f?emote moved,

Remote executes Movement Contingency

}

Mobility Requestor Mobile Remote

1 |
Set Kinematic Limits() |
L

Kinematig

Start Movement()

Set Wrench Effort()

T
Limits ﬁ

-
-

Wrench

Set more wrench efforts... ﬁ

-~
Effort ﬁ

Stop Movement(}

Movement

7> Execute Movement C|

-
[Contingency™ ﬁ

Primitive Mobility contro
vehicle, see FIGURE 24

All element values are
result in an element val
platform. For example
Propulsive Linear Effort
5.6.7 Scenario: Perfo

Homing is similar to P
reference. Examples of

-7

FIGURE 22 - SCENARIO PRIMITIVE MOBILITY

Is platform mobility actuators by miapping command elements to the spec
for illustration.

a percentage. Thus, wishing to command half of the potential forward
ue of fifty percent. All elements of Primitive Mobility are not necessarily 2
a typical wheeled/vehicle can be controlled with only three elements o
X (throttle), Propdlsive Rotational Effort Z (steering), and Resistive Linear

'm Homing

ose Mobility except that the new Pose may be specified with respect
homing include docking of a platform with a host, mid-air refueling, or sn

may be active or passi

ve)'In active homing systems, the platform must find and track the tar

pntingency

fic mobility controls of a

bropulsive power would
pplicable to a particular
the wrench command:
Effort X (brake).

to a moving frame of
hart munitions. Homing
get autonomously. For

passive systems, inform

ation about the motion ot the destination Is provided by an external system.

Homing generally requires the platform to move toward the host or target. For maintaining a fixed pose with respect to a

moving frame of referen

5.7 Articulation

ce, see ‘Convoy’.

Articulation permits an unmanned system to move an end effector in reference to the unmanned system in order to grasp,
push, and/or pull objects or to simply position a device in a specific pose relative to the platform or the environment.
There are currently three articulation movements: Primitive, Path, and Pose. Primitive articulation is the positioning of the
end effector via a human interface device (e.g., joystick) by an end user. Path articulation is movement over the same

path, continuously. Pos

5.71

e articulation is orienting the end effector.

Scenario: Query Articulator Information

Information about the number and type of Articulators and their configuration.
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5.7.2 Scenario: Perform Pose Articulation

Similar to Pose Mobility, Pose Articulation permits directing an articulator by defining a series of Poses for its end effector.

5.7.3 Scenario: Perform Path Articulation

Similar to Path Mobility, Path Articulation permits defining a path for the articulator Tool Point to travel, possibly

repeatedly.

5.7.4  Scenario: Perform Primitive Articulation

Similar to Primitive Mobility, Primitive Articulation permits directing Articulator motion by percentage efforts of each joint in

the Articulator.

5.8 Mission Planning
Mission Planning is the
some desired new state|
5.8.1 Scenario: Defin
In order for a system to

world state (e.g., the b
deployed its solar panel

In addition to mission g
limiting the possible sta
definitions, the search

radius around the start |

Constraints on mission

In order to support mu
commands to be applie
based on an invalid or u

5.8.2 Scenario: Alter

The Alter Mission Plan
entirely new sub-plan w|

in order to meet specific objectives while operating under specific constra
e Mission Plan

plan a mission, it must have mission goals specified* Mission goals can
ue crate should be on top of the red crate) orin terms of system stat
5). In some cases, these two views overlap (ezg., the system should be at

oals, a system may have constraints on:the mission imposed by map a
es of the system through map definitions, and the transitions between thd
space of the mission plan may be.reduced. Examples include limiting

bcation, or preventing a mission, plan from traveling against a tidal current.

blans may also be imposed by specifying one or more mission behaviors.
tiple mission definitions, a unique mission identifier should be used.

d only to a specificimission definition. Requests to modify, execute or de
nknown identifiershould be rejected.

Mission Plan

pperdtion allows the requestor to modify an identified mission plan. This
thin\the existing plan, or it may replace an existing sub-plan with a new su

ability to reason about the current state of the World Model and:Create a plan of action to achieve

nts.

be described in terms of
b (e.g., the system has
location X,Y at time T).

nd route definitions. By
se states through route
mobility to a predefined

lhis allows subsequent
lete a mission definition

pperation may insert an
b-plan including a blank

ssion plan may not replace the existing plan's start point. In some cas

sub-plan. Altering a m

Es, requests to alter an

executing mission plan may be rejected if the current state of the system does not permit those changes.

5.8.3 Scenario: Execute Mission Plan

Once a mission has been defined, requestors with appropriate levels of authority may initiate execution of a mission plan,
based on the unique identifier. During execution, missions may be paused, resumed, or cancelled.

5.8.4 Scenario: Report Mission Plan Status

The current state of a mission plan should be available at any point during its execution. This may be represented as a
percent complete, a list of remaining objectives, estimate of time remaining, or other quantitative assessment of progress.
Systems may also report success or failure with respect to identified mission objectives.
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