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1. SCOPE

This SAE Aerospace Information Report (AIR) describes the Architecture Framework for Unmanned Systems (AFUS).
AFUS comprises a Conceptual View, a Capabilities View, and an Interoperability View. The Conceptual View provides
definitions and background for key terms and concepts used in the unmanned systems domain. The Capabilities View
uses terms and concepts from the Conceptual View to describe capabilities of unmanned systems and of other entities in
the unmanned systems domain. The Interoperability View provides guidance on how to put it all together in a way that
supports interoperability.

1.1 Purpose

The purpose of this Aerospace Information Report is to communicate to the unmanned systems community a common
set of principles, terms, concepts, patterns, structures, and guidance for creating system architectures that include or
interact with unmanned gystems.

1.2  Field of Application

Fields of application of A 2) systems, and related

areas such as communid

FUS include unmanned systems of all classes, command and-control (
ations, safety, security, sensors, manipulators, and simulation.
1.3 How to Use

This architecture framewlork has several uses:

to provide background information on unmanned systems to a.variety of readers;

to provide a common vocabulary for developing standards) specifications, and designs for unmanned systems;

to provide a common set of semantics for the vocabutary;

et of behavioral states-of‘common unmanned systems for use by d
Esigns of unmanned systems; and

to provide a base s evelopers of standards,

specifications, and d
°

to provide guidelined for developing.standards that promote interoperability.

The standards develope
for her standard. For sta
the Capabilities View th
structure of the section g

" can best-use AFUS by using the Interoperability View to identify and eq
hdards. that‘deal with unmanned system data exchange and/or behavior,
bt best’ correspond to the standard content. If not found, draft a sectio
nd submit for consideration to AS-4A for inclusion in future revisions of 4

tablish the proper scope
locate the capabilities in
n following the style and
AFUS. Finally, review the

-
D.

pertinent sections of the Canceptual View and Definitions for consistent vocabulary and semantic

The systems procurer can best use AFUS by selecting from the Interoperability View one or more existing standards from
each area to meet the systems’ needs. The procurer can gain further understanding of the different areas by reviewing
pertinent sections of the Capabilities and Conceptual Views.

The systems builder can best use AFUS by locating required standards in the Interoperability View and reviewing the
Capabilities and Conceptual Framework sections pertinent to each required standard.

1.4  Acknowledgements

Development of this report was supported in part by U.S. Army Aviation and Missile Research, Development, and
Engineering Center contract W31P4Q-05-A-0031/0008.
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2. REFERENCES
2.1 Applicable Documents

The following publications form a part of this document to the extent specified herein. The latest issue of SAE publications
shall apply. The applicable issue of other publications shall be the issue in effect on the date of the purchase order. In the
event of conflict between the text of this document and references cited herein, the text of this document takes
precedence. Nothing in this document, however, supersedes applicable laws and regulations unless a specific exemption
has been obtained.

2.1.1  SAE Publications

Available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside
USA and Canada) or 72L776-4970 (outside USA), www.sae.org.

AIR5645 JAUS Transport Considerations
AS4893 Generic|Open Architecture (GOA) Framework
2.1.2 ASTM Publicatigns

Available from ASTM International, 100 Barr Harbor Drive, P.O. Box C700, West Conshohockén, PA 19428-2959, Tel:
610-832-9585, www.astm.org.

E 2521 -07a Standard Terminology for Urban Search and Rescue'Robotic Operations
F2541-06 Standard Guide for Unmanned Undersea Vehicles (UUV) Autonomy and Control
F 2395 - 05 Standardl Terminology for Unmanned Air Vehicle Systems

2.1.3 FAA Publication$

Available from Federal Aviation Administration;*800 Independence Avenue, SW, Washington, DC 20591, Tel: 866-835-
5322, www.faa.gov.

FAA Form 7233-1 Flight [Plan, http://formis.faa.gov/forms/faa7233-1.pdf.

2.1.4 |EEE Publicatiors

Available from Institute pfcElectrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854-1331, Tel: 732-
981-0060, www.ieee.org:

IEEE-Std-1471-2000  Recommended Practice for Architectural Description of Software-Intensive Systems
2.1.,5 1SO Publications

Available from American National Standards Institute, 25 West 43rd Street, New York, NY 10036-8002, Tel: 212-642-
4900, www.ansi.org.

ISO/IEC 7498-1:1994 Open Systems Interconnection - Basic Reference Model: The Basic Model
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2.1.6  NASA Publications

Available from NASA, Documentation, Marshall Space Flight Center, AL 35812, www.nas.nasa.gov.

[NASA-PSD] Planetary Science Data Dictionary, JPL D-7116 Rev. E, Jet Propulsion Laboratory, California Institute of
Technology. 2002

2.1.7 NIST Publications

Available from National Institute of Standards and Technology, 100 Bureau Drive, Stop 1070, Gaithersburg, MD 20899-
1070, Tel: 301-975-6478, www.nist.gov.

[NIST-ALFUS] Huang, Hui-Min, ed. Autonomy Levels for Unmanned Systems (ALFUS) Framework, Volume I:
Terminology, Version 1.1. National Institute of Standards and Technology Special Publication 1011, Sept. 2004

[NIST-SI] Taylor, Barry N., ed. Guide for the Use of the International System of Units (Sl),-National Institute of Standards
and Technology Special |Publication 811, 1995 Edition. 1995

2.1.8 U.S. Governmer]t Publications

Available from the Dogument Automation and Production Service (DAPS), Building 4/D,| 700 Robbins Avenue,
Philadelphia, PA 19111-5094, Tel: 215-697-6257, http://assist.daps.dla.mil/quicksearch/.

UNMANNED SYSTEMS|SAFETY GUIDE FOR DOD ACQUISITION, A/<96, Jan. 07
2.1.9 W3C Publications

Available from the Worlgd Wide Web Consortium, MIT, 32(Vassar Street, Room 32-G515, Canlbridge, MA 02139 USA,
Tel: 617-253-2613, wwww3.0rg.

[W3C04] W3C Technica| Architecture Group. Architecture of the World Wide Web, Volume One|W3C Recommendation,
December 2004. http://www.w3.0rg/TR/2004/REC-webarch-20041215/.

2.2 Related Publicatiops

The following publicatior)s are provided for information purposes only and are not a required paft of this SAE Aerospace
Technical Report.

[ALBUS] Albus, James §. and{Alexander M. Meystel, Engineering of Mind: An Introduction to the Science of Intelligent
Systems, John Wiley & Sonis; 2001.

[MEYSTEL] Meystel, Alexander M. and James S. Albus, Intelligent Systems: Architecture, Design, and Control. New
York: John Wiley & Sons, 2002.

[DICTO7] Dictionary.com Unabridged (v 1.1). Random House, Inc. 02 Jan. 2007.

[HALPERNB95] Halpern, J. Y., Ronald Fagin, et al., Reasoning about Knowledge, MIT Press, 1995.

[HALPERNO3] Halpern, J. Y., Reasoning about Uncertainty, MIT Press, 2003.

[KELSO94] Kelso, T. S., Computers & Satellites column, Satellite Times. 1994-1998. http://celestrak.com/columns/.

[KOKS05] Koks, Don, Using Rotations to Build Aerospace Coordinate Systems, Australian Department of Defense,
Defense Science and Technology Organisation, DSTO-TN-0640. June 2005.
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[LIO1] Li, Xiong, Hans-Jiirgen Gotze. Tutorial: Ellipsoid, geoid, gravity, geodesy, and geophysics. Geophysics Online May
31, 2001. http://www.seg.org/publications/geophysics/.

[MILLERO3M] Miller, Mark S., Ka Ping Yee, and Jonathan Shapiro. Capability myths demolished. Technical report,
Combex, Inc., 2003.

[MILLERO3P] Miller, M. S. and J. S. Shapiro. Paradigm regained: Abstraction mechanism for access control. In Asian
Computing Conference, Dec. 2003.

[NELSONO1] Nelson, R. A., et al. The Leap Second: Its History and Possible Future. 2001 Metrologia 38 509-529.

[WORDNET] WordNet 3.0, Princeton University, 2006.

[SMITHO02] Smith, Richatd E. Authentication. Addison Wesley. 2002.
2.3 Definitions
ACCELERATION: the sgcond derivative of pose with respect to time, referred to as pose-dot2.
ACCESS: permission to Jearn about the existence of an entity and some or all ef\the states and ajtributes of the entity.
ACOUSTIC: observing afcoustic energy, possibly discerning direction, strength, and nature of audio signals.
ACTUATOR: a motor or mechanism capable of controlled prismatic (linear) or revolute (angular) motion.

ADDRESS: a unique idetifier that allows a transport to distinguish between accessible entities.
AGENT: an entity that cgn act on behalf of another entity.

ALTITUDE: the distance] above a reference surfacesmeasured normal to that surface. Altitudes [should not be measured
along extended body radlii, but along the direction\normal to the geoid; these are the same only if the body is spherical.

See also: ELEVATION, HEIGHT, DEPTH.

AMBIENT AUTHORITY:| a property of an~authority scheme where merely possessing an authgrity is sufficient, explicit
selection is not necessa

ANGLE: a measure of the geometric figure formed by the intersection of two lines or planes. $tructures containing the
word 'angle' should incluple origin-and relevant sign conventions where applicable.

AREA: the lines that mgke-up its boundary. In a raster world model, it is represented as a collection of grid cells. In a
vector world model, it is represet rted-as—acoitectionoftines:

AUTHENTICATION SCHEME: processes and mechanisms used to establish an entity’s identity as genuine, usually by
means of exchange of credentials.

AUTHORITY SCHEME: a mechanism to grant, revoke, and evaluate the authorities of an entity.

AUTHORITY: a mechanism to assure an entity that another has permission to access or control, often involving
credentials.

AUTHORIZATION: the delegating, granting or revoking of rights to a principle.
AUTONOMY: the condition or quality of being self-governing.

AXIS SYSTEM: the set of (usually three orthogonal, right-handed) axes of a coordinate system. All axis systems must be
orthogonal.
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AXIS: a straight line with

respect to which a body or figure is symmetrical.

AZIMUTH: one of two angular measures in a spherical coordinates system. Azimuth is measured in a plane which is
normal to the principal axis, with increasing azimuth following the right hand rule convention relative to the positive
direction of the principal axis. [NASA-PSD] adopts the convention that an azimuth angle is never signed negative. The

point of zero azimuth mu

st be defined in each case.

BALLISTIC: relating to or characteristic of the motion of objects moving under their own momentum and the force of

gravity. WORDNET]

BASE: a measure to be added to a value. [NASA-PSD]

BATTERY: a source of electrical energy.

BAY: a compartment.

CLEARANCE LEVEL: a
COLLABORATION: the
coordinates or their man

each could have alone).

COMPONENT: (1) The

CONSTANT: a value thaft does not change significantly with time. [NASA-PSD]

CONSUMPTION: the us
CONTRAST: the degree
CONTROL: permission {
COORDINATE SYSTEM
COORDINATION: the a
mission or task plans, co

subordinates to accompl

CORRELATION: 1. mutu

measure of the trustworthiness of a principle. [MILLERO3P]
brocess by which multiple unmanned systems jointly work together by sh

buver(s), or by acquiring intelligence to perform a mission synergistically

art of a vector associated with one coordinate. (2)A constituent part. [N

ge of a consumable. [NASA-PSD]
of difference between things having a comparable nature. [NASA-PSD]

b access an entity and altér some or all of its state.

bility for unmanned systems to work together harmoniously through co
ordinates of maneuver(s); a common way is for a superior to coordinate
sh the missions.

al relation of two or more things, parts, etc. [DICT07]

: defined by an originjaxes system, position system, and rotation systen.

aring data, such as their
(i.e., perform better than

\SA-PSD]

llaboration data such as
the task execution of the

COUNT: a numeric value illu'ibatillg acurrenttotator ta“y. Fhe-wordcountisimptted 'uy theuseof plural descriptor words
such as lines, bytes, or bits. [NASA-PSD]

CREDENTIALS: a unique set of encoded data assigned to an entity that allows the entity to authenticate itself (with help
of an issuing entity) to other entities. The entity’s name is usually encoded in its credentials.

DEPTH: the distance below a reference surface measured normal to that surface. The reference surface is usually actual
sea level for use by undersea vehicles. See ALTITUDE.

DESCRIPTION: a free-form character string that provides a description of the item identified. [NASA-PSD]

DESIGNATOR: a representation of a resource’s existence and how to access it.

DEVIATION: degree of d

eviance. [NASA-PSD]
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DISCOVERY: the mechanism of learning the existence of entities on one or more communication segments.

DISCRETIONARY: a property of an authority scheme that allows a principle to grant authority that it possesses to some
other principle.

DISTANCE: a measure of the linear separation of two points, lines, or surfaces. See also ALTITUDE, DEPTH, which refer
to specific types of distance. The use of the word 'distance’ supersedes the use of the word RANGE as a measure of
linear separation. See also: RANGE.

DURATION: an amount of time, not associated with any points on a time scale. [NASA-PSD] defines duration as "a

measure of the time during which a condition exists."

EJECT: to throw off or cause to be detached.

ELECTROMAGNETIC: ¢
ELEVATION: (1) The dis
point on the physical sur
bottom of an entity. (2)
great circle normal to th
positive elevation is mea
EMISSION: act of sendir
EMITTER: device capab
END EFFECTOR: the la
ENERGY CONVERSION
ENERGY SOURCE: a p

ENGINE: a device for co|

bservation of heat (IR), light, radio frequency radiation, and magnetic-fie
tance above a reference surface measured normal to that surfface. Ele
ace of a body measured above the reference surface; height is’the dista
An angular measure in a spherical coordinate system, measured positi
b azimuthal reference plane. The zero elevation point-iés in the azimut
sured towards the direction of the positive principal axis? See also: AZIM
g something out into air or space.

e of emitting.

5t link of @ manipulator, often modulanto’accept various tools or instrume|
|: the transformation of energy.of one type to energy of another type.

nysical mechanism that produces power for a platform, often consuming

hverting thermal energy into mechanical energy or power to produce forg

ENTITY: a discreet obje
resources. An entity is u

ENVELOPE: a set of pr

ENVIRONMENT MOTI

Ct possessing an.identity. Entities usually have self-contained communi
ique within.a domain.

ds.

vation is the altitude of a
nce between the top and
vely and negatively on a

hal reference plane, and
UTH.

nts.

fuel in the process.
e and motion. [DICTO07]

cations and computation

ulsions-pose, and kinematic limits within which mobility is considered saffe to a platform.

NZthe relative motion of the environment that affects the motion of the pl

atform.

ENVIRONMENT: generic, natural conditions; e.g., weather, climate, ocean conditions, terrain, vegetation; modified
environment can refer to specific induced environments; e.g., dirty battlefield environment, nuclear/chemical/biological
environment, etc. Environment includes those conditions observed by the system during operational use, standby,
maintenance, transportation, and storage.

EPOCH: a reference against which the occurrences of the scale interval can be measured, often given as a time tag.
[NASA-PSD] defines epoch as "a specific instance of time selected as a point of reference."

ERROR: the difference between an observed or calculated value and a true value. [NASA-PSD]
EVENT: an occurrence at a specific location and point in time, past or future.

EXISTENCE: knowledge of a resource and how to access it.
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EXPECTATION: the degree of probability that something will occur. [DICTO07]

EXTENTS: the set of height, width, and length measures of a given space; the three-dimensional bounding box of a given
space.

FACTOR: a measure by which another measure is multiplied or divided. [NASA-PSD]

FEATURE CLASS: a collection of geographic features with the same geometry type, the same attributes, and the same
spatial reference.

FIRST: an indication of the initial element in a set or sequence. As with minimum and maximum, the values in the set may
be out of order or discontinuous. [NASA-PSD]

FORMAT: a specified or[predetermined arrangement of data within a file or on a storage medium| [NASA-PSD]
FRACTION: the non-integral part of a real number. See also: BASE. [NASA-PSD]

FREQUENCY: rate of o¢gcurrence of past and/or future time tags; the number of cyéles’completed by a periodic function
in unit time. [NASA-PSD

FUEL: stored energy.
FUEL CAPACITY: the amount of fuel that can be stored.

GEOMETRY: the physicgl configuration of a platform contributing to‘its mobility capability.
GEOREFERENCE INFQRMATION: the coordinates of the origin of the grid with respect to some |coordinate system
GOAL: a result or state tp be achieved or maintained.
GRANT: to give or delegpte a right to a principle.

GRID EXTENT: the numper of rows and columns of the grid
GRID RESOLUTION: th¢ size of each gridCell

HARDPOINT: a locationfon a platform that is capable of carrying external stores.

has the potential to intgrfere with the proper functioning of the unmanned system, or that degrades the probability of
success of the system’s goat:

HAZARD: any object, eeTvironmental characteristic, internal function, or internal hardware and software component that

HEIGHT: the distance between the top and bottom of an entity.

IDENTITY: a set of distinguishing characteristics of an entity that makes it distinct from other entities. Identity must be
unique within a domain.

INDEX: an indicator of position within an arrangement of items. [NASA-PSD]

INTERVAL: a duration starting at a time tag, marking a finite continuous range on a time scale. [NASA-PSD] has two
definitions; AFUS uses "1) The intervening time between events."

JERK: the third derivative of pose with respect to time, referred to as pose-dot3.
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JETTISON: see EJECT.

JOINT: A point of articulation between two or more parts of a body1.

KINEMATIC LIMITS: the minimum and maximum motion allowed for a body. For instance, a body may require very low

jerk to avoid damage to i

nternal equipment.

KINEMATICS: the branch of mechanics that deals with pure motion, without reference to the masses or forces involved in

it [DICTO7].

KINETICS: the branch of mechanics that deals with the actions of forces in producing or changing the motion of masses

[DICTO7].

LAST: an indication of th
be out of order or discon

LENGTH: a measured d
LEVEL: the magnitude o
LINE OF BEARING: the

LINE: an ordered list of
represented as a collecti

LINEAR ACTUATOR: arn
LINK: a rigid body betwe|
LOCATION: the position

LONGITUDE: in a cylind
orthogonal to the axis of

MANIPULATOR: a chain
MASK: an unsigned num

MASS-BALANCE: the m

inuous. [NASA-PSD]

stance or dimension. See also: HEIGHT, WIDTH.
[ a continuously varying measure. [NASA-PSD]
vector from vehicle to current destination.

coordinate pairs defining the points through whieh’the line is drawn. In 3
bn of grid cells. In a vector world model, it is-fepresented as a collection

actuator with range of motion in a straight line.
En joints.

or site of an entity.

Ssymmetry.
of links connected with actuators at the joints and having one or more e
eric valu€ representing the bit positions within a value. [NASA-PSD]

pssand moments of inertia of a body.

e final element in a set or sequence. As with minimum and maximum, the values in the set may

raster world model, it is
of points.

rical coordinate system, the angular distance from a standard origin lin¢, measured in the plane

hd effector.

MAXIMUM: an indicator

ftheetementimarange that tasthe greatest vatue;, Tegardtessof the

rder in which the values

are listed or stored. For example, in the set {4, 5, 2, 7, 9, 3}, the minimum is 2, the maximum is 9. The use of minimum
and maximum, as with first and last implies that the set may be out of order or discontinuous. [NASA-PSD]

MEASURE: a single observed value of a certain quantity; includes name, quantity, unit, and value. For example: engine

coolant (name) temperat

ure (quantity) in degrees kelvin (unit). [NASA-PSD]

MEASUREMENT: the capture of data with a customary unit. [NASA-PSD]

MEDIA: the physical substance through which communication signals are transmitted.

1

Excerpted from The American Heritage Dictionary of the English Language, Third Edition Copyright © 1992 by

Houghton Mifflin Company. Electronic version licensed from Lernout & Hauspie Speech Products N.V., further
reproduction and distribution restricted in accordance with the Copyright Law of the United States. All rights reserved.
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MINIMUM: an indicator of the element in a range that has the least value, regardless of the order in which the values are
listed or stored. See MAXIMUM for an example. [NASA-PSD]

MISHAP RISK ACCEPTANCE LEVEL: the level at which the occurrence of a mishap event is acceptable based on the
relationship between mishap occurrence frequency and severity, given the effect of the mishap event on the overall
system’s function and/or replacement.

MISHAP RISK: see RISK.

MISHAP: an occurrence of interruption from normal functioning caused by the encounter of a hazard.

MISSION: the highest-level task assigned to the unmanned system.

MOBILITY: The capabilify of an unmanned system to move from place to place, with its own po

mode or method of cont
MODULATION: the act
with a sound wave or otl
[DICTO7]

MOTION: the rates of ch
NAME: a (usually) huma

NOTE: a textual express|

NUCLEAR/BIOLOGICAL
radioactive substances,

OBJECT: a feature class

OBSERVATION: to collg
analyzed.

ONTOLOGY: a rigorous
all the relevant entities a

ORIGIN: the position ang

PAN TILT UNIT: a manig

f causing the amplitude, frequency, phase, or intensity of (a catrier way

pnge (derivatives) of a pose with respect to time: velocity, acceleration, g
h-readable identifier for an entity. Names are (usually) unique within a dg
on of opinion, an observation, or a criticismi-a remark. [NASA-PSD]

/CHEMICAL.: observation of the existence of certain chemical compour
bossibly discerning plumes.

in a world model that may include trees, vehicles, humans, rocks, etc.
ct information by measurement of the environment via sensors that pro
and exhaustive.organization of some knowledge domain that is usually
nd their relations. [WORDNET)]

orientation context of the coordinate system.

ufator with two orthogonal revolute actuators.

wer and while under any

e) to vary in accordance

er signal, the frequency of the signal wave usually being vety much lowegr than that of the carrier.

nd jerk.

main.

ds, biological agents, or

duce signals that can be

hierarchical and contains

PARAMETER: a variable. [NASA-PSD]

PAYLOAD: a device carried by a vehicle, usually in a bay or attached to a hardpoint.

PERCENTAGE: a part of a whole, expressed in hundredths. [NASA-PSD]

PERCEPTION: an unmanned system’s capability of sensing and building an internal model of the environment within
which it is operating, and classifying entities, events, and situations perceived in the environment.

PERIOD: the duration of a single repetition of a cyclic phenomenon or motion. [NASA-PSD]
PLANNING: The process to generate tactical goals, a route (general or specific), commanding structure, coordination,

and timing for one or more unmanned system. Plans can be generated either in advance by operators on an OCU or in
real-time by the onboard, distributed software systems.
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PLATFORM: the physical infrastructure of an entity.

POINT: a single group of coordinate values. A point normally represents a geographic feature that is too small to be
represented as a line or area. In a raster world model, it is represented as a single grid cell. In a vector world model, it is
represented as a single pair of coordinates.

POINTMAN: a human (soldier in the military domain) assigned some distance ahead of a patrol as a lookout. The
capability of an unmanned system to perform tasks analogous to a soldier pointman.

POSITION SYSTEM: the three measures of a three dimensional position. All position systems must be right-handed.

POWER PLANT: a mechanism that converts energy into propulsive power. Internal combustion engines, electric motors,
and nuclear reactors are examples of power plants.

PRINCIPAL: an entity ar{d its collection of authority.

PRINCIPLE OF LEAST AUTHORITY: only enough authority should be granted to an principle for it to fulfill its assigned
responsibilities

PROPERTY: a property pf an authority scheme that allows principles write access only to those fesources classified at or
above their clearance leyel. [MILLERO3P]

PROPRIOCEPTIVE: capable of observing changes in the position and ‘erientation in space and [motion of the unmanned
system.

PROPULSION EFFECTPR: a mechanism that converts propulsive power in to platform motion.|Tires, tracks, propellers,
screws, jet exhaust, legs] and feet are examples of power transfer mechanisms.

PROPULSION: the meghanism by which a platform is_mobile. Propulsion is produced by a pystem of power plants,
transmissions, and propuision effectors.

PYLON: an extension of|a hardpoint.

QUANTITY: one of a sef of quantities forwhich a standard (base or derived) unit is defined in [$I] and [NIST95]. [NASA-
PSD]

RANGE: numeric values|which ideftify the starting and stopping points of an interval. [NASA-PSD)]

RATE: the amount of change_ of .a measure per unit time. [NASA-PSD]

RATIO: the relation between-two-measures—with respectto thenumberoftimes-the-firstcontains-the second. [NASA-PSD]
REALM: a physical or logical space in which all entities of interest are unique.

RECOGNITION: the identification of something as having been previously seen, heard, known, etc. [DICTO07]

REMOTE CONTROL: a mode of operation of an unmanned system wherein the human operator, without benefit of video
or other sensory feedback, directly controls the actuators of the unmanned system on a continuous basis, from off the
vehicle and via a tethered or radio linked control device using visual line-of-sight cues.

REMOTELY GUIDED: an unmanned system requiring continuous input for mission performance is considered remotely

guided. The control input may originate from any source outside of the unmanned system itself. This mode includes
remote control and tele-operation.
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RESOLUTION: a quantitative measure of the ability to distinguish separate values. [NASA-PSD]

RESOURCE: an entity that requires knowledge of existence and granting of certain rights to access.

REVOKE: to take away a right from a principle.

REVOLUTE ACTUATOR: an actuator with range of motion in an arc.

RISK MANAGEMENT: general design processes to reduce the mishap occurrence probability and/or severity.

RISK: The relationship of a mishap occurrence probability and severity

ROTATION SYSTEM: the three measures of a three dimensional rotation. All rotation systems must be right-handed.

SAFETY: freedom from
equipment or property, 0

SCALE INTERVAL: an
resonance of a Cesium-1

SCOUT: also referred ta

esp. in preparation for military action; the capability of an unmanned system to perform tasks

scout.

SEGMENT: the physica
addressed.

SEISMIC: pertaining to §
SENSOR FUSION: a pr
and knowledge. Sensd

intelligence. The capabil

SENSOR PRODUCT: th

those conditions that can cause death, injury, occupational illness
I damage to the environment. [MILSTD882D]

observable, repeatable phenomenon obeying a definite law; such as
33 atom.

as unmanned scout or robotic scout: a person, aiteraft, or ship sent ¢

or logical subdivision or aggregation of, communication media. Segm

hock waves propagating through a planetary crust.
pcess in which data, generated by multiple sensory sources, are correla
r information, when fused, may yield immediately actionable con
ties are of four essential types: Detection, Classification, Recognition, an|

b data output of asensor; also the higher order result of various sensor

SENSOR: Equipment tha

means of energy or parti

SENSORY PROCESSI

signatures to detect, me
levels of abstractions, abe
temporal resolutions and

t detects, measures, and/or records physical phenomena, and indicates
les emitted, reflected, or modified by the objects and activities.

G: Camputing processes that operate on either direct sensor signals

damage to or loss of

Earth’s rotation or the

ut to obtain information,
analogous to a human

ents may be individually

ted to create information
nbat information and/or
d Identification.
rocessing steps.

objects and activities by

or on low-level sensory
broper resolutions and at

hsure, and C|aSSIfy entltles and events and derlve useful |nformat|on at

organlzed horlzontally with aSS|gned but coordlnated focuses

oroper relative spatial and

SEQUENCE: (1) an arrangement of items in accordance with some criterion that defines their spacewise or timewise
succession; (2) an orderly progression of items or operations in accordance with some rule, such as alphabetical or
numerical order. [NASA-PSD]

SET: a collection of items having some feature in common or which bear a certain relation to one another. [NASA-PSD]

SIGNAL: a discernable state or change of state in a communication medium that conveys information. A signal may be a
single bit or an entire message.

SLEW: see SLUE.
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SLUE: to turn about; swing around. [DICTO07]

START: an indication of the beginning of an activity or observation. [NASA-PSD]

STOP: an indication of the end of an activity or observation. [NASA-PSD]

TACTICAL BEHAVIOR: Maneuvering or plan of action designed as an expedient toward gaining a desired end or

temporary advantage.

TACTILE: observing objects that physically contact the unmanned system.

TASK: a named activity performed to achieve or maintain a goal. Mission plans are typically represented with tasks. Task
performance may, further, result in subtasking. Tasks may be assigned to operational units via task commands.

TEAM: a collection of en
TEAM OF TEAMS OR S

TEAMING: the linking tg
more difficult to do if the
maneuvers, which dem4g
distributed staff element
unmanned platforms ca
further requirements of
accomplishment of theseg
re-tasked easily to partic

ities for a particular task or subtask.
YSTEM OF SYSTEMS: grouping(s) of teams for a particular mission.

gether of platforms, forces, or systems to complete a mission or task g
units acted separately. The process is characterizedby distributed op
nds rapid synchronization, swift adaptation of plans_,and control measu
S, and direct exchanges between commanders across hierarchies. Fo
N be teamed to emphasize their complementary’ strengths. The unmg
being able to easily and quickly communicate their intentions, goa
goals, intended next action, and current problem areas. Additionally, th
pate in the current overall goal and to fit-into their new position in the org

TELE-OPERATION: a

and/or other sensory fegdback, either directly controls.the”actuators or assigns incremental goa
situations, on a continugus basis, from off the vehicle(@and via a tethered or radio linked control

unmanned system may

THIRD PARTY CONTR
someone other than the

TIME SCALE: the combi
TIME TAG: an infinitesini

TRANSMISSION: a med|

ode of operation of an unmanned,system wherein the human operatg

ke limited initiative in reaching the assigned incremental goals. [NIST-A

DL: control of one orfmore of an unmanned system’s payloads, sensorg
Linmanned system’s.controller.

hation of the-rate at which time passes (scale interval) and one or more f
al instaptin time, marking a point on a time scale.

hanism that multiplies propulsive power by a, possibly variable, factor.

ollectively that would be
erations and high tempo
res, flexible groupings of
r example, manned and
nned systems have the
Is, present state in the
ey have to be able to be
anizational structure.

r, using video feedback
Is, waypoints in mobility
device. In this mode, the
| FUS]

, or other capabilities by

oints in time (epoch).

TRANSPORT: a mechanism for communication that defines an addressing scheme and message encoding scheme.
Transports are often tunneled through other transports.

UNIT: a determinate qua

ntity adopted as a standard of measurement. [NASA-PSD]

VELOCITY: the first derivative of pose with respect to time, referred to as pose-dot.

VISUAL: electromagnetic sensing limited to visible and near-visible light.

WAVEFORM: the shape of a wave, a graph obtained by plotting the instantaneous values of a periodic quantity against

the time. [DICT07]

WAYPOINT: a location through which an unmanned system must pass, within a given tolerance.
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WIDTH: the distance between two sides of an entity. See also: HEIGHT, LENGTH.

WORLD MODEL: an unmanned system’s internal representation of the world. The world model may include models of
portions of the environment, as well as models of objects and agents, and a system model that includes the intelligent

unmanned system itself.

2.4 Acronyms

AFUS: Architecture Framework for Unmanned Systems

AIR: Aerospace Information Report

ALFUS: Autonomy Level
AS: Aerospace Standard
AUS: Autonomous Unde|
C2: Command and Cont
DAPS: Document Autom

DOD: Department Of De|

s for Unmanned Systems

rwater System
ol
ation and Production Service

fense

DOF: Degrees Of Freedpm

DUT1: Difference Betwe
ELT: Emergency Locato
EOD: Explosive Ordnang

ERA: Earth Rotation Ang

en UTC and UT1
Transponder
e Disposal

le

FAA: Federal Aviation Administration

GIS: Geographic Informg

GMT: Greenwich Mean T

tion System

ime

GOA: Generic Open Arc
GPS: Global Positioning

IDD: Interface Definition

ftecture
System

Document

IED: Improvised Explosive Device

IEEE: Institute of Electrical and Electronics Engineers

IR: InfraRed light

ISO: International Organization for Standardization

JAUS: Joint Architecture

for Unmanned Systems
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JPL: Jet Propulsion Laboratory

LADAR: LAser Detection And Ranging

LASER: Light Amplification by Stimulated Emission of Radiation
NASA: National Aeronautics and Space Administration

NBC: Nuclear-Biological-Chemical

NED: North-East-Down

NIST: National Institute for Standards and Technology

OCU: Operator Control Wnit

PKI: Public Key Infrastrufture

POLA: Principle Of Leas| Authority
PSD: Planetary Science [Data Dictionary
PTU: Pan-Tilt Unit
RF: Radio Frequency
SI: International System pf Units
TAI: International Atomid Time
TT: Terrestrial Time
UAS: Unmanned Air System
UAV: Unmanned Air Velficle
UGV: Unmanned Groundl Vehicle

UML: Unified Modeling Language

UMS: Unmanned System
UMV: Unmanned Maritime Vehicle

USV: Unmanned Surface Vehicle

UT1: Universal Time corrected for polar motion
UT: Universal Time

UTC: Universal Coordinated Time

UUV: Unmanned Underwater Vehicle

UV: Ultraviolet Light
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UXO: Unexploded Ordnance

VIN: Vehicle Identification Number

WGS: World Geodetic System

3. ARCHITECTURE FRAMEWORK FOR UNMANNED SYSTEMS

The domain of unmanned systems started with individual robots controlled by radio-control or tele-operation to networked
groups of systems (of various levels of autonomy) controlled by C2 centers. The Architecture Framework for Unmanned
Systems (AFUS) can be used to build architectures for any conceivable system (or system of systems) on the continuum
between these two extremes.

What is an architectur
and development of arch
3.1 Architecture of the
The architecture frame
architectures. The objed
form of architectural prin

quality attributes. The in
and features as describe

b framework, anyway? An architecture framework is a structure that s
itectures for systems.

Framework

vork provides the objectives, rules and infrastructure for the creat
tives are the high level attributes to be supported and-are described in

Ciples, given in 3.3, which are to be followed to ensufe the architecture fr
frastructure is described by a number of architectural views with prescr
d in 3.4.

upports the organization

on and use of system
B.2. The rules are in the
amework exhibits certain
bed types of information

Caq
(n

Interoperability AF

(quidelines)

ncepts
ouns)

Capabilities
(verbs)

US

Architectural Pringiples (rules)

@bijectives

The AFUS is divided i
interoperability. The Con
a future AS-4 ontology.

FIGURE 1 - ARCHITECTURE OF THE FRAMEWORK

nto three> views: one describing concepts, one describing capabiliti
ceptualView (the nouns) include: a lexicon of terms and concepts. This
The' Capability View (the verbs) talks about what unmanned systems

es, and one describing
orms the groundwork for
can do and is given in

conceptual framework t

s el L - St i AW Lol — M AN L i) bl -
s TTIS TTREeTOPCTAVNIY VIEW (U1 JUiUTiricsS ) idins dDUUL UTTE VdAalluus

across unmanned systems, see Figure 1.

3.2 Objectives

The architecture is to support the following objectives:

Support for all classes of unmanned systems,
interoperable operator control units,
interchangeable/interoperable payloads,

and interoperable unmanned systems.

spects of interoperability
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3.3  Architectural Principles

An architectural principle is a fundamental rule that applies to a large number of situations and variables. [W3C04] An
architecture simplifies the process of creating system designs by making, in advance, decisions about characteristics of
all systems designed for that architecture. An architect must follow certain principles when making those decisions so
they result in a consistent, coherent, and ultimately usable architecture. Likewise, an architecture framework simplifies
the process of creating system architectures. The principles used in creating AFUS are described in the following
sections.

3.3.1 Clear Semantics

Clear semantics means that it is clear from the representation what semantics are intended. For example, when

representing a time, the full semantics will include which time scale was used to obtain the time.

3.3.2  Orthogonality an|
Orthogonality is the cond

Separation of Concerns
otherwise unrelated. For
concerns of representin
authentication and positi

Another notable exampl
(e.g. which entities are ¢
separation will allow cha
mechanism are orthogor
3.3.3 Technology Indg
The unmanned systems
the community from taki

a technology is essentia
described in terms of the

3.3.4 Platform Indepemndence

A similar problem exists
specific type of platform
unmanned systems are

d Separation of Concerns
ept that two or more things will undergo changes independent of\one an

is the process of decomposition that isolates things to reduce coupling
example, a controller has to authenticate in order to obtain a position reg
g position and authentication should be separated 16 avoid coupling
DN.

b of Separation of Concerns is separation of(policy and mechanism. It
llowed to get position reports) and the mechanism to enforce it are no
nges to policy and mechanism independently without requiring changes
al to one another.

pendence

domain will evolve for many years. Depending on or favoring a specific
g advantage of technological advances that will change the way that pr
for solving a problem-today, the capability it provides should be abstra
capability, not directly on the technology itself.

concerning types of unmanned system platforms. Several standards hay
n mind, such as UGVs or UAVs. This framework must not favor one pls
not\physical, e.g. simulators. Some are not mobile. For those that 2

locomotion might be lig

bther.

between things that are
port from a robot, so the
the representations of

is essential that a policy
inextricably linked. This
to the other. Policy and

technology may prevent
oblems can be solved. If
cted out and the solution

e been developed with a
tform over others. Some
re mobile, their form of

y-other form imaginable by

researchers.

3.3.5 Mission Indepen

dence

There should be no assumed mission or restriction on types of mission that an unmanned system can carry out. It should
not be assumed that there will be a certain number or type of unmanned system or C2 system assigned to a mission.

3.3.6 Compute Capab

ility Independence

There should be no assumption about the number or types of compute capabilities available to an unmanned system.
Even far into the future, there will be unmanned systems with minimal compute capabilities, such as smart dust motes.
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3.3.7

Operator Use Independence

There should be no assumption about how an operator will, or should, use an unmanned system. Field expedient
solutions to unforeseen problems may require bending or breaking existing models of operator use.

3.3.8 Communications Independence

There are many methods of communicating, each with different characteristics such as bit rate, error rate, latency and
maximum distance. Different types of unmanned systems, different types of missions, and even different phases of a
single mission, may require different communications methods. No assumption should be made about how
communications will be carried out by the unmanned system.

3.3.9 Autonomy Level

Independence

Unmanned systems will
will involve communicati
levels of autonomy incre
hilltop H before local sun
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The Conceptual View is the collection of terms, definitions and attributes needed by the Architecture Framework. The
definitions must be clear and unambiguous. The concepts are basic and they correspond to several informal questions

as shown in Table 1 and

illustrated in Figure 2:

TABLE 1 - CONCEPT DESCRIPTIONS

Concept Topics
Identity Identification, Authority, Safety, and Autonomy
Composition | Platform/Vehicle, Communications Equipment, Sensors, Actuators, and Emitters
Knowledge Measurements, Detection, World Model, Time, Space, Mechanics, and Energy
Actions Decide, Plan, Team, Move, Actuation, and Environmental Effects
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FIGURE 2 - AFUS CONCEPTS

4.1 Identity

The Identity concept angwers the question, “Who am 1?” This concept is about the identification, authority, safety, and
autonomy of an unmanned system.

4.1.1 Identification

Any entity, such as an unmanned system or a Command and Control system, must have a means of identification.
Entities often have a human-readable name. In order to participate in authentication schemes, entities are issued
credentials that can help prove their identity. Examples of an entity name are: an air vehicle’s tail number, a ground
vehicle’s bumper number, or Vehicle Identification Number (VIN).

An authentication scheme consists of five elements: the entity, a distinguishing characteristic of that entity (its
credentials), a point of service the entity wishes to access, a proprietor of the authentication data, and an authentication
mechanism. An entity’s distinguishing characteristic is something it knows (password), something it has (token), or
something it is (biometrics). A point of service is an access point on a remote entity that offers a service. The proprietor
either issues the distinguishing characteristics (e.g. certificate) or agrees to use existing ones (e.g. password or
biometrics).
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There are three primary patterns for authentication schemes suitable for use in the unmanned systems domain: direct,
indirect, and off-line. In the direct and indirect patterns, the point of service has access to an authentication service which
may be based on secret or public cryptography. For a direct authentication scheme, the authentication service is local to
the point of service, for indirect, it is accessed remotely.

The off-line pattern is based on public cryptography provided by a public key infrastructure (PKI). PKI uses (independent)
certificate authorities (the proprietors in this pattern) who issue signed digital certificates to each entity that must
authenticate. Certificates are (encrypted and) exchanged in order to authenticate. [SMITHO02]

4.1.2  Authority
An authority is a right, delegated or given, to perform a specific action on a resource. A principal is the combination of an

entity, its authentication credentials, and its collection of authority. Credentials include a representation of a principle’s
authority. A designator i a representation of a resource’s existence and how to access it.

Authorization is the act |of granting or revoking authority. Authorization is considered dis¢retiopary if any principle can
transfer or grant authority to any other principle, it is non-discretionary if only certain entities can do so.

An authority scheme is g set of mechanisms and processes for authorization of prin€iples within g realm.

Ambient authority is a [characteristic of an authority scheme that allows{authority to be exgrcised without explicitly
presenting credentials. [Without ambient authority, a principle must explicitly select (and present) the appropriate
credentials when wishing to perform an action on a resource.
The Principle of Least Authority (POLA) states that a principle _should be granted only enodgh authority to fulfill its
assigned responsibilities| in other words, authority should be handed out only on a “need to do” hasis. POLA dictates that

designation should not alitomatically confer any authority.

Containment is a charagteristic of an authority scheme to“prevent unwanted transfer or delegatjon of authority from one
entity to another. Containment can not be achieved if:

e designation automat|cally confers authority«and designations can not be restricted; or

e an entity can use thq credentials issued,to another entity.

Stealth operations demgnd that entifies avoid divulging their existence. So an unmanned system must not respond to a
communication from an ¢ntity that(does not demonstrate sufficient authority.

4.1.3 Safety

Safety is an essential concept 10 all aspects of unmanned systems. A mishap might result from an unmanned system
encountering a hazard. The probability and severity of the mishap occurring together form risk. Risk management is the
act of reducing overall risk to a mishap risk acceptance level through mitigation and other activities.

Safety risks are part of any program's overall cost, schedule, and performance, but this is particularly true for unmanned
systems. Planning for safety during a system-design process is critical to avoid future mishaps, which in the case of
unmanned military systems can include loss of life, serious injury, and equipment damage, seriously jeopardizing mission
success. Safety engineering practices must be uniformly applied throughout the design process to manage, mitigate, or
eliminate identified hazards. [OUSD07]
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4.1.4 Autonomy

Autonomy is an unmanned system’s own ability of sensing, perceiving, analyzing, communicating, planning, decision-
making, and acting/executing, to achieve its goals as assigned by its human operator(s) through designed
Human/Computer Interaction or assigned through another system that the UNMANNED SYSTEM interacts with.
Autonomy is characterized into levels by the factors of mission complexity, environmental difficulty, and level of
Human/Computer Interaction to accomplish the missions. [ALFUS]

For an unmanned system to be autonomous, it must perceive the world and itself, be aware of the “values” in what it
perceives, communicate with the outside world, interact with its environment and other agents (other unmanned systems
or humans), maintain a knowledge base, have a decision making process, be able to make short-term and long-term

plans, achieve goals of v

arying degrees of import, and learn about itself and its environment.

The unmanned system n
make sense of it throug
meaning. Being able to
accurate and compreher

Beyond mere perception|
a human as an obstacle
others it has seen allow

well as itself and what infernal data it accesses actually means.

Communicating with the

than a nihilistic audiencé of one. By communicating with other agents directly or indirectly, the

nay perceive the world in many ways though hardware. Collecting those
N image recognition, auditory recognition, shape recognition, and so-ef]
fuse that data into a collective whole through sensor fusion allows the
sive understanding of the world around it.

the unmanned vehicle must be “aware” of what the things(ib perceives 2

is one thing, but knowing a human’s capabilities, its likely. behavior, and
he system to recognize it as a human. The same can be said for the en

outside world allows an unmanned system t@’jperceive the world as an

shape the world in ways
perception, just as a hu

Maintaining and updating a knowledge base allows the system to develop a memory of past
events it has experiencefd. Shapes, environments, maps; laws, and other information may then b

advance of a goal or
knowledge base, creatin

Making short-term and Iq
or complex strategy, ang
of an unmanned system
and agents not only allo
next plan or mission with

4.2 Composition

impossible to do by itself. Further, it allows the system to learn more al
an learns more about the world beyond‘his view by communicating with

ission. As new outcomés,io decisions are played, this information
j a perpetual “living document” of all the unmanned system has witnessg

ng-term plans in terms may play itself out through navigation, communig
a host of other problem sets. Setting a plan to achieve a goal or compl
Carrying oufiplans by using its knowledge base, perception, and recog
ws the unmanned system to fulfill its role, but also to learn from the e
more wisdom and care.

yte streams of data and
, allow the data to have
system to gain a more

ctually mean. Perceiving
comparing this human to
vironment it perceives as

active participant rather
unmanned system may
out the world beyond its
other humans.

objects it has seen and
e recalled on the fly or in
is then stored into the
d.

ation, evaluation, simple
ete a mission is the “job”
nition of its environment
kKperience to perform the

The Composition concept answers the question, “What am 1?” This concept is about the physical make-up of the
unmanned system: its platform, modes of mobility, types of sensors, available computational power, available fuel and
power, etc.

4.2.1 Platform/Vehicle

Physical unmanned systems have an infrastructure, or platform, that contains or supports the various devices,
mechanisms, and stores needed by the unmanned system.

A payload is a container or device that is (temporarily) mounted to a (typically mobile) unmanned system. Payloads may
be carried either internally in bays or externally on pylons or hardpoints. The unmanned system may eject one or more of
its payloads. A payload may be under the control of the unmanned system, the unmanned system’s controller, or be
under third party control. A payload may have self-contained communications capability or rely on the unmanned system
to relay communications. The unmanned system may hide or expose the existence of the payload. Under certain
circumstances, the payload may require and gain control of the unmanned system.
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The platform, or physical body, of an unmanned system has extents and a mass-balance. These may vary with the
configuration of the unmanned system. A payload may increase the extents and alter the mass-balance, thus changing
the mechanics of the unmanned system.

4.2.2 Communication Equipment

An unmanned system sends and receives signals (messages) to and from other unmanned system and C2 systems.
Entities must be known a priori or be discovered. Unmanned system can act as communications relay for other entities.
Communications characteristics can change during operations.

See [AIR5645] for background.

4.2.3 Sensors

Unmanned systems sen
ways to specific phenonm
processors, which prod
environment and can be

Sensor types include tg
sensors perform their de

se the world around them through a hardware interface, a sensofwh
ena in the environment. The sensor product is raw sensor data,cand is
lice increasingly higher-order sensor products. Sensor produets cod
used to reason about the environment.

ctile, proprioceptive, seismic, acoustic, chemical, electromagnetic, las
fection without effecting or altering the environment.ZActive sensors use

detect the reflection or other effect that emission has on the environment.

4.2.4 Actuators

An actuator is a mecha
robotic is made possible
rotation (revolute), orit ¢

The classic manipulator
a pan-tilt unit often used

4.2.5 Emitters

An emitter is anything th
LASER, loudspeaker, liq
so on. Table 2 lists poss

hical device that can change shape insresponse to a signal. Much of
by use of actuators. An actuator can*be a simple device that has line
AN be an articulated manipulator arm with many joints and links.

s an “arm” of a robotic systerused to position an end-effector. Anothe
to position a directional sensor or emitter.

bt can discharge a“substance or radiation into the environment. Examplg
Lid jet or disruptor or sprayer, ballistic weapons, launchers for various sg
ible emisgion types and Table 3 lists the possible delivery mechanisms.

TABLE 2 - EMISSION TYPES

ich responds in specific
delivered to one or more
fy information from the

ter, and vision. Passive

some form of emission to

what we think of that is

bar movement (linear) or

r common manipulator is

s include radio, RADAR,
If-propelled devices, and

Emission Type:
Acoustic
Liquid/Gas: Water, Pepper Spray, Paint
Electro-Magnetic: Heat, Radiation RF,
Light (Visible, IR, UV, Laser)
Particles/Solids: Smoke, Chaff
Munitions: Kinetic, Explosive

An emitter can be a hardware device that generates a signal via some form of electromagnetic or acoustic energy pulse
(a waveform), which is intended to convey information (via modulation) to a receiver. An emitter can also be a device that
discharges a solid object on a ballistic trajectory; drops objects by way of gravity (special case of ballistics); shoots a jet or
water or other liquid, a disruptor; etc. Most weapons fall into the class of emitters. But whether weapon or not, all emitters
require extensive safety precautions, both mechanical and procedural, in design and operation.
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4.3 Knowledge

TABLE 3 - DELIVERY MECHANISMS

Delivery Mechanism:
Radiation
Aerosol
Jet
Ballistic
Drop, Jettison, Eject

The Knowledge concept answers the question, “What do | know?” This concept is about the things an unmanned system

knows, stores, communi

ates, and reasons about. Inherent in all knowledge is a degree of un

ertainty which must also

have a representation th

4.3.1 Measurements
Measurement is the pro
NUMErous raw Sensor p
and a timer, can yield di
atmospheric variations.

The term quantity appe
meaning. A Measureme
4.3.2 Detection

Detection is a computati
includes various compt

generated expectations.
differences between sen

In order for an unmanne
For example, if an unma
to recognize roads, lane
raw sensor products, buf
also often needed so th
being detected.

4.3.3 World Model

}

bt can be stored and communicated with that knowledge.

cessing of raw sensor product within a customary unit which may ing
oducts. For example, the combination of raw sensor product from a la
stance traveled via the relationship of d=vt where v is¢he speed of light,

rs in several definitions from [PSD02] and has\been replaced with the
t is the result of transformed raw sensor data.into a quantity with an ass

pnal process resulting in correlation of raw sensor product within an a |
tational processes ultimately\resulting in correlation of sensed obs
It includes recognition of entities existing and events occurring in the

5ed observations and expectations can be used to update the world mod

d system to perform, Certain tasks, it must be able to recognize, or de
hned system is tasked to navigate through an urban environment, then t
s within roads,\other vehicles, etc. Detection is a high-level of sensory|
more often‘ises measurements processed from the raw sensor produc
bt the unmanned system can compare these measurements to templat

lude the combination of
ser emitter/receiver pair,
c, perhaps corrected for

term measure to clarify
bciated unit of measure.

briori ontology. Detection
ervations with internally
vorld and any significant
el. [ALBUS]

ect, objects and events.
hat system must be able
processing. It may use
s. A priori information is
bs of the object or event

A world model is a logical representation of the real world, internal to an unmanned system. It may include models of
objects, events, classes, tasks, agents, portions of the environment, and the unmanned system itself [ALFUS]. These
models are its best estimate of the state of the world based on data that is given to it a priori, as well as what it perceives
with its sensors and receives from its communication gear. The world model includes all of the knowledge that is
distributed throughout the unmanned system and sent from the unmanned system to another subsystem [ALBUS].

The world model is the intelligent system’s best estimate of the state of the world. The world model includes a database of
knowledge about the world, plus a database management system that stores and retrieves information. The world model
also contains a simulation capability that generates expectations and predictions. The world model provides answers to
requests about the present, past, and probable future states of the world. The world model provides this information
service to the behavior generation system element in order to make intelligent plans and behavioral choices. It provides
information to the sensory processing system element to perform correlation, model matching, and model-based
recognition of states, objects, and events. It provides information to the value judgment system element to compute
values such as cost, benefit, risk, uncertainty, importance, and attractiveness. The world model is kept up to date by the
sensory processing system element. [MEYSTEL]
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A geographic information system (GIS) is a system for capturing, storing, analyzing and managing data and associated
attributes which are spatially referenced to the earth. An important aspect of the world model is representing the data
spatially. This benefits the unmanned system when performing certain tasks such as path planning, navigation, and
target acquisition and tracking. Spatial components in a world model can be represented by points, lines, and areas. The
two most common methods of storing spatial data are called raster data models and vector data models.

The raster data model is an abstraction of the real world where the basic unit of data (points, lines and areas) is
represented using a matrix of cells or pixels. The raster model uses the grid-cell data structure where the geographic
area is divided into cells identified by rows and columns. In the simplest form, each cell of a raster data model contains a
value for the element. Any cell not containing a feature would have the value of "0". In more sophisticated systems, the
cell value is a label that links to the record as an attribute. The following information must be known when using raster
data:

e Grid Extent — the nuber of rows and columns of the grid

¢ Grid Resolution — the size of each grid cell

o Georeference Infornjation — the coordinates of the origin of the grid with respect to.some coofdinate system
, features are represented in the form of coordinates. jThe basic unit gf data (points, lines and
series of one or more coordinate points. For example a line is a collecfion of related points and

related lines.

In the vector data mode|
areas) is composed of g
an area is a collection of
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A line is defined by 3

e An area is defined by
The resolution of a vec|
represent the feature. H
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States).

When modeling spatial ¢
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raphic feature that is too

e is drawn.
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for data model combined with the size of the feature determines what basic unit of data will

or example, a lake could be represented as an area (by lines that ma
a point if the resolution of the data model is low enough (such as a
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E space; objects, roads, terrain, building, ortho-images, etc. all represen
te_consider these feature classes as different layers of geospatial dd

e up its boundary), or it
map of the entire United

a point, line or area in a
of geospatial data. For
[ distinct feature classes.
ta within the knowledge

store.

434 Time

Temporal measurements are among the most important concepts in the domain of unmanned systems. Time is measured
on a time scale using time tags, intervals, durations, and frequencies [NELSONO1].

Nearly all entities in the unmanned system domain will have its own clock. Therefore, time coordination problems must be
addressed. “A man with a watch knows what time it is; a man with two watches is never sure”. - Segal's Law

An important time scale is scenario time, used for running simulations and test scenarios. Scenario time is based on
some other time scale (usually UTC or GPS), but provides for pausing, resetting and resuming the epoch at arbitrary

points.

Temporal operators work on more abstract notions of time: always, eventually, next time, and until. [HALPERN95]
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A time scale has an observable repeating interval, such as the rotation of the earth or the count of resonance of an atom.
Marked at certain points along this continual scale are notable events called epochs. An epoch is equated with specific
time tag, for example midnight UTC January 1, 1970. Most time scales begin with an epoch chosen to correspond with a
specific time tag on another time scale.

The scale interval is either based on Earth’s rotation, Earth’s revolution around the Sun or constructed from some atomic
property. The most common scale interval in use is the International System of Units (SI) second. Based on historical
studies of Earth’s rotation, the Sl second was “made equivalent to an astronomical second based on a mean solar day of
86,400 seconds in about 1820.” [Nelson 2001] Today, the Sl second is defined as the duration of 9,192,631,770 periods
of resonance of the cesium 133 atom at 0° Kelvin. [NIST95]

While there are many defined time scales, the most familiar are Universal Time (UT and UT1), Global Positioning System

(GPS), International Atomic Time (TAIl), Terrestrial Time (TT), and Coordinated Universal Time (UTC).

UT, formerly known as (
Meridian (0° longitude),

and seasonal variations
Rotation Angle (ERA) is

GPS, TAIl, TT, and UTC
atomic clocks in the GP
atomic clocks. TT is defi
astronomy.

UTC is not based solely
need for a universal civil
second (by following TA
UTC is adjusted. Since
2006, twenty-three leap

breenwich Mean Time (GMT), has a scale interval based on Earth’s-ref
Sreenwich, UK. Unfortunately, UT has many fluctuations due to factors

UT1 is UT corrected for polar motion, making it suitable for.use in g
h set of stellar observations from which UT1 is derived.

are all atomic time scales, using the S| second as seale interval. GPS
S ground stations and GPS satellites. TAl is the statistical combinatio
hed to be the proper time on the geoid of the Earth.and is based on TAl

either on Earth’s rotation or on atomic clocks, but is a compromise betw
time scale that counts S| seconds, but is{very) close to UT1. The scale
). When UTC drifts too far away from»dT1 (the current tolerance is 0.9
972, the adjustments to UTC have been whole S| seconds, called leag
beconds had been added to UTC.

ation angle at the Prime
that include polar motion
recise navigation. Earth

time is implemented by
n of a large collection of
and is used primarily for

een the two. There iss a
interval of UTC is the Sl
S| second), the epoch of
seconds. By the end of

UTC is broadcast around the world encoded in radio,emissions. Also encoded on those emissions is an approximation of

the difference between U
All time tag and interval
representations must ing
scale interval used is me

435 Space

Spatial measurements a

TC and UT1 (DUT1) foruse in systems that need accurate (to 0.1 secor
representations must indicate the time scale used (e.g. UTC). All timg

icate the scale_ interval used (e.g. Sl second). Time data without indicg
aningless.

'e-also important concepts in the domain of unmanned systems. A coord

d) ERA data.

duration and frequency
tion of the time scale or

nate system has an axis

system, a position syste

m;Za_raotation chham, and a well-defined nrigin The nrigin must be d

pecified as being either

centered in a celestial body or at a fully specified position and orientation within another coordinate system. Coordinate
systems can be nested to an arbitrary degree, each one having an origin defined in its “parent” coordinate system.

A coordinate system is said to be inertial if it is not subject to “hidden” forces that would create acceleration of bodies in
that coordinate system. When a coordinate system rotates or is otherwise subjected to acceleration, bodies in that
coordinate system are subjected to that same acceleration, even if there is no apparent force being applied. A coordinate
system centered on the Earth is inertial if it does not rotate with the Earth.

An axis is a straight line with respect to which a body or figure is symmetrical. An axis system is made up of one or more
axis, each corresponding to a single dimension in space. Three axes are necessary to measure a three-dimensional
space. An axis system is orthogonal if the axes are mutually normal, that is if they are at right angles to one other.
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Handedness is an indication of the directions of positive measure on each axis. Each position system is either right-
handed or left-handed. The term handedness refers to the technique of holding the index finger, middle finger, and thumb
in such a way as to indicate the positive direction for the x, y and z axes, respectively. Handedness also gives an
indication of positive angular measures around each axis. If the middle and remaining fingers are curled, they indicate the
direction of positive angular measure around the z axis. For example, in a right-handed system with positive z measure
pointing away, positive angular measures around the z axis are seen to be in the clock-wise direction. All known
coordinate systems in use for unmanned systems and related domains are right-handed.

The position system defines the names and units for each of the three measures of a three dimensional position and the z
measure reference. The nature of each measure differs from system to system. For instance, spheroid coordinate
systems are often based on two angular measures and one linear measure, while Cartesian coordinate systems are
based on three linear measures. The reference surface for a position system is the definition of where a z measure has a
value of zero.

Three commonly used
handed.

bosition systems are spheroid, Cartesian, and North-East-Down (NED)), all of which are right-

Spheroid coordinate syg
describes an ellipse th
refinements to the surf
Geodetic System 1984 (

tems are based on mathematical models of a celestial bady‘(often Earth). The model usually

is rotated fully to extrude the surface of the spheroid. A) geoid is based on a spheroid with
ce model, usually taking into account local gravitation variations acfoss the surface. World
WGS-84) is a commonly used geoid definition.

neasured in meters. For

The Cartesian position
Cartesian position syste
measure is often aligned

A frequently used (in &
suggested by the name)
the y axis points East.

Along with position meag
rotation can be represen

ystem defines x, y and z (each on its like-named notional measure) 1
ms, one measure is chosen to point at or align with something of inte|
with the centerline of a mobility platform, but.it can also point North.

erospace applications) Cartesian position system is the North-East-

the x axis points North, the z axis-points down (normal to the surface),

ures it is often necessary {o knhow the orientation (or rotation) of an objeq
ted by three angles (Euler angles). The convention used for measuring

specified by giving the name, unit of measures(almost always radians) and the axis of rotation for

axes is essential to pres
often result in a complete

A commonly used con
measured in radians. He
followed by roll measure

ly different orientation.

ention is the Aerospace Set which names the angles heading (or
ading is ' measured around the z axis first, followed by pitch measured ar
I around the resulting x axis.

The specific position an

rest. For instance, the x

Down (NED) where (as
and (to be right-handed)

t. Any three-dimensional
the three angles can be
each angle. The order of

brve the meaning.-of the measures. If the measures are applied to a diffgrent order of axes, it will

aw), pitch, and roll, all
bund the resulting y axis,

orientation of a body in a coordinate system is called a pose

The size, or extents, of a three-dimensional object can be given by a set of minimum and maximum measures for each
axis. The height, length, and width represented by the extents can be interpreted as the difference between the maximum
and minimum measures on each of the x, y, and z axes.

The terms altitude, elevation, and height are often erroneously used interchangeably. The preference in this framework is
for altitude to be used for distance above (or below) the reference surface, elevation to be used for the angle from horizon
(as defined in 2.3), and height to be used for the vertical component of a body’s extents.

Depth (similar to altitude) is a measure below a reference surface and should be used for underwater measures.

For the measure of extents, the minimum must be less than or equal to the maximum. A zero thickness body can be
expressed with minimum equal to maximum for that axis measure.
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4.3.6 Mechanics

Many unmanned systems move or must reason about motion. The field of physics called mechanics deals with motion
(kinematics) and forces that cause motion (kinetics or dynamics). A full treatment of mechanics is beyond the scope of
this Conceptual View, but kinematics and elements of kinetics can be used to measure and reason about the motion of
bodies.

The forces from movement of the environment can affect motion to the platform. The velocity components are modified by
the environment motion resulting in a course, or heading. The vector from a pose to a desired position is a line of bearing,

which may differ from the heading due to environment motion.

4.3.7 Energy

Unmanned systems requ

Energy is used for powe
consumable and rechard

Consumable energy sol
reactants such as hydr
converted to storable en

Some characteristics of ¢
rate (nominal, standby
(nominal, standby and m

Energy source state can
lifetime and current oper

4.4 Actions

The Actions concept ans
unmanned system can p
4.4.1 Decide

A decision is a final prod

which is called decision
a task for execution/appl

ire energy and must carry consumable, stored energy for self contained

ring electronic and electrical equipment and powering mobility systems
eable storage mechanisms and energy conversion mechanisms;

rces include disposable battery cells, liquid hydrocarbon fuel for comh
bgen and oxygen, fissile material for fission reactars, etc. Energy c
brgy. Energy storage mechanisms include rechargeable‘battery cells, caj

bnergy sources are: fuel type, fuel unit, fuel capacity, fuel consumption rg
and maximum), operating temperature (ndminal, standby and max
aximum), and power output (nominal, standby and maximum).

include: current operating temperature,-current fuel and coolant temperg
btion times, and current energy capacity, current power output, current fu

erform to make changes in the world.

uct of the~specific mental/cognitive process of an individual or a group
makingi-therefore it is a subjective concept. It is a mental object and car
cation?

operation.

Energy sources include
ustion engines, fuel cell
hn be directly stored or
bacitors, and flywheels.
te unit, fuel consumption

mum), energy capacity

tures and pressures, the
el consumption, etc.

bwers the question, “What can | do?” This concept is about the logical and physical activities an

of persons/organizations
be an opinion, a rule or

Alt
art

$ caolact

roco ho o
tC—SCTeot

hamitivo n o
oGtV CPTroCtCS

Decision making is the ¢ on-ef-a—ceurse-ef-actiorameng-alternatives. Every decision
making process produces a final choice. It can be an action or an opinion. It begins when a system needs to do
something but does not know what. Therefore, decision making is a reasoning process which can be rational or irrational,

and can be based on explicit or tacit assumptions.

aloaadina i~
o TICaTmg—to

For most unmanned systems, decisions can be made at the navigational, communicational, and strategic levels.

At the navigational level, an unmanned system creates a route from a known origin to a known destination by gathering
known mapping information from its knowledge base and placing constraints that its awareness and knowledge
subsystems assign. Additionally, dynamic changes in the route allow for on-the-fly changes due to new information, which
will then assign weights and continuously update itself to build better routes based on currently available information,
which could change the route if need be. Furthermore, to get from origin to destination, the unmanned system will
miniaturize the route into a series of smaller nodes and edges, in a checkpoint-to-checkpoint fashion, to weigh “costs” to
minimize the overall “cost” of the route.
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At the communicational level, as the unmanned system communicates with other systems in either a team-oriented
environment or as an adversarial approach, the system may exchanged data at a high-level, deliver sensor data it
receives for a low-level sharing of information, or partially process the data along with some annotation of its contents for
a medium-level approach. Such communication allows unmanned systems to communicate ideas and develop strategies
at a higher level.

At the strategic level, the unmanned vehicle may develop strategies at a higher level. Goal achievement, mission
completion, and decomposing a selected task into a series of smaller steps allow for successful conclusion of its efforts.
442 Plan

Planning is the process of “thinking” about the activities required to create a desired future on some scale. In humans, this
thought process is essential to the creation and refinement of a plan, or integration of it with other plans. The term is also

used to describe the forn
teaming to distribute imp

At a navigational level, rd
from waypoint to waypoi
while optimizing and mal

At a tactical level, suddg
contingency plans or eny

443 Team

A team comprises any ¢

constitute a team. Therg are, however, many components that’'make up a team like manager

goal sharing, and missio

Teaming requires suc
achievement, and missiq

As the unmanned systein communicates wijth:other systems in either a team-oriented environm

approach, the system n
information, or partially
communication allows u

Sharing system awareng
lacks, sharing its perceq
level quickly by distributi

hal procedures used In such an endeavor, such as the creation of data o
prtant issues to be addressed, the objectives to be met, and the strategy

ute planning allows the unmanned systems a route from an origin‘to a d
ht or checkpoint to checkpoint at a medium level, and at a vector-to-veq
ing dynamic changes on the fly.

n dangers from active agents and the environmentmay make themsel
isioning “what-if” scenarios create the need for anlunmanned system to

roup of systems and people linked in a~=common purpose. A group in it
n sharing are all examples of unmanned vehicles in a team environment.

cessful application of communication,
n completion.

perception sharing, percepf

hay exchange data_at a high-level, deliver sensor data it receives fq

r ad hoc or premeditated
to be followed.

pstination at a high-level,
tor at a low-level, all the

es known, and enacting
meet these challenges.

self does not necessarily
and agents. Platooning,

on interpretation, goal

ent or as an adversarial
r a low-level sharing of

rocess the data along with some annotation of its contents for a mediym-level approach. Such

manned systéms to communicate ideas and develop strategies at a high

ss with.otheér unmanned systems allows unmanned systems to poll one
tion with others at some or all times, and even make decisions with ¢
ng-what it actually perceives rather than how it interpreted its perception.

er level.

another for sensor data it
ther systems at a group

When an unmanned system perceives itself, its environment, or other agents, it may wish to send all or partial data
available to all interested parties. Additionally, part of the challenge is in how much data may be transferred between
systems and how quickly. Performance measures may be necessary for critical decisions, and limited perception requires
less bandwidth for transferring data between systems. Similarly, some perception information may be pre-processed in
advance, depending on context. As a team, there is a natural synergistic effect in how awareness may be distributed
among its members. An unmanned system capable of data integration and fusion allow them to essentially combine its
perception data with that of others and makes independent and joint decisions.

Joint goal achievement and mission completion requires collaboration and coordination of unmanned systems.
Leaders/followers, managerial/staff, pointman/scout, unified whole, and other possible configurations allow unmanned
systems to pull together unique or duplicated capabilities to make more informed decisions in terms of independent and
joint tasks.
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444 Move
Mobility is the capability for an unmanned system to change its location or orientation under its own power.

Mobility requires one or more propulsion mechanism to convert stored energy into motion. Some propulsion mechanisms
are wheels, tracks, legs, wings, propellers, screws, rotors, jets, etc.

The geometry of the platform must enable the propulsion mechanism to produce the desired motion. A mobility platform
will often have multiple control surfaces that produce or alter motion. Air platforms typically have rudders, ailerons, flaps,
etc. Water platforms can have rudders, dive planes, etc. Even ground platforms can have control surfaces in certain
cases. Ground platforms are described by wheel, track, or leg configurations including track width, wheel base, number of

legs, etc.

The envelope describes
mechanism. These capa
pitch and roll of ground p

4.4.5 Actuation
Actuation includes articu
Actuation is the act of ¢

called slue with maximy
actuators to manipulate

the performance capabilities of the mobility platform when in a geon
bilities include maximum ceiling altitude and nominal cruise altitude-of
latforms, and maximum depth of underwater platforms.

ation, manipulators, and actuators in general.

ausing linear or angular motion by some mechanism (actuator). The
m and minimum slue limits, and maximum and-current slue rate. Uni
controls and surfaces, such as throttles, antenna masts, landing gear,

cameras, and manipulat¢r arms.

A manipulator is a chain

freedom (DOF). The nu
degrees of freedom.

A Pan Tilt Unit (PTU) i
another. One joint perfg
devices that must be “po|
Each leg of a legged gro
4.4.6 Environmental B

Environmental Effects a

hetry using a propulsion
air platforms, maximum

motion of an actuator is
hanned systems require
mobility control surfaces,

of links connected at joints with angular or linear actuators. A manipulator base is anchored on
the platform and has ong or more end effector. Manipulators are often described as having a giv|
mber of joints, the combination ‘of joint types, and their physical arrangement determine the

D

a specialized manipulator that typically has two angular joints whic
rms “panning”; the other performs “tilting.” PTUs are a common moun
nted” at arbitrary,pesitions within an arc around the unmanned system.
Lind mobilityplatform can be treated as a sequence of manipulators.

ffects

en number of degrees of

h are orthogonal to one
t for cameras and other

d/or pulling objects and

ter.the environment in some way. This includes grasping, pushing, ar
generating emissions su —H jssion fgtion or substance into the
environment that alters it in some way. Emissions can be classified by its type, the type and geometry of the target and
the delivery mechanism.

Moving alters the environment by repositioning some material from one location in the environment to another location,
One example is to move solids — usually achieved by pushing with a blade or articulation or picking/scooping, lifting and
placing/dumping with articulation. Another example is to move liquids or gasses — usually achieved by pumping or
blowing.

Cutting alters the environment by drilling or severing something in the environment, such as cutting along a line, drilling at
a point, or grabbing a sample and storing it in a storage receptacle on board the platform.

Clearing is the mitigation, neutralization, or removal of a radiation or substance in the environment. Examples include
decontamination of chemical, biological, radiological, or nuclear agents, and the disabling of mines or explosive ordnance,
and Improvised Explosive Devices.
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5. CAPABILITY VIEW

The Capability View is about verbs — what unmanned systems can do.

5.1 Discovery

Discovery is learning about nearby entities for the purpose of possible interactions. Discovery capabilities include, but are

not limited to, dynamic di

scovery of systems and their capabilities.

5.1.1  Scenario: Discover Remotes

<<precondition>>

{

Discoverer and Remole have access 10 same CommURIcations TNk,

<<postcondition>>

{

Remote added to list of Remotes heard;

}

Discoverer Remote

Query Identity()

Discoverer Cre

N e
N k!

- Report Identity() q L‘ "5 Verify Credentials*
entials* -

Discovering Remote sy

configuration file or database, and thus all’ known a priori. Or, the remote system might W

authenticated Query Ide
other entity listening on t

The remote’s identity is
of the communications li

‘ ¥ Report only if Discoverer cred
! > N and of sufficient authority;
N }

\

entials OK

N\
N
AN
\

Remote Identity
Remote Address™

FIGURE 3 - SEENARIO DISCOVER REMOTES

stems can occur gnjany of several ways. All remote systems mig

htity message_then reveal their identity and therefore their presence to
he communications link), see Figure 3 for illustration.

required. so the Discoverer can differentiate between multiple remotes.
hk, thesremote may need or wish to include its address in the Report Ider]

ht be listed in a static
ait for an appropriately
the Discoverer (and any

Depending on the nature
tity message.
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5.1.2 Scenario: Discover Remotes on Trusted Link/Network

<<precondition>>

{

Discoverer and Remote have access to same communications link;

}

<<postcondition>>

Remote added to list of Remotes heard;

}

Remote Discoverer

Broadcast or ! Report Identity i

Multicast F— == !

b
7
e
e
7
T T

Remotg Identity | |

Remotg Address™ }

|

FIGYRE 4 - SCENARIO DISCOVER REMOTES ON TRUSTED LINK/NETWPRK

If discovery is to take|place on trusted communications links, thetremote system could gnnounce itself and all
announcements overhegrd by the Discoverer can be added to its list of remote systems, see Figure 4 for illustration.

5.1.3 Scenario: Discoyer Capabilities

<<precondition>>

{

Discoverer knows the address and,identity of the Remote;

}

<<postcondition>>

{

Discoverer updates database of Remotes capabilities;

}

Discoverer Remote

Query Capabilities()

Report Capabilities() /l ‘

-~

T~

1 ~<

| (zero or more)

: Capability Descriptor

FIGURE 5 - SCENARIO DISCOVER CAPABILITIES

Another essential function is to provide a list of capabilities in a standard form. Requestors of that list can use it selectively
to request access to individual capabilities, see Figure 5 for illustration.
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5.2 Communication

Communication is about exchanging information with the world outside the unmanned system, as well as internally within
it.

5.2.1 Scenario: Establishing Communications

Information about number and type of communications resources, such as receivers, transmitters, antennas, pedestals,
emission types and characteristics, maximum links of each type, etc.

5.2.2 Scenario: Communication Relay

<<invariant>>

{
Remote controlled by Requestor;
Remote has multiple comm interfaces;

}

<<postcondition>>

{

Remote provides comm relay between relay 1 interface and either local interface or relay 2 interface;

! \%
Comm Reguestor \o Remote

T
|
|
—

Request Relay()
Relay 1 Comm Copfiguration -—T
Relay 2 Comm Copfiguration* Relay Granted()
Commuhications relayed ﬁ
L

FIGURE 6 - SCENARIO COMMUNICATION RELAY

Information about commpnication ‘relay capability, such as number and type of simultaneous relays. Some types of relay
are Full and Half Duplex|and Store and Forward, see Figure 6 for illustration.

Full Duplex relaying oc¢urs'in real time with reception on one communication link and transmission on the same or
different communication link. The two links may use different modes, frequencies, antennas, media, etc.

Store and Forward relaying is not real time and requires all message traffic to be stored locally on the unmanned system
to be later transmitted on the same or a different communication link.

5.3 Access
Control capabilities include gaining, transferring, and relinquishing access to systems and their capabilities.

Several essential concepts underlying this set of capabilities are Authentication, Authorization and Credentials.
Authentication provides a trusted means of ensuring a party’s identity, roles and organization affiliations. Authorization
determines what that party can and cannot do or know based on its Authentication. Throughout the following section
Credentials are passed about and verified. These Credentials are an abstraction that conveys via a trusted mechanism,
the party’s identity, roles and organization affiliations. The actual implementation details for Credentials, Authentication
and Authorization may differ from that depicted here, but the essential concepts will not differ.
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5.3.1  Scenario: Bootstrap Credentials
Most unmanned system elements have an ability to verify authentication credentials of remote entities and to maintain
schemes for verifying whether remote entities are authorized for controlling or gaining access. It is necessary to bootstrap
the unmanned system element with its own credentials and to configure the schemes for both verifying external
credentials and checking authorization.

Some unmanned system elements may have authorization bootstrapped only at the factory. Others may be field-
bootstrapped for increased flexibility.

5.3.2 Scenario: Gain Access

it

P

{

Requestor knows identity and address of Remote;

}

<<postcondition>>

{

Requestor has access to one or more capabilities on Remote;

}

Access Requestor
1
l
-
Desired Capability B Gain Access()
Requestor Credg¢ntials*  r———1 -
Requested Durafion* Access Granted() (2 Verify Credentials*

"> Verify Credentials*
-7 Respond only if Requestor
credentials OK;
Grant only if Requestor
credentials of sufficient
authority;

Access Gained()

| \ }

Remote Credentials*
Granted Duration*

FIGURE 7 - SCENARIO GAIN ACCESS

Access to a Remote’s dapabilities-allows one to request and receive information about or frofn those capabilities. For
instance, access to a Rgmotels Localization capability allows one to request the Remote’s Globpl Pose, either one time,
or to have the Global Pose-sent upon the occurrence of certain events.

Given sufficient authorization, it may be possible to gain access to some or all of a Remote’s capabilities. The first access
request is typically for the remote system’s list of capabilities. The requestor could also ask for access to all the remote
systems capabilities. Otherwise, the requestor must specify the exact capabilities to which it is requesting access, see
Figure 7 for illustration.

If not on a trusted communications link, it is desirable to send and verify credentials for sufficient authorization as part of
requesting access.

It is possible for either the Requestor or the Remote to specify a maximum duration for the access. The Remote can
respond with shorter access duration if necessary than the Requestor requested.

Access can be terminated in one of several ways. The Requestor can relinquish access. If provided, the access duration
can expire and cause the Remote to terminate access. Or, the Remote or its Controller can revoke access for a variety of
reasons.
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5.3.3  Scenario: Modify Access

<<precondition>>

{

Controller wishes to grant access to Remote to Third Party;

}

<<invariant>>
Controller controls Remote;
<<postcondition>>

Third Party has access to Remote;

Controller Credentia
Third Party |dentity
Duration

Remote Identity
Duration

The Controller of a Rempte can modify (grant or restrict) acCess to any of the Remotes capabili

}
Controller
I Third Party Remote 0
|
L . Coa
¥ Grant Access() f
—_—— 1
|
Access Granted()
Access Granted }
_ |
7
e
- 1
- |

FIGURE 8 - SCENARIO GRANT ACCESS

ies. The resulting grants

and restrictions are put ilmmediately into effect and are retained for later authorization checks, se¢ Figure 8 for illustration.

<<precondition>>

Third Party has access to Remote;

Controller wishes to révoke access to Remote to Third Party;
)<<invariant>>

Controlleficontrols Remote;

<<pesteondition>>

Third Party no longer has access to Remote;

}
Controller
i Third Party Remote
L T
Revoke A
Controller Credentials _ evoxe lccess() |
Third Party Identity |
Access Revoked()
|
i Access Terminated
— — — { Reason for Termination
(Revoked)
1
- |

FIGURE 9 - SCENARIO REVOKE ACCESS
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Each of a Remote’s capabilities may have an authorization requirement necessary for a requestor to gain access or
control of that capability, see Figure 9 for illustration.

5.3.4 Scenario: Event Reporting

<<precondition>>

Event for Criteria not already setup between Requestor and Source;

}

<<invariant>>

Requestor has gained access to Source;

<<postcondition>>

{

Source sends Events for Criteria until Event Cancelled;

}

Event Requestor

Create Event()

Event Source

Confirm Event()

Report Event()

lv//

Event Criteria
(one or more)
Requested Mesy

tage Content

Having access or cont
Information can be obtai
made for scheduled, periodic responses, see Figure 10 for illustration.

Report More Events...

Update Event

Time

7 Criteria Trigger*

(one or more)
Message Conten

Confirmr Event()

Report Event()

Report More Events...

FIGURE 10 - SCENARIO EVENT REPORTING

ol. fo~a Remote’s capability allows a Requestor to obtain informati

pon from that capability.

ned’/in a number of ways. A one-time request will get a one-time respons

p. Also, a request can be

Event criteria can be canceled.

54 Control

Control capabilities include gaining, transferring and relinquishing control of systems and their capabilities.
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5.4.1

Scenario: Gain Control

<<precondition>>

{

Remote not controlled by anyone;

}

<<invariant>>

Controller knows identity and address of Remote;

}

<<postcondition>>

Remote controlled by Controller;

}

Control over a Remote o
the controller, such as m

Given sufficient authoriz
Control is mutually excl
Figure 11 for illustration.

If not on a trusted commj
requesting control.

It is possible for either
Remote can respond wit

Controller Remote
T 1
L i
Controller Credeptials ___1 Gain Control -
Requested Durafjon Control Granted "™>) Verify Credentials

— S Su
~>» Verify Credentials ==

== \

Respond only if Controller credentials OK;
Grant only if Controllercredentials of sufficie}

M

ht authority;

\

Control Gained
\
\

Do stuff...
\
T D
! Remote Credentials
Granted Duration*

FIGURE 11 - SCENARIO.GAIN CONTROL

I one of its capabilities imparts the-ability to command the Remote to pern
aneuvering, changing configuration of sensors, shutting down, etc.

tion, it is possible to gain Control over a Remote, or one or more of its c3
sive, but control of individual capabilities can be delegated to one or

unications link it\is desirable to send and verify credentials for sufficien

he Requestor or the Remote to specify a maximum duration for the g
n shotter access duration than the Requestor requested.

form actions on behalf of

pabilities. Once granted,
more Third Parties, see

t authorization as part of

ontrol. If necessary, the
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5.4.2 Scenario: Terminate Control

<<precondition>>

{

Requestor has gained control to Remote;

}

<<postcondition>>

Requestor has no control to Remote;

}

Controller

Control granted for
for grantegdusation-or

|

Terminate Control()

until expligitly terminated.

Control can be terminatgd in one of several ways. The Requestor can relinquish control. If provi
can expire and cause th¢ Remote to terminate control. Control of the remote might be overridder

(Revoked, Expired, Requested)

\_' Control Terminated()

‘J Reason for Termination

FIGURE 12 - SCENARIO TERMINATE CONFROL

Or, the Remote can revoke control for a variety of reasons, see Figure 12.for illustration.

54.3

Scenario: First Rarty Control Transfer

<<precondition>>

First Controller controls Confrolled Remote;

First Controller wishes to'transfer control of Remote to Second Controller;

<<postcondition>>

Second Controller controls Controlled Remote;

ded, the control duration
by a Second Controller.

2nd Ctlr Credentials ﬁ

~
Remote Identity ﬁ

}
First Controller
[
i Second Controller Remote
|
18t Ctir Credentiafs | = Prepare Transfer Control() H
Remote Identity — =\ _ L
Remote Address b Transfer Control Ready() "> Verify Credentials
B ‘::) Verify Credentials | | T==—__ _
«~--- o TT=a
2nd Ctir Identjty Prepare Transfer Control() Te-—
- [ =
[
Transfer Control Ready()
B Transfer Control
Remote Identity __ L 0
Gain Control()
=TT ool T ted "7, Verify Credentials
2nd CtIr Credentials -——T% onirol Termigated() ~< -
Requested Duration* Control Granted() =~
=== - K ~ Reason
Control Transfer Complete() 2 Verify Credentials S
T SN
1 ~
~ 1
1

Remote Credentials
Granted Duration*

FIGURE 13 - SCENARIO FIRST PARTY CONTROL TRANSFER
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The Controller of a Remote will occasionally need to allow another Party to control the Remote. This can occur under a
wide variety of circumstances, such as when Remote crosses a jurisdiction boundary, or when the Controller is
compromised and can no longer effectively control Remote, etc.

First Party Control Transfer is a three-way handshake between the First Controller, the Remote, and the Second
Controller. Both the Second Controller and the Remote must be alerted that a transfer is going to take place. The Remote
must be informed of who the new Controller will be and Remote and Second Controller must establish trust, see Figure
13 for illustration.

5.4.4 Scenario: Second Party Control Transfer

---------- .
(: Overview ) <<precondition>>

T
First Controller controls Remote;
Second Controller wishes to take control of Remote;

}

<<postcondition>>

Second Controller controls Remote;

}

$econd Controller

} Eirst Controller }0{3
i ‘ \NA
Remote Identity | Prepare Transfer Control } _L
2nd Ctir Credentials T ) .
Transfer Control Ready() ___- Verify Credentials
T >, Verfy Credentials | | LAy T T |~ — 1 1st CtIr Credentials
-
Prepare Transfer Control()
2nd Ctir Credentials 1 } {
Transfer Control Ready()
Gain Contr'd|('
2nd Ctir Credentials B Control Terminated 772> Verify Credentigls
Requested Duration* K-~
Control Granted() =~
— N Reason
_ 2> Verify Credentials >
. S AN
Remote Identity Control Transferred ~
Remote Credentials
Granted Duration*

FIGURE 14 - SCENARIO SECOND PARTY CONTROL TRANSFER

A second party will occ aiuua”y need-to-take—controt-ofaRemote away fromthe—First-Controfler. This can occur for a
variety of reasons, such as for a change in authority structure above the Remote.

Second Party Control Transfer can either be a three-way handshake with a responsive, cooperative First Controller, or a
two-way handshake if the First Controller is unresponsive or uncooperative, see Figure 14 for illustration.
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