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1. SCOPE:

This SAE Aerospace Information Report (AIR) provides an overview of the issues relating to the
support and supportability of software in computer-based systems. It has general applicability to all
sectors of industry and commerce and to all types of equipment that contain software. The
software support issues and activities summarized in this report are reasonably easy to
comprehend. The reader should not be mislead into believing development of supportable
software is easy to achieve. The target audience for the document includes software acquisition
organizations, developers, supporters, and end-use customers.
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In [COOGAN], several systems supportability principles were outlined. These principles of
supportability do not explicitly include or exclude software, but the following paragraphs provide a
context for software supportability principles within this context of system supportability.
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3.1.1 Principle 1: Software Supportability is a Systems Performance Parameter: Software support is
an essential element of the overall support for any system that has a software content. The
support and supportability of software should be viewed as an integral component, in both
functional and physical terms, of the equipment or system in which the software operates.
Hence, although software has technical characteristics that are distinct from hardware, any
assessment of software support requirements should be considered in the light of what is
necessary over the full life-cycle for the complete system to meet availability, reliability,
maintainability, and performance requirements. The composite system supportability should be
a measurable, allocable, and predictable parameter for the overall performance effectiveness of

3.1.2

3.1.3

systems or

equipment.
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a. Support Coneept: a strategy or model for how software support of a systeém is to be
accomglished, including the locations, activities, facilities, and resources 11hat will be
required-

b. Support Areas: a grouping of major software support task activities by operational field

support (e.g., installation, backup, failure reporting, recovery, data loading and unloading,
training); modification support (e.g., maintenance tasks, configuration management); and,
logistic management support (e.g., problem reporting & corrective action, configuration
control of releases, release distribution, operational field help desk).

Supportability Characteristics: attributes of software processes (e.g., development,

transition, operation, support), products (e.g., documentation, source code, test suites), and
environment resources (e.g., facilities, support systems, support personnel) that enhance
the capability to support software.
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3.1.3 (Continued):

The support concept, support areas, and supportability characteristics provide a comprehensive
view of the information necessary to adequately define, acquire, implement, and sustain the
support infrastructure for the software components of a system.

3.1.4 Principle 4: Software Supportability Analysis Methods Apply to Public and Private Sector
Systems: Existing methods and techniques for supportability analysis can and should be
applied to both public (e.g., government) systems and private (e.g., industry) systems. Typical
analysis methods include: Failure Mode, Effect, and Criticality Analysis; Fault Tree Analysis;
Reliability G T ; T ) nalysis; and so
forth. The methods and techniques used will vary based on the system and, specifically, the
influence of the software components and their desirable support concept, support areas, and
supportabilfty characteristics. The application of such methods and techniqu¢s may require
some interpretation to be most effectively applied to a system that«ncludes both hardware and
software cgmponents. New methods and techniques to address certain software-specific
support issties and hardware-software component trade-offsare needed for
private systems.

3.2 Background pn the Need for Supportable Software:

In order to erjsure a system can meet operational.expectations at a time when pperational
change is stgndard and timely support task response is critical, the software components of a
system must|be adequately supported. In many cases, the only responsive mgthod to meet
constantly changing threats or enterprise business modifications is to modify the system’s
software components. Since software.is-such a pervasive part of systems, thefe must be
provisions to [ensure any loss of software operational capability can be restored in a timely
manner. And, with cost such an_important part of effective business managemgnt, software
support cost must be optimized:This section reviews some of these issues thgt focus on the
need for supportable software.

3.2.1 Software Flinctionaljty<ds Fundamental to Most Systems: Software is now thg predominant
means by which functionality is provided in modern business, industrial and njilitary systems.
This functignality.may be of a nature whereby it is highly visible to a human operator or it may
be internal [o-the system with no visible externally observable effect. Howevar, there are very
few, if any, business-seetors-where-the-use-of-seftware-isnoetintegrated-at-seme point into

operating processes.

3.2.2 Supportable Software is Critical to System Evolution: The flexibility of software as a design
medium is of great potential benefit to all business sectors. The dynamics of a changing
operational environment can be rapidly incorporated into computer-based management
systems and other support tools to maintain and enhance a business'’s efficiency and
effectiveness. However, despite the capability to more readily change a system through
changes to its software components, the embodiment of change to software in a complex
system is still a significant task that involves highly expensive resources and skilled personnel.
The consequences of failures or inefficiency within this process can be severe to both
developer and customer. Hence, software support and supportability are seen as vital issues
for cost-efficient systems evolution.

-4 -

Distributed under license from the IHS Archive



https://saenorm.com/api/?name=f0e5bba840c06904892db24d4bd462b5

SAE AIR5121

3.2.3 Software Supportability Influences Design: Supportability should always be a distinct concern
in the design approach for any software item, which will itself be an integral aspect of the
systems development process. However, the importance of supportability will depend on the
functional role of the software within the overall system, the system purpose itself, and the
likelihood of system evolution over time. There are many products in the commercial and
domestic sectors where the role of software is embedded within the functionality of an overall
system or equipment and where the product is planned to have a relatively short-term existence
before it is superseded. In such cases, software supportability may be secondary to instituting
a design and development approach that facilitates minimum time and cost to market for a fully
functional and reliable product. For systems where the software is highly interactive with the

human us

N .
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The requirements capture for a new system should include supportability and support concept
analyses and trade-offs for any expected software deliverables. The support concept is
principally influenced by the scope and volume of support task activities required in the areas of
operational use, product modification, and logistic management control. Supportability
characteristics of the process, product, and environment support factors determine the extent to
which the planned/required task activities can be achieved. The results of supportability analyses
influence how the system (including hardware and software) can be best designed and built to
accomplish planned operational use and satisfy support requirements using identified logistic
management controls. The effectiveness of the implemented support system is improved
through an iterative review and validation process that extends throughout system development

and fielding.
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3.3 (Continued):

The derivation of a software support concept for a system should be an early project activity,
since this will have an impact on system supportability requirements and may influence the
design of the high-level software and/or system architecture. A support concept may initially be
fluid for a developmental project. As the system engineering process proceeds, derivation of a
well-defined support concept provides assurance that:

a. Support requirements are satisfied,
b. Establishment of actual support resources is effectively planned and implemented; and,

c. Life-cycl
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hess to customer functional and time-to-market requirements. To
t or make support more effective often requires increased cost to
nt process and product quality. This-trade-off may delay initial tim
ty analyses must provide guidance for a support concept that balg
duct quality, support responsgiveness, and life cycle cost elements

e support concept issues’become more varied as system comple
vhere users are distributed (whether via data networks or in physig
business has a critical dependence on system availability and p

pability, and periodic software updates to accommodate functional
htures. Samte of the major elements of a support concept are outl
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support resources (personnel and systems) and hence the support cost. A particularly
important part of the support task frequency is based on the number of software product
modification requests and the period of time between planned product releases that
implement solutions to the requests. A customer may have a specific requirement for
product updates to be available at a set frequency, or such updates may be planned
because of previous historical information. A balance is required between the benefits of
offering customers regular opportunities to make performance and functional
improvements, and the higher support costs when the frequency of these opportunities is
increased.
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3.3.1 (Continued):

b. Support Task Load: The resource (e.g., personnel, support system) time to complete each
support task required to satisfy customer operational or modification needs constitutes the
support task load. The support task load drives the need for support resources (personnel
and systems) and hence the support cost. The support task load along with the support
task frequency determines the calendar time cost of the support task.

Support Level/Location: Support level/location is concerned with where support for a

software item would best be located, either in the field, at an intermediate facility or at a
contrac | TOTT 1 | ifi

required to satisfy operational and modification needs, the required respo

develoq
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Suppor

facilitied
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(1)

(2)

(3)
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ing and fielding updated software products, and the benefits.of co
development/support resources. Those support tasks, personnel
lity resources that are needed at each support level/lo¢ation are p
definition.

Resources: Support resources include the personnel, support sy
that are necessary to accomplish the supparttask activities. Theg
of the support resources that should be included in the supportah

htractor Support. Contractor-provided support will normally be the
for software that is expected to be particularly sensitive to operat

ca

Cuptomer Participation. A'software support concept may require an
int¢grated 'intelligent customer' resource to participate in such functic

an
the

res

Ve
an

\nge requirements, the customer, may wish to establish an in-hous
ability or enter into some form 'of joint resource arrangement with

lysis/specification #prototyping and so forth. Where such an appr

ources.
ndor<Support. The use of Commercial-Off-The-Shelf (COTS) so
integrated part of the operational software system and the associz

support tasks
nsiveness in
llocation with
support systems,
art of the support

stems, and
re are several key
ility analyses.

default option,
onal/business
e support

the supplier.

element of
ns as change
pach is planned,

trade-off analysis should consider the options for physical integration of customer
andl supplier faeilities and the most cost-effective balance between th

eir respective

tware product as
nted support

havn cariaiic oAt aamcaiAn~nc Th + la

toarma nmavy

Fhe-extentthat 0TS software

product is used will dictate much of the support concerns. Since COTS vendors are
typically in business to provide their software product to more than one customer, it is
highly likely that their software product will be updated frequently to accommodate the
many improvement needs for all their customers. The frequency of the updates and
the nature of the updates may not be of value (in fact, may be a very costly support
factor) to a given customer. And, failure to integrate the updates may invalidate the
vendor support agreement.
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3.3.1 (Continued):

(4) Shared Resource Utilization. A developer will often be in the situation of supporting a
fielded product while simultaneously carrying out further development of a related
family of products, or of entirely new products using the same development facility. In
this situation there may be conflicting demands on resources, and judgments will need
to be made on the commercial benefit of additional resource investment.

e.

Intellectual Property Rights (IPR): The business failure of a COTS vendor can have very

serious consequences for a customer, even if appropriate escrow data rights and

service

agreemEnt. The extent to which contingency measures are explored in th
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ications of the software’s IPR becomes a;major support contracty
cess rights, such as establishing an eserow capability for vendor-S
pftware, is also a major concern. In any situation where a custom
e normal usage rights for a software<product, or where the use of g
an the original developer will be-a consideration, a legal understar
software support actions must-be established. Any such constra
I and assessed prior to contract award for software development

Upport Tasks and Initiator Events: For any computer-based syste
lifferent situationsthat could initiate the need for software support
to examine suchysupport initiators and their consequent support
me that equipment design alternatives are being considered. The
pat may ipitiate software support task activities should be grouped
eration;ymodification, and logistic management support impact. A
pportdnitiator groups should be defined against which the support
software item may be determined. These initiator groups should b

perty Rights

e supportability
atively high risk
impact on system
bre are suitable
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Lisition of the necessary data rights by an alternafive support agency.
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use and mission capability. Some of the software support tasks and possible initiator events
are illustrated in Table 1.
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TABLE 1
Support Area Support Task Support Task Initiator
Operational Installation Release Distribution
Data Load and/or Unload Mission Preparation/Completion
Backup Preventive Maintenance Schedule
Failure Reporting System Failure
Recovery System Failure
Training Personnel, System, Software,
Procedures, Update
Modification Corrective Maintenance Software Failure

Perfective Maintenance

Adaptive Maintenance
Configuration Management

Logistic Management  Release Replication

Release Distribution
Installation of COTS
Help Desk Management

Change in customer functional or
performance requirements
Change in hardware or COTS software
Completion of:New SW \fersion

Field Loss/of System & Backup
Release‘of New SW Vergion

Release Distribution
FieldyProblem Query

3.3.2 (Continued):

Defining inifiator groups, conducting supportability analysis, and identifying ap appropriate
cept may be carried out iteratively during the development phase|(and even the
ise) of a project. Each iteration should build on the previous analysis and use the
odify or validate the evolving software support concept. At the eafliest project

support cor
support pha
results to m

stage, an
The aim s%

delivery ch
in satisfying

3.4 Software Suy

In broad term
is a different

alysis of support initiators should be undertaken as part of requirements capture.
uld be to ensure that.the software design approach takes accourjt of what post-
nges may be anticipated. The support capability must be responsgive and efficient

customer needs) and maximize the return on investment of suppprt resources.

port Proeesses:

S, software support is a natural extension of software development. However, there
emphasis with change implementation being the dominant enginegring activity. The

managementTole alSo changes accordingly, To provide product support arrangements through
the procedures and logistics of a customer/supplier interface.

3.4.1 Logistic Management Aspects of Software Support: The prime activities in the logistic
management infrastructure for software support include: a system for problem reporting and
corrective action processing; procedures for configuration control of product baselines; the
delivery, installation and check-out of software/data updates; and, the provisioning for user
support (e.g., through training and documentation). In addition, these software management
support activities must be integrated within the context of similar system-level support activities.
The logistic management activities of software support are covered in more detail below.
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3.4.1 (Continued):

a. Problem Reporting and Corrective Action: Problems in the form of apparent faults in
existing software, requests for new functional features, or modifications required by
changes in the operational environment, must receive appropriate management attention.
Problems and change requests should be documented in standard formats that provide a
clear and complete understanding for system/software engineers of the nature of the
problem to be investigated, or the new capability that is required. The compilation of such
information may require close interaction between supplier specialists and the customer,
and each such instance should be identified and tracked through the configuration control

arrang
reporting and corrective action activity that provides more rapid response
gueries|concerning software operational problems.
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, Installation and Check-out? Logistic management also coordina
delivery, installation and.¢heck-out to ensure adequate operationd
at each operational site or at intermediate support sites. The outy
e modification andconfiguration management processes is a fully
b release package, ready for delivery to field sites and users. The
rment supportirequired for packaging, transportation, installation,

bending ondhe nature of the system. In some cases it may be enf
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major spftware updates to networked systems, there may need to be site-
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installation and check-out function.

part of the

User Support: Any new software release may involve training and/or documentation for
users, to ensure effective operational use of the updated functionality. Training materials
and user manuals should therefore be maintained under configuration control throughout
the life of the software to which they relate. When a software release is planned, the
implementation of any necessary new or revised training and documentation should be
scheduled to ensure that users are fully prepared and supported once installation and
check-out are completed.

-10 -

Distributed under license from the IHS Archive



https://saenorm.com/api/?name=f0e5bba840c06904892db24d4bd462b5

SAE AIR5121

3.4.2 Engineering Aspects of Software Support: The engineering process within software support
involves taking change requests from various sources, analyzing the requested changes for
implementation feasibility, developing updated versions of configured software items and
associated documentation, testing the revised software, and issuing the versions as production-
standard software ready for system installation. Such versions normally implement one or more
change requests in a ‘block release’, with the priority for embodiment of individual changes
being determined by customer needs and support resource capabilities. This engineering
support activity should take place within a formal environment of configuration management
and modification processes for the software and its parent system.

a. Softwarg Configuratior agement. Software configuration management identifies,
controlg, tracks the status and audits implementation of all design changgs to a software
item. Qnce the software modification process has completed the embodiment and test of all
changeg in a new block release, the updated software products are turne¢l over to software
configufation management for final configuration builds and formal release as specific

viarl

product|‘versions’ by the relevant configuration control authority. The sof
authoritly that interfaces with logistic management configdration control wi
software and/or system configuration control board --.a‘formally constitutg
reviews| change requests, authorizes and schedules the embodiment of ¢
releasep the implemented changes for use by users: A key aspect of the
configufation control board is to determine chatige priority, i.e. how quickl
change|needs to be available to users. Typical definitions are: emergenc
release|required), urgent (interim release required in the near future) and
scheduled release is adequate).

Software Modification: The software modification process embodies desi
software product baseline, as allocated through configuration manageme

ware control

I normally be a
d body that
hanges, and
role of a

Iy a requested

y (immediate
routine (next

jn changes into a
nt procedures.

The engineering activities involved in software modification -- e.g., change analysis,

implementation, integratedhtest, and logistics release -- are broadly comm
different system types, @lthough the actual tools and methods used are sy
and may vary widely;.\The support tools and methods will normally be cor
develogment tools-and methods.

Support Systems and Facilities: To maintain product consistency, softwa
generally-carried out using similar technlcal facilities to those employed fo

on across
stem dependent
npatible with

re modification is
r initial

development:

CAT Y

'ms and physical

facilities may be extensive and include speC|aI Iaboratory equipment or test/simulation rigs.

The procurement and installation of such facilities for the support function
complex planning and management task.

may present a
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