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FOREWORD

This SAE Aerospace Information Report (AIR) by the G-11AT (Automation and Tools)
subcommittee of the SAE G-11 RMS Committee, examines in detail the failure mode,
effects and criticality analysis (FMECA) and how it relates to concurrent
engineering. FMECA is probably the most labor intensive analysis performed by any
of the RMS disciplines. The report outlines the FMECA process and the users of
the FMECA as it is currently performed and indicates the various requirements
which the analysis satisfies. Suggestions are made on which parts of the current
process could be automated and how this may be accomplished. Finally a set of
recommendations are given for integrating FMECA automation into the concurrent
engineering process.
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2.2.

.1 Reliability, Maintainability & Supportability Guidebook (Ref. ISBN

SCOPE:

This AIR by the G-11AT (Automation and Tools) subcommittee, examines the
failure mode, effects and criticality analysis (FMECA) requirements and
procedures as performed on current and earlier vintage engineering programs.
The subcommittee has focused on these procedures in relation to the concurrent
engineering (CE) environment to determine where it may be beneficial, to both
FMECA analysts and users, to automate some or all of the FMECA processes.

Its purpose is to inform the reader about FMECAs and how the FMECA process
could be automated in a concurrent engineering environment. There is no
intent on the part of the authors that the material presented should become
requirements or specifications imposed as part of any future contract.

The repprt—is—structured—to—inctude—the—fottowing—subjects—

A FHECA overview

The|current FMECA process

FMECA in the concurrent engineering environment
FMECA automation

The|benefits of automation

o QO Ow

REFERENCES:

The following publications form a part of this specification to the| extent
specifigd herein. The latest issue of all SAE“Technical Reports shpll apply.

SAE PuI]ications:

Available from SAE, 400 Commonwealth \Brive, Warrendale, PA 15096-0p01.

1-56091-039-9). By SAE G-11-RMS Committee.

.2 ARP926 Fault/Failure Analysis Procedure, (SAE Aerospace Recommenfled

Practice) Revised 11-15=79. By: SAE S-18 Ad Hoc Committee to updpte ARP926.
Military Publications:

Available from Standardization Documents Order Desk, Building 4D, 00 Robbins
Avenue{ Philadelphia, PA 19111-5094.

.1 Procg¢dures/for Performing a Failure Mode, Effects and Criticalitly Analysis

(Ref}] MMi1-Std-1629A). By Department of Defense.

2 Reliability Program for Systems and Equipment Development and Production
(Ref. Mii1-Std-785B). By Department of Defense.

.3 Military Standard System Safety Program Requirements (Ref. Mil-Std-882B).

By Department of Defense.
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2.2.4 Potential Failure Mode and Effects Analysis in Design (Design FMEA) and for
Manufacturing and Assembly Processes (Process FMEA) Instruction Manual by
Ford Motor Company, September 1988.

2.3 Other Publications:

2.3.1 Memorandum for Secretaries of the Military Departments-- Subject:
Concurrent Engineering - A Total Quality Management Process. By: Dr. R.
Costello, OSD/USD(A), 9 March 1989,

2.3.2 Results of the Aeronautical Systems Division Critical Process Team on
Integrated Product Development. By: Lavern J. Menker, Deputy Chief of
Staff, Integrated Engineering & Technical Management, November 1990.

2.3.3 Nonsg

Yot te—PartsReHabtHty Data 1891 HPRI=5T—By—RetratH]
Anallysis Center, Rome Laboratory, Griffiss AFB, NY 13441-5700,2

2.4 List df Acronyms:

FMEA
FMECA
G-11
G-11CR
ILS
IPD
IPT
JAA
LCC
LCN
LSA
LSAR
M
MIL-HD
MIL-STD
MTBF
NASA
00DB

PC

PDR
PHS&T
QA

Artificial Intelligence
Air Force Systems Command
Built-in Test

Civil Aviation Authority
Computer Aided Design
Computer Aided Engineering

Computer-aided Acquisition and Logistics Support

Critical Design Review

Concurrent Engineering

Change in Design

Department of Defense (U.S.)

Federal Aviation Administration (U.S.)

Failure Mode and Effects-Analysis

Failure Mode, Effects)and Criticality Analysis
SAE RMS Committee

SAE G-11 Computerization of RMS Subcommittee
Integrated Logistics Support

Integrated Product Development

Integrated Broduct Teams

Joint Airworthiness Approval

Life CGycle Cost

LogiStic Support Analysis Control Number
Logistic Support Analysis

Logistic Support Analysis Record
Maintainability
ili ok

ity

May 1991.

U.S. Military Standard

Mean Time between Failures

National Aeronautics and Space Administration
Object Oriented Data Base

Personal Computer

Preliminary Design Review

Packaging, Handling, Storage and Transportation
Quality Assurance
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2.4 (Continued):

R Reliability

RCM Reliability Centered Maintenance

RLA Repair Level Analysis

R&M Reliability and Maintainability

RMS Reliability, Maintainability and Supportability

RPN Risk Priority Number

S Supportability

SAE Society of Automotive Engineers

STEP STandard for the Exchange of Product data

Us United States

USAF United States Air Force

USN United States Navy

WuC vit Code

3. TECHNICAL REQUIREMENTS:
3.1 FMECA Dverview:

Failurp mode and effects analysis (FMEA) is a logical, structured analysis of

a systpm, subsystem, piece part, or function. Identified in the apalysis are

potentfial failure modes, their causes and the effects associated wjth the

failurp mode’s occurrence at the piece part, subsystem and system Jevels and
its seperity rating. FMECA is an extension of :the FMEA task, where each
failurp mode is evaluated for its "criticality®, i.e. an assessmen{ of the
severity of the event at the "system" levelCand the probability of|its
occurrgnce.

A FMECA provides a basis for the recodnition of failure modes developed from

historfical "lessons learned" data bases of similar equipment and the

unacceptable effects which limit ‘the achievement of design requirements.

FMECA [is best performed as early-as possible in the design process|in order

to verfify adequacy of the design, change the design if not adequate, and/or

incorpprate appropriate controls. Problems discovered during the gesign
phase pre much easier and less costly to correct than if they are jdentified
after hardware has been produced. In addition, FMECA also provides:

a. A tommon communication tool between product designers, manufacfuring
engineers, test engineers, reliability and maintainability (R&M)
engineers,~and logistic support analysts.

b. A means of identifying potential single point failure modes.

c. A peans for identifying the types of test and testing environments needed

to certify whether a design or process i1s suitable.

The basis for the evaluation and/or certification of changes in design,
process, or materials.

A means of identifying Reliability Critical Items.
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3.1

3.2

3.2.

{(Continued):

The FMECA process is addressed in this document in terms of its structure,
the requirements of the user and potential opportunities for automation, in
order to better adapt the FMECA into an integrated product development
environment, encompassing design, manufacturing, quality and product
assurance, These automation alternatives are discussed in the report
together with recommendations and the benefits to be gained by the user from
automating.

Paragraph 3.2 examines the current FMECA process in a largely manual
environment. It identifies the types of data needed for the analysis,
sources of that data, who uses it and for what. The last part of paragraph
3.2 describes the difficulties with the current process that may be

allevi
all of [the sources of information normally needed for the FMECA are¢
repres¢nted on a concurrent engineering design team, that envikonment
facilitates the analysis - in fact, FMECA plays a central role® in the CE
procesg. Paragraph 3.3 gives a general overview of concurrent engjneering
and hoy FMECA will fit into that environment. The avaidability of|data in a
CE env{ronment is conducive to automating much of the FMECA. Many
possibjlities and approaches for doing this are addressed in paragraph 3.4.
Priorifization of tasks for automation will depend\onh the individual
company’s situation and needs.

t. Since

It shoyld be pointed out that many of the approaches and technique$ described
in the [report are more applicable to largeccompanies with sizable ¥MECA tasks
to perfiorm. Several off-the-shelf computer programs are available|to help
smaller companies document the FMECA apalysis. Some of these do ag little as
enhancq formatting and editing the FMECA report while others have features
designed to improve the quality of(the analysis.

The Cunrent FMECA Process:

Failurg modes are often determined by subjective assessment based ¢n the past
recordqg of similar existing systems. The effects of failure mode {nteraction
and prdpagation are estimated from analysis of comparable systems.| This
qualitdtive and rather) abstract approach makes it difficult to dray a
decisiye conclusienion the criticality of specific design items. To make
matterg worse, it/9's often difficult to find data for comparable systems
which neflect.the current materials technology or state of the design art.
Also, tthe FMECA is often not conducted until the design is nearing
completlion;, ‘which lessens its impact as a tool for improving the product.

1 FMECA i users

served by this reliability tool can be broken into two majo} groups,
internal users and customer/ contract users. Typical internal users are:

Design

Reliability

System safety
Maintainability/human factors

a0 o
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3.2.1 (Continued):

Lo e TFQ K D
PR

Logistics support

Quality assurance

Manufacturing

Systems

Testability

Internal Regulatory Agency Representative

Typical customer/ contract users are:

a.
b.

Each
The
func

3.2.1.1
3.2.1.1.1

3.2.1.1.2

In

Prime contractors
Government agencies (e.g. FAA, USAF, USN, US Army, NASA)

of these users has different needs that must be served by the FMECA.
following sections contain brief descriptions of the usersi/|their
tional responsibilities and their perceived FMECA needs.

ternal Users:

Design: Design has overall responsibility for product engineering,
nalysis, and detailed design. The fundamental reason for doing a
MECA is to improve the product design. Therefore the most |important
MECA user is the design engineer, since the design engineer uses the
MECA to address potential failure modes, causes, and effectls,
eveloped from previous "lessons learned", and designs the product to
emove, mitigate, or compensate for ‘unacceptable failure modes or
ailure mode effects.

[%]

n most companies the design engineer is a major contributor] to the
MECA by providing schematics), logic diagrams, drawings and [other
etailed product input tolthe FMECA analyst. The essence of| producing

meaningful FMECA, which’impacts the product design and benefits the
bnd-user, is a close working cooperation between the reliabi|lity
engineer (who has everall responsibility for coordinating alll FMECA
data elements) and: the design engineer (who has the detailed product
xnowledge and the’/ability to make the design changes dictated by the
hnalysis).

Reliability® Reliability engineering is responsibie for providing
analyses~to assess the probability of the product successfulfly
berfapming its intended function in a specified operating environment
bvei~a given period of time. FMECA provides reliability englineering
with a direct interface to the designer, to ensure that the [product
meets or exceeds reliability goals and requirements. Reliability
engineering has the overall responsibility for developing and
maintaining the FMECA data base. This entails coordinating input from
design engineering with that of the R, M & S functions into the
complete FMECA format. The completed FMECA is the basis for future
design and cost trade-off analyses of major hardware items.
Documentation supporting changes in design (CID’s) compares potential
failure modes and compensating provisions of the proposed new design to
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3.2.1.1.2

3.2.1.1.3

3.2.1.1.4

3.2.1.1.5

(Continued):

those of the baseline design. Reliability engineering is responsible
for the FMECA input to the LSA and failure rate predictions for the
failure modes of the hardware design.

System Safety: System safety engineering provides analyses which prove
that a product can be safely operated and maintained in its intended
operating environment. Safety is responsible for developing system and
subsystem hazard analyses which identify potential Category I and II
hazards (see Mil-Std 882B for detailed definitions) and indicate the
piece parts and/or subassemblies which could cause them. The FMECA is
a source for identifying failure modes and causes which can lead to
these hazards. The criticality analysis portion of the FMECA

identifies and quantifies hazard probabilTities within these]|categories.
he FMECA requirements for safety engineering, thereforej-.are similar
o those of the LSAR except that generally they only consideér the two
ost serious hazard categories. A close working cooperation should
xist between the reliability engineer and the safety enginger since
FMECA and hazard analyses are closely related.

aintainability: Maintainability engineeringworks with design to
nsure the product can be maintained and opevated by the end-user in

he most efficient, safe, and cost-effective manner. This function
ntails analysis of removal, replacement; teardown and build-up of the
roduct, including the time to perform maintenance tasks, the necessary
kills required and coordination with integrated logistic sypport (ILS)
n the required support equipmentland technical documentatign.
aintainability uses the FMECA to identify potential maintenpance tasks,
or which detailed task analyses are needed. FMECA failure|rates
(including false alarm rates) are used to estimate personnel
equirements in terms of ‘maintenance manhours per operating [hour.

MECA also provides maintainability with a 1ist of potential preventive
aintenance tasks derfived from the compensating provisions 3gnd the
stimated frequency of required repair tasks. FMECA can alqo highlight
otential maintenance induced failure modes and causes. A glose

orking relatienship should exist between the maintainabilify engineer,
uman factors ‘engineer, reliability engineer, and the ILS engineer in
evelopmenttef the FMECA.

ntegrated Logistics Support (ILS): ILS has responsibility |for
nsuxing that the product can be supported in the most effeqtive manner
y. the end-user. This includes spare parts provisioning, support
quipment, technical publications, facilities, maintenance gersonnel,
training, and PHS&T (packaging, handling, storage and transportation).
ILS also has management responsibility for logistic support analysis
(LSA), the logistic support analysis record (LSAR) and associated
analyses such as reliability centered maintenance (RCM) and repair
level analysis (RLA). FMECA data are input to the logistics data base
(LSAR for military programs) to identify the need for maintenance tasks
and other logistics requirements, such as spares, support equipment,
and publications.
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3.2.1.1.5

3.2.1.1.6

3.2.1.1.7

3.2.1.1.8

3.2.1.1.9

3.2.1.1.10

(Continued):

The scope of FMECA failure modes required by logistics includes failure

modes induced as a result of the manner in which the product
operated or maintained.

is

Close cooperation between reliability

engineering and logistics is needed to develop induced failure modes,

causes and rates.

Quality Assurance (QA):
"critical item" list specifying those items requiring special
considerations during procurement, fabrication, assembly, or
FMECA provides QA with a Tist of potential critical parts whi
these special quality considerations.
required procedures.

anufacturing: Manufacturing engineering also participates))
he critical item list considering items which have specfial
roducibility concerns. FMECA provides manufacturing .engineg
ailure modes and effects which will be used to refing the
anufacturing process to prevent manufacturing defects or reg
esign changes to reduce potential failure modesg

ystems: Systems engineering uses the FMECA<as a "window" or
esign to facilitate trade studies involving the various disg
hich contribute to product development. \In the early design
ailure modes identified in the functional FMECA may require
evel design changes to control or mitigate their effects. (
echnalogy, such as utilizing computer control instead of ang
lectronic or hydraulic control systems, may eliminate or reg
ystem effects of some component“failure modes and they may 1
ew failure modes. When systems built using "old technology’
pgraded the potential faillre modes and their effects identi
he FMECA are key inputs for ensuring compatibility between f{
ystem and its replacement.

estability: FMECA\provides testability engineers with infoy
xpected failure modes and causes, against which to match fad
etection and dsplation features. In a CE environment, testd
ngineering, in consultation with design, uses the FMECA to ¢
he detectability of all failures has been considered, that 3
ests anedeveloped and that built-in test (BIT) will detect
solate~all important failure modes. The FMECA may also be U

evelop both built-in and off-1line diagnostic routines.

QA participates in defining a system’s

test.
ch require

QA subsequently implements the

n defining
ring with

ommend

the
iplines
phases,
system
hanges in
log,

uce the
ntroduce
are
fied in
he old

mation on
1t

bility
nsure that
ppropriate
and

sed to

sed to

develop test sequences to simulate component failures during testing

to verify that the system responds correctly. A functional

FMECA may

alse be used to develop appropriate tests for a module or product.
Test results are input to the FMECA to verify design considerations

and address new failure modes precipitated by testing.
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3.2.1.1.11 Internal Regulatory Agency Representative: A company’s internal
regulatory agency representative (such as the FAA designated
engineering representative) ensures that all regulatory requirements
are met. FMECA provides the internal regulatory agency representative
with critical component 1ists and assurance that potential reliability
problems and safety risks are addressed in the design consistent with
the regulatory agency’s reguirements.

3.2.1.2 Customers/ Contract Users:

3.2.1.2.1 Prime Contractors: The prime contractor is responsible to the ultimate

end-item user (such as a government agency or an airframe company) for
assuring that all the subsystems, and the interfaces between
subsystems, have been thoroughly analyzed for their potential failure
odes, causes and the effects on the prime’ s system design. | The prime
ontractor assembles all the subsystem FMECAs and analyzes.dhe "system"
ffects caused by failure of the subsystem. The prime.akso penerates
ny interface FMECAs needed to cover all potential failure mpdes of the
ystem.

3.2.1.2.2 [overnment Agencies: Government agencies (such @s the FAA, [AA, JAA,
SAF, USN, US Army and NASA) are responsible fdr assuring thpt the
sers receive a system which is cost-effective, reliable, saffe, and
asy to maintain and use. FMECA is one of the analyses specjified by
overnment agencies for their readiness.reviews and certificption
rocedures to document that the desigper has considered histprical
ailure modes and causes and designed-the product to minimizg the
ffects of these failure modes. FMECA data are also requirefl in the
SAR, to indicate maintenance tasks which must be performed pnd
ubstantiates the need for support equipment and other logisfic support
Tements.

overnment agencies usually require access to the FMECA data|base
ither via paper on older products or electronically on newer products.

3.2.2 FMECA Requirements: FMECA data are generally required by contragt in the
aerogpace, defense, (and nuclear power industries. It is also dejeloped in
diffprent format_and under other titles in the construction, autpmotive,
medital technolegy, and consumer product industries. The Tevel pf detail,
formpt and schedule are specified by the customer in the data item
descriptionor contract wording. These aspects are discussed in|the
follpwing sections.

3.2.2.1 FMECA)Type: The type of FMECA performed depends on the type of equipment
foE—whTch—the-Fﬂfeﬁ-ﬁs—be+ng—perfurmed——the—+eve+—uf—deta++—arii1ab]e for

the equipment and the phase of the equipment’s life cycle at which the
FMECA is required. It can range from "functional™ in the case of a
control system logic where functions are initially the only things
defined, to detailed "piece part", in the case where the hardware design
is defined. It can also range from the system indenture level when
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3.2.2.1 (Continued):

considering failures of the top level item, down to piece parts when that
level of indenture is specified. A system level FMECA usually consists
of a collection of subsystem FMECAs. A subsystem FMECA is usually
bounded at the interface with other subsystems. The system integrator is
responsible for any required coordination between the system and
subsystem designers.

3.2.2.2 FMECA Indenture Level: The level of analysis (or the indenture level)
applies to the level of indenture at which failures are postulated. The
FMECA can be accomplished at various levels of indenture from system to
piece part level depending upon the information available and the needs
of the program, and customer requirements. The lower the indenture level
th rgire = = O aT i = DTre a UUE wi ¢
copsidered. In general the FMECA needs to be performed only @9 the level
negessary to identify opportunities for design improvementi.~For example,
prpduct features involving new technologies or critical fimctigns would
Tikely benefit from more in-depth analysis.

3.2.2.3 nctional

Schedule (Timing and Dates): The FMECA should commence as a f
or| interface analysis, as soon as conceptual designs are available, to
prpvide timely feedback to designers. The time-phasing of the|FMECA
effort is important and should be identified“to assure that anglysis
repults will be available to support the prpject decision poin{s during
syptem development. Refinements should be'made as the design matures to
reflect observed results of development'desting and field service.
3.2.2.4 FMECA Methodology: Variations in design complexity and available data
geperally dictate the FMECA analysys approach to be used. There are two
primary approaches. The first-is the functional approach whic
regognizes that every item is“designed to perform a number of functions
that can be classified as.outputs. These functions are listed|and their
fajlure modes analyzed. ~The other is the hardware approach which Tists
inflividual hardware items’and analyzes their possible failure modes. For
complex systems a combination of the two approaches may be useq.
3.2.2.4.1 functional Approach: The functional approach is typically uged for
subsystems or\components, such as control system components, [where
unctionality is more readily understood than the specific hardware,
pspecially early in the design cycle. The functional approa¢h is often
eferredito as the "black box" approach where segments of hafdware are
odeled functionally to allow early resolution of system output issues.

3.2.2.4.2 jdrdware Approacn: e nardware approacn NOYrma pd whnen
hardware items can be uniquely identified from schematics, drawings,
and other engineering and design data. It is utilized when detail is
required at the piece-part or “"bottom-up" level. The hardware approach
is commonly used for design engineering’s input to the FMECA.
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3.2.2.5

3.2.2.6

Procedure: Each failure mode should be treated independently as its
effects are analyzed. When redundant or back-up systems exist, the
analysis should be broadened to include the failure conditions which
result in the perceived need for such items and how the failure condition
will be detected when the redundant or back-up system is employed.
Possible design changes or special control measures should be considered
and defined for all important failure modes. A1l single point failure
modes identified during the analysis will be uniquely identified to
maintain their design visibility.

Documentation: FMECA documentation requirements are generally specified
by the customer and take the form of a FMECA worksheet. Typical FMECA
worksheet formats and the required analysis data are shown in
MIL-STD-1629A (reproduced in this report as Figures 1 through 3).
Cuftomers may tailor these worksheets as necessary to accommodate their
owh requirements. As a minimum the FMECA worksheets should contain the
fo}lowing information:

Identification number

Nomenclature

Function

Functional failure

Failure mode and causes

Failure effects (local, next higher levely top)
Criticality severity class

Failure detection method

Design compensating provisions

Failure rate (or MTBF) by failure mode

= TWU OO TR

Hegader information should also bé“provided which gives a brief]
description of the item.

3.2.3 FMECA in the Current Design.Process: The major FMECA purpose is| assessing

religbility and maintainability features of the product design aphd
inflyencing design improvements. The FMECA influences design for
religbility and safety;\by identifying failure modes that requirp
elimjnation or mitigation because of their system effects. It aflso
inflyences design by determining whether designed-in redundancy pr standby
capabilities are-needed and if they can be successfully utilized. The
FMECA influeni€s design for maintainability by determining whether any
designed-in-fault detection and isolation capability satisfies the
maintenante. concept and requirements.
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3.2.3

3.2.3.1

3.2.3.1

(Continued):

The other major FMECA purpose is providing the base data essential to
developing the diagnostic steps necessary for isolating a detected failure
to the element requiring maintenance. For example, the group of different
failure modes that are manifested in the same manner, and their probability
of occurrence, forms the basis for selecting the sequence of diagnostic
steps which isolate the specific failure mode and the repairable element
that caused the failure indication. To achieve this purpose the detailed
FMECA of the production design configuration is used.

To influence the design requires that the FMECA be both timely and
appropriate to the design phase and the depth of the design definition at
that phase. At the outset of the design process, when the system concept
is e " : sign is
developed the detailed hardware FMECA is conducted including thelinterfaces
betwdgen hardware. At each phase, the FMECA is performed concirrgnt with
the design so that the FMECA findings can be incorporated ifito the hardware
design and not have to be added later.

Deqign Description: In the early phases of a program, there afe often
fregquent and considerable changes in the design ©f systems and
components. Each design iteration can affect-tomplex three-dimensional
chdracteristics in conceptual arrangements where the relationsiips
betlween subsystems and components are not always evident. Drayings
shquld be made available to the FMECA analyst as soon as possifle to
jdantify additional design concerns and-to firm that previously areas of
conjcern were properly addressed in the-design.

Tharefore, there is a need for the FMECA analyst to develop alfernative
medns of representing the design in terms that can be easily understood
and in a form that can be rapidly prepared. These simplified design

regresentations are also reguired in the final FMECA report, where they
beqome an essential part of the documentation required by the neader to
understand the results-of the analysis. This documentation is |described
in|the following sections.

.1 FHAunctional Blofk)Diagrams: Functional block diagrams are ond method of
nepresenting the design of systems and components in a form fhat can be
dasily analyzed. They show functional interactions, inputs 3dnd outputs
df each represented system/component. Functional block diagvams are
ysed tocdevelop the functional FMECA (see 3.2.3.2.1). Similarly,

Hardwdre block diagrams are used to represent the level of h3rdware
H

reéak down in a hardware FMECA (see 3.2.3.2.2).

The functional analysis starts with a functional block diagram and may
be accomplished by Tooking at the highest level and determining the
potentially critical failures of each functional block. Each of these
function blocks can be further broken down into Tower Tevel functional
block diagrams with each of the lower level blocks analyzed to
determine which of the failures associated with the next higher
functions could occur in each of the lower levels. This process can be
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3.2.3.1.1

3.2.3.1.2

3.2.3.1.3

(Continued):

repeated at progressively lower levels until the appropriate
reached. The following examples of functional block diagram
from ARP926. A hydraulic power generation system is used to
this process of progressively moving to the next lower level
analysis proceeds.
system.

Figure 5 (ARP926 Figure 3) shows a functional block diagram
system level where all input functions and output functions

Figure 6 (ARP926 Figure 4) shows a functional block diagram
subsystem level. In this example, the "return fluid flow" i
Eunctlon is broken down into subfunctions required To accomp
igher Tevel function.

Figure 7 (ARP926 Figure 5) shows the subsystem functions in

At the Towest level the block diagrams are oftenCnumbered to

rorresponds a block diagram with one blockidentified to the
number and representing the same item.

bchematics: Schematics are another means of representing a
implified form.
representing the arrangement and relationships between const
h system. Typical applications @f schematics are the simpli
representation of electrical/-alectronic circuits, of hydrau
pneumatic systems, and of complex mechanical systems.

i hydraulic power generation system.

Drawings:
representation-of’a design. Their disadvantage is that they
available relatively late in the design definition process a
carry a lotsef information required by the design community
1seful tolthe FMECA analyst.

Cross-sections

The types of drawings normally used in the FMECA process are):

level 1is
s are taken
illustrate
as the

Figure 4 (ARP926 Figure 2) is a schematic of this

at the
are listed.

at a

nput
1ish the

terms of

hardware required to fulfill each of the lower level functiops.

fross-reference the FMECA item numbers, i.e., to each item number

same

design in a

Schematics are usu@lly made as line diagrams

ituents of
fied
lic/

Figure 4 (ARP926 Figure-2), described in 3.2.3.1.1, is a schematic for

are
d they
but not

Drawings.'are typically the most complete and comp[ehensive

Layouts

Detail drawings
Assembly drawings
Interface drawings

@ a0 o
PR
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PRIMARY INPUT FUNCTIONS PRIMARY OUTPUT FUNCTIONS
Elecirical power Hydraulic power and output

Prieumatic power - pressurized fluid flow
Mecnanical power .
Return fluid flow INCIDENTAL OUTPUT
FUNCTIONS
e Vented bleed dir (excess
1o fluid pressurization
INCIDENTAL INPUT FUNCTIONS requirement]
Fluid supply shutoH L o Reservoir relief pressure
control and power and fluid
Pump intake fluid HYDRAULIC = Rejected (waste) system
pressurizztior Bleed air ———— POWER heat
GENERATION et Pyeumatic povver exhaust
SYSTEM e Systemioutpu] pressure

NONOPE RATIONAL INPUT
FUNCTIONS

Service {{ill)

Test
Ground supply

sigral-to pnegmatic power
control

DIAGNOSTIC DISPLAY OQUTPUT
FUNCTIONS

Pressure indicition signal from:
Mechanical| input power
Pneumatic fnput power
System outfput power

}———= Fluid quantity signal -

Systern overhgat signal

NONOPERATIONAL OUTPUT
FUNCTIDNS

Ground return gage
“Filter servicel required”

indicz1or sighais

e Bleed hydraulfc fluid

FIGURE 5 - System Functional Block Diagram (ARP926A, Figure 3)
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3.2.3.1.3

3.2.3.2

3.2.3.2.1

3.2.3.2.2

(Continued):

A thorough FMECA analysis requires the utilization of the three
different forms of design representation described. The functional
block diagrams and schematics allow a good and rapid understanding of
the design intent and they may identify areas of concerns and
deficiencies. The drawings represent the execution of the design
intent and they may reveal deficiencies that were not visible on
diagrams and schematics. Drawings can also be used to confirm that
areas of concern revealed by schematics and diagrams have been properly
addressed.

Major Types of FMECA: Appendix A contains examples of the hardware and
functional FMECAs described in this section. The FMECA examples are

geperic, for reference only and should not be construed as representing
any specific product or component.

unctional FMECA: A functional FMECA is performed early in [the design
rocess (e.g., during the concept development and proposal phases) when

nly a high level description of the system desidn ‘has been
stablished. It is aimed at evaluating design dptions and i
he direction the final design will take. The{type of desig
ocumentation needed to perform a functional “FMECA includes:
lock diagram; reliability block diagramj mission phase defi
ission/system time profile; environmental profile; high lev
efinition of the system’s health monitoring subsystem; and
ailure modes and failure mechanisms. It defines failure mo
ystem effects, failure modes thatimust be eliminated or mit
ndetected failure modes, fault detection and isolation test
iagnostics required. The functional FMECA provides input t
estability, safety, maintainability and LSA groups and shou
ompleted prior to the system preliminary design review.

ardware FMECA: The hardware FMECA starts at the piece part
ontinues through higher levels of design (component, subsys
ystem). It is done iteratively and incrementally as the de
volves and helps/to improve the detailed hardware design.

ocumentation needed for a hardware FMECA includes: schemati
ists; and-detailed parts drawings.
11 failuré modes producing the same failure indication; the
ffect_at—-all levels up to the system level; a detailed fail
rediCtion or probability of occurrence; and the criticality
ailure mode. The hardware FMECA provides input to testabil

nfluencing
n
functional
nition;

e
functional
des and
igated,

5 or

o the

1d be

Tevel and
tem,

sign

The design
cs; parts

The outputs include a mptrix of

failure

ure rate
of each
ity

nalyses and refines the functional FMECA as the detailed de

5ign

matures. The detailed FMECA should be completed before the
design review.

critical
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3.2.4
3.2.4.1

3.2.4.2

3.2.4.3

3.2.4.4

Initiating the FMECA:

FMECA Overview:

As mentioned earlier, to influence design the

FMECA

logic must be developed and documented concurrent with the development of

the design itself.
only documented after the design is fixed.

The FMECA is not an effective design tool
Each preliminary d

if it is
esign

concept should have a FMECA completed before further detailed design

proceeds.
approved FMECA should be attached.

Before a preliminary design idea is approved or pro
This process requires cons

gresses an
tant

updating of the FMECA and thereby provides an audit trail for the
decisions that determined the final design all the way from the first
concept.

FMECA Phases (Type and Depth):

—+H @

R -Ead-l

[T =T - T e o

Fl

nction of the customer’s requirements, the contractor’s expe
ailable funding for the task and the time schedule for_ c¢ompl

e task. The depth of analysis must keep pace with the(prody
more detail of the design is decided the FMECA must{be cons
vised.

e FMECA process begins the same day a conceptior idea is pen
is stage a functional FMECA is started, because in most case
rdware is still undefined. One of the most. common reasons f
e FMECA is the desire for "real" data to support the design
sumptions. If the designers wait until-test or analysis dat]
ailable to substantiate the design_there will be long progr
e assumptions made in the FMECA will} be confirmed or reject
sign progresses and various analyses and tests are completed
sumptions must be documented and updated or corrected as dat
ailable.

ow Down of FMECA Requirements: It is the responsibility of

The different types of FMECA were

is a
rience, the
etion of
ct design.
tantly

ceived. At

s the
or delaying

. FMECA
a become

the prime

cantractor to flow down FMECA requirements to subcontractors
tg ensure completeness and compatibility with program require
dilrection should praovide examples of the depth of analysis required for
edch stage of devélopment. The goal is to document all desigr| concepts
and to require 4 completed FMECA before the subcontractor or vendor’s
ddsign is approved.

nd vendors
aents. This

D3 the FMECA

in

| cEquipment and part drawings, design descriptions and design change
——h4ﬁ%9Fy——5y5%em—sehemat4esT—£uae%4ena#—b%eek—d4ag¥am57—ang narrative

E)
descriptions

ta to Support a FMECA:
cludess

Design information needed to support

da

b. Relevant military, commercial, company and customer specifications,

and design guidelines for the equipment being analyzed
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3.2.4.4

3.2.4.5

3.2.5

3.2.5.1

(Continued):

c. Reliability data, including historical data on failures, cause and
effect analyses of previous failures, part failure rates, field
service data, and the effects of environmental factors such as
temperature, radiation, moisture, vibration, dust, etc. on the part
and equipment reliability

d. Operating specifications and limits, interface specifications, and
configuration management data

e. Maintainability data including test equipment and scheduled
maintenance intervals.

F based on

¥
sti1ar in-service systems or hardware. If the design is uniﬂ

FMECA failure data must be developed from conservative as$umpt
Edrly identification of these assumptions may indicate the nee
testing to verify them before changes become too costli:

A [detailed description of the operating environment)'is needed
the probability of a failure’s occurrence. In_addition, a det
milssion profile and the mission operating reguirements are nee
asisess the importance of certain failures at'the system level.

Pr
us
ha
cr

evious substantiated FMECA analyses on similar parts and equ
eful for organizing the analysis, fer“ensuring that a comple
s been done and as a source for appropriate failure mode, ef
iticality evaluation.

FMECA Level: If the FMECA keeps pace with the design there is
specify the level of FMECA.detail required at any particular d
phlase. What can be lost._.ifi,developing FMECAs concurrent with

is| the relationship to other systems. To prevent loss of this
reflationship an upper ‘level functional relationship FMECA shou
pefrformed from time.fo time during the design. The failure re
beitween systems wil]® become more clear as the design nears com
Thiis raising of (the analysis will also show the failure modes

hapdled as a group if they have similar severity consequences.

FMECA Contral JFMECA Control to a Hardware Configuration: Contro
FMECA process help to ensure that it is an integral part of the

procgssg. 98 dynamic, and that revisions must be formally documen
linkpdfo design changes.

ue then the

ions.

d for

to assess

ailed

ded to

ipment are

te FMECA

fects and

no need to
Esign
the design

1d be
lationship

pletion.

that can be

s of the
Hesign
ted and

Definition: FMECA control is defined as the methods or procedures that
ensure:
a. That the FMECA completely and accurately reflects the design;

b. That design changes are captured by FMECA revision; and
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3.2.5.1 (Continued):

c. That FMECA results are distributed to appropriate in-house and
external users.

d. That FMECA meets the needs and requirements of the customer and
solicits feedback.

3.2.5.2 Controls for FMECA Preparation: Controls during the FMECA preparation
stages assure that:

a. The FMECA is performed to the appropriate indenture level and detail.

b. The FMECA is Tinked to a specific hardware configuration.

c.| The FMECA is linked to a specific product application or &nvironment.

Typically, this control is established as part of the jndtial|FMECA task
dztinition. The task definition should be formally ddcumented and
specify:

a.| Whether the FMECA should be done to the system, subsystem| or piece
part level.

b.| The parts list or bill of material of ‘the product configuration to be
analyzed.

c.| The product application and environment, including such de¢tails as:

(1) Preventive maintenance.and inspection intervals
(2) Available failure detection means (such as aircraft ¢ockpit
displays)
(3) Environment variables such as pressures, temperature$, loads,
and operating times and frequencies

Controls also providera structured FMECA filing system so tha} in-process
and completed FMECAs can be conveniently accessed by using grgups. A
cejntralized computer data base, if available, facilitates conyenient
acicess. Completed FMECA reports should be formally published| serialized
and filed in/the company or department library.

3.2.5.3 Coptrok¥s-During Revision Cycle: As product design changes arg¢ proposed
or] evaluated, the FMECA should be used to assess their impact|on
re[ldability and safety. Controls provide the structure to engure that:

a. A1l design changes trigger a FMECA effort
b. FMECAs become an integral part of evaluating the design change

c. FMECA revisions are formally documented, and linked to the
corresponding design change documents
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3.2.5.3

3.2.5.4

3.2.5.5

3.2.6

3.2.7

(Continued):

FMECA revisions may also be needed to reflect testing or field service
experience, or to incorporate review comments from interfacing

disciplines.

the background and rationale for each.

Controls for FMECA Distribution:

the using organizations, controls are needed to:

a.

b.

Tailor the report format to the needs of each user

Allow users to provide feedback

c.

Im
en
pr
in

Gene
repo
Reli

typedl copy was prepared by clerical persanpel.

PCs

prov
impl
addi
purp
have
mult

Just
seve
in M
star

:

Ensure appropriate reviews and approvals precede external
distribution

blementation of FMECA Controls: FMECA controls should-be df
fForced via formal company or department procedures. . These
pcedures should completely define the "who, how,%and when"
the FMECA process.

ration of the FMECA Report: In the past forvmany companies
rt was generated and published without benefit of computer {
ability analysts complete preprinted FMECA forms by hand, a
It is now commo
and spreadsheet or word processingxsoftware for FMECA report
de efficiencies for corrections_and updates. A few compani
mented a more complete computerized data base system, that
ional flexibility in customizing FMECA report formats for
ses and specific using groups. The most successful of theg
been developed "in-housg*-for use on a mainframe computer,
ple user access for both’reporting and data input.

q

ral common FMECA-report formats.

1

port
FAIL

Curr

the FMECA report is the most tedious FMECA activity.

iyen program or using group.
ing group‘would 1ikely focus on the FAILURE DETECTION and H
A report for the safety group would f

ons of the analysis.
RE EPFECTS and CRITICALITY portions of the analysis.

as there are several using groups for the FMECA data, therd
The "standard" report formats defined
L-STD 1629 (Figures 1 through 3) have often been used as "t
lers” to assist”in designing a report that meets the specifi
For example, a report for the maintenance

Controls provide a history of these FMECA revisions, and

As the FMECA results are distributed to

bfined and
ublished
f each step

the FMECA
echnology.
d a final
to utilize
s, to
es have
provides
pecial
e systems
allowing

are

hought
¢ needs of

AILURE RATE
ocus on the

enerating

The reporting step is

often the first opportunity to integrate inputs from the various
disciplines, and review the analysis for gaps and inconsistencies.

Some of the difficulties often encountered in generating FMECA reports are:

a.

The baseline data have not been updated to reflect the most
product design or configuration

recent
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3.2.7 (Con
b.

Many
auto
issu
can

woul

FMEC
Thes

3.3 FMECA
Numero

benefi
applic

implem

Recogn
Robert

tinued):

FMECA data supplied from subcontractors or vendors do not use the
established format, ground ruiles, definitions, etc.

The needs of one or more using groups (e.g., LSAR) were overlooked in
the initial FMECA planning and the data needed are incomplete or
missing

Funding has not been provided or budgeted for producing the needed
report updates, as test experience and technical analyses become
available

The burden of "meeting schedule” falls inordinately on the reporting
ask, since the recognized customer due date is for a vepory. It often
alls to the reporting task to compensate for delays in therdata
ollecting and analysis steps.

of these difficulties can be alleviated by fully implementing an

ated FMECA process within a concurrent engineering’environnent. Even
bs not directly addressed by automation, such as’ budget and |schedule,

benefit from the discipline that a concurrentiengineering ernvironment

1 provide.

A also brings many benefits to the concurrent engineering ervironment.
b are discussed in 3.3.

in the Concurrent Engineering Environment:

1s papers have been written and seminars held which describg the

Ls of concurrent engineering)(CE). Many commercial and aerqspace
Etions have convincingly -demonstrated these benefits. Aerogpace is
nting CE under the name'of integrated product development (IPD).
izing the importance and potential benefits of the IPD concagpt, Dr.
Costello, while DOD Undersecretary of Defense for Acquisition,

requirpd the services to-begin implementation of IPD (Reference 2J3.1). The

Air Fo
qualit
into t

CE bri
of pro
produc
Figure
for th

It sho
techno
modeli
traini

rce found that-through the use of IPD it is possible to increase the
y, reduce the ‘cdst, and decrease the time it takes to get a|new system
ne hands ofsthe user.

ngs representatives from different functions together at thg beginning
duct development to simultaneously refine the definition of |[the total

L including its manufacturing, training and support capabilities.

8 depicts the Air Force Systems Command (AFSC) functional grchitecture
7S process (Reference 2.3.2).

uld be noted that this process architecture is supported by computer
logies which utilize digital data, common data bases, 3D-solid

ng, etc., to improve the quality of product definition, manufacturing,
ng and support.
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3.3

3.3.1

{Continued):

The systems engineering process controls the development of the total

product.

The key products out of the early systems engineering effort are

integrated requirements documented in specifications, interface control

documents, plans, schedules and budgets.
constraints on the integrated product teams (IPTs) who continue to
process to accomplish the development activities.

The products establish the

use the

IPTs are the core of the CE process and have the responsibility for all

aspects including product cost, schedules, reliability, safety,

maintainability, performance, integration with interfacing products, testing,

quality, supportability and training.
disciplines associa@ed with the product.

It is within these IPTs that the FMECA work is accompliske

As thel design process transitions into a CE Environment, the EMECA
has the potential for becoming one of the unifying elements for th
team. | This potential lies in its ability to systematical¥ly and me

IPTs include representatives from all
Figure 9 depicts a typical aircraft

h other

process
e CE design
Lthodically

combine failure mode input from different disciplines/wiewpoints apd permit

team exploration of the consequences. The FMECA becomes part of a
centrallized data base, tracking both the results of }design trade s
decisijons and the reasons for the options chosen,{given that FMECA
become| a continuing process rather than a one-pass data item, as i
current tendency.

Relevant Aspects of the CE Envirconment:™-'Current thinking is tha
systlem designs will be more complex,;aimed at higher availabilit
operfator and maintenance work-loads\and lower acquisition and 1i
costls (LCC). These requirements~will produce more flexible desi
redundancy to circumvent benign“failures and the capability to c
probllems with 1ittle or no crew intervention. The CE design env
willl attempt to design and develop these systems in the most cos

tudy
E will
5 the

t future

y, lower

fe cycle
ns, with
rrect
ronment
t-effective

The most significant factors in the CE environment are the following:

a. Multidiscipline teams working in paralle) during the design ¢ycle

b. [Enhanced communication and synergy between team members

c. [Enhanced consideration and documentation of design alternatiyes and
rade studies

d. Reduced development time and cost for more complex systems through

problem avoidance

Working in parallel the CE team members can interject their specific
viewpoints and expertise at each stage of the process until the design is

finalized. A common data base will facilitate this interaction.
should be part of this data base.

FMECA
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3.3.1

3.3.2

3.3.3

(Continued):

The volume of information which must be considered necessitates the need
for enhanced communication supported by automation to keep the design team
focussed on the common goal. Extensive numbers of design iterations will
occur and communicating the changing requirements to each team member will
be a constant challenge. Because a lot of the design process focuses on
elimination of potentially harmful failure modes and mechanisms the FMECA
is a vital part of this focus.

Enhanced documentation will be required to keep track of the evaluation of
design alternatives. This will provide an audit trail for the design
records, with the rationale for selecting the chosen design. FMECA will be
A bi-product of all the

igners at no extra cost. Input to trade studies can be made)
am members, significantly reducing the time taken to genera
ses and ensuring that they are properly performed. FMECAS

ral part of the trade-study procedure by providing.data on

and design features of the alternatives.

Overpgll, the cycle time for development of a product under a CE

shoulld be significantly reduced and analyses can(be accomplished
previiously not done because of time or cost constraints. It sho
noted that much of the cycle time and cost reduction results fro
avoifdance of problems that traditionally surfaced during develop
forcpd costly redesign.

The Role of the FMECA in the CE Environment: Traditionally, the
functioned as a design coordinating.@lement among the various di
inpukting to the analysis. The EMECA analyst had to solicit inf
from| the contributing disciplines” and resolve data discrepancies
disagreements. The CE envirpnment expands on this coordination.
proviides an input point for\design requirements originating from
suppprtability, manufacturing, and other functions not tradition
integral part of the design process. The FMECA process is an in
of the overall desigm process, allowing evaluation of alternativ
giveh requirement with failure modes taken into account. The fa
many| disciplinestare focussed on the prevention of failures or d
the
procpss.

Timing: <The FMECA process should start at the beginning of the
design- phase and will continue through the 1ife of the product.
features of the FMECA allow easy migration from the cursory, sim

future
ccessed by
e these
i11 be an
Failure

environment
which were
i1d be

the
ent and

FMECA has
sciplines
prmatiaon
ar
CE
QA,
211y an
tegral part
s to a
Et that so
aling with

pffects ofHfailures, gives the FMECA an important role in the CE

tonceptual
The
Tistic

analyses needed to trade off conceptual design sketches to the detailed
analyses needed as the design matures through production until retirement.
This timing of the FMECA is also important as it contributes to maintaining
a proper balance between the need to explore a larger number of design
alternatives and the need to reduce the evaluation cycle time for each
alternative.
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3.3.3

3.3.4

3.3.5

(Continued):

This contribution comes from the fact that the FMECA process is both a
unifying factor and a communication device opened to use by more
disciplines than has been traditional for this analysis. The FMECA will
become a fluid, iterative process rather than a static report.

The reduction in evaluation cycle time will be attainable only by
streamlining the processes through automation and modifying the current
design processes to ensure that the appropriate functions receive
information and provide input to the overall decisions in a timely fashion.

Users of the FMECA Data in a CE Environment: A1l of today’s users will
continue to use the process with access to the data base becoming easier.
In addition FMECA will be applied to new applications such as mdnufacturing
processes, repair procedures and software design.

Recorjciliation between the needs of the different FMECA users (gq.g.,
design, reliability, safety, supportability, etc.) willalso be|a necessary
step |in how FMECA is used in the CE environment, withieach viewgoint being
a valluable input to the design process.

Beneflits of FMECA in the CE Environment: Theré’are many obvioug benefits
to the design community in having a FMECA available within the (E process.
Many lof these have been discussed earlier in-the text and are rgpeated here
in summary form:
a. 1tidiscipline trade studies - faster response - more iterdtions

b. ta communication - easier data availability - input from multiple
users

c. Better documentation -~historical record and audit trail - variety of
reports available from-data base

d. Data available tomultiusers

e. More timely RMS design influence - shorter response cycle tjime

f. Improved(quality of analyses - clearer focus on critical degign areas

g. Improved FMECA results in better product - more robust and [balanced
design

h. Lower product development and support cost
i. Provides specialty disciplines with broad perspective

j. Consistency and uniformity of analyses
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3.4

3.4.1

Automation of FMECA Within CE:

In order for the FMECA to be fully integrated into the overall design process
much of the work that is currently done to develop the FMECA "by hand" will
need to be automated. In addition to helping to integrate the FMECA into the
design process, automation provides benefits that help to improve both the
quality of the FMECA and make it a more useful design tool.

One of the most important benefits of automation is that it allows more
engineering effort to be concentrated on the analysis of failure effects
rather than on the largely clerical tasks of collecting and organizing input
data, formating the FMECA report, and copying data (such as lists of failure
modes) onto the appropriate forms. Automated FMECA aids can also guide a
novice through the steps of the analysis and check its completeness and

consis nalysis.
Automation helps to improve the uniformity and consistency of the)analysis by
encouraging the use of common terminology, a common data base}.standardized
formatp, and standard approaches to doing the analysis.

The prime contractor receives large quantities of FMECA data from
subcontractors and can benefit substantially by receiving the data in a

consistent, electronically-generated format, which_€an be assemblegd into a
systemt-level data base with minimal reformatting.

Automation will facilitate the use of the FMECAVin fault tree and [system
safety| analyses and provide a computerized interface with other el:ineering
F

functipns. The documentation for a complete’ FMECA on a large systlem, such as
an airgraft, is frequently several hundred thousand pages. Electrionic
storage will reduce the amount of storage space required for the FMECA and
facilitate the development of a histarical archive of FMECAs by providing
easy afcess to "old" FMECAs.

Automation can provide faster.and more timely access to both the data needed
to do the analysis and to the,FMECA itself as it evolves. In addiftion,
access|to the FMECA and permission to make changes to it can be better
contro]led than with manual methods. Electronic approvals of the [FMECA may
help reduce the review cycle time.

The fo}lowing FMECA“tasks can be automated:
a. Information)gathering

b. Analysis
c. Report. géneration

InformatiomGatherinmgr—As discussed—m 3244, FHECArequires a great
deal of data and design documentation that must be collected and available
to the analyst while the FMECA is being done. These data are generally
produced and maintained by different organizations within a company or, in
large projects, by several companies within a contractor tier. In a CE
environment the necessary data will be maintained on-line and will be
readily accessible to the person or group responsible for doing the FMECA.
In addition to giving ready access to the needed information, automation
will facilitate screening out unnecessary and irrelevant information. For
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3.4.1

3.4.2

3.4.3

(Continued):

example, automation can provide the analyst with a list of potential
component or module failure modes that are applicable to a particular
component, and sorted by probability of occurrence in a particular
environment.

Analyses: Preparation of the FMECA requires many types of analyses to
trace the high Tevel effects of a failure, determine the likelihood of
various failure modes, and assess the criticality of a given failure mode.
These analyses require:

a. Modeling or simulation of the system dynamics in both fully functional
and degraded modes of operation to determine both the local and high
Eeve? failure effects. Such simulations must allow for simylation of

he system with all possible failure modes for each compdnént and they
ust include the effects of component tolerancing on thexsygtem
behavior.

b. Failure rate predictions from device or system models and eqtrapolation
fFrom historical failure data and documentation.

c. CLompleteness and consistency checks to ensure/that each part| or

subsystem and all known failure modes have been analyzed and that the
ocal effects of all failures have been propagated through the entire
system to determine the system level effects.

d. [dentification of failure cascades\ (chains of failures which result in
i major system failure). In addition, any undetected failures or

egraded operating modes that -could give rise to such failure cascades
ust be identified.

e. The effect of all system Tevel failures on the eguipment misjsion must
e evaluated in order‘tb determine the failure criticality.

resu]ts of the analysis. These reports must be kept up-to-date jas the
design evolves. (They must provide identification of the equipment failure
mode$ and failure effects, assessment of the failure criticality, and
design changes<or compensating provision recommendations for the| equipment.
Since many_organizations both contribute to and use the results pf the
FMECA, the reports must be available in a variety of formats and| they
should.be-tailored to the needs of each organization.

Report Generation: The'end product of a FMECA is a report documEnting the
e

Some of the capabilities provided by automatic generation of the FMECA
report and some of the requirements imposed on the system include:
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3.4.3 (Continued):

The ability to combine both text and graphics in the report. Pertinent
drawings, schematics, X-ray views, cut-away views, and equipment
break-down drawings, etc. should be integrated in an appropriate way
with the text in the report or as an explanatory note. Automation of
report housekeeping chores such as format editing and checking
spelling, grammar and terminology will be useful. In addition users of
the FMECA report should have the ability to add comments to the report
and access referenced supporting materials and analyses.

a.

b. The report should be available in a variety of user specified formats
with content tailored to a user’s specific needs. It should be
possible to generate subreports such as critical item lists;

dentification of failures that resuTt in a set of system Tejel
ailures or failure modes; and sorts by failure rate, cause;
riticality level, etc. In many applications a report suditaple for
irect input to an LSAR is highly desirable.

c¢. Users should have on-line access to the most up-tp-date FMECR report

nd also to earlier versions of the report that provide a history of
he analysis. Electronic approval capability-should be suppprted both
or in-house approvals and for approvals reguired by contractual
greements.

3.4.4 Today’s Capabilities: In today’s environment, FMECAs are typica]ly done
"by hand" with the system designer sele¢fing components for analysis,
detefmining the failure modes to be examined, and analyzing how the system
will |behave when a component fails. ¢Since these types of analysg¢s require
that [the analyst infer the behavior 'of the system from a given s¢t of
compgnent parameters, rather than)determine the set of parameter{ needed to
effe¢t a given type of behavior, they may be more difficult than{the
original design of the system.

Some |automated aids in  the form of stand-alone tools and networkjng to

share information aretavailable. These support:

fYystem simulation
eliabilitysprediction
MECA forms

etworking

p

ano o

3.4.4.1 System>Simulation: Simulation enables the design engineer to

ph P ;
component on the system outputs can be examined.
Simulation programs enable an analyst to simulate subsystems and examine
the effects of component tolerances on the system behavior. Various
types of component failures can be simulated by changing the component
parameters to match those of the component in its failed state. System
descriptions for these programs can often be loaded directly from the
schematic on a CAD/CAE system.
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3.4.4.1

3.4.4.2

3.4.43

(Continued):

General purpose programming and simulation languages have been used to
develop behavioral level simulations of a Targe number of systems. These
types of simulations enable the analyst to examine the system performance
parameters and study the effects of failures on these parameters. Many
companies have developed proprietary and/or special purpose simulation
programs for the products they build.

Reliability Prediction: Electronic reliability prediction programs, many
of which in the past have been based on the failure rate models in
MIL-HDBK-217, or the Bellcore Reliability Prediction Procedure (with
their known limitations), provide failure rate predictions for most types
of e]ectronic components These programs compute device failure rates

u 0 e D 0o ) DUT D TOQe T, e pa]“ts
count model, a gener1c or average, fai]ure rate for each type| of part is
used. The overall system failure rate is the sum, over all-component
types, of the generic component failure rate mu]tip]ied by the| number of
components of that type. In the stress model a devicels failure rate is
computed based on a detailed analysis of the enviranment in whiich the
device operates, its operating parameters, its qualjty as determined by
tests and inspections during its production. The overall systpm failure
rate is computed as the sum of the failure rates of all componpents in the
system.

Molst reliability prediction programs are essentially stand alope
programs. The reliability analysis data’must be entered manuallly even

though (in some cases) it is run on the same machine as other fesign aids
and product detail from a CAD system is available as input.

Refliability prediction models and data for nonelectrical parts|are not as
well1 developed as those for eléctrical components. However, spme
relliability prediction programs are available, such as those bpsed on the
Rome Laboratory Reliability Analysis Center’s “"Nonelectronic Part
Relliability Data" (Reference 2.3.3). Specific reliability modpls
utiilizing techniques'like Weibull distributions have been devefloped for
sppciality equipment' such as bearings, gears, and jet engine parts.

Whepre detailed'failure mode likelihood data are needed, suppligr or
company data’based on field service or experience with similar| items may
prpvide mare accurate predictions.

FMECA_Forms: A number of programs have been developed to help(with the
megchanics of prepar1ng the FMECA documentat1on These programp assist in
fokmating han—spread sheets
that keep the typing in a tabu]ar format Other programs have features
@ha} ;mprove the quality of the analysis. Some of these features
include:

a. Lists of potential failure modes and effects which help to
standardize the descriptions of these events in the FMECA
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3.4.4.3

3.4.4.4

3.4.5

(Continued):

b. Checks to ensure that the sum of all failure mode apportionments is
100%

c. Automatic calculation of the item criticality number or risk priority
number (RPN) from the failure probability, severity, and detection
probabilities. The criticality index number, defined by
MIL-STD-1629, is the sum, over all failure modes, of afAt where a is
the failure rate apportionment for the mode, 8 is the failure effect
probability, A is the part failure rate, and t is the operation time.

Some FMECAs especially in the automobile industry use the RPN defined
by Reference 2.2.5 to help assess the criticality of the failure. It
i : i anking of
the failure probability; S is a ranking of the severity of| the effect
of the failure; and D is a ranking of the probability.oP detecting
the failure. Failures with high criticality numbers?gr RPNs are the
most critical.

d.| The ability to combine subsystem FMECAs into a-single, unified system
level FMECA.

Networking: Computer networking allows users/ to share data and
information. In today’s environment this sharing is usually Ifimited to
trjansferring data files or sending electraonic mail from one user or
sylstem on the network to another. User's)can also remotely access and use
other systems on the network.

ease with which a user can acgéss files on other systems connected to
network varies widely. Local area networks and long distapce
works utilizing satellite ‘or fiber optic transmission mediEEgenera1]y
vide a high bandwidth whijch allows rapid data transfer. Networks
ilizing the telephone network are generally slower, In somel cases
ess to data stored on-remote systems is "seamless", meaning| that
ote files are accessed as easily as files on the local system. In
her cases various,system or network security mechanisms 1imift the ease
access.

OO0 S CT I3 e+

ajor limitation in using a network to obtain the informatiop needed to
a FMECA™is that the user must know where the data are stored on the
work <to.be able to access them.

3>

Nee d_Automation Capabilities: The large amount of data and engineering
exp is i i is
usually scattered throughout an organization make automating the FMECA (or
to be more precise, developing automated aids for doing the FMECA) a
challenging task. Some of the capabilities that must be developed and
applied to the FMECA task are described in the following paragraphs,
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3.4.5.1

3.4.5.2

3.4.5.3

3.4.5.3.1

Networking/Integration:

al

one is not enough.

Computer networks facilitate access to the
information needed to do a FMECA within an organization.
The network should also be able to help the FMECA

However, access

analyst locate the needed information through some kind of indexing,

library, or archiving facility.
develops must also be provided.

Remote access to the FMECA as

the design

Networking with high bandwidth

communications is needed to integrate all of the tools and expertise
required for the FMECA, especially when graphics are being transmitted.

Security:
integrity and availability only to authorised users.

Although

Proper security of the FMECA must be maintained to ensure its

this is

necessary in a manual environment, security becomes especially important

in an automated environment where changes may not be as obvious.

An audit trail
A means. of

nges were made and by whom must be maintained.
ctronic approval of the FMECA should be implemented.

Since

Some applications of AI technology include:

-

a0 oo

iving the engineer tools for doing the analysiss

ificial Intelligence: Application of artificial intelligen
hnology to the preparation of the FMECA provides,'the most p
Al uses "in
the form of underlying system models, knowledde about the p
system components, design guidelines and héuristic "rules o
1 the analyst.

Data base systems

Expert system technology
Case-based reasoning
Distributed Al

odels and Reasoning Methodologies: When experts solve a pr
requently use theoretical knowledge about the domain to mod
ifferent system states. By making changes to the model, su
introducing an item failure, the expert can provide explanat
nduced effect( by simulating (perhaps mentally) the behavior
1tered system: A1l system failure modes can be analyzed in
f the simulation can be extended to all possible item failu

he underlying simulation model must relate to the real worl
ithodt a significant mapping gap for the simulation to prov

e (Al)
omise for
elligence"
operties
thumb" to

bblem they
b

rh as

ions of the
of the
this way
res.

 system
ide

eaningful input for a FMECA. For this reason, sympolic_reg

give a human-like interpretation of the simulation.

koning is

5 able to
Often, exact

simulation values are not significant or available for the analysis.

Qualitative thresholds, such as high, low, full, open, short
usually more relevant than continuous expressions for FMECAs

, etc., are

In

addition, qualitative models have several other advantages over

numerical simulations, as follows:
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3.4.5.3.1

3.4.5.3.1.1

3.4.5.3.1.2

(Continued):

a.

Numerical simulations require very specific system descriptions

that may not be available early in the design process

The computation burden is generally less for a qualitati
because of the comparative simplicity of the model

Explanations at an appropriate level for human comprehen
possible because the underlying model more closely match
structure of the system model

ve model

sion are
es the

Al systems to aid in performing a FMECA may have to apply several types

d .
D .

=}

of system models and associated reasoning methodologies in order to

important

types of models for FMECA studies are:

Physical structure and behavior models
Functional models
Causal models

Physical Structure and Behavior Models: Physical structun
behavior models are best exploited when the)system can be

by assembling objects that also specify al behavioral compg
behavior of the overall system is synthesized from individ
behaviors. This has the advantage of“allowing an item’s g

and behavioral characteristics to.be’ reused in other system

descriptions using that item. Hence, a library of item st
behavior characteristics can bevstored for future system g

e and
described
nent. The
ual item
tructural

ructure/
ynthesis.

Also, the system’s behavior _can be simulated based on iten| failure

modes .,

In general, physical structure and behavior models progres
system descriptionss such as schematics, to behavior, to f
Hence, a system’s fumctionality is derived from its physig
structure. It may be inefficient or impossible to model 1
processes and (Systems where the system’s behavior cannot b
construed fromits constituent components.

Functionaf Models: Functional models (see Figure 10) emph
function‘of a device rather than the detailed behaviors th
the function. These models decompose a design into its co
furictions made up of a hierarchy of behavioral pieces rath
physical components. This approach eliminates the extensi

s from
unctions.
al

arge

e readily

asize the

at make up
nstituent

er than

ve detail

that results from describing a system as a long sequence @

f causal

states.

The functional modeling approach is most promising for FME

CAs when

the system complexity requires a top down analysis from some general

indenture level proceeding down to the component level.
Alternatively, a bottom up approach for preparing a FMECA

emphasizes

the relationships between components and functions of subassemblies.
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FIGURE 10 - Bottom-Up~Functional Model
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3.4.5.3.1.2

3.4,5.3.1.3

(Continued):

In this approach, lower levels of function, i.e., subassembly
functions, are virtual components of the next higher assembly level.

Functional system models and functional reasoning about item failures
are particularly useful when performing a functional FMECA and early
in the design process when detailed characterizations of the
operation of a system or subsystem are not yet available and a module
can only be described in terms of its functions. For example a radio
might be described structurally as consisting of a chassis and a
headset with the chassis having the subcomponents: repeating coil,
power supply, antenna, buzzer, etc. and the headset having the
subcomponents: speaker, microphone, etc. A functional description of
> O - : . : ive, buzz,
and energize functions. The transmit function would them, [include the
subcomponents: repeating coil, microphone, and antenna, D The receive
function would include the subcomponents: speaker and-antepna. The
buzz function would include the buzzer, and the energize flinction
would include the power supply. The functional decompositfion of the
radio reveals more about its operation and facilitates reagoning
about how component failures will affect the system. For pxample, a
failure of the repeating coil will disabie/the transmit opgration.
Figure 11 illustrates the examples of str¥uctural and functfional
decomposition of a radio system.

Causal Models: Causal system models;relate cause and conspquence.
For example, a "dead battery implies car will not start" i a causal
model of the relationship between the battery and the car pgtarting.
Using causal models and reasoning, a device such as a resistor might
be characterized as follows:

a. In normal operatiopwith input voltage V the output vo|tage is
V-IR where 1 is the current into the resistor and R is|its
resistance.

b. When failed short with input voltage V the output voltpge is V.

c. When failed open with input voltage V the output voltage is 0.

d. Whenithe input voltage is V and VI is much greater thap the rated

power of the resistor, the resistor will burn, the output voltage
will be 0, and a fire may be ignited.

This type of reasoning is necessary to describe the effectp of

different types of failures on the components of a system.

3.4.5.3.2 Data Base Systems: A simple data base system can help the FMECA

analyst and the FMECA users by giving them the information they need in
a form that is ready to be used. For example:
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