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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The seventeen UN Sustainable Development Goals (SDGs) provide a shared blueprint for peace and
prosperity for people and the planet, now and into the future. ISO, IEC and other standards development
organizations (SDOs) are making efforts to contribute to SDGs through the development of international
standards and deliverables.

Sustainability is important for many reasons including environmental quality; to have healthy
communities, clean air, natural resources, and a nontoxic environment. Sustainability is most often
defined as meeting the needs of the present without compromising the ability of future generations
to meet theirs. It has three main pillars: Economic, Environmental, and Social. These three pillars as
shown[im Figure tare Informatly TeferTed to as peopie, planet and protit. However, itjrefers to four
distindt areas: Human, Social, Economic and Environmental. Q(l’

),

o’
Enti Y;lment
Environment O‘\\

QOQ Society

S
\\g\@

Society $

Three overlapping ci{tﬁ model Triple nested dependency njodel

O.

Figure@\%— The triple nested dependency model of sustainability

In this|[triple nest ependency model, the three sectors are co-dependent and it is recognized that the
economy is a y owned subsidiary of the society which in turn is a wholly owned subsidiary of the
enviro 1men% ey not only co-exist but interact. Rather than the three sectors competipg, this model
reminds at without clean water, fresh air and healthy ecosystems the society and the economy
cease to@gnction.

The importance of environmental issues (e.g., climate action) is widely recognized around the world,
and many international standardization and international initiatives are trying to resolve these issues.
This, however, does not expand quickly since it requires fundamental behavioural changes which are
difficult to scale beyond individuals, and across organizations and nations. One of the major reasons
for this difficulty is that some of the actions for achieving sustainability goals have conflicts with each
other, which are called issue linkages, typically between human-centred aspects and environmental
sustainability aspects which need to be resolved and harmonized.

Human needs are a powerful explanation of human behaviour and social interaction. All individuals
have needs that they strive to satisfy.

Technologies such as Cyber-Physical Systems (CPS) and Internet of Things (IoT) have the potential
to help create a society in which people enjoy their lives without feeling any restrictions, while
contributing to the improvement of social, environmental and economic sustainability.

© IS0 2022 - All rights reserved v
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However, there is a concern that CPS can have adverse effects, which is an issue to be considered when
a CPSis introduced into society.

Issues related to human-centred aspects and other sustainability aspects have been discussed in
documents developed by ISO/TC 207, Environmental management, in International Standards such as
ISO 26000, and in initiatives led by international organizations such as the World Business Council
for Sustainable Development (WBCSD) and the World Economic Forum (WEF). However, there is no
current area of standardization which addresses a holistic view of this landscape and how to resolve
those issues enabled by CPS, which also consider any adverse impacts.

Humans need to radically change our relationship, not just with the planet, but with the objects with
which we fill our lives to advance the progress we can make towards sustainability. We need to change
how we thinjabout technology and innovation. Rather than allowing technological advancerhent to
steer our narfatives, innovation and technology should help us build bridges between thecworlds we
inhabit now and the ones we imagine for tomorrow.

This documer]t was developed at a series of workshops whose participants conducted-a gap apalysis
between the existing areas of standardization and the goal of achieving human-centred sustaingbility.

This documerjt is the result of an open and transparent multi-stakeholder proeess involving ¢xperts
from differenf countries representing a variety of different perspectives. It)is a voluntary gyidance
document intgnded for global use.

vi © IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=2b29f0194bda16cbb1aa85c8730dd2b8

International Workshop Agreement IWA 39:2022(E)

Gap analysis for standardization on sustainable and
human-centred societies enabled with cyber physical
systems

1 Scope

This dpevmentprovides—a—gap-analysis-bebween—existingareas—o andardization—and the needs of
human}-centred sustainable societies enabled by cyber physical systems. This documehnt gfloes not cover
the technical requirements of cyber physical systems.

2 Normative references

There §re no normative references in this document.

3 Tdrms and definitions
For thg purposes of this document, the following terms and definitions apply.
ISO andl [EC maintain terminology databases for use in.standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.or

— IEC Electropedia: available at https://wwwxselectropedia.org/

31
cyber physical system
CPS
systen] with digital, analogue, cyber, physical and human components interacting with each other,
enginepred to function through integrated physics and logic

3.2
system of systems
SoS
set of pperationally2and managerially independent systems that coordinate their work together to
achiev¢ one or move common stated purposes

Note 1 fo entry:Each constituent is a useful system by itself, having its own management, goals] and resources,
and codrdinates within the SoS to provide the unique capability of the SoS.

[SOURCETTET Efectropedia, IEV 871-05-03, moditied — I he words -are operated together for a period
of time” have been replaced by “coordinate their work together” and the word “common” has been
added in the definition; the original Note 1 to entry has been replaced by a new Note 1 to entry adapted
from ISO/IEC/IEEE 24748-1:2018, 3.56.]

3.3
issue linkage
conflict between some of the actions for achieving different sustainability goals

©1S0 2022 - All rights reserved 1
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3.4
human-centr
society thatis

ed sustainable society
highly sustainable supporting human well-being and dignity

Note 1 to entry: In this document, the state of a human-centred sustainable society is referred to as “human-
centred sustainability”. Sustainability in a broader sense can include a part of human-centred aspects, however,
it does not cover all of them, and includes issue linkages (3.3) between human-centred aspects and others. For

this reason, the

term “human-centred sustainability” is used in this document.

4 Overview

4.1 Generd

The society en
and other rele
other sustaina
and adversely|
and harmoniz

Interactions |
properties of
other sustaini
feedback shou
should be neg

1

visioned in this document is a human-centred sustainable society contributing to U

bility (e.g. environmental sustainability) is enabled or impacted by CPS{(’both bensg
, and on how the issue linkages between SDGs and other relevant issues can be r¢
ed by CPS.

etween a physical (or real) space and cyberspace, beneficial-or adverse, are iy
LPS. On the contrary, feedback from the real space to CPS imterms of human-centr
bility aspects are investigated in this document. If the<CPS has a beneficial imp:
1d be positive to enhance the impact even more, but if the impact is adverse, the fe
htive to suppress the impact (see Figure 2).

A society envisioned by goals such as UN sustainable development goals

Issue

linkagés Sustainability

(Natural environment and public interest)

Human-centred
(Well-being)

Coniflict resolution and
synergy creation

Feedback] Feedback
if beneficjal, feedback > 0 if beneficial, feedback > 0
if adversd, feedback < 0 if adverse, feedback < 0

N SDGs

vant issues. This document focuses specifically on how human-centred sustainabillity and

ficially
esolved

trinsic
ed and
ict, the
edback

A

A\ 4

Cyber physical systems

Figure 2 — Perspectives of the gap analysis

This document outlines issues and practices and provides lists of related standards, based on the
following four perspectives:

how human-centred aspects are impacted by CPS (see Clause 5);
how sustainability (environment and society) is impacted by CPS (see Clause 6);
what the issue linkages are and how CPS can help (see Clause 7);

how CPS can be implemented to resolve the identified issues (see Clause 8).

Table 1 list issues and practices related to human-centred sustainability together with their relevance
to SDGs, indicating beneficial impacts or adverse impacts. Referenceable documents for subjects of
each perspective are listed in the subsequent tables, indicating the relevant SDGs and type of standards

defined in 4.3.
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4.2 Existing standardization

A number of international standards have already been published by ISO, IEC and ITU-T on human-
centred sustainability and CPS. In addition to the published standards, this document also cites work
items under development for reference.

4.3 Categories of standardization

In this document, international standards published by ISO, IEC and ITU-T are categorized as follows
(see Figure 3).

— Type 1: Standardization addressing human-centred sustainability which apparently has a potential
relevance to CPS.

— Type 2: Standardization addressing CPS which apparently has a potential relevarice to human-
centred sustainability.

— Type 3: Standardization addressing both human-centred sustainability @and CPS.

Typel Type3

Human-centred
sustainabili

with C

Human-centred
sustainability

CPS

N

Figure 3 — Existing standardization mapping on human-centred sustainability with CPS

The repults of the gap analysiS bétween fields of existing standardization and the goa|s of pursuing
sustainability and improvement for human-centred aspects are given in Clause 9.

5 How human-¢entred aspects are impacted by CPS

5.1 Relevantissues and practices

Humar-cefitted aspects constitute a broad concept that includes many aspects of opir daily lives.
It encqmpasses financial well-being, relationships with family and friends, harmony] with nature,
emotional and physical health and spiritual wealth. It is relevant to activities at work and recreation,
how people feel about their community and personal safety.

By using a variety of technologies, e.g. Artificial Intelligence (AI) and IoT sensors, CPS supports the
automation of repetitive and cognitively difficult tasks across several activities, while also being
focused on delivering an improved society.

The new society envisioned is not intended to simply replace human beings with automation, but also
to create new and higher quality jobs. Automation is not intended to take the place of human beings but
to support them, using robots and other intelligent technology that interacts with people to prevent
them from carrying out activities that are dangerous or burdensome to the mental and physical health
of the individual.

©1S0 2022 - All rights reserved 3
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In addition to protecting human beings from harmful activities, CPS allows the accumulation of societal
knowledge which can be used to establish a collective intelligence and be made available to society for
the purpose of solving various problems.

While CPS has a great potential to be beneficial to human-centred aspects in society, it also creates
concerns because of its adverse impacts or issues related to basic human rights.

Table 1 shows examples of how human-centred aspects are impacted by CPS. Even though the CPS issues
and practices can be seen to deliver beneficial impact for the SDGs listed below, the CPS perspective
also gives a holistic view of the impact and issues of technology in terms of both beneficial and adverse
effects on other SDGs.

SDG 3
SDG 4
SDG 5
SDG 7
SDG 8
SDG 9
SDG 1

SDG 14

Ethical concer

the seventeen

SDG 12

Good health and well-being

Quality education

Gender equality

Affordable and clean energy

Decent work and economic growth
Industry, innovation and infrastructure
Reduced inequalities

Responsible consumption and production

Peace, justice and strong institutions

ns and the impact on privacy are alsoifcluded in the CPS perspective. This is imﬁortant
as ethical conlcerns and any unintended consequénees which can result are not explicitly incl
SDGs but will have a social impaet on how human-centred sustainable initiatiyes are

ded in

impacted by (JPS.
Table 1 — Issues and practices impacted by CPS
Issues/practices SDGs with benefi- |SDGs with afdverse
cial impact impact
Avatars SDG 3 SDG 16
With the decliping birth-raté and increasing aging population, it is|Good health and|Peace, justife and

expected thatt
future. By utili
or manage lab
improve perfo

he growthofithe working population will decline in the
ying avatars, it is possible to carry out dangerous work
pur shortages. In addition, it is expected that Al will
‘mance across economies. Robots can use Al without

well-being
SDG 5 Gender equal-
ity

SBG8

strong instityitions

any human int

any location.

rwc\thn' whilstthe use of avatarsisa human-centred

approach which itis hoped will extend or enhance human capabilities.
Currently society is restricted to using technology which depends on
physical locations where people live, but avatars can be used to access

The presence of avatars in the Metaverse has the potential to overcome
gender differences, the presence or absence and degree of disabilities.

Decent work and eco-
nomic growth

Cyborgs

Cyborg technol
3and SDG8) b
functions.

ogy (e.g., next-gen prosthesis) can benefit humans (SDG
ecause it can restore/enhance/complement the body’s

SDG 3

Good health and
well-being

© IS0 2022 - All rights reserved
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Table 1 (continued)
Issues/practices SDGs with benefi- | SDGs with adverse
cial impact impact
Brain machine interface SDG 4 SDG 3
The level that a brain machine interface can alter the data in the brain.|Quality education |Good health and
Brain machine interface can boost education by installing new knowl- well-being

edge (SDG 4.), but overuse of it can cause an altered personality.

Proton Beam Therapy

The new particle accelerator for Proton Beam Therapy (PBT) will be
smaller than the synchrotron already in use in healthcare. It will be

SDG 3

Good health and
well-being

connedted To a mechanical STTUctUre that allows the proton beams to
rotate iround the patient and to remove a tumour from multiple direc-
tions. Ytilizing sensing data from multiple installed devices as well as
3D real-time modelling of the precise shape of the target tumour, this
treatmient is particularly suitable for tumours that are inoperable or
thatarpg located near delicate organs and structures such as the brain,
heart, head, neck, prostate and spinal cord.

Measufement of happiness

Alargeamount of data related to body movements replaced by Os and
1s wag collected from thousands of people. Various questions were
asked o determine if they were experiencing happiness. Al was used
to anallyse the correlation between the data on body movements and
happinfess. As a result, a complex but unique array of 0s and 1s which
appearjs to show how people experience happiness was discovéred.

SDG 3

Gdod health and
well-being

Al servfice for mental health

This is p new approach to using the new provisions for Age-Appropriate
Design|under the UK General Data Protection Regulation (GDPR) to
create pn Al service which helps young people understand the impact
on theif mental health. They are designing the.service using regulations
not applying the regulations after the techmology is built. Building in
safety Into an Al service which has the concérns and the safety of the
citizeng at the core.

SDG 3

Good health and
well-being

Estate pnd Building service with €RS

This sdrvice uses CPS technology to ensure buildings are Covid safe,
includipg protecting arrivingyvisitors and personnel working within
buildir{;s onall floors, andiitrmeeting rooms. It can be directly connect-
ed to all building management and room booking systems to always
ensure|the safety and'well-being of all visitors and occupants.

SDG 9

Industry, Innovation
and Infrastructure

CPS to protect himan rights

A cons|derableramount of the world's economies are still exploiting
forced |abour, child labour, human trafficking and modern slavery. Key
reasong for this are the pressure to compete on price for products, the

SDG 3

Good health and
well-being

lack of visibility of the entire value chain and in particular the multiple
jurisdictions that are used to 'hide’ these practices. Information transfer
to support eradication of these practices has been difficult but CPS can
help. CPS can support collaboration across nations using the data created
in a CPS enabled value chain to provide transparent and trustworthy
information exchanges across multiple jurisdictions. CPS can be used
to identify victims and support investigations and prosecutions.

An example use case - The use of Al to find signatures of trafficking
with the CPS value chain. Often these are images which contain par-
ticular objects with the addition of a specific tattoo that traffickers
use to brand their victims.

Reduced inequalities
SDG 16

Peace, justice and
strong institutions

© IS0 2022 - All rights reserved
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Table 1 (continued)

This Platform equips businesses and other stakeholders with tools
to trace their supply chains by blockchain technology, thereby sup-
porting the business sector’s efforts to source materials untainted
by child labour.

Decent work and eco-
nomic growth

Issues/practices SDGs with benefi- [SDGs with adverse
cial impact impact
Blockchain Traceability Platform to combat child labour SDG 8 SDG 12 Responsible

consumption and
production

Hearing Aid, fq
smartphone ar
direct streamil

in their life than persons without hearing difficulties; with the

r example, they can connect wirelessly to any modern
d get access to our wide range of accessories with
hg of stereo sound.

Hearing aid used as connected device SDG 3
The Hearing Aid not only compensates the hearing ability of persons |Good health and
with hearing dffficuities but provides tiiem Wit IoTe CONVENIENCe | Well-Delng

Cote d’'Ivoire d

hta system for traceability

A pilot project
cooperatives t

aimed at building data systems that are owned by the
emselves, provide important information about where

their cocoa comgs from, and strengthen their position as trading partners.

SDG 8

Decent work and
economic growth

farmers and u

— Willtheyb
so that they ca

— How policy]
ability enabled|

There is a gap Hetween advanced economies and developing countries.
This gap suggests the need to address the following issues.

How will fthe transition of societies like the ones of developing
countries take[place and how much resource will it take?

— Millions of|people in the developing world will be left withoutjobs
and incomes a§ they are mainly groups of manual workers, unskilled

skilled industrial workers.

e trained? Will they be subsidized? How willthey adapt
h cope?

making will be affected by the human*centred sustain-

by CPS?

SDG 8

Decent work and
eceriomic growth

5.2 Existin

Tables2to 71

g documents

st existing documénts related to following topics, categorized as follows:

a) Human and organizatiofal aspects (see Table 2)

b) Health and well-being (see Table 3)

c) Education] (see‘Fable 4)

d) Water serlviee (see Table 5)

e) Industry and innovation (see Table 6)

f) Ethical concerns and trustworthiness (see Table 7)

The documents that are not, for the moment, directly relevant to CPS are included if their subjects can
potentially be impacted by CPS in the future (i.e. Type 1).

Table 2 — Existing documents related to Human and organizational aspects

Document Title Committee SDG Type
The h y o SDG 8
e human-centred organization —
IS0 27501:2019 Guidance for managersg ISO/TC159/SC1|pecent work and economic| 1
growth

© IS0 2022 - All rights reserved
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Document Title Committee SDG Type
Security and resilience — Business SDG 8
IS0 22301:2019 continuity management systems —|1SO/TC 292 Decent work and economic| 1
Requirements growth
ISO 26000:2010 Guidance on social responsibility ISO BaS.lC human rights and 1
ethical concerns
Human resource management — Guide- SDG 8 1
1SO 30414:2018 lines for internal and external human|ISO/TC 260 Decent work and economic
capital reporting orowth
Table 3 — Existing documents related to Health and well-being
IDocument Title Committee SDG Type
Air quality — Definition and determi- SDG3
IS0 9169:2006 nation ofperfqrmance characterzstzcs ISO/TC146/SC4 Good health and well-being 3
of an automatic measuring system
Health informatics — Information se- SDG 3 3
curity management for remote mainte- e
nance of medical devices and medical Goodhealthand wefl-being
ISO/TH 11633-2:2021 | . [SO/TC215
information systems — Part 2: Imple-
mentation of an information security
management system (ISMS)
ISO/IERE 11073 (all | Health informatics — Personal health| 1y 11 15 SDG 3 3
parts) device communication Good health and we]l-being
Medical electrical equipment — Part SDG 3 3
IEC 80§01-2-77: 2019 |27 7 Particular requirements for the |\pc rc 65 | Good healthand well-being
basic safety and essential performance of
robotically assisted surgical equipment
ITU-T 1810 (all parts) Interoperability design guidelines for ITU-T/ SG 16
personal health systems Good health and wel-being
Table 4 — Existing documents related to Education
Document Title Committee SDG Type
i i ices — Re- SDG 4 1
1S0 29994:2021 Edycatzon andleqrmng services Re 1SO/TC 232
quirements for distance learning Quality education
Table 5 — Existing documents related to Water service
Document Title Committee SDG Type
Service activities relating to drinking SDG 6 3
water supply, Wasteyvat'er and storlm- Clean water and sanitation
water systems — Guidelines for the im-
ISO/TS 24541:2020 plementation of continuous monitoring |ISO/TC 224
systems for drinking water quality and
operational parameters in drinking
water distribution networks
© 180 2022 - All rights reserved 7
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Table 6 — Existing documents related to Industry and innovation

Document Title Committee SDG Type
. ) | ] SDG 9
. nnovation management — Innovation ] .
[SO 56002:2019 management system — Guidance ISO/TC 279 Industry, innovation and |1
infrastructure
Service excellence — Designing excellent SDG9
ISO/TS 24082:2021 service to achieve outstanding customer |1SO/TC 312 Industry, innovation and|1
experiences infrastructure
SDG9
IS0/CD 32111 Transaction assurance in e-Commerce |« ;rr 294 1
[Under develogment] |— Principles and framework rEEEEE INAusTry, Tmovation and

infrastructure

Table 7 — Existing documents related to Ethical concerns and trustworthiness

Document Title Committee SDG Type
1SO/IEC TR {nforrpatzon technolqu — Artificial 1SO/IEC JTC1/ Ethlcal.concerns and trust- |[3
24028:2020 intelligence — Overview of trustwor- SC 42 worthiness

' thiness in artificial intelligence
6 How sustainability (environmental and social) is impacted by CPS
6.1 Relevantissues and practices
Table 8 showq how sustainability (environmental and spgial) is impacted by CPS with a focus|on the

SDGs listed bdlow, in terms of beneficial contribution and adverse side-effects on other SDGs.
SDG 10 Rgduced inequalities

SDG 11 Systainable cities and communities
SDG 12 Responsible consumption apd"production
SDG 13 Climate action

SDG 14 Life below water

SDG 15 Life on land

SDG 16 Pdace, justicé ‘and strong institutions

SDG 17 Pqrtnerships for the goals

In addition to hese-SBGasethical-concernssuchasprivacyareincludedthough-theyarenotexplicitly
included in SDGs.
Table 8 — Relevant issues and practices
Issues/practices SDGs with benefi- [SDGs with adverse
cial impact impact

General CPS’s adverse impact on ethical, legal and social issues SDG 10, 12, 13, 14,
15,16, 17, and ethical

There are significant ethical, legal and social issues related to the de-
concerns

ployment of CPS technology which need to be considered.

8 © IS0 2022 - All rights reserved
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Table 8 (continued)
Issues/practices SDGs with benefi- | SDGs with adverse
cial impact impact
Energy harvesting SDG 7 Affordable and
To ensure universal access to affordable, reliable and modern energy clean energy
services, human beings continue to need an increasing supply of ener-
gy, which increases climate impact and results in climate change. The
need to implement [oT devices which do not require batteries in society
is a necessary action to prevent the increase of energy consumption.
Sensing technology to enable infrastructure monitoring to facilitate a
resilient society also requires battery-less IoT devices.
Al and|CO2 emissions using computing power SDG 9 SDG 12
Al conqumes a huge amount of electricity in the compute power it uses, | Industry, innovation{Respgonsible con-
which Jeads to a large amount of CO2 emissions. and infrastructure lysumption and pro-
ductipn
SDG 13
Climgte action
Cryptocurrency CO2 emission SDG 8 SDG 13
A partifular cryptocurrency has a carbon footprint comparable to that{Decent work and eco- | Climgte action

of New| Zealand, producing 36,95 megatons of COZ annually. Crypto=
currency consumes more electricity than the entire annual energy
consurhption of the Netherlands.

nomic growth

Energyf systems transition towards green energy

Climat
energy

e change, the need for decarbonization, as well as;increasing
demand, together with the massive penetration’of renewable
energylresources, are creating many challenges forthe current and
future pystems. A major challenge is the difficulty*to maintain the
stabilifly in the power grid due to a large fluctuation of renewable
power gources.

In gendral, the integration of intelligent CPS in energy systems can
improve their design and operation-as:well as contribute to their
transitjon in many ways; examples'ef such intelligent CPS benefits
includg energy efficiency enhancements, operational flexibility in a
dynamjic environment, resilience of critical infrastructure, supply
and demand matching, and\the stability enhancement of the total
grid.

However, changes in'production and consumption result in differ-
ent floys of enepgy within the smart grid. Furthermore, the grid
structyre itselfcan be physically changed through reconfiguration.
Different flows-also result in different currents, voltage levels and
differepees in the physical operation of the grid and its assets.

SDG9

Industry, innovation
and infrastructure

SDG 11

Sustainable cities and
communities

SDG 13

Climate action

Circularecomnomy

A circular economy aims to redefine growth, focusing on positive so-
ciety-wide benefits. It entails gradually decoupling economic activity
from the consumption of finite resources and designing waste out of
the system. Underpinned by a transition to renewable energy sources,
the circular model builds economic, natural, and social capital.

SUGL 12

Responsible con-
sumption and pro-
duction

SDG 13

Climate action
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Table 8 (continued)

Issues/practices

SDGs with benefi-
cial impact

SDGs with adverse
impact

Sharing economy

The sharing economy is an economic model that creates opportunities
to match individuals and/or organizations with unused assets and
skills with those who want to use them through digital platforms. It
enables services and products to reach a wider range of consumers,
supports entrepreneurship, and creates new business opportunities
with a flexible working style. In addition, the shift from owning assets
to sharing them through this model enables better resource optimiza-

SDG 8

Decent work and eco-
nomic growth

SDG 11

Sustainable cities and
communities

SDG12

SDG 10

Reduced Inequalities

issues. Howev¢r, monetization of data has led to significant ethical,

tion and is eprcted to contribute to the resolution of environmental
legal and socia] issues.

Responsible con-
sumption and pro-
duction

Food tech

While the wor
approximately
duction is disc
For example, by
and temperaty

d's population continues to grow, the world produces
4 billion tons of food each year. One-third of that pro-
hirded. Al can be used to solve the food waste problem.
rutilizing various data such as weather, day of the week,
re, it is possible to deliver demand forecasting which

would reduce flood loss.

SDG 12 Responsible
consumption and
production

Food Trust - fo

Improving foo
achieve new le
smarter from f
requires signif]

bd safety

 safety across the supply chain. A platform looks te
vels of trust and transparency, making food safer and
rm to fork. This is Blockchain for the food systemwhich
icant energy to deliver the service.

ShG2
Zero hunger
SDG 3

Good health and
well-being

SDG 12 Resppnsible
consumptidn and
production

Biodiversity a

There have bed

d ecosystems

n conventions on biological diversity,led by UN which

pursue the cur

rent overarching framework, Strategic Plan for Biodi-

versity 2011-2020 and its Aichi Biodiversity Tangets. Governments are
in the process qf developing a post-2020 global biodiversity framework
that will guidefactions in the decades to come.

There are alreqdy existing relevant documents published by UN, OECD,
and WBCSD. ISP has recently started-its new TC on biodiversity (ISO/
TC 331). Thesq issues regarding,the degradation of biodiversity and
ecosystems will be largely nfitigated and adapted using CPS.

SDG 14
Life below water
SDG 15

Life on Land

The demand adjustmentsservice of renewable energy supply

The service con|
to the amount
fluctuates dep

krols theamount of electricity used nationwide according
feléctricity generated by power sources whose output
briding on the weather conditions and time of day, such

SDG 7

Affordable and clean
energy

SDG 11

as solar power generation and wind power generation.

Specifically, the service automatically and accurately ascertains the
quantity and status of operation of the equipment of large electric
power for consumers nationwide and power generation equipment
(solar panels, windmill turbines, etc.) through the IoT network.

Sustainable cities and
communities

SDG 13

Climate action

10
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Table 8 (continued)
Issues/practices SDGs with benefi- | SDGs with adverse
cial impact impact

Local district energy management SDG 7
The distributed micro grid application of energy management has Affordable and clean
great potential for enhancing resilience against natural disasters energy
as well as utilizing renewable energy sources such as photovoltaic SpG 11
generators. It is also expected to utilize fully the storage capacity of
electric cars. The implementation of this future scenario is highly Sustainable cities and
dependent on CPS enablement. communities

SDG13

Climate action
Personpl Electric Vehicle( PEV) SDG 11 SDG 15
The usk of Personal Electric Vehicle (PEV) would significantly con- |Sustainable citiesand | Life gn land
tributg to the creation of a more sustainable transportation system |communities
that is|affordable, convenient, addresses air pollution, and reduces SDG 13

greenhouse gas emissions.

Compaled to purchasing an automobile, which usually costs more than
10k USP, or daily payment of public transportation fees, using PEVs as
amears of transportation is more affordable for the user, because thé
cost of|the PEVs is about equal to a year of public transportation fees.
In addiftion, PEVs can shorten the time of transportation compared’to
public fransportation, as users can directly travel to their destifvations
withouf any waiting time for changing the transports. PEVs willnot emit
greenhpuse gasses but they also have 2-3 times higher energy efficiency
than electric cars and are therefore more environmentally friendly.

ation of the PEVs is currently being discussed’in Japan, but some
it because PEVs can cause more traffi¢ accidents. However,
Fdization of the PEVs friendly society is.desired to achieve SDGs.

Legali
0ppOsE
standa

Climate'action

6.2 Existing documents

Tables|9 to 12 list existing dociments related to following topics, categorized as follows:

a) Enyvironment (see Talle9)

b) Fopd (see Table 10)

c) Smart cities-and communities (see Table 11)

d) Energy supply (see Table 12)

The dIuments that are not, for the moment, directly relevant to CPS are included if thei

r subjects can

potentially be impacted by CPS in the future (i.e. Type 1).

Table 9 — Existing documents related to Environment

© IS0 2022 - All rights reserved

Document Title Committee SDG Type

SDG 12 1
Responsible consump-

ISO/WD 59010 Circular economy — Guidelines on busi- 1S0/TC 323 tion and production

ness models and value chains

[Under development] SDG 13
Climate action

ITU-T Energy efficiency, smart energy and SDG 13 3

ITU-T SG5
L.1300- L.1399 green data centres Climate action
11
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Table 9 (continued)

Document Title Committee SDG Type
ITU-T Assessment methodologies of ICTs and ITU-TSG S SDG13 3
L.1400- L.1499 02 trajectories Climate action

Table 10 — Existing documents related to Food
Document Title Committee SDG Type
Social responsibility and sustainable|1SO / TC 34 SDG 12 Responsible con-|1
ISO/TS 26030:2019 development — Guidance on using ISO sumption and production
2600072010 tie food chaim
Tjable 11 — Existing documents related to Smart cities and communities
Document Title Committee SDG Type
Sustainable development in communities SDG 11 1
) B — Management system for sustainable ) o
150 37101:201p development — Requirements with 1S0/TC 268 Sustaihable citiesand com-
guidance for use munitres
Sustainable cities and communities — SDG 11 1
IS0 37120:201B Indicators for city services and quality [ISO/TC 268 Sustainable cities and com-
of life munities
S bl J SDG 11 1
) ustainable cities and communities — i .
150 37122:201p Indicators for smart cities ISQETC 268 Sustainable citiesand com-
munities
S nable citi J . SDG 11 1
ustainable cities and communitieés=—
150 37123:2019 Indicators for resilient cities IS0/TC 268 Sustainable cities and com-
munities
Sustainable cities and communities — SDG 11 1
ISO/TS 37107:2019 Maturity model for smart sustainable|ISO/TC 268 Sustainable cities and com-
communities munities
Security and(Tesilience — Emergen- SDG 11 1
¢y managément — Part 1: General Sustainable cities and com-
1SO 22328-1:2(020 guidelinés+for the implementation of a|1SO/TC 292 .
- . munities
communijty-based disaster early warn-
ing system
Table 12 — Existing documents related to Energy supply
Document Title Committee SDG Type
Marine energy — Wave, tidal and other SDG7 1
IEC TS 62600-2:2019 |water current converters — Ifart 2: IEC/TC 114 Affordable and clean en-
Marine energy systems — Design re- ergy
quirements SDG 13 Climate action
SDG 7 1
EC TS 61724-3:2016 Photovoltalcsystem performance — Part IEC/TC 82 Affordable and clean en-
3: Energy evaluation method ergy
SDG 13 Climate action

12
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Table 12 (continued)

Document Title Committee SDG Type
Wind energy generation systems — Part SDG 7 3
25-1: Communications for monitoring Affordable and clean en-
IEC 61400-25-1:2017 |and control of wind power plants —|IEC/TC 88 or
Overall description of principles and gy
models SDG 13 Climate action
Solar energy — Specification and clas- SDG7 3
1SO 9060:2018 .;Ilflcqtlon ofmstrumentsformeasurmg 1SO/TC 180/SC 1 Affordable and clean en-
emispherical solar and direct solar ergy
radiation .
SDG I3 Climate adtion

igure 4. Some
les such as an

7 Whatissue linkages are and how CPS can help

7.1 Relevant issues and practices

Conflidts are intrinsically embedded in SDGs such as between the-0nes related to human-centred
aspectp and the others related to environmental and other sustaidability as shown in H

conflicks are not necessarily limited to SDGs but include other.well-being or social isst
ethicallconcern.

N
Human-centred (welbf)%ing)

(issues such as but not limited to SDG 1, 2, 3,

e

(issues such as but not fiinited to SDG 10,11,12, 13, 14, 15, 16, 17)
Natural environment and public interest

Figure 4 — Intrinsic issue linkages in SDGs

4,56,7,89)

Table 13 shows relevant iSsues and practices with conflicting SDGs or other issues.

Table 13 — Relevant issues and practices

will increase as well. CPS can detect demand/supply gaps and match
them, minimizing the loss as well as providing an accurate forecast of
natural phenomena, such as drastic weather changes, bad harvests
and associated famine.

Issues/practices SDGs with benefi- | SDGY with adverse
cial impact impact
Autonqmodus vehicles SDG9 SDG ]
Autonomousvehicteswittopemrmrew businessopportunittes—ttwittindustryimmovationt6ood health and
change ownership models, with people opting to buy mobility when|and infrastructure |well-being
they n.eed it - allowing vehicle assets to be psgd more efficiently, thergby SDG 11 Sustainablel SDG 10 Reduced Ine-
reducing transport costs and carbon emissions in the transportation| . . s
) ) . . | Cities and Commu-|qualities
sector. It will help to unlock the full potential of the sharing economyin| ~. .
. . . . nities
the automotive sector. It will also pose interesting challenges for town
planners, including safety with the current technology, followed by
its impact on employment. However, autonomous vehicles potentially
include concerns on safety, ethics and liability as well as widening the
gap between advanced economies and developed economies.
When we increase the food supply, it can be expected that food loss |SDG 2 SDG 12

Zero Hunger

Responsible con-
sumption and pro-
duction

© IS0 2022 - All rights reserved
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Table 13 (continued)

Issues/practices SDGs with benefi- [SDGs with adverse
cial impact impact
There has been along dispute between economically developing coun-|SDG 1 SDG 13
tries and developed ones regarding Global Warming Potential (GWP) . .
o ) . . . . No poverty Climate action
emission reduction. This is because industrial and economic growth
naturally leads to increased CO, emissions. CPS, including smart grid
technologies, are expected to resolve this coupling between economic
development and CO, emission through demand-supply matching and
stabilized renewable energy supply in a power grid, as well as intro-
ducing energy efficient business models.
Sustainable finance and ESGIVESTMEnt SDG8 SDGT3
Finance can regultin an environmental burden due pursuing economic|Decent work and eco- | Climate.action
growth exclusiyely. The use of [oT technologies to create trust and lower |nomic growth
risk perceptiorls for sustainable finance market participants can result
. . L . . .| Other SDGs
in more confidgnce, enhanced decision-making and the creation of win-
win results. Infaddition, financial incentives can be used based on the
improved environmental performance of equipment and infrastructure.
As aresult, control system technologies are being deployed to better
operate equiprhent and infrastructure driven by these incentives.
Sustainability|is transforming infrastructure and today there are|SDG 9 SDG 12
already challenjges in operating it. This is due to the interdependence . . .
) . . Industry, innovation|Responsiblg con-
of the operation of infrastructure projects. Where these are not well ; .
. . o . andinfrastructure [sumption and pro-
balanced, the dpsired outcomes cannot be achieved. Individual projects duction
can appear to e positive at the design and early operation stages but{SDG 11 Sustainable
over time unceftainties can arise due to the necessary evolution of the'| Cities and Commu-
infrastructure| One example of this effect is the electrification of-heat|nities
and transport fogether with the decarburization of electricity. GPS can
improve plann|ng and operation via recommendations or automation,
based on the data accumulated representing an up-to-date model of
existing infrasftructure and the intelligence to identify,the best way
to operate sysfem of systems interdependent inffastructure and to
identify the right place, size and capabilities needed for future projects
to be carried opit and assets to be installed.
7.2 ExistinL, documents
Tables 14 to 16 list existing dogunrénts related to following topics, categorized as follows:
a) Sustainable/green findnce (see Table 14)
b) Sharing efonomy-(sege Table 15)
c) Smart grifl (s€e(Table 16)
The documentstiratare ot; for the moment, directly Tetevant to €PSare included if theirsubjects can
potentially be impacted by CPS in the future (i.e. Type 1).
Table 14 — Existing documents related to Sustainable/green finance
Document Title Committee SDG Type
SDG 8 1
Decent work and economic
ISO/DIS 32210 Sustainable finance- Principles and| g e 357 |growth; and
[Under development] guidance PG 13
Climate action

14
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IEC TR|63097:2017

Smiart grid standardization roadmap

[EC/SyC Smart
Energy

Document Title Committee SDG Type
SDG 8 1
Greenhouse gas management and related )
activities — Framework including prin- 1SO/TC 207/ Decent work and economic
ISO 14097:2021 ciples and requirements for assessing SC 7 growth; and
and reporting investments and financing SDG 13
activities related to climate change
Climate action
SDG 8 1
d) EllVl.l Ulllllclltul’[}cljcul mruricc cvul’uutl’uu an’/T(‘ 707’/ ngg‘?Jltth:;l;and economic
150 14930 (all parts) | Green debt instruments SC 4 '
SDG 13
Climate action
Table 15 — Existing documents related to Sharing economy
Document Title Committee SDG Type
Sharing economy — General trustwor- SDG 8 3
ISO/DTS 42501 thiness and safety requirements for|1SO/TC-324 Decent work and edonomic
digital platforms growth
Table 16 — Existing documentsrelated to Smart grid
Document Title Committee SDG Type
SDG 7 3
o J Affordable and cl¢an en-
IEC 61850 (all parts) | COmmunication networks and systems g imc 57 |ergy; and
for power utility autemration
SDG 13
Climate action
SDG 7 3

Affordable and cl¢an en-
ergy; and

SDG 13

Climate action

8 How CPS can be implemented to resolve the identified issues

8.1

elevantissues and practices

Implementing innovative technologies of CPS can enable human-centred sustainable societies and

resolve issue linkages.

Table 17 shows practices where CPS can be implemented for this purpose.

© IS0 2022 - All rights reserved
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Table 17 — Relevant issues and practices

Practice

SDGs in focus

Reference arch

itecture

In anumber of fields itis seen as necessary to define a reference architecture to promote
the social implementation of CPS by sharing it with stakeholders.

Examples of reference architecture:
— Reference Architectural Model Industry 4.0 (RAMI4.0)
— GAIA-X Target Architecture (GAIA-X: Driver of digital innovation in Europe)

SDG 9

Industry, innovat
infrastructure

ionand

Agile governance

SDG 16

In a society wh
space, this can
ties around thd
considers the @
complex, chan
This will requi
rules and proc
quired, and ar¢
analysis, goal

multi-stakehol
regulations, in

ere a high degree of integration exists between cyber space and physical
promote economic development and manage social problems that socie-

world face. It is imperative that there is appropriate governance which
haracteristics of cyber physical systems. CPS implemented in society are
be rapidly, and pose difficulties in understanding and controlling risks.
e new governance models. Rather than implementing governance where
bdures are defined and fixed in advance, agile governance models are res
designed to continuously, and rapidly run cycles of conditions and risks
setting, system design, operations, evaluation, and improvements,with
ders in various governance mechanisms, such as corporate govérnance,
frastructures, markets, and social norms.

Peace, justice ang
institutions

SDG 10

Reduce inequali

strong

y

Data trading sy

Human-centre
(DFFT). Data tq
realize this, an
number P3800

stem

 sustainable societies enabled by CPS requires Data Fre@Flow with Trust
ading systems have been considered as an indispensable‘infrastructure to
1 the study of international standardization is underway at IEEE. (Project
of IEEE Standards Association).

SDG 9

Industry, innovat]
infrastructure

SDG 16

Peace, justice and
institutions

ion and

strong

Social contract

A social contra
An example of
of data and thd

Ctis an implicit agreement among members of a society for social benefits.
h CPS social contract would be between the curators of data, the creators
citizen.

SDG 16

Peace, justice and
institutions

strong

Nudge technol

Utilizing nudge
When users se
eral routes, prq
preferences an
the weather, re
to promote us

gy

technology enables public transportation users to change their behaviour.
hrch for a route using.a'web application, the application recommends sev-
vides additionalinformation on how to travel combined with participant
 traffic congeStion forecasts. Additionally, web applications can consider
h1-time congestion information and commercial data. This technology aims
br behaviour change and bring benefits to participants, transportation

companies, angl comercial services in the vicinity.

SDG9

Industry, innovat]
infrastructure

Ethical and hum
tred aspects

ion and

Ain-cen-

Virtual evacua

ien drills

SDG 11

Sustaimable cities and
communities

Detailed modelsinstde butldingsare constructed by utitizing the data of BIM{Buitding
Information Modelling). Virtual space seamlessly connecting indoors and outdoors is
constructed by the integration between the BIM model and a 3D city model, for example,
to simulate the movement of people in the event of a disaster to plan evacuation drills.

SDG 11

Sustainable cities and
communities

Social risk management platform for weather disasters

A social risk management platform for meteorological disasters aims to develop a trans-
portation plan that allows everyone to evacuate a wide geographical area by simulating
the method of millions of residents on a digital twin.

The platform allocates means of transportation to be used according to the age, gender,
physical strength, health condition, and whereabouts, family structure, desired evac-
uation destination, etc. of each resident, and provides guidance through smartphones.
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Practice

SDGs in focus

Inter-corporation information exchange platform

Secure and traceable data transfer platform for exchanging business information includ-
ing customer's Know Your Customer (KYC) information. This can be a data exchange
platform for companies like a Social Networking Service without the risk of invoking
data protection concerns.

SDG9

Industry, innovation and
infrastructure

Ethical human-centred
aspects

Sustainability Collaboration Platform

A platform and various software products for sustainability, vertically orientated to

SDG 9

Industry, innovation and

In ordefr to reduce food loss, itis important to reduce food loss'at each phase of production,
distribjution, and consumption. However, in many developed countries, there are many
primary products that are disposed because their quality is not guaranteed to meet a
certair] standard as a result of being mishandled.Thus, it would be crucial to take an
overvi¢w of the processes from production to consumption, and to establish standards
to ensyre the smoothness of these processes.For example, one of the Japanese Cabinet
Office IP (Cross-ministerial Strategic Innovation Promotion Program) projects is focusing
on freghness and is studying a new CPS schieme to certify the quality of food products
through production, processing, distribution, and consumption (Physical system) by
continfously tracking the temperaturg; humidity, vibration, etc. during the process using
variou$ ICT technologies (Cyber system).

specificstakeholders and specializing in the management of particular needs infrastructure
Both the platform and the products are characterized by a common approach: to equip [SDG11
cities, Ibusinesses and citizens with measurement tools, but above all with communica- . .
. . : . ! . Sustaingble cities and
tion and sharing with stakeholders and guidance towards highly sustainable products o
; commurlities
and sefvices.
SDG9
An Application Ecosystem Industry|innovation and
An application ecosystem designed to connect people, things and services. An app does not |infrastrijicture
reside pn your device but on the cloud service. This means that you can access itanywhere SDG 11
and, inJany way, connect it with any compatible object or service and take advantage of
the furctions of your objects in a completely new way every time you©pen one. Sustaingble cities and
commurlities
Smart Food System SDG 12 Responsible con-
sumptior} and production

The gap between urban communities and rural ones

It is popsible that ruralegmmunities are less likely to have a safe and secure IT system.

SDG 11

Sustaingble cities and
communities

Edge All technologies

If all off Al becomes cloud computing-based, only countries with specific computing ca-
pability and the'supporting national infrastructure will be able to deliver the technology
transfqrniation required. All data spread over time and space can be localized. Conse-

quently, inequalities both within and among countries can be increased. Edge Al can

SDG9

Industry|innovation and
infrastrificture

SDG 10

mitigate this adverse impact. Currently, this issue is being addressed by some individual
national regulations. Edge Al can also improve the technology carbon footprint because
it is usually more energy efficient than cloud-based Al.

Reduced inequalities
SDG 12

Responsible consump-
tion and production

8.2 Existing documents

Tables 18 to 23 list existing documents related to following topics, categorized as follows:

a) System (see Table 18)
b) Cyber security (see Table 19)

c) Governance (see Table 20)
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17


https://standardsiso.com/api/?name=2b29f0194bda16cbb1aa85c8730dd2b8

IWA 39:2022(E)

d) Smart cities and communities (see Table 21)

e) Manufacturing (see Table 22)

f) Mobility (see Table 23)

Table 18 — Existing documents related to System

Document Title Committee SDG Type
Internet of things (1oT) - Requirements of 1SO/IEC JTC1/ SDG9 2
ISO/IEC 30161:2020  |loT data exchange platform for various SC 41 Industry, innovation and
LoT services infrastructure
ISO/IEC AWI 3p172 o ] ISO/IEC JTC1/ SDG9 ¥
Digital Twin — Use cases SC 41 Industry, innovation-and
[Under development] infrastructure
Information technology — IT asset man- 1SO/IEC JTC1/ SDG9 2
ISO/IEC 19770}1:2017 |agement— Part 1: IT asset management SC 7 Industry,innovation and
systems — Requirements infrastructure
SDG 9 2
Information technology — Cloud com- |1SO/1EC ) )
ISO/IEC 177892014 puting — Reference architecture JTC1/5C 38 lndustry, innovation and
infrastructure
SDG9 2
Internet of Things (IoT) — Reference ISO/IEC ] ]
ISO/IEC 301412018 Architecture JTC H/SC 41 Industry, innovation and
infrastructure
Information technology — Big data{y§0/1EC SDG9 2
ISO/IEC 20547}3:2020 |reference architecture — Part 3: Ref- Industry, innovation and
erence architecture JTC1/SC 42 infrastructure
Information technology —€loud com- ISO/IEC SDG9 2
ISO/IEC 1994112017 puting — Interoperabilityand porta- Industry, innovation and
bility JITC1/SC38 i\ frastructure
Cloud computingland distributed plat-|150/1EC SDG9 2
ISO/IEC 19944(1:2020 |forms— Data flew, data categories and Industry, innovation and
data use —Part 1: Fundamentals JTC1/5C38 infrastructure
Cloud ceraputing and distributed plat- 150/ IEC SDG9 2
1SO/IEC 199442 Jorms >~ Data flow, data categories Industry, innovation and
ang-data use — Part 2: Guidance on|jTc 1/SC 38 .
S P infrastructure
application and extensibility
SDG9 2
ISO/IECTR Information technology — Cloud com- ISO/IEC ) )
23188:2020 puting — Edge computing landscape |jT¢ 1/5C 38 .In(ciusthry, 1Pnovat10n and
Information technology — Cloud com-|150/1EC SDG 9 2
ISO/IEC 23751 puting and distributed platforms — Data Industry, innovation and
sharing agreement (DSA) framework |JTC 1/5C 38 infrastructure
SDG9 2
IEC 62853:2018 Open systems dependability IEC/TC 56 Industry, innovation and
infrastructure
Systems and software engineering — ISO/IEC SDG9 2
ISO/IEC/IEEE derati
21839:2019 System of systems (SoS) considerations Industry, innovation and
' in life cycle stages of a system JTC1/SC7 infrastructure
18 © IS0 2022 - All rights reserved
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Table 18 (continued)
Document Title Committee SDG Type
SDG9 2
Systems and software engineering — ISO/IEC _ _
ISO/IEC/IEEE 42010 |7 e description JTC1/5C7 Industry, innovation and
infrastructure
Standard for a data-trading system: SDG9 2
IEEE P 3800 overview, terminology and reference|IEEE Industry, innovation and
model infrastructure
ISO/TC159/SC4|SDG 3 3
Ergonomics of human-system interaction Goodtreattiramd wejl-being
1SO 9241-210:2019 — Part 210: Human-centred design for SDG 9
interactive systems
Industry, inmovation and
infrasgructure
SDG8 3
Decent Work and Edonomic
i ices — _ Growth
150,74 15066:2016 Robqts and robotic devices — Collab 1SO/TC 299
orative robots SDG 9
Industry, innovation and
infrastructure
SDG 8 3
Digital analytics and web analyses.for Decent Workand Edonomic
1SO 19731:2017 purposes of market, opinion and:social 1S0/TC 225 Growth
' research — Vocabulary and‘service SDG 9
requirements
Industry, innovation and
infrastructure
SDG 8 3
Decent Work and Edonomic
i0- ) Growth
ITU-T Y.3013 Socio-ecoriomic assessment of future ITU-T
networks by tussle analysis SDG 9
Industry, innovation and
infrastructure
SDG9 3
N Industry, innovation and
ISO/IEL CD 42081 Information Technology — Artificial |!SO/IEC infrastr}:lcture
[Under{development] | intelligence — Management system |1TC1/SC 42 SDG 3
Good health and well-being
Table 19 — Existing documents related to Cyber security
Document Title Committee SDG Type
SDG 8 2
Financial services — Key-manage- Decentwork and economic
1SO 13492:2019 ment-related data element — Application ISO/TC 68/ growth
' and usage of ISO 8583-1 data elements| ¢ 2 SDG 16
for encryption
Peace, justice and strong
institutions
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Table 19 (continued)
Document Title Committee SDG Type
Web-service-based application pro-|150/TC 68/ SDG9 2
ISO/TS 23029:2020 grarr_lming interface (WAPI) in financial sCo Industry, innovation and
services infrastructure
SDG 8 3
Decent Workand Economic
i i __|ISO/IEC Growth
1SO/IEC 27102:2019 Infgrm'atlon securlty. management /
Guidelines for cyber-insurance JTC 1/SC 27 SDG 9
Industry, innovation and
infrastructure
SDG9 3
Information security, cybersecurity|1S0/IEC Industry, inngvation and
ISO/IEC 27014{2020 and privacy protection — Governance infrastructure
of information security JTC1/8C27 .
Ethical.and human-cen-
tred aspects
Information technology — Security 1S0/IEC SPG9 2
1SO/IEC 27017[2015  |(echniques — Code of practice for in- fadustry, innovation and
formation security controls based on|jTc 1/SC 27 infrastruct
ISO/IEC 27002 for cloud services intrastructure
Information technology — Security SDG 9 2
techniques — Code of practice for pro- |50 /{EC . .
ISO/IEC 27018}2019 tection of personally identifiable infor- { ig?riss?rﬁcl?unrzvatlon and
mation (PII) in public clouds acting as JEE1/5C 27
PII processors
SDG9 2
Cybersecurity — 10T security and.pri-|1SO/IEC _ _
ISO/IEC 274002022 vacy - Guidelines JTC1/5C 27 Industry, innovation and
infrastructure
SDG9 2
ISO/IEC CD 27402 Cybersecurity — loTsecurity and pri-|1SO/IEC ) )
[Under development] |vacy — Device baseline requirements |y1¢ 1/S¢C 27 Industry, innovation and
infrastructure
SDG9 2
ISO/IEC CD 27403 Cybersecurity?— IoT security and privacy | ISO/1EC q ) ) q
[Under development] |— Guidelinies for IoT-domotics JTC 1/SC 27 Industry, innovation an
infrastructure
ISO/IEC PWI TP 5689 |Cybersecurity — Security frameworks|[50/IEC SDG 9 2
based on the conceptual model of Industrv, innovation and
[Under development] XI¢yher-physical systems JTC1/SC27 infrastr}lljcture
SDG9 3
Information technology — Sustainability Industry, innovation and
1SO/IEC 19395:2015 for and by information technology — |ISO/IEC JTC1/ |infrastructure
' Smart data centre resource monitoring |SC 39
and control SDG13
Climate action
Table 20 — Existing documents related to Governance
Document Title Committee SDG Type
SDG9 2
) Information technology — Governance ISO/IEC ] )
ISO/IEC 38500:2015 of IT for the organization JTC 1/5C 40 Industry, innovation and
infrastructure

20
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Table 21 — Existing documents related to Smart cities and communities

Document Title Committee SDG Type
S j Methodology for|IEC/SyC S SPG :
mart city system — Methodology for mart
IEC SRD 63235:2021 concepts)l;u?;ding &> Citiesy Susta}ipable citiesand com-
munities
SDG 11 3
Sustainable cities and com-
IEC 63205 Smart Cities Reference Architecture|IEC/SyC Smart|munities
[Under development] |(SCRA) Cities SDG 9
Industry, innovation and
infrastructure
SDG11 3
) Sustainable cities ajd com-
IEC SRD 63188 Systems Reference Deliverable — Smart IEC/SyC Smart|munities
Cities — Smart Cities Reference Archi- Cities
[Under|development] | tecture Methodology (SCRAM) SRG 9
Industry, innovation and
infrastructure
SDG 11 3
IEC SRD 63301-1 Use Case Collection and Analysis: Water | < JSyC Smart Sustainable cities and com-
Systems in Smart Cities — Part 1: High Citiesy munities
[Underfdevelopment] | Leve] Analysis SDG 6
Clean water and sanitation
SDG9 3
; onal EI imical Vocab Industry, innovation and
IEC 60050-831 nternational Electrotectnical Vocab- infrastructure
ulary (IEV) — Pgrt-831: Smart city gﬁésyc Smart
[Underdevelopment] systems SDG 11
Sustainable cities ajd com-
munities
Sustainable cities and communities — SDG 11 3
IS0 37106:2021 Guldan'ce on establishing smart city ISO/TC 268 Sustainable cities apd com-
operdting models for sustainable com- munities
munities
Smart community infrastructures — SDG11 3
ISO TS[37151:2045 Principles and requirements for per-|1SO/TC268/SC1|gystainable cities ahd com-
formance metrics munities
Smart community infrastructures — SDG11 3
ISO 371532017 Maturity maodel for assessment and|1SO/TC268/SC1 Sustainable-citiesand com-
improvement munities
Smart community infrastructures — SDG 11 3
IS0 37156:2020 Guidelines on data exchange and sharing | ISO/TC268/SC1 | gstainable cities and com-
for smart community infrastructures munities
Smart community infrastructure— Elec- SDG 11 3
tric power infrastructure — Measure- . o i
1SO 37160:2020 ment methods for the quality of thermal 11$O/TC 268/SC Susta}n}able citiesand com
. . / munities
power infrastructure and requirements
for plant operations and management
1SO/DIS 7817 Building Information modelling — Level SDG 11 3
of Information Need — Concepts and |ISO/TC59/SC 13 | gystainable cities and com-
[Under development] | principles munities
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Table 22 — Existing documents related to Manufacturing

Document Title Committee SDG Type
Industrial-process measurement, con- SDG 9 2
) trol and automation — Part 1: system . .
IEC TS 62872-1:2019 interface between industrial facilities [EC/TC 65 ;ndustry, innovation and
. infrastructure
and the smart grid
SDG9 2
IEC/CD 63339 Unified reference model for smart man- go%?:isi ]SW% ) ]
[Under development] |ufacturing ) Industry, innovation and
infrastructure
Industrial automation systems and SDG 9 2
Ttegration— PhySicat device Comrot— Industrv. innovation amd
ISO 14649-17:4020 Data model for computerized numerical |[1ISO/TC184/SC1|. Y
) infrastructure
controllers — Part 17: Process data for
additive manufacturing
Safety of machinery — Relationship SDG 9 2
with ISO 12100 — Part 4: Guidance to Industrv.inkovation and
ISO/TR 2210044:2018 |machinery manufacturers for consid-|1SO/TC 199 . Y
. ; infrastructure
eration of related IT-security (cyber
security) aspects
Blockchain and distributed ledger tech- SDG 9 2
nologies — Overview of and interactions Industrv. innovation and
ISO/TR 234552019 between smart contracts in blockchain |ISO/TC 307 . Y
o infrastructure
and distributed ledger technology sys-
tems
SDG9 3
b d robotic devi Industry, innovation and
1SO 13482:201k Robots and robotic devices — Safety 1S0/TC 299 infrastructure
requirements for personal care robets
SDG 3
Good health and well-being
Table 23 — Existing documents related to Mobility
Docume¢nt Title Committee SDG Type
Intelligent transport systems — Use of | SDG 11 3
ISO/TR 109924011  |remadicaidportable devices tosupporti e imc 504 |ystainable cities and com-
! ITS servicée and multimedia provision o
. ; munities
in véhicles
Intelligent transport systems — Low- SDG 11 3
1SO/TS 5255-1|2022 Speed automated driving system (LSADS) 1SO/TC 204 Sustainable cities and com-
service — Part 1: Role and functional munities
model Caf
a m'y concerns
SDG 8 3
Smart community infrastructures — Decent work and economic
1SO 37165:2020 Guidance on smart transportation with 1S0/TC 268/SC2 growth
' the use of digitally processed payment SDG 11
(d-payment)
Sustainable cities and com-
munities

9 Gap analysis

As listed in Clause 5, there are diverse issues and practices relevant to human-centred aspects and CPS.
However, most documents addressed in SDOs are categorized as Type 1 and do not focus on utilizing
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