INTERNATIONAL IWA

WORKSHOP 31
AGREEMENT
T

Risk management — Guidelines on
using ISO 31000 in management
systems

Reference number
IWA 31:2020(E)

©1S0 2020


https://standardsiso.com/api/?name=209664a41f042fab050ffb58a670c530

IWA 31:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© 1S0 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii © IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=209664a41f042fab050ffb58a670c530

IWA 31:2020(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIMETOUICEIONL. ..ot 8885 v
1
2
3
4
5 Guidance on ISU 3TO0U TOT USETS OF MSS e v 2
6 Integrated management systems and using ISO 31000..............co @b 3
Annex|A (informative) Correspondence between ISO 31000 and the HLS for MSS” ...} 4
Annex|B (informative) Case study incorporating ISO 31000 into a multidiscipline

MaNAZEMENT SYSTRINL................oooooiiiiiiiiiieeeeeeesseessssssssssssssssssssssssssssssssssssesssge SO eeesessasssaasssessessess f s 5
Annex|C (informative) WOorkshop contributors...............coptnnnssissssssssee s 12
BIDIIOZTAPRY ..o oo 14
© 1S0 2020 - All rights reserved iii


https://standardsiso.com/api/?name=209664a41f042fab050ffb58a670c530

IWA 31:2020(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

There is a steady growth in the number of organizations, of all types and sizes, that are using
management systems based on an ISO and IEC Management System Standard (MSS)Y. New ISO and IEC
MSS continue to be developed to address specific aspects of an organization’s activities, products or
services. The ISO/IEC Directives, Part 1 specifies the high level structure (HLS) for MSS. This generic
structure prescribes identical core text, common terms and core definitions for all ISO and IEC MSS. An
organization can integrate requirements or recommendations of different MSS into their management
system. The unified structure of MSS can make it easier for users to construct an integrated
management system (IMS), rather than end up with a fragmented management system. All such MSS
employ the concept of an approach based on risk management, a risk-based approach or risk-based
thinking (depending on the terminology used within the management system in questio

the co

of any management system. The main advantage of this is the holistic applicatipn
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Risk management — Guidelines on using ISO 31000 in
management systems

1 Scope

This document gives guidelines for integrating and using ISO 31000 in organizations that have
implemented one or more ISO and IEC Management System Standards (MSS), or that have decided to
undertlake a project implementing one or more MSS incorporating ISO 31000. This document explains
how thle clauses of ISO 31000 relate to the high level structure (HLS) for MSS.

This dpcument does not provide guidance on implementing a management systent in general. It does
not specify requirements of a MSS. It does not provide a summary of ISO 31000; however, it does, as
explained above, provide the background for understanding ISO 31000. Using this document does not
remov¢ the need to use other standards to address specific aspects of risk:

2 Normative references

The following documents are referred to in the text in suchha 'way that some or all of their content
constitfutes requirements of this document. For dated referénces, only the edition citgd applies. For
undategd references, the latest edition of the referenced décument (including any amendnpents) applies.

IS0 31000:2018, Risk management — Guidelines

3 Tdrms and definitions

—

For thg purposes of this document, the terms and definitions given in ISO 31000:2018 apply.

ISO andl [EC maintain terminologicdhdatabases for use in standardization at the following addresses:

— ISOQ Online browsing platforim: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 The use of theterm “risk” in ISO 31000 and other standards

The applicationvof terminology should be taken in the context within which it is applied. For an
organi7ations risk management, 1ISO 31000:2018, 3.1, defines “risk” as the “effect of yncertainty on
objectives’~Some standards do not refer to ob]ectlves but the text regularly states that risks need to be
addreskedi : : e achi led outcomes.
An ob]ectlve can be expressed as an 1ntended outcome or result

The risk management framework and process of ISO 31000 are customized and proportionate to the
organization’s external and internal context related to its objectives. This includes the interested
parties’ perspectives.

There are some contexts where different terminology is used (e.g. safety, occupational health and
safety, medical devices sector). This use implements a general understanding of the term “risk” that
narrows the ISO 31000 concept of risk in that it focuses on the potential negative impact of deviations
from the expected. This approach can be considered to be included in the broader definition of risk in
[SO 31000:2018, 3.1.

© IS0 2020 - All rights reserved 1


https://www.iso.org/obp/ui
http://www.electropedia.org/
https://standardsiso.com/api/?name=209664a41f042fab050ffb58a670c530

IWA 31:2020(E)

5 Guidance on ISO 31000 for users of MSS

IS0 31000:2018 offers guidance to all types of organizations, regardless of type and size, and is written
for people who create and protect value in organizations by managing risks, making decisions, setting
purpose and strategy, achieving objectives, and improving performance.

The eight principles of risk management act as a foundation for the creation and protection of
value. These provide guidance on the characteristics of effective and efficient risk management,
communicating its value, and explaining its intention and purpose. ISO 31000 provides a common
approach to managing any type of risk faced by an organization throughout its life.

The purpose of the risk management framework 1s to assist the organlzatlon in 1ntegrat1ng risk
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[ ISO MSS

HLS clauses [ Context ] [ Leadershlp] [ Planning ] [ Support ] [ Operation ] [Performance] [Improvement}

[SO 31000:2018, 5.1: “The purpose of the risk management framework is to assist the organization in
integrating risk management into significant activities and functions.”
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Figure 1 — Relationship between ISO 31000 and the clauses of the HLS for|MSS
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6 Integratedmianagement systems and using ISO 31000

The applicatien of risk management can be done through the process approach of § management
systen]. The 1SO 31000 framework should be merged with the management system by gpplying a gap
analys]s‘to include ISO 31000 framework components. By integrating risk management into the process
approach, duplications or conflicts are avoided.

In order to achieve effective and efficient integration and implementation of the ISO 31000 framework
and its process into other MSS, the organization should adopt ISO 31000 principles. The ISO Handbook
The Integrated Use of Management Systems Standards (IUMSS)I5] could be a useful reference in this
respect. For detailed steps for integrating the use of MSS, it is advised to refer to this handbook.

Annex A provides guidance on how on organization can approach the integration of management of risk
into its MSS. Annex B is a case study of incorporating ISO 31000 into a multidiscipline management system.

© IS0 2020 - All rights reserved 3
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Annex A
(informative)

Correspondence between ISO 31000 and the HLS for MSS

Table A.1 shows the linkages between the main clauses of ISO 31000 and the most important correlating
clauses of the HLS for MSS. Users of ISO 31000 can integrate risk management practices into the
management system of the organization where these clauses of the HLS are addressed

Table A.1 — Correspondence between ISO 31000 and the HLS for MSS
Clauses of ISO 31000:2018
Clauses of the HLS for MSS —
4. Principles? | 5. Framewgork 6. Progess
4.1 Understanding the organization and 6.1,6.3.116.3.3,
its context 0.a)c)e)f)g)| 5241 6.3.4,6.5,6.7
. 6.1,6.2,6.3.1
4.2 Understanding the needs and 0,a),c),d),e), P! g
;}}.IContext of [expectations of interested parties ), g) 52,541,545 | 633, 663 4,6.6,
e .
organization ini
8 4.3 Determining the scope of the XXX 0,a), ), {1 |5.1,5.2,5.4.1,5.5/6.3.1, 6.3.8, 6.3.4
management system
4.4 XXX management system 0, a))b); c), ) 5'51’45i2’55!'53’ 6.3.1,6.3.B,6.3.4
5.1 Leadership and commitment 0,a),c),d), g) 51, 55'1’2'4'2’ 6.2,6.4,6.7
5. Leadership |5.2 Policy 0,a),¢c),d), g) 5.2,5.4.2 6.2,6.4,6.7
5.3 Organizational roles, responsibilities L
and authorities a),c),d), g) 5.2,5.4.3
6.1 Actions to address risksqud 0,a),b),e),f) | 51,542,571 | 6.1,6465
) opportunities
6. Planning 62 XXX obiect] 3ol -
2 objectives andiplanning to 0,a), b) 5.4.2,5.7.2 6.9
achieve them
7.1 Resources 0,a),f), g) 5.1,5.4.4 6.3.4,4.5.2
7.2 Competence 0,a),f),g) 5.1 —
7. Support 7.3 Awareness 0,a),f), g 5.1 —
7.4 Communication 0,a),d),f) 5.1,5.4.5 6.1,6.2,06.3.4
7.5 \Documented information 0,a),f) 5.1 6.1,4.7
. 61,64 45, 6.6
8. Operation [8.1 Operational planning and control 0,a),b), 1) 5.1,5.3,5.5,57 7 6 7 P
9.1 Monitoring, measurement, analysis a) 56 6.1,6.3.3,6.3.4,
and evaluation ) 6.4.1,6.6,6.7
9. Perfor-
mance 9.2 Internal audit a) 5.6 6.1,6.3 6.4.1,
. 6.6,6.7
evaluation
9.3 Management review 0,a),b),e), g) 5.6,5.7 6'1'66:’66%4'1'
10. Improve- |10.1 Nonconformity and corrective action 0,a), h) 5.7 6.1,6,4,6.5,6.6
ment 10.2 Continual improvement 0,a), h) 5.1,5.2,5.7 6.1,6.4,6.5,6.6
a  Principle “0” refers to the core principle “value creation and protection”.
NOTE The subclause numbers in the cells refer to the subclauses of ISO 31000:2018 according to relevant column heading.

© IS0 2020
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Annex B
(informative)

Case study incorporating ISO 31000 into a multidiscipline
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term “interested party” can be used as an alterdative.

B.2 Description and background of the organization

MXYZ"
— It

— It

liguids, of:

management system

idance on how to approach the integration of ISO 31000 into an organization’s
(s)- It also does not include requirements related to each of the refereneed MSS.

b purpose of this annex, only the aspects of some clauses/requirements (tho

ement system (QMS) processes of the organization wer€ reviewed in the li
pment approach.

('t used in the case study represents the following:
[ic text: provides the perspective of the organization;

rular text: provides guidance.

as applied ISO 9001 since 1997. According to the definition of “stakeholder” in ISO 3100

s a fictional organizationused for the purpose of this annex.
omprises about 120-people.

oncerns the.development, trading, technical assistance and production, by mixing

chentical products for material surface treatment;

chemical products for waters treatment;

se study illustrates a holistic approach for risk management in an organization; across multiple
nes, based on the principles of ISO 31000 and the HLS for MSS. This case study dogs not provide

management

se considered

larly effective) are highlighted to show how the applicatiori of requirements fo the quality

ght of a risk

Inthisannex the term “interested party?hasbeen used because itis the term used by thfis organization,

0:2018, 3.3, the

r powders and

lubricants for mechanical processing;
chemical auxiliaries;

temporary protective films and adhesive systems for the aerospace industry.

— Itis a for-profit corporation.

— It needs to consider the regulatory environment, e.g. for the EU, Canada and Colombia, in regard to
topics such as disposal requirements, chemical waste requirements, transportation requirements,
safety requirements, etc.

— Ithasadistributed geography with two plants (Canada-Toronto and Colombia-Bogota) and one head
office based in Brussels.
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The organization has been ISO 9001 certified since 1998.

Since the certification to 1SO 9001, there have been additional requirements from customers to work with
other MSS to manage environmental and health and safety aspects, which were used as separate systems.

By the end of December 2017, the quality manager (QM) became aware of the possibility for integrating risk
management in accordance with 1SO 31000 in the company management system starting from the well-
consolidated QMS.

After discussing the study and its advantages with the CEO and having had their approval in principle, the
QM suggested to the CEO to attend a seminar together in which organizations from three different sectors
will share their own experience on the use of ISO 31000 including the transition from the 2009 to the 2018
edition. By therend-of-the-seminar—the-CEO0-and-GMrealized-thevatre-ofimplementirg-ariskrranagement
framework to fupport their management systems and made the decision to move forward.

The risk management approach should be integrated into the existing 1SO 9001 managementsystam. The
CEO and Boar{ of Directors assigned the responsibility and the authority to the QM for ansanging a detailed
project stating intentions and directions of the risk management approach, in accordance with 1SO|31000.
They also instjucted all the process owners with the task of actively cooperating-with the QM jn both
preparing and|implementing the project.

Those intentidns and directions were then incorporated into the integratéd policy. Some examples are
given below:

— riskis an iitegral and unavoidable component of our business, everyactivity that helps the orgarlization
to pursue pbjectives introduces new risks to the organization;

— we are cojmitted to managing all risk in a proactive and gfféctive manner;

— risk assessment will be applied to all aspects of our business by the management, governing bqdy and
operation§ at appropriate levels;

— we promole a risk-aware culture in all decision-imaking, so we foster the spread of risk-based thinking,
aimed at taking advantage of opportunities.ahd preventing undesirable results;

— risk-based thinking refers to this risk<aware culture that must be well-established at all level§ in our
organization as an essential part of the “organizational knowledge”;

— everyone [n our organization-has responsibility for managing risk, within their respective dreas of
competenge and the limits of the assigned authority, responsibility and accountability;

— clients ard increasingly/expecting the organization to act ethically, and this applies to all aspectp of our
processes,|that directly-or indirectly contribute to value;

— commitmeént toxisk management extends to all of our suppliers;

— our risk critenia (both to evaluate the significance of risk and to choose among the treatment dptions)
are based on our code of ethics and particularly on the right balance of the three pillars of sustainability
(environment, social, economic): cost and benefit are to be both evaluated in terms of sustainability;

— we will also apply risk management in order to control any kind of legal risks, helping us to fulfil all our
compliance obligations.

B.3 Application of risk management (from ISO 31000) in the existing QMS

The QM realized that all clauses should have been involved to some extent in the project for the application
of risk management in the existing QMS (hereinafter referred to as the “project”).

First, the project was based on the consideration that the components of the risk management framework
should be embedded within the organization’s overall strategic and operational policies and practices. This
means that the first step was a review of each element of the QMS in order to identify and evaluate any gaps

6 © IS0 2020 - All rights reserved
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of the existing risk management practices. The second step was the filling of those gaps by integrating the
components of the risk management framework into the interrelated and interacting elements of the QMS
(i.e. the organization’s structure, roles and responsibilities, planning and processes to achieve its objectives).

Apart from the clauses of ISO 9001:2015 where risk (associated to opportunity and threat) is explicitly
mentioned, there are direct or indirect implicit references to risk and risk management in almost all of

the clauses and relevant requirements.

The considerations below were taken into account by the organization.

Planning (Clause 6) was considered a key clause for risk management, because it is inherent within the
concept of influence of uncertainty in relation to objectives.
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00:2018.
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pffectiveness of the QMS. The project stated that risk management had to be used to dé
bnts, in addition to those required by the standard, weresnecessary and what their d
have been. In addition to considering the size of the organization, the type of activity,
processes, their interactions and the competence of the personnel, the questions to |
en basically two, for each process:

hat negative impacts could the lack of documénted information (procedures, instructi
bw degree of detail) generate?

hat positive impacts could be generated-by entering a new procedure, an instruction
improving the level of detail of existing ones?

kept in mind that documents that are too large or more detailed than necessary run t
tely ignored.

was a determinationof the processes (4.4) required for the management sys
tion throughout thé-erganization, regardless of whether these processes are performé
rced. For each process (internal or external) with a significant uncertainty, the projed
ressary to identify:

ivities thattransform inputs into outputs;

ults torbe achieved;
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of the relevant
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processes as well as establishing the risk criteria. The requirements related to communication (see
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the controls, the monitoring, the measurements that should have been such as to be able to maximize

positive impacts (seizing opportunities for improvement) and minimizing negative ones (avoiding
unwanted events, nonconformities).

Documented information such as procedures, work instructions, specifications, etc. contained actions to
address risks in order to ensure that the QMS processes can achieve their intended results, enhance desirable
effects, prevent or reduce undesired effects, and achieve improvement.

There is a close relationship between risk management and decision-making that is clearly stated and
confirmed in many clauses throughout ISO 31000:2018. Therefore, the application of risk management
enables, among other things, the fulfilling of one of the quality management principles: evidence-based
decision-making.
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Also, the first part of Support (7.1, 7.2 and 7.3), although it does not contain explicit references to risk
management, was interpreted in this light in order to provide resources (personnel, infrastructures and
work environment) such as to make it possible to seize opportunities and avoid unwanted events, pursuing
the main objective of satisfying more and more customers, as well as other relevant interested parties. The
personnel must have the necessary competence and resources to keep the risks related to their activity
under control. All persons were made aware of all the kinds of risks they face and of their contribution to
the achievement of organization’s objectives.

The choice of monitoring and measuring resources (I1SO 9001:2015, 7.1.5, and 9.1), their metrological
characteristics and the calibration intervals, etc. was established, taking into account all related risks,
results of previous monitoring and measurement activities, and taking into account not only threats and
dangers, but also opportunities to be seized. This concerns the importance of having or not having certain
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the risk management process assumed a.great importance.
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the sustainability of products, services and processes;

the organization’s sustained success, image and reputation.

In relation to above objectives, quality-related risks can be affected by uncertainties, which can arise,
as example, from:

product innovation and technological changes;
changes in the supply chain;
compliance obligations;

views of the interested parties in relation to ethics, principles, values and expectations;
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— information security;

— the reliability of infrastructure.

B4 1

ntegration of other MSS

The implementation of the 1SO 31000 principles, framework and process highlighted that the silo approach
should be abandoned in favour of a wider, integrated and coherent management of the organization
and relevant risks. The CEO and Board of Directors realized that it was time to follow the philosophy of
enterprise risk management (ERM), which takes into consideration all kind of risks and manages them in
an integrated and coordinated way.

Very o
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Ften risks involve more than a single discipline in a transversal way. In some_§p
unity in one discipline (e.g. for quality) could pose a threat for another one [e:gfo

or occlyipational health and safety (OH&S)] and vice-versa. This is another reason -why
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all process owners in the organization are also risk owners, i.e. have the accountability and authority to

manage risk within their area of responsibility, and they also provide the discipline-specific knowledge
and skills in support of the QM.

The organization also considered the following generally accepted concepts.

iss

ues relevant to the environment and to OH&S, respectively.

environmental aspect causes environmental impacts.

Environment-related risks and OH&S-related risks are those risks that are affected by, or concern,

Environment-related risks are mainly risks to the environment arising from the possibility that an

OH&S-related risks are mainly risks to the health and safety of workers arising from the possibility

that a work-related hazardous event or exposure causes harm (injury or damage to the health of
people).
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Uncertainty generally comes into play in terms of operational control and mechanisms designed to
manage environmental aspects and health and safety aspects. There is some chance that the controls/
mechanisms will fail or not be effective, which could result in an adverse impact/undesired effect.

Both environment-related and OH&S-related risks are also a category of risks to the organization
arising from the uncertainty that environment-related or OH&S-related issues or matters can cause
one or more consequences, whether adverse or beneficial. These risks can concern (but notlimited to):

compliance obligations, product liabilities, the cost of litigation and injury-related costs;

the well-being, performance or productivity of workers;

permjssion for development and operational activities;

the orrganization’s image and reputation, and confidence in the organization’s businéss;
competition and competitors;

weather variability and climate change;

damalges from natural events, which can also include adverse environmental impacts;

busin|
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Fion had not been insensitive to the challenges posed by globalization and
1 that drive enterprises to exploit business oppartunities offered by new markets a
hre that changes connected to the exploitation of new opportunities can pose other
brtunities for almost all disciplines addressed within a management system. The aw
bn-security-related risks affect the orgahizational context was the reason behind the
es in order to improve information sectrity.

1 and systematic application of ‘risk management process led the organization t
id Internet of Things (1oT) and:the plan for digital innovation.

bnsiderations in this cofiteXt include the implementation, replacement or reconfigi
techniques (big data analytics, artificial intelligence, as well as the cloud and GPS
the monitoring and control of:

processes, with the aim of improving efficiency, balancing flows of materials an
roducts, andeffectiveness (defectiveness of the final product);

'le of theproduct, with the aim of improving the management of the supply chain (in
hnagement);
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replacement of traditional maintenance processes (reactive maintenance can be

costly and dangerous);

OH&S devices and infrastructures and PPE (wearable) in order to carry out a real-time monitoring
and control, with the aim of improving working conditions and individual well-being;

environmental aspects.

Considering the introduction of new ICT has given rise to the need to manage the new technology-related
risks. A decision was made to also implement ISO/IEC 27001. The organization’s top management was
guided by the following statements:

10

in the context of information security management systems, information security risks can be expressed
as effect of uncertainty on information security objectives;
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— information security risks are associated with the potential that threats will exploit vulnerabilities and
thereby cause harm to the organization;

— information security objectives relate to the primary impacts of innovation in the following areas:

— the effectiveness of the governance of the organization as it is based on the DIKW pyramid (i.e. Data,
Information, Knowledge, Wisdom together with applications, services and systems to handle them);

— assurance that its information is adequately protected against threats (malfunction and or cyber
attack) on a continual basis;

— image and reputation related to organization’s ability to protect personal data, customers’ data
and know-how,as well as its own data:

—| the preservation of information quality related to the following information sectirit)j requirements:

— confidentiality (property that information is not made available or disclosed té unauthorized
individuals, entities or processes);

— integrity (property that information is accurate and complete);

— availability (property of being accessible and usable on,démand by an authorized entity) of
information;

—| business continuity.

There @ire also some important and indirect impacts of information security on the objettives of other
“disciplines” within the organization’s operations.

When the organization decided to pursue the oppoértunity offered by new ICT-related te¢hnologies, the
potential expected benefits were in the fields of:

— enpironment protection;

— preventing work-related injury and ilLhealth;

— improving productivity and théquality of products and services offered;
— enhancing the organization‘s;performance in terms of the triple bottom lines (people, plapet and profit).

All the|opportunities offered by new ICT pose some significant threats which, together with hardware
and software vulnerabilities, have the potential to give rise to new ICT-related risks. That is why the
organiration should2identify the need to establish, implement, maintain and continually improve an
informfation security management system, in accordance with the requirements of ISO/IEC 27001.

B.6 [Lonclusion

The application of risk management in management systems, which is based on requirements in one
or more MSS, in accordance with the guidance provided in ISO 31000, should be a central focus of an
organization.

The implementation of this project has proved to be a winning choice.

It has been carried out with a view to integrate concepts from different sectors into one management
system. It constitutes an example of the adoption of a holistic approach, taking advantage of the
synergies provided by the integration of guidelines in ISO 31000 and requirements in some MSS (such
as IS0 9001, ISO 14001, ISO/IEC 27001 and ISO 45001).

A systematic, comprehensive and relevant approach should be taken to manage all risks, associated to
opportunities and threats, as it helps the organization to achieve its strategic business objectives, while
creating and protecting value for all its relevant interested parties.
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