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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO do

[SO/IEC Qirectives, Part 2 (see www.iso.org/directives).
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respect thereof. As of the date of publication of this document, ISO had not{received nofice of (a)
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hot represent the latest information, which may be obtained from the patent database available at
prg/patents. [SO shall not be held responsible for identifying any or allsuch patent rightsg.
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ion (WTO) principlesin the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.
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Any feedback or questions on this document should be directed to the user’s national standards body. A

complete

listing of these bodies can be found at Www.iso.org/members.html.
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Introduction

Third-party payment (TPP) is an evolving model for payment services provided by third-party payment
service providers (TPPSPs) to end users using payment accounts held in another entity, usually a bank.
Globally, mobile payment, online payment, e-wallet and open banking (payment services) can all be
supported by TPP. TPP plays an important role by complementing the offer of the traditional financial
market players and contributes to the efficiency of payment transactions and financial systems.

This document follows the methodology of the ISO/IEC 15408 series and continues the work of ISO 23195, in
which the security objectives of TPP are defined. It is supposed to define security functional requirements
(SFRs). However, due to the fast development of the TPP, this document is positioned to provide some security

guideline
(SFCs) to

This docy
system, t
transacti
recomme
construct
compone
according
this docu
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specified

Clause 5

models of
as aseto
an evalug
TPPSP ga

Clause 6
common
compone
Cé6, C15).

Clause 7

logic of the security services and-mechanisms used in TPP services and supports the SFCs in Clau
framework is based on the implementation of a set of security services and mechanisms on thregd
functiondl layers required te-provide TPP services, namely:

— procgss layer;

— appli
— infra

Clause 8 i
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chieve the security objectives deflned in ISO 23195.

Iment is intended to assist stakeholders, such as TPPSPs and developers of the TPP in
b mitigate the threats arising from the TPPSP intermediary role in the processing of

hdations to support the security mechanism defined and applied by TPPSPs. In t
ion of the technical architecture, the users of this document can seléct; add or delete
its according to the framework of this document, to constitutethe customized ard
to the actual business and development expectations of TPPSPsiAfter that, the imple
ment can select, add or delete the applicable functions from the«corresponding security

in ISO 23195.

ntroduces two types of TPP logical structural models:from ISO 23195, which constitute
this document. The components within the target of'evaluation (TOE) (defined by ISO/IE

[ software, firmware and/or hardware possibly.acCompanied by guidance, which is the

tion) depicted in the models, such as TPPSP credentials carrier (C2), TPP payment tern|
Lekeeper (C5), TPP-BIS (C6) and TPP-AIS (C15); are specified in this document.

introduces the SFCs based on the security objectives for the TPP services. 6.1 providg
SFCs for TPP services, which are the core elements of the security framework. 6.2 to 6.
ht-specific SFCs, which are based.eiwthe business characteristics of TOE components ((

introduces a three-layer sécurity framework of TPP services which systematically preg
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structure layer.

ndations

ormation
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py this document for each component, to design a TPP systenr conforming to the security ¢bjectives
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[ 15408-1
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sents the
se 6. This
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|ntroduces guidelines for users that can help them adopt the TPP security framework set

ut in this

document. 8. provides three steps to implement the TPF security Iramework:

— ident

ify the SPD elements;

— determine the security objectives;

— adopt appropriate SFCs to achieve the security objectives.

8.2 describes several real-world practices of the typical components of TPPSPs.

Annex A provides some typical implementation examples, which are widely used in real life all over the world.
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Guidelines for security framework of information systems of

third-party payment services

1 Scope

This document provides guidelines for a security framework to address the implementation o

f security

mechanigms in technical infrastructures designed for the provision of third-party payment (TRP
in order fo achieve the security objectives defined in ISO 23195. The security framework-s/in
protect critical systems and objects within the TPP system environment, either under the‘direct
the third{party payment service provider (TPPSP) or by another entity (e.g. a bank).

This docyment is applicable to the provision of any TPP service, including:
— the TPP logical structural model;
— the dgfinition of the security framework;

— the design principles, responsibilities and functional recommendations to support the
mechlanism;

— guidglines for applying the security framework defined in this document.

2 Normative references

There ard no normative references in this document;

3 Terms and definitions

For the plirposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses

— ISO QOnline browsing platform: available at https://www.iso.org/obp

services
fended to
control of

security

provider

[SOURCE: ISO 23195:2021, 3.1.3]

3.2
payment transaction

act of placing, transferring or withdrawing funds, irrespective of any underlying obligations between the

payer and the payee
[SOURCE: ISO 12812-1:2017, 3.40, modified — Additional preferred term "payment" removed.]

© IS0 2024 - All rights reserved
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3.3
intermediary
commercial party that provides services to customers, suppliers or authorities within the supply chain

Note 1 to entry: The customer is the payment service user, who can be a payer or a payee, such as a merchant.
[SOURCE: ISO 23195:2021, 3.1.4]

3.4

TPPSP

third-party payment service provider

payment service provider offering third-party payment (TPP) (3.1) services where they are not the account
servicing payment service provider (ASPSP) (3.5) itself

Note 1 to eptry: Comparison with the term “third-party payment service provider” defined in ISO/TR 21941:2p17, 3.1.11:

a) the alpbreviated form of “third-party payment service provider” has been clarified as “TPPSP” linstead of “TPP”
because “TPP” is a business mode which has been defined in this document;

b) the ahbreviated form ASPSP is utilized instead of “account servicing payment service provider”;

c) the tejm “payment initiation service” has been changed to “TPP” since the “TPP”,contains “the payment initiation

”,

serviges”;

d) “accoyintinformation service on accounts” has been removed because it is not linked to TPP closely.
[SOURCE]1SO 23195:2021, 3.1.5]

3.5

ASPSP
account servicing payment service provider
payment pervice provider providing and maintaining a payment account for a payment service usqr

Note 1 to ¢ntry: In ISO/TR 21941, an ASPSP is defined asproviding and maintaining a payment account f¢r a payer”
only. In tHe context of this document, an ASPSP can~be a bank or other institution which opens and mjaintains a
payment account for the payment service user.

[SOURCE{ISO 23195:2021, 3.1.6]

3.6
informatjion system
set of appllications, services, information technology assets or other information-handling compongnts

[SOURCE{ISO/IEC 27000:20%8, 3.35]

3.7

TPP-BIS
third-party payment business information system
informatipn system (3.6) that enables business functions of third-party payment service providers (TPPSPs)
(3.4) and [deals'with payment transactions (3.2) based on TPPSP credentials (3.17)

[SOURCE!

CSA- 2214 9Nn94 2 o 77
OU L01790.4U4L1L, O.4.4]

—

3.8

TPPSP gatekeeper

third-party payment service provider gatekeeper

function implemented by a third-party payment service provider (TPPSP) (3.4) that performs access control
services to the third-party payment business information system (TPP-BIS) (3.7)

Note 1 to entry: The TPPSP gatekeeper can protect the TPP platform by preventing and mitigating the attack against
the TPP-BIS and set up the trusted channel while the message is transferred via the transaction channel.

[SOURCE: ISO 23195:2021, 3.2.4]

© IS0 2024 - All rights reserved
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third-party payment agent information system
information system (3.6) that receives requests for a payment transaction (3.2) from a multilateral third-party
payment service provider (TPPSP) (3.4) and forwards them to a multilateral account servicing payment service
provider (ASPSP) (3.5), then receives responses from the ASPSP and forwards them to the relevant TPPSP

Note 1 to entry: When the TPP-AIS is constructed as the common financial infrastructure, the TPP-AIS may directly
connect with a clearing and settlement system (CASS) (3.10) and deliver the clearing information based on their
payment transaction log.

Note 2 to entry: Regarding third-party payment (TPP) (3.1) as a whole, TPP-AIS can be deemed an internal component.
However, TPP-AISs do not belong to any TPPSP or ASPSP generally. The operation of the TPP-AIS is independent of the

informatig
[SOURCE

3.10
clearing
CASS
system re

Note 1 to
clearing cg

[SOURCE

3.11
TPP-API

n systems owned by TPPSP and/or ASPSP.

[SO 23195:2021, 3.2.5]

and settlement system

sponsible for inter-bank funds clearing and funds transfer

entry: CASS may provide instant funds clearing; it may also provide.batch clearing, in which
n be completed in a conventional period.

[SO 23195:2021, 3.2.6]

third-paj

logical ir:[(erface within the account servicing payment ‘Service provider (ASPSP) (3.5) informati

(3.6) desi
accounts

3.12

security
set of pro
systems (!

Note 1 to 4

3.13
identity
set of atti]

Note 1 to
[SOURCE
3.14

'ty payment application program interface

oned for access by third-party payment service'providers (TPPSPs) (3.4) to the end users
required for third-party payment (TPP) (3.1)services

framework
cesses, applications and infrastrugtures for security of third-party payment (TPP) (3.1) in|
B.6) and services

ntry: Infrastructures include hardware, software, firmware and operational environments.

ibutes related toan entity

ntry: In thissdocument, an entity can be a payment service user or a system.

ISO/IEE€24760-1:2019, 3.1.2, modified — Notes to entry replaced.]

the funds

pn system
payment

formation

o
CIUIT

identific

process of recognizing the attributes that identify an entity

Note 1 to entry: In this document, an entity can be a payment service user or a system.

[SOURCE:
3.15

1SO 23195:2021, 3.1.16, modified — Note 1 to entry revised.]

authentication
process of corroborating an entity or attributes with a specified or understood level of assurance

[SOURCE:

IS0 22300:2021, 3.2.8, modified — Notes to entry removed.]
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3.16
authorization
right or permission that is granted to an entity to access a resource

[SOURCE: ISO/TR 22100-4:2018, 3.4, modified — Term "system" removed from "system entity" and "system
resource".

3.17
credential
data provided to the payment service user for identification (3.14) and/or authentication (3.15) purposes

[SOURCE: ISO 23195:2021, 3.1.12, modified — Notes to entry removed.]

3.18
payment/password
secret sefuence of characters or a word that a user submits to a system for purposes ofjauthgntication,
validation, or verification of the payment transaction

[SOURCE]ISO/IEC 24775-2:2021, 3.1.44, modified — Clarification "of the payment transaction" added.]

4 Abbreviated terms

MFA  muplti-factor authentication

PIN  pdrsonal identification number

SFA  sipgle-factor authentication

SFC  sdcurity functional recommendation
SPD  sdcurity problem definition

TEE trpsted execution environment

TOE target of evaluation

TSF t:[:

get of evaluation security functionality

2FA  two-factor authentication

5 TPP|logical structural models

5.1 General introdiiction

There arg two types of logical structural models for TPP according to ISO 23195. Figure 1 shows the direct
connectign between TPP-BIS and ASPSP. Figure 2 shows the indirect connection between TPP-BIS and
ASPSP via TRP-AIS. See ISO 23195:2021, 4.1 for more details.

The major difference between the two models is that Figure 2 has one more component, “TPP-AIS”, than
Figure 1, which brings about some additional security recommendations and measures to be considered,
such as the security considerations for authorization, authentication, data protection and interaction
through TPP-APIs of the TPP services.

5.2 TPP logical structural model without the TPP-AIS

In the direct connection mode, TPP-BIS connects to multiple ASPSPs who have business with it, and vice
versa. With the gradual increase of the number of both sides, this connection mode aggravates the connection
complexity and cost of both sides.

© IS0 2024 - All rights reserved
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Figure 2 — TPP logical structural model with the TPP-AIS

6 TPP|security functional recommendations
6.1 General security functional recommendations

6.1.1 Gleneral

This clauge describes'the general security recommendations for TPP services. To fulfil the recommg¢ndations,
some or 3ll of the'components within the TOE should cooperate with each other, use appropriat¢ security
services gndidiniplement security mechanisms which are introduced in this clause.

6.1.2 Identification and authentication

Identification is the process of recognizing the attributes or identity that identify an entity. In TPP business,
an entity is generally a payment service user or a system. Identity is the representation of an entity in the
form of one or more information elements (known as “attributes”) which allow the entity to be sufficiently
distinguished within a context. Identification of a payment service user, known as electronic know-your-
customer (eKYC) in the financial sector, includes identity proofing, enrolment and continuous maintenance
of the user’s identity attributes required to provide payment services according to ISO 5158.

Authentication is the process of corroborating an entity or attributes with a specified or understood level
of assurance. In TPP services, authentication technology supports access control for payment processes
by checking to see if the user’s credentials match with the credentials in an authorized user database or a

© IS0 2024 - All rights reserved
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data authentication server. By doing so, authentication ensures secure operation, secure login and secure
transaction.

There are several authentication types: single-factor authentication (SFA), two-factor authentication (2FA)
and multi-factor authentication (MFA). The practice of requiring a user ID and password is typical SFA. The
practice of asking for additional authentication factors, such as a biometric signature or a one-time code
sent to the user’s mobile device before the transaction is attempted, is 2FA. When three or more identity
verification factors are used for authentication, for example a user ID and password, a biometric signature
and a personal question only the user knows, this is MFA.

For TPP services, authentication is the central security property. There are generally two types of
authentication: for users and between systems.

Security functional recommendations on identification and authentication are as follows:

a) The yser'sidentity should be authenticated when he or she logs in to the payment application of initiates
a payjment transaction.

b) The yalidity of payment terminal identity should be authenticated when it calls the-TPPSP gat¢keeper.
c¢) The validity of TPP-BIS should be authenticated when it interacts with TPP-AlSand vice versa

d) Effecfive data authentication methods should be taken to protect the data from unauthorized changes,
counferfeiting and repudiation by all the components within the TPP*TOE.

e) A suitable authentication technique should be chosen to substantiate the claimed identity |of a user,
software, messages and other entities.

f) The gtrength of authentication should match with the ¥isk level of the information being |accessed.
Where strong authentication and identity verificationZare required, alternative methods ofher than
passyords should be used, such as digital certificates;;smart cards, tokens and/or biometric njeans.

g) Cryptographic technology should be used to eénsure the confidentiality, integrity and availability of
identjfier, identity credential and identity infermation.

6.1.3 Authorization

6.1.3.1 [Agreement aspect

From a T|PP business aspect, users should authorize TPP-BIS to send payment instructions to ASPSP on
their behplf, such as checkingthe account balance and initiating and inquiring the payment trapsactions.
On the other hand, TPP-BIS‘and ASPSP can also make certain authorization decisions based on the details
of the payment transactions, such as the types of the user, the location of the payment, the frequehcy of the
payment pnd the amount.of the payment, to mitigate potential risks.

Security functiondl yecommendations on agreement authorization are as follows:

a) The TPPSP/should obtain the payer’s authorization before using the payer’s data and conducting any
opergtions on the payer’s payment account managed by ASPSP.

b) The TPPSP should authorize users with different authorization processes in order to deter fraud.

6.1.3.2 Technical aspect

From a technical aspect, authorization is the process of granting an entity the access rights to a resource. It
generally comes after the entity has been successfully authenticated.

Security functional recommendations on technical authorization are as follows:

a) The payment application and TPP-BIS should grant appropriate access rights to users based on their
proven identities.

© IS0 2024 - All rights reserved
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b) All components of TPP TOE should grant appropriate access rights to their TPP-APIs based on the proven
identities of other components.

c¢) When a payment instruction is sent from the TPPSP to the ASPSP of the payer (e.g. the payer’s bank), it
should contain a proof of consent generated by the payer.

d) Inthelogical structural model in Figure 2, the TPP-AIS should authorize the TPP-BIS to access its system
according to the attributes and transaction types of the TPP-BIS.

6.1.4 Auditlogging

Audit logging is the process of documenting activities within the software systems used across the
informatier-systems—An-auditlogcontains-thesequential records-of- data-thatarerelevantandforcrucial to
maintaining the security of the system or business, such as the key operations of an event, the tith¢ at which
it occurrdd and the responsible user or service.

In TPP sdrvices, by reviewing the audit logs the organization can track the system activities or] payment
transactipns, investigate breaches, resolve disputes of transaction errors, ensure conformity to
organizatjional security policies and achieve the security objectives defined in 1SO 23195.

Security functional recommendations on audit logging are as follows:
a) All cqmponents of TPP TOE should generate logs for business events and-security events.

b) The qudit logs should not contain payment-sensitive information:

6.1.5 Alsset protection

In TPP, acpording to ISO 23195, protected assets are defined as user data and TPPSP’S TSF data. The|user data
include TPP business configuration data, business cumulative data, transaction input data, transmifting data
and authgntication data provided by ASPSP. The TPPSP’sT'SF data include protected data and confideptial data.

Asset prdtection recommendations include many aspects, such as the security of data in trangmit, data
at rest, dpta sharing, key management, cyberattacks resistance and risk control. In order to adhieve the
security ¢bjectives defined in ISO 23195, the following security recommendations should be met:

a) Secuyity of network connectivity should’be guaranteed between any two components within thg TPP TOE.

b) Confidentiality, integrity, non-repudiation and authenticity of data transmitted, shared and|stored in
the information system should)be guaranteed by all components within the TPP TOE.

c¢) For ppyment-sensitive infgrmation, some higher level of security measures should be adopted

d) Ruleq for key managément should be established and implemented based on business and system
chargcteristics.

e) Effecfive measures should be taken to resist cyberattacks.

f) TPPSP sheuld have the ability to prevent and control transaction risks according to ISO 31000

6.2 Security functional recommendations for TPPSP credentials carrier (C2)

6.2.1 Encryption

a) The appropriate encryption method should be adopted to encrypt the credential and the reference PIN
according to ISO/TR 14742, to prevent payment credential from being stolen or forged.

b) The key management service should be provided according to ISO 11568, to safeguard the security of
key life cycle.

© IS0 2024 - All rights reserved
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6.2.2 User authentication

a) The user should be identified and authenticated by the credential carrier before credential-based

financial operations are performed according to ISO 5158.

b) PIN verification mechanisms can prevent replay attacks.

6.2.3 Access control

a) A credential carrier should be issued to implement the appropriate access control policies of TPPSPs

before the user wants to initiate a TPP transaction.

b) TPPSP_credential carriers should prnhihif unanthorized access to the credential from the ap

6.3 Sedqurity functional recommendations for payment terminal (C3)

6.3.1 Epcryption

a)

b)

]

d)

6.3.2 User authentication

a)
b)

9

6.3.3

a)

b)

and slystems based on the identification, authentication and authorization information.

crypfographic algorithms according to ISO/TR 14742 and ISO 11568.

The dryptographic algorithms and key length should have adequate-strength to ensure the s
trangactions according to ISO/TR 14742.

The key management service should be provided according te ISO 11568, to safeguard the s
key life cycle.

The Keys used for user or terminal authentication, TEE:flanagement, communication security
storage encryption should be different from each other.

Apprppriate authentication factors shouldbe used for payment application software login.

TPP payment terminal should provide-security measures to ensure the security of user auth¢
information input by the user according to ISO 13491-1.

The payer should be authenticated before he or she uses the TPP service through the applicati

The TPP payment-ferminal should feature basic security counter measures according to IS
and IFO/TS 128122,

The rfationale“of process design about the security functions should be fully considered in orde
logical vulnerability and to ensure that the security functions cannot be bypassed.

lications

bayment terminals should protect the transaction and key processing operations by

Lpgical security

adopting

bcurity of

ecurity of

and data

bntication

13491-1

r to avoid

6.3.4 Transaction security

a)

b)

)
d)

Non-repudiation of the transactions should be ensured by the TPP payment terminal.

Replay attacks of the transactions should be prevented by the TPP services.

© IS0 2024 - All rights reserved
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e) The security of the working environment should be guaranteed when the TPP payment terminal

initia

tes payment transactions.

6.3.5 Payment-sensitive information protection

a) The TPP payment terminal should not store users' payment-sensitive information by any means, in
order to prevent the disclosure of payment-sensitive information.

b) Payment-sensitive information should not be displayed in plain text by the TPP payment terminal.

¢) When a process of payment application software is terminated or unloaded, residual payment-
sensitive information that is not required should be deleted in order to ensure the security of sensitive

mation

infor

d) Secui
trang

6.4 Sec

IO tIroT

ity measures should be taken to ensure confidentiality when payment-sensitivecinfor
mitted between client application software and other local application software.

urity functional recommendations for TPPSP gatekeepers (C5)

6.4.1 Alccess control

'PP gatekeeper should control access to the interface based on the’ identification, authg

a) The’
b) Atr
overl
c¢) Asec
6.4.2 T
a) Effec
the T

b) Effec
infor

c¢) The'l
comp

and juthorization information to prevent unauthorized access.

ffic-flow control mechanism should be put in place to protect the TPP gatekeeper frq
bad.

urity inspection should be performed on the interface of the TPP gatekeeper.

ransaction security

five measures should be taken to ensure ‘communication security between the network
PPSP gatekeeper (C5), as well as TPP-BIS{(C6) and TPPSP gatekeeper (C5).

five measures should be taken to)protect the integrity and non-repudiation of the tr
mation.

'PPSP gatekeeper should met'store payment-sensitive information, which should only bg
leting transaction authérization.

6.4.3

dit logging

a) The TPPSP gatekeeper should implement the audit logging function.

b) Effecfive meaSures should be taken to prevent system logs and transaction logs from bein
tampjered with.

mation is

bntication

m traffic

(C4) and

hnsaction

b used for

b illegally

c¢) Thelpgsshould not contain payment-sensitive information.

6.5 Security functional recommendations for TPP-BIS (C6)

6.5.1 User authentication

a) TPP-BIS should adopt user authentication in order to prevent fraud.

b) When biometric recognition technology is adopted, the security of biometric recognition information
should be ensured.
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6.5.2 Transaction security
a) Security measures should be taken to protect transactions from counterfeiting and repudiation.

b) Security measures should be taken to prevent transaction replay attacks.

6.5.3 Payment-sensitive information protection
a) Payment-sensitive information should only be accessed by authorized users and application components.

b) Payment-sensitive information should be stored and used according to the risk-control policies of
the TPPSPs.

c¢) Paynjent-sensitive information should not be displayed in plain text by the TPP-BIS.

a) TPPSP should have the ability to prevent and control transaction risks in accordane¢ with ISO{31000.

b) A trapsaction risk-control system should be constructed to identify and dispose of abnormal jand high-
risk payment transactions in a timely manner.

c¢) TPPSP should adopt strong user authentication or set a reasonable payment amount limit for{high-risk
trandactions.

6.6 Sequrity functional recommendations for TPP-AIS (C15)

6.6.1 Epcryption
a) The gecurity of a cryptographic key life cycle should conform to ISO 11568.

b) The dryptographic algorithms and key length should have adequate strength to ensure the sgcurity of
trangactions according to ISO/TR 14742.

c¢) The gecurity of the certificate life cycle:should be ensured according to ISO 21188.

6.6.2 Identity verification

a) The ifentities of TPP-BIS andASPSP should be verified by the TPP-AIS.

6.6.3 Transaction security

a) Effecfive measures'should be taken to ensure communication security between TPP-BIS and TPP-AIS,
TPP-AIS and ASPSP.

b) Sensitive infermation in the messages or documents should be encrypted.

c¢) Effecfive measures should be taken to prevent unauthorized changes to the transaction data.

7 TPP security framework

7.1 Security framework overview

This clause describes a three-layer security framework to systematically present the logic of the security
services and mechanisms used in TPP services and support the security recommendations in Clause 6.
This framework is based on the implementation of security services and mechanisms on the three different
functional layers needed to provide TPP services, namely:

— the process layer;
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— the application layer;

— the infrastructure layer.

Figure 3 illustrates the three layers of the security framework and provides examples of security standards
that implementers can find useful for the design of the security framework for TPP services.

— Inter-component security processes

Process layer . ..
— Inter-component security policies

— Security recommendations

Application layer . . .
pp y — Security services and mechanisms

— Security management

— Physical environment security
— Computing and networking facilities security:
— Interaction interfaces security

Infrastructure layer

Figure 3 — TPP security framework

— The pgrocess layer includes inter-component security processes and @ssociated policies impler
the TPPSP in order to minimize the risks during the TPP services.

— The gpplication layer refers to TPP service-related security recommendations, the security
mechanisms and management underpinning them (e.giauthorization, authentication, logg
protgction, key management) and corresponding security guidelines.

— The infrastructure layer refers to the security measures of the physical environment, comp
netwprking facilities, interaction interfaces genéfating, storing, processing or transporting
which are not TPP-specific.

7.2 Prqgcess layer

7.2.1 (Qverview

At the prqcess layer, every compadnent in the TOE exchanges TPP data with each other and the orgg

behind t

hese components define their policies. Meanwhile, inter-component security meas

introducqd in 7.2 in order te/provide guidelines for implementors to fulfil the recommendations gi}

7.2.2 Identification.and authentication

Inordert
on using
digital ce

nented by

services,
ing, data

uting and
TPP data,

nizations
ures are
en in 6.1.

b completeidentification and authentication, different functional entities in TPP reach an

reement

one or~more identification and authentication methods. Common methods include passwords,
rtificates and biometric recognition. A single method or a combination of these may be uded.

When using a password, the user should set the password at the time of registration and ensure that the
strength of the password follows the recommendations. The password should be protected when it is stored
in the back-end system using encryption mechanisms, such as hash function. Since the password is verified
in the back-end system (C6), the password transmission in the network should be protected using a security
protocol, such as the most recent version of TLS. A good security practice is the agreement or establishment
of a password encryption key. Refer to ISO 11568 for guidance.

In the case of a digital certificate, the user implements identification and authentication by signing with his
or her own digital certificate private key. The private key should be properly protected at the end side using
secure hardware (e.g. SE or TEE) or cryptographic mechanisms.
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When biometric authentication is used, there are two methods for this. The first is local authentication. After
the payment device recognizes the biometrics, the user's biometric information is encoded into a unique
token as the user’s authentication information and sent out to the back end for verification. The second is
remote authentication, where the user's biometric information is transferred securely to the back end to be
compared and verified. For security recommendations and controls for financial biometric authentication,
see ISO 19092.

7.2.3 Authorization

In TPP, authorization processes mainly focus on the fact that the payer authorizes the TPP-BIS to
operate on his or her payment account managed by ASPSP. The operations include payment initiation (e.g.
credit or debit payment) and account information inquiries. The authorization can be implemented by users
signing agreements with TPPSP and ASPSP before the initiation of the payment.

In additipn, TPPSP can select different authorization processes using various types of,\auth¢ntication
measureq based on the risk profiles and the nature of the transactions to deter fraud. For‘éxample, when
the paymlent amount is very small, payers can authorize the TPP-BIS and ASPSP to complete theg payment
directly gdn their behalf. However, when the payment amount is larger, payers can be-asked to itput their
payment passwords for additional authorization to TPP-BIS. Furthermore, for some high-risk trapsactions,
TPP-BIS and ASPSP can ask for a dynamic verification code from payers.

7.2.4 dit logging

All compg@nents within the TPP TOE should have the ability to generatelogs for business events angl security
events. The payment application should record the login and paymient requests of the users. Thg TPP-BIS
should rgcord the access requests, payment order details and transaction information of the| payment
applicatign. The TPP-AIS should record access requests, payimeént information and the clearing fesults of
TPP-BIS.

7.2.5 Asset protection

In TPP sefvices, assets are mainly user data, busin€ss data and data generated during transaction processing.
These data are used by all components within.the TPP TOE and their protection should follow datj security
recommepdations covering the data life cycle;) including collection, transmission, storage, use, shhring and
destructipn. This protection should also be’based on the differentiated confidential and integral grotection
recommepdations of data classification.and the privacy needs of users.

For data [collection, a secure keyboard, safety camera and other equipment may be used to prevent the
collection of user information,

The trangmission network-should adopt a firewall, intrusion detection system and other security equipment
or solutiops. The terminal'should adopttechnical measures such as access control and terminal authg¢ntication
to prevert illegal or wnauthorized terminals from accessing the internal network. Authenticatjon of the
identity df both communication parties should also be implemented to ensure that both data trapsmission
parties ayfe trusted.A digital signature, time stamp and other methods should be adopted to ensurg the non-
repudiatipn of data transmission. Security technologies, including cryptographic technology, should be used
to ensureldata’integrity.

For data storage, sensitive data should be encrypted or desensitized and accumulated data should be
backed up in real-time, asynchronous, incremental or full modes to provide local data back-up and recovery
functions.

When using data, the main role, credit rating, business demands, timeliness and other factors should be
comprehensively considered. Data access should be determined according to the principle of necessity and
minimum rights and subject to identity authentication, association of data access rights with the identity or
role of actual visitors and prevention of unauthorized access to data. Relevant operation logs should be kept
during data access, which should include at least clear subjects, objects, operation time, specific operation
types and operation results.
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7.3 Application layer

7.3.1 Overview

At the application layer, components within the TOE can apply the security measures outlined in 6.2 to 6.6 to
conform to security recommendations.

The threats and risks defined for a particular TPP service can be described depending on the terminals
used, expected user behaviour, attack patterns and application environments. The risk assessment can then
be conducted and the security countermeasures can be evaluated following the TPP service. This applies to
the policies (e.g. roles and responsibilities) of each party in a TPP service.

732 S

pcurity measures for TPPSP credentials carrier (C2)

For a THPSP credentials carrier, the following security measures should be implemented t¢ prevent

counterfd
a) A seg
anti-f
b) Stron
refer
c¢) Thed
three
D-H (
d) Effec
mech

iting, unauthorized disclosure and changes of the credentials:

ure carrier should be used to store and process the credentials and the reference PIN
amper and resist reverse analysis.

g cryptography and security protocols should be used to safeg@ard the credentials
ence PIN to prevent leakage and modification.

ryptographic algorithms and key length should be AES (128 bits and more), TDES/TDE!
times the length of the secret key), RSA (2048 bits and moyxe), ECC (224 bits and more)
2048/224 bits and more).

five measures, such as PIN verification, key-press confirmation or other authg
anisms, should be taken to authenticate the user when he or she accesses the credentials

e) WheI firmware is updated, its integrity and authexticity should be verified.

f) Whe
g) Somsg
to rel

733 S

the credential carrier is attacked, it should immediately switch to an inoperable state.

credentials should be in addition pyotected using a security encapsulation approach that
evant standards, such as ISO 9564and ISO 19092.

pcurity measures for TPRpayment terminal (C3)

For a TRP payment terminal, ‘the following security measures should be implemented tc

iting, repudiation, unauthorized disclosure and changes of the input data and authentica

counterfd
a) ThekK
stora

eys used for usef-or terminal authentication, TEE management, communication security
e encryptiafprotection should be different from each other.

b) When the useklogs in to the payment application or the cashier opens the POS or logs in to the

syst

, authentication should be launched.

to realize

and the

\ (at least
and DSA/

bntication

conforms

prevent
ion data:

and data

merchant

c¢) The authentication factors should be a combination of password, secure SMS verification

code (to

transport an OTP), gesture password or biometric features.

d) Effective measures such as a secure keyboard, obfuscation, cryptographic technologies or other
authentication mechanisms should be taken to protect the authentication information entered by the user.

e) Effective measures should be taken to verify the permission of the user when he or she uses the TPP
service, such as verification of the user’s login state.

f) The payment application should encapsulate the client-side code into a safe area, including the real
address and access credentials of the gatekeeper.
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Cryptographic measures, such as TLS protocol and digital signature, should be adopted to achieve
transmission security. Bidirectional authentication should be carried out to verify the legitimacy of
C3 and C5.

Digital certificate technology should be adopted to resist repudiation.
The application or PC should work in a safe operating system environment.

Sensitive information stored in the memory should be automatically cleared when the transaction is
completed or the response times out.

Payment-sensitive information should be displayed by shielding the key field of the information or using
meaningless characters.

For a TPHSP gatekeeper, the following security measures should be implemented by stakéholders flo prevent
counterfejting, repudiation and unauthorized changes of the transmitting data and businéssconfigurdtion data:

a)

b)

)
d)

f)

7.3.5 Spcurity measures for TPP-BIS (C6)

The gatekeeper should use a digital signature, white list, IP verification and location of C3 to yerify the
legitimacy of C3’s calls.

Effecfive measures, including a leased line, HTTPS, TLS, message field’encryption and bidjrectional
authgntication, should be carried out to verify the legitimacy of C5 and C6.

Key domain encryption and message digest signature should b€ used.

The fpllowing payment-sensitive information should be verified but not stored by the gatekeg¢per after
the apithorization:

— received transaction data;

— alll kinds of logs (e.g. transaction logs, historydogs, debugging logs, error logs);
— MHistory files;

— database information (e.g. database.:schemas, database contents).

Apprppriate access control and eficryption mechanisms should be implemented to protect the system
logs 4nd transaction logs fromllegal tampering.

The dryptographic algorithms and key length should be AES (128 bits and more), TDES/TDEA (at least
thred times the length afthe secret key), RSA (2048 bits and more), ECC (224 bits and more) pnd DSA/
D-H (2048/224 bits afid more).

For TPP{BIS, the" following security measures should be implemented by stakeholders tq prevent
counterfditing, repudiation, unauthorized disclosure and changes to the cumulative business dataj business

configurgtion data and transmitting data:

a)

b)

The authentication factors should be a combination of password, secure SMS verification code (to
transport an OTP), gesture password or biometric features.

NOTE1 The security of biometric information for financial applications is covered in ISO 19092.

For a high-risk transaction, two or more factors should be adopted by the TPP payment terminal to
authenticate the identity of a user; if the transaction is a mobile financial service, it should be carried
out according to ISO/TS 12812-2.

The payment transaction message should contain user-identity information and the user’s signature to
prevent the transaction from counterfeiting and repudiation.
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d) The transaction message signature should contain a nonce, such as random data, or timestamp to
prevent replay attacks.

e) When the authenticated users or application components apply to access the payment-sensitive
information, the TPP-BIS should authorize them based on the authentication factors.

f) Payment-sensitive information should be displayed by shielding the key field of the information or using
meaningless characters.

g) Risk-control measures involving monitoring, detection and incident response should be implemented,
for example rejecting transactions made with a suspicious bank card number or merchant ID, setting
limits for high-risk merchants, providing timely warnings of abnormal transactions, monitoring high-

ency logins and other abnormal behaviour, and responding in a timely manner to fra

dulent or

'mal transactions.

hbnormal payment transactions, disposal options such as refusal, sending)an 3
ntication challenge and sending a warning to the user, should be implemented,

trength of user authentication should be proportional to the risk of thé‘transaction. TPP

pcurity measures for TPP-AIS (C15)

ALS, the following security measures should be implemented to prevent counterfe
zed changes to the transmitting data and cumulative buSiness data:

ryptographic algorithms and key length should be, AES (128 bits and more), TDES/TDE!/
-times length of the secret key), RSA (2048 bits:and more), ECC (224 bits and more) and
B/224 bits and more).

\IS should verify the signature of a real-time interactive message sent by TPP-BIS or }
y authentication.

ity between TPP-BIS and TPP-AIS)TPP-AIS and ASPSP.

\IS should verify the signature of real-time interactive messages sent by TPP-BIS or
nt unauthorized changes te the transaction data.

rastructure layer

rastructure layer, the hardware, software, firmware, network management, operating syj
anagement0f the TPP information systems should follow the general security recomm
in existing' ISO security standards. See the ISO 13491 series and ISO 11568 for in
cryptographic devices and key management processes.

ydditional

2 TPP abnormal payment transactions refers to those deviating from normal payment patternps.

SP should

two factors of authentication or set a reasonable payment amount limit for high-risk trapsactions.

iting and

\ (at least
DSA/D-H

A\SPSP for

d line, HTTPS, TLS and message-field encryption should be used to protect the communication

ASPSP to

tems and
bndations
ormation
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abno
h) For
authg
NOTH
i) The§s
adop
736 S
For TPP-
unauthor
a) The(
thred
(204
b) TPP-/
entity
c¢) Leasg
secuy
d) TPP-4
prevg
7.4 Inf]
At the inf
logging nj
set forth
regarding
8 Guic

elimes forimplementationm of the security framework

8.1 Overview of and steps for the guidelines

Figure 4 is taken from ISO/IEC 15408-1:2022, Figure 4, which presents the implementation guidelines for
the security framework described in this document.

NOTE

To better understand the analytical methodology used in this document and its different aspects, see
ISO/IEC 15408-1.
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Security problem definition

Organizational

Threats security policies

e -
SCLHI 1t' Ub'C\,tiVCD SeCUritV ObieCtiveS
for ihe 'i"OE | for the operational
environment
Security functional Seourity assurance
requirements requirements
Figure 4 — Guidelines for security framework of TPP services
The first $tep is to identify the SPD elements faced by the assét. The possible threats, organisationdl security
policies apd assumptions are covered in ISO 23195:2021,5.2, 5.3 and 5.4.
The next[step is to determine the security objectivéséto address the SPD elements. The security ¢bjectives
for the TQE and operational environment are desgribed in ISO 23195:2021, Clause 6.

The final
and 7, to

to fulfilling the TOE’s SPD and addressing the security objectives defined for the TOE. They are uj

more det

To addreq
on the bu
general b

8.2 Real-world practices of the security framework

821 O

step is to adopt appropriate SFCs anid corresponding security measures, as defined in [Clauses 6

ichieve the security objectives specified in ISO 23195. The SFCs and security measures dontribute

niled level of abstraction, aceording to ISO/IEC 15408-1.

s the identified threatsjthis document provides SFCs and corresponding security meas;:ﬁ‘
siness characteristié¢s of TOE-components (C2, C3, C5, C6, C15) under the security fra
1siness models.

verviéw

The guid

lines in the previous clauses summarize and abstract the most typical and useful TP

ually at a

es based

ework in

security

practices. Tn 8.2, Several real-world practices are provided for stakenolders implementing the TPP security
framework set out in this document.

8.2.2 Practices of payment application (C3)

8.2.2.1

User authentication

For user authentication of payment application, the following security measures are recommended to prevent
counterfeiting, repudiation, unauthorized disclosure and changes of the input data and authentication data:

a) Users of TPPSP payment applications should log in with a password, SMS verification code or biometrics.
[t is not necessary to be authenticated each time the application is opened.
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b) Alogin password requires adequate length and complexity and should be independent from the payment
password.

c¢) Login on anew device should trigger MFA.
d) Users should input their password via a secure password keyboard (anti-steal).

e) Each time the user launches a payment transaction, a password should be used; the user can also
configure the payment transaction to be password-free for a very small amount of money.

8.2.2.2 Logical security

For logical security of payment application, the following security measures are recommended to prevent
counterfditing and changes to the TSF data and authentication data:

a) TPPSP payment application should use obfuscation technology (e.g. virtualization technology, decompile
protgction, binary image information hiding) to resist static analysis, dynamic debugging and other
opergtions.

b) Regujar automated code audits and penetration tests should be used to avoid legical vulnerabllity.

8.2.2.3 |Payment-sensitive information protection

For paymgpnt-sensitive information protection, the following security measures are recommended fo prevent
counterfditing, unauthorized disclosure and changes of the input dataxand authentication data:

a) TPPSP payment application should not store any payment-sensitive information.

b) Sensitive information, such as factors for authentication; keys and key derivation parameters, should be
protgcted in the TEE of the payment terminal.

8.2.3 Practices of TPPSP gatekeeper (C5) and TPP-BIS (C6)

8.2.3.1 |Access control

For accesp control of TPPSP gatekeeper and TPP-BIS, the following security measures are recommended to
prevent unauthorized disclosure and ¢hanges to the cumulative business data, business configurgtion data
and trangmitting data:

a) Comrnunication between €5and C6 or other entities should be via TLS protocol and RSA ehcryption
should be used for sensitive’payment information.

b) Calling the TPPSP/gatekeeper's interface to complete transactions should need a hash| message
authgntication code-{HMAC) or message signature using PKI, a time stamp and a transactfon serial
number to prevent transaction forgery and replay. Refer to HMAC key management details in SO 11568
and HKI managément in [SO 21188.

8.2.3.2 |Payment-sensitive information protection

C5 and C6 should not store any payment-sensitive information.

8.2.3.3 Risk control

For risk control of TPPSP gatekeeper and TPP-BIS, the following security measures are recommended to
prevent counterfeiting, repudiation, unauthorized disclosure, and changes to the cumulative business data,
business configuration data and transmitting data:

a) C5 and C6 should set a risk-control strategy and establish automatic risk identification and processing
systems to monitor insecure traffic, detect fraud, interact with users and intercept high-risk
transactions.
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b) Payment limits should be set according to the different strengths of authentication, e.g. the use of digital
certificates can help to increase payment limits.

c) Artificial intelligence and big data technology should be used to identify risky transactions.

8.2.4 Practices of TPP-AIS (C15)

For TPP-AIS, the following security measures are recommended to prevent counterfeiting, repudiation,
unauthorized disclosure and changes to the cumulative business data, business configuration data and
transmitting data:

a) Leased lines should be used between TPP-AIS and other entities (e.g. TPPSP, ASPSP).

b) Secure communication mechanisms, such as TLS protocol and one-way verification of initiatpr, should
be useed to maintain confidentiality and integrity.

¢) Asignature should be required for the transmission of exchange messages or files.
d) Sensitive information should be encrypted before being transmitted and stored.

e) The Key for encrypting sensitive information should be encrypted by means of a digital envelgpe.
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