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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO do

[SO/IEC Qirectives, Part 2 (see www.iso.org/directives).

ISO drawp attention to the possibility that the implementation of this document may involvethe
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ISO takes no position concerning the evidence, validity or applicability of any’ claimpd patent
respect thereof. As of the date of publication of this document, ISO had not‘received nofice of (a)
which may be required to implement this document. However, implementers are cautipned that
hot represent the latest information, which may be obtained from the patent database available at
prg/patents. [SO shall not be held responsible for identifying any or allsuch patent rightsg.

e name used in this document is information given for the convénience of users and|does not

planation of the voluntary nature of standards, the meaning of ISO specific terms and exjpressions
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This docyment was prepared by Technical Committee ISO/TC215, Health informatics, Subcommiftee SC 1,
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pack or questions on this document should be directed to the user’s national standards body. A
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Introduction

0.1 Rationale

In a world where international travel and trade is essential, a pathogen affecting one region or country
can rapidly spread around the globe. One of the most important tools in responding to infectious disease
is genomic surveillance, the process of constantly monitoring pathogens, and analysing their genetic
similarities and differences.

Genomic surveillance is transforming public health action by providing a deeper understanding of
pathogens, their evolution and proliferation. Alongside clinical, epidemiological and other multi-source
data, genomic data for potentially dangerous pathogens informs risk assessments, enables governments or
non-govefnmental organizations (NGOs) to track emerging or spreading infectious diseases, and|supports
tailored recommendations for prevention. For example, governments can use genomic surveillancg to guide
policy or|public health measures, academic and research organizations can interrogate the patbogen and
understand its impact, and individuals can be better informed about potential risks.

To make |use of pathogen genomics data, it must be interpreted using contextual{data, such 3s sample
metadatal, laboratory methods, patient demographics, clinical outcomes, and epidemiological infprmation,
underscofing the importance of incorporating a variety of data in surveillance-tools. Due to the injportance
of contextual data in the interpretation of pathogen data collected by a network of indepenflent data
acquisitign nodes, when this document refers to “data”, it means both genamicand contextual data.[Similarly,
all derivafives such as “data access” and “data sharing” include contextual data as well.

The focug of this document is genomic surveillance of pathogens;yhowever, it is important to copsider the
role of multi-source data when building federated surveillance*systems, including health redords and
administrative data, in understanding the clinical significanée.of a given pathogenic variant or pfevention
strategieg. Scientists are also increasingly looking at the efvironment, including human host ggnetics, to
identify biomarkers that can explain susceptibility to as well as severity of disease.

The emeggence of SARS-CoV-2 and impact of the COVID-19 pandemic crystalized the need for| coherent
regional, |national and global genomic surveillance systems. The world needs timely, high quality and
geographiically representative data in as close te real-time as possible. To realize the benefits of genomic
surveillalﬁce data needs to be shared across;jurisdictions, both within and between countries, through
networkg, systems and platforms.

Sharing gathogen genome data is critical for preventing, detecting and responding to epidemics aitnnational
and interpational level, as well as mionitoring and responding to endemic diseases and tracking antimicrobial
resistancg. However, genomic surveillance presents challenges, in terms of the infrastructure, fapacities
and capabilities needed, andthe’harmonization across systems and countries to be able to compaije and use
the data ¢ffectively. Digital systems for genomic surveillance are becoming increasingly available] however,
they are ot being builtcon-common design principles and rarely use standards that enable them tp interact
as nodes |in a nationdl4titeroperable digital network and even less so in a highly dynamic intgrnational
ecosysterp.

The generation-of high-quality pathogen genomic data that can be shared quickly and effectively ip a global
system re¢quiires capacity and infrastructure. Building upon current and new advances in gen¢mic data
sharing digi ' ' mely and
accurate genomics data sharing and surveillance, a common set of design principles, services requirements
and standards must be rapidly determined, quickly adopted through consensus and widely published to
realize such large-scale interoperability. As countries and organizations begin to build a stronger global
architecture for health emergency preparedness and response, global standards are critical to support
interoperability and collaboration, particularly in a federated model.

© IS0 2023 - All rights reserved
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0.2 Importance of sharing data and benefits to regional, national, and international response

The COVID-19 pandemic underscores the importance of interoperable solutions to facilitate rapid data
sharing and data governance to support critical pandemic response activities. In a globalized world,
successful pandemic response depends on nation states and regions rapidly communicating accurate
information, including pathogen identification, incidence, transmission patterns and mortality to the
international community. This information allows regional and national jurisdictions, as well as international
organizations, to implement targeted and comprehensive control measures as quickly as possible, protecting
at the utmost the health and safety of the citizens or populations they serve.

The importance of sharing data iorities, i ing i ing responses to
outbreak$ and epidemics, is now widely recognlzed In the context of COVID- 19, Wldespread mandates for
data sharfing were established by several international stakeholders including national governments, global
health N(Os, scientific journals, research funders, and research institutions. In epidemics and pandemics,
the case fpr such practices is especially urgent and required to develop much-needed vac¢ines, thqrapeutics
and diagrostics.

For example, researchers in China sequenced the SARS-CoV-2 genome — the virus_that causes CQVID-19 in
humans + and made the data publicly available through an open access platform in January 20R0, which
sped up the development of critical diagnostic assays. As the virus spread-and mutated, becon}ing more
virulent and more transmissible, data from around the world enabled countries to rapidly charge public
policy angl enabled vaccine development at an unprecedented pace or scale.

Further,
pandemig
other typ|
the pote

idespread public and private data sharing across domains and borders during the COVID-19
generated insights never seen before at this scale. Through linkages between viral gerflomic and
s of data (such as policy or mobility data), public health bodies and decision makers coyild model
ial impact of border or workplace closures.

0.3 L¢vel of interoperability

This document is intended to highlight the requirements for interoperability between networky, systems
and platfprms required to share data within ahd’between organizations and countries. It focudes on the
technical]structural and syntacticlevels of interoperability, while acknowledging the importance of semantic
interoperpbility. It does not however address business, organization, or other types of interoperability
that aim [to address differences in organizational perspectives within the genomic surveillanc¢ domain.
It does ngt describe methods or best.practices for data management, which might need to be hafmonized
to make lise of data shared within _systems. The problem spaces, use cases and data access patterns in
which gehomic data plays a key rele also continue to grow, resulting in a need to build an accompanying
framework of extensible biomedical workflow profiles, which would then provide the specific c¢ntexts of
system infteroperability. Such-frameworks and profiles are not the topic of this document.

W system,
illance; nor
rability. It
ia] valuable
oriented,
Modelling
genomic surveillance for multi-domain interoperability requires the advancement from data models,
information models and Information Communication Technology (ICT) domain knowledge perspectives to
the knowledge perspective of genomic surveillance with an abstract, domain-independent representation
for genomic surveillance systems. Such work can generate an ISO 23903 interoperability and integration
reference architecture instance. That said, the model and framework for formally modelling and managing
genomic surveillance and its behaviour and creating an interoperability and integration reference
architecture instance is beyond the scope of this document. It is recognized and acknowledged that
should such genomic surveillance standard modelling processes and the associated, explicit, formalized
ISO 23903-based integration and reference architecture instance for genomic surveillance knowledge level
interoperability and harmonization be an agreed, completed and published ISO specification, it may require
adaptation or revision of this document.
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0.4 Data federation

Data federation is a technique that allows search and data analysis to be performed across multiple
distributed datasets, with each individual dataset remaining in its protected local environment, instead
of copying or moving data into a single centralized location. The centralized and federated models of data
sharing are described in Figure 1.
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ta and cannot directly enforce access policies.
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Figure 1 — Overview of‘the centralized and federated models of data sharing

location of the data.does not change, the data custodian responsible for the dataset

Data fede

is required to generate insights, and where real time data and regional representation benefit the global
community and regional response. However, data federation requires navigating different data policy laws,
security and privacy protocols, and data interoperability challenges.
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0.5 Technological foundation for secure data sharing

The need to share data between and within organizations in the healthcare and life sciences sector has long
been recognized, however broad sharing of data has been limited due to privacy and security considerations,
and interoperability across systems.

The necessary technologies to address interoperability are being developed and implemented in
the healthcare and life sciences sector of cloud computing, application programming interface (API)
management, cybersecurity, as well as access to lightweight health resources, such those defined by HL7®1)
FHIR®32). A central component of federated data systems is the use of APIs and foundational architecture,
which enabl labl re and reliable means of in from ian rticularly as

Various splutions have been developed and most, if not all of them, have used the paradigm of data “¢xchange”
and even|led to creating an entire segment in digital health called electronic Health Infermation [Exchange
(HIE). In[such an exchange, data practically changes hands and is transferred fromna\‘data prgvider” or
“data cusfodian” to a “data consumer”. With all the benefits and simplicity of exchanging data, it 4lso poses
— duplicating large amounts of data on both sides of the exchange; Keeping the dath in sync,
keeping frack of all transformations that data goes through, enforcing rules\on transitive doynstream
data exchange, as well as passing the control of contextual data that might,;eontain identifiable] personal
ijon with all the privacy, security and data governance concerns associated with it.

The techpological developments in the recent years have enabled-1$ to begin to talk more abput “data
sharing” and “data access”, which is substantially different from exchanging copies of data. One sh3ring data
approach|uses a centralized system acting as a broker or intermediary in the form of a “data union” for a “data
cooperative” where data governance rules and “data use contracts” can be defined and strictly|imposed.
Another ¢ne is via using a truly distributed, federated appr@ach, like the InterPlanetary File System (IPFS)
and blockchain.

Blockchajn has enabled a promise of building a néw”Internet (often referred to as Web3) where digital
assets can not only be read, written and accessed but also be owned, thus giving their “owpners” the
exclusive|decision of how to share their data and-extract value from it. This is extremely importe11nt for the
contextugl data discussed before, as in some¢ases it might contain very sensitive information. Blockchain
has also gnabled the tracking of the manyransformations data goes through and allows the reprogluction of
analytica| results with confidence guaranteed by data’s cryptographic immutability.

Another fpundational technology that enables true federation in an open network is decentralized ifentifiers
(DID), self-sovereign identity (SSH; verified credentials (VCs) and Trust over IP (TolP). These technologies
enable dynamically adding trusted nodes to a network as well as uniquely identify datasets pnd their
derivatives.

0.6 Use cases

Pathogenk such as_viruses and bacteria are constantly evolving in response to selective pressjures, and
these chgnges.result in different characteristics, such as a pathogen being more or less tranpmissible,
detectablp and deleterious. Once a pathogen is identified in the human population, ongoing sequephcing and
genomic gutveillance facilitates tracking geographic distribution and spread, as well as monitoring genomic
alterations that change characteristics of the pathogen and its impact on the host.

Genomic surveillance tools can be developed or used by countries or governments, non-governmental
organizations (NGOs) or global health initiatives, or industry providing solutions or whose business is
impacted by infectious disease, as well as individuals conducting research in an academic setting. Further,
data or insights facilitated by such tools can be consumed by individuals through mainstream media or
research to understand the personal impact.

1) HL7 is the registered trademark of Health Level Seven International. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO of the product named.

2) FHIRis a trademark of HL7®. This information is given for the convenience of users of this document and does not
constitute an endorsement by ISO of the product named.
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A generic use case for a genomics surveillance tool could include a public health agency and their data
scientists and epidemiologists, with genome sequence data sources from multiple local or provincial (state)
jurisdictions and multiple additional county ministries of health. Such a use case would demonstrate a
federated surveillance system, built to compare data from local or provincial (state) jurisdictions to open
data from all other jurisdictions in the country, and other jurisdictions worldwide. While a generic use case
is not included in this document, Annex A provides actual in use project examples of federated networks to
support genomic surveillance as well as human genomic research.

It is important to note that given the nature of pathogen surveillance, data collection is ongoing, and both
data and insights are constantly changing. While one of the benefits of data federation is that data can be
shared in near real-time, this also means that the results of a query are reflective of that point in time —
the same query might return different results at different times. Further, in order to generate accurate
insights, fratamustbetransformedand-armomnized i sucha way that it Ttam beamatysedatonggide other
data, however this document focuses on interoperability for data sharing at the systems levelr-and does not
address the requirements for data.
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Technical Specification ISO/TS 8376:2023(en)

Genomics informatics — Requirements for interoperable
systems for genomic surveillance

1 Scope

This document outlines the design principles and the service and standards requirements to enable an
interoperpble system for genomic surveillance (herein referred to as “federated surveillance,|system”),
including|data representation, discovery and analysis, and data linkage.

Using selgct profiles this document applies to genomics digital systems, networks and pldtforms that enable
a federat¢d approach for researchers, clinicians, and patients in both the private and-public secfor at the
local, regional, and international levels.

2 Normative references

There ard no normative references in this document.

3 Terms and definitions
For the plirposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses

— IS0 Qnline browsing platform: available at httpsy//www.iso.org/obp

— IEC Ellectropedia: available at https://www.eléctropedia.org/

3.1
genomicsurveillance
pathogen|surveillance
sequencing of genetic material of pathogens to identify and monitor genetic changes linked to the prigins or
characterjistics of a disease afflicting different people

3.2
interoperability
ability of p system or a)product to work with other systems or products without special effort on the part of
the customer

Note 1 to entry: Under traditional ICT focus, interoperability is the ability of two or more systems or components to

exchange infofmation and to use the information that has been exchanged.
[SOURCE]‘Sﬁﬁ‘Eﬁ?ﬁms,—Z‘ﬁﬁ‘S'ﬁ‘S]

3.3

federated system

federated network

federated database

collection of independent but co-operating database systems that are distributed, autonomous and
heterogeneous

Note 1 to entry: in a federated network, “shared” data are not moved into a centralized location for analysis, but rather
queries are distributed across data sources

[SOURCE: ISO 19297-1:2019, 3.2, modified — “Independent” and “distributed” were added to the definition.]

© IS0 2023 - All rights reserved
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representation of information in a formal manner suitable for communication, interpretation, or processing
by human beings or computers

[SOURCE:
3.5

[SO 10303-1:2021, 3.1.29]

data custodian
custodian

person or entity that has custody, control or possession of electronically stored information and is
responsible for the safe implementation of data access policies

Note 1 to
responsib

[SOURCE

3.6
data proj
organizaf

[SOURCE

3.7
data con

individuall or organization that uses data as a starting point

Note 1 to
commerci

Note 2 to
also be paj

Note 3 to 4
[SOURCE

3.8

data sha
access to
denotes 4|

[SOURCE

3.9
data acce
process b

Note 1 to ¢

entry: in a federated model, there is only one copy of the data and thus only one data custod
e for adjudicating and granting access.

ISO/IEC 27050-1:2019, 3.2, modified — Access policies were added to the definition’ and t

yider
ion which produces data or reference metadata

[SO 17369:2013, 2.1.18]

sumer

entry: In the research domain, a data consumer is a scientist or research group for commerc
il purposes.

entry: In the medical domain, a data consumer cantbe a physician or patient. In some cases, con|
rer for commercial or non-commercial purposés:

ntry: A data consumer may be any entity that uses data as an input in any form at any time.
ISO/TR 3985:2021, 3.4]

[ing

or processing of the same data by more than one authorized entity. In a federated systen

ccess to the data to he'yiewed, queried, or analysed without making copies

ISO/IEC TS 3850523:2021, 3.7, modified —Additional context included in the federated n

ss
y which'auser or a system can retrieve or read published data on another system

connection isterminated.

ntf'ys This data access happens over a network connection and the data typically does not persis

an who is

o Note 1.]

al or non-

Ssumer can

n, sharing

jodel.]

t after the

[SOURCE:1S05127:2017,3.1.11.17, modified — Note to entry has been added (taken from ISO/IEC 22624:2020,

3.5).]

3.10
data use
handling

or dealing with information for a specific purpose

Note 1 to entry: This includes reproducing the information but does not include disclosing the information.

[SOURCE:

ISO/TS 14265:2011, 2.11]
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3.11

ontology

logical structure of the terms used to describe a domain of knowledge, including both the definitions of the
applicable terms and their relationships

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.2691]

3.12
variant
alteration in the most common DNA nucleotide sequence

Note 1 to entry: can describe an alternation that may be benign, pathogenic, or of unknown significance.

Note 2 to gntry: variant implies deletion, insertion, indel or SNP.

[SOURCE]1SO 4454:2022, 3.23]

3.13

data linkilsge _ _ i
aggregating data on one topic or data subject from several sources to create a new;richer dataset.
[SOURCE]1S0O 5127:2017, 3.1.11.12, modified — Additional context included.]
4 Abbreviated terms

AAI Authentication and Authorization Infrastrueture

API application programming interface

COVID-19 Coronavirus disease

CWL Common Workflow Language

DID decentralized identifiers

DRS Data Repository Service

DUO Data Use Ontolegy

FHIR® Fast Healthcare Interoperability Resources

GA4GH Global-Alliance for Genomics and Health

HIE electronic health information exchange

HPC high performance computing

IPFS InterPlanetary File System

NGOs non-govermmentalorgantzations

OMOP Observational Medical Outcomes Partnership
SaRS-CoV-2 Severe acute respiratory syndrome coronavirus

SSI self-sovereign identity

TolP Trust over [P

TRS Tool Registry Service
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URL Uniform Resource Locator

VCs verifiable credentials

VRS Variation Representation Specification
WDL Workflow Description Language

WES Workflow Execution Service

5 Design principles

5.1 Overview

In the depelopment of federated surveillance systems, which requires cooperation with other s

lich tools,

there are|dependencies that necessitate the designer to consider certain principles. Anyilarge-scalle system

with participation from numerous stakeholders and client devices can face constraints from in
network gommunication or service reliability, especially in a highly distributed madel.

While d
requirem

a harmonization is not the focus of this document, a number (of ‘these principles
nts of the system to enable distributed data collected by differen® data custodians for

can and shall vary in response to a system’s purpose, circumstance, and the data type(s) and sensi
whether it contains personal health informationj:

5.2 Explicitness

Federated surveillance systems shalkbe explicit about the roles they play in data transactions as t
can change over time and from one_use case to another. Each participant in a federated network
data reqyest shall explicitly state-the intent of the request just like each data provider needs to
state the purposes for which-the’data has been collected. In developing genomic surveillance tools
be clear what is happening and how it is happening - for example, what data is being gathered ang
being gathered - to ensure-that the surveillance analysis is receiving the right data for the right py

The utilify of data shall be maximized, including accounting for the data’s analytical complete
validity, while minimizing disclosure risk. Data shall refer to explicit coding schemes and terming
it is describedsin such a way that the data is defined before it is being processed. Federated syst]
also be explicit about what data processmg, transformatlons and manlpulatlons are performed t

sufficient

speak to
different
bl data to
gnments,
pretation

federated

apping in
nciples is

r in the development of a federated surveillance system, the manner in which they are inctrporated
i

ivity (i.e.

nese roles
making a
explicitly
it should
| how it is
rpose.

ness and
logies, so
ems shall
h prepare

the data

iginal data

sources. Unique dataset identification across nodes is another example of explicitness. Further, as data is
distributed in a federated model, data access, management and retention policies shall be clearly accessible,
interpretable and enforceable to ensure that each new network node that is onboarded can be checked and

monitored for compliance thus maintaining the network’s integrity.

5.3 Scalability

Federated surveillance systems shall consider the design of the model’s framework to ensure that its

structure has sufficient flexibility to adjust to changes and upgrades to a variety of components.

Systems

shall be able to increase capacity and functionality based on user demand, remaining stable while adapting

to changes, upgrades, overhauls and resource reduction. Federated systems should balance per
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and resource utilization, accounting for different volumes from a variety of clients, and be able to respond to
changing needs, including the introduction of new servers or data.

Federated systems rely on a variety of data, including those in object stores and relational databases,
requiring flexibility and scalability to be thoroughly considered. Distributed systems shall be built using
reliable fault tolerance mechanisms to ensure continuity and reduce the risk of failure. For example, loose
coupling can be used to minimize dependencies so modifications or faults in one system will have fewer
consequences on other systems. Further, given the fast-paced nature of genomic surveillance, a federated
system should be able to respond to rapid changes in resource availability, data type and structure, and
provide the user with clear feedback.

To enable scalability across a network, designers should prioritize code that can be readily adapted to these

changes

5.4 Tra

In a feder
facilitatin
elements
between

Transpar
with appl
There arg
and gove
rights of

stored and used, underscoring the need for transparency within'the system.

T STTIT e Irrrorrrreerrorrreer

nsparency

g reliability and trust across information systems. There shall be transparency’in the orig

bystems, enabling data provenance and accession to be verified and facilitating reproduc

ency in connections between systems and data sources should €nable visibility into cd
icable data protection laws and governance structure, including data sovereignty and 1
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Extensibility in a federated model is key to ensuring'the long-term sustainability of federated su
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ecause software systems can be long ljved, and both features and data sources will ch
nsibility enables new or expanded software’s capabilities and facilitates systematic reus
existing system functions.

surveillance tools shall be built as’a system of independent and connected modules with
fompliant with open standatds, such as those outlined in Clause 6, to make it easy to

ions participating in a federated system shall establish trust, particularly as federated
ge-scale, lodsely-coupled, heterogeneous distributed systems. In a federated surveillanc
fion and,cooperation between data generators/data custodians and data consumers in
hs is eritical to sustained and predictable operations. Effective genomic surveillance

ated surveillance system with distributed data, the sources of information shall be transparent,
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Many of the challenges related to trust in a federated system involve ongoing coordination and management
of identities, attributes, roles, and privileges. Services in one node within a federated system necessarily
depend on the terms of their trust relationships with other nodes when making security decisions. Expressed
as policies, trust relationships instruct services on how to respond to a variety of security issues, including
whether to fulfil a request or to permit the exchange of information from another node. Trust should be
established through relationships between organizations and/or through the adoption of open services and
standards that facilitate shared understanding and interoperability.

The level of trust can vary, but typically includes authentication and almost always authorization. A typical
federation might include several organizations that have established trust for shared access to a set of
resources and may include formal consortia or collaborations between governments. Ideally, each data
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sharing transaction should be governed by an explicit data use agreement, which is expressed in machine-
interpretable format and is enforced by the participants in a verifiable and trustworthy manner. In certain
cases, a federated network functions with public data that does not require all trust elements, however some
level of cooperation between the nodes is still essential.

6 Service and standards requirements and recommendations

6.1 Overview

The application of each of these requirements is necessary in the development of a federated surveillance
system, the manner in which they are incorporated can and must vary in response to a system’s purpose,

circumsty
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6.3 Data discovery

6.3.1 Web interfaces for data search and discovery

Federated surveillance systems shall, where possible, use technology stack-agnostic web interfaces for data
search and discovery. Examples of such web interfaces include:

— Data Connect: a simple, uniform mechanism to publish, discover, query and analyse any format of
biomedical data. Data Connect empowers researchers to ask sophisticated discovery or analytical
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questions across distributed networks of different biomedical data types (e.g. genomics, clinical) and
different storage systems (e.g. electronic health record, cloud storage).

Beacon: a standard API that improves genomic data discoverability by enabling researchers to query
genomic data collections, such as population based or disease-specific genome repositories. Beacon
gives researchers the ability to discover whether a data collection contains information about a specific
genetic mutation, and additional metadata, facilitating aggregate information about genomic datasets to
be shared while maintaining privacy and access control.

6.3.2 Discoverability and networking web service

Federated surveillance systems should use a discoverability and networking web service. Two such examples

are Servi¢e Inmfo and Service Registry:

6.4 Data access

6.4.1 searcher authorization

Service Info: an endpoint for describing Global Alliance for Genomics and Health (GA4GH) service
metaflata, designed for extension and inclusion in other APIs. Service Info is used to describje a single
servife, while Service Registry is used to describe multiple services. It allows systems’to disc¢ver basic
information about a software service, like what kind of service it is, what versiondt implementd, and who
ownyg it. Service Info is a valuable feature for building networks of software systems.

Service Registry: provides information about other services, primarily for the purpose of organizing
servifes into networks or groups and for service discovery across organizational boundaties. It’s a
minifnalistic, simple, lightweight, read-only API for listing services and their metadata, as deqdcribed by
servife-info, making it easy to create and manage data sharing networks.

Federated surveillance systems shall use a widely suipported digital identity to support trust|f within a
federated network by enabling researcher verificatien and authorization to access data. Examplg¢s of such

tools include:

6.4.2 ata aceess decision making

Passport: a digital identity that defines@'standard way of communicating a researcher’s dgta access
authqrization based on their role, affiliation, or access status. The specification aims to streamline the
data pccess process and support researchers’ ability to access and aggregate controlled data dfficiently,
and gnables the automation of tifne* and resource-intensive data access reviews.

Authentication and Authorization Infrastructure (AAI): profiles the OpenID Connect protocol o provide
a fedprated (multilateral)\authentication and authorisation infrastructure for greater interoperability
betwEgen institutional-systems in a manner specifically applicable to (but not limited to) the §haring of
restrjcted datasets/The AAI makes it possible to enact sophisticated access policies that can bq enforced
by computers.

Federated surveillance systems shall use tools to support data access decision making for datasets with

oy s o 1 CIGN N |
usage rescrictronssExampresmeraae:

Data Use Ontology (DUO): a dictionary of terms that describe how data can be used and how a researcher
intends to use the data through additional terms that define intended research usage. DUO makes it
possible to digitally encode consent terms so that data access decisions can be made by the AAI, allowing
authenticated users to query and gain access to datasets pertaining to their research.

Machine Readable Consent Guidance: provides instructions for researchers to integrate standard data
sharing language into consent forms in a way that can be translated to a computable language, enabling
researchers to search for datasets that have been consented to, for their research purposes.
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6.5 Data analysis

6.5.1 Web interfaces for workflow execution and monitoring

Federated surveillance systems should use a web interface for workflow execution and monitoring. One such
example is Workflow Execution Service (WES), an environment for running computational pipelines. WES
makes it possible for data scientists and bioinformaticians to execute custom and best practices workflows
in a way that is reproducible and highly scalable.

6.5.2 Registration and sharing of computational tools

Registries of computational tools should be used to support consistency in data processing to support
analysis within federated surveillance systems. Examples of computational tool registries include

— Dockptore: an open source platform for sharing reusable and scalable analytical tools and-worlkflows;

— Tool Registry Service (TRS): alibrary of computational pipelines that can be executéd by a WEY. The TRS
helps data scientists and bioinformaticians store versions of best practices and @ustom workflows and
sharg them with collaborators.

6.5.3 Languages for writing reproducible workflows

Federated surveillance systems should use a specification for describingianalysis workflows and|tools in a
way that makes them portable and scalable across a variety of software and hardware environmgnts, from
workstat]ons to cluster, cloud and HPC environments. Examples include the following:

— Nextflow3): an open workflow management system that.énables scalable and reproducible|scientific
workfflows using software containers. It allows the adaptation of pipelines written in the mosf common
scripting languages.

— Comipon Workflow Language (CWL): an open standard language for describing how to run fommand
line tpols and connect them to create workflows:Tools and workflows described using CWL ar¢ portable
acrogs a variety of platforms that support the-CWL standards.

— WorKflow Description Language (WDL)7 an open standard language for describing computational
pipellnes. The Workflow Description Language makes it possible for data scientists and bioinformaticians
to define workflows that can be eXecuted reproducibly in a variety of computational environmnjents.

— Snakemake: an open workflew;management system to create reproducible and scalable datalanalyses.
WorKflows are described gia-a human readable, Python based language. They can be seamlesgly scaled
to sefver, cluster, grid andcloud environments, without the need to modify the workflow definition.

7 Datq linkage

7.1 Overview

Federated stirveillance systems necessarily use pathogen genomic data and should be designed with these
specific requirements in mind. While pathogen genomic data alone allow certain inferences (e.g. related
cases and mutations leading to new variants), greater value can be obtained through combining and linking
additional data sources like genomic or other ‘omics data, epidemiological and geographic data, clinical and
demographic data including immunization or recovery data. As a result, federated networks can incorporate
standards to facilitate sensitive data linkage to meet the intended objectives of the federated surveillance
system.

3) Nextflow is the registered trademark of Seqera Labs, SI. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO of the product named.
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7.2 Genomic and other ‘omics

Viral genome sequencing enables tracking of pathogenic mutations, transmission between hosts over time
and across geographic regions and changes to the virus that can be more or less transmissible or lead to
poorer health outcomes, or that can escape vaccines or therapeutics.

Host genome sequencing and other ‘omics data such as RNA-Seq facilitate improved understanding of
the genetic reason why some individuals have a more severe response or poorer outcomes, leading to the
development of biomarkers, diagnostics tools and therapeutics.

Wherever possible, read data (e.g. fastq) and associated metadata should be provided, enabling more
comprehensive and accurate analysis, such as variant calling, when compared to assemblies.

7.3 Epidemiology

Informatjon about the transmission context, including the geographic location and the reasan for festing or
sequencing (e.g. known contact or outbreak, travel, vaccine breakthrough infection) shall; where [available,
be provigled to contextualize genomic data. Epidemiological data shall, where @vailable, alsp include
information about the source and location of exposure, such as the workplace, household, travel, cgmmunity
exposure| animal exposure, as well as any other contact investigation information (e.g. indoors vs|outdoors,
ventilation, community setting).

7.4 Medical records

Informatijon from medical records, such as attributes of infected.individuals as tracked by Healthcare
professiohals, including vaccination (type, doses and dates) or pastinfection, treatments provided, putcomes
such as symptoms and severity, and demographic aspects like.age, comorbidities and exposure risks, shall
be incorpprated with genomic surveillance to facilitate deeper understanding of the impact of risk factors or
interventjons.
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