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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

memb
comm

ers of ISO or IEC participate in the development of International Standards through technical
ittees established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described

in the
of doc
IEC Di

types
e ISO/

ment should be noted. This document was drafted in accordance with the editorial rules of‘t
Fectives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document may involve the
use of](a) patent(s). ISO and IEC take no position concerning the evidence, validity or,applicability [of any

claimdd patent rights in respect thereof. As of the date of publication of this document)ISO and IEC

receiv
are ca
databd

responsible for identifying any or all such patent rights.

Any ti
consti

For an

bd notice of (a) patent(s) which may be required to implement this document. However, imple
ptioned that this may not represent the latest information, which may be‘obtained from the patent
se available at www.iso.org/patents and https://patents.iec.ch. ISQ*anhd IEC shall not bp held

ade name used in this document is information given for the ‘eonvenience of users and does not
fute an endorsement.

explanation of the voluntary nature of standards, the meaning of ISO specific terms and expregssions

relatedl to conformity assessment, as well as information _about ISO's adherence to the World|Trade

Organ
In the

jzation (WTO) principles in the Technical Barriers todrade (TBT) see www.iso.org/iso/foreword.html.
[EC, see www.iec.ch/understanding-standards.

Com
medic

A list ¢

Any f
body.
WWWw.

This“(%fcument was prepared jointly by Technical Committee ISO/TC 215, Health informatics, and Teghnical

ittee IEC/TC 62, Medical equipment, softwdre, and systems, Subcommittee SC A, Common aspgcts of
l equipment, software, and systems.

fall parts in the ISO/IEC 81001 serjes-can be found on the ISO and IEC websites.

bedback or questions on this\.document should be directed to the user’s national staTdards
A complete listing of these bodies can be found at www.iso.org/members.htm|l and
ec.ch/national-committees,
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Introduction

ISO 81001-1 provides the principles, concepts, terms and definitions for health software and health IT
systems, and the key properties of safety, effectiveness and security, across the full life cycle. ISO 81001-1
and all parts of the ISO/IEC 81001 series documents are applicable to stakeholders such as health software
manufacturers (including medical device manufacturers) and healthcare delivery organizations (HDOs).
This document provides guidance in developing comprehensible and compelling assurance cases in support

of safe

, secure and effective deployment of health software and health IT systems.

While the benefits of digital health support are widely accepted, the potential for inadvertent and adverse

impac
becom
levels
and aq
increa
organ
config

Fs—omsatety,effectiveness—amd—security causedby treatthr software—amdteatthr tH—systents

ing more apparent. Today’s sophisticated health software and health IT systems provide-ady
of decision support and integrate patient data from multiple sources across organizatioha
ross the continuum of care. This creates benefits to the patient and healthcare system; but
ses the likelihood of software-induced adverse events causing harm to both patientsrand heal
zations. Design flaws, coding errors, security vulnerabilities, incorrect jmplementati
uration, data integrity issues, faults in decision support tools, poor alignment with clinical wor

the p

systems (including medical devices), requires a comprehensive and coordifiated approach to opti

these {

As hesd
involv
prope
impor
differd
cycle 3

Assur;
given {
theva
with t

develdp their assurance case as the product is‘integrated, configured, and implemented for use withi

partic
roles i
IT infy
up thg

the purpose of communicating risks from one stakeholder to another as ownership of a health IT sy

chang
IEC 8(

minim
princi
and af]
the pr

Additi

and i}proper maintenance and use of health software and health IT systems are 'examples of event

ential to cause harm. Managing safety, effectiveness and security for health software and he

hree properties.

bd. As described in ISO 81001-1, these organizations need to communicate and share informa
ly assess and manage the safety, effectiveness, and security-it carrying out their respective rol
fant that this transfer of knowledge and information is stfficiently formalized and predictable
nt stakeholders can communicate and manage theserisks in a timely and effective way acrq
tages and between roles.

ince cases are therefore useful tools for commuhnicating risk across the life cycle of health IT sy
he rigour that is required within, and the intet*dependence of, the different organizations invo
rious life cycle steps. Manufacturers can utilize an assurance case to communicate the risks assd
heir products to an HDO. HDOs can build upon the information the manufacturer has provid

1lar sociotechnical ecosystem contéxt. In this way, assurance cases provide a continuous thread
hvolved during the life cycle in managing the collective risks of all the components across the
astructure, including the health software, medical devices and other health IT systems that
se complex sociotechnical €cosystems. Additionally, assurance case reports can be generat

ES.

001-1 provides theToles, responsibilities, and activities necessary for effective risk managen
ize the impact or likelihood of such events and establishes the concept of an assurance case
bal artefact.te demonstrate that the application of risk management has been effective before,
ter the imiplementation of a health IT system within a health IT infrastructure. The assurance
ncipalkmechanism for demonstrating compliance with IEC 80001-1.

brially, an assurance case can demonstrate confidence in the safety and security properties of a

s also
ranced
lines,
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hcare
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Ith software and health IT systems move through their life cyclesStages, multiple organizatidns are
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Huring
case is

ystem

of safety, security, and effectiveness.

The purpose of this document is to:

— provideguidancetothose organisationsthatareresponsible foraddressingthe requirements of [EC80001-1
and illustrate how those requirements can be demonstrated through the use of an assurance case;

— provide guidance to illustrate to organisations how the concept of an assurance case can be used to
facilitate effective dialogue and management of health software (including medical devices) and health
IT system safety and security risks across organisational boundaries and between all stakeholders.

© IS0 2025 - All rights reserved
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NOTE The 6-step method that is presented in 5.2 is reproduced from original work published in ‘The Six-Step
Method for Developing Goal Structures’ in Reference [9]. The material is reproduced here with the permission of the
original author, who retains rights to the material.
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Health software and health IT systems safety, effectiveness
and security —

This document establishes requirements and gives guidance on assurance case framework for healthcare
delivery organizations (HDOs) and for health software and medical device manufacturers (MDMs) apd can
be used to support the communication and information transfer between all parties. An assurance cgdse can
be used to communicate information and knowledge about different risks to other roles.

This dpcument establishes:

— ar] assurance case framework for HDOs and health softwaré,and MDMs for identifying, developing,
inferpreting, updating and maintaining assurance cases.

— orle of the possible means to bridge the gap between manufacturers and HDOs in providing ad¢quate
information to support the HDOs risk management of [T-networks;

— bdgst practice by leveraging ISO/IEC/IEEE 15026-2-and other standards to identify key considerations
and for the structure and contents of an assurance case, e.g. iterative and continuous approaches

— example structure, method and format to improve the consistency and comparability of assurance cases.

This document is applicable to all partiesinvolved in the health software and health IT systems lifd cycle,
includjng:

a) organizations, health informatics professionals and clinical leaders specifying, acquiring, designing,
dgveloping, integrating, implementing and operating health software and health IT systems, for eyample
hdalth software developers’and MDMs, system integrators, system administrators (including clopid and
other IT service providers);

b) hdalthcare servieeZdelivery organizations, healthcare providers and others who use health software
ar}d health IT systems in providing health services;

c¢) ggqvernments, health system funders, monitoring agencies, professional organizations and cusfomers
seleking confidence in an organization’s ability to consistently provide safe, effective and secure fhealth
software, health IT systems and services;

d) organizations and interested parties seeking to Improve communication In managing safety,
effectiveness and security risks through a common understanding of the concepts and terminology
used in safety, effectiveness and security management;

e) providers of training, assessment or advice in safety, effectiveness and security risk management for
health software and health IT systems;

f) developers of related safety, effectiveness and security standards.

This document is for use by organizations and people who build, acquire, operate, maintain, use or
decommission health software and health IT systems (including medical devices). It is applicable to all
organizations involved, regardless of size, complexity or business model.

© IS0 2025 - All rights reserved
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,

the latest edition of the referenced document (including any amendments) applies.

[SO 81001-1:2021, Health software and health IT systems safety, effectiveness and security — Part 1: Principles

and concepts

3 Terms and definitions

For th¢ purposes of this document, the terms and definitions given in ISO 81001-1:2021 and the following

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISP Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1
assunmpption
intentjonally unsubstantiated statement

Note 1|to entry: An assumption is used in the reasoning of a goal.
Note 2|to entry: Adapted from Reference [10].

3.2
assurance
groungls for justified confidence that a goal has been or will*be achieved

[SOURCE: ISO/IEC/IEEE 15026-1:2019, 3.1.1, modified ~~ “claim” was replaced by “goal”.]

3.3
argument
connefted series of goals intended to establish an overall goal

Note 1[to entry: Adapted from Reference [LO]:

3.4
confidence
proposition being asserted by'the author that is a true or false statement

Note 1[to entry: Adapted from Reference [10].

3.5
goal

apply.

true-false statément about the limitations on the values of an unambiguously defined property - called the

claim'$ property — and limitations on the uncertainty of the property’s values falling within these limit

during thé.claim's duration of applicability under stated conditions

ations

Note 1 to entry: Uncertainties may also be associated with the duration of applicability and the stated conditions.

Note 2 to entry: A claim potentially contains the following:

— property of the system-of-interest;

— limitations on the value of the property associated with the claim (e.g. on its range);
— limitations on the uncertainty of the property value meeting its limitations;

— limitations on duration of claim's applicability;

— duration-related uncertainty;

© IS0 2025 - All rights reserved
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— limitations on conditions associated with the claim; and
— condition-related uncertainty.

Note 3 to entry: The term “limitations” is used to fit the many situations that can exist. Values can be a single value or
multiple single values, a range of values or multiple ranges of values, and can be multi-dimensional. The boundaries
of these limitations are sometimes not sharp, e.g. they can involve probability distributions and can be incremental.

Note 4 to entry: The term ‘claim’ is sometimes used as a synonym for ‘goal’.

[SOURCE: ISO/IEC/IEEE 15026-1:2019, 3.1.4, modified — The preferred term “claim” was changed to “goal”;
Note 4 to entry was added.]

3.6
context
referepce to the system documentation towards an assertion regarding capabilities and properties eyternal
to the pystem

Note 1|to entry: A context can be justified by the intended use and notably the intended operational environgnent of
the respective system.

Note 2[to entry: A context can be used in the reasoning of a strategy.
Note 3[to entry: Adapted from Reference [16].

3.7
evidence
direct]y measurable characteristics of a process and/or product‘that represent objective, demongtrable
proof that a specific activity satisfied a specific requirement

[SOURCE: ISO/IEC 21827:2008, 3.19]

3.8
justififation

type of claim which is raised as part of an assuran¢é case and which is not further refined
3.9

solutipn
referefpce to an artefact that points to atechnical implementation

Note 1|to entry: A solution can be used\in the reasoning of a strategy.

3.10
strategy
argument demonstratingplausibility of one (or multiple) goal(s) based on related supportin a context{based
on assumptions and using evidence, justifications and solutions and other sub goals (which can then|not be
supported by that strategy instance to ensure cycle-free reasoning)

3.11
respopsibility’agreement
docunjent(s) that together fully define the responsibilities of all stakeholders

3 1 1 1
Note 1 LOTIILY. Tlllb dg I'TCIIICIIU CdIT DT 4 IT5dT UUCUIIITIIL, €.5. 4 COIILT dCL.

[SOURCE: ISO 81001-1:2021, 3.1.9]

3.12

security control

management, operational and technical controls (i.e. safeguards or countermeasures) prescribed for an
information system to protect the confidentiality, integrity, and availability of the system and its information

[SOURCE: ISO 12812-1:2017, 3.54]

© IS0 2025 - All rights reserved
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Note 1 to entry: Adapted from Reference [15].

4 Assurance case

4.1 Concepts

Assurfnce that a health IT system achieves certain objectives is particularly important when the Jystem
and it$ interaction with the environment are complex and evolving. Assurance cases establish goal(s) that
relate [to selected properties of the health IT system and argue for the truth of those goals(s).

Assurgnce cases are generally developed to support goals in areas such as safety, reliability, maintaingbility,
human factors, operability, and security. Whilst this document focuses on safety andisecurity, assyirance
ethods are applicable to any property of a system. These assurance cases aré.often called by more

case

specif
backg

round and a list of standards related to assurance cases.

c names, e.g. safety case or dependability case. ISO/IEC/IEEE 15026-1 providées concepts, terminology,

An asqurance case is a structured, solution-based argument used to demonstrate confidence that a Jystem

holds

h particular critical property.

An argument is a connected, hierarchical series of goals intended to establish an overall goal. The argument
in an 4ssurance case shows how a high-level goal is supported by@ number of sub goals, which, in turn are

suppo
confid

A solu
the go
the co

rted by detailed presentation of a solution(s). It is the combination of goals and solution that p
ence in the overall high-level goal made for the characteristic of the system.

Fion which is defined as scientific fact, or empiricalboutcome, provides a basis that demonstrat

htext of an argument is unexplained.

Presenting the argument and solution in a structured way reduces the likelihood of uncertainty and

forab
Additi

etter analysis of the achievement of thesét of objectives (the goals).

considerations to be expressed which will support the interpretation and the validity of the assuranc

4.2

Healthcare delivery organizations (HDO)

An asdurance case can be.éstablished for any element of a health IT system, the health IT system its

the en
comm

HDOs

inication compenents, medical devices, accessories and even components of devices.

addregsing additional critical properties such as safety, reliability, maintainability, etc.

HDO'’s

a)

b)

S

camuse this document for one or more of the following:

rovide

bs that

hl has been achieved. An argument without a soliition is unfounded whilst a solution presented out of

allows

bnal assurance case concepts such.as’assumptions, justifications and context enable other factqrs and

P case.

b1f and

fire health IT infrastructure, addressing any network component, e.g. the radiology network, ngtwork

can use therassurance case, as outlined in this document, to form part of a broader assurande case

pporttie understanding ard CommuIication of safety and Security Tisksassociated witircommp

of the health IT system that are provided by third party organizations;

onents

assess and manage safety and security risks associated with the deployment and use of health IT
systems and health IT infrastructures in their own organizations;

demonstrate their own conformity with IEC 80001-1 and ISO 81001-1.

© IS0 2025 - All rights reserved
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4.3 Manufacturers

An assurance case is an important tool for providing HDOs with the appropriate level of information about
the safety and security characteristics of a manufacturer’s product(s) to support the HDOs’ risk management
of their health IT systems (that can incorporate health software products including medical devices), which
are being implemented in the HDOs’ health IT infrastructure.

This document also provides guidance to manufacturers in developing a security case to demonstrate
confidence in the achievement of IEC/TS 81001-2-21.

An assurance case can be treated as a 11V1ng artefact whlch begms at the outset of the system/software
developmen 0 e : 1 ot
operation of the manufacturer S product(s)

The agsurance case may act as a supporting document to the manufacturer disclosure statementfor njedical
devicg security (MDS2).

4.4 Other stakeholders

Stakelolders (involved in conformity assessment, certification, regulation, acquisition or audit) can eyaluate
the asjurance case to determine the extent of achievement of the top-level goal(e.g. that the health IT product
is safe] or secure) and whether this achievement is demonstrated within the allowable uncertainty pr risk
and any related consequences. The results regarding the top-level goal@nd its support along with felated
uncerfainties and consequences constitute a basis for rationally managingrisk and aiding in decision njaking.

This dpcument is also for use by organizations who build, acquire;operate, maintain, use or decomrilssion
health| software and health IT systems (including medical devices), as well as by those creating stapdards
addregsing safety, effectiveness and security of health IT<systems. It is applicable to all organiZjations
involved, regardless of their size, complexity, or business rmodel.

The qtality of artefacts gathered and documented during the development of the assurance case fhould
be agreed to and documented as part of a responsibility agreement between the relevant stakeholdprs (as
currertly practised by security assurance cases)<This document will provide guidance and methodology,
using $pecific notations, to support, develop and interpret assurance cases in a systematic manner.

4.5 Benefits

The agsurance case has been commenly applied to the safety domain, specifically addressing safety copcerns
for systems, however the use of<an assurance case has expanded and nowadays addresses other ¢ritical
properties such as dependability; reliability, and security across a range of safety critical domains sjuch as
automptive, railway, defengenand aviation. An assurance case is called a safety case when used to argue the
safety|of a system. Simila¥rly, they are referred to as assurance cases and dependability cases when afguing
respedtively.

Assignlficant benefitof an assurance case is that it provides a mechanism to facilitate effective communjcation
of the [particular\characteristics of a product between stakeholders. The rationale, the justification for the
relevapce ofthe’rationale and its supporting confirmatory evidence can be presented and apprais¢d in a
systematic way.

AS a rr\r\v\I\{:ﬂn‘l- nnnnnnnnnnnnnnnnnnnnnnnn bhouncadiaanctablich canfidanconth 4+ o ntcaofa ot ndard
by nIuiaciuri v, dirdoouldiice CdotU LdII Ut uotLu tu voltauIlioln \'Ullllu\'ll\'b Lllbll. CIIC 1 \,\.1“1‘ Llll\,lll.a \.Il A old

have been satisfied. An argument reflecting the architecture of a standard can guide a manufacturer in
generating and collating supporting evidence; gaps or weaknesses in the evidence will become apparent.

If a manufacturer incorporates a third-party product in their own product, an assurance case can be used
to communicate third party assurance requirements and also to collate and integrate assurance evidence
associated with the third party product into the manufacturer’s product assurance case.

1) Under preparation. Stage at the time of publication: IEC/CD TS 81001-2-2.

© IS0 2025 - All rights reserved
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The concept of an assurance case model or pattern encourages soundness and completeness as it can
introduce efficiency and improve the assurance culture within an organization by providing a framework
that supports consistency in the assurance process.

The impact of changes or modifications to a product can be more readily assessed if there is an assurance
case established for the product. For example, if software changes are proposed to a functional module, the
need for and significance of supporting test evidence required to maintain the integrity of that function will
be apparent. This contributes to pro-active risk management.

The philosophy of an assurance case provides flexibility to enable the rigour of the assurance case and its
supporting ev1dence base to be proportlonate to the risk proflle ofthe product ]ustlflcatlons or assumptlons
can bgprese en the
assessged risk proflle

Managing the assurance case as a living artefact provides on-going visibility of assurance-maturify and
an opportunity to influence its development and final sufficiency. Contradictions in the argument dr gaps
in the[evidence will be revealed sooner in the lifecycle with greater opportunity for correction. The cost
of corrective change to a product is proportionate to the phase at which the correc¢tion is made, ile. it is
cheapé¢r to correct requirement deficiencies before product design then it is correct them post pfoduct
implerpentation.

4.6 Requirements
The following requirements apply when an organization develops an a@ssurance case:

— Gagals: The organization shall define one or more goal(s) to-eXpress the assurance claim that i being
mpde as part of a new assurance case.

— Juptification: The organization shall justify the rationalefor the definition of the top-level goal.

— Argument: The organization shall express arguments that logically link the defined goal(s) [to the
sdlutions.

— Sdlutions: The organization shall provide a body of evidence that demonstrates that the goal(s) has been
saftisfied.

5 General requirements and recommendations

5.1 Principles

The pyfincipal objective of-dn assurance case is to present a well-organised and reasoned proposition,based
on objgctive evidence, thata system is acceptably safe and secure in a given context.

The development gf ‘an assurance case is an iterative process and is aligned and integrated witHin the
system development and deployment lifecycle. Formalisation of an assurance case occurs at key lifecycle
milestpnes and\supports stakeholder decision making, for example at the point of clinical deploynient or
system modification.

5.2 Assuranececasedevelopmentprocess— |

5.2.1 General

An assurance case can be developed following many different approaches; it is not the purpose of this
document to prescribe a specific approach. However, the process for developing safety cases as published in
Reference [9] and as incorporated into the [SCSC-141C] Goal Structuring Notation Community Standard(19]
has been adopted. This approach, referred to as the “6-step method” is presented in Figure 1 and described
in5.2.2 to 5.2.7.

© IS0 2025 - All rights reserved
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Step 5:
Elaborate the strategy

) Step 3: )

Step 1: Idpnﬁfy the I Stteph6 b

STRATEGY e
PP support the GOAL
[terate until complete [terate until complete

Step 2: Step 4:
Define the basis on Define the basis on
which the GOAL are which the STRATEGY

stated is stated

5.2.2

Step 1
suppo
the inf
approj
manuf
detail

Figure 1 — 6-step method

Step 1: identify the goal

establishes the top-level goal of the assuranee case that the remainder of the assurance argument
ts and substantiates. In establishing the-top-goal, the author of the assurance case should cdnsider
ended purpose and recipient of the as§urance case and ensure that the top-goal is expressed at an
priate level of abstraction. For examplé,the top-goal of an assurance case developed by a medicalidevice
acturer to support the regulatory:compliance of the product could be expressed at a lower lgvel of
Lo that of a top-goal associated with demonstrating the safety of health IT infrastructure that includes

that pfroduct. In the first case, thé\purpose would relate to satisfying regulatory requirements, apd the

recipig
necess
of the
top mad
assurg

nt could be a regulatory body. Assumptions could be declared regarding deployment context hut not
arily argued or evidencded. In the second case, the purpose would relate to organizational deplgyment
product as part of a(broader health IT infrastructure, and the recipient could be the organization’s
inagement. Therewould be less opportunity to make assumptions regarding deployment conteixt; the
nce case would-b@expected to demonstrate the sufficiency of such.

5.2.3 | Step 2:define the basis of the goal

Step 2|estahblishes the context in which the truth of the goal is to be demonstrated. It is not credible to make a

goal thata property holds in all scenarios. The basis ofa goal should be clearly and unamblguously explained

such tl

the goal

Three general themes shall be presented:

— information that defines the system to which the assurance case applies, e.g. technical specification;

— information that defines the environment in which the system is used and how itis used, e.g. care process
definition;

— in

formation that supplements the assurance argument, e.g. terms and definitions.

© IS0 2025 - All rights reserved
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Step 3: identify the strategy

Step 3 establishes the approach through which the goal is substantiated. The strategy should be expressed
as a statement that convinces the recipient that the goal it supports is true. Generally, a strategy will
decompose a parent-goal into a number of sub goals which in turn are easier to evidence as being true. The
strategy should explain the logic which relates the proposition made in the parent-goal with those made in
the supporting sub goals.

5.2.5

Step 4: define the basis on which the strategy is stated

Step 4 is similar to Step 2 in that it establishes the context in which the truth of the strategy is to be

demor
it supy
contex

5.2.6

Step 5
therell
to the

5.2.7

Step 6
resolv

suppo
one gg

The sq
examy

or pro
5.3

A deve
—  Aq

strated. This can extend to include the rationale as to why the particular strategy was chosenea
orts the decomposition of the parent-goal into sub goals. Goal structuring notation (GSN) €lem
t, assumption and justification can be used to achieve this.

Step 5: elaborate the strategy

is essentially a repeat of Steps 1 and is repeated until a solution(s) can be presénted that substa
ated goal. It should be noted that each branch of the assurance argument does-not need to be dev
same level of decomposition.

Step 6: identify the solution

identifies evidence that demonstrates that its related goal has been substantiated. A goal

d how
bnts of

ntiates
bloped

fan be

bd by one or more solutions, but care is needed to ensure that the understanding of how the solutions

-t the goal is not lost or confused. Similarly, it is permissible.for one solution to substantiate mof
al, but care is needed to explain the rationale.

lution should be expressed in sufficient specificity so that it is clear how it supports the go

e than

al. For

le, referencing a specific test result rather than‘the overarching test report. Solutions may take the
form df a published scientific fact, established state-of-the-art or an empirical outcome regarding a cap

perty of the product.

eneral considerations
loped and established assurancé case should have the following characteristics.

cessible: the assurance case-shall be accessible by all stakeholders and as such their needs sha

cansidered. The assurance case should be produced and maintained in a format that doesn’t inti
itations and consideration should be given to the unnecessary inclusion of proprietary inforgation
thiat can introduce restrictions on its circulation.

li

— Afffordable: the cost-of developing and producing an assurance case shall be balanced against the b
of|doing so. ThHe-risk profile associated with the product can have a bearing on this and influer
brjeath of the'\argument and the depth of the evidence.

— Auditable: the assurance case can be influenced by judgements made by personnel that contrik
ity dévelopment and review. The rationale for and the evidence supporting such judgements
bd présented within the scope of the assurance case such that they can be fully understood by

ability

uld be
oduce

bnefits
ce the

ute to
should

other

stakeholders. This is also an important consideration in the context of future-proofing an assurance
case; updates and amendments may be made by personnel who did not contribute to its original creation.

— Clear: the assurance case shall be comprehensible to its intended recipients and as such consideration
should be given to the style in which it is presented. Communicating complex technical arguments
can be challenging, but assurance cases shall express all the necessary information as simply and as
unambiguously as possible.

— Complete: a principal objective of an assurance case is to demonstrate that all reasonably foreseeable
vulnerabilities associated with a product have been identified and that the risk associated with these
vulnerabilities has been managed to a level that can be tolerated by the organization that is using the

© IS0 2025 - All rights reserved
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product. Consequently, the assurance case shall establish confidence that a comprehensive assessment
of the risks associated with the product has been completed and present evidence that suitable controls
have been implemented and verified. Where there are known gaps or weaknesses, these shall be disclosed
and their impact on the assurance case explained.

Proportionate: care is needed to ensure that the scale of an assurance case remains propionate to the
complexity and risk profile associated with the health IT system. To be effective, an assurance case needs
to communicate the management of risk as simply and succinctly as possible. Large assurance cases can
lead to confusion whilst light assurance cases can reduce confidence. The focus should be on quality
rather than quantity.

Mgimtaimedthe assurance tase strattbemmaintaimed over the tifecycte of the treatthr T systemmtf changes
arfe made to the product, its intended use or the environment in which it is used, the impact en’of these
changes on the assurance case shall be assessed. Changes that impact the argument structuré.or’evidence
bdse should be re-assessed.

54 |

The ag
to a pd

In ord

— edch goal in the assurance case shall be structured and expressed as a predicate statement

st

Argument considerations

int where a solution in the form of evidence can be presented to substantiate the validity of the

br to be able to validate the assurance argument:

htement that can be demonstrated to be either true or false (e.g. the sky is blue overhead);

— t

— t

supporting evidence, or both;

— t
ag

— a
jor:

— edch strand of the argument shall ‘conclude with one or more supporting solutions;

set of sub goals at each level of decomposition shall show that the parent goal is achieved;

number of levels of decomposition shall be appropriate to the complexity of the safety case

surance argument is expressed through the hierarchical decomposition of the top goal into sulp goals

goal.

i.e. a

or the

rationale for the decomposition of a goal into sub goals should be self-evident or explaijed by

ditional text (strategy);

counter argument shall not be established at any level of decomposition which could defeat
rent goal;

or the

— a(listinction shall be made aridimaintained between product and process-based goals and solutigns.
5.5 Evidence considerations

Assurance case evidefee (solution) is information, based on fact or expert opinion, which is uped to
demornjstrate the validity of a related assurance case goal.

When [selecting-evidence:

— the typé&ofsolution(s) selected shall demonstrate that the validity of a related goal is appropriate to that goal;

— thle solution(s) selected shall demonstrate the validity of the related goal in a clear, conclusiy

e, and

objective way;

— the strength of the solution(s) shall be proportionate and appropriate to the degree of risk associated
with the related goal;

— the solution shall be preserved and accessible through the life of the assurance case and be reviewed and

re

-appraised in the context of any changes made to the health IT system.
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5.6 Notation

5.6.1

Assurance cases can be expressed in a number of different styles including textual, tabular or graphical. In

this do

In its simplest form, GSN uses 6 key elements and 2 relationship types to express the assurance case. These

General

cument, the goal structured notation (GSN)[1% has been adopted.

are explained in 5.6.2 to 5.6.9.

5.6.2

Goal

A goal
A goal
them ¢

A goal|Figure 2) is depicted as a rectangle with a {goal identifier} and <goal statement>. Theidentifier is v

5.6.3

The st
The st
simple
be sup

A stra
The id

stablishes the assurance argument.

G1: Health IT
systems (HIT) Safety
Health IT is safe to
use in defined care
setting

Figure 2 — Goal

Strategy

ported by more than one strategy.

entifier is unique.

S$1: Risk Management
Argument based on
adherence to national risk
management process
standard

Figure 3 — Strategy

5.6.4

The assurance case argument is developed to a level of detail where a solution(s) can be presented that
rts the truth of the related goal. For an assurance case to be complete and compelling, all the lowest

suppo

Solution

level goals are supported by one or more solutions.

A solution (Figure 4) is depicted as a circle with a {solution identifier} and <solution statement>. The

identifier is unique.

© IS0 2025 - All rights reserved
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(G) is a proposition, i.e. a true-false statement that demonstrates the validity of the assuranck case.
can be supported by one or more sub goals. The architecture of goals and the relationShip bdtween

nique.

rategy describes the nature of the reasoning that'exists between a goal and its supporting sub goal(s).
rategy shall explain to the reader how the@ub goals support the parent goal. If this relationfhip is
and apparent, then a goal can be described directly without the use of a strategy. A parent gopl may

fegy (Figure 3) is depicted as a patallelogram with a {strategy identifier} and <strategy statement>.
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Soln 1.1.2.1

Hazard Log

Figure 4 — Solution

5.6.5 | Context <’.)
X Q(I/

A goallcan only be asserted to be true in a defined context. The context element is used to in-;{;fae addjitional
information that supports the validity of a goal. An example of context can be a definition,of the infended
use of[the health IT (HIT) system: if the HIT system is used in a different way, then it is possible that the
assurgnce case does not hold. The context will apply to all elements that support the@a , so care is reeded
not tointroduce an element to the assurance case that invalidates or contradicts it.n}

A context may also be applied to a strategy in order to provide supplementarx{@rmation or to defingterms
that may be used in defining the strategy. \

A context (Figure 5) is depicted as a stadium with a {context iden{f@} and <context statementp. The
identifier is unique. o

¢

¥
Figure 5— Context
R\
5.6.6 [ Assumption \O
N

An asqumption is an intentionally, un tantiated statement that relates to a given goal. The assumption
applie} to all elements that suppo%hg goal that the assumption is associated with.

An asqumption (Figure 6) is de@ d as an oval with an A at the top-right or bottom-right, an {assurpption
identifier} and <assumption sﬁlementz The identifier is unique.

Figure 6 — Assumption

5.6.7 Justification

A justification is used to provide the rationale of including an element within an assurance case and as such
can relate to a goal or strategy. Unlike other elements, a justification only applies to the element to which it
is connected.

© IS0 2025 - All rights reserved
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A justification (Figure 7) is depicted as an oval with a ] at the top-right or bottom-right, a {justification
identifier} and <justification statement>. The identifier is unique.

N
Figure 7 — Justification ,\q/
4
v
5.6.8 | SupportedBy relationship QQ
A SupportedBy relationship is used to explain the relationship between elemen%%'}hin the assurancg case.

It is dgpicted (Figure 8) as a line with a solid arrowhead. Permitted Suppo&SﬁéBy relationships are: gpal-to-
goal, goal-to-strategy, goal-to-solution, strategy-to-goal. )
;\\

«©
O
L

N
%
&
Figure &@- SupportedBy
xO
5.6.9 | InContextOf relationship \C\)j“

An In(ontextOf relationship is used to explain the relationship between elements in an assurance case and
additipnal narrative that hasab g on that element.

It is ddpicted (Figure 9) as a ligdwith a hollow arrowhead. Permitted InContextOf relationships are: gpal-to-
context, goal—to—assumpt'koo oal-to-justification, strategy-to-context, strategy-to-assumption and strjategy-

to-justification. 6\

&S .

§ Figure 9 — InContextOf

6 Developmg an assurance case using G5SN

6.1 General

Clause 6 illustrates the development of an assurance case using GSN notation. The GSN model is derived
from the one established by Habli et al.[l1] The 6-step method described in Clause 5 is followed.

© IS0 2025 - All rights reserved
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6.2 Step 1: identify the goal

G1: HIT Safety
Health IT is safe to
use in defined care
setting

Figure 10 — Top goal

In Fighre 10, the top goal, G1, is that the IT system is safe to use in the defined care settm&(/@urther
elaborption is needed to establish the context in which this goal is stated or expressed. (1/

6.3 Btep 2: define the basis on which the goal is stated f]/'

Q’\

G1: HIT Safety
Health IT is safe to
use in defined care
setting O\
,\\%

Figure 11 — Contebe

In Figuyre 11, context Con 1 and Con 2 are introduced to pr@e a definition of the care setting in whjch the
HIT system should be used and a definition of the HIT system itself. In practice, this would be estahlished
through project documentation. \(\

6.4 $tep 3: identify the strategy used to s&ﬁport the goal

Ny

[ G1: HIT Safety
Health IT is safe to
use in defined care
setting

$1: Risk Management
Qv Argument based on
é adherence to national risk

&?‘ management process
standard

Figure 12 — Strategy

In Figure 12, strategy S1 establishes that safe use of the HIT system in the defined care setting will be
achieved by following a risk management process, in this case one specified and approved by the national
health authority.

© IS0 2025 - All rights reserved
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G1: HIT Safety
Health IT is safe to
use in defined care
setting

In Figuire 13, justification J1 provides the rationale for conforming wit
rd establishes a risk management framework that the national
when fleploying and using HIT systems.

standd

6.6 Step 5: elaborate the strategy

S

$1: Risk Management
Argument based on
adherence to national risk
management process

standard

Figure 13 — Justification

NN
N
G1: HIT
Health I safe to
use i ined care
setting
s
O

o

g@}

S$1: Risk Management
Argument based on

adherence to national risk

management process
standard

}%C)Ask management standar

O
P
N
%‘b
0

authority considers apprd

d. The
priate

G1.1: Residual risk
Residual risk of all
identified hazards is
tolerated

Figure 14 — Sub goal
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In Figure 14, G1.1, establishes that, by following a standard national process, the organization can
demonstrate that the residual risk of all identified hazards has been reduced to a level that can be tolerated

by the organization. Further elaboration is needed to explain key concepts regarding this goal.

6.7 Repeat Step 2: define the basis on which the goal is stated

G1: HIT Safety
Health IT is safe to
use in defined care
setting

adherence to national risk
management process

S$1: Risk Management
Argument based on
standard

N
G1.1: Residual ﬁQﬁ"
Residual ris 11
identified rds is
tolerate§
R\

xO
Figl}%&ls — Context for sub goal
N

evalugte and accept risk within
the organisation. Risk can be
be demonstrated (acceptedb .

rganization. Context 4 establishes the concept of tolerable risk

In Figlire 15, context Con 3 is introduced to provide a definition of the criteria that is used to esf
Qﬁﬁd if it meets the defined criteria (acceptable) or if a clinical bensg

imate,
within
fit can
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6.8 Repeat Step 4: define the basis on which the strategy is stated

G1: HIT Safety

Health IT is safe to
use in defined care
setting

S$1: Risk Management
Argument based on
adherence to national risk
management process

standard

tolerated

G1.1: Residual risk
Residual risk of all
identified hazards is

N
)

G1.1.1: Acc@}ble

risk
Resi sk of hazard
ha controlled to

ceptable level
['i‘s p

2
S

In Fighire 16, G1.1 can be elaborated directly through sub goals G1.1.1 and G1.1.2 which colle
establ|sh that-the risk of each hazard identified through the application of the national risk manag
procegs i her acceptable or can be accepted, as a clinical benefit can be demonstrated which outy

the residual risk.

G1.1.2: Accepted risk
Clinical benefits
outweigh residual risk
where further risk
control is not

practicable

Figure 16 — Elaboration of sub goal

Ctively
ement
veighs
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6.9 Step 6: identify the basic solution

G1: HIT Safety
Health IT is safe to
use in defined care
setting

$1: Risk Management

Argument based on (19
adherence to national risk ,'\ :
management process fl/
standard Q’\
,\Q

G1.1: Residual risk
Residual risk of all

identified hazards is
tolerated

N
)

. @ G1.1.2: Accepted risk
1(';111(1 A Ac? \ble Clinical benefits
. . outweigh residual risk
E:Sl C(jrl:ticf)ﬂz(zlii)d where further risk
control is not
[’is ceptable level prachcane
o
% Soln1.1.1.1 Soln1.1.2.1

Hazard Log Hazard Log

Figure 17 — Solutions

In Figure 17, solutions Soln 1.1.1.1 and Soln 1.1.2.1 provide the evidence that the two respective goals
have been achieved. In practice, the Hazard Logs will provide an index to specific evidence artefacts that
substantiate the goal for each identified hazard. This could include design and test evidence demonstrating
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the effective implementation of a system design feature or a benefits-risk analysis report to support the
deployment of the HIT system.

The use of GSN and the application of the “6-step method” is illustrated in example assurance case models
presented in Annexes A, B and C.

Annex A presents a high-level assurance case model that reflects that the HDO has adopted

[E

C80001-1:2021 to manage the risk associated with its HIT system implementation.

Annex B presents a detailed assurance case model that illustrates how the specific requirements
of IEC 80001-1:2021 are addressed. This assurance case model can be used to support a conformity

W”““l 12021
A

nex C presents a detailed assurance case model that illustrates how the safety characteristics of an Al

b3

The uj
preser

7

sed product can be assured from a perspective of product development and use.

e of natural language to express an assurance case is illustrated in example assufance case 1
ted in Annex D:

Anmnex D presentsanaturallanguage representation of the high-level GSN assurance case model pre

in
H]

A

An asj
assurg
assurg

Annex A that reflects that the HDD has adopted ISO 80001:2021 to manage the risk associated v
T system implementation.

ssurance case change management

urance case can be managed as a live artefact and keptup, to date, reflecting the current s

nce case is updated.

Examples of when an assurance case can be revised include the following non-exhaustive scenarios:

a)

b)
)
d)
e)
f)

8

w
ch

w

w

S¢

hen the supporting information used to inform the development of the assurance case chang
anges are made to the intended use of a medical device, the operational environment or interfa

hen an incident occurs, which requiresiteporting and/or mitigation;

nen a medical device is added to a-health IT network;

nen a medical device is remoyed from a health IT network;

hen additional safety or security controls, or both, are required to further protect against identifig

hen there is a need to.communicate between organisations (e.g. new functionality, change in inf
e case).

!Clll'ity assurance case

A seculrity assuirance case complements the security risk management process. The objectives are:

nodels

sented
Fith its

fate of

nce. For the purposes of traceability, change managemient procedures should be applied when an

s, e.g.
ces;

drisk;
ended

to

reduce the time required to develop the assurance case by providing a repeatable and systemati

C step-

by-step process;

to

reduce the complexity often associated with the development of assurance cases;

to provide a visible traceability matrix linking the assurance case to security threats and vulnerabilities
identified during risk management;

to

to

reduce the likelihood of missing a step in the argument;

improve the readability of the assurance case;
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— to provide confidence regarding the integrity of the evidence collected based on the information
presented in the argument.

The process of developing the security assurance case is not intended to replace a risk management
process nor does it generate new processes, rather, the security assurance case should complement the
risk management process with a reference to, or inclusion of, the following supporting documentation by
manufacturers and HDOs:

— information regarding the intended use of the medical device, operational environment, network

st

— in

ructure, interfaces, boundaries etc.;

ormation regarding sucstom decerintion socurityv ohiectives and accets taho nratacted:
HHAHeH H-+ S e Hp+oh; HHH =5} Y < tS+0-BePprorecteas

..........

Gtification for the selection of security capabilities;

Stification for the non-selection of security capabilities;

— agsets being protected by specific security capability;

— ri

— al

ik acceptability criteria policy;

identified unacceptable threats or vulnerabilities;

— thireat, vulnerability or risk log;

— impact, threat scenario or consequence information;

— refference to source for selection of security controls.

The aljove information becomes part of and remains with the Security assurance case from concept
through to development, operation, and retirement. Supperting information such as this can aid in
desigr] choices, better maintenance during operation anddmore efficient and informative feedback pra

Clausq 8 is not intended to provide exhaustive guidange for the application of a risk management proce
does if mandate the use of any particular risk management process, however [EC 80001-1 provides gu
on how to carry out risk management for medical IT networks. Similarly, ISO 14971 provides guidamnce for

the pr

pcess of conducting risk management for medical devices. For risk management processes s

risk/benefit analysis, which is not covered.in this document, HDOs and manufacturers refer to [EC 8(

and m

IEC 8
transf
struct
patter

hnufacturers refer to ISO 14971/

D001-1:2021, Annex C provides additional guidance on the use of assurance cases for knotv
br. The manufacturer security pattern (IEC 80001-1:2021, Figure C.3) provides the recommn
ire and focus on threat‘and vulnerability related to security risks. The HDO safety and sq

information provided between manufacturer and HDO.

Annex E provides{@ssurance case notation cross reference and comparison of terminology used
differ¢gnt assuranee case notations.

Annex|F prevides a summary of assurance case requirements relative to organizations.

phase
better
ctices.

SS, nor
jdance

uch as
001-1,

viedge
ended
curity

ns (IEC 80001-1:202%-Figure C.4 and C.5) demonstrate the interdependency and appropriate level of

ACI'OSS
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Annex A
(informative)

Generic risk-based HIT assurance case pattern

Figure A.1 presents a generic risk-based assurance case, expressed using GSN. Table A.1 explains the
contribution of each assurance component in achieving the assurance case.
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G1: HIT Safety
Health IT is safe to
use in defined care
setting

ant
TIITCTIIC

Argument based on

adherence to IEC 80001-1
risk management process
standard

G1.1: Residual risk
Residual risk of all
identified hazards is
tolerated

. \O G1.1.2: Accepted risk
fillkl = Accep?acgte Clinical benefits
Ressi dual ris(}\hazar d outweigh residual risk
has beencontrolled to FEAas lfl'lrther risk
ble level control is not
an ,a- practicable

Soln 1.1.2.2
Risk-benefits
analysis

Soln 1.1.2.1
Hazard Log

Soln 1.1.1.1
Hazard Log

Figure A.1 — Generic risk-based Health IT (HIT) assurance case pattern
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Table A.1 — Health IT (HIT) assurance case narrative

Assurance case
component

Explanation

G1

Establishes a top-level claim that the HIT system is safe to use in the defined care setting. This

claim is established in the context of (Con 1) which defines the care setting in which the
system is to be used and (Con 2) which defines the HIT system itself.

HIT

S1

Defines the way in which G1 will be achieved, i.e. by the HDO implementing and followin
risk management process that is conformant with IEC 80001-1.

ga

This is justified (J1) in the context of IEC 80001-1 being an internationally published risk man-

agement standard.

G1.1

Establishes a claim that the residual risk of all identified hazards has been managed t0-g
that can be tolerated by the HDO. This is claimed in the context (Con 3) of the risk eriteri
by the HDO and that the residual risk level meets the tolerability criteria (Con 4)‘éstablis
by the HDO.

Con 4 establishes that tolerability is defined as either that the risk meets an acceptable t
old or that the risk is accepted in circumstances of unacceptable risk because clinical be
is to be gained through the HIT system deployment.

level
a used
hed

hresh-
hefit

G1.1.1

Establishes a claim that the residual risk of an identified hazard is@eceptable.

This is demonstrated through reference to the hazard log (Soln‘1.1.1) which summaris
evidences the risk management activities related to the hazard:

es and

G1.1.2

Establishes a claim that the residual risk of an identifiedhiazard is accepted.
This is demonstrated through reference to the hazarddog (Soln 1.1.2.1) which summaris
and evidences the risk management activities related.fo the hazard. It will also be suppd
by a benefits-risk analysis (Soln 1.1.2.2).

es
rted
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Annex B
(informative)

IEC 80001-1 Compliance assurance case pattern

Figures B.1 to B.8 illustrates how the requirements of IEC 80001-1:2021 can be depicted as an assurance
case, using GSN. Elements of the assurance case indicate where specific requirements of IEC 80001-1:2021

are ad

Figure
intend

is achieved through conformance with [EC 80001-1:2021.

dressed. ({)
| B.1 establishes the overarching goal that the health IT system is acceptably safe a ecy
ed use by the health delivery organization. It defines the context in which this is claimed-dnd th

v

re for
at this

G1: The health IT system is
acceptably safe and secure for
Intended use by the health

delivery organization (hdo \‘

o‘ -

S1: or; a&nzatlon adopt
001 1:2021

a elated standards.

¥

o\\"/

G1.1 health delivery
organization meets
requirements of
IEC 80001-1

G1.2 manufacturers
support HDO in meeting
requirements of
IEC 80001-1

Figure
safety

£

°
&
?\

&

stabllshes a sub goal that the HDO meets the requirements of IEC 80001-1:2021 with reg

Figure B.1 — Goal G1

ard to

o
chul lb_)’ l lOI\ \,ucu a\, LCI lD \,u.,o
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G1.1 health delivery
organization meets
requirements of
IEC80001-1

/ /

Figure
is acce

S1.1: Risk based approach

to safety and security Qq/

GAvInl: ! Q G1.1.2: Operation;
Operational safeg&r\\ security risk of
risk of health i health it system i}
systemyis< accepted by HD(Q.
accepte@y DO.

[=5)

3

&
4\

F\ig& B.2 — Goal G1.1

QS

N
B.3 supports Figure B.2 and e:s@ishes a sub goal that the operational safety risk of the HIT s
pted by the HDO’s top management.

ystem
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Figure
has be

| B.4 supports
en evaluated.

G1.1.1:
Operational safety
risk of health it
system is
accepted by HDO.
G1.1.1.2: Q“ﬁ‘)
Operational ('1/
safety risk is ,'\ :
authorised by to
G1.1.1.1: mana yoor '\ﬂ/
- gement
Operational safety 5.4.3 Q
L. (5.4.3¢) Q
risk is evaluated (b'\
s\\%
(( QO
L
N
% 1.1.2.
Soln 1.1.1.2.1 O Staff roles,
IE(?SOOOl R\ responsibilities Soln 1.1.1.2.3
= and training Assurance Cag
complla@s records (5.4.5¢)
(5/&@9&,) (5.4.4a,b,c o
5.4.5ab,c,d,e
\ N 5.4.5a,b
o

>

Figure B.3 — Goal G1.1.1

Figure B.gzlnd establishes a sub goal that the operational safety risk of the HIT 5
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G1.1.1.1:
Operational safety
risk is evaluated

L All lifecycle phases

/s

1.1.1: Adherence to risk

management process

/

AN,

Figure
condu

G1.1.1.1.1: risk

management file
established for
project

Soln 1.1.1.1.1.1
Risk
management
file (5.4.1)

management plan

G1.1.1.1.2: risk

for project
adhered to

G1.1.1.1.3: hazard
identification
conducted

Hazard > 0

plan (6.
ab,c)

1.1 plan audit
5.4.3a,5.4.4d

Figure B.4 — Goal 1.1
A3

X
@)
QQ

G1.1.1.1.4: h:
risk is evalul
as being
acceptab

zard
hted

Z
B.5 supports Figure B.4 and establishes a sub&)al that hazard identification activities hav
Cted. Typical evidence artefacts are identifiedQ&hich substantiate this goal.

b been
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G1.1.1.1.3: hazard
identification
conducted

Hazards =0

G1.1.1.1.3.1: G1.1.1.1.3.2: Q
Hazards identified hazards related to '\Q Gl'.l.'l'l.' o
by other deployment and % ]llStlfICE.i(tilO;l S
rganizations are use are identified &% puovie
considered \

_—

boln 1.1.1.1.3.1.1
accompanying
documentation
(6.1.2.3b)

Soln

1.1.1.1.3?1
H

workshop
\@&utes
\(6.1.2.3 a,d)

@gure B.5 — Goal G1.1.1.1.3

-

Figurg B.6 supports Figure B.4 establishes a sub goal that the hazard risk has been evaluated to be
acceptiable. Typical evidence artefacts are identified which substantiate this goal.

Soln
1.1.1.1.3.2.3

Justification
report (6.1.2

)

Soln
1.1.1.1.3.2.2
Hazard report
(6.1.2.3a,d)

w
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G1.1.1.1.4: hazard
risk is evaluated
as being
acceptable

All hazards

SA1.1.1.1.4.1:

demonstration by

risk control or risk-
benefits analysis

Initial risk (];
® unacceptable y\/
Residual risk Q
unaccetable '\Q
G1.1.1.1.4.2 \ G1.1.1.1.4.3
G1.1.1.1.4.1 initial Residual risk is O Benefits risk
risk is acceptable acceptable Q analysis
(6.1.3b) Q conducted

Soln
Soln
G1j1.1.1.4.1.1 G1111412 G1.1.1.1.4.2.1 risk| € o 22 PP G1.1.1.1.4f3
N I initial risk ) esidual risk Justification G1.1.1.1.4.3.2 ;
ipitial risk A control analysis X P, Analysis apd
) evaluation valuation over no further Justification for e
analysis conducted . P justificatior| of
ducted conducted ‘\< conducted practicable accepting risk aggregate tfis
cpnducte A controls (6.1.4.2b) seree

(6.1.4.2a) (6.1.4.2¢, f1)

S
S

G1.1.T1.4.2.1.1
Updated

Soln
G1.1.1.1.4.1.2.1
Updated
Hazard report

2
igure B.2 and establishes a sub goal that the operational security risk of the HIT Jystem
is accgpted by HDO'’s top management. In practice, this is a repeat of G1.1.1 and its sub goals, butjin the

context of s ty risk. The impact of the security vulnerabilities or mitigations shall be considered from a
hazard coﬂ&fbution perspective and included in the assurance case.

)

G1.

Updated
Hazard report
(6.1.4.3
6.1.4.4)

Updated
ard report
|.2.4a,b,c,
d)

> ¥

Figure B.6 — Goal G1.1.1.1.4

Figurd B.7 suppo
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G1.1.2: Operational
security risk of

Figure

this gd

B.8 supports Figure B.1 and establishes a sub goal that thelmanufacturer supports the H
meeting the requirements of IEC 80001-1:2021. Typical evidence attefacts are identified which subst3

al.

HEALTH IT SYSTEM
is accepted by HDO.
G1.1.2.2:
G1.1.2.1: Operational
Operational RESIDUAL security
RESIDUAL security risk is accepted by
risk is evaluated TOP
MANAGEMENT

<

<

Figure B.7 — Goal G1.1.2

DO in
Intiate
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G1.2 Manufacturers
support HDO in
meeting
requirements of
IEC 80001-1

I

S1.2 Open and collabrative
engagement (5.4.6)

AN

N\
G1.2.1 G1.2.2 Man(;'llffc'furer G1.2.4 @5
Manufacturer Manufacturer et s Manufacturer M&g cturer
provides safe and| | defines intended e explains any | manages through
secure asset use assessments transferred risk life risk

Soln 1.2.5.2

oln 1.2.1.
M Certificate Soln 1.2.1.2 Soln 1.2.5.1
s . MD Technical . .
of conformity . Soln 1.2.2.1 risk Incident
file (6.1.4.4c,
(6.1.4.4c, assurance case management managemenjt
6.1.2.3b,
6.1.2.3b, 6.1.2.2) process process (6.2.%f)

6.1.2.2)

Figure B.8 — Goal G2.1
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Annex C
(informative)

Al assurance case pattern

Figures C.1 to C.9 depict an assurance case, using GSN, that illustrates how the safety characteristics of an Al
component can be demonstrated to be adequate from a perspective of intended use by an HDO. Table¢ Clto

C.9 ex]

Figure

HDO. It defines the context in which this is claimed and that this is achieved through demo

compd

Table

blain how particular elements of the assurance case support the top goal.

g C.1 establishes the overarching goal that the Al component is acceptably safe for 1ntend»35 se
tion

nent development and deployment
/

N

G1: Al component is
acceptably safe for intended
use by the health delivery

organization (HDO) Q

&/elopment
urance and Al
\i}loyment assurance

G1.1 Al Lﬁ)nent G1.2 Al component

meets ied safety maintains safety
b rements when deployed

by the
pf safe

[.1 explains the relevance and the contribution of key components of the assu@ce case in acllieving
the top-level goal.

Figure C.1 — Al assurance case pattern
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Table C.1 — Al assurance case narrative

it is deployed and used in a clinical setting.
The HDO would be responsible for substantiating this element of the asSurance case.

Assurance case Explanation

component

G1 Establishes a top-level claim that the Al component is safe to use for its purpose at the point
of care delivery. This claim is established in the context of (Con 1 to 5) that define or describe
artefacts that define the scope and boundary of the assurance case.

S1 Defines the way in which G1 will be achieved, i.e. by demonstrating sufficiency in both the Al
component development and deployment assurance.

G1l.1 Establishes a claim that the Al component meets its safety requirements which have been
derived from system level safety requirements (Con 6).
The Al component manufacturer would be responsible for substantiating this element-ef the
assurance case. The establishment of this requirement and the sharing of the conclusions
could be achieved through a responsibility agreement between the HDO and manufacturer.

G1.2 Establishes a claim that the Al component continues to achieve its safety requirements when

Figurd C.2 supports Figure C.1 and establishes a goal that the Al component meets,the safety require
allocated to it. This is argued through adherence to a systematic assurance process.

Table {.2 explains the relevance and the contribution of key components df the assurance case in ach

this gqal.

A}
G1.1.1: Al co@&-ent
saf¢ty requirements are
;‘Q';eved

G1.1 Al component
meets specified safet}<
requirements \

N

\U

: Systematic Al component
assurance process

G1.1.2: The data used to
develop and verify Al
component is adequate

ments

ieving

G1.1.3: The
development of the Al
component is adequate

G1.1.4: The integration|
of the Al component
into the health IT SYSTE

is adequate

] ™

] w2

Figure C.2 — Al assurance case pattern (G1.1)

] w3

] me
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Table C.2 — Al assurance case narrative (G1.1)

to Al component assurance has been undertaken. This strategy considers themes of assurance
(G1.1.1 to G1.1.4) which are considered to contribute to G1.1.

Further reading is availablel€]

Assurance case Explanation

component

G1l.1 Establishes a claim that the Al component meets its safety requirements which have been
derived from system level safety requirements (Con 6).

S1.1 Defines the way in which G1 will be achieved, i.e. by demonstrating that a systematic approach

Figurd C.3 supports Figure C.2 and establishes a goal that the Al component achieves its safety requirements.
This i$ argued through validation of allocated safety requirements and verification of Al charactdristics
againgt these requirements. Accomplishment is achieved through provision of relevant verifieatign and
validagion (V&V) results.

Table €.3 explains the relevance and the contribution of key components of the assurance case in acljieving

this gqal.

1

M1 Al component
safety
requirements are
achieved

GM1.1: Al safety
requirements are
avalid derivation

GM1.2 Al model
meets the Al
safety
requirements

§6ln GM1.1.1 GM1.2.1: Al GM1.2.2: Al
Requirements performance robustness
validation requirements are requirements pre
results met met

oln GM1.2.1.1 oln GM1.2.2.1

Performance Robustness
requirements requirements

verification verification

results results

Figure C.3 — Al assurance case pattern (M1)
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Table C.3 — Al assurance case narrative (M1)

Assurance case Explanation
component
G1.1.1 /M1 Establishes a claim that the Al component meets the safety requirements allocated to it from

the system level safety analysis.

The strategy to achieve this is demonstrated by demonstrating that the allocated safety re-
quirements are valid (GM1.1) and that the Al model meets these requirements (GM1.2).

GM1.1

Establishes a claim that the safety requirements that have been allocated to the Al model are
valid. To support this, the validation process will need to be explained and justified as being

appropriate (J1).

Achievement of GM1.1 is through Soln GM1.1.1 which would provide evidence of the reqlllire-
ments validation exercise having been completed.

GM1.2

Establishes a claim that the data requirements required to develop a safe and high performing
Al component have met.

Achievement of GM2.2 is through Soln GM2.2.1 to Soln GM2.2.4 which would|provide evidence
that the data characteristics relevant to the AI component’s development and assurance
have been realised. Further solutions addressing other characteristics nray be added to the
evidence base; this would be dependent on the nature of the Al madel*and the context it |s
intended to be used in.

Figurg
adequ
data ¢
Accom

Table
this gd

| C.4 supports Figure C.2 and establishes a goal that the data usedto develop the Al component is
hte. This is argued through demonstration of independence across datasets and validation |of key
haracteristics that can have a detrimental effect on the Alxcomponents safety characteristics.
plishment is achieved through provision of relevant validation results.

[.4 explains the relevance and the contribution of key camponents of the assurance case in achjieving

al.
1
M2: The data used.‘
to develop an b\
verify Alé
compong s
adequate
GM2.J6) GM2.2 Data
Indep ce requirements arej
acrass ‘datasets met

So

Soln GM2.1.2 Soln GM2.1.2 Soln GM2.2.1

24

GM2.1.1

Training Data

Data balance
validation

Verification Data relevance
Test Data correctness completeness
Data validation
validation validation

Figure C.4 — Al assurance case pattern (M2)
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Table C.4 — Al assurance case narrative (M2)

Assurance case
component

Explanation

G1.1.2 / M2

Establishes a claim that the data used in the development of the Al component is adequa

The strategy to achieve this claim is obvious from the GSN model, thus it has not been explicit-
ly depicted. Adequacy will be demonstrated by demonstrating independence across data sets

(GM2.1) and showing that relevant data characteristics have been met (GM2.2).
An instance of this module would be instantiated for each Al component.

te.

GM2.1

Establishes a claim that there is independence in the data that is used to train, test, and verify
the Al component. Common datasets cannot be used to achieve these three key development

activities; no evidence would be generated to indicate that the Al component performs.afs

intended when exposed to data that it has not seen before.
Achievement of GM2.1 is through Soln GM2.1.1 to GGM2.1.3, which would extendto-expl

the provenance and source of the datasets. In practice it can be necessary to génerate syjnthet-

ic data that is representative of ground truth data.

hin

GM2.2

Establishes a claim that the data requirements required to develop a safe and high perfarming

Al component have been met.
Achievement of GM2.2 is through Soln GM2.2.1 to GM2.2.4 which weuld provide evidenc

the data characteristics relevant to the Al component’s development and assurance havg been

realized. Further solutions addressing other characteristics may be added to the eviden
base; this would be dependent on the nature of the Al modeél and the context it is intende
be used in.

e that

fe
dto

Figurd C.5 supports Figure C.2 and establishes a goal that the development of the Al component is adg
This i§ argued through demonstration that the development pracess is appropriate for the intended
the Aljcomponent and that the developed Al component achievés its safety requirements. Accomplishr
achievied through provision of relevant justifications and validation results.

Table {.5 explains the relevance and the contribution of key components of the assurance case in ach

this gaal.

quate.
use of
hent is

ieving
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L

GM3.1 Al
component
development
process is
appropriate

GNi3.1.1 Type of
njodel used is
appropriate to
mEet the safety
r¢quirements.

GM3.1.2 The
model parameters
used are
appropriate to
meet the safety
requirements.

GM3.1.3 The model
development
process used is
appropriate to
meet the safety

requirements.

N

GM3.2: Al
component meets
the safety

requirements N’

Soln GM3.2.1AI
component test
resultg

Soln GM3.1.1.1 Soln GM3.1.2.1 Soln GM3.1.3.1
Model Data set Al development:
justification justification process

definition

report report

Figure C.5 — Al assurance case pattern (M3)

Table C.5 — Al assurance case narrative (M3)

Assurpnce case Explanation
compoénent
G1.1.3|/ M3 Establishes a claim that the developed model is adequate to meet the derived and allocated

safety requirements.
Adequacy will be demonstrated by establishing that the development process is approptiate
for the Al component’s intended purpose (GM3.1) and that testing provides evidence thalt the
safety requirements are achieved (GM3.2).

An instance of this module would be instantiated for each Al component.

GM3.1 Establishes a claim that the development process is appropriate for the Al component’s intend-
ed purpose. This is achieved through a justification that the model type chosen is appropriate
for the intended purpose of the Al component (GM3.1.1), that the data parameters used to
train the model are appropriate (GM3.1.2) and that model development process is appropriate
to meet the allocated safety requirements (GM3.1.3).

These sub goals are substantiated through a justification of the related activities.

GM3.2 Establishes a claim, in the context of specified test data, that the developed Al component
meets its allocated safety requirements.

Achievement of GM3.2 is through Soln GM3.2.1 which provides the test evidence.

© IS0 2025 - All rights reserved
36



https://standardsiso.com/api/?name=3c253a437707d92777ed06d6998e9cc1

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Assurance case 
	4.1 Concepts 
	4.2 Healthcare delivery organizations (HDO) 
	4.3 Manufacturers 
	4.4 Other stakeholders 
	4.5 Benefits 
	4.6 Requirements 

	5 General requirements and recommendations 
	5.1 Principles 
	5.2 Assurance case development process 
	5.2.1 General 
	5.2.2 Step 1: identify the goal 
	5.2.3 Step 2: define the basis of the goal 
	5.2.4 Step 3: identify the strategy 
	5.2.5 Step 4: define the basis on which the strategy is stated 
	5.2.6 Step 5: elaborate the strategy 
	5.2.7 Step 6: identify the solution 

	5.3 General considerations 
	5.4 Argument considerations 
	5.5 Evidence considerations 
	5.6 Notation 
	5.6.1 General 
	5.6.2 Goal 
	5.6.3 Strategy 
	5.6.4 Solution 
	5.6.5 Context 
	5.6.6 Assumption 
	5.6.7 Justification 
	5.6.8 SupportedBy relationship 
	5.6.9 InContextOf relationship 


	6 Developing an assurance case using GSN 
	6.1 General 
	6.2 Step 1: identify the goal 
	6.3 Step 2: define the basis on which the goal is stated 
	6.4 Step 3: identify the strategy used to support the goal 
	6.5 Step 4: define the basis on which the strategy is stated 
	6.6 Step 5: elaborate the strategy 
	6.7 Repeat Step 2: define the basis on which the goal is stated 
	6.8 Repeat Step 4: define the basis on which the strategy is stated 
	6.9 Step 6: identify the basic solution 

	7 Assurance case change management 
	8 Security assurance case 
	Annex A (informative)  Generic risk-based HIT assurance case pattern 
	Annex B (informative)  IEC 80001-1 Compliance assurance case pattern 
	Annex C (informative)  AI assurance case pattern 
	Annex D (informative)  Security assurance case pattern 
	Annex E (informative)  Assurance notation cross reference 
	Annex F (informative)  Summary of assurance case requirements relative to organizations 
	Bibliography 

