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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of IS0 d
ISO/IEC

[SO dray
patent(s
rights in
patent(s
this may
WWW.is

Directives, Part 2 (see www.iso.org/directives).

vs attention to the possibility that the implementation of this document may invelve‘the y
respect thereof. As of the date of publication of this document, ISO had not received not

not represent the latest information, which may be obtained from the patent database av4
.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any tra

constitufte an endorsement.

Forane
related
Organiz
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A list of

Any feedlback or questions on this document should be directed to the user’s national standards

complet

le name used in this document is information given for the convenience of users and

to conformity assessment, as well as information abeut ISO's adherence to the Worl
htion (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/forewd

hcument should be noted. This document was drafted in accordance with the editorial culks of the

se of (a)

. ISO takes no position concerning the evidence, validity or applicability of any claimefl patent

ce of (a)

which may be required to implement this document. However, implemefiters are cautioped that

ilable at

Hoes not

kplanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions

d Trade
rd.html.

ument was prepared by Technical Committee ISQ/PC 204, Intelligent transport systems.

b1l parts in the [SO 7815 series can be found on‘the ISO website.

e listing of these bodies can be found atwww.iso.org/members.html.

body. A
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Introduction

Many intelligent transport system (ITS) technologies have been embraced by commercial transport
operators and freight owners in the areas of fleet management, safety and security. Telematics applications
have also been developed for governmental use. Such regulatory services in use or under consideration
vary from region to region, but include electronic on-board recorders, vehicle charging, digital tachograph,
on-board mass monitoring, emissions monitoring, vehicle access monitoring, hazardous goods tracking
and eCall. Additional applications with a regulatory impact currently under development include fatigue
management, speed monitoring and heavy vehicle charging based on mass, location, distance and time.

In this emerging environment of regulatory and commercial applications, between 2008 and 2012,

ISO 156
commer

Althoug
In partig
still in t
that the
regulate
interfacg
a reques
the datg3
“applica
jurisdict
to thata

ISO 156
security]

In the decade since 2010, with the publication of ISQ 21177, the necessary security and data €

protocol
coopera
bi-direcf
appropr

56-1 was developed and approved, enabling on-board equipment and back-otfice systern
cially designed in an open market, meeting the common requirements of jurisdictions.

h the concept of co-operative ITS (C-ITS) was well advanced at this time, its implementation
ular, provisions for achieving the “bounded secure managed domain,” required’by 1SO 212
heir early stages of development. Security (i.e. “cybersecurity”) was a significant concer
communications means themselves were not necessarily very secure. Telematics applica
d commercial freight vehicles (TARV), designed to work with whatevef-wireless commuy
e are available in the vehicle, offered a solution to this problem; the enquirer would
ted destination address and reference for the data. The vehicle résponse would then be

(along with the requested destination address and reference)“directly and only to its
fion service provider” (ASP), a contracted secure provider, As*a trusted party approve
ion, the ASP would validate the request and destination addréss before forwarding the infa
ddress. TARV was flexible in concept, and could be adapted\to different jurisdictional arrang

38-2 provided a migration path to C-ITS enabled vehicles, but remained devoid of the n
parameters, so the passage to data to the jurisdiction remained via the secure and trusted

s have been finalized to provide a “secute vehicle interface” (SVI) in which two dev|
fe in a trusted way, i.e. exchange information in secure application sessions with optiona
ional protection. The devices can thus-only access data or request data for which they

ate access credentials. The trust relation between two devices is illustrated in Figure 1.
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Figure 1 — Interconnection of trusted devices (IS0 21177)

Taking these developments into account, while the ISO 15638 series remains valid and appropriate in many
cases, it is also appropriate to provide specifications for the direct transfer of data using a secure vehicle
interface. This document provides the specification of the architecture and framework within which such

transact

ions can be undertaken.
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Intelligent transport systems — Telematics applications
for regulated commercial freight vehicles (TARV) using ITS
stations —

Part 1:

Secu

re vehicle interface framework and architecture

1 Scope

This do
commer

a) afrs
freig
b) ade
c) aco
thei

d) refe
e) the
f) ata

This do
commulj
vehicle i

2 Noi

The folld
requirer
the lated

ISO/TS
vehicles

rument specifies the following elements for cooperative telematics applieations for r
cial freight vehicles directly communicating via a secure vehicle interfacé:

hmework for the provision of cooperative telematics application services for regulated con
rht vehicles;

scription of the concept of operation, regulatory aspects and-options and the role models;

 agent;

rences for the key documents on which the architecture is based;
hrchitecture of the facilities layer;

xonomy of the organization of generic procedures.

cument does not replace, but is ‘demplementary to ISO 15638-1. It provides an alf]
ication architecture for achieving.similar service provision by means of a standardize
hterface.

‘mative references

nents of this doctument. For dated references, only the edition cited applies. For undated ref
t edition of thé referenced document (including any amendments) applies.

7815-2, Intelligent transport systems — Telematics applications for regulated commercid
[TARV)using ITS stations — Part 2: Specification of the secure interface

boulated

hmercial

nceptual architecture using an on-board platform and ¥iréless communications to a regiilator or

ernative
| secure

wing documents arereferred to in the text in such a way that some or all of their content constitutes

erences,

[ freight

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and
— ISO

IEC maintain terminology databases for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

© IS0 2025 - All rights reserved
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3.1

application service

service provided by a service provider accessing data from the in-vehicle system (IVS) of a regulated
commercial freight vehicle via a wireless communications network

3.2
appoint
assign officially to take responsibility for a role

3.3
architecture
formalized description of the design of the structure of the telematics applications for regulated commercial

freight vlehicles secure vehicle interface (TARV-SVT) and its framework

3.4

controller area networking bus

CAN bus

networHl designed for use in automotives

Note 1 tolentry: See ISO 11898-1, ISO 11898-2 and ISO 11898-3 for further information.

Note 2 td entry: CAN uses a single terminated twisted pair cable and is multi-master:\The maximum signal frequency
used is 1|Mbit/s, with a typical length of 40 m at 1 Mbit/s up to 10 km at 5 Kbit/s,

Note 3 td entry: CAN has high reliability with extensive error checking. The typical maximum data rate achjevable is
40 KB/s.[The maximum latency of a high priority message < 120 us at 1 Mbit/s.

Note 4 tg entry: CAN is unusual in that the entities on the network, called nodes, are not given specific afldresses.
Instead, It is the messages themselves that have an identifier whichyalso determines the messages' priority; For this
reason there is no theoretical limit to the number of nodes, although in practice it is approximately 63.

3.5

certificate authority

<digital} organization which issues digital certificates for use by other parties, specifically in the c¢ntext of
commurjications security

3.6

commercial application

intelligeht transport systems (ITS) ‘application in regulated commercial freight vehicles for commercial
(non-regulated) purposes

EXAMPLE Asset tracking, vehicle and engine monitoring, cargo security, driver management, etc.

3.7

framewprk

particulpr set of beliefs-or ideas referred to in order to describe a scenario or solve a problem

3.8

global navigation satellite system

GNSS

several orks of sate es tha ansmi _lg,:n_, Qn _||: ime and distance data that can be
picked up by a receiver, allowing the user to identify the location of its receiver anywhere around the globe

[SOURCE: ISO 15638-1:2012, 4.21, modified — "comprises" has been removed from the beginning of the
definition.]

39

in-vehicle system

IVS

intelligent transport system (ITS) station and connected equipment on board a vehicle

© IS0 2025 - All rights reserved
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jurisdiction
government, road or traffic authority which owns the regulatory applications

EXAMPLE

3.11
map

spatial dataset that defines the road system

3.12

on-board unit

OBU
integrat

Country, state, city council, road authority, government department (customs, treasury, transport), etc.

bd telematics unit installed on board which provides the specified telematics functionality

for the in-vehicle system (IVS)

3.13
regulat

ed application

regulatdry application approval arrangement utilized by jurisdictions for granting_certain categ

commer

cial vehicle rights to operate in regulated circumstances subject to certain.conditions

Note 1 tolentry: Each jurisdiction may use their own terminology including, but notlimited to, "permit", "app

"scheme'

3.14
regulat
telemati

"concession", "exemption", "gazettal" and "notice".

pd application service
s applications for regulated commercial freight vehicles (TARV) application service

mandated by a regulation imposed by a jurisdiction, or an option Supported by a jurisdiction

3.15
regulat
vehicle

ed commercial freight vehicle
often but not always designed to haul commetegial freight) that is subject to regulations det

by the jyrisdiction as to its use on the road system:efthe jurisdiction in regulated circumstances, s

certain

Note 1 t

onditions, and in compliance with specific regulations for that class of vehicle

b entry: Jurisdictions can choose to. require the provision of information via telematics applic3

regulated commercial freight vehicles (TARY) or provide operators with the option to do so.

3.16
specific
explicit

ation
hnd detailed description of the nature and functional requirements and minimum perfory

equipmgnt, service or a combination of both

3.17
Unified
UML

Modeling Language

graphicgl languadge for visualizing, specifying, constructing and documenting the artifacts of a s

intensiv

Note 1 t

P system

entry: UML offers a standard way to write a system's blueprints, including conceptual element

required

vories of

lication",

that is

ermined
ibject to

tions for

nance of

bftware-

5 such as

business Processes and SyStem functions as Well as CONCrete elements SUC as programming ranguage statements,
database schemas, and reusable software components, and is standardized as ISO/IEC 19501.

3.19
user
party th

EXAMPL

at makes use of the vehicle

E Driver, transport operator, freight owner, etc.

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply.

© IS0 2025 - All rights reserved
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application programme

controller area network

cooperative intelligent transport systems
concept of operations

extended vehicle (ISO 20077-1)

global navigation satellite system

ITS
IVS
OBU
OEM
PKI
PKC
RAM
TARV
SCMS
SSP
SVI
UML
V2I
V2v
VRU

5 Corx

This dod
tests. It
the ISO ]

Conforn{

Intelligent transport system

in-vehicle system

on-board unit

original equipment manufacturer

public key infrastructure

public key certificate

random access memory

telematics applications for regulated commercial freight vehicles
security credential management system
secure service provider

secure vehicle interface

Unified Modeling Language (1S0))19501)
vehicle to infrastructure (comimunication)
vehicle to vehicle communication

vulnerable road user.

iformance

ument specifies’an adaptation of the TARV general architecture. It contains no specific confprmance
js possible that some aspects defined within will have conformance tests defined in other{parts of
815 series, or in the ISO 15638 series.

Internat

ance declarations for the various parts of the SVI shall be based on the relevant referelllced SVI
ional Standards

Conformance to any other International Standard or specification referenced in this document shall be
ascertained according to the requirements of the referenced document.

Conformance to this document can therefore be attained by self-declaration of conformance, or submission

to atest

house to ascertain adherence to the provisions of the clauses of this document.

© IS0 2025 - All rights reserved
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6 General overview and framework

6.1 Objective

This clause describes a generic framework for the provision of cooperative telematics application services
for regulated commercial freight vehicles. Clause 7 provides the general concept of operations for which this
architecture is designed. Clause 8 provides a framework, role definition and elaboration of the architecture
at a conceptual level. Clause 9 defines the communications architecture. The objectives regarding service
provision in this document are the same as those defined in ISO 15638-1, but are delivered by different means.

6.2 National variations

6.2.1 As stated in the scope of ISO 15638-1, the definition of what comprises a “regulated! vehicle is
regardedl as an issue for national decision and can vary from region to region.

6.2.2 It is likely that the instantiation of interoperable on-board platforms for regulated commercial
freight vehicles with common features will vary from region to region, as will the provision of regullated, or
supported, services.

6.2.3 ltis possible that some regions will mandate the use of such a platform, whereas others will offer it
as an option to meet the requirements of a given regulation with minimuht administration and paperwork
(therebyj providing a good business case for operators to fit and use the'equipment).

6.2.4 It is possible that some regions will choose to implementa single, government-operated, coptrolled,
or contrpcted service provider, which will be the single comniunication manager between the velicle and
the servjice. Other regions will potentially provide a market-based solution with multiple service pgoviders
competipg for the business of vehicle operators.

6.3 Mpandatory, optional and cooperative isstes

6.3.1 Asstated in 6.2.1, the definition of what comprises a “regulated” service is regarded as an |ssue for
nationalldecision, and can vary from region.to region. Furthermore, services can be required by a regulator,
or alternatively, they can be supported by-a regulator, but not required.

EXAMPLE The choice can be provided to use electronic means to plan, approve and monitor the movement of a
hazardoys cargo journey, or to useg@ traditional paper request, approval and monitoring option.

6.3.2 The IVS may also‘support the provision of other commercial application services that|are not
required by the regulator:

6.3.3 No requiremients are imposed by the ISO 7815 series and the ISO 15638 series regarding which
services| for regulated commercial freight vehicles a given region will require, or which they will|support
as an opftion. tnstead, the ISO 7815 series and the ISO 15638 series provide a generic common arcllitecture
within h1ch reglons can achieve their own ob]ectlves regardmg appllcatlon serv1ces for regulated
3 zed sets
of requlrements descrlptlons for 1dent1f1ed services to enable consistent and cost—eff1c1ent 1mplementat10ns
where instantiated.

6.3.4 Within the context of this document, cooperative ITS applications refer to the use of a common on-
board platform to meet both regulated and commercial service provision.

6.4 Specification of service provision

Cooperative ITS applications for regulated commercial freight vehicles (both regulated services and
commercial services) are specified in terms of service provision, and not in terms of hardware and software.

© IS0 2025 - All rights reserved
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6.5 Architecture options

Architecturally, it is necessary for a vehicle operator to be able to use the services of different service
providers. The in-vehicle system can be a vehicle original equipment specification option, inbuilt at the time
of manufacture of the vehicle, with the service provider selection being a subsequent user choice, or it can be
aftermarket equipment that has access rights to the required data. Other options are possible and should be

abletob

e supported within the conceptual architecture.

7 Concept of operations

7.1 General

A “concgpt of operations” (CONOPS) generally evolves from a concept and is a description of<how
capabilifies can be employed to achieve desired objectives. This clause describes the‘dharac

of a pr
commui

This dog
regulate

This do

recommiend, homogeneity between jurisdictions. Rather, it is designed to,provide common standard

in order
and con]
its regul
only the

7.2 St

The ove
regulate
domain,

This is a
of regul
are req
requirer
the vehi

NOTE

7.3 St

Strategi
support

a set of
teristics

osed system from the viewpoint of an individual who will use that system, Its ‘objectjve is to

icate the quantitative and qualitative system characteristics to all stakeholders!

ument describes the roles and responsibilities of the classes and actors involved in the pro
d services for regulated commercial freight vehicles using a secure vehicle/interface.

to make it possible to have equipment of common specificatior,which supports a standard
mon features of service provision. The intention is to enable referencing by a jurisdictio

additional requirements of that jurisdiction will need:te be further specified.

atement of the goals and objectives of the system

Fall objective of TARV is the assessment, m@nitoring, management, and in some cases cg
d commercial freight vehicles to meet the requirements of the jurisdiction within it is o
using telematics.

chieved by the provision of application services for specific aspects of the control and man
hted commercial freight vehicles_(for examples, see ISO 15638-9 to ISO 15638-25). These
lired by regulation of the jurisdiction or are provided by agreement with the user, to 1
hents of the jurisdiction using an in-vehicle system with an SVI communications capability
Cle and the jurisdiction and access to relevant data from the regulated commercial freight v

ISO/TS 5616 includes-d specification of an SVI.

rategies, taetics, policies and constraints affecting the system

s, tactics, policies, constraints and even the services that are regulated as mandatory or oj
bd canvary from jurisdiction to jurisdiction. Clause 6 provides detail of the options for such

vision of

fument recognizes that there will be variations between jurisdictions. It does not attempt, nor

features
ized SVI
h within

atory or legislative regime by way of a simple reference4p an International Standard, meaning that

ntrol, of
perating

hgement
services
neet the
between
chicle.

ptionally
aspects.

7.4 Or

The clas

ses, attributes and key relationships are described in Clause 8.

7.5 Responsibilities and authorities delegated

Clause 6 describes the high-level options and issues. The actors involved, their responsibilities and
authorities are described in Clause 8. The roles are described in Clause 8 and in this clause (Clause 7).

© IS0 2025 - All rights reserved
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7.6 Operational processes for the system

7.6.1 General

The following description of operational processes is at a high abstracted level (above that of any particular
application service). Specific services can have additional requirements not described herein. Guidance and
specification for additional aspects can be obtained from ISO 15638-6 and ISO 15638-7.

7.6.2 Definition of service requirements

Ajurisdiction passes legislation or regulations to require or support the provision of a particular application
service. rthe lcgia}atiuu Ot 1\:5u}atiuu reeds—to 328 ovide—a—clear—and uualu‘uiguuua definitiomrofy what is
required.

7.7 Appointment of an approval authority (regulatory)

The juripdiction creates or appoints an authority to approve and audit the process-The structurg of that
authoritly is a matter for the jurisdiction and it can be a separate appointed organization, or a degartment
of the julrisdiction. Within the context of this document, it is the actor (role) of.“approval authority” that is
importapt, not its structure, ownership or business model.

An apprpval authority (regulatory) may preside over only the instantiation-and operation of one pqrticular
applicatjon service, or may preside over the instantiation and operation'of some or all application [services
for regulated commercial freight vehicles (at the discretion of the jurisdiction).

The apgroval authority (regulatory) will, where appropriate, ‘approve service providers, IVS, and will
provide pn audit as described in Clause 6, in accordance with the requirements of the jurisdiction.

NOTE The TARV approval authority is described throughout as the “approval authority (regulafory)” to

clearly djistinguish it from a certificate authority which issues digital certificates (particularly in the cpntext of
communjcations security).

7.8 In-vehicle system

In TARV}SVI, the in-vehicle system (IVS)-that provides the application service is an ITS trusted deyice that
meets the requirements of ISO/TS 7815-2-

7.9 User
The user]is usually the operator of the regulated commercial freight vehicle, but in some cases it can be the driver.

It is the [responsibility efthe operator of the vehicle to have its vehicle equipped to enable it to prgvide the
service (regardless of wrhether the user of the service is the vehicle operator or the driver of the vehiicle).

7.10 Application service

In the TARV-SVI paradigm, the vehicle IVS is designed to provide the requested data, either cyclically, or on
request

In a cyclical implementation, the IVS is pre-programmed to provide the information at predetermined times,
or in the event of pre-defined parameters being exceeded, to an address predetermined by the jurisdiction,
with that address offering the appropriate credentials to the SVI.

In an “on request” implementation, an ITS trusted device of the jurisdiction, offering the appropriate
credentials via the SVI will request pre-specified information from the IVS, which, on confirmation of the
credentials of the requestor for the requested information will provide this requested information via the SVI.

An IVS can be, but is not necessarily, set up to deal with one or both cyclical and on request demands for
information.

© IS0 2025 - All rights reserved
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The nature and definition of the information supplied shall be the subject of a regulation, formal notification
or shall be defined in a standard.

8 Conceptual architecture framework

8.1 General

Clause 7 provided the generic concept of operations which actors and classes enact in order to provide
application service(s). In order to specify a generic framework standard of the ITS service platform, this

document identifies core actors and classes in 8.2 to 8.4, which are described as elements which are
jndepen dent of any Qppr‘ifir‘ npp]ir‘nfinn

8.2 Agtors

This dogument defines a role model where the roles and responsibilities of three key.actor clagsses are
defined fo provide an entity known as an “application service”:

a) the |Jurisdiction(s)”;
b) the [Users”;
c) the|Service provider(s)”;

Figure 7 provides the general attributes and the responsibilities ofthese parties, illustrating a conceptual
role modlel architecture for TARV-SVI.

© IS0 2025 - All rights reserved
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Figure 2 — Role model conceptual architecture
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Figure 3 — UML model overview of the classes

Sdrvice definition

seryice‘definition for each application service comprises:

a clear description of the service provided and its inputs, outputs and results;

basic vehicle data content and quality that an IVS is required to deliver;

core application data content to meet the requirements of the jurisdiction;

any additional application-specific data content for the provision of that particular service;

» o«

service elements (such as “retrieve data from IVS”, “map data to a map with access conditions”, “report
non-compliance”, etc.);

rules for the approval of [VSs and application services.
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8.4 Role model architecture

8.4.1 General

This subclause considers the roles of the actors defined in 8.2 and their interrelationship in greater detail,

and their relationship to the provision of the applications service(s).

8.4.2 Jurisdictions

The jurisdiction is the body that has official power to make legal decisions and impose regulations. How this
operates will vary from region according to the relevant constitution or legal structure. Regions can have a

single j ; > OT;

indepenlent states can concede part of their independent national jurisdiction to a commonsup
union (e[g. European Union) to achieve common goals and interoperability within common coriditio}
independent jurisdiction in other matters.

Regardlg¢ss of the differences between jurisdictions, what is common for the purposes-of this dd

Europe,
sdiction
s, while

cument,

is the cdncept that at any specific location and time, there is a single jurisdiction thabhas official power to

make legal decisions and impose regulations in respect of the regulation of commercial freight tran

While the specific regulated application services that are offered or imposed on regulated con
freight yehicles will vary from jurisdiction to jurisdiction, the generic requinements to offer or imp
regulated application services are largely similar.

The jurigdictions are the owners of the regulated applications. Thesé can be required by regulatio
be offered by a jurisdiction as an option to demonstrate compliahice’to a regulation, according to th
of the jufisdiction and the regulations that it enforces.

Within the context of this document the role of the jurisdiction is to:

— defipe the regulated application services;

— detdrmine if they are mandatory or optional;

— pas§ legislation to determine and regulate;

— marlage and regulate the provision of the regulated application services.

Without|{prescribing the domestic,afrangements within any jurisdiction, the management and regu
the provfision of the regulated application services can be architecturally described as:

— laws$ and regulations;

— adopted standards;

— adjudication and-mediation;
— auditing;

— appraval of equipment;

sport.

hmercial
pse such

h, or can
e choice

lation of

— approval of service providers (where appropriate);

— approval of application services;

— trusted third party (or third parties).

This involves seven further classes/subclasses of actors in addition to the jurisdiction:
— thejurisdiction;

— the security credential management system (SCMS);

© IS0 2025 - All rights reserved
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certificate issuer;

IVS;

equipment installer (subclass);

IVS equipment maintainer (subclass);
approval authority (regulatory);

user.

Single entities may perform the roles of multiple classes of actor. For example, the SCMS and the certificate
authority may be the same actor. Other actors will also be embraced within these key roles (s
commutjications provider), but these can be regarded as additional subclasses that support one,o

actorro

€s.

At the specific jurisdiction level, this architecture can be elaborated in greater detail, andspecifical

instanti

ition of TARV-SVI within that jurisdiction. For the purposes of this document,'’however, aby

to the lgvel of Figure 1 and Figure 2 provides a generic common framework that ¢an’be instantia

variatio

s from jurisdiction to jurisdiction, yet remain a generic common framework according {

equipmgnt can be built and application services can be specified.

8.4.3

Applicat]

Application services

on the IYS.

As therd is no application service provider (ASP) in the TARV-SVI model, it is necessary for the jur

to devel
data, an

bp the application service which, in the case of cyclical provision of data, receives and p
1 in the case of a request-based service, requests.then processes the received data.

Itis alsolnecessary for the jurisdiction to provide sufficiently accurate specification of what is requi

the vehi

Cle to enable the original equipment manufacturer (OEM), or aftermarket provider to desigrn

In this circumstance, responsibilities for any deficiencies in that specification will lie with the juri

Partoft

hat specification will normally prohibit any intermediary processing of the data on board th

or via an ExVe cloud or similar.

8.4.4

The IVS equipment installer

This is the actor who installs the IVS into the vehicle and connects it to additional equipment thatis 1

so thati

[ is able to performethe/application service.

If this is|part of the original equipment specification for the vehicle, the IVS equipment installer wi
vehicle thanufacturet/or’its agent.

In all circumstances where the IVS is not part of the original equipment, it is expected that
jurisdicfions these equipment installers will have to be registered with, and approved by, the :
authoritly (fegulatory).

lich as a
[ the key

ly to the
tracting
ted with
o which

ion services, whether regulated or commercial, need clear-définition in terms of the requirements

sdiction
rocesses

red from
the IVS.
sdiction.
e vehicle

equired,

11 be the

in most
hpproval

The IVS equipment installer has the role of installing the IVS communications equipment and also
connecting it to other equipment required in order to deliver the application service. For example, in the
case of remotely monitoring an electronic tachograph, the tachograph is required to be connected into the
IVS. The IVS equipment installer also has the role of testing the functionality of the installed equipment,
and ensuring that where multiple equipment is connected, all regulated services can be provided without

detrime

nt of one because of another.

In order to maintain control of the regime, the IVS equipment installer is held accountable by the approval
authority (regulatory) for providing the data to the application service(s) of the required quality. Therefore,
the installers of any other equipment have to ensure for the IVS equipment installer that their equipment
functions properly.
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8.4.5 ThelVS equipment maintainer

Once installed, the IVS equipment shall be maintained. Functionality and capabilities shall be checked
periodically, and it can be necessary for the equipment to be recalibrated and recertified periodically in
accordance with the regime imposed by the jurisdiction.

A number of business models for this can be envisaged. Maintenance may be a service provided by the service
provider; it may be provided by the equipment installer; it may be provided by the vehicle maintainer; it may
be provided by the vehicle inspector used for vehicle safety test approval; etc.

The regime allowed will depend on how the jurisdiction best believes that its regime can be implemented
and maintained, and will vary from jurisdiction to jurisdiction.

Regardless of the business model operating within a particular jurisdiction, the IVS equipment mgintainer
can also|architecturally be considered as a sub-class of the equipment installer.

8.4.6 Approval authority (regulatory)

An apprjoval authority (regulatory) is appointed by the jurisdiction and it can be'd separate appointed
organizgtion, or a department of the jurisdiction. Within the context of this documient, it is the actor|(role) of
“approval authority" that is important, not its structure, ownership or business model.

An apprpval authority (regulatory) may preside over only the instantiatien’and operation of one particular
applicat]on service, or may preside over the instantiation and operationtof some or all application [services
for regulated commercial freight vehicles (at the discretion of the jurisdiction).

Approvdl refers to the confirmation of certain characteristics_of/an object, person or organization. In this
context,|approval applies to both the application(s) behind the service provision and the IVS for which
requirements need to be formulated. These requirements need be described as tests to be passpd. Each
requirement leads to a verdict (passed or failed) on whichthe approval is based. The ISO 7815 series|does not
prescrible the specific requirements to achieve approval, nor its procedures nor pass criteria, nor evialuation
methods, which are deemed to be within the provenance of each jurisdiction.

8.4.7 Becurity credential management system/public key infrastructure

The secyrity credential management system (SCMS) is a central part of the SVI. The SCMS, and p:ﬁblic key
infrastrficture (PKI) in particular, encodéethe trust relationships and governance structures for identity and
authority management, and thus liesatthe technical heart of the TARV-SVI. In this document, when geferring
to the mpnagement of asymmetri¢ Keys, the term SCMS is synonymous with the term PKI.

The SCMS itself plays no part in the message security solution for vehicle-to-vehicle (V2V) and vghicle-to
infrastrficture (V2I) commutnication. Rather, it facilitates the secure communication by ensuring that all
participants in the systém have access to the message-specific, or application-specific, cryptpgraphic
key material. The PRI \approach ensures public key certificate (PKC) management to facilitate| trusted
commurjication. A PKC carries the public key and an attestation by the issuing party that the public key is
bound tp an attribute of the holder of the matching private (secret) key. In C-ITS/TARV-SVI the gttribute
is most |often the secure service provider (SSP) Authorized system participants use digital cetftificates
essages.

as attrlbute Certlflcates attestlng that the holder is authorlzed to make the claim of the attrlbute (e.g. the
specific value of an SSP) and that other users in the system can trust the attestation from the source of
each message. The SCMS also plays a key function in protecting the integrity of the system by ensuring that
keys and their associated certificates are revoked. The rules for revocation may include acting on reports of
misbehaving devices. See Figure 4.

Principal components of the SCMS are:

— acertificate authority (CA) that stores, issues and signs the digital certificates (CAs may be ordered in a
hierarchy, with the top of the hierarchy termed the Root CA);

© IS0 2025 - All rights reserved
13


https://standardsiso.com/api/?name=b11a609af90778b6561ba72dcf2a3dd1

ISO/TS 7815-1:2025(en)

— aregistration authority (RA) which verifies the identity of entities requesting their digital certificates to
be stored at the CA (RAs are not mandated but may be used to relieve the processing burden on CAs);

— akey and certificate repository, i.e. a secure location in which keys are stored and indexed;

— acertificate management system managing elements like the access to stored certificates or the delivery
of the certificates to be issued.

S
Root CA
G J
L A
Intermediate Misbehaviour
L CA ) authority

r 2
Enrolment Pseudonym
CA CA

Location
L obscurer proxy
J

& B &

OBEs RSEs ASDs S

SOURCE | US Department of Transportation, reproduced withi\the permission of the authors.

Figure 4 — Simplified SCMS architecture

NOTE The European C-ITS paradigm usgs;the term “EU CCMS” (EU C-ITS security credential managemenft system)
to refer tp SCMS.[16]

8.4.8 [ertificate authority (digital)

Part of the SCMS (see 8.4.7),-the certificate authority is the user-facing organization which issues digital
certificates for use by boththe IVS and the TARV-SVI application service.

8.4.9 Applicationservice approval

Each applicatiensservice, whether regulated, or unregulated, shall need to be tested and certified by the
approval authority (regulatory) to ensure that:

a) the }rcfnm prn‘nr]nc thaannlication carvica and datq concictantanth itc cpnrﬂFIFf\f!r\n and dacum ntation;

b) the documentation is adequate;

c¢) the provision of the application service does not adversely impact the provision of other regulated
application services.
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8.4.10 In-vehicle system (IVS) approval

8.4.10.1

General

Having ensured that the service provider is capable of providing and is certified to provide the application
services, the approval authority (regulatory) shall also:

— type approve the IVS, or if performance-based requirements are in place, perform tests to ensure
conformance with those requirements;

— provide a regime to test and provide assurance that IVS equipment is capable and properly installed in
order to provide the application services.

These sH

Where 4
This is 11
vehicle {

The juri
either d
providel

8.4.10.2

In terms
IVS mee

8.4.10.3

In the cd
product
where if
connect

8.4.10.4

If the 1V
that the
from sir
function

ould be treated as two functionally separate tasks.

n [VS takes the form of a discrete OBU, it can be “type approved” using an independent tes
hore complex in the case of OEM installed equipment, which will have to be certified as pa
ype approval tests.

bdiction or approval authority can confirm that approved equipment has/heen installed cor}
psigning specific installation tests directly, or by assigning this role as*a responsibility of :
. This decision is made by the jurisdiction and is not defined in this document.

IVS type approval

of in-vehicle platform approval, IVS type approval refers&o)processes intended to determi
[s minimum standards to ensure the required quality.

IVS instantiated as an OBU

ise where the IVS is an independent functioning on-board unit (OBU), it may be viewed as

independent of the vehicle into which it4s fitted. It shall be tested in a testable envi
s functionality can be tested separately-from the functionality and performance of any eq
bd to it in order to provide data for the pérformance of an application service.

IVS instantiated not as an OBU

S is part of the original equipment of the vehicle, it is likely that there will not be a single
functionality will be provided, at least in part via the controller area networking bus (CAN
hilar equipment dishursed around the vehicle, or both. For example, the GNSS data and

multi-axfis gyroscope fromthe electronic drive/stability control, etc.

In this e

8.4.10.5

The fung

vent, the [VS\approval will have to be integrated into the overall vehicle approval.

IVS attributes

tionality of the IVS is a computing device with six key attributes:

t house.
rt of the

rectly by
| service

ne if the

a single
ronment
uipment

DBU, but
[ bus) or
compass

will probably be obtdined from the vehicles satellite navigation system; accelerometer dlata and

— central processing unit;

— data storage means;

— data input means;

— connectivity means to/from auxiliary equipment;

— communications means;

— power supply.
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Each function needs specific tests as to fitness of purpose.

8.4.10.6

Central processing unit

The IVS shall be able to prove that it is able to perform the program of operations required in order to fulfil

regulate

d service provision. This normally implies the combination of:

— a processor;

— vola

tile memory (RAM/DRAM/SRAM etc.);

— recognized operating system (e.g. LINUX®).)

Functiorllality tests for such systems are widely available and easily devised. The speed of thép

shall be
perform

NOTE
services
envisage

Volatile
volatile

developiment of this document, these demands are not high and can be easily demonstrated to be sa|

The test
service.

8.4.10.7

The IVS
when nd

8.4.10.8

The IVS
capabilif

8.4.10.9

The IVS
interfacq

In the cg
in I1SO 1
potentig
are not g

sufficiently adequate to perform the regulated application service. By today’s typical c
ance standards, these demands are not high and can be easily demonstrated to be satisfied

Providers of in-vehicle platforms that can perform multiple functions in the vehicle jn‘addition to 1
Can be advised to use high performance processors, but this is not a requirement foy, the provision of
 regulated services.

mmemory shall be adequate to handle data processing of multiple regulated applications. Si
memory will also be present, by standards of typical computerperformance at the tinj

ing of the central processing unit shall be completely independent of any envisaged ap

Data storage means

shall have a means of non-volatile bistable data*storage that can retain the stored informat
t powered (such as hard disc, flash memory, etc.).

Data input means

shall have a means to receive inptts’both from auxiliary equipment, and from its commuy
y.

Connectivity means to/from auxiliary equipment

shall have multiple interfaces to connect with auxiliary equipment using standard
s (USB2, RS232, RS422, OBD2, etc.), or in the case of OEM installation, access to the CAN by

se of OEM ingsgallation, the IVS shall be provided with access to the vehicle generic data as §
5638-5 (i.e.from GNSS, accelerometer, multi-axis gyroscope, altimeter, clock, compass,
Illy a megapixel camera/video) or shall provide such functionalities as defined in ISO 1563
vailabte-to it elsewhere.

8.4.10.1)0 Communications means

rocessor
bmputer

egulated
currently

hce non-
e of the

kisfied.

blication

ion even

lications

physical
S.

pecified
btc., and
8-5 that

The IVS shall have, or have access to, one or more wireless means to communicate with the application of the
jurisdiction. The interface(s) shall conform to ISO/TS 7815-2.

1) This trademark is provided for reasons of public interest. This information is given for the convenience of users of

this docu

ment and does not constitute an endorsement by ISO.
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