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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO do

cument should be noted This document was drafted in accordance with the editorial 1

les of the

[SO/IEC Qirectives, Part 2 (see www.iso.org/directives).

ISO drawp attention to the possibility that the implementation of this document may involvethe
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rights in
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Organiza

This doc

b an endorsement.

use of (a)

ISO takes no position concerning the evidence, validity or applicability of any’ claimpd patent
respect thereof. As of the date of publication of this document, ISO had not{received nofice of (a)
which may be required to implement this document. However, implementers are cautipned that
hot represent the latest information, which may be obtained from the patent database available at
prg/patents. [SO shall not be held responsible for identifying any or allsuch patent rightsg.

e name used in this document is information given for the convénience of users and|does not

planation of the voluntary nature of standards, the meaning of ISO specific terms and exjpressions
b conformity assessment, as well as information about ISO's adherence to the Wofld Trade
ion (WTO) principlesin the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.

Subcomnlittee SC 11, Archives/records management.

Any feedl

complete

listing of these bodies can be found at Www.iso.org/members.html.

ument was prepared by Technical Committ€e* ISO/TC 46, Information and docurentation,

pack or questions on this document should be directed to the user’s national standards body. A
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Introduction

Disposition is an integral part of records management and allows organizations to reduce storage costs and
save unnecessary time and expense managing records that are no longer required. Proper disposition also
helps to ensure compliance, reduce risks, and preserve corporate and societal memory.

Disposition is the “range of records processes associated with implementing records retention, destruction
or transfer decisions which are documented in disposition authorities or other instruments”. Disposition
can be implemented:

a) on the receipt or creation of a record;

b) wher the status of a record changes;
c¢) whenrecords no longer have any administrative, legislative, historical, or cultural valug;\or
d) for lcl)rg term preservation and archival purposes.

As set out in ISO 15489-1, taking a managed and documented approach to the,disposition of gecords is
an imporfant aspect of the efficient and accountable management of records,and is part of a structured
approach|to records management.

Such an approach is normally considered during appraisal, subsequent retention schedule development, and
records systems design. In best practice, disposition is part of business activities, rather than fn ad hoc
activity, and is done regularly according to records requirements.

Planning |for, and having efficient and authorized systems and processes in place to guide dlsposition
supports jaccountability, efficiency, and good governance, whilerensuring that records are controflled in an
approprigte manner for a range of purposes.

This dociiment assumes that requirements related to\the disposition of records are identifi¢d during
appraisal} as described in ISO/TR 21946.

Appraisal is the process of analysing and evaltiating business functions and processes, businesp context,
and risk o determine records requirementscResults of the appraisal can be used in disposition flecisions.
Appraisal decisions should be implemented*through processes documented in disposition authorities or
other insfruments.

This docyment is not intended to give guidance on how the appraisal process is designed, implenjented, or
undertakpen. Guidance on appraisalican be found in ISO/TR 21946.

Implementing a disposition‘@uthority involves carrying out the disposition actions identified through the
appraisal|process. It is a process that includes:

— reviewing whethef it is permitted for records to be disposed of;
— undertaking-the disposition action;

— documenting that the disposition has taken place.

Disposition actions are usually undertaken on a regular and routine basis. However, some disposition actions
can require a one-off or ad hoc process. For example, when a record is sold to a third party for commercial
purposes or when an organizational function is transferred to another agency. In these circumstances, the
implementation of disposition is appropriate to the disposition action and risk management considerations.

This document also supports organizations in implementing disposition by design, which involves analysing
disposition requirements and implementing measures at early stages of the design and development of
products, processes, systems or services that involve handling records.

© IS0 2024 - All rights reserved
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Technical Specification ISO/TS 7538:2024(en)

Functional requirements for disposition of records

1 Scope

This document identifies the purpose and benefits of disposition and provides organizations with guidance
about how to manage disposition-related processes. In particular, it:

— specifies responsibilities for records disposition processes;
— provides guidance on the key areas against which records disposition processes can be assessged;
— provides requirements and guidance for those implementing disposition processes; and

— provides guidance on how to integrate records disposition processes into an,érganization’s oplerations.

2 Normative references

The folloying documents are referred to in the text in such a way thatgome or all of their content cnstitutes
requiremgnts of this document. For dated references, only the editigncited applies. For undated r¢ferences,
the latest|edition of the referenced document (including any amendments) applies.

ISO 15489-1, Information and documentation — Records management — Part 1: Concepts and principles
ISO 18128, Information and documentation — Records risks>— Risk assessment for records managenient

ISO 1617%-1:2020, Information and documentation —~Processes and functional requirements for software for
managing records — Part 1: Functional requirements and associated guidance for any applications thqt manage
digital redords

[SO 30300, Information and documentation -~ Records management — Core concepts and vocabulary

[SO 31000, Risk management — Guidelines

3 Terms and definitions

For the plirposes of this doetiiment, the terms and definitions given in ISO 30300 and the following|apply.

ISO and [EC maintain t€rminological databases for use in standardization at the following address

1%
%]

— ISO QOnline brewsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at https://www.electropedia.org/

31
disposition action
action taken to dispose of a record in response to the applicable disposition authority

Note 1 to entry: individual entry in the disposition authority usually includes a disposition action along with a
retention period and an event from which the disposal date should be calculated.

3.2
disposition trigger
event that triggers the start of the retention period or the execution of the disposition action

© IS0 2024 - All rights reserved
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Purpose and benefits

Disposition supports effective business, compliance and mitigation of security and privacy risks. Examples
of benefits of disposition are listed below.

From a business point of view:

From a sdcietal point of view:

From a legal point of view:

From a rifk management point of view:

Dispositipn benefits should be consideredalong with the relevant costs and risks.

5

The organization shall comply,with the following principles when performing disposition:

cost reduction, workload reduction, release of resources and storage (including cloud);
reduction of the cost of supporting legacy infrastructure;

enhancement of operating efficiency (e.g. search efficiency);

elimiratiorof heatthrtrazards tegmould or pestinfestation);amd

manggement of corporate data, information, records, and knowledge (including rearrgngement,
archiyving).

presdrvation of memory and knowledge of permanent value; and

redugtion of the environmental impact of storage and management to support action on climate change.

compliance (e.g. with archival law, privacy laws); and

enhapcement of legal and evidentiary value of digital copies:by disposing of paper-based origipals, after
following the guidelines for digitization of records as described in ISO/TR 13028

redugtion of the risk of security incidents, such as:disclosure of sensitive and confidential informption; and

redug¢tion of the risks to the business that carioccur when records retention is not managed in agcordance
with pusiness requirements.

Principles

legality: decisions abgtt disposition of records are based on applicable legal requirements;
authgqrity: disposition of records shall be authorized by top management or delegate;

accoyntability: top management shall be accountable for the disposition of records for which they are
respqnsible;

informed decision making: disposition actions shall be based on an informed decision-making process;
justification: disposition actions and retention periods for the records shall be justified;

planning: disposition of records shall be planned and undertaken according to any existing external and
internal requirements and integrated into the organization's business processes and programs;

timeliness: records shall be disposed of in a timely manner;

security: disposition of records shall be undertaken using a secure method so thatthe contentis protected
and is not inadvertently released or lost;

© IS0 2024 - All rights reserved
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— by design: disposition of records shall be considered from the first stages of systems and processes

desig

n; and

— sustainability: disposition of records shall be undertakenin accordance with sustainability requirements.

6 Disposition requirements

6.1 General

Disposition is an integral part of records management. Organizations shall consider decisions about
disposition throughout the records management process. The development of disposition authorities,

including

)

life-cyclejor transferred to another entity are informed by the results of the appraisal process. Gong

of dispos

[t is impc
systems.
is part of

Records s

In cases

integral g
and effec
the desig
complian

ion processes can also help prevent the imposition of legal or regulatory sanctionst

rtant to recognize disposition as a part of good records management processes, con
Effective disposition requires records to be managed in accordance with 1SO25489-1. D
h management system for records as described in [SO 30301.

ystems and processes shall be designed to support disposition.

where records are created within a business system, incorporating disposition by deg
omponent of systems architecture is particularly important, This integration enables th
ive disposition of records when the time is right. By integrating disposition consideratio
n phase, organizations can ensure the appropriate mdnagement and disposition of r
e with legal and operational requirements.

When thg records system and process are designed, it is important to consider data, informatig
reco_rds d]is_position i_ssues from the early stages of their dévelopment. Such an approach follows the
of disposition by design, and covers:

— the djsposition-related functionality in systems;

— the dpfining and assigning tasks and responsibilities as part of disposition processes; and

— the information architecture of the solutions (e.g. database structures).

Implementing disposition by design-means adhering to the following principles:

— integfating disposition reguiréments into the design of systems and processes; and

— proagtive implementation’ of disposition measures to anticipate risks and prevent negative ev¢
6.2 Goyernance ofdisposition

6.2.1 General

Regular gndoroutine disposition begins with a records management framework, including proce

1d of their
ideration

[rols, and

sposition

ign as an
p efficient
ns during
ecords in

n, and/or
principle

Pnts.

dures for

the creation and classification of records, and is supported by appropriate technical and personne

support.

Staff undertaking disposition shall have an appropriate knowledge of the value of the records and the
organizational policies and procedures relevant to the disposition activities that they carry out.

It is important that disposition is appropriately authorized.

6.2.2 Authorization of disposition

Disposition authorities are instruments that define and prescribe the disposition actions for different
record groups or classes. They support organizational accountability by providing evidence of decisions and
justification of actions, in the event that they are challenged.

© IS0 2024 - All rights reserved
3


https://standardsiso.com/api/?name=7babfecea96f895c5f4a65a497a7aeb3

ISO/TS 7538:2024(en)

Disposition authorities shall be based on the analysis of the legal, regulatory, policy, business, and societal
requirements that impact different record types. This means that the level of detail shall match the nature of
the records being disposed of and the contingent risks. The decision makers shall be confident that there is
no legitimate operational, legal or audit need for the organization to retain the records. This means that the
nature of the records being disposed of shall determine the appropriate level of organizational authorization.
For example, disposition of ephemeral or facilitative records may be authorized by an organizational
policy and implemented by the records’ creator. Disposition of core operational records, however, shall be
documented with the appropriate detail, and then approved by an appropriate person(s) who can ensure
that there is no legitimate operational, legal or audit need for the records to be further retained.

Disposition authorities should be concise and easy to understand and use.

TCTroTr—orercirotrrerey—cortt

regulator] However, private organizations can also develop disposition authorities based en)gheir own
business heeds and regulatory requirements.

ic—oraganizations dicnacitian autharitiac can hao autharizad hy an ovioarnal archivg ant i
In publicrerganization s—dispos be—authorized by an—external archive authority or

The development of disposition authorities is described in ISO 15489-1.

Dispositign shall be undertaken as set out in authorised disposition authorities. Some disposition afithorities
can cover|the whole organization where others can represent different functions erparts of the orggnization.
Care shal| be taken to ensure that all relevant disposition authorities are taken-into account (and rfeconciled
where appropriate) in the framework of an organisation’s disposition program. This is particulprly so in
organizatlions that operate across multiple jurisdictions.

It is also possible that some records are covered by several disposition authorities or parts of d{sposition
authoritig¢s. In such cases, they shall be retained until the longest petention period elapses.

From a rdcords management point of view, an entry in a dispasition authority typically defines:
— the r¢cords covered;

— the status of arecord;

— relevhnt legislative and regulatory references;

— refergnces to other relevant disposition.duthorities;

— the djsposition trigger initiating the retention period;

— retention periods;

— dispgsition actions;

— due diligence (see 6.423;and

— roles|and responsibilities for managing the disposition.

6.2.3 Reviewing and updating disposition authorities

Context changes can affect records management requirements in ways that require a revision of thle original
appraisal decisiomor the application of adispositiom authority: These cam inctude:

— ongoing business needs;

— the need to retain records for foreseeable, pending, or actual legal action or investigations;
— changes to legislative or regulatory requirements;

— administrative changes affecting an organization’s functions or business activities; and

— changes in societal expectations for the disposition of records.

© IS0 2024 - All rights reserved
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It is important that the organization regularly reviews and, when necessary, updates disposition authorities
so that they are aligned with their current environment. Superseded versions of disposition authorities shall
be retained to demonstrate the legality and consistency of past disposition actions.

6.3 Disposition policies

Disposition shall be supported by policies stating the organization’s commitment to a compliant, equitable
and efficient approach. The policy shall also clearly define relevant responsibilities and identify relevant
stakeholders. Documenting disposition policies supports organizational accountability by providing
evidence of recognition and response to organizational change. This enables organizations to defend their
disposition decisions and actions if challenged.

Organizafions shall document disposition policies and consider the following:
— the lggislative framework under which it operates;

— the interests of relevant stakeholders, including other organizations;

— how the organization manages its records in relation to its functions; and
— the lgvel of documentation that is required to be created or maintained.
The policles shall be reassessed in the event of substantial contextual changes.

This recdmmendation shall be understood and implemented in line’with routine business pradtices and
available [resources. This means that the level of detail in the policies)shall reflect the nature of the records
being disposed of and the contingent risks.

6.4 Digposition processes

6.4.1 Gleneral

All aspects of disposition shall follow a documented process. Records shall be assigned a retenti¢n period.
Where a fetention period depends on a trigger (an event), there shall be a way to link the trigger to the
records. Triggers can be:

— interpal events in information systems (e.g.creation or modification date); and

— external events that shall be eommunicated to the information system (e.g. the death of a pergon or the
destrjuction of a building).

Triggers ¢an be applied on.individual records or on aggregations of records.

In a best practice envinonment the management system for records will ensure that all records ate subject
to a dispgsition authority and there is regular review of when records are due for disposition. Alsp, records
systems ghould hdve a disposition authority in place and are configured to create a report on whidh records
are eligible fordisposition. Based on these reports, the organization shall review the records that ate eligible
for dispogition before taking action.

6.4.2 Processes

Disposition processes shall ensure the mitigation of risks due to premature destruction or over-retention of
records (including controlled and uncontrolled copies of those records). Organizations need to find the right
process to mitigate risks resulting from the nature of the records and specific challenges of their business
environments. The organization can decide the order of the processes shown in Table 1.

© IS0 2024 - All rights reserved
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Table 1 — Disposition processes

Disposition processes

Explanation

Create areport of records that
are eligible for disposition

Areportis created with an overview of records which are nominated for

tion, for instance those whose retention period has passed. The report should be

used for due diligence actions.

disposi-

Disposition actions shall be reviewed prior to implementation to ensur

requirements for the records have not changed. This includes a series of checks and
stakeholder consultation to identify whether any circumstances apply that warrant

disposition being postponed. Examples include:

— litigation, legal action, or investigations that are underway or foreseeable;

Performing due diligence on the
records being considered for
dispositign

—Freedomrof Tnformatiomrapptications thatare urmderway;amd

— disposition holds due to government investigations.
The outcome of due diligence can be:

— no change to the intended disposition action;
— achange to the disposition action;
— postponing the disposition action (e.g. a hold); or

— theneed to re-appraise the records forextended retention.

For further information on disposition holds-see 6.5.3

e that the

Selecting fecords for disposition

Records due for disposition are logically or physically separated from ot
cords stored in the same environment;

nerre-

Final autHorisation of records for
dispositign

The disposition action is approvéd-by an authorized person.

Execution of disposition actions

Actual transfer or destruction of the selected records. The records in the
location can be destroyediafter receiving confirmation of a successful tr
process.

original
nsfer

Evidence pf disposition actions

Evidence of dispasition actions should be retained.

Dispositign processes shall also incorporate.fequirements for record metadata. A record’s metadat
managed|according to the record’s disposition requirements. So, if the record is to be retained, tre
or destroyed, the metadata shall be managed in the same way.

However,|in some cases, some metadata for records can be required to be retained beyond th
assigned fetention period (for,example for accountability or statistical purposes), so care shall be¢
ensure cdmpliance in such cases.

6.4.3 Documentingdisposition

a shall be
nsferred,

b record’s
b taken to

Organizations shalldocument the disposition policies, procedures, processes, and activities so thalt they are

able to justify andaccount for their disposition actions.

Dispositipn documentatlon shall be managed as records If requlred organlzatlons shall be able

this inforis

to make

¥ and any

documentation and metadata supportlng interpretation and 1mplementat10n of the dlsposmon authorlty

where necessary.
6.4.4 Disposition actions

6.4.4.1 Transfer of records

Records transfer is defined in ISO 30300 as moving the custody of records from one organization to another;
which can involve a change of location, control, or legal ownership.

© IS0 2024 - All rights reserved
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Transfer of records can include moving them to:

— an archival institution;

— another organization; or

— another business unit.

Transfer can be a consequence of legal requirements, business decisions, sale of records, or donation.

Planning for this process enables efficient use of organizational resources and ensures that all parties
involved with a transfer understand the risks and have adequate time to make appropriate arrangements.

: o ; ; areto ensure
that the level of security is maintained during the entire disposition process, including transit|It is also
importanjt that special care is taken to ensure that appropriate access arrangements have beéen'defided and
agreed wjth the entity that will take custody and/or control of the records.

Where th,

Planning for the appropriate protection of records during transfer takes into account;
— all appropriate access arrangements for records, including access risks duringthe transfer;

— metaflata requirements relating to the authenticity, integrity, reliability; accessibility, and us¢ability of
the re¢cords (particularly for digital records);

— specific requirements for how records are packaged and transferred to the receiving organization,
business unit, or information system;

— the rpquirements and capacity of all supporting systems‘and resources involved with implementing
trangfers or performing preservation actions; and

— the tgansfer of ownership along with custody, particularly when records are moved from one fystem to

anothlLer
Where thle disposition process includes discharge)or sale, it is important to ensure that records pre taken
into the cpstody and control of the person or erganization authorized to receive the records.

Third papties engaged in records disposition shall be able to certify that all relevant security prgvisions—
as agreed with the owner organization—will be followed.

Dispositign processes for records_of historical value can take place entirely within an orggnization,
or through transferring control‘and/or custody of the records to an archival institution. In the digital
environmlent organizations shall ensure that all metadata and the package of information are infline with
the requirements of relevantinternational standards.

Transfer processes require good planning, to ensure appropriate protection and preservation of thg records.

6.4.4.2 |Destruction of records

Where the disposition requires the destruction of records, those records shall be destroyed in p manner
that is appropriate-to-their-contentmedia-typeandrelated-security-and-acecessrestrictions—Appropriate

security considerations may also apply to any metadata created as part of the disposition process.

Complete and irreversible destruction ensures that the records being destroyed cannot be recovered or
reconstructed. Failure to ensure the complete destruction of records can lead to the unauthorized discovery,
reconstruction, or disclosure of sensitive information.

Jurisdictions and business sectors can have specific disposition requirements and the organization shall be
aware of this.

Destruction shall be documented.

© IS0 2024 - All rights reserved
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6.5 Exceptional circumstances and their implications for disposition

6.5.1 General

In best practice, disposition is part of regular business activities, rather than an ad hoc activity.

However,

appraisal decisions and approved disposition policies and procedures can be overridden in certain
exceptional circumstances. These circumstances can either lead to disposition of records earlier than
specified in the disposition authority, or disposition holds. For examples of dispostion challenges and

possible solutions, see Annex A.

Wherever possible, systems that manage records shall be flexible enough to manage disposition exceptions.
Systems that manage digital records shall address these requirements in accordance with ISO 16175-1:2020,

6.3 (R2.1[], TSO I8TZ8 and [SO 3T000.

6.5.2 Disposition due to exceptional events
Exceptionjal events which can lead to early disposition include but are not limited to:

— analdgue records or digital media constituting a health hazard due to mould;chemical, bio
radioactive contamination, etc.;

— asubptantial risk that highly sensitive or classified records can be captured by or leaked to an :
party during war, physical and cyber-attacks, and natural and man-made disasters;

— a substantial risk of the loss of control of or misuse of the records stored by a third party o
the cloud (e.g. due to the third party going out of businessjccontract termination, or hosti
such ps taking records hostage in the case of a business dispute, or a risk of forced access by
government);

— records or media being rendered completely unusable and/or unrecoverable due to physica
hacking, ransomware attacks, decommissioning>of the essential infrastructure, or loss of]
completencies; and

— Dbusiness disruption such as liquidation or bankruptcy.

Such circhmstances can warrant urgent dctions such as immediate destruction or transfer witho
authoriz
exceptional circumstances, proper afithorization shall be sought whenever practically possible.

Where fepsible and economically-viable, recovery of records and information with non-expired
periods shall be undertaken.\For example, in the case of contaminated records, analogue copi
produced| or the records can’be migrated to new clean digital media. Business partners or go
bodies cap also be askedtoprovide copies of the records (where they exist) from their holdings.

Information securityor business continuity policies and procedures can also include urgent d
of records and infermation. Records professionals responsible for disposition shall cooperate W
organizatjionalfunctions to ensure the consistency of these policies and procedures.

ogical, or

dversary

 when in
e actions
a foreign

damage,
essential

it orderly

ion or compliance with existing retention and disposition policies. However, evenp in such

retention
bs can be
vernment

sposition
rith other

reBhaciian

6.5.3

Disposition holds are imposed by duly authorized internal or external persons or bodies and prohibit the

execution of disposition until the hold is lifted. Disposition holds can be triggered by:
— ongoing or expected litigation;
— freedom of information requests;

— e-discovery obligations; and

— orders or requirements to preserve evidence related to ongoing or foreseeable investigations and

court cases.

© IS0 2024 - All rights reserved
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The organization shall have policies and procedures for managing disposition holds including that:

7

7.1 General
Dispositign shall be evaluated and continuously improved. This includes processes; policies, and a

The orgamization shall determine:

An organ
adequacyj

Any prob
addresse

To ensurs

7.2 M

Monitor
of the wid

Regular 1

only those records relevant to the hold requirement are prevented from being disposed of;

itrev

iews records on hold to confirm that the hold continues to be applicable;

mandates to issue, implement, review, and lift holds are appropriately allocated;

disposition holds are communicated across the organization;

compliance with the hold is monitored; and

all related activities of the hold are properly documented.

Performance evaluation and improvement

what

appli
envir

when

when

needs to be monitored and measured;

rable monitoring, measurement, analysis, and evaluation methods to ensure valid results
onments monitoring includes creating audit logs or analyzing information from them);

the monitoring and measurement shall be performed}and
the results from monitoring and measurement,shall be analyzed and evaluated.

ization shall monitor its changing technological and legal landscape and regularly r¢
of its disposition processes.

lems in disposition activities and snoricompliance issues shall be identified, docume
i

organizational policies and processes are being followed;

Titoring, measurement, analysis and evaluation
i

g and review of@l]‘disposition activities shall be regularly undertaken by the organizati
er monitoring of the records management activity.

nonitoringdnd review of disposition activities provides assurance that:

tivities.

(in digital

bview the

hted, and

p effective evaluation and caontinuous improvement organizations should consider implementing
the meth¢dology described in ISO 30301:2019, Clause 10.

bn as part

accol

ntability and business requirements for the disposition of records are up to date;

records management practices are being appropriately applied in order for disposition activities and
processes to be carried out as intended;

disposition authorities are being interpreted correctly and implemented accurately; and

disposition activities and processes are efficient and effective.

Monitoring disposition activities can also identify weaknesses in other records management activities,
such as appraisal. Such weaknesses shall be addressed as a part of continuous improvement of the records
management function or communicated directly to the persons responsible for such activities.
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Annex A
(informative)

Disposition challenges

There arg

TITATTy CITAHENEeS to CONSIaer Wiem undertaking aisposition, particutarty i digitalenyt
This is b¢cause records are often dispersed across multiple systems and devices, which can)py
outside of the direct control of an organization and its records management function.

onments.
t records

In organifations where records processes are not in line with good practice records ntahagemernt, such as

ISO 30301 and ISO 15489-1, many aspects of disposition are likely to be challenging.

Table A.1
practices

provides examples of common disposition challenges caused by poer records ma

Table A.1 — Examples of challenges and possible solutions

hagement

Challeng

14

Possible solutions — the organization should ensure that:

No dispos

ition of records because

appraisal is performed regularly and in accordance with busines

s needsin

records o
context o1

understand or extract full value from

Fer time due to'missing
metadatas

they havenot been identified as order to identify and capture records
records.
— itidentifies all systems that create and contain records;
No disposition of records in systems | all systems that contain or create records are treated as records systems;
because these systems are not being and
treated ad records systems.
— appropriate records policies and practices are applied to the sygtems.
— itjidentifies all of its transactions and activities;
No disposiition of records because — it'reviews its disposition authorities to ensure that they include all the
they are rfot included in the disposi- identified business activities; and
tion authdrity.
— disposition authorities are applied to all of the records resulting from the
transactions related to these activities.
After trarsfer, users are unableto — the transfer process is in accordance with the transfer protocolfand

the transfer protocol includes requirements for metadata
documentation.

ind other

No dispos
of busines

ition of records due to lack
s context.

records are classified according to business requirements; and

records are linked to the correct business activity.

Organizations also face challenges caused by lack of resources, technology changes, and changes in the
legal landscape. Changes in the context of an organization should be analyzed as part of the appraisal
process. New or changing requirements which that are the result of contextual changes may affect existing
records management practices, including disposition authorities. The following includes some causes and

consequences of disposition issues.

— inability to appraise the records properly using traditional approaches (due to high volume, employees
leaving the organization, mergers and acquisitions, liquidation etc.). Which calls for additional measures
like the Capstone method;

— inability to apply traditional records processes to a variety of digital records (databases, blockchain,
research and development records, digital health records, digital models and maps, etc.);

© IS0 2024 - All rights reserved
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The impa

The persi
data prot
personal

Proactivd
should as

The folloy
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inability to delete or transfer the records (records on WORM media, blockchain, databases, legacy
systems or systems with no records management controls, proprietary essential software, etc.);

overlapping or multiple legal holds;

inability to identify copies for disposition;

noncooperation from keepers of records;

lack of appropriate expertise or resources at the receiving organization to enable or support records
transfer;

uncertainty about the receiving organization’s mandate to preserve certain records, or uncertainly

abou
over-

poor

the a

failur
infor

failuy

extra

The OWTErsiip;
Fetention due to failure to obtain the required consents; and
relationship with cloud service provider or storage provider.
cts of incomplete destruction include:
pility to recover or reconstruct partially or incompletely destroyed records;

e to comply with organizational requirements or customers\assurances regarding
mation;

e to comply with legal and regulatory requirements; and
storage costs.

stence of electronic records and metadata presents/challenges with electronic records de
ection compliance, and an organization’s need-to have measures to ensure the desti
nformation.

ly identifying and addressing risk management issues supports effective disposition. Orgg
Kess their systems and procedures against potential risk and find ways to mitigate or man|

ving list includes actions that can‘create risks and that should be considered when un

records djisposition:

nonc
destr
not p
poorl
over-

failur

bmpliance with legal and fegulatory retention requirements;
oying records with business, historical, or public interest value;
erforming dispoSition/unimplemented disposition processes;

y performeddisposition;

retention;

e toensure privacy and security during disposition;

personal

struction,
uction of

nizations
age them.

ertaking

the existence of uncontrolled copies;

failure to document the disposition; and

losing control of the records after a transfer of custody.

Further information on risk management can be found in ISO 18128.

Disposition can also be challenging if there is no efficient cooperation between the records management
function and legal and business departments and other stakeholders. For example, if an organization is
legally required to transfer its records of permanent value to an external archive, close cooperation with the
archival institution is essential.
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