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Foreword

ISO (the

International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of ISO do

[SO/IEC Qirectives, Part 2 (see www.iso.org/directives).

umentsshaould bhe noted This dacument was drafted in accordance with the editaorial 1 les Of the

ISO drawp attention to the possibility that the implementation of this document may involvethe|use of (a)
patent(s)| ISO takes no position concerning the evidence, validity or applicability of any claimpd patent

rights in
patent(s)
this may

www.isojorg/patents. ISO shall not be held responsible for identifying any or alljsuch patent rightg.

respect thereof. As of the date of publication of this document, ISO had not’received nofice of (a)
which may be required to implement this document. However, implementers are cautipned that
hot represent the latest information, which may be obtained from the patent database available at

Any trad
constitut

For an ex
related t
Organiza

This docyment was prepared by Technical Committee ISOATC 215, Health informatics.

e name used in this document is information given for the convénience of users and|does not
e an endorsement.

planation of the voluntary nature of standards, the meaning of ISO specific terms and exjpressions
b conformity assessment, as well as information about ISO's adherence to the Wofld Trade
ion (WTO) principlesin the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.

Any feedback or questions on this document shouldtbe directed to the user’s national standards body. A

complete

listing of these bodies can be found at www.iso.org/members.html.
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Introduction

With the development of computer and network technologies, the internet has been applied widely in
healthcare services, giving rise to ‘internet healthcare’. Internet healthcare is a new type of telehealth that
uses the internet for online diagnosis and treatment. It can provide users with medical and healthcare
services over a distance, thus improving the accessibility and efficiency of healthcare services.

The booming industry has now naturally formed a complicated internet healthcare service system composed
of related healthcare service organizations, users, operators, and other stakeholders and participants.
Participants provide internet-accessible healthcare services based on their facilities and abilities, such as
online consultations, electromc prescrlptlons schedule medical appomtments and e-referral services.
Across di : bo e e—infprmation,
fulfilling |users' healthcare needs and formlng the 1nterr1et healthcare service network AltHough the
internet Qealthcare service network is developing rapidly worldwide, a unified architecturerléngineering
implemerjtation methods are not yet included. Without those, services scattered across different Healthcare
organizatjions are delivered loosely, making it difficult to cooperate effectively.

This dochment describes the reference architecture and typical internet healtheare service| network
deploymgnt schemes. It aims to help all internet healthcare participants to reacha consensus on| concepts
and termjnology. It can further guide the construction of internet healthcaneservice network, gromoting
the develppment of the entire industry.
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Health informatics — The architecture of internet healthcare
service network

1 Scope

This document provides the architecture of internet healthcare service network, including:
— overYiew of internet healthcare service network;

— infragtructure and deployment scheme of internet healthcare service network;

— Secul

This docy

ity of internet healthcare service network.

ment mainly focuses on the engineering architecture and infrastructure deployment of healthcare

information transmission among various healthcare organizations through sénvices, as shown in| Figure 1.

The implg

in Annex

This docy

S

A

ment applies to the construction and application of internetshealthcare service network.

Key
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Figure 1 — Scope of this document
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2 Normative references

There are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC

3.1
internet
internet-l

Note 1 to
short dist4

Note 2 to
technolog)

3.2
internet
healthcar

3.3
service p
organizaf
customerj

[SOURCE

the definition.]

3.4
servicer,
patient

subject of healthcare

healthcar
[SOURCE

3.5
internet
THSN
overlay n|

fectropediar avattable at ittps// WWW.etectropedia.org/

healthcare
ased telehealth

entry: Internet-based technologies deliver healthcare and transmit health information over bot
nces.

entry: Telehealth utilizes all kinds of information and communicationscteehnologies, rather thg
r only.

healthcare service
e service activities undertaken via internet

rovider
ion, or part of an organization, or individual.that manages and delivers a service or s
S

ISO/IEC 20000-1:2018, 3.2.24, modified-2— “or part of an organization, or individual” was

ecipient

e actor with a personal role, who seeks to receive, is receiving, or has received healthcar

[SO 13940:2015,5*2.1, modified — “services” was added to the definition.]

healthcare(service network

etwork built on the internet to deliver healthcare services and transmit healthcare in

over long

h long and

n internet

brvices to

added to

P services

ormation

distance

3.6

service opening device
device that opens services for healthcare organizations or other service providers (3.3) in internet healthcare
service network (3.5)

3.7

service routing device
device that locates the target services and relays the service request/response in internet healthcare service

network (

3.5)

© IS0 2024 - All rights reserved
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service backbone network
network built by service routing devices (3.7) that connects multiple service access networks (3.9)

39

service access network
network that connects services to service opening devices (3.6) for healthcare organizations or other service

providers

3.10

(3.3)

forwarding rate

number o

f tasks that can be transmitted by the networking equipment in a given time

3.11
capacity

maximunh amount of information that a device can manage

3.12

throughput

measure

[SOURCE
definition

3.13
reliabilit;
ability to

[SOURCE

4 OQOvel

bf the amount of work performed by a device over a given period of time

ISO/IEC 2382:2015, 2122878, modified — “computer system” was.replaced by “devi
and notes to entry were deleted.]

y
perform as required, without failure, for a given time intérval, under given conditions

ISO/IEC 30144:2020, 3.7]

rall architecture of internet healthcare service network

Built on fraditional computer network, internet fiealthcare service network (IHSN) is an overlay

construct
within he
opening g

ed by service opening devices and service routing devices. During the operation of IHSN
althcare organizations or other service providers shall be opened to the network throug
evices and routed to service recipients through service routing devices.

The architecture of [HSN is shown in‘Figure 2; it shall consist of one service backbone network ar

one servi
devices,
healthcan

Ce access network. Service-backbone network shall be constructed by one or more servig
fhich may connect multiple service opening devices and other service routing devices, tra

edge of aip IHSN, connectinghealthcare services with service backbone network.

re” in the

network
, services
h service

d at least
e routing
hsmitting

e services among different service access networks. Service access network shall be located at the

© IS0 2024 - All rights reserved
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Figure 2 — Overall architecture of IHSN

5 Infrastructure of intérnet healthcare service network

5.1 Sernvice openingdevice

511 F

Service o
connects

inctional requirements

payment sekyices,
logistics service,

other service provider n

pening devices shall be located at the access network of a healthcare organization with
etvices into IHSN. Functions of service opening devices shall include:

1

ts role to

service control: managemen

service query: allow services to be discovered once published to [HSN;

t of internet healthcare services;

management, and transaction management;

© IS0 2024 - All rights reserved
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system management: including user management, privilege management, resource management, log
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— service security: including access control, audit control and data security.

5.1.2 Technical characteristics

As one of the core devices for building internet healthcare service network, service opening device's
performance determines the number of services accessed by the entire network and the service invocation
performance. When selecting the appropriate service opening device, the following technical characteristics
shall be considered.

— Forwarding rate: refers to the total number of service requests (from internal service recipients and
the connected service routing device) and service responses (from internal service providers and the
connected service routing device) that can be transmitted by a service opening device in a given time.

The f]
Forw
—  Servi

— Thro
that 4

Thro

— Relia

withgut failure under stated conditions for a specified period.

5.2 Sernvice routing device

5.2.1 F

Service r
networks

— netw|
devig

— servi

— servi
acces

— syste
mang

— servi

5.2.2 T

TWarding rate can be asSessed as fotlows:

arding rate = total number of service requests and service responses / transmissiofitimg

ighput: refers to the amount of service information (such as service requests, service r
service opening device can process in a given time. The throughput canhé assessed as f

1ighput = service information traffic (bit) / process time (s)

bility: refers to the probability that a service opening device can perform any required

inctional requirements

puting devices shall be located at the backbeéne network with its role to connect differg
. Functions of service routing devices shallinclude:

brk connect: access to IHSN as well-as connect service opening devices and other servig
es;

Ce opening device management: monitor the current status of related service opening de

e address: address target)service and relay service request/response among multip
s networks;

m management: including user management, privilege management, resource manage
gement and traisaction management;

pechnieal characteristics

 (s)

Ce capacity: refers to the maximum number of services that can be handled by a service openilng device.

bsponses)
bllows:

functions

nt access

e routing

ices;

e service

ment, log

Ce securitywincluding access control, audit control, communication security and data sectirity.

As anothg

rcore device for building internet healthcare service network, the performance of servi

e routing

device determines the service forwarding rate and service invocation performance of the entire network.
Similar to service opening devices, the following technical characteristics shall be considered when selecting
the appropriate service routing device.

— Forwarding rate: refers to the total number of service requests and service responses (from service
opening devices and other service routing devices) that can be transmitted by a service routing device
in a given time. The forwarding rate can be assessed as follows:

Forwarding rate = total number of service requests and service responses / transmission time (s)

— Device capacity: refers to the maximum number of service opening devices that can be handled by a
service routing device.

© IS0 2024 - All rights reserved
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— Throughput: refers to the amount of service information (such as service queries, network topology) that
a service routing device can process in a given time. The throughput can be assessed as follows:

Throughput = service information traffic (bit) / process time (s)

— Reliability: refers to the probability that a service routing device can perform any required functions
without failure under stated conditions for a specified period.

6 Deployment scheme of internet healthcare service network

6.1 Star topology

Small ser
Figure 3)
in this dd
opening (¢
transmis

Key

N
.) |«
I\

B

6.2 Tre

Large anc

Each participant (healthcare organizations and other service providers) shall loe ind

other service

\ provider n

=52
bed e

healthcare
organization n

,
’
,
’
’
1
I
\

service backbone
network

service opening device

Kervice routing device

Figure 3 — Star topology

e topology

medium-sized service networks, such as provincial/jurisdictional level, shall construct

vice networks, such as those at the local level, shall construct their IHSN in a star toptl»logy (see

ependent
h service

ployment scheme. Internet healthcare services shall be opened to the network throug
levices. Each service opening device shall connect to a unique service routing device for service
ion.
service access
network
/-/- healthcare .
/ organization 1 N,
health \ | \
ealthcare ) N ’ / Other service
organization 2 \\ /,/ provider 1
g 1 32l
T 2oz

heir IHSN

in a tree

topotogy (see Figure 4t this deptoyment schemnre, there should - beasubordimate e

ationship

between several healthcare organizations (such as hospitals of different types and sizes and outpatient
clinics for primary and secondary care). Various participants (healthcare organizations and other service
providers) shall open services through service opening devices. Each service opening device shall connect to
a service routing device at the same layer. Service routing devices from different layers shall communicate
with each other to realize service transmission among healthcare organizations from different layers.

© IS0 2024 - All rights reserved
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Figure 4 — Tree topolegy

sh topology

be service networks, such as those at the hdtional (supra-national) regional level, shall
N in a mesh topology (see Figure 5). In-this deployment scheme, many healthcare org
d widely shall be considered. Variqus*participants (healthcare organizations and oth{
) shall open services through serviCe opening devices. Each service opening device sha
hrest service routing device based on location. Service routing devices shall build the
o realize service transmissign‘’among service opening devices.

construct
nizations
b service
I connect
backbone
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Figure 5 — Mesh-topology

7 Secyrity of internet healthcare service network

7.1 Category of privacy information

Informatjon requiring protection in-hiealthcare field shall at least include:
— persdnal healthcare information;

— healthcare knowledge.(€:g. data on drugs, devices);

— data pn health proefessionals and staff;

— data pn differént'participants;

— statiqtical data on information services;

J— log d +40on carvica davicac
oV ettty et oT

7.2 Network security requirement

7.2.1 Access control

The following items shall be considered:

— responsibilities and procedures for the management of service devices;
— use of a gateway (e.g. firewall, GAP) to cross over networks;

— segregation of roles, for example normal users, administration;

© IS0 2024 - All rights reserved
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— authentication for accessing various information services.

7.2.2 Communication security

The following items shall be considered:

— use of cryptographic techniques;

— adefinition of the sensitive or critical information and an agreement for the use of these data;
— the secret keys;

— detection of and protection against malware.

7.2.3 Audit control

The folloying items shall be considered:

— tracepbility and non-repudiation of service invocations;
— moniforing of the running of information services;

— logs of system operator activities;

— evenf logs of exceptions, faults and security events.

7.2.4 Dlata security

The following items shall be considered:

— avoidance of unauthorized access;

— accutfate and complete records of the backup copies;
— encryption of the privacy information;

— protgction against malware.

© IS0 2024 - All rights reserved
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Annex A
(informative)

Implementation of IHSN

A.1 General

IHSN co
healthcan
service in
providerg
the inter
the detai

A.2 Sel

Service o
It include

a) Thei
b) Thei
c¢) Thesg
d) Thesg

A.3 Sel

Service djiscovery is the process though which internet healthcare service recipient finds the s¢

meet the
a) Thei
b) Thes

c¢) The
strat

d) The §

the routingstrategy.

e service repositories, and they collaborate to implement service opening, service dis¢

vocation through service opening devices and service routing devices. Internet healthca
provide healthcare services, and internet healthcare service recipients use these'servi
et healthcare service repository is the bridge between providers and recipients. The fo
d implementation of IHSN.

'vice opening

bening is the process by which internet healthcare service providers publish their service
5 the following steps.

hternet healthcare service provider accesses IHSN through'a service opening device.
hternet healthcare service provider registers the sefvice information to service opening
ervice opening device sends the service information to the corresponding service routin

ervice routing device broadcasts the servicéinformation to the whole service network.
'vice discovery

heeds of IHSN. It includes thexfollowing steps.
hternet healthcare servicerecipient searches for services needed by the service opening
ervice opening device-sends the search request to the corresponding service routing dev

ervice routing-device forwards the request to the destination devices according to th
oY

ervice routing device returns the result to the internet healthcare service recipient acd

internet
very and
e service
ces, while
lowing is

s to [HSN.

Hevice.

b device.

brvices to

device.
ice.

e routing

ording to

A.4 Service invocation

Service invocation is the process by which an internet healthcare service recipient calls the service and gets
the result from IHSN. It includes the following steps.

a) The internet healthcare service recipient needs to perform the corresponding authentication (apply for
the secret key, etc.) before the service invocation.

b) The internet healthcare service recipient sends a service request to the local service opening device.

c) The service opening device forwards the request to the destination opening device via the service
routing device.
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