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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

:2022(E)

The sharing economy represents a new way of engaging in interactions about products and assets
creating a new economic model. Although there are thousands of sharing economy digital platforms
operating in almost every industry, and the global sharing economy industry generates hundreds of
millions of transactions every day, many people still feel unsafe using online sharing services.

The last decade has witnessed a significant number of incidents in which many sharing platform
operators failed to keep their promises of meticulous and authentic identity verification of platform

pr

viders and users, {‘nncing a npg;\fivp social impq(‘f The urgent prnh]pm f:\{‘ing the devel

pment of

sh

It’S
pldg
thd
consistent verifying standards in the filtering and screening of the identitytofithe providd

qu
Th

is document aims to:

ring economy is whether users can trust providers to provide safe and effective products)3

nd assets.

crucial to clarify the responsibilities of providers and platform operators and)strengthen the

tform operators' verification of identity and credentials of providers, which will ‘better
stable, healthy, and sustainable development of the sharing economy. This~réquires h

hlity of products or assets.

maintain

igher and
r, and the

fill in the lack of market access systems related to the sharing®economy, improve the quallifications

for entry into the sharing economy digital platform, and promote the healthy and si
development of the sharing economy;

effectively define the main responsibilities of platfotm operators, ensure that platform
build a reasonable verification mechanism to asse$s‘the specific qualifications of providg

clarifytheaccess conditions for providers ofthesharingeconomy platform, promote thetra
of providers' information, the safe and reliable platform operation, and provide guidan
platform operator to formulate internal pldtform entry standards;

protect the interests of consumers, and promote the establishment of a mutual trust n
between providers, platform operators, and users.
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Sharing economy — Guidance for provider verification on
digital platforms

irgproviders,

indluding on-boarding, maintenance, and deactivation.

Thiis document applies to both digital platform operators and providers within the sharing e¢onomy.

2 | Normative references

Thf following documents are referred to in the text in such a way thatiseme or all of thejir content
conpstitutes requirements of this document. For dated references, only\the edition cited applies. For
unfated references, the latest edition of the referenced document (ineluding any amendmentf) applies.

ISQ 42500, Sharing economy — General principles

ISQ/TS 42501, Sharing economy — General trustworthiness and’safety requirements for digital platforms

3 | Terms and definitions
For the purposes of this document, the terms and.definitions given in ISO 42500 and the following apply.
ISQ and IEC maintain terminology databases-for use in standardization at the following addr¢sses:

— | ISO Online browsing platform: available at https://www.iso.org/obp

— | IEC Electropedia: available at https://www.electropedia.org/

3.1
identity
information or documentsvalidating who an individual or organization claims to be

3.4

barkground
iniEl“mation origitially collected or held by public authorities that is notably related to fecords of
criminal conviCtions or arrests

3.3

qualifications
abuﬁ' i j liabl 1 : Iy it} ific princinl

Note 1 to entry: The principles are given in Clause 4.

4 Specific principles for verification

4.1 General

In additional to the general principles in ISO 42500 and the general requirements in ISO/TS 42501, the
following additional specific principles should be followed by the platform operator when verifying the
provider’s information and how provider activities on the platform are conducted.

a) protection of intellectual property;

©1S0 2022 - All rights reserved 1
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b) protection of security and privacy;
c) efficiency;

d) continual improvement.

4.2 Protection of intellectual property

In addition to the requirements set out in ISO/TS 42501:2022, 6.3.3, the platform operator should

aware of intellectual property protection laws, closely cooperate with intellectual property owners and

ent of intellectual proerty rights by the provider (or the user) is prohibited.

4.3 Prdtection of security and privacy

In addition to the requirements set out in ISO/TS 42501:2022, 6.6.1, 6.6.2 and 6.6.15;’the platfo

be

nat

rm

operator $hould establish mechanisms to maintain the security and privacy of information securjity
in all phases of its operation, including during the verification process and progess’ only the requited
personal |data and information. The platform operator should treat persenal information wijith
confidentjality confidentially, and observe the privacy of providers and users;especially with regard to

the collection, use, storage and disclosure of personal information.

4.4 Efficiency

In additign to the requirements set out in ISO/TS 42501:2022;6.5.6, the platform operator sho
develop vl]able technical verification mechanisms that balance‘the desired user experience in a tim
manner wlith the proper verification process to prevent entry:to the platform by suspicious or confirnj
fraudulent actors.

4.5 Corntinual improvement

The platfgrm operator’s processes should incliide means for continuous improvement in meeting
needs and interests of the provider and usér;based on the following factors.

a) feedbpck from interested parties;

b) evolving laws and standards.

5 Provider on-boarding by platform operator

5.1 General

The generjal precess of provider on-boarding by the platform operator involves the following steps.

a) the povider applies to enter the platform;

11d
ely
ed

he

b) the provider agrees to the terms of use and data and privacy statements;

c) the platform operator confirm that the provider applicant has met the eligibility criteria. The

platform operator may enlist outsourcing vendors to access public records databases as part of t
process;

his

d) in addition to the requirements set out in ISO/TS 42501:2022, 6.4.1, the platform operator informs

the provider applicant of approval or declination on to the platform;

e) on the basis of the foregoing conclusion, the provider is then either approved onto the platform, e.g.

are on- boarded by the platform operator, or declined from the platform operator.

2 © IS0 2022 - All rights reserved
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Consistent with the principle of accountability, the platform operator should consult objective resources
(including insurance claims) and establish procedures for assessing the risk arising from the products
and assets made available on the platform, as well as from their relative diversification or concentration.

In addition to the requirements set out in ISO/TS 42501:2022, 6.2.3, the platform operator should
consider these risks in the establishment of its acceptance or on-boarding criteria. Where the associated
risks to public health and safety require higher levels of skills or heightened assurances of identity
and background, the platform operator may impose additional or more stringent acceptance criteria.
However, the platform operator should also consider the availability of reliable information to provide
these assurances. In addition to the requlrements set out 1n ISO/TS 42501 2022, 6.2.3, 1n all instances,

; prove the

rate with
operators
brification

5.2 Account creation and application for entry to the platform

When platform operator apply to enter the platform, they shouldalso submit any relevant supporting
dofumentation requested through the platform as part of acteptance criteria and descrilped in the
plgtform’s terms of use.

Providers should submit the documents and relevanttcertificates required for entering the| platform,
which are specified in 5.3, and then wait for the platfobm operator to verify their submission,

NOTE The platform operator can use technical resources to enable the provider to import providers’ data
frojm another digital platform engaged in substantially comparable activity.

5.3 Acceptance or rejection of previders onto platform

5.3.1 General

The platform operator sheould have a mechanism to systematically authenticate the fredential
submitted by the provider(tgensure that the submitting provider has access to the informatjon device
asgociated with the mobile phone number, the email address or social media account.

Thi platform operater should request providers to submit government-issued proof of identification in
the case of indiyiduals and proof of establishment as an authorized for-profit or not-for-profit entity in
the case of orgafizations.

NOTE1 <«Thé platform operator can verify identity through email, mobile phone number, sofial media
acqount and advanced technology. The advanced technology can be the password, ID badge, cryptographic key,
fingerprint and other biometric data authentication.

Once submitted by the provider, the platform should have a procedure or mechanism to confirm that
the documentation meets the acceptance criteria established and made available to the provider in the
platform’s terms of use. As part of the on-boarding process, the platform operator may use outsourcing
vendors to access public records databases to conduct background checks, driver and motor vehicle
records, and other verifications based on relevant information collected and maintained by public
authorities and made available to requesters in accordance with local laws.

Consistent with the principle of continual improvement, the platform operator should seek to establish
effective means of confirming that any credentials are current and valid, as well as facilitating the
users’ ability to assess providers’ qualifications to meet their needs.

NOTE 2  Where there is a requirement to verify the age of a provider, BS/PAS 1296:2018 can be used.

©1S0 2022 - All rights reserved 3


https://standardsiso.com/api/?name=ca9719f148937a668efd47a5fbc89776

ISO/TS 42502:2022(E)

5.3.2 Identity

In addition to the requirements set out in ISO/TS 42501:2022, 6.2.3, the platform operator should
authenticate the provider’s account or digital credentials. If such credentials are not valid, the provider
should not be allowed to be registered onto the platform or pursue the entry process.

a)

b)

5.3.3 B[ckground
The platf

in addition to the requirements set out in ISO/TS 42501:2022, 6.5.4, the platform operator should
systematically request providers to identify themselves as an organization or an individual. If the
provider is an individual, the platform operator should systematically request an electronic copy
of the provider’s government-issued identification, such as a driver’s license, passport, or national

ldent fn nqu] C1m1]')r]n an' nflnov ')ocnfc n\r]'\r\cn nvnxnou‘\h urnn]r‘ vannn«a L1 ]nﬁoncn aval novmﬂ- tO

...................

provi ie them, the platform operator should systematically request a digital copy of the license| or
perm]t and verify that the document is current;

if the¢ provider is an organization, the platform operator should systematigdlly request
docurpentation establishing the organization’s existence and ability to conduct business in [its
namep, such as certificates or articles of incorporation, business license, oxganization cdde
certifjcate, etc., and the identity of the legally authorized representative of theccempany.

rm operator should put in place a dynamic or rolling background check mechanism. At a

minimum| the platform operator should ensure that it meets its on‘boarding criteria set forth in|its

terms of use.

If the projider is an individual, the platform operator should verify only the necessary backgroynd

informatipn which could impact the products or asset exchapge while respecting privacy.

5.3.4 Capability

If the profider is an individual, the platform operator should assess the capacity of the provider to

provide the type of asset represented, e.g. a product.

a)

b)

wher¢ the asset is used for a service or can be converted into service, the platform operafor
shoulfl consider the relative skills required to perform each service hosted by the platform. The
platfgrm operator should provide\guidance to both providers and users of the risks associated
with fnsufficient skills or capability to provide the posted service. Such guidance may include
referijal to user reviews, explanations of the value of user ratings and reviews, and how they may
be interpreted. It may also’/include considerations for selecting a provider or questions to ask
when|agreeing to proyide‘a service. Consistent with the principle of continuous improvement, the
platfgrm operator should systematically request that providers document their right to lease the
assetpnd establish/a'means of differentiating between providers that provide such documentatjon
and those that domot. Where the service offered by the provider requires the provider to be licenged
est
he
or

where the asset is used for a product (or can be converted into a product) that will be leased for
any duration by the provider to the user, the platform operator should establish mechanisms
or procedures to reduce the risk of the asset being leased without the provider having the legal
right or authority to do so. At a minimum, the platform operator should require more than one
photograph of the asset with information of the time when the photograph was taken to be
uploaded to the platform. Ideally, and consistent with the principle of continuous improvement, the
platform operator should systematically request that providers document their right or authority
to lease the asset, and the platform operator should establish a means of differentiating between
providers that provide such documentation and those that do not. Where the product to be leased
requires routine maintenance to function appropriately and safely, the platform operator should
likewise request that providers document the servicing or maintenance of the asset and enable

© IS0 2022 - All rights reserved
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users to distinguish between providers who supply the documentation and those that do not.
Where the offered assets consist of products being sold by the provider, the platform operator
should establish procedures for determining the nature of goods that are prohibited or that can be
sold only to professional users. The platform operator should establish mechanisms to confirm that
prohibited goods are not being advertised or sold by providers. Where used products are sold, the
platform operator should notify providers of the need to alert users to the condition of the products
and provide guidance to providers about furnishing objective and accurate descriptions of the

products’ condition.

If the provider is an organization, the platform operator should selectively verify the following

qu
a)

b)

‘)
d)

5.5

Th
on
ad

pld
do

In

pr
dis
thg

Aff
pr

a)
b)
c)

1. Lo dnn 1 d dl de Ll . 1l
AIITICAUIUILS dLLUTUIIN G LU LHT Ly DT UL S11dT TITg TLULIUIIT Y TITUUCTT.

in addition to the requirements set out in ISO/TS 42501:2022, 6.2.3, where any necessar
permits are required, based on local laws and regulations governing the provision of pi
assets, the platform operator should request the provider to submit documents.demonstt
the necessary permits have been obtained.

whether a power of attorney is needed;
quality and safety of products or assets;

other relevant qualifications for operating certain types of business.

| Feedback to providers for on-boarding outcomé

e platform operator should notify the provider of the\expected time for determining on

itional information is required of the providero process its application for onboardin
tform, the platform operator should notify the provider of any revised timeframes and
cuments.

the event that the platform operator réjects a provider’s application for entry, it should
pvider of the reasons, in accordance\with its terms of use. The platform operator should
cretion over decisions about provider on-boarding but should provide an appeal mechani
provider claims an error with respect to the provider’s identity or digital credentials.

er the verification of proyiders’ information, the platform operator should release the re
pvider who applied for entry timely, namely:

approval;
additional verification required;

declination:

When geods and services provided by the provider fall within the scope of the terms of use, th

op

erator should request relevant documentations or proof of compliance from the provider a
theterms of use for such goods and services.

by

7 business
foducts or
ating that

-boarding

fo the platform and should ensure that it is consistently capable of respecting its timeframes. Where

b onto the
hdditional

notify the
retain the
sm where

sult to the

b platform
5 required

If the information submitted is incomplete, the applicant should submit the supplementary information
or resubmit completed information as requested by the platform operator within the specified time.

If the applicant’s qualification or information does not comply with the platform’s onboarding rules, the
platform operator should inform the applicant of the result and reasons in a timely manner.

In the case of declination, the platform operator should detail why the provider’s entry is disapproved.

5.5 On-boarded status of the provider

Once the platform operator has approved a provider’s entry onto the platform, the provider can begin to
transact with users. The platform operator should make available guidance to the providers about the

© IS0 2022 - All rights reserved
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importance of providing accurate, complete, and transparent information about the assets being made
available. It should also provide the providers with the resources necessary to post such information.

6 Maintaining verification

6.1 Periodic review

The platform operator should periodically re-verify the qualification and related information of
providers listed in 6.3.

The platfdrm operator should notify providers of the need to update their information within the time
specified.[The platform operator should verify the updated information timely in the same way teférred
to in the Tocedures. The platform operator and provider should maintain the information up to dat¢.

The platform operator can establish a mechanism or procedure to monitor consistéfitly low-rated
providers|and develop guidance or other means for helping such providers improve|théir user ratipg.
Where prpvider performance fails to improve, the platform operator should implement a procediire
for taking action to either remove the provider from the platform or alert users to the providgr's
low-rating and the risks associated with that provider while clarifying the-reason for those actions.
The platfgrm operator may consider relative inactivity on the platform ef\the provider in making|its
decision tp remove the provider. The platform operator's action may be subject to the appeal mechanism
establishgd.

6.2 TrTsaction
fi

The platform operator should establish mechanisms andprocesses to minimize the risks to safgty,
infringemlent of rights, ethics, and fraud. At a minimuin, these mechanisms should address the
preventioh of providers. In addition to the requirements set out in ISO/TS 42501:2022, 6.2.3, 6.2.4,
6.3.3, 6.3.p and 6.3.7, the following should be avoided:

a) having insufficient legal rights and interests“in a product or asset to make them available on the
platfgrm;

b) advertising or offering products or assets that are unlawful where they would be offered or that|do
not camply with the platform opérator’s terms of use (e.g. prohibited items lists);

c) giving rise to ethical disputes.if the products or assets provided by the provider do not conforn to
the sdcial norms and acceptable customs of where the provider or the user is located.

Where usged products are.sold, the platform operator should notify providers of the need to alert usgrs
to the condition of the products and provide guidance to providers about furnishing objective gnd
accurate descriptionSyef the products’ condition.

6.3 Usdr-genterated content

0 ne equiremen et O N 0 4 01:20 6 4 and 6 he D orm-gne

In additiokte equirements ail 2501:2022 6.2.4 and e platfc ator
may put in place mechanisms to moderate (and, where appropriate, remove) user-generated content
to protect minors from harmful content and protect all citizens from incitement to violence or hatred,
including user nicknames, images, user comments, user posts, user articles, social messages, short
videos, etc., mainly in the form of text, pictures, video and audio, and the main auditing scope is sensitive
words, pornographic, advertising, terrorism and other illegal information.

6.4 Continual update

The platform operator should specify in their terms of using the provider’s responsibility for keeping
authentication, contact, and qualification information up to date.

6 © IS0 2022 - All rights reserved
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