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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The Galois/Counter Mode (GCM) is a block cipher mode of operation that was standardized for use with
the Advanced Encryption Standard (AES) by the US National Institute for Standards and Technology
(NIST). AES-GCM provides high-speed encryption and data integrity.

AES-GCM is an authenticated encryption algorithm: it provides confidentiality as well as ciphertext
authentication. The two cryptographic primitives supplied by AES-GCM are referred to as authenticated
encryptlon and authentlcated decryptlon The authentlcated encryptlon functlon encrypts the

3 3 3 ionally, an

anfl able to be parallelized; consequently, high throughput implementations are.possible in both
hafdware and software. The AES-GCM algorithm supports cipher key of size 128-bits, 19R-bits and
25p-bits. The block size is of 128 bits.

In [PDF encryption, encryption is applied to individual streams and strings:-USing AES-GCM| therefore
authenticates all individual ciphertexts, but a separate mechanism is réquired to achieve document-
level integrity guarantees. One such mechanism is defined in ISO/TS 32004.1)
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TECHNICAL SPECIFICATION ISO/TS 32003:2023(E)

Document management — Portable Document Format —
Adding support of AES-GCM in PDF 2.0

is-doetrentsy es-how-to-extend-thespe ation-containedHniSO by-addirg-gxtensions
to the Encrypt dictionary to support the Advanced Encryption Standard (AES)-Galois/Counter Mode
(GEM) encryption algorithm.

Thse extensions are intended for developers of:

— software that creates PDF files (PDF writers);

— software that reads existing PDF files and (usually) interprets their‘contents for digplay (PDF
readers);

— software that reads and displays PDF content and interacts.with the computer users tjo possibly
mqdify and save the PDF file (interactive PDF processors) and PDEproducts that read and/or write PDF
filgs for a variety of other purposes (PDF processors).

NOTE PDF writers and PDF readers are more specialized:classifications of interactive PDF prodessors and
allpre PDF processors.

Thijis document does not specify the following:

—| specific processes for converting paper or €léctronic documents to the PDF file format;
— | specific technical design, user interfage®)implementation, or operational details of rendering;
—| specific physical methods of storing these documents such as media and storage conditigns;
—| methods for validating the conformance of PDF files or PDF processors;

—| required computer hardware and/or operating system.

2 | Normative references

The following doeuments are referred to in the text in such a way that some or all of thejir content
copstitutes regtiirements of this document. For dated references, only the edition cited applies. For
unfated refepences, the latest edition of the referenced document (including any amendmentf) applies.

IS 32000-2:2020, Document management — Portable document format — Part 2: PDF 2.0

NI LT CDh O 201 D ol cedes £ Rl Le 2 0] Aol £0 ) Valy PNy /al . N o GCM d
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GMAC

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

©1S0 2023 - All rights reserved 1
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3.1

PDF

Portable Document Format

file format defined in ISO 32000-2

3.2

AES-GCM

Advanced Encryption Standard-Galois/Counter Mode

authenticated encryption with associated data mode of operation for advanced encryption standard

Note 1 to e try: NIST SP 800-38D prnvidnc further detailon AES-GCM

3.3
AAD
additiongl authenticated data

unencrypted data authenticated by an authenticated encryption with associated data gperation

34
authentidation tag
output of an authenticated encryption with associated data operation that séryes to authenticate the
ciphertexf and the additional authenticated data (3.3)

3.5
IV

initialization vector
input parameter to advanced encryption standard-galois/countei~mode (3.2) separate from the key gnd
message

3.6
crypt filter encryption key
key used flor encryption by a PDF crypt filter associated with a security handler of version 5 or greater

Note 1 to ¢ntry: This term applies to document encryption as well as encryption of embedded files or custom
crypt filters; see ISO 32000-2:2020, 7.6.3, 7.6.6.
4 Extepsion schema details

The develpper extensions dictionary described in Table 1 shall be included in the document’s extensidns
dictionary in accordance with{ISO 32000-2:2020, 7.12. It shall be included as an array entry under the
ISO_ prefilk.

Table 1 — Extension schema entries

Key Type Value

Type name DeveloperExtensions
BaseVersjon name 2.0

ExtensionLevel integer 32003
ExtensionRevision text string :2023

NOTE The COLON (U+003A) character is part of the re-
vision identifier.

URL string https://www.iso.org/standard /45876.html

5 Proposed Changes

5.1 Encrypt Dictionary
The additions in Table 2 are applied to ISO 32000-2:2020, 7.6.2.
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Modify the second paragraph before Table 20 in ISO 32000-2:2020, adding as second to last sentence:
“ISO/TS 32003 introduced a value of 6 for V which supports AES-GCM”.

Table 2 — Additions to ISO 32000-2:2020, Table 20 — Entries common to all encryption

dictionaries

Key Type Value

A

one crypt filter using the AESV4 method.

number (Required) 6 - (ISO/TS 32003) The security handler defines the use of encryption
and decryption in the same way as when the value of Vis 5, and declares at least

NO
NO
Th

Th

Table 3 — Additions to ISO 32000-2:2020, Table 21 —Additional encryption dictionar

TE1  Other entries are same as when the value of Vis 5.
TE 2  This provision extends the range of values for V allowed by ISO 32000-2.
e following changes are applied to ISO 32000-2:2020, 7.6.3.1:

not use MD5”.

In the second paragraph below NOTE 2, append a sentence “When the value of the V
encryption dictionary is 6, the algorithm described in ISO/TS 32003 shall be used”.

e additions in Table 3 are applied to ISO 32000-2, 7.6.4.2.

for the standard security handler

In the first paragraph below NOTE 2, replace the last sentence with “Encrypt versions % and 6 do

key of the

y entries

Kqy Type Value

R

number (Required) 7 (ISOLES 32003) if the document is encrypted with a V vj

alue of 6.

NOTE 3  Other entries are same as when thevalue of R is 6.

In

reyision 6 and 7” in all subclause titlés.

Th additions in Table 4 are applied to ISO 32000-2:2020, 7.6.6.

ISO 32000-2:2020, 7.6.4.4, replace-fSecurity handlers of revision 6” with “Security h

indlers of

Table 4 — Additions-to ISO 32000-2:2020, Table 25 — Entries common to all crypt filter
dictionaries
Kgy Type Value
CHM name AESV4 (ISO/TS 32003) - This is for AES encryption in Galois/Coulnter Mode
(GCM).
Length integer When CFM is AESV4, the Length key shall be specified in the samie manner
as for AESV3.

5.2 Encryption of data using AES-GCM in PDF objects

The AESV4 crypt filter shall use AES-GCM as specified in NIST SP 800-38D, with the following
parameters.

The 32-byte crypt filter encryption key shall be used as the key for AES-GCM. Hence, the same key

is used for all objects encrypted by a given crypt filter.

The initialization vector (IV) shall be 12 bytes long and generated by the security handler.

The block size parameter shall be set to 16 bytes.
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