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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all m
electrotechnical standardization.

atters of

The procedures used to develop this document and those intended for its further mainten|
described in the ISO/IEC Directives, Part 1. In particular the different approval criteriayneede
d|fferent types of ISO documents should be noted. This document was drafted in accordance
eglitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ance are
d for the
with the

Aftention is drawn to the possibility that some of the elements of this document'may be the s
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Det
patent rights identified during the development of the document will bedn-the Introduction a
the ISO list of patent declarations received (see www.iso.org/patents);

Ahy trade name used in this document is information given for thé.convenience of users and
constitute an endorsement.

For an explanation on the meaning of ISO specific tepms/and expressions related to co
ag$sessment, as well as information about ISO’s adherenceto'the WTO principles in the Technical
tq Trade (TBT), see the following URL: Foreword — Supplementary information.

The committeeresponsible forthisdocumentis ISQLFC46, Information and documentation, Subcd
SC 4, Technical interoperability.

[0 28560 consists of the following parts, under the general title Information and documentatio
in libraries:

— Part 1: Data elements and general:guidelines for implementation
— Part 2: Encoding of RFID data elements based on rules from ISO/IEC 15962
— Part 3: Fixed length enceding

— Part 4: Encoding,of data elements based on rules from 1SO/IEC 15962 in an RFID tag with pd
memory

ubject of
ils of any
d/or on

does not

nformity
Barriers

mmittee

h— RFID

rtitioned
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Introduction

Libraries

are implementing radio frequency identification (RFID) as item identification to replace bar

codes. RFID streamlines applications like user self-service, security, and materials handling. A standard

data mod

el for encoding information on RFID tags could increase the cost-effectiveness of the technology

within libraries particularly through greater interoperability of RFID tags and equipment, and enhance
support for resource sharing between libraries.

A standard data model, taking into account the lessons learned from the national schemes and vendor

solution
elementg

Frequen¢y RFID technology operating at 13,56 MHz.

This part

operating at 860 MHz to 960 MHz, with the interrogators (readers) set to conform(to local radjo

regulatid
radio reg

as does IF0 28560-2. Some of the encoding rules are different because of the nature-of the different RFID
technology, but a number of rules are similar if not identical.

was developed with ISO 28560-1, which defines the set ol mandatory and optional data
.1SO 28560-2 and ISO 28560-3 define encoding rules for those libraries that choose to userHigh

of ISO 28560 defines encoding rules for those libraries that choose to use UHF RFID téchnology

ns that specify only part of this spectrum. The UHF tags can function efficiently in any of the
ulated regions. This part of ISO 28560 uses encoding rules that are specified.in ISO/IEC 1596,

Vi
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Information and documentation — RFID in libraries —

Part 4:

Encoding of data elements based on rules from ISO/IEC

5962 in an RFID tag with partitioned memory

=

Scope

This part of ISO 28560 defines rules for ISO 28560-1 data elements to be encoded-in radio fi
dentification (RFID) tags with a memory structure that is partitioned into feud memory bal
primarily applies to ISO/IEC 18000-63 (previously known as ISO/IEC 18000¢6 Type C) operati
UHF frequency, but not necessarily restricted to this technology.

—

The rules for encoding a subset of data elements taken from the total set of data elements d

requency
hks. This
ng in the

efined in

I40 28560-1 are based on ISO/IEC 15962, which uses an object identifier structure to identify data

elements. This part of ISO 28560 defines the rules for encoding-a unique item identifier in ¢
nlemory bank, known as MB 01, taking into account differentrequirements for privacy. It als
the rules for encoding other relevant data in a separate memory bank, known as MB 11. Each

Ak with other parts of ISO 28560, this part of 1SO 28560 is appropriate for the needs of all
lipraries (including academic, public, corporate, spécial, and school libraries).

This part of ISO 28560 provides essential standards-based information about RFID in libraries.
of additional information about implementation issues is provided in Annex A.

2| Normative references

The following documents, in whole or in part, are normatively referenced in this document
irldispensable for its applieation. For dated references, only the edition cited applies. For
re¢ferences, the latest editionof the referenced document (including any amendments) applies.

I§0/1EC 15961-1, Information technology — Radio frequency identification (RFID) for item man
Dpta protocol — Rart1: Application interface

I40/1EC 15962 riformation technology — Radio frequency identification (RFID) for item manag
Dpta protoeoldata encoding rules and logical memory functions

I§0/1E€,18000-63, Information technology — Radio frequency identification for item manag
Part'63 Parameters for air interface communications at 860 MHz to 960 MHz Type C

nlemory banks is addressable using different command.setof the appropriate RFID technology.

specific
b defines
of these
4

types of

A source

and are
undated

ngement:

ement —

ement —

ISO/IEC 18046-1, Information technology — Radio frequency identification device performance test

methods — Part 1: Test methods for system performance

ISO/IEC 18046-2, Information technology — Radio frequency identification device performance test

methods — Part 2: Test methods for interrogator performance

ISO/IEC 18046-3, Information technology — Radio frequency identification device performance test

methods — Part 3: Test methods for tag performance

ISO/IEC 18047-6, Information technology — Radio frequency identification device conformance test

methods — Part 6: Test methods for air interface communications at 860 MHz to 960 MHz

© IS0 2014 - All rights reserved
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ISO 28560-1, Information and documentation — RFID in libraries — Part 1: Data elements and general

guideline

s for implementation

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31

access method

I3

compongmtof tire DSFID(3:8)that s Tesponsible for dectaring the 1SOAEC 15962 tompactiomr ar
encoding rules on an RFID tag

Note 1 to

entry: For this part of ISO 28560, the term is only relevant to Memory Bank 11, containing option

data elements.

3.2

air interfface protocol

rules of

fommunication between an RFID interrogator and the RFID tag of a panticular type, coverir

frequendy, modulation, bit encoding, and command sets

3.3

applicatjon command

instruction issued from the application to the ISO/IEC 15962 data pratocol processor in order to initiat

an actior} or operation with the RFID tag(s) through the interrogater

3.4

applicatjon family identifier

AFI
mechani
relevant

sm used in the data protocol and the air interface protocol (3.2) to select a class of RFID tag
to an application or aspect of an applicationgand to ignore further communications with oth

classes of RFID tags with different identifiers

Note 1 to|
elements

3.5
arc

entry: For this part of ISO 28560, the term is only relevant to Memory Bank 01, containing the da
comprising the UIIL

specific branch of an object identifier tree, with new arcs added as required to define a particular obje

Note 1to

3.6
data for

entry: The top three arcs.of all objectidentifiers are compliant with ISO/IEC 9834-1 ensuring uniqueneq

mat

compongnt of the DSFID (3.8) that is a mechanism used in the data protocol to identify how obje
identifiens (3.12)\axe encoded on the RFID tag, and (where possible) identify a particular data dictionat
for the s¢t of relevant object identifiers for that application

Note 1 to

entry: For this part of ISO 28560, the term is only relevant to Memory Bank 11, containing optional da

d

g

bS
T

[a

»n

Cct
y

[a

elements. The data format declares the Root-OID (3.14) in an efficient manner, so that a complete object identifier
can be reconstructed for external communications.

3.7

data protocol processor
implementation of the processes defined in ISO/IEC 15962, including data compaction, formatting,
support of the command/response unit, and an interface to the tag driver

© ISO 2014 - All rights reserved
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3.8

data storage format identifier

DSFID

code that consists of, at least, the access method (3.1) and data format (3.6)

Note 1 to entry: For this part of ISO 28560, the term is only relevant to Memory Bank 11, containing optional
data elements.

3.9

digital vandalism
ufauthorized modification of data on an RFID tag that either Tenders it unusabie or faisely rgpresents
ahother identifier

3|10

Memory Bank

MB

designated name of a segmented memory structure (3.15)
N

3

|

bte 1 to entry: For this part of [SO 28560, the Memory Banks 00, 01, 10, and 11 are using binary notat{on.

11
etadata
type of data or information about data

Npte 1 to entry: In the context of this part of [SO 28560, metadata cafi e the Relative-OID (3.13) in relation tp the data,
tHe precursor in relation to the compacted and encoded bytes, orthe AFI (3.4) and DSFID (3.8) in relation tp the data.

3{12
opject identifier
value (distinguishable from all other such values), which is associated with an object

3|13

Relative-0ID

particular object identifier (3.12) that constitutes the remaining arcs (3.5) after the Root-0ID (3.14)
3|14

Rpot-0ID

particular object identifier (3:42) that constitutes the first, second, and subsequent common ards (3.5) of
afset of object identifiers fhence, the common root)

3|15

s¢gmented memory-structure
emory storagethat is separated into separate elements and requires multiple addressing eleents for
agcess

]

Npte 1 to entry: For this part of ISO 28560, this has the same meaning as partitioned memory.

3|16
tagdriver
implementation of the process to transfer data between the data protocol processor and the RFID tag

3.17

unique item identifier

Ull

encodable data that when combined with an object identifier prefix renders the combination unique
within the rules of the application domain

© ISO 2014 - All rights reserved 3
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4 Applicability and relationship with other systems

4.1 General

The use of the ISO/IEC 18000-63 air interface protocol brings with it a set of different standards which
can be deployed to support RFID in libraries. Three different device architectures are discussed below

from the

library application to the RFID tag. It should be noted that with the development in UHF RFID,

the LMS/ILS is not the only end point (or start point for encoding) in an RFID system. Therefore, under

the head

ing of “library application”, the following also needs to be considered:

— thel
— softy

— port
ona

— sort
— softy

— mob

brary management system/integrated library system;
vare linked to encoding devices used by book suppliers;

hble devices, with on-board processing, which exchange data (as necessary) withi the LMS/ILS
transaction or even batch mode basis;

hition systems that can operate somewhat autonomously from the LMS/ILS;
vare to support quality control devices;

le phones and other user-centric portable devices.

Some of t
The one

4.3 can be called the “traditional model” replicating structures uséd by libraries that have implemente
RFID using 13,56 MHz technology, while the one described.in*'4.4 can be considered a compromijs
between|the other two architectures. There is no requirement to adopt one of these architectures;
fact, sonle might be more suited to some type of device:(e.g. portable devices, RFID tunnel readers)

some ty
might de

4.2 In

Figure 1
between

he architectures described below offer different perspectivesion how to achieve interoperabilit
escribed in 4.2 offers more opportunities for using genericmodules, while the one described

n =S 0SS

e of operator (e.g. a book supplier comparedswith a circulation library). Some of the choic¢
pend on the interfaces supported by hardware devices and software components.

lependent standards-based components

shows an architecture where individual hardware and/or software modules communicate
different layers.

© ISO 2014 - All rights reserved
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Library
Application

1
E 28560-4
I
[

|

|

|
ISO/TS I
|

|
Software :
|

ISO/IEC
15962 Generic
Software

ISO/IEC 24791-5
device interface

Standard
Interrogator

+ ISO/IEC 18000-63
air interface protocol

I

Figure 1 — Architecture using all standard components
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Using the example of reading data from the tag (i.e. bottom up in the figure, the inverse applies for
encoding data).

a) ThelSO/IEC 18000-63 air interface protocol is used between the tag and the interrogator to transfer
encoded bits within commands and responses.

b) The

interrogator supports the device interface standard (ISO/IEC 24791-5) and communicates to

upper layers using this protocol, typically to a stand-alone ISO/IEC 15962 software implementation.

c) Inturn, after decoding the data on the tag, the ISO/IEC 15962 software simply communicates to an

1S0/

d) The
exar
libra
inter
the
softy
devi

e) The
the I

4.3 In

Figure 2
air intert

s fallaTalulala Wy, | e - 1 Ao s
1o 4000UT SUILWAT T IIITPICIITIILAUTUIL.

bbject identifiers and the de-compacted data, where these are encoded using standarid
SO/IEC 15962 compaction rules;

bbject identifiers and the still compacted data bytes for data elements defined as.applicatiop-
bpecific.

device, shown in dotted lines, is capable of processing some front-line function. A typicpl
ple is the self-check terminal, but could be any other device designed or configured for|a
ry application. The SO 28560-4 software module can be integrated ifi the device or can direct]y
face with it, based on the implementation and design requiremeénts. This software decod¢s
dditional application-specific data elements and passes on allithe data elements to speciffic
vare in the library device (e.g. circulation control terminals, sortation systems, portable
ces) for processing.

ibrary device processes the data elements in amanner relevantto library applications, including
MS/ILS using a communication protocol implemented by the library, such as SIP 2.0.

fegrated encoding/decoding software

llustrates anarchitecture thathas a more integrated software component but uses the standaid
ace protocol and the device interface protocol from the interrogator module.
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Library
Application

A

Data elements

ISO/TS
28560-4
Software with
ISO/IEC 15962
Rules

F------

i — — — i — ]

ISO/IEC 24791-5
device Iinterface

Standard
Interrogator

ISO/IEC 18000-63
+ airnterface protocol—

]

Figure 2 — Architecture with integrated data element software component

The software module that processes the data according to ISO/IEC 15962 rules is incorporated into
a software product that also deals with all the ISO/TS 28560-4 encoding rules. This means that the

© ISO 2014 - All rights reserved 7
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interface between the software and any device with which it is associated or embedded communicates
ISO 28560-1 data elements to library application modules.

4.4 Legacy-based architecture

Figure 3 shows an architecture that is not dissimilar to that, which is common for RFID systems based
on 13,56 MHz technology.

Library
Application

Data elements

:Device

|

1
. i
! ISO/TS I
| 28560-4 -
! Software with |,
] ISO/IEC 15962|;
| Rules -
. i
! I
! I
l I
: 1
. i

Integrated
Interrogator

ISO/IEC 18000-63
air interface protocol

.l

Figure 3 — Legacy-based architecture

Using the same example of reading data from the tag, as in 4.2, the ISO/IEC 18000-63 air interface
protocol communicates directly with an interrogator integrated directly into the front-line library
device. This either embeds, or makes calls to, a software module that supports all the requirements of
ISO/TS 28560-4 including the encoding rules of ISO/IEC 15962.

The advantage of this architecture is that it might be familiar to system vendors. The disadvantage is that
the application interface of the interrogator is probably based on some proprietary protocol. In turn, this
means that some aspects of the ISO/IEC 28560-4 software might also require a customised interface.
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5 Requirements

5.1 Data elements

The data elements shall be conformant with ISO 28560-1.

NOTE There is a degree of flexibility in using locally defined codes that enable enhancements and variations
to be implemented while still conforming with the basic set of data elements.

5 s ] RIIN H 334 £ ICO/NIRC 1000004 F, IILL
4] NI 4dil HITTT IdUT. 10U /1LG 10UUUT0J 1Ul Ull

L
I

5{2.1 General

The air interface for compliant RFID tags and interrogators is specified in ISO/tEC 18000-p3. RFID
tdgs have what is known as a segmented memory structure, where four diffepent memory bjanks are
syipported and separately addressable. The memory banks are using the following binary notation:

— 00 for password;

— 01 for the unique item identifier;

— 10 for tag identification, which can include serialization;
— 11 for additional user data, which in the case of [SO/TS28560-4, will include the optional flata.

Memory is organized in a 16-bit word for commands to read and write the data, but the actualfmemory
sfructure is left to the chip manufacturer to decide on‘ttow this is implemented.

There are different national and regional radio regulations for the use of RFID within the UHF frequency
spectrum. It is essential to comply with the following regulations:

—+ To meet with international requirements, RFID tags should be able to operate between 860 MHz
and 960 MHz, but shall comply with the national or regional requirements.

— RFID interrogators, or readers,shall operate at the nationally or regionally prescribed frequency
within the 860 MHz to 960 MHZ range.

5{2.2 Air interface conformance

The air interface conformance shall be tested in accordance with the procedures of ISO/IEC 18047-6.

9]}

2.3 Tag performance

Where therel are requirements to test tag performance, these shall be done in accordance with
40/1EC<18046-3.

et

5|24 Interrogator performance

Where there are requirements to test interrogator (reader) performance, these shall be done in
accordance with ISO/IEC 18046-2.

5.2.5 System performance

Where there are requirements to test system performance, these shall be done in accordance with
ISO/IEC 18046-1.

© ISO 2014 - All rights reserved 9
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5.3 RFID air interface: Other air interface protocols

Although the segmented memory structure is used for other air interface protocols, this part of
ISO 28560 currently provides no specific advice and guidelines on implementing with an air interface
protocol other than ISO/IEC 18000-63.

5.4 Data protocol

ISO/IEC 159611 specifies the appllcatlon commands that are used to define the communlcatlon
require 3 3 o R ore o o -

The progess rules of ISO/IEC 15962 shall be used to encode and decode data from the RFIDtag. In
particulgr, the following constraints shall apply:

— encdding in memory bank 00 is for passwords;

=

— encdding in memory bank 01 shall comply with the ISO/IEC 15962 rules for a Moniomorphic-U
Encqding in MB 01 is mandatory with the rules as defined in 6.2;

— encdding in memory bank 11 shall comply with the No-directory access-method, and be used fpr
encdding the optional data elements defined in ISO 28560-1;

— no alternative access method shall be supported until this part of ISO28560 is revised;
— no encoding is possible in memory bank 10.

Memory pank 11 is defined as optional in ISO/IEC 18000-63, and-therefore, not all RFID tags include thijis
memory [bank. Increasingly, MB 11 is incorporated in RFID _tag products, so should be used to suppoft
the encofling rules defined in this part of ISO 28560.

5.5 RHID interrogators (RFID readers)

RFID interrogators shall support all memory banks so that tags with three or four memory banks ard
different/sized memory are all interoperable:

In order|to achieve interoperability, RFID interrogators shall be based on open architecture RFI
standards defined by ISO/IEC JTC 1/S€.31. Particular standards are specified in this part of ISO 2856
This medns that any one of the mafiufacturer’s reading/writing equipment shall be able to read or wri
to any other manufacturer’s RFIDtags, and that any manufacturer’s RFID tags shall be able to be re3
and/or pfogrammed by any other manufacturer’s reader/writer.

Qo PO

6 Datph elements

6.1 General

The set df data elements that comprlses the data dictionary for this part of ISO 28560 is fully describgd
in ISO 28560-1 a > - ; I
element is mandatory, the primary item 1dent1f1er All others are opt10na1 but can be selected to meet
the requirements of individual libraries, and/or for particular items.

Table 1 shows the Relative-OID value, the format for input data, and advice about locking the data
element as an encoded data set on the RFID tag. A maximum length of 255 characters should apply to all
data elements that have a variable length display format.

10 © ISO 2014 - All rights reserved
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Table 1 — List of data elements

Name of the data

Na element Status Display format Lock
0 |Unique item identifier | Mandatory |One of six formats Should be
(UID) {Primary item identifier} locked
{Primary item identifier}.S
{Primary item identifier}.{set information}
{Owner institution}.{Primary item identifier}
{Owner institution}.{Primary item identifier}.S
{Owner institution}.{Primary item identifier}.{set
information}
L |Primary item identifier ex l\lIioctitl Variable length alphanumeric a I;Ii(c);ble
P Y |Character set = ISO/IEC 646 International Reference Bp
used (see Version (IRV)
UII N 0)
P | Content parameter Optional |Bit mapped code (see 6.4) Olptional
3b |Owner institution Optional |Variable length field (maximum-of 16 characters) Olptional
(ISIL) based on ISO 15511
1 |Set information Optional [{Total in set/part number} structure Ojptional
(maximum < 255)
b | Type of usage Optional |[Single octet (codedHlist) Olptional
b | Shelf location Optional |Variable length alphanumeric Olptional
Character'set'=[SO/IEC 646 IRV
/ |ONIX media format Optional |Two uppercase alphabetic characters Olptional
B | MARC media format Optional |Twolowercase alphabetic characters O|ptional
D | Supplier identifier Optional . |Variable length alphanumeric Olptional
Character set = ISO/IEC 646 IRV
10 |Order number Optional |Variable length alphanumeric Olptional
Character set = ISO/IEC 646 IRV
1J1b|ILL borrowing Optional |Variable length field (maximum of 16 characters) Nqt locked
institution (ISIL) based on ISO 15511
12 |ILL borrowing Optional |Variable length alphanumeric Nqt locked
transaction numbet Character set = ISO/IEC 646 IRV
13 | GS1 produgtiidentifier Optional |Fixed length 13 numeric digit field Olptional
14 | Alternative unique Reserved —
item identifier for future |—
use
151Local data A Optional |Variable length alphanumeric qptional
Characterset = IQ{'\I/IF‘F 64.6 ]DV’ or TQ(\I/”:'(1 QQ':QJ’ or
UTF-8
16 |Local data B Optional |Variable length alphanumeric Optional
Character set = ISO/IEC 646 IRV, or ISO/IEC 8859-1, or
UTF-8
17 |Title Optional |Variable length alphanumeric Optional

Character set = ISO/IEC 646 IRV, or ISO/IEC 8859-1, or
UTF-8

a

b

This column specifies the data element number (N) or the Relative-OID value, i.e. the number identifying the data
element, as defined in ISO 28560-1.

The ISIL, as used for Relative-OID values 3 and 11, is presented and displayed according to the characters defined in
[SO 15511.

© IS0 2014 - All rights reserved
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Table 1 (continued)

Na Name of the data Status Display format Lock
element
18 |Product identifier local | Optional |Variable length Alphanumeric Optional
Character set = ISO/IEC 646 IRV
19 |Media format (other) Optional |[Single octet (coded list) Optional
20 |Supply chain stage Optional |[Single octet (coded list) Optional
21 |Supyfier invoice num- Uptional _|variable length alphanumeric OUptional
ber Character set = ISO/IEC 646 IRV
22 | Altefnative item Optional |Variable length alphanumeric Optienal
identifier Character set = ISO/IEC 646 IRV
23 |Alternative owner Optional |Variable length alphanumeric Optional
instifution Character set = ISO/IEC 646 IRV
24 Substdiary of an owner | Optional |Variable length alphanumeric Optional
instifution Character set = ISO/IEC 646 IRV
25 |Alternative ILL Optional |Variable length alphanumeric Not locked
borrpwing institution Character set = ISO/IEC 646 IRV
26 |Locdll data C Optional |Variable length alphanumeric Optional
Character set = [SO/IEC 646 IRV, or ISO/IEC 8859-1, or
UTF-8
27 |Not dlefined Reserved |— —
for future
use
28 |Not dlefined Reserved |— —
for future
use
29 |Not dlefined Reserved |— —
for future
use
30 |Not dlefined Reserved |— —
for future
use
31 |Not dlefined Reserved |— —
forfuture
use
a  This ¢olumn specifies¢the "data element number (N) or the Relative-OID value, i.e. the number identifying the dafa
element, gs defined in ISO/28560-1.
b The I$IL, as used for Relative-OID values 3 and 11, is presented and displayed according to the characters defined in
ISO 15511
6.2 Unique item identifier (UII)

The unique item identifier (UIl) is a mandatory data element to be encoded in Memory Bank 01 of
an RFID tag with a segmented memory structure. The UII shall be encoded using the rules defined
in ISO/IEC 15962 for a Monomorphic-Ull, which declares the object identifier and encoding scheme
directly from the AFI.

NOTE The Relative-OID does not need to be encoded, nor is a DSFID or precursor required for MB 01.

Specifically, the encoding shall comply with the URN Code 40 encoding rules as defined in ISO/IEC 15962.
This enables this part of ISO 28560 to support three components (ISIL, primary item identifier, and set
information) resulting in six possible structures for the Ull, one of which shall be selected for encoding
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in a particular RFID tag. Because of the structure of the UlI, the options can be intermixed within a
system. The structures are described in the following subclauses.

NOTE Including the ISIL (if it exists for the library) in the UII can result in privacy issues because the tag is
more uniquely identifiable. Encoding the ISIL as optional data in MB 11 is of lesser concern. Excluding the ISIL
from the UIl might impact aspects of transactions for ILL items.

The URN Code 40 encoding rules require a ‘dot’ separator to be placed between the component parts of
the UII. To ensure that this is always the case, a ‘dot’ (also known as a ‘full stop’ or ‘period’, ISO/IEC 8859-
1 code point 2Eygx) shall not be part of either the primary item identifier or the ISIL for any of the

4 1 c AL | £.11 - 11
S{ructures aetrined 11 tIe T1OIIOWIIIZ SUDCIdUSES.

NPTE Although beyond the scope of this part of ISO 28560, characters other than the ‘dot’ needto|be used if
tHey currently appear in either the ISIL or the primary item identifier and are encoded in the Ull. This is because
tHe presence of a ‘dot’ in the wrong place will result in a corrupted decode.

The Ull should be locked to prevent various forms of digital vandalism and to ensu¥ré proof of oynership
by a particular library. The procedure for locking MB 01 is defined in Annex €,

MB 01 has a signal, encoded by air interface protocol rules, to indicate if eficeding is present in MB 11 for
the optional data elements (see 7.3.4).

The Relative-OID value ‘0’ is created by the RFID decoding process from the information register¢d for the
AFlassociated with the Monomorphic-UII. A library system may retain this Relative-OID as the data element
identifier, or map the constituent part(s) of the Ull to data elemetits as defined in the following subclauses.

=)

2.1 UII comprising of only the primary item identifier
The input format for this structure shall comprise asingle component:
{Primaryitem identifier}

The format of the primary item identifier is variable length, and the alphanumeric charactegs can be
any from ISO/IEC 646 International Reference Version (also known as US-ASCII). Although the gncoding
rjiles will support any length of prifnary item identifier, shorter codes will encode more efficiently,
re¢quiring less memory and enabling faster transactions across the air interface.

After decoding, the Relative-OQID may be retained as the value ‘0’ assigned by the RFID decoding process,
o mapped to Relative-OID 1.

[

2.2 UIIl comprisingowner institution + primary item identifier
The input format for this structure shall comprise two components with a ‘dot’ separator between them:
{Owner institution (ISIL)}.{Primary item identifier}

The input of the ISIL for the owner institution to the encoding process and the output from the flecoding
rocess shall be as defined in 6.5, including the hyphens. Because it always precedes the ‘dot’ separator if

ncoded in the Ul it is distinguishable from the primary item identifier, which is the second component.

The input of the primary item identifier is defined in 6.2.1.

@ T

After decoding, the Relative-OID may be
— retained as the value ‘0’ assigned by the RFID decoding process, retaining the ‘dot’ separator, or

— mapped to Relative-OID ‘3’ for the owner institution and Relative-OID ‘1’ for the primary item
identifier. In this case, the ‘dot’ separator is discarded.
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6.2.3 Encoding set information

Because ISO/IEC 18000-63 requires different commands to read the different memory banks, there
are advantages in providing an optional structure in the UII to signal that the item is part of a set. This
can save on the need to have an additional read of MB 11. This subclass recognizes that libraries use
different approaches to define the primary item identifier when the item is part of a set.

6.2.3.1

Set indicator when the primary item identifier is unique between all items in the set

t format for this structure shall append an additional component, preceded by a ‘dot’ separat

r

The inpu
followin

The fina
procedul
set infor

6.2.3.2

If the pr
not be a
structur

r the structures defined in 6.2.1 and 6.2.2:
{Primary item identifier}.S
{Owner institution (ISIL)}{Primary item identifier}.S

character ‘S’ is just an indicator, and may be used in the application to invoke secondat
es to identify other information. This can be in MB 11 for the encoding of the data element f
mation (see 6.6).

Set indicator when the primary item identifier is not unique between all items in the s¢

mary item identifier is an all-numeric code of 2, 4, or 6 digits‘long, then, this subclause shd
pplied, because it will be impossible for the decoding software to distinguish between t}
ps. [fit is necessary to declare that an item is part of a sets.thén the rules of 6.2.3.1 shall be use

The inpult format for this structure shall append an additionaleomponent, preceded by a ‘dot’ separat

followin

The seti

NOTE 1
common

NOTE 2

6.24 U

The six s

r the structures defined in 6.2.1 and 6.2.2:
{Primary item identifier}:{set information}
{Owner institution (ISIL)}.{Primary item identifier}.{set information}
hformation is constructed exactly as'defined in 6.6.

This option makes the UlIl uniquey.but still preserves the integrity of the primary item identifier ag
fode for the interfaces to the LMS/ILS.

All the rules that are defined in ISO 28560-1 for sets might not be applicable to this solution.

jnambiguous Ull striucture

ISIL as t

tructures of the Ul as listed below, can all be unambiguously decoded. Those that include t}
e first compeénent have a structure that is defined in ISO 15511, so that one to four alphabet]

charactefs preceded ‘hyphen’ character. Those with the ISIL component cannot have a single componen
Those thpt have:a:set indicator (irrespective of option) as the final component have this as a very sho
string. This ean never be longer than six characters and is always preceded by the primary item identifie

y
br

ot

S

r

a

e
iC

o

rt

]

: s SR DNSRT LI
— {Prllual yreemaenciretys

— {Primary item identifier}.S

— {Primary item identifier}.{set information}

— {Owner institution (ISIL)}.{Primary item identifier}

— {Owner institution (ISIL)}.{Primary item identifier}.S

— {Owner institution (ISIL)}.{Primary item identifier}.{set information}

14
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6.3 Primary item identifier

This data element as defined in ISO 28560-1 shall only be used in this part of ISO 28560 as part of the
UII (see 6.2).

6.4 Content parameter

The content parameter is an optional data element that shall only be encoded in Memory Bank 11. If
encoded, it should be encoded immediately after the DSFID (see 7.1.6). If the content parameter is to
remainunlocked and the tag supports selective ]nr‘kmo the blocklock size of the tags hpmo used by the
liprary need to be taken 1nt0 account An unlocked content parameter, preceded by a locked DS$FID, and
fdllowed immediately by other locked data elements could consume a significant portion-ef'memory in
aftag with a small total memory capacity and a relatively large block size.

The content parameter is used to declare the Relative-OID values that are encoded on the RFID tag,
ahd for the purposes of this part of ISO 28560, it is used as an OID index. A ‘rule-of thumb’ has evolved
w{ith reading data from Memory Bank 11 using the inherent ISO/IEC 15962)éncoding schemjes when
applied to an ISO/IEC 18000-63 RFID tag. That is, if the encoded data is up,t6-256 bits or 16 wor(s, an air
irfterface command set to read 16 words is probably faster than invoking successive reads. If tHis rule is
applied, and if the encoded data requires no more than 16 words, this means that the OID index might
bg¢ redundant. If it is difficult to determine the memory required for-the encoding of a particullar set of
dpta elements, then another metric is the number of data elementsbeing encoded. The OID ind¢x should
bg used if more than five additional data elements are encodeddin Memory Bank 11. However, ifithe Title
id one of the data elements, then that number needs to hejxgduced, especially if the full titlg is being
ehcoded. When creating the OID index, consideration sheuld be given to the highest value Reldtive-OID
likely to be encoded and the OID index constructed with sufficient capacity to support this Relafive-OID.

Iflused, it indicates the presence or absence of a particular data element. If the desired data element is
encoded on the tag, then additional reading is required; whereas if the OID index indicates thalt it is not
h the tag, the wasted transaction time can bg’eliminated.

o

The index itself consists of a bit sequence, where each bit position is associated with a pprticular
RElative-OID. If the bit position is set “1*;then the Relative-OID and associated data object is enfoded on
the RFID tag. As Relative-OID 1 isymandatory and Relative-OID 2 is this particular data element, the bit
nlap begins at Relative-OID 3. An example is shown in Figure 4.

Relative-0ID J14 (5|6 |7 |89 (|10]11

Bit1=encoded |1 |0 (0|0 |0 |1 |0O]JO|1|O(O0]O|O[O]|0O]O

Fadded bits to indicate not encoded or not applicable
Rounded to 8-hit boundaries

Figure 4 — Example of OID index bit map

In the example in Figure 4, the OID index indicates that Relative-OID values 3, 8, and 11 are encoded.
Irrespective of whether the data dictionary includes other Relative-OID values, the bit map can be
truncated at the highest value Relative-OID intended to be encoded either initially or with subsequent
encoding. It is also necessary to round up the bit map to 8-bit boundaries for encoding on the RFID tag.

This data element provides no information about the sequence of the encoded data elements nor their
size. In the example in Figure 4, the encoding sequence could be Relative-OID value 8, followed by 11,
followed by 3.

© IS0 2014 - All rights reserved 15


https://standardsiso.com/api/?name=f1cf651cb34f178346b61b41e5d07074

ISO/TS 28560-4:2014(E)

The OID index should only be locked if the information on the RFID tag is certain to remain unchanged.

6.5 Owner institution (ISIL)

The owner institution data element represents the ISIL code as specified in ISO 15511. For this part
of ISO 28560, the ISIL code is introduced into the RFID encoding process in a structure defined in
accordance with the rules of ISO 15511. This means that the hyphen (present in every ISIL after the ISIL
prefix) is presented in the application commands.

: defined in ISO 28560-1 as optional, and for this part o 0 28560, there 3
options for a library to consider for processing the owner institution data element, as follows:

— It cap be encoded as part of the UIl in Memory Bank 01 as defined in 6.2.1.
— It cah be excluded from the Ull and encoded in Memory Bank 11.

— It cah be excluded from the encoding.

6.6 Setinformation

The datalelement for set information is optional, and for this part of ISO 28560, there are three options
for a librpry to consider for processing the owner institution data elemert, as follows:

— It cah be encoded as part of the UIl in Memory Bank 01 as definediin 6.2.3.
— It cap be excluded from the Ull and encoded in Memory Bank 11.

— It cah be excluded from the encoding.

The set ipformation is presented in two components:

— the total number of parts;

— followed by the ordinal part number, with.a maximum of 255 parts.

ISO 28560-1 defines various examples (of;'encoding, particularly where not all the parts of the s¢t
carry an|RFID tag.

If the totp]l number of parts is nin€.or less, then the user data is presented as a two-digit code to reduge
the encoding requirement. If the-total number of parts is between 10 and 99, then the user data fis
presented as a four-digit code, with the lowest ordinal values shown as 00 to 09. If the total number pf
parts is between 100 and-255, then the user data is presented as a six-digit code. If the ordinal value fis
less than| 100, it is prefixed’by leading zeros to create a three-digit number.

6.7 Type of usage

The data| element for type of usage is optional. If used, it shall only be encoded in Memory Bank 11. The
encoding rides defined for ISO 28560-2 shall apply and are repeated below.

The type of usage data element is defined in ISO 28560-1, together with the supporting coded list of
values for this data element. The code in ISO 28560-1 is presented as an alphanumeric code, but is
actually a single byte hexadecimal code and is encoded in this manner.

6.8 Shelflocation

The data element for shelf location is optional. If used, it shall only be encoded in Memory Bank 11. The
encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The shelflocation is a variable length field that is used to identify the location code of a shelving system
of the owning institution.
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6.9 ONIX media format

The data element for ONIX media format is optional. If used, it shall only be encoded in Memory Bank 11.
The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The ONIX media format data element represents an ONIX media descriptor of two uppercase alphabetic
characters. A reference source for the code list is provided in ISO 28560-1.

6.10 MARC media format

The data element for MARC media format is optional. If used, it shall only be encoded in Mem¢ry Bank
11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The MARC media format data element represents a MARC category of material desCriptor of two
ldwercase alphabetic characters. A reference source for the code list is provided indSO 28560-[.

11 Supplier identifier

6

The data element for supplier identifier is optional. If used, it shall only be.encoded in Memory(Bank 11.
The encoding rules defined for ISO 28560-2 shall apply and are repeated below.
T
n

he supplier identifier is a variable length field that may be used*for a locally designated identification
imber relating to the supplier of the library material. It may/beleft permanently written to the tag or
itfmay be used only temporarily during an acquisitions progess.

6/12 Order number

The data element for order number is optional. Ifused, it shall only be encoded in Memory Bank 11. The
encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The order number is a variable length field: that may be used for a locally designated order) number
nleaningful to the library and to the supplier of the library material. It may be left permanently written
tq the tag or it may be used only temporarily during an acquisitions process.

13 ILL borrowing institute

6

The data element for ILL-Borrowing institute is optional. If used, it shall only be encoded in|Memory
Bpnk 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

T

he ILL borrowing institution is represented by the ISIL code in accordance with ISO 15511. [The data
if presented according to the rules defined in 6.5 (for the owner institution). This data element shall
npt be locked:

6|14 ILLtransaction number

The data element for ILL transaction number is optional. If used, it shall only be encoded in|Memory
B'\v\‘r 1 Thao ads Jdaoc dafinad oo I(‘ﬁ 200N 2D chall o]y and ranaata

o dhala
Orris r 1. I I1C \,11\,\1\41116 FareSs- et atofr o ZOJ0OU - STrarr ul.ll.ll_y aieafret cpTatct BEeToWs

The ILL transaction number is assigned by the lending institute to identify an inter-library loan
transaction. The structure of the number is locally defined. The data element shall not be locked.

6.15 GS1 product identifier

The data element for GS1 product identifier is optional. If used, it shall only be encoded in Memory Bank
11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

The GS1 product identifier data element is used to encode the GTIN-13 code, commonly seen on retail
products in a bar code format on books and other media products. A more detailed definition is provided
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in ISO 28560-1. The GTIN-13 code is always presented as a 13-digit code (i.e. with leading zeros, if
necessary) for input into the ISO/IEC 15962 encoding process.

NOTE1 Since January 2007, the ISBN has formally changed from being a 10-digit code (sometimes with an X
check character) into a 13-digit code, as represented in the GTIN-13 code.

NOTE 2  The GTIN-13 code is more popularly understood in the United States as the UPC code, and in other
parts of the world as the EAN-13 code.

NOTE 3  In the future, products, including books, can be supplied with what is known in the GS1 system as the
SGTIN, which will he encoded in MB 01. This should he overwritten with the Ull as defined in 6.2

6.16 Alternative unique item identifier

This datp element shall not be used in this part of ISO 28560. It is reserved for possibly encoding In
different{tag architectures.

6.17 Local data

The datd element for local data is optional. If used, it shall only be encoded-in, Memory Bank 11. The
encoding rules defined for ISO 28560-2 shall apply and are repeated below:

The loca] data elements (A, B, and C) are each variable length fields, that may be used for any locally
defined purpose and as such there is no external application of this.ddta object. Table 2 the parametefs
for the Idcal data elements.

Table 2 — Local data elementparameters

Rela-
Datalelement tive-OID Category Format Lock

Variable length alphanumeric field
Locdl data A 15 Optional Character set = ISO/IEC 646 IRV, or ISO/ Optional
IEC 8859-1, or UTF-8

Variable length alphanumeric field
Locdl data B 16 Optional Character set = [SO/IEC 646 IRV, or ISO/ Optional
IEC 8859-1, or UTF-8

Variable length alphanumeric field

Locgl data C 26 Optional | Character set = ISO/IEC 646 IRV, or SO/ Optional
IEC 8859-1, or UTF-8

6.18 Title

The data|elementfor title is optional. If used, it shall only be encoded in Memory Bank 11. The encoding
rules deffined for-ISO 28560-2 shall apply and are repeated below.

The title|dafa element is a variable length field used to identify the title or name of the item. The format
may be UTF-8 to allow for titles to be encoded in a language other than those based on the extended
Latin alphabet. The following pieces of advice are intended to assist with encoding efficiency.

— If possible, a title should be defined using the ISO/IEC 646 IRV (US ASCII) character set. It is also
recommended that all uppercase characters be used as this encodes more efficiently.

— Ifitis not possible to use the ISO/IEC 646 IRV (US ASCII) character set, then consideration should be
given to using ISO/IEC 8859-1, which is the default encoding set for ISO/IEC 15962.

— UTF-8should only be declared for titles that cannot be defined using the ISO/IEC 8859-1 character set.
— For all defined titles, in situations where tag memory is small, a locally defined and administered

limit may be placed on the length of this field. The length should be the shortest that is practical to
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satisfactorily identify the item from a small set of items (e.g. one item from six as a library borrower

exits the security gates and triggers an alarm due to a processing error).

The parameters for the item title data element are defined in Table 3.

Table 3 — Title data element parameters

Data element Relative-OID Category Format

Lock

Variable length alphanumeric field

tional

Title 17 npfir\hal Characterset — IC(\I/TF‘{“ 64.6 ID\I, or a)

ISO/IEC 8859-1, or UTF-8

19 Product identifier (local)

he data element for product identifier (local) is optional. If used, it shall only besencoded in
hnk 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

br items that do not have a GTIN-13 code, or where one cannot be constructed independel
bssible with the ISBN, the product identifier (local) data element may bé used. This enables inf
stems linked to specific local code structures to be supported by the.RFID system.

LT T (=)

20 Media format (other)

he data element for media format (other) is optional. If uSed; it shall only be encoded in Mem
. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

he media format (other) data element represents aity media descriptor other than ONIX or M
hly used if either of the two more standard codes is not supported locally.

e = -

21 Supply chain stage

6

The data element for supply chain stage.is optional. If used, it shall only be encoded in Memory
The encoding rules defined for ISO 28560-2 shall apply and are repeated below.
T
\

he supply chain stage is a single octet that is used to identify the current stage of the supply
hich the RFID tag resides,The code list is provided in ISO 28560-1.

22 Supplier invoice number

6

The data elementfor supplier invoice number is optional. If used, it shall only be encoded in
Bpnk 11. The eneoding rules defined for ISO 28560-2 shall apply and are repeated below.
T
n
W

he supplierinvoice number is a variable length field that may be used for a locally designate

rittenyto the tag or it may be used only temporarily during an acquisitions process.

Memory

ntly as is
rmation

bry Bank

ARC. It is

Bank 11.

chain in

Memory

d invoice

imberseaningful to the library and to the supplier of the library material. It may be left permanently

6.23 Alternative item number

The data element for alternative item number is optional. If used, it shall only be encoded in
Bank 11. The encoding rules defined for ISO 28560-2 shall apply and are repeated below.

Memory

The alternative item identifier is a variable length field that may be used for a locally designated optional

identifier. The ID may be temporary and have only local meaning as during an acquisitions pro
may contain other identifiers as deemed necessary.
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6.24 Alternative owner institution

The data element for alternative item number is optional. If used, it shall only be encoded in Memory
Bank 11, and shall not be used as part of the UII (see 6.2). This means that libraries that do not have an
assigned ISIL shall only encode the primary item identifier as the UIl. The encoding rules defined for
ISO 28560-2 shall apply and are repeated below, with some advice about future migration.

The alternative owner institution is used, for example, where a library identifier scheme pre-dates the
ISIL. This element is optional where items are not included in an ILL scheme but required when items
are issued on ILL. While it may be deemed necessary to lock this data element, this is left as a local
library decision. Some libraries may choose to leave the data element unlocked so that it can be deleted|if
necessarjy as a result of library mergers or transfer of collections, or a future migration to the ISIL'eg
Another joption is to lock the data element and treat the data element as redundant (and therefore not
processeld) when an ISIL is assigned.

6.25 Subsidiary of an owner library

The datd element for subsidiary of an owner library is optional. If used, it shall-only be encoded |n
Memory|[Bank 11. The encoding rules defined for ISO 28560-2 shall apply and aterepeated below.

The subdidiary of an owner institution data element is used to refine the idéntity to a level lower thgn
the ISIL.|As such it is an internal code defined locally.

6.26 Alternative ILL borrowing institution

The datalelement for alternative ILL borrowing institution is gptional. If used, it shall only be encoded |n
Memory|[Bank 11. The encoding rules defined for ISO 28560=2 shall apply and are repeated below.

The altefnative ILL borrowing institution is a variable length field that may be used for a locally
designatpd optional identifier, where an ISIL cannot be used. This data element shall not be locked.

6.27 Other reserved data elements

Data elements with the Relative-OID values‘27 to 31 are reserved.

7 Datp encoding

7.1 Da3ta protocol overview

The datd shall be writfen'to, and read from, the RFID tag using facilities functionally equivalent to
the commands and_responses defined in ISO/IEC 15961-1, though transfer encoding is not requiref.
This allgws libraries complete flexibility in selecting from the present set of optional data elements
as defindd in thisspart of ISO 28560, and for supporting new data elements, should these be added atja
future date,/This flexibility can be implemented for different loan items, and changed over a period pf
time, depgefiding on the requirements of the library system.

The encoded byte stream on the RFID tag shall be encoded in accordance with the rules of ISO/IEC 15962.
These rules are implemented automatically through a system that has both ISO/IEC 15961-1 and
ISO/IEC 15962 as part of the complete data protocol.

NOTE The adoption of this data protocol, together with other standards specified by ISO/IEC JTC 1/SC 31
will allow libraries to migrate more easily if any developments in RFID technology were considered suitable
for the library community. This is because the data protocol has been designed to be independent of RFID air
interface protocols and tag architectures. As new RFID technology has been standardized, the core components
of ISO/IEC 15961 and ISO/IEC 15962 remain constant. New features are supported by interface mechanisms
(known as tag drivers) being specified in ISO/IEC 15962 and any new features being supported more generically
in the commands of ISO/IEC 15961-1 and the processes defined in ISO/IEC 15962. Different system architectures
are described in Clause 4.
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7.1.1 Data constructs

ISO/IEC 15961-2 requires that a set of RFID data constructs be registered for applications that use
the data protocol. The four RFID data constructs are described in 7.1.2 to 7.1.6, together with their
particular code values that have been assigned by the ISO/IEC 15961 registration authority for use for
RFID for libraries.

7.1.2 AFI

The AFI is a single byte code used as a tag selection mechanism across the air interface to minimize the
extent of communication transaction time with tags that do not carry the relevant AFI code.

The AFI value C2Hgx has been assigned under the registration of ISO/IEC 15961-2 explicitly fqr library
upe. This distinguishes library loan items from all other items using RFID in item management|systems.
This avoids the risk of an RFID reader in another domain reading the RFID taglon a loan jtem and
confusing the encoded content with data for its own application. It also enables adibrary systen to reject
items that carry a different AFI code, possibly from another domain visited by aclient.

The AFlis encoded in MB 01 (see 7.3.5.1). For this part of ISO 28560, the AFldeclares that the JII that is
also encoded in MB 01 is a Monomorphic-UIl. Therefore, MB 01 does notyrequire a DSFID to be pncoded.

Nf other value of AFI shall be used in MB 01. This is to ensure that the rules registered for|the data
constructs according to ISO/IEC 15961-2 are consistently applied.

NPTE This means that one of the security procedures defined for other parts of ISO 28560 [based on
I§0/IEC 18000-3 Mode 1 tags, permitting switching betweentwoe AFI values, cannot be applied.

711.3 Data format

The data formatis used as a mechanism to enable'object identifiers to be encoded in a truncated or short
fdrm. The data format value 6 (xxx001103) has been assigned under the registration of ISO/IEC 15961-
2|explicitly for library use. The data format is part of a single byte value defined as the D$FID and
defined in 7.1.6.

For this part of ISO 28560, the DSFID, and therefore the data format, are only encoded in MB 1].

1.4 Object identifier forlibrary applications

7

The object identifier structure used in the RFID data protocol ensures that each data element {s unique
npt only within a domain such as a library system for all parts of ISO 28560, but between all fomains.
The object identifiermay be split into two component parts. The Relative-0ID, as defined in Tablle 1, only
d|stinguishes bétween data elements within a particular domain, whereas by prefixing this with a Root-
O[D the data.element becomes unique within all object identifiers. The common Root-OID that jhas been
assigned under the registration of ISO/IEC 15961-2 explicitly for library use is:

1.0:15961.6

Farall ohjectidentifiers specifiedin thispart of ISO 28560 only the Relative-QID willneed to helencoded.

There is one exception, the UIl encoded in MB 01 has an implicit Relative-OID = 0, which is not encoded.
This is because the Ull is based on the ISO/IEC 15962 Monomorphic-UII rules.

Software designed specifically for the library community will probably require only the Relative-OID to
be provided in commands.

If alibrary system uses generic ISO/IEC 15962 encoding and decoding software, the full object identifier
might be required in commands and responses. In such cases, the Root-OID will need to be prefixed to
the Relative-OID value to create the object identifier. The RFID tag encoding is still efficient, because
the data format truncates the Root-OID during the encoding process and reconstructs it in the decode
process. Even under this more generic process, only the Relative-OID is actually encoded on the RFID tag
to distinguish between data elements.
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7.1.5 Object identifier for the UII and its interpretation

The Relative-OID for the UIl has an implicit value of ‘0’ for any of the formats to comply with the
registered AFI and Monomorphic-UIl. Two options may be used during the decode process, as set out in
more detail in 6.2. However, for the encode procedure, any Relative-OID assigned to a component part
of the UII shall be ignored.

7.1.6 DSFID

The DSFID shall be encoded in the first byte of MB 11. It has two components relevant to this part of
ISO 28540, as follows:

— the data format, as defined in 7.1.3, which is represented in the last five bits of the DSFID;

— the dccess method, which is represented in the first two bits of the DSFID, and which determines how
datalis structured in MB 11 on the RFID tag; the access method that is currently defineddor this part pf
ISO 28560 is 00 = No-Directory, where the encoded bytes are concatenated in a contiftious byte stream.

Other acgess methods have been included in the second edition of ISO/IEC 15962¢This part of ISO 28540
shall not|support any additional access method without a formal amendment,Stich an amendment shdll
include g migration path for the introduction and support of a new access method.

Locking the DSFID results in both the access method and data format being permanently set for the RFID
tag. Any fecision to lock or unlock the DSFID needs to take into consideration advice provided in 7.3.1p.

7.2 ISQ/IEC 15961-1 commands and responses

ISO/IEC [15961-1 specifies commands and their responsesdrom the application to the ISO/IEC 15942
rules anfl interrogator. These commands cover the writing, reading, and modifying of data. These
commanfs and their responses are designed to operateat a higher level than the air interface commands
and resppnses, which only deal with bytes and blocks:

The application commands enable an object identifier and associated object (data) to be defined |n
a way umderstood by an application. Additionial command arguments support features to enable the
applicatipn to instruct the encoder to compact the data, to lock the data, and to avoid encoding duplicate
data. A ljst of ISO/IEC 15961-1 commands that are relevant for the ISO/IEC 18000-63 RFID tags are
definedair Annex B.

All the drguments in the command are essential to achieve compliant encoding (e.g. instructions o
lock a specific data set or to-determine the sequence of data elements). ISO/IEC 15961-1 no longer
requires|a detailed interface” mechanism with ISO/IEC 15962, as incorporated in the first edition pf
these Infernational Stdnidards. This means that the explicit ASN.1 transfer encoding rules into the
ISO/IEC [15962 encoder are no longer required to claim compliance. Systems providers now have|a
simpler and more-flexible manner to implement the encoding on the RFID tag, but are still required to
encode Hased on-the relevant command arguments. The conformance requirements (see Clause 5) are
in line with this-approach.

7.3 ISO/IEC 15962 encoding rules for this part of ISO 28560

7.3.1 General

The memory of an ISO/IEC 18000-63 tag is divided into four memory banks as defined in 5.2.1. Three of
the memory banks can be encoded, whereas MB 10 is written to by the manufacturer of the integrated
circuit and thereafter is read-only.

Memory is organized in 16-bit words, and a word is the minimum unit that can be written to the tag or read
from the tag. Commands are addressed in word number starting at Ogygx. However, some of the structures
of memory are defined as bit locations with the first bit in each memory bank identified as 00Oqgx.
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There are no standard air interface commands to determine which words are locked; ISO/IEC 18000-63
simply states “A Tag’s lock bits cannot be read directly; they can be inferred by attempting to perform
other memory operations.”

Figure 5 illustrates the basic architecture of the data protocol. The components of ISO/IEC 15962 are
discussed below.
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Figure 5 — ISO RFID data protocol architecture

The logical memory (see Figure 5) is the software equivalent of the structure of the memory on the
RFID tag itself. RFID tags that are compliant with the specified air interface protocol will have different

24 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=f1cf651cb34f178346b61b41e5d07074

ISO/TS 28560-4:2014(E)

architectures. Although the logical memory should apply to all memory banks of an ISO/IEC 18000-
63 RFID tag, it is most relevant to MB 11 for this part of ISO 28560 because of the variants in tag and
interrogator products.

The following clauses identify the structure and rules as applicable for this part of ISO 28560.

7.3.2 Structure of MB 00

This memory bank is used to store passwords. The 32-bit Kill password is stored at locations 00ygx to
1FyEx. The un-programmed value of this password is a 32-bit zero string. An interrogator can use the
Kijll password to kill a tag and render it unresponsive thereafter.

The 32-bit Access password is encoded at location 20ggx to 3Fygx. The default un-programnied value
id a 32-bit zero string. A tag with a non-zero Access password requires the interrogator to igsue this
password before subsequent processing with the tag memory.

Ehch password may be locked, but as shown in 7.3.1, this is not straightforward-+to determine.
7|3.3 Encoding and use of MB 00

713.3.1 Kill password

et
Lo

0/IEC 18000-63 specifies two states for the Kill password:& zero value and a non-zero value. A zero
hlue still enables this password to be set, so if a library leagies the password set to the zero state and is
hlocked, it leaves itself at some risk to a two-stage attack: In the first stage, a non-zero Kill gassword
in be entered into the “empty area”, and then in the sec¢ond stage, this password can be used fo kill the
dg and render it unreadable.

o c <

-t

Tp protect libraries against tags being destroyed, various options are discussed in 9.2.

Because the Kill password is not required fer normal processing, loan items that have the Kill password
encoded can be used for inter-library ledn purposes without any adverse implications. The dnly time
that the Kill password needs to be inyoked is at the end of the useful life of the library loan itgm, when
dpta on the tag should be renderedinreadable.

3.3.2 Access password

7

Although not all ISO/IEC\18000-63 tags support an Access password in terms of providing ajmemory
area for this and suppornt for commands, for the highest level of security tags with this featuge should
be used. If an Access password is supported, then it can be used to restrict unauthorized writihg of any
data from the RFID.tag.

T

b protect libraries against unauthorized modification of data on tags, various options are discusded in 9.2.

713.4, <Structure of MB 01

This“memory bank contains the UIl and associated syntax. The first word at memory addresd location
00yEx to OFygx contains a stored CRC-16. This is automatically generated when the tag is processed and
the rules for that are beyond the scope of this part of ISO 28560. The second word contains a protocol
control word at memory locations 10xgx to 1Fygx as shown in Table 4.
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Table 4 — Structure of protocol control word

Protocol control word bits 0x10 to 0x1F

10 | 11 | 12 | 13 | 14 15 16 17 18 | 19 | 1A | 1B | 1C | 1D | 1E | 1F
0/1 0/1 0/1

Length indicator l=user | 1=xpc | 1=ISO ISO Application Family Identifier (AFI)
TITETIOTY | EXIStS
encoded

Length indicator l=user | 1=xpc | 0=GS1 GS1/EPC attribute bits
memory | exists
encoded

The strufture is significant and relevant to this part of ISO 28560 as follows:

— AUI] length field is encoded in memory locations 10yEgx to 14ygx. The value of the length field shou
be cqlculated automatically as defined in ISO/IEC 18000-63.

— A uspr memory indicator (UMI) is held in location 154gx. This has the-value ‘1’ set automatical
as de¢fined in ISO/IEC 18000-63, if there is any encoding in MB 11. During a reading procedure, t}
valug of the UMI bit is used to determine if optional data is encoded in MB 11.

— An ¢xtended protocol control indicator is stored in locatioh 16ygx. The function of this bit |
beydnd the scope of this part of ISO 28560 but, if used in a-future revision, it would be calculatg
autZEatically as defined in ISO/IEC 18000-63.

— An

subdivided as follows:

— Bitlocation 17ygx shall be encoded with'the value ‘1.

— Bitlocations 18ygx to 1Fyggx shall eicode the AFI.

— The gncoding of the Unique Item Identifier starts at bitlocation 20ggx. Encoding and decoding neec
to bg invoked for complete 16-bitwords. The value of Ul length field (in memory locations 10ygx 1

14yHx) is generated automatically as defined in ISO/IEC 18000-63.

7.3.5 HBncoding in MB 01

MB 01 encodes the AF{ and the UIl. The encoding rules for these two components are defined in t}
following subclausestAlthough shown separately, the encoding should be implemented in one action.

bering system identifier (NSI) is encoded in memory location 17ygx to 1Fggx. This is in tuf

y
le

n

Is

1

7.3.5.1 | Encoding the AFI
The AFI|is“encoded as part of the protocol control word in bit locations 18ygx to 1Fygx. It shall be
preceded by a Timtocation 7HEX 0 enabie tags encoded to 1SU Tules to be distnguished from those
encoded to GS1 EPC rules. The encoding is shown in Table 5.

Table 5 — Encoding the AFI in MB 01
Bit position 10 | 11 | 12 | 13 | 14 | 15| 16 | 17 | 18 | 19 | 1A | 1B | 1C | 1D | 1E | 1F
Bit value 0 0 0 0 0 0 0 1 1 1 0 0 0 0 1 0

In the absence of any more specific procedures for a creating air interface commands, the 16-bit string,

as defined in Table 5, shall be used to construct the encoding of MB 01 bit positions 10ggx to 1Fygx.

26
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7.3.5.2 Encoding the UII

The Monomorphic-UII shall be encoded using the URN Code 40 encoding rules as defined in Annex D.
The AFI declares the encoding scheme. In turn, this means that a DSFID does not need to be encoded in
MB 01. Neither does the data need to be encoded using the data set structure (as defined in 7.3.11). The
URN Code 40 encoding rules support variable length input without requiring a length to be encoded.

Any of the structures described in 6.2.4 may be encoded using these basic steps.

a) Because a Monomorphic-UlI is used, replace the name within { } with the relevant value of the
dataetement:

b} Ifthere is a ‘dot’ character within the ISIL or the primary item identifier, then the encoding cannot
proceed as an error has occurred, as identified in 6.2.

c] Remove the { } characters which were previously included to help with the illustrations.
d) Retain the ‘dot’ separators between the component parts.

e] Submit the resultant character string to the URN Code 40 encoder{The encoder takes as input a
3-character string and coverts it to a 16-bit string. The processsyrepeated until the enfoding is
completed. There are minor exceptions discussed below and in more detail in Annex D.

—3

he resultant byte string is encoded from bit location 20ygx. Because URN Code 40 encoding s always
oyer 16-bit units, it is already aligned with the 16-bit word betindary of MB 01.

33|

KAMPLE Basic structure: {Owner institution (ISIL)}.{Primary item identifier}.{set information}

Step 1: {CH-000134-1}.{12345678}.{31}, indicating that the item is part of a set of three itgms all of
which carry an RFID tag.

Steps 2 and 3: CH-000134-1.12345678.31
This 23-character string results in ari_encoding of 128 bits, or 8 words.

The URN Code 40 basic character setsupports all the permitted characters in the ISIL except the solidus
(qr forward slash) /. If this is reqtiived as part of the ISIL, then the encoding of the preceding chiaracters
shall be completed using pad eharacters as necessary to align to a 16-bit boundary. The solidufs has the
cdde point 2Fygx in the default character set. It is encoded as the double byte value FC2Fygk in URN
Cpde 40. The encoding reverts to the basic character set.
A

similar rule applies.ifthe primary item identifier requires a character from the permitted d¢haracter
s¢t of ISO/IEC 64 6lnternational Reference Version (IRV), but is not supported by the URN Codd 40 basic
character set. Thé Tead byte of FCHgx acts as a shift key to encode the character. Just like a shiift key, it
réturns to the\basic character set immediately after the character is encoded.

N

3.5.3_<Rules for writing and locking MB 01

MB:0il does not support any form of selective locking, but the entire memory bank may be lock¢d. There
are no commands to determine if MB U1 15 Iocked (S€€ Z.3-1J.

The procedure tolock MB 01 does require some precision in the sequence of commands to encode data on
the tag. For example, the encoding in MB 11 needs to be started so that the UMI bit can be set automatically.
Only after all of the relevant encoding has been done should any attempt be made to lock MB 01.

The structure of MB 01 and the locking functionality has some implications for this part of ISO 28560.

— Ifthe AFlis encoded prior to the encoding of the UIl, MB 01 shall not be locked at this stage to avoid
the tag being rendered useless.

— If any of the optional data elements are to be encoded in MB 11, at least the DSFID shall first be
encoded to ensure that the user memory indicator (UMI) in location 154gx is correctly set.
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— Ifno encoding of optional data elements is ever expected, then the encoding of all the data in MB 01
is completed and locked as defined in Annex C.

— As the Ull is locked, then the procedure of toggling the AFI between two values for processing
at the security gates cannot be invoked. The risks of corrupting the UII should be a paramount
consideration.

NOTE There are other options for implementing a security procedure at the exit of a library. These are
discussed in 9.2.

7.3.6 elative-OID for the UII

As shown in Table 1, the Ull has a Relative-OID value = 0. Depending on the encoding systems used, thjis
may not pe required because the structure string of constituent parts will be input. This Relative-OID
could bemore significant for decoding systems, particularly those that make use of more generic devige
architecfure as shown in Figure 1.

7.3.7 ecoding and processing the Monomorphic-UII

Decoding the URN Code 40-byte string is achieved by taking each 16-bit"word from the encodgd
Monomofphic-UIl and converting it to characters.

— If the first byte has the value FAygx or lower, then the 16-bit string-decodes using inverse rules fo
thosg for encoding and results in a three-character string.

— Ifthe firstbyte is FCygx, then the nextbyte is interpreted asthe ISO/IEC 646 International Referenge
Versjon (IRV) character.

Using thgexample in 7.3.5.2, the Monomorphic-Ull is returned with the Relative-OID = 0 and character strinfg:
CH-000134-1.12345678.31

If the Ulllincludes the ISIL of the owner institutien/(which can be validated to the ISIL rules or by explidit
matching to the ISIL of the library), the library:may

— reta]n the Relative-OID = 0 and process the Ull as a single entity, or
— prodess the ISIL component asRelative-OID = 3, and the primary item identifier as Relative-OID = L.
If the Ulllincludes only the primary item identifier, then it is processed as Relative-OID = 1.

If the finjl component of the W1l comprises of two, four, or six numeric digits after the final ‘dot’, then thijis
indicateq that the set information (as defined in 6.6) has been encoded immediately after the primary
item identifier. The s€titiformation can be a part of these Ull structures:

— ISIL component, followed by the primary item identifier, followed by the set information; in whigh
casef the library may

— retain the Relative-OID = 0 and process the Ull as a single entity, or

— process the ISIL component as Relative-OID = 3, the primary item identifier as Relative-OID =1,
and the set information as Relative-OID = 4.

— primary item identifier, followed by the set information; in which case, the library should process
the primary item identifier as Relative-OID = 1 and the set information as Relative-OID = 4.

If this final component is the letter ‘S’, it indicates that the item is part of a set, and that the primary item
identifier is unique to the individual item. Where the set is declared with the letter ‘S’, it is necessary to
decode the data element in MB 11 with the Relative-0OID = 4 to obtain the details.
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7.3.8 The use of GS1 EPC codes in MB 01

There will be circumstances where a properly structured GS1 EPC Serialised Global Trade ltem Number
(SGTIN) is already encoded on the RFID tag. This can be due to the fact that UHF RFID systems have
been implemented prior to this part of ISO 28560 being published, or to the fact that the encoding has
been carried out earlier in the supply chain.

It may be possible to use the GS1 EPC code as the UII if the library is capable of processing this through
various aspects of the library’s application. If not, and if MB 01 is not locked, then MB 01 with the GS1
EPC code shall be overwritten with the AFI and the UII as defined in 7.3.5.

Iflthe tag carrying the GS1 EPC code in MB 01 has encoding capacity in MB 11, then the encodirng shall be
compliant with the procedures defined in 7.3.11.

713.9 Structure and use of MB 10

MB 10 (also known as TID memory) encodes information that identifies the magufacturer or dg¢signer of
the integrated circuit and the model number. These provide some informationabout the tag capability.

p—

4O/1EC 18000-63 compliant integrated circuits that have been developed more recently can alsp include
afserialised component in the TID.

Once the integrated circuit manufacturer has encoded the TID, itis generally locked and therefore, is in
afread-only state.

3.10 Structure of MB 11

ldress location 00ngx to 07xgx contains the encoded DSFID. The next byte beginning at|memory

7

This memory bank contains the optional data elemefits and associated syntax. The first byte ajmemory
a

agldress location 08ygx can encode either

— the precursor of the first data set, or
— apad byte if the DSFID is independently locked.

Ehcoding only the DSFID can be“necessary when the intention to encode additional data plements
i known, but for various opetational reasons, those data elements are not known. In this gase, it is
essential to encode the DSKEID so that the UMI bit in MB 01 can be set automatically (see 7.3.5.3).

Ak with the other memony banks, the basic Lock air interface protocol command only supports Ipcking of
thhe entire memory bank. Alternatively, if the tag and interrogator support the BlockPermalock command,
then selective locking can be implemented. The value of the Access password determines how [selective
Idcking is implemented.

Ifitis anpn-zero value, then the command can be invoked only by using the correctvalue of the password.

If it'fs zero value, then effectively the Access password is ignored and any interrogator cap change
the lock state.

There are no commands to determine if MB 11 is locked or selectively locked (see 7.3.1).
The structure of MB 11 and the locking functionality has some implications for this part of ISO 28560.

— There is no discrete air interface command for encoding the DSFID. The DSFID is encoded either as
part of a single encoding function for all of the data initially encoded in MB 11 or by using a write
command for the first word. As the DSFID only occupies the first byte of the word, then if any data
is to be encoded in the second byte, the entire word will need to be overwritten.

— Ifthe tag supports selective locking using the BlockPermalock command, then the chip manufacturer
determines the block size at the point of chip design. This block size can be one or more word in length.
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— If the particular tag supports the BlockPermalock command, applying this command with only the

DSFID encoded could consume a lot of memory, depending on the block size.

— Ifthe particular tag only supports the Lock command, applying this command with only the DSFID

encoded will render MB 11 useless for adding optional data elements.

The DSFID can be read without reading any other data encoded in MB 11 by invoking an air interface

Read command and set this to only read the first word.

7.3.11 Encoding in MB 11

The encdding rules are designed to achieve a combination of flexibility and efficiency for the bytes.th

are encofled on the RFID tag, in particular, the following:

— datalis compacted efficiently using a defined set of compaction techniques that reduceth€ encoding

on the RFID tag and across the air interface;

— datal formatting minimizes the encoding of the object identifiers on the RFID' tag and on the alir
integface, but still provides complete flexibility for identifying specific data without the recourse to

rigid message structures.

The synthpx associated with the encoding rules effectively creates a self-defining message structure with
MB 11. This allows optional data from the application data dictionary to beselected. Italso enables variab

length d4ta to be encoded efficiently, and for different formats of data((e.g. numeric or alphanumeric)

be encodgd as efficiently as possible and intermixed in the same RFID.system. The rules of ISO/IEC 15942
make it possible to correctly interpret the data on the RFID tagiwithout any prior knowledge of what
encoded |on the tag. This is an important feature that enablestinteroperability of devices and allows th
part of IS0 28560 to add new data elements without changes®o the equipment. It also allows an individu

library t¢ vary the choices of data elements without the need for any major update.
The following are the requirements and recommendations for particular features.
— Allinterrogators shall support the encodingand decoding of MB 11.

— Any encoding and/or decoding software shall support all the data elements defined for MB 11.

— Alibrary should use tags that support MB 11. In turn, the library may choose which data elemen

to erjcode in MB 11, and the sequénce in which they are encoded.

— Not pll interrogators support the air interface BlockPermalock command. If a library intends
makp use of selective locking of data in MB 11, the interrogator shall support this feature.

— Not all tags supportthe air interface BlockPermalock command. If a library intends to make use
selegtive lockingiof-data in MB 11, the tag shall support this feature.

— Where the_tag/supports the air interface BlockPermalock command, the parameters that defige
block sizesare defined by the manufacturer of the RFID chip. The block size can vary betwegn
manrfacturers. Therefore, any encoding software shall declare the lock block size(s) that it support

nt
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NOTE Although encoding software should support different lock block sizes, because ISO/IEC 18000-63
leaves this size undefined but under the control of the RFID chip manufacturer, any new RFID tag could have
this set to a different value. The issue does not apply to decoding software, because whether a data element

is locked or not is not relevant to the decoding process.

— The parameter values associated with lockable blocks in MB 11 have to be delivered from the tag
through the interrogator and the tag driver to enable the encoder to create a logical memory that
is appropriate for a particular tag. This process is hidden from the application, but is necessary to
cater for the fact that in a truly open system with full interoperability that the declaration of block

size is essential.
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7.3.11.1 Configuration of the DSFID
The DSFID, for library applications, consists of two components:
— access method;

— data format.

The data format is specified in 7.1.3 and the access method is defined in 7Z.1.6. These bit values are

combined to create the appropriate DSFID byte value as shown in Table 6.

Table 6 — Relevant DSFID value

Bit sequence
DSFID byte
Access methoda Reserved Data format
00 0 00110 06
a 00 = No directory, where the encoded bytes are concatenated in a continuous byte
stream.

3.11.2 Data compaction

ost of the data elements in Table 1 are subjected to the standard ISO/IEC 15962 compd

hen the command arguments are set to compact the data, ISO/IEC 15962 automatically selects
efficient compaction scheme for each data element presented. This allows libraries to use alphg
of numeric code structures flexibly, with the onlypenalty being that more complex chara
r¢quire more encoding space on the RFID tag. It alsp enables shorter codes to be represented (g
ir] fewer bytes.

The application-defined argument can be used to encode externally encrypted data, whose inter}
id only known to the host system. Its most'‘common use in the support of this part of ISO 2856
encoding the OID index for Relative-OID value 2. Because this is a bit string, no pre-encoding is 1
Similarly, the application-defined(aggument applies to the encoding of Relative-OID value 5 fq
upage, Relative-OID value 19 for media format (other), and Relative-OID value 20 for supply chg

The UTF-8 string is used. to)éncode characters outside the default character set of ISO/IE(
This is mainly used for languages that use character sets other than the Latin No. 1 character
compaction scheme néeds to be declared only when a UTF-8 character string is encoded for
O[Ds values 15, 16,17%7and 26.
T
p

he compactien'schemes are identified on the RFID tag by a 3-bit code which is included as p3
recursor (see-7.3.11.4). The full set of compaction schemes and their code is shown in Table 7.

Table 7 — ISO/IEC 15962 compaction schemes

7
M
described in the next paragraph. The exceptions are explicitlydiscussed later in this subclausg.
W

iction as

the most
inumeric
cter sets
enerally)

bretation

is when
required.
r type of
1in stage.

8859-1.
set. This
Relative-

irt of the

Code Name Description

000 |Application-defined As presented by the application

001 |Integer Integer

010 |Numeric Numeric string (from “0” to “9”)

011 |5-bitcode Uppercase alphabetic

100 |6-bit code Uppercase, numeric, etc.

101 |7-bit code US ASCII

110 |Octet string Unaltered 8 bit (default = ISO/IEC 8859-1)
111 |UTF-8 string External compaction to ISO/IEC 10646
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7.3.11.3 General rules for creating the encoded data set(s)

The encoding of the Relative-OID and data object on the RFID follows a particular sequential structure
defined in ISO/IEC 15962. The next two subclauses define the basic rules that are relevant to this part
of ISO 28560.

NOTE ISO/IEC 15962 defines other rules, for example, encoding full object identifiers, which are not
described here. If these are used to encode any data, a compliant decoder needs to be capable of decoding the
object identifier and data.

7.3.11.4| Data set for Relative-OID value 1 to 14
The struqture ofan encoded dataset with the Relative-OID value 1 to 14 consists of the following compenents:
— precursor, i.e. a single byte that in this case encodes the compaction scheme and the Relative-OID
— length of the compacted data object;

— compacted data object.

This strycture is shown in Figure 6.

Precursor Length of data | [ <€Compacted data

Figure 6 — ISO/IEC data set with Relative-OID values 1 to 14

The majdrity of data elements defined in this partofISO 28560 have Relative-OID values (1 to 14). These
are diredtly encoded in the precursor (see Table8), and this reduces the amount of memory required for
the encofling.

Table 8 — Bit.position of precursor components

Precursor bit positions
7 6y 5 | 4 3 | 2 [ 1 | o
Offset Compaction code Object identifier

The offsgt bit in the precursor is only set to “1” if an offset byte is encoded on the RFID tag. Details of the
use of the offset byterare given in 7.3.11.6.

7.3.11.5| Dataset for OID value 15 to 127

The precursor nnlv m"mndpc 4 bhitsfor pnr‘nr‘lmorhp nhm(‘hdpnhﬁpr Itis nnlv r‘:mqh]p of directlv encodin g
Relative-OID values from 1, which encodes as 00012, to 14, which encodes as 1110;. For Relative- OID
values between 15 and 127, of which some are used for this part of ISO 28560, the last 4 bits of the
precursor are set = 1111;. This bit string signals that the Relative-OID has to be explicitly encoded as a
separate component (a single byte) in the data set, as shown in Figure 7.

Precursor Rel-OID 15-127 Length of data Compacted data

Figure 7 — ISO/IEC data set with Relative-OID values 15 to 127
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The value that is encoded for the Relative-OID is the value offset by -15. This means that Relative-OID
15 is encoded as 15-15 = 0 = 00ggx. The highest Relative-OID that can be encoded in this manner is
Relative-OID 127, encoded as 127-15 = 112 = 704Ex.

7.3.11.6 Locking a data set

Based on the requirements of the application, any one or more data elements may be locked. The lock
object argument in an application command effectively calls for the entire data set to be locked. This
avoids one component being permanently encoded and others changeable. The ISO/IEC 18000-63 air
interface prnfnr‘nl permits Inrl(ing hy block. Accountneeds to be taken of the fact that selectiv locking
can only be supported using the air interface BlockPermalock command, which not all RFID tags|support.
The block size is vendor specific as described in 7.3.10.

GEenerally, any data set that requires locking needs to be block aligned like the following.

— If only a single data set is to be locked, then its precursor is the first byte gf\the locked block. The
precursor of the next unlocked data set also begins on the first byte of a-block.

— Ifacontiguous sequence of data sets is to be locked, then the precurset of'the first data set ig the first
byte of the locked block. Subsequent data sets that are contiguousiare encoded immediately after
the previous data set, until the end of the contiguous sequence gflocked data sets. The prefursor of
the next unlocked data set also begins on the first byte of a Block.

The encoding rules carry out the necessary re-alignment proecesses, which are defined in detail below,
and insert an offset byte immediately following the precufsof. The value of this offset is the nhmber of
npll bytes (typically encoded as value 00yEgy, but the value 80xEgy is also acceptable) that are adfed after
the final byte of the compacted data to end on a block’beundary.

Epch of the values of the pad byte or null bytes‘has the same status. The value encoded in the offset
byte determines how many bytes to skip afteitthe compacted data to find the precursor of|the next
encoded data set. The null byte value 80ygx i§'preferred when modifying or deleting data to minimize
the number of air interface transactions,

The decode process is expected to accept tags encoded with one or other pad byte value, and gven with
these intermixed on the same tag

Although all of this processing is undertaken automatically by the software that implenents the
I§0/1IEC 15962 encoding_tules, the following descriptions are included for users to gain|a better
uhderstanding of some ofithe factors that are taken into account.

— If the data setimmediately preceding the data set to be locked is itself to remain unlo¢ked, the
encoding rules’énsure that this data set ends on a block boundary. This is to ensure that the locking
process doesnot lock the trailing bytes of the unlocked data set. This formatting process cpn result
in the inSertion of an offset byte and a change in the value of the precursor.

— If two or more contiguous data sets are to be locked, then block alignment is only required at the
beginning of the first locked data set and the end of the last locked data set. From this, it ghould be
clear that there can be encoding efficiencies and a reduction in the number of bytes to be encoded if
data sets that are to be locked are grouped together.

— Once a block of memory is permanently locked, it cannot be unlocked or erased, so the data set
becomes permanently encoded on the RFID tag.

7.3.11.7 The logical memory for MB 11

Irrespective of whether one data set or multiple data sets are to be encoded in MB 11, or ifa data setis to be
added or modified, the encoded bytes are formatted in the logical memory in a structure that is compliant
with the specific tag architecture. Because the size of memory and the lock block size (if this is supported
by the tag) differ between manufacturers and even between model versions, this formatting is an essential
feature ofthe encodingrulesto achieve interoperable RFID tags. This enables any RFID tags to be considered
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as candidates for encoding to this part of ISO 28560 that can claim compliance with ISO/IEC 18000-63, but
differ between each other within the options permitted by the air interface standard.

EXAMPLE1  RFID tags may have different sizes of memory for MB 11.
EXAMPLE 2  The optional lock block size is permitted to vary within a prescribed range.

EXAMPLE 3  Sometagsareabletotransfer multiple blocksacrosstheairinterfaceinwriteandreadtransactions,
others only to transfer single blocks.

Once the logical memory has been populated, single or multiple blocks are written across the air
interfacd. Any blocks that require to be locked are marked up as such so that the interrogator calls up|a
subsequé¢nt series of BlockPermalock air interface commands.

When reading data from the RFID tag, the logical memory is populated word by word. Decodinggf.an RFID
tag with p No-Directory access method is done in the sequence in which the Relative-OIDs are’presentef,
but the data object only needs decoding if its Relative-OID is selected by the application command.

There is|an ISO/IEC 15961-1 command that enables the first position data set(s) to-be read withofit
attemptipg to read other data from the RFID tag. This command should be usedtoZchieve a faster regd
transact]on of the data sets that are encoded in the lower block positions.

8 RFID tag requirements
8.1 Air interface protocol

8.1.1 (eneral

The airijterface protocol shall be in accordance with ISO/IEC 18000-63, with the requirements specifigd
in the following subclauses.

8.1.2 Memory parameters

The ISOAIEC 18000-63 tag has four meniory banks as described in 7.3. The following parameters are
relevant|to the tag specification relevant to this part of ISO 28560.

— MB 00 shall be provided with. memory capacity for both the Kill password and Access passworg.
The JAccess password is esseritial if the tag supports select locking using the BlockPermalock ajir
intefface command to erable selective locking, and/or to use the Access password as part of the
secyfrity system.

— MB P1 is a mandatery requirement for ISO/IEC 18000-63 and shall have a minimum memory
capdcity to encode a UlI of 128 bits. Depending on the structure of a library’s UII (see 7.3.5.2), a t3g
withl a larger‘capacity in MB 01 could be required.

— MB 10 islaimandatory requirement for ISO/IEC 18000-63. There is no requirement for the encoding
by thé4€ manufacturer to be serialized, although this may be for some implementations.

— MB 11 should be provided to ensure the capability of encoding the optional data elements. The
memory capacity required depends on the choice of data element to be encoded and the length of
that encoding. A library that opts to have an RFID without MB 11 risks losing the full benefits of this
part of ISO 28560. This memory bank shall be capable of being selectively locked.

8.1.3 Declaring memory parameters

ISO/IEC 18000-63 defines a number of parameters that are fixed, such as the fact that the unit for
reading and writing is a 16-bit word. However, many features and parameters are left to the choice of the
IC manufacturer. In contrast to ISO/IEC 18000-3 Mode 1 tags (as used for ISO 28560-2), there is no air
interface requirement to read a chip id as a basic part of the protocol to read the RFID tag. The 18000-63
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tag has, in MB 10, a code that identifies the IC manufacturer (or designer) and model. In fact, there are
three permitted schemes.

Because of the variety of features that are possible among a set of ISO/IEC 18000-63 tags, a database of
tag features is supported on the informational website (see Annex A). This can provide information that
will help system designers support this part of ISO 28560.

8.2 Required air interface commands

Table9identifiesthemandatoryandoptional commandsthatarerequirementsforRFID foritemmanagement

applications and, therefore, for this part of ISO 28560. Interrogators and tags claiming compliange[with this
part of ISO 28560 shall comply with the item management requirements provided in Table 9:
Table 9 — Required commands and their codes
Function Command [ISO/IEC 18000-63 Required for ISQ/TS 28560-4
code (binary) basic types

QueryRep 00 Mandatory This is a RF level command.and part of system getup.

ACK 01 Mandatory This is a RF level command and part of system getup.

Query 1000 Mandatory This is a RF level command and part of system getup.

QueryAdjust 1001 Mandatory This is a RF level command and part of system getup.

Select 1010 Mandatory This command is used to select tags by using thle AFI for
MB 01, atd possibly the DSFID for MB 11.

Reserved 1011 N/A

NAK 11000000 Mandatory This is an RF level command and part of systent setup.

Req_RN 11000001 Mandatory This is an RF level command and used to commpinicate
with a particular tag.

Read 11000010 Mandatory This command is used to read words from the rjomi-
nated memory bank, unless the memory area igread-
locked (e.g. passwords).

Write 11000011 Mardatory This command is used to write a single word tofa nom-
inated address in a nominated memory bank. ItJis not
possible to write to a locked word, and this megns that
writing to MB 10 is impossible at the applicatiop level.

Kill 110117100 Mandatory This command shall be used at the end of life offan item,
possibly when sold by the library. The Kill passyord is
delivered in two separate passes, the lead 16 bits fol-
lowed by the final 16 bits. The commands have plightly
different structures.

Lock 11000101 Mandatory This command is used to lock or permalock the[individ-
ual passwords, the entire MB 01, the entire MB[11.

Aceess 11000110 Optional This command is used to restrict unauthorizedfaccess to
Pnrnding on the tag The command shall he sup orted
by interrogators and should be supported by the RFID
tag.

BlockWrite 11000111 Optional This command should be supported by interrogators
and can be supported by the RFID tag.

BlockErase 11001000 Optional This command should be supported by interrogators
and can be supported by the RFID tag.

BlockPermalock {11001001 Optional This command is used to selectively lock the encoding

on the tag or to read the permalock status from the
tag. The command can be applied to MB 01 and MB 11.
The command shall be supported by interrogators and
should be supported by the RFID tag.
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Although ISO/IEC 18000-63 indicates that the Kill command can be used to recommission a tag, this
feature will be withdrawn from future versions of the air interface protocol.

NOTE No tag products are known to support this feature.

If used, the BlockPermalock command shall be applied selectively to the DSFID and or individual data
elements in MB 11. The block size is specific to each tag model, and the parameters on the database (see
8.1.3) are required to invoke this command. Even when the tag supports the feature, it might not apply
contiguously to all blocks in a memory bank, for example, a library may choose to leave a block unlocked
so that the data elements can be modified.

8.3 Air interface conformance

Conformfance testing of the system shall be in accordance with ISO/IEC 18047-6.

8.4 Performance

Various performance testing is possible according to the following standards:
— ISO/[EC 18046-1, for system performance;

— ISO/[EC 18046-2, for interrogator performance;

— ISO/[EC 18046-3, for tag performance.

9 Datp integrity, security, and privacy issues

9.1 Data integrity

ISO/IEC [L5962 supports the selective locking of an“individual data set, which renders the associatqd
blocks op the RFID tag permanently locked and @irtually impossible to change. This feature should he
used to Ipck particular data objects that would.render the RFID tag inoperable if changed. Any data s
thatis likely to be modified or deleted should'#iot be locked. The locking feature should be considered for
all of MB|01 including the UIl and AFI. It shéuld also be considered for MB 11 for the DSFID and possibly
for the I§IL code for the owner institution, if this is only encoded in MB 11. Locking the data sets of othé¢r
data elerhents in MB 11 is a local decision.

%
(s

Locking pny data element ensures the permanent integrity of that data throughout the lifetime of the
loan iten}, and protects the §ystem against accidental or deliberate changes of key data elements.

Selectivd locking in MB 11 is only possible with an RFID tag that supports the BlockPermalocking alir
interfacd command,

9.2 Itgm security

9.2.1 (eneral

Various approaches may be used for securing library loan items against unauthorized removal. The
choice of a security system is outside the scope of this part of ISO 28560 and the responsibility of
solution providers to develop particular schemes for libraries to choose. However, there are some
specific features of the ISO/IEC 18000-63 RFID tag and the implementation of the data protocol that can
be incorporated into specific security systems. The individual features are discussed in the following
subclauses, without any comment on their particular merits. Combinations of these can also be provided
in particular systems.

The use of the AFI, which is common for ISO/IEC 18000-3 Mode 1 tags, is deprecated as discussed in 9.2.5.
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9.2.2 Use of the UII

MB 01 contains the UII, which is unique within the context of the library system. While it is possible to
provide look-up through the LMS/ILS, the latency in searching the entire LMS has to be taken into account.

Another optionis to create a temporary database look-up system just of the items that had been correctly

checked out. To implement this option, the following steps are necessary.

a) Inaddition to using the UII for the LMS/ILS transactions, it is also written to the temporary security

database look-up system for subsequent access by the security system.

b] The security system invokes the air interface Select command, which can effectively iny¢
tags at the security exit.

c] Each captured Ull needs to be compared with entries on the temporary security.databas
system.

— Ifthere is a match, then the item has been checked out and can be deleted from the ch

— Ifthere is not a match, then there might be a security breach thattequires further inve;

9/2.3 Using passwords in MB 00

MB 00 contains encoding capacity for the Kill password. As the Kill password is only likely to b
the end of life of aloan item, it can be used as part of a security System. The Access password, paf
ifllocked by invoking the air interface Lock command, should be used to avoid illicit reading g
password. The following subclauses describe different:ways that this password may be us
requires the use of a database at the security gates.

NPTE Using a single Access password in a library'and applying it to all tags might result in a singl
fdilure, because once this is known, it is possible to-change the Kill password. While the most secure g
td use unique passwords, very precise rules are\required to achieve this and to avoid the rule being fo1
eyen identified. It is the responsibility of solution providers to develop particular schemes.

9(2.3.1 Using a ‘toggle’ value

This method is an emulation of the two AFI solution used in other parts of ISO 28560. The 3
hssword has one value assigned to items that are checked out and another 32-bit value assigned
bm is returned and defigedas in stock. While the simplest implementation could be used to thg

=g

0n

While it is possible to leave one word of the Kill password as an all-zero value, this might
problems whenthetag is eventually killed at the end of the life of the loan item. On this basis, a
s¢lution is te.nitially write a 32-bit Kill password with the first word defining the in-stock st
the second word some constant non-zero value for the library. The following procedures are aj

On\checkout, the first word of the Kill password is changed to the ‘on loan’ status value.

ntory all

e look-up

bck list.

tigation.

e used at
ticularly
f the Kill
ed. None

e-point-of
olution is
gotten or

2-bit Kill
when the
existing

iingle byte values, the minimum read and write unit for an ISO/IEC 18000-63 command is a 16-bit word.

present
practical
atus and
pplied.

b returns

bl—The security system invokes the air interface Read command for MB 00 word 00pygy Thi

one of the two values.
c) This 16-bit value needs to be compared with the value of the ‘on loan’ status code.

— Ifthere is a match, then the item has been correctly checked out.

— Ifthere is not a match, then there might be a security breach that requires further investigation.

9.2.3.2 Using the date of circulation

This is similar to the method described in 9.2.3.1, except that the date of circulation is encoded as the
first word of Kill password. The date should be calculated as the number of days since the start of some
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computer related epoch, for which a software rule might apply. The RFID system supplier may choose
any start date for the epoch.

EXAMPLE

survive until the year 2185.

The following procedure is applied.

a) On checkout, the first word of the Kill password is changed to the current (issue) date.

b) The security system invokes the air interface Read command for MB 00 word 00yxgx. This returns a

If the epoch started on the 1 January 2006 and is encoded as a 16-bit integer, this date system can

date
c) This

This met

date is simply over-written the next time the item is loaned.

9.2.3.3

The first
purchase
using an
The follo

a) Atth
Kill |

b) Atth
MB

c¢) The

d) Onr

9.2.34

All three
tag being

as a 16-bit integer, counting from the start date of the epoch.

needs to be compared with the current date set on the security system.

fthere is a match, then the item has been correctly checked out.

fthere is not a match, then there might be a security breach that requires further investigatio

hod does not need any change to the Kill password on return to the libraty; The previous isst

Using an authentication algorithm

word of the Kill password can be a constant value or onetthat is accessible, like the date
of the loan item. The second 16-bit word is an authentication code. It needs to be generateg
algorithm that takes the value of the UIl and processés this using a constant encryption ke
wing procedure is applied.

e checkout, the 16-bit authentication code is calc¢ulated and written as the second word in th
bassword.

e security gate, the second word of the Killpassword is read from MB 00 and the Ull read fro
1. These are processed through what isieffectively an authentication algorithm.

huthentication algorithm effectivély produces
h single instance that is true,in which case, the item has been correctly issued, or

11l other values are notzattthentic, which indicates that there might be a security breach th
requires further investigation.

bturn, the second-word of the Kill password is overwritten with an all-zero 16-bit string.

Implications for data integrity, interlibrary loans, and end-of-life transactions

schemesiretain a non-zero Kill password throughout the circulation cycle, so that the risk of th
I killed by malicious or accidental action is reduced. This can be almost completely eliminatg

by the us

B

1

e

m

At

e
d

efof the Access password. However, there are some differences.

The toggle method only uses two different values of the Kill password, with these following implications:

— This

type of password is easier to hack, especially if the basic rules are known.

— At the end of life, only one of two Kill passwords needs to be tried to render the tag unreadable.

The date of circulation method has multiple values of the Kill password, with these following implications:

— This type of password is difficult to hack, even if the basic rules are known. Each kill action requires
knowledge of the date of the mostrecent circulation. For items that have been returned, this requires
access to the LMS/ILS.

— At the end of life, the LMS/ILS needs to be accessed to construct the Kill password.

38
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The authentication algorithm method has multiple values of the Kill password, with these following
implications:

— This type of password is difficult to hack, even if the basic rules are known. Each kill action might
require access to the LMS/ILS if the date of purchase is used. The algorithm is also essential.

— At the end of life, the algorithm is essential, and the LMS/ILS needs to be accessed to construct the
Kill password if the date of purchase is used.

In each case, for ILL purposes, the entire Kill password needs to be set to a declared non-zero value that the

. 1:1 i i b ral 4u dolos A N 1 et ral 1.1
rgcerv HIg DAl y TCSTLS TUILS UWIT S ySUTIIL UITTTUUL L, LITIS TITTUS LU DT TTSCU LU LT UWIICT TTDI Al y System

2.4 Use of the unique tag ID

9

Many, but not all, ISO/IEC 18000-63 tags have a unique tag ID programmed by thesntegratdd circuit
nlanufacturer in MB 10, which is a non-volatile memory.
Ti

a

b implement the option, given that the RFID tag supports serialization in MB 10, these follow|ng steps
‘e necessary:

a] MB 10 needs to be read during the check-out procedure.

b] A transaction file needs to be created for subsequent access b¥y.the security system;
c] The security system needs to read MB 10 on all tags leaying the library.

— Ifthere is a match, then the item has been checked out and can be deleted from the check list.
— Ifthereis not a match, then there might be aGecurity breach that requires further invegtigation.

This system is similar to reading the UlI, but does require more specific air interface transactipns.

O

2.5 Use of the AFI

The AFI encoded in MB 01 shall not be used as a security mechanism, because there are a niimber of
ystem integrity risks associatedwith using a dual state AFI as is possible with ISO/IEC 1800(-3 mode
tags, which include the following:

-

— Because the AFI is part.of the Protocol Control word, other bits that are vital to the constrjuction of
the UIl such as its length could be corrupted.

— The Protocol Conitrol word also contains bits that signal functions of the tag, including the presence
of encodinginMB 11. If this bit changes in value then access could be lost to MB 11.

—+ MB 01 eneodes the UlI, which is critical to the library circulation functions. If this is corrugted then
the REID'is effectively useless.

For these reasons of system integrity, the AFI shall be permanently encoded.

9.2.6 Use of the EAS features

Electronic article surveillance (EAS) features have been added by some manufacturers to the
ISO/IEC 18000-63 tag as a proprietary feature. As such, any proprietary EAS feature should not be used
because interoperability between different EAS systems cannot be ensured.
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9.3 Privacy issues

What constitutes privacy issues can be subject to national and regional legislation, combined with
cultural perceptions. Therefore, this part of ISO 28560 does not define any methods for addressing
privacy issues in terms of requirements. However, there is some general advice as the following:

— Where legislation and regulations are in place in the jurisdiction domain of a library, these shall be
followed.

— Wherestandards for undertaking Privacy Impact Assessments are in place, these should be followed,
and phattbe fottowed if supported by fegistation.

— Witl}in the context of the two previous points, minimum use should be made of data elements
thatfare specified as of concern. This does not mean that false assumptions should be made about
the privacy risk of a data element. For example, in the past, the encoding of the ISBN. has been pf
condern, whereas in some legislation the fact that the RFID tag has a unique chip ID afxd-unique item
identifier is of far greater concern.

— As npore formal work is undertaken on privacy in other domains, informatiomwill be periodically
provfided on the informational website (see Annex A).

— The[ISO/IEC 18000-63 tag (based on ISO/IEC 18000-63) has no particular features that can bhe
congjidered as privacy enhancing technologies (PET), or similar techniques or tools. The nekt
edition of ISO/IEC 18000-63 is expected to specify rules for restricted read access. If such a feature
is considered suitable for this part of ISO 28560, then a revisidn shall be necessary, but taking into
account that not all tags and interrogators will be able to support the feature.

10 Implementation and migration

Issues cdncerned with new implementations and migration issues from legacy RFID implementations {o
this partjof ISO 28560 are discussed in Annex F.
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Annex A
(informative)

Information about ISO 28560 RFID in libraries

A1 Informational website

The Danish Agency for Culture hosts a website with additional information about ISO 28560:
Danish Agency for Culture

Copenhagen, Denmark

Email: rfid@bs.dk

Website: http://biblstandard.dk/rfid

A.2 Types of support information

Af the time of publication of this part of ISO 28560, two itends of information have been identifig
are listed below, together with the URL of the continually-updated material.

— RFID in libraries. Links to external materials:

http://biblstandard.dk/rfid/docs/RFID-in~libraries-Links-external

— RFID in libraries. Q&A:
http://biblstandard.dk/rfid/docs/RFID-in-libraries-q-and-a

Ofther materials might be published in the future, and this will be publicized and made availa
e URLin A.1.

=

bd. These

ble from
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Annex B
(normative)

Relevant ISO/IEC 15961-1 application commands

B1 W
The Writ

Part of
ISO/IEC
AFI mat
Construg

The Dat
ISO/IEC
ISO 2854

The com

— thel

rite-Monomorphic-UII
e-Monomorphic-UIl command is used to write the Ull, including the AFI.

the process is to compare the AFI input with that registered for the application on the
15961-2 Data Constructs register. In the case of this part of ISO 28560, this AELiS’C2ygy. If the
hes, the Object-Identifier is also checked for a match with that on the ISQ/EC 15961-2 Data
ts register. A mismatch of either generates an appropriate error.

W Processor uses the explicitly defined compaction scheme associated with the AFI on the
15961-2 Data Constructs register to encode the Monomorphic-Ull-n the case of this part pf
0, this is URN Code 40.

mand supports two optional processes relevantto this part ofISO 28560, which are the following:

pck argument, which is applied to the entire MB 01;

— the yise of the Access-Password. If this is already engoded in MB 00, then before the UII can e
encgded, the Access-Password in the command needs'to match that already on the tag.

B.2 Write-Objects-Segmented-Memory-Tag

The Wrife-Objects-Segmented-Memory-Tag cémmand is used to write data to a selected memory bark

in a seg
to add da

The com

— defining the DSFID to be encoded, and whether this is to be locked;

— thel

— thet
can |

B.3 W

ented memory tag. The commandinay be implemented to write initial data to the RFID tag ¢r
ta to the tag. For this part of ISO~28560, it applies only to MB 11.

mand supports the following optional processes relevant to this part of ISO 28560:

bck argument, which' should be applied selectively to individual data elements;

se of the Access-Password. If this is already encoded in MB 00, then before any data elements
be encoded)the Access-Password in the command needs to match that already on the tag.

rité-Password-Segmented-Memory-Tag

The Wri
transfer
the data

The follo
— Pass

— Pass

42

te-Password-Segmented-Memory-Tag command does not require any encoding, other than a
using the device interface (e.g. as in ISO/IEC 24791-5) to the interrogator. If it is incorporated in
processor, then the output interface will simply carry through the command arguments.

wing process arguments shall be supported:
word;

word-Type.
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B.4 Inventory-ISO-Ullmemory

The Inventory-ISO-Ullmemory command is intended to return the contents of the UIl memory from a
number of segmented memory tags, given the expectation that an Object-Identifier for a non-EPC-Code is
encoded. The response returns the content of the UIl memory for all tags whose encoded bit string matches
the arguments of the command. The relevant argument for this part of ISO 28560 is specific to the AFI.

The response returns to the Ul from the tags in the read zone.

Read-Objects

The Read-Objects command is used to read one or more data objects from MB 11 on the{RFI[) tag. It is
syipported by a Read-Type argument that enables only first objects (such as the OID-indé€x) tqg be read,
or to read one or more objects, or to read all objects. If the read type is Read-1st-Objects, this has to be
syipported by an additional argument, i.e. Max-App-Length, which requires a total humber of| bytes to
bg defined. An additional Check-Duplicates argument can also return informatien of whether there is
nlore than one instance of a particular Relative-OID encoded on the RFID tag. This can be yseful for
hpusekeeping purposes.
T
p
a

he response from the command provides a list of information assoeiated with each data gbject. In
hrticular, it clearly identifies whether the data has been de-compacted, or remains applicationfdefined,
t would apply for example to the OID-index.

B.6 Read-Words-Segmented-Memory-Tag

The Read-Words-Segmented-Memory-Tag commang ihstructs the interrogator to read a contiguous
s¢quence of words from one of the memory banks:6fa segmented memory RFID tag. This comrhand can
bg used to extract encoded bytes from MB 01 orMB 11. It can also be useful for diagnostic purposes.

B.7 Read-Object-Identifiers

The Read-Object-Identifiers commandreads all the object identifiers, but not the associated datfa objects
flom MB 11. The command is mainly used as part of a “housekeeping” procedure, for example,to check
that the OID-Index is correctly'encoded, or when a new loan item is brought in from another source such
a$ an interlibrary loan.

The response from thetommand provides a list of all of the Relative-OIDs encoded on the tag, ¢r details
of any failure to exe¢ute the command.

B.8 Modify:Object

The Modify“Object command is used to change the value of the data object and effectively overwrite
the associated data set. If the data set is already permalocked, it cannot be modified. If it is locked, then
angingits value depends on what authorization is possible using the parameters in the BlockPermalock

The response from the command either indicates success, or reasons for failure in invoking the command
including the inability to modify a data set that is already locked.

B.9 Delete-Object

The Delete-Object command enables a complete data set to be deleted from the RFID tag. This can only
be achieved if the data set is not locked.

The response from the command indicates whether the action was successful, or provides reasons for failure.
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B.10 Erase-Memory

The Erase-Memory command instructs the interrogator to set to zero the entire encoding in MB 01
or MB 11 on a specified RFID tag. If any blocks are locked, then a generic error response is returned,
indicating failure to properly action the command.

The response from the command gives an indication that the command was successfully completed, or
reasons for failure.

Invoking the air interface BlockErase command is one way to achieve this more effectively if the

interrog

of this part of ISO 28560.

B.11Ki

The Kill-
protocol
match th

For this
encoding

itOr and the tag supportthe command. T'his1s a system implementation i1ssue beyond the scope

f1-Segmented-Memory-Tag

begmented-Memory-Tag command instructs the interrogator to apply appropyiate air interfage
5 to render the RFID tag unreadable in the future. The Kill-Password in the’command shdll
e Password encoded on the RFID tag.

part of ISO 28560, this command is only relevant at the end of life_of a loan item, or if the
on a tag has been corrupted and a new tag needs to be applied toa-loan item.

44
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Annex C
(normative)

Locking procedure for MB 01 with encoding in MB 11

cation as

e following procedure assumes that the RFID tag conforms to the recommended specifi

defined in this part of ISO 28560 and has encoding capabilities in MB 11.

ARNING — If the DSFID is.not encoded before MB 01 (containing the AFI and UII), th
B 11 becomes extremely-difficult because the UMI bit in the protocol control word will
that it contains no encoding.

Write the DSFID in MB 11. If the input details are known, other data may be encoded atithe sz

me time.

Consider locking the DSFID and any data elements using the BlockPermalock aixinterface command,

ensuring that the lock status of the first data set is taken into account. This-yaight requir
of pad bytes. If the tag does not support selective locking using the BlockPernmalock comm
locking MB 11 will make it impossible to make any future changes to the ehcoding.

b the use
ind, then

NOTE The fact that the block size of the tag can vary between RFID-chip manufacturers requfires some

consideration for the initial encoding to consider both the organization-ofthe sequence of data eler
whether they are locked. As a library is likely to use the same brand arid model of tag for a period
rule for encoding and locking can be persistent for some time.

Create the bit string for the Protocol Control word staftting at bit location 15 with {10111
to encode the UMI bit, the NSI bit and the AFI (see Z:3.4). This is the safer of two options

nents and
of time, a

000010}
fined in

ISO/IEC 18000-63 because it supports tags that de.net automatically generate the UMI bit. A tag that

does will generally overwrite the lead ‘1’ bit in the string with an automatically generated
Create the UIL

Append the UII (step 4) to the ProtocolControl word bits (step 3) and write to MB 01. It
necessary to pad with 5 bits {00000}‘to complete the structure of the Protocol Control wo

Lock MB 01.

‘1’ bit.

might be
rd.

bn using
indicate
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