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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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Introduction

In the past, health-related software was primarily applied to relatively non-critical administrative functions
where the potential for harm to the patient, as distinct from disruption to the organization, was low. Clinical
systems were generally unsophisticated and often with a large administrative (rather than clinical) content and

little_in the way of decision support. Even clinical decision support systems tended to be “light touch”, relatively
simple and understandable in their logic and used as a background adjunct to decisions, rather/than a major

infl
the

uence on which to rely routinely. That has changed and will continue to change substantially. Th
se changes will increase the potential for risks to patients.

There have been some high profile adverse incidents related to clinical software, e.g. in the area of
andl patient call and/or recall where software malfunctions have resulted in failure.toy*call” “at-ris|
Suth incidents have not only caused anguish for the many patients concerned, but may also h
prgmature deaths. The trust of the general public has been severely dented. The scope for sc
dispases is increasing significantly and it is in such applications involving large, numbers of subjects
will be heavy reliance, administratively and clinically, on software to detect’hormal and abnormal elg
to |call” or “process” those deemed to be at-risk. Such software needs to be safe for its purpose.

Th
ha
dis
“w
si

bre is mounting concern around the world about the substantial number of avoidable clinicg
ing an adverse effect on patients, and of which a significant-proportion result in avoidable death
pbility (see References [1], [2], [3], [4], [5] and [6]). A numbeér of such avoidable incidents invo
ong” diagnoses or other decisions. A contributing fagter'is often missing or incomplete info
ply ignorance, e.g. of clinical options in difficult circumstances or cross-reactions of treatments.

It §s increasingly claimed that information systems such as decision support, protocols, guid
pathways could markedly reduce such adverse :effects. If only for this reason (quite apart from oth
do
wil
tim

oy
fag

inevitably increase in sophistication and.complexity. It can also be anticipated that, due to pré
e and medico-legal aspects, clinicians-will increasingly rely on such systems with less question
tput”. Indeed, as such systems become integrated with medical care, any failure to use standa
ilities may be criticized on legal grounds.
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reased decision support canbe anticipated not only in clinical treatment, but also in areas just aj

e” can have serious consequences.
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bnomic pressures_are also leading to more decision support systems. The area of generic and/o
scribing is the-most obvious, but economy in number and the cost of clinical investigative tests is

=

stems such, as for decision support have considerable potential for reducing clinical errors and
ical practice. For example a large body of published evidence gives testimony to the reductio
I adverse incidents resulting from the deployment of electronic prescribing. However, all such syj|
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5 important

patient safety, such as referral decision-making, where failure to make a “correct” referral or to make one “in

economic
another.

improving
n in errors
stems also

ry-the potential for harm. Harm can of course result from unquestioning and/or non-professiona

on-screen presentation techniques, guidance or instruction. T
system design, in such areas as:

poor evidence base for design;

failure in design logic to properly represent design intentions;

failure in logic to represent good practice or evidence in the design phase;
poor or confusing presentation of information or poor search facilities;

failure to update in line with current knowledge.
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Some of these system deficiencies are insidious and may be invisible to the user.

A substantial increase in spending on information management and technology is evident in many national
health systems. Associated timetables are often tight and the goals ambitious. This increased spending can
be expected to attract new manufacturers, some of which may be inexperienced in healthcare processes.
Such circumstances could lead to an environment of increased risks to patient well-being.

Part of the foreseeable explosion in information and communications technology will be in telemedicine. Many
of the health software products supporting such applications will be innovative and untried and the distance
between clinicians and patients will make the scope for errors greater as well as less evident. Similarly,

increasing use of innovative mobile IT devices and their application to new fields is likely to be assaciated with

risks.

Whereas we are many years away from paperless, film-less hospitals, GP practices are heading that way.
The inabilify to fall back on paper and film brings increased reliance on computers and databases-Corrupfion
and loss of data can not only bring administrative chaos, but can also significantly affect patient)care.

To sum uI, the potential for harm to patients from the use of information and communications technolpgy
(ICT) in hegalth applications will rise as the use of ICT in health applications rises, the-sophistication of the
applications increases and the reliance on ICT grows. There is evidence of ingfeasing concern amongst
professiongls and the public as incidents of malfunctions of software, leading to adverse health consequenges,
raise publi¢ consciousness.

Consequently, a number of health organizations are increasingly focusing on “controls assurance” standards,
including those on “governance” and “risk management’. An impgrtant feature of such controls is the
management of risk in the context of harm to patients and deficien¢ies in the quality of care. These contiols
will often encompass the purchase and application of health softwate’ products.

Failures apd deficiencies in health software products can, of'course, have adverse impacts other than|by
causing hgrm to patients. They may, for example, create administrative inconvenience or even administrafive
chaos, with a range of impacts on the organization, including financial loss. Harm to a patient may also have a
consequer)t impact on the organization, such as finaneial loss resulting from litigation. Whereas these advefse
organizatignal impacts will be significant to an jorganization, they are not the subject of this Technical
Specificatipn unless they result in harm to a patient. For example, the failure of a hospital's central patient
administration system will certainly cause substantial administrative inconvenience, but that adverse impadat is
not in itself within the scope of this Technical Specification unless it has the potential to cause harm tp a
patient (which is possible). It is the peotential harm to the patient that is the subject of this Technical
Specificatipn.

The safety of medicines and of medical devices is assured in many countries through a variety of legal and
administrative measures, e.g-‘in-the European Union it is subject to several EU directives (see References [7],
[8] and [9]). These measures are often backed by a range of safety related standards from a number of
sources, bpth national apdinternational, including the International Organization for Standardization (1SO), the
European [Committee \for Standardization (CEN) and the International Electrotechnical Commission (IE[C).
Software necessary~for the proper application or functioning of a medical device is often encompassed|by
these legiglativercontrols. However, other software applied to health is not usually covered in this way. Tlhis
Technical Bpécification is concerned with software applied to health excluding that which is necessary for the
proper apglication or functioning of a medical device.

A necessary precursor for determining and implementing appropriate design and production controls, in order
to minimize risks to patients from product malfunction or inadequate performance, is a clear understanding of
the hazards that a product might present to patients if malfunction or an unintended event should occur and
the likelihood of such a malfunction or event causing harm to the patient. Additionally, if guidance is to be
given to manufacturers of health software products on design and production control (and corresponding
standards produced), then it will need to be recognized that the controls necessary for products presenting
low risks will not be the same as for those presenting high risks. Controls need to match the level of risk that a
product might present to a patient. For these purposes, many standards, legislation and specifications dealing
with control of risks in design and production group together products in a limited number of classes or types
according to the risk they might present.

Vi © 1SO 2007 — All rights reserved
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This Technical Specification presents a process for such a grouping of health software products. It proposes
five risk classes and will facilitate broad screening of generic product types and of individual products to allow
different levels of, or rigour in, the application of design and production controls that are matched to risk. Thus,
the classification proposed may be a precursor for standards on design and production control, where the
latter might require a far more detailed, in-depth and rigorous risk analysis for a particular product than that
required for the broad classification process in this Technical Specification. Examples of the application of the
process for assigning a risk class are given for a number of different types of health software products.

The term “health software products” refers to any health software product, whether or not it is placed on the
market and whether it is for sale or free of charge This Technlcal SpeC|f|cat|on therefore covers commercial
in, only one
health orgamzatlon such as a hospital. There is a broad range of health software products,/tapging from
simple research databases to call and recall systems, clinical decision support, electroniexhealth record
sygtems, ambulance dispatch systems, hospital clinical laboratory systems and GP systemg. Annex B
prqvides four examples of the application of this Technical Specification to different health softwar¢ products.
Holwever, any software that is necessary for the proper application or functioning (6f-a medical device is
outside the scope of this Technical Specification.

© IS0 2007 — All rights reserved vii
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TECHNICAL SPECIFICATION ISO/TS 25238:2007(E)

Health informatics — Classification of safety risks from health
software

1
Th
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Scope

s Technical Specification is concerned with the safety of patients and gives guidanceCen the analysis and
categorization of hazards and risks to patients from health software products, in order-to allow any

product to

assigned to one of five risk classes. It applies to hazards and risks which could‘catse harm tg a patient.

Other risks, such as financial or organizational risks, are outside the scope of.this Technical Specification

unl
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2.1
ha

ess they have the potential to harm a patient.

s Technical Specification applies to any health software product, whether-or not it is placed on
I whether it is for sale or free of charge. Examples of the application of the classification scheme

s Technical Specification does not apply to any software whichiis necessary for the proper ap
ctioning of a medical device.

TE This Technical Specification is intended for the assignment of health software to broad risk class
decisions such as what controls should be applied to ensure;safety. It is not intended for the application of

bls (see Annex A).

Terms and definitions

the purposes of this document, the following terms and definitions apply.

m

de

[adapted from ISO/IEC{Guide 51:1999]

2

hazard
polential source of harm

[ISP/IECGuide 51:1999]

23

th, physical injury and/ordamage to the health or well-being of a patient

the market
are given.

blication or

es, so as to
isk analysis

risk management to the design of health software preduets and the mitigation of any identified risks td acceptable

health software product
software proffered for use in the health sector for health-related purposes, but excluding software necessary

for

the proper application of a medical device

2.4

manufacturer
natural or legal person with responsibility for the design, manufacture, packaging or labelling of a health
informatics product, assembly of a system or adaptation of a health informatics product before it is placed on
the market and/or put into service, regardless of whether these operations are carried out by that person or on

tha

[ad

t person's behalf by a third party

apted from ISO 14971]
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25
patient
any person who is subject to, or who utilizes, a health software product

NOTE In this Technical Specification, this is taken to include healthy persons, where applicable (e.g. a healthy
person accessing a knowledge database to obtain health-related information).

2.6
product
entire entity proffered to a user, including instructions for use and training, where applicable

27
risk
combinatign of the likelihood of occurrence of harm and the severity of that harm

[adapted flom ISO/IEC Guide 51:1999]
See Clausg 4.

2.8
risk analypgis
systematid use of available information to identify hazards and to estimate the risk

29

risk class
classificatipn of a health software product according to the underlying risk it might present to the safety of
patients

210
safety
freedom frpm unacceptable risk of harm
[ISO/IEC Guide 51:1999]

211
tolerable risk

risk which |s accepted in a given context*based on the current values of society

[IEC 61508-4:1998]

3 Abbrneviated terms

ICT

rfformation.and Communication Technologies

4 Principles of hazard and risk analysis

Manufacturers of health software products should have a clear understanding of the hazards that their product
might present to a patient, if it were to malfunction or to cause an unintended event, and the degree of
likelihood that the hazard might be realized if it were to occur in reasonable circumstances of use. That
knowledge is necessary for the extent and nature of the control measures required, and the rigour with which
they need to be applied, so as to reduce the risk to patients to a tolerable level, e.g. through measures such
as inherent design features, instructions for use and induction training. What is tolerable will depend on
circumstances and the current views of society and regulators.

The essential precursor to this process is to undertake a hazard and risk analysis.

2 © 1SO 2007 — All rights reserved
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There are a variety of approaches to hazard and risk analysis, all of which share a set of underlying concepts.
Existing standards, guidance and publications tend to focus on particular sectors of activity (e.g. electronic
safety systems, aeronautics) or subject areas (e.g. financial risks, risks to property, risks to the security of
personal data). As such, they need interpretation in the context of health software products. This Technical
Specification draws on a variety of sources to keep in line with accepted general principles. The Bibliography
provides a list of useful sources of information on the subject. In considering the approach to take for health
software products, account has been taken of how medical devices are classified and controlled in terms of
safety. Annex A addresses this matter.

The following presents some of the basic concepts insofar as they are utilized in this Technical Specification.
Thi e | ' i j

e possible
comsequence(s) that might result if the product malfunctioned or resulted in an adverse event or gvents, and
nsequence

ISO Guide 51 defines risk as the “combination of the probability of an event-and’its consequencg”, whereas
i Technical Specification defines it as the “combination of the likelihood of occurrente of harm and the seyerity of that
” (2.7). The probability that a hazard will be realized might, in some domains;\be represented quantiatively as a
propability which may be based on historical or experimental failure analysis and ineident statistics. That is veny unlikely to
be fthe case with health informatics products safety, where such statistics and, evidence are not available, and therefore
quglitative judgements are necessary. Whereas probability can of course be Qualitatively expressed, the tern] “likelihood”

E2 ISO Guide 73:2002 defines risk as the “combination of the‘probability of an event and its consequience”. This
4 the same drawback regarding the use of the term “probability” rather than “likelihood”. Moreover, this Technical
Specification is focussed only on events that are likely to cause_harm to patients and the severity of that harm/| rather than

The consequence, i.e. harm to the patient(s),. may take on different forms, varying from death to minor
incpnvenience, for example. Consequences -may be categorized. Such categories need inferpretation
ording to their sphere of application, in)this case the application of ICT to health. This| Technical

b likelihood that a hazard will be realized in reasonably foreseeable circumstances might, in somg domains,
be|represented quantitatively asya-probability which may be based on historical or experimeptal failure
analysis and incident statistics-That is very unlikely to be the case with health software products safety, where
su¢h statistics and evidenceg ;are not available, and therefore qualitative judgements are necegsary. This
Teghnical Specification proposes five likelihood categories, each with a description of its scope (seq 5.3).

As|noted earlier, the'risk to the safety of a patient or patients from a health software product depenhds on the
possible consequénce(s) that might result if the product malfunctioned or resulted in an adversg event or
events, and thedikelihood that such consequence(s) would in fact be realized. The level of rigks can be
redresentedqin a risk matrix where likelihood and consequence are its two dimensions (see Table 1),

Table 1
Consequence
worst least
highest 1 2
3
Likelihood
4
lowest 5 6

© 1SO 2007 — All rights reserved 3


https://standardsiso.com/api/?name=60be0c322ca755c663f9f135f25a5980

ISOITS 25238:2007(E)

Each cell of the matrix thereby represents a level of risk. Thus, in the risk matrix in Table 1 (above), the
25 cells represent 25 risk outcomes which reduce in severity on moving diagonally from top left to bottom right.

Such levels of risk outcomes can be grouped into classes such as the following:
— the highest risk class would be a group of cells in the top left, such as 1, 2 and 3;
— the lowest risk class would be a group of cells in the bottom right, such as 4, 5 and 6.

The cells of the risk matrix can thereby be populated with risk classes. When grouping together cells into a
CIaSS,Con"' c oPe—tarKen—o a—eired o withirthe—appleatiern—sectorand—themeants
assigned tp each category of consequence and likelihood. The aim is to reduce complexity by identifying'cells
which broddly represent a similar degree of risk to the patient and grouping them into a class on that(premise.
Thus, a mlinor consequence with a high likelihood might broadly equate to a worse consequence but with
lesser likeljhood.

This Technical Specification proposes five risk classes (see 5.4).

5 Assignment of a risk class to a health software product

5.1 Intrpduction
This clausg proposes categories for consequences arising from hazafds, and categories for the likelihood of
such consg¢quences being realized, in the context of health software products. It further proposes a numbef of
risk classgs for health software products and relates those™classes to the proposed categories| of

consequerce and likelihood through a risk matrix. Annex B demonstrates the application of these proposalsg to
different types of health software product.

5.2 Asslgnment to consequence categories
Hazards (gotential for harm) that a health software-product might present to a patient, if it were to malfunction
or be the ¢ause of an adverse event, shall bexdetermined and the potential consequences of such hazafds
shall be idé¢ntified. Each such consequence.shall be assigned to one of the following consequence categorigs:
— catastrophic;
— major
— considerable;

— significant;

— minor

NOTE It will not be necessary to identify and categorize all possible consequences that could arise. The analysis to
identify the realistic consequences and the likelihood of their occurring only needs to be undertaken to the extent required
to assign with confidence the product to a risk class by means of the iterative process described in 5.6.

The consequence categories shall be interpreted as in Table 2. The descriptions have been created to suit the
context of this Technical Specification, but are consistent with those in other sectors and in other
complementary disciplines and approaches (see References [15], [16] and [17]).

Where there is doubt on the margins of two categories, the consequence shall be assigned to the category of
worse consequence.

4 © 1SO 2007 — All rights reserved
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Table 2
Consequence Interpretation
Categor
gory Consequence Number of patients affected
Deaths. Multiple
) Permanent life-changing incapacity and any condition for which
Catastrophic the prognosis is death or permanent life-changing incapacity; Multiole
severe injury or severe incapacity from which recovery is not P
expected in the short term.
Death. Singlé
Permanent life-changing incapacity and any condition for which
the prognosis is death or permanent life-changing incapacity; Sinale
. severe injury or severe incapacity from which recovery is not 9
Major expected in the short term.
Severe injury or severe incapacity from which recovery is .
X Multiple
expected in the short term.
Severe psychological trauma. Multiple
Severe injury or severe incapacity from which recovery_is Si
. ingle
expected in the short term.
. Severe psychological trauma. Single
Considerable
Minor injury or injuries from which recovery is sotvexpected in .
Multiple
the short term.
Significant psychological trauma. Multiple
Minor injury or injuries from which reeovery is not expected in .
Single
the short term.
Significant Significant psychological trauma, Single
Minor injury from which recoyery is expected in the short term. Multiple
Minor psychological upset; inconvenience. Multiple
Minor injury from which recovery is expected in the short term;
Minor minor psychologicall upset; inconvenience; any negligible Single
consequence.
In [dentifying the hazards that a health software product or product type may present to a patien{, a hazard
shall not be dismissed Simply because it is believed that the design of the product is such that there are no
cirgumstances in which the hazard would arise because of the particular product or general desigh features.
The potential for-harm (hazards) that the product could present shall be determined as if such design features
andl controls were not present or malfunctioned.
In identifying’the hazards that a health software product may present to a patient if it were to malfunction or be
thg catise of an unintended event, a hazard shall also not be dismissed simply because, even if it were to
arise;yno adverse consequences to a patient would occur, e.g. as a result of the vigilance of the uger or other

events external to the product. This aspect is addressed by the assignment of likelihood to the consequence
occurring, as described in 5.3 and 6.5.

5.3 Assignment of likelihood to consequences

For each consequence identified, the likelihood of the consequence(s) occurring in reasonably foreseeable
circumstances shall be assessed.

NOTE As pointed out in 5.2, it will not be necessary to identify all possible consequences that could arise. The
analysis of possible consequences and the assignment to them of a likelihood of them occurring only needs to be
undertaken to the extent required to assign with confidence the product to a risk class by means of the iterative process
described in 5.6.

© 1SO 2007 — All rights reserved 5
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Each likelihood shall be assigned to one of the following categories:

The likelih

suit the context of this Technical Specification, but are consistent with categories in other demains, ¢.
corporate governance in healthcare (see Reference [18]).
Where thefe is doubt on the margins of two categories, the likelihood shall be assigned to'the category of
higher likelihood (see Table 3).
Table 3
Lik¢lihood category Scope
Very high Certain or almost certain; highly likely to occur.
High Not certain but very possible; reasonably expected to occur in the majority of cases.
Medium Possible; not unlikely but occur.
Low Could occur, but in the great majority<of occasions will not.
Very low Negligible or nearly negligible possibility of occurring.

In assessi
the produg
this subcld
for an adv
being reali

However,
For exam
consequer

a)

b)

c)

very h
high;
mediu
low;

very I

igh;

m;

PW.

bod categories shall be interpreted as in Table 3 (below). The descriptions have been created

of the

of the
place

ng likelihood, the likelihood of a consequence shall not be diminished in relation to any feature
t itself, including associated instructions for use [see definition of product (2.6)]. In the contex
use, “likelihood” does not refer to(the likelihood of the product malfunctioning or being respons
erse event. It is the likelihood, of the consequences of that malfunction or adverse event actu
ved in practice.

to

the

of
of
ble

ally

t is permissible to take aecount of reasonably foreseeable circumstances external to the prodyict.

ple, if the identified~consequence of a hazardous event could be injury, the likelihood of t
ce resulting in actual-injury to a patient may take account of matters such as the possibility:

before'the consequence resulted would enhance the possibility of the hazard being identified;

hat

hazardous event being noticed by a user with appropriate qualifications before the consequence
occurs;

consegquence being avoided because the number of events over a period of time that would take

that a patient would be seen by a healthcare professional before any harm occurred and in sufficient time
for effective treatment or therapy to be delivered.

The circumstances that may reasonably be taken into account when assigning a likelihood shall be tempered
by the severity of the consequence in question; the criteria being more stringent the more severe the
consequence.

It shall not be permissible to assume best circumstances in all cases. For example, it is not permissible to
assume that the operator is always highly competent and/or experienced, since it is reasonably foreseeable
that circumstances will arise in which the product is used by an operator for the first time and that some
operators, even with training, may be only marginally competent. Accepting these circumstances as a
possibility is obviously important when a possible consequence is severe, such as death.
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5.4 Risk classes

This Technical Specification is based on the concept of risk classes, each of which represents a combination
of consequent categories and likelihood categories. Five risk classes are proposed: Classes A to E.

Each comprises a grouping of consequence and likelihood combinations which broadly represent the same
level of risk to the safety of patients. Class A represents the highest potential risk and Class E the lowest.

The combinations that derive the risk classes are defined by Table 4.
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sideration of the meanings assigned to each category of consequence and likelihood. The validity of Tabld
Lires experience of its application to different health informatics application sectors and of the manner i
Eses might be used in determining the controls which might be applied to products in the different classe
r safety. This experience will be important when this Technical Specification is reviewed for péssible con
International Standard.
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iteffative process described in 5.6. Therisk class of the health software product shall be the highes
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5.6
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Assignment of risk class to a health software product
nsequence and likelihood combinations shall be assigned to a risk matrix as described in 5.4, |

ere Class A is the highest and.Class E is the lowest.

Process of iteration

ca

than a lesser consequence category, but with a higher likelihood. Although any analysis will most |
at the outsefron realistic worst consequences, it will also be necessary to consider lesser conseque
extent of being confident, by a process of iteration, that the highest of the resulting risk classe
assigned:te a product.

b risk class into which a product falls depends on the combination of consequence category ang
gory. Thus, aigh consequence category combined with a low likelihood might result in a lowe]

tilizing the
identified,

likelihood
I risk class
ikely focus
hces to the
s is finally

6

The analytical process

6.1 General

This clause lists some of the processes which should be considered in the analysis leading to the assignment
of risk class.
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6.2

Involvement of stakeholders

It will be essential that any analysis is founded on a clear and suitably in-depth understanding of the system,
the environments in which it will be used and the users for which the system is intended. Agreement and
decisions should be obtained from representatives of key stakeholders in the health software product. This
might best be achieved by assembling a group representing at least:

those engaged in system design, development and maintenance;

users;

those engaged in the business or process environment within which the system will be used.

It might also be advantageous if the group included representation or contribution from legal advisors @
governancg experts.

For produgts that are to be offered on a commercial basis, care should be taken to ensure the analysis is
unduly infllenced by a sales view.

6.3 Understanding the system and user environment

The first step is for the team to reach a shared understanding of:

the intent of the system;

the environments in which it is intended to be used (environmental factors to be considered will be m
than physical, e.g. the extent to which clinical expertise will-be engaged);

the syptem’s characteristics and modes of operation;
the system/human interface;

the dynamics of the processes with which-the’system will interface and which it will influence.

These matters shall be documented, incliding any scenarios considered and judged unreasonable.

6.4 Consequence analysis

In identifying what might happen if the system were to malfunction or cause an unintended event, and
consequer|ces of this, the group should:

ensure the process’is business/profession/user driven, e.g. as opposed to being sales driven;

ignorg the,system's underpinning controls and safety features;

nd

not

pre

the

seek buttheadverseevents which-wouldarise-if the system malfunctioned,—or-wasthe causeof

unintended event, or was operated in an unintended manner, including:
— human aspects (accidental and deliberate actions or inactions),

— physical failures,

— logical failures,

— communication failures,

— hardware failures, and

an
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— software failures;
focus on scenarios considered to be “reasonable worst cases”;
inform itself of actual incidents with the system and learn from them;

inform itself of actual incidents with products of a like type and learn from the experience
including that reported in relevant literature;

ensure all stakeholders are involved;

of others,

encourage innovative thinking;
seek out any underlying/eventual impact, not just inmediate consequences;
be imaginative but realistic;

give full weight to the views of users and of those representing the healthcare environment in
system is intended to be used.

Likelihood analysis

pssessing the likelihood of a consequence being realized i reasonably foreseeable circumst
up should:

have before them the adverse events which could ,arise from a malfunction, etc., as used in
consequence categories;

focus on the worst adverse events/consequences first;

analyse the processes which might |lead to harm to a patient arising from adverse even
constraints working on those processes;

consider past incidents that led-toharm, including those reported in the “literature”;

consider any likely changes and trends in the reasonably foreseeable future in the field in
product is intended to be._used;

take into account,;\when considering human roles in likelihood:
— motivation;

— work/pressures and opportunities,

which the

ances, the

assigning

s and the

which the

~ “ competencies,

— incentives and disincentives, and

— work environment;

seek out circumstances which might increase likelihood;

avoid unreasonable confidence in professional or user competence in avoiding consequences;

take account of the complexity of decisions or processes;
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take into account reasonable expectations of availability of resources, human and other, and particularly
the impact of scarcity;

take into account the interdependency of events in a chain;

take into account the time lag between an adverse event arising from the system and any consequence
possibly taking place;

take into account the volume of activity being handled and the extent of remoteness of any consequences
from operators, e.g. a “call and recall” system for breast screening may handle many thousands of

patien

numbers, all of whom would be remote from those operating the system and probably having little. or

mean

6.6 lter

As pointed
category a
a lower ris
will most

consequer
as long as
assigned,

6.7 Revijews

of recognizing that an adverse event had occurred.

tion

rge
no

out in 5.6, the risk class into which a product falls depends on the combination’ of consequence

hd likelihood category. A high consequence category combined with a low Jikélihood might resul
k class than a lesser consequence category, but a higher likelihood. Thus, although any analy
ikely focus at the outset on worst consequences, it will also be necessary to consider les
ces and their likelihoods. However, not all consequences and their.likelihood need be conside
, by a process of iteration, a point is reached whereby there can(be confidence in the risk cl
.e. that no other combinations of consequence and likelihood ceuld result in a higher risk class.

tin
sis
ser
red
NSS

Changes in the design of a product or the field of intended application will take place from time to time, e.g| in

the following situations:

— the infroduction of new or changed functions;

— markdting into a new environment (e.g. taking-a research system into a wide general market, opening a
markdgt in a new country, targeting a different clinical speciality, healthcare environment or type| of
organijzation);

— the infroduction of new or changed-interfaces with other systems.

Changes df this type may changé the risk class to which a product should be assigned.

Reviews dhall be undertaken as appropriate, both periodically and when any change takes place of is

considered, which might-affect the product’s risk class.

6.8 Dodumentation

The analytjcal process shall be fully documented, including:

— the malfunctions and adverse events considered and their consequences, including those rejected as
unreasonable;

— the a

nalysis of likelihoods to be assigned to consequences, including scenarios rejected

unreasonable;

— theite

rative process and the logic which led to the assignment of the risk class with confidence.

as

This documentation should be seen as core system documentation, whose continued availability and currency
should be assured.

10
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6.9 Incident library

Judgements on reasonable consequences and their likelihood will be greatly assisted by reference to an
incident library; therefore there shall be a means for collecting and storing such incidents.

7 Examples of assignment of risk classes to products

Annex B gives examples of the process for assigning a risk class to different types of health software product.

8 | Relationship of risk classes to design and control of production of produgts

Anlimportant application of this Technical Specification will be the assignment of risk classes to different types
of health software products, in order to group them for the purposes of presenting guidanee, or a standard, for
thg design and production of such products. The nature of those controls and the rigour with which| they need
to pe applied will depend on the risk class into which the product falls. Although_it'is not the purpose of this
Teghnical Specification to specify what these controls should be for any risk class; an illustration of|the nature
of {he relationship between risk classes and potential controls for risk managéement is given in Annek C.
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Annex A
(informative)

Health software products and medical devices: rationale

A.1 General

In many cquntries, the safety of medical devices is assured through legislative provisions. The extentto.wHhich
software i§ encompassed by such controls differs in some details but generally, by definition and by practice,
software ig covered only insofar as it is “necessary for the proper applications of a medical device” or is|an
accessory|to a medical device.

In practicef at least at present, health software products (2.3) are not covered by such controls, examples
being GP $ystems, call and recall, research data bases, e-prescribing software, ambulance dispatch systems,
etc.

In considefing a classification for health software products, it makes good seénse to examine the approach
taken with|medical devices and, in that field, the relationship between classifications and controls for assurfing
safety, so|that as far as practicable the approaches are on the samé€ lines. This Annex considers thg¢se
matters briefly. In the interests of brevity, no attempt is made to providé«an in-depth analysis, and a numbef of
complex issues and definitional matters have been simplified.

With medigal devices, the approach is:

— first, Hroadly to classify devices with classes based on*perceived potential risk to patients (typically fpur
classgs with sub-divisions);

— second, to apply controls on matters such as-design, production, quality systems, labelling, etc., where
the extent of the controls, and the rigour of-their application, depends on the class: the higher the fisk
class the stronger the controls.

In this scepario, the issue of “risk” arises in two very different contexts: i.e. in the classification and in qudlity
systems controls.

The classification system is founded on the perceived potential “risk” to patients. However, for medical deviges,
the assignment of class doeés)not require a risk analysis per se. The assignment essentially depends onh a
device's applications, e.g.\invasive, non-invasive, active, whether there is contact with the skin or not, whether
energy is delivered tothe body, etc. The classification is based on the premise that, with certain exceptions,
invasive devices are of a higher potential risk than non-invasive devices. Health software products cannot{be
characteriged by sueh terms as “invasive” or “active”, or whether they come into contact with the skin. Thus,
the classificationsystems used for medical devices are not suitable for health software products.

In contrast; i i i ality
system. Part of this would be a requirement for risk management and to conduct a full and in-depth risk
assessment of a device, and to mitigate risks to an acceptable level.

This Technical Specification is concerned with risk only in the context of a classification system for health
software products and, as such, considers in broad terms the potential risk to patients of such products. This
Technical Specification does not consider control measures for assuring the safety of health software products.
However, it recognizes that if control measures are to be implemented, a prior necessity is to classify health
software products to allow controls to be proportionate to the risk to patient safety. Controls might of course
include the requirement for a quality system and, within that, a requirement to apply a full risk assessment
process to a product and to mitigate risks to an acceptable level. Risk analysis in this context is not, however,
the subject of this Technical Specification.
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It makes sense to examine whether the classification systems used in the context of medical devices could be
applied to health software products. The conclusion is that they cannot: hence the need for this Technical
Specification for the reasons given in this Annex.

A.2 FDA guidance relating to software

In the U.S.A., the FDA (Food and Drug Administration) has issued guidance on software encompassed by
medical device controls. It contains material of significance to this Technical Specification.

Reference [20] provides a classification of such sortware based on the 1evel of concern it represents to the
saflety of patients or operators. The nature and extent of documentation required for a pre-market submission
is then related to the level of concern. The level of concern “refers to an estimate of the severjty)of injury that a
deyice could permit or inflict, either directly or indirectly, on a patient or operator as a result of devige failures,
design flaws, or simply by virtue of employing the device for its intended use”. The guidance recognizes three
levgls listed below.

a) | Major The level of concern is maijor if a failure or latent flaw could directly result in death|or serious
injury to the patient or operator. The level of concern is also major if a failure or latent flaw could indirectly
result in death or serious injury to the patient or operator through jncorrect or delayed infgrmation or
through the action of a care provider.

b) | Moderate The level of concern is moderate if a failure ordatent design flaw could directly result in
minor injury to the patient or operator. The level of concefn is also moderate if a failure or [latent flaw
could indirectly result in minor injury to the patient or operator through incorrect or delayed infgrmation or
through the action of a care provider.

c) | Minor The level of concern is minor if failures of. latent design flaws are unlikely to cause apy injury to
the patient or operator.

Sefious injury is defined as an injury or illness_that:

—| is life threatening;

=

—| results in permanent impairment of a body function or permanent damage to a body structure; g

—| necessitates medical or-surgical intervention to preclude permanent impairment of a body function or
permanent damage to a-body structure.

“‘Permanent” is defined.as “irreversible impairment or damage to a body structure or function exclyding trivial
impairment or damage”.

Mimor injury js ene which does not meet the definition of serious.
Of |particular significance is the recommendation that the level of concern is assessed “before mitigating any

hazard™i.e. the software device should be assessed as though hazard mitigations had not been implemented.
This_Technical Specification proposes the same requirement (see 5.2 and 5.3)

FDA CDRH (Centre for Devices and Radiological Health) guidance on off-the-shelf software use in medical
devices [21] contains the following view:

“Because the risk estimates for hazards related to software cannot easily be estimated based on software
failure rates, CDRH has concluded that engineering risk management for medical device software should
focus on the severity of the harm that could result from the software failure. Hazard Analysis is defined as the
identification of Hazards and their initiating causes [IEC 60601-1-4]. Based on the definition of Risk Analysis in
ISO 14971 and EN 1441, hazard analysis is actually a subset of risk analysis; because risk analysis for
software cannot be based on probability of occurrence, the actual function of risk analysis for software can
then be reduced to a hazard analysis function. Technically speaking, the use of either term risk or hazard
analysis is appropriate. However, CDRH has chosen to use the term hazard analysis to reinforce the concept
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that calculating risk based on software failure rates is generally not justified, and that it is more appropriate to
manage software safety risk based on the severity of harm rather then the software failure rates.”

Reference [21] also proposes a classification based on “level of concern”, with definitions which are
substantially the same.

It should be noted that the guidance on software in medical devices clearly states that the guidance on “level
of concern” applies only to pre-market submissions and is “not related to device classification (Class |, Il, or IlI)
or to hazard or risk analyses per se”. Nevertheless, the question arises as to whether this classification would
serve the purpose of health software products and this Technical Specification.

Like the FIDA guidance [29] this Technical Specification recognizes that, with software, the issue is systématic
faults and [that risk cannot be based on software failure rates. In essence, if a fault is there, it willmani
itself at sgme point, i.e. the probability of its occurrence is essentially 100 %. Thus, for software; a
analysis bpils down to a hazard analysis, i.e. the identification of the nature and severity of potential hgrm
when a systematic fault manifests itself. This Technical Specification categorizes the nature and severity of
such potential harm in “five consequence categories” (rather than the three used by the EDA), in ordeq to
provide sgmewhat greater delineation, and does not cover operators. It is also morescomprehensive in|its
definition ¢f consequences, e.g. it recognizes a difference between harm to a single ‘patient and harm to
multiple pgtients, and specifically includes psychological trauma. The latter could, foryexample, be substantial
with malfunction of security provisions in a research data base of person identifiablé HIV cases. Neverthelgss,
the terms yised in this Technical Specification are similar to those used in the FRA guidance [20].

The FDA guidance does not, however, address the question as to whether, when an adverse event occurs
with the potential to cause harm, that harm will in practice bé/realized in reasonably foreseeaple
circumstar|ces. For example, in the case of a software system designed to issue reminder letters to patients
about appg¢intments that have been made for them with an outpatient department, if the software malfunctions
and fails t@ issue a letter, it can be argued that harm to a patient-could arise due to missing the appointment.
Nevertheldss, the probability of harm arising in practice \isvremote, in that the patient is aware of the
appointmept, will take action when he/she realizes it hassbeen missed, and the missed appointment will|be
noticed by|the outpatient clinic when it occurs such that action can be taken to fix a further appointment. On
the other hand, if a call and recall system malfunctions and fails to issue a recall letter to a patient with{an
adverse tgst result, not only could the patient be harmed, but the probability of the harm actually bejng
realized cquld be high, i.e. the patient will not.be’aware that a recall was necessary and the system will hot
recognize that the patient has not been contacted. It is reasonable to distinguish such examples in termg of
assigned r|sk class.

Technical Specification~proposes assigning a likelihood to harm actually being realized| in
circumstances once an adverse event with potential for harm has arisen.

It is important to recognize thatwhilst the 5 x 5 matrix defining the five risk classes (see 5.4 and Table 4) has
the appeatance of a classic)fisk chart matrix which might, for example, arise from a risk analysis of a medical
quality system (e.g. as in ISO 14971), the “likelihood” axis has a fundamental difference. The
likelihood &xis in this~Jiechnical Specification is not the qualitative probability that an adverse event will ocur
in a health|software\product. It is the likelihood that the consequences of that adverse event will be realized in
practice once that'event has taken place. Assessment of this aspect of this Technical Specification will|be
necessary when this Technical Specification is reviewed for possible conversion into a [full
International-Standard-
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Annex B
(informative)

Examples of assignment of Risk Classes

B.1 _General

This annex is only an indication of the process of assigning a risk class to different types of-health software
prdducts. It contains examples and, as such, shall not be taken as the definitive assignment,of rigk class for
su¢h products.

B.2 Hospital e-prescribing system with decision support
When assigning a risk class to hospital e-prescribing systems with decision support, the first|step is to
comsider what the consequences could be if such a system malfunctioned-or failed to operate as intended, or
whpt the cause of an unintended event could be.
Anfunintended event might be the generation of a prescription fer'a/drug with one or more of the follpwing:
—| wrong person;

—| wrong drug;

—| wrong dose;

—| wrong repetition;

—| wrong route;

—| wrong timing;

—| unforeseen drug-drug-iniéraction;
—| unforeseen allergic reaction to drug.
The above unintended events might be compounded by an error in the placing of a decimal point in the
prgscribed quantity or the generation of a prescription for a drug of type or quantity which is inappfopriate for
theg particular'type of patient, e.g. for a child. Whereas many of these events could result from a malfunction of
a gystemythey are more likely to occur because the user unintentionally enters the wrong informatipn through
ignjorance or a slip in concentration. These adverse events cannot, however, be dismissed purgly as user
error—sinecethe dcaiyll intentionsinthese systems wittbe-to }JIUV;dC applupliqtc aterts-in-these—cirecdmstances.

The fact that such potentially harmful prescriptions may be generated may thus be due as much to failure or
inadequacy in the decision support system as to simple user error.

It is not permissible for a vendor to dismiss the possibility of such events because of the belief that his product
is so well designed that such events could not occur. In a recent study [19], 18 potentially hazardous scenarios
were used to test four well-established GP systems used in three-quarters of GP practices in the U.K. The
systems were designed to give drug interaction alerts. However, none produced alerts for all 18 scenarios: the
best produced seven alerts and the worst four. In terms of prescriptions of drugs with similar names, none of
the systems gave warnings for all the ten drug pairs considered. The manufacturers of each of these systems
may have believed that all hazardous circumstances were covered within their designs, but they were not.
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The next step is to consider what might be the consequences of such events. In this example, it is easy to
envisage circumstances where, should an “erroneous” prescription be dispensed and administered, death or
severe injury (from which recovery could not be expected in the short term) could occur. These consequences
fall into the consequence category “major”.

The next step is to assess the likelihood of these consequences of death or serious injury being realized in
“reasonably foreseeable circumstances”. Such “reasonably foreseeable circumstances” will involve
consideration of a chain of events involving the passing of a potentially harmful prescription from the doctor in
charge to a dispenser to the drug administrator, and its actual administration to a patient, with the
consequence then actually bemg realized. Assessmg the likelihood of death or serious |njury actually
occurring \
noticed arnd corrected somewhere along the chain and whether, even if the prescribed medication”w
administergd, death and/or serious injury would be avoided. It is not permissible to assume best or perf
conditions|anywhere in the chain, e.g. to assume that all those in the chain are highly compétent, alert
clinicians. On the other hand, the likelihood that there are totally incompetent staff all through a chain might|be
an unreasgnable assumption. However, it is a requirement that what may be taken into account as reasonaple
when assigning a likelihood shall be tempered by the severity of the consequence in question, the critgria
being more stringent the more severe the consequence. In this example, the possible” consequencyq is
extremely severe.

In practice] it is known from experience that once a potentially harmful prescription’has been generated, it ¢an
be and hag been administered and death and serious injury have resulted. The assigned likelihood categpry
would thus be either “very high” or “high”. When placed in the risk matrix, the combination of “malor’
consequerjce category combined with the likelihood category “very high’zresults in e-prescribing systems with
decision syipport being assigned to Class A. However, the combination/of “major’ consequence category and
likelihood fategory “high” results in an assignment of Class B. Thé\assignment of class is resolved by the
requirement that “where there is doubt on the margins of two categories, the likelihood shall be assigned to
the categofy of the higher likelihood”. This settles the class as.Class A.

No further| analysis (iteration) is required since it is negessary to conduct an analysis “only to the extent
necessary|to assign, with confidence, the product to.a‘risk class” and there is no “higher” risk class than
Class A.

The assigriment of Class A to e-prescribing systems with decision support is not surprising, since it can readily
be recogniged that serious harm can result to_patients if they are poorly designed. Any guidance, standardg or
regulationg on controls that should be exerted on the design and production of health software products would
also be ejpected to be most stringept for health software products of this type (Class A) because of their
potential fQr serious harm if not subject-to such stringent attention.

B.3 Bar|code case note tracking system

This exampple is based,on a system that generates a bar code label which will uniquely identify a patient's
paper casg notes s@ that, when case notes are moved from one location to another within a hospital, they ¢an
be checkefl in and:out with a bar code reader, and their location can thereby be identified.

The first sjepis to consider what might happen if such a system should malfunction or be the cause of|an
unintended event.

One malfunction might be the failure of the system to track a particular set of notes, with the result that they
cannot be traced and are thereby not available to the clinician when required. The consequence of this
circumstance will depend on the clinical situation applying when the notes cannot be found.

Even though even a moderately competent clinician might be expected to be cautious and delay action until
sufficient information had been ascertained by some means, it might nevertheless be argued that a
consequence could occur in the major or considerable categories, but that the likelihood of such
consequences actually being realized would be “very low”. This indicates Class C.
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Some might regard this as too severe a judgement, and that in practice the possible consequences would
more reasonably lie in the significant or minor categories, with a likelihood of medium or low. This would
indicate Class D or E.

Further considerations would be needed, including perhaps a literature search, in order to finalize the
Class (either C, D or E).

This would appear reasonable. Any guidance, standards or regulations on controls that should be exerted on
the design and production of such health software products (Classes C, D, E) would be unlikely to impose

conditions as severe as for an e-prescribing system with decision support (Class A).

B.
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4 Research system for sexually transmitted diseases

{

{

s example is a system designed “in house” for holding and analysing research_data in the
ually transmitted diseases. The system holds patient identifiable data.

b first step is to consider what might happen if the system were to malfunction“gp fail to operate a

ch a system will not be used for direct patient care and therefore eventsileading to consequenc
th, serious or minor injury are not applicable. However, failures to adequately protect the config
ent data can be envisaged, e.g. through lack of, or deficiencies)in, access control or poor
uirements. Thus, the identity of a patient with a sexually transmitted disease such as HIV
ealed to an unauthorized person or persons. A consequence’ could then be “significant” ps
ima to the patient, i.e. in the “significant” consequence category.

b next step is to consider the likelihood of the consequences actually being realized. Physiologi
a patient will not arise unless the patient concerned becomes aware of the breach in confiden
depend on the circumstance of the unauthorized access. If the unauthorized access was by
D, without intent, found him/herself viewing stich sensitive information, that clinician, because

son. However, accidental or unauthorized.access by a person not bound by such an obligation ¢
idle or malicious chatter, especially-if the patient in question was known in the local
vertheless, a long chain of eventscould reasonably be expected before a patient would Ig
dent, and the likelihood might be judged as medium to low. Either results in either Class D.

additional consideration_would apply if the system had an audit trail which exposed thg
uthorized access had occurred. The system “owner” might in these circumstances be obliged to

lized would be “very high”. However, it could reasonably be argued that the psychologi

ician. Psychological trauma might thus be judged as “minor” rather than “significant”. The resu
ss C.

bse arguments point to either Class C or D. If there is significant doubt as to which should
uirement is to assign the higher class, i.e. Class C.
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E For a research system holding far less sensitive data, the most that might be expected wou

psychological upset (if any), with a likelihood of low or very low, i.e. Class E.

d be minor

It is not surprising that a system holding person-identified, very sensitive health data, such as sexually
transmitted diseases, should be in a relatively “high” class. Any guidance, standards or regulation on controls
that should be exerted on the design and production of health software products in this class (C) can be
expected to be fairly stringent, in this example focusing on data protection, security and access control.
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B.5 Ambulance service despatch system

The area of emergency services inevitably carries with it an assumption of “life and death”, but the reality can
in fact differ from this. Whilst the development of “leading edge” solutions for ambulance service despatch
[such as the example of the London Ambulance Service in the mid-1990s')] do indeed deliver such impacts,
earlier generation systems (which do not, for example, assign crews based on their particular skills and/or
response units based upon specialist equipment) are much more “supportive” than “directive”. Such a system
is considered here.

When considering the realistic worst case impact, the probable circumstances of a call to an ambulance
service thatHeads-either-te —Retbeing-despate or-te-a-erew-bet RN .
need to be| identified.

For a death to occur, the assumption would be that the patient condition is critical and that there were.no other
persons ayailable to make the call and to follow up. In circumstances such as an individual being alone and
suffering al major heart attack, a call is not even likely to be made. If a death were to result, this'would not|be
related to the despatch system. In the case of a major car crash, wounding in a fight, building €ollapse or other
“maijor incident”, there would be representatives of one or more of the emergency sérvices in attendance.
These individuals can be expected to be able to identify accurately the location and.follow up responsks.
Again, whilst there might be deaths before the emergency services get to the scene or immediately after their
arrival, thege are again not attributable to the ambulance service despatch systeni:

Therefore,|for this scenario, the impact is likely to relate to an individual with a material injury, or a group of
injured containing such within their number, where the response vehi€le is delayed or is not despatchgd,
causing the condition to worsen and/or the recovery, which could normally be expected with confidence| to
take longdr. This could conceivably leave the patient with severe incapacity and/or severe psychological
trauma. THis matches closely to the definition for “considerable” consequence.

Consideration of the likelihood of the worst case impact then\occurring is a complex one. A failure to despaltch
a unit, to felay that unit or to despatch it to the wrongZlocation (thereby delaying their arrival at the right
location), qould be caused by:

a) adelay in the emergency call being made (not-the responsibility of an ambulance service);

b) a deldy in the dispatcher replying to the call (many possible component failures of lack of capacity, e.g| in
incomjng phone lines);

c) error pr imprecision on the pdrt)of the dispatcher when entering the address and/or postcode details
(becalise of poor signal or typagraphical error);

d) the assignment of a unitfor response that is unavailable (already on a call, on rest break or other reasgn);
e) adispptch message'failing to reach the response unit (not related to the core despatch system).
For item b), the likelihood is considered to be “very low”. There is typically high bandwidth made available| by

telephone [companies for emergency services and, whilst such bandwidth might be argued to be a contro| or
counterme@sure, it is one that is so well understood that it is part of normal operations.

For item d), assuming the system has no intelligence in this area or that it is defective, the likelihood can be
considered to be “low”, as it can be assumed that the crew will quickly state that they are unavailable to “deal”.

The failure that is of concern is item c). The system may not be equipped with the capability to look up post
code and/or to cross check addresses and postcodes, or the functionality may fail or be corrupt. Post codes
are, of course, very similar to each other, without a transparent logic and too numerous for a dispatcher to
memorize in a location context. The likelihood here is at least “high”, but could conceivably be considered
“very high”.

1) See LASCAD Case Study available at: http://www.cems.uwe.ac.uk/teaching/notes/UQI101S2/lascad.htm.
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The combination of “considerable” consequence with “very low”, “low” and “high” likelihoods derives risk
classes of “D”, “C” and “B” respectively. Even the “very high” likelihood still only derives a risk class of “B”,
making this the realistic worst case.

In practice, therefore, the failure risks summarized in item c) above should be separated and considered
individually, even though none of them could increase the risk measure above risk class “B”. In the light of the
“high” and “very high” likelihoods derived, the focus should be on the consequence assessment to ensure that
there are no “major” or “catastrophic” scenarios. If there are, then a risk class of “A” would be derived.
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