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Foreword

:2008(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

e >idb“bi ICL,Il ;Idb ti Ic 1 Ig; It tU IUU ISpPIcscl ﬁ.cu' Ul t; Idt bUIIIIII;ttCC. il ItUl I Idt;Ul Idi urydi IiLdtiUl 15, YUVCITIT
npn-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization:

nternational Standards are drafted in accordance with the rules given in the ISO/IEC Direcfives, Part

The main task of technical committees is to prepare International Standards. Draft'International §
Jopted by the technical committees are circulated to the member bodies for| voting. Publicati
ternational Standard requires approval by at least 75 % of the member bodies-casting a vote.

5 Q

IN other circumstances, particularly when there is an urgent market fequirement for such docu
tgchnical committee may decide to publish other types of normative document:

—t+ an ISO Publicly Available Specification (ISO/PAS) represenis@an agreement between technical

an ISO working group and is accepted for publication if itiis\approved by more than 50 % of the
of the parent committee casting a vote;

—t an ISO Technical Specification (ISO/TS) represents, an agreement between the members of a
committee and is accepted for publication if it is‘@pproved by 2/3 of the members of the committe
a vote.

Anh ISO/PAS or ISO/TS is reviewed after three years in order to decide whether it will be confirn
fyrther three years, revised to become an‘laternational Standard, or withdrawn. If the ISO/PAS or

International Standard or be withdrawn:

Aftention is drawn to the possibility that some of the elements of this document may be the subject
rights. ISO shall not be held.responsible for identifying any or all such patent rights.

ISO/TS 24534-5 was prepared by Technical Committee ISO/TC 204, Intelligent transport systems.

ISO/TS 24534 consists of the following parts, under the general title Automatic vehicle and €
identification — Electronic Registration Identification (ERI) for vehicles:

—  Part 1>Architecture

—+ ~Part 2: Operational requirements

ntal and
with the

2.
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ments, a
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members

technical
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SO/TS is

confirmed, it is reviewed again after a futther three years, at which time it must either be transformegd into an

of patent

quipment

— Part 3: Vehicle data
— Part 4: Secure communications using asymmetrical techniques

— Part 5: Secure communications using symmetrical techniques
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Introduction

A quickly emerging need has been identified within administrations to improve the unique identification of
vehicles for a variety of services. Situations are already occurring where manufacturers intend to fit lifetime

tags to vehicles. Various governments are considering the needs/benefits of ERI such as legal proof of vehic
identity w . _ . ) T .
tags and jnfrastructure that a standard enables an interoperable solution.

Electroni¢ Registration Identification (ERI) is a means of uniquely identifying road vehicles. The application
ERI will pffer significant benefits over existing techniques for vehicle identification. It will be_ar’ enablir
technology for the future management and administration of traffic and transport, including applications in fre
flow, mulli-lane, traffic conditions with the capability to support mobile transactions. ERI addregsses the need
authorities and other users for a trusted electronic identification, including roaming vehicles,

This part|of ISO/TS 24534 specifies the interfaces for the exchange of data between ‘an onboard compone
containin
cryptographic techniques.

The exchlanged identification data consists of a unique vehicle identifier{and may also include data typica
found in the vehicle’s registration certificate (see Part 3 for details). The.authenticity of the exchanged vehic
data can pe further enhanced by using symmetric encryption technigqués, i.e. techniques based on secret ke
shared by a particular community of users.

The ERI |interface defined in this part supports confidentiality*measures to adhere to (inter)national priva
regulation and to prevent other misuse of electronic identification of vehicles.

Followind the events of September 11 2001, and the subsequent reviews of anti-terrorism measures, the neq
for ERI hps been identified as a possible anti-terrotism measure. The need for international harmonization
such ER| is therefore important. It is also important to ensure that any ERI measures contain protectiq
against njisuse by terrorists.

This part|of ISO/TS 24534 makes use_of the basic automatic vehicle identification (AVI) provisions already

defined in ISO 14814 and ISO 14816.%n addition, it includes provisions for security and the use of addition
registration data of a vehicle.

the ERI data and an ERI reader or writer inside or outside the_wvehicle using symmetiic
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TECHNICAL SPECIFICATION ISO/TS 24534-5:2008(E)

Automatic vehicle and equipment identification — Electronic
Registration Identification (ERI) for vehicles —

Part 5:
Secure communications using symmetrical techniques

1 Scope

This Technical Specification provides the requirements for an Electronic Registration Identification (BRI) using
symmetric encryption techniques that are

—+ based on an identifier assigned to a vehicle (e.g. for recognition by, national authorities),
— suitable to be used for:
— electronic identification of local and foreign vehicles\by national authorities;

— vehicle manufacturing, in-life maintenanee” and end-of-life identification (vehicle |[life-cycle
management);

— adaptation of vehicle data, e.g. in case of international re-sales;
— safety related purposes;

— crime reduction;

— commercial services;-and

—t adhering to privacyand data protection regulations.

This part of ISO/TS 24534 specifies the interfaces for a secure exchange of data between an ERT anpd an ERI
rgader or ERI writer‘in or outside the vehicle using symmetric encryption techniques.

Symmetric encryption techniques are based on secret keys shared by a particular community of usgrs, i.e. in
closed uset groups in which it is trusted that keys are not revealed to outsiders.

NOTE The onboard device containing the ERI data is called the electronic registration tag (ERT).

This Technical Specification includes:
— the interface between an ERT and an onboard ERI reader or writer,
— the interface between the onboard ERI equipment and (road side) reading and writing equipment,

— security issues related to the communication with the ERT.

NOTE The vehicle identifiers and possible related vehicle information (as typically contained in a vehicle registration
certificate) are defined in ISO/TS 24534-3, Automatic vehicle and equipment identification — Electronic Registration
Identification (ERI) for vehicles — Part 3: Vehicle data.

© 1SO 2008 — Al rights reserved 1
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 8825-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding Rules

(PER) —

Part 2

ISO/IEC 14443 (all parts), Identification cards — Contactless integrated circuit(s) cards — Proximity cards

ISO 1481
Numberirn

ISO 1562
applicatid

EN 12834
DSRC ap

3 Ten
For the p

31
access G
preventio
manner

[ISO 749
3.2

access C
list of ent

[ISO 749

3.3
active th

threat of & deliberate unauthorized change to the state of the system

Note
of spuriou

[1SO 749

6, Road transport and traffic telematics — Automatic vehicle and equipment identification~-
g and data structure

8, Road transport and traffic telematics — Dedicated short range communication (DSRC) — DSR
n layer

}, Road Transport and Traffic Telematics — Dedicated Short-Range Communication (DSRC)
plication layer
ms and definitions

Lirposes of this document, the following terms and definitions apply.

ontrol
h of unauthorized use of a resource, including the prévention of use of a resource in an unauthorizq

B-2, definition 3.3.1]
ontrol list
ties, together with their access rights, which are authorized to have access to a resource
B-2, definition 3.3.2]
reat
Examples of,Security-relevant active threats may be: modification of messages, replay of messages, inserti

5 messages, ymasquerading as an authorized entity and denial of service.

B-2,déefinition 3.3.4]

C

d

bn

3.4

additional vehicle data

ERI data

in addition to the vehicle identifier

[ISO 24534-3, definition 3.1]

3.5

air Interface
conductor-free medium between OBE and the reader/interrogator through which the linking of the OBE to the
reader/interrogator is achieved by means of electro-magnetic signals

[ISO 14814, definition 3.2]

© 1SO 2008 — All rights reserved
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3.6
authorization
granting of rights, which includes the granting of access based on access rights

[ISO 7498-2, definition 3.3.10]

3.7

challenge

data item chosen at random and sent by the verifier to the claimant, which is used by the cla
conjunction with secret information held by the claimant, to generate a response which is sent to the

:2008(E)

imant, in
verifier

[I3O 9798-1, definition 3.3.5]

38
ciphertext
data produced, through the use of encipherment; the semantic content of the resulting data is not ay\

[0 7498-2, definition 3.3.14]

39
claimant

eptity which is or represents a principal for the purposes of authentication, including the functions r
fgr engaging in authentication exchanges on behalf of a principal

[IBO/IEC 10181-2]

3{10
cleartext
intelligible data, the semantic content of which is available

[150 7498-2]

311
confidentiality
pfoperty that information is not madé available or disclosed to unauthorized individuals, entities, or pn

[P0 7498-2]

3[12

data integrity

ntegrity

property that data"has not been altered or destroyed in an unauthorized manner [ISO7498-2]

3113

decipherment

decryption

rgversal of a corresponding reversible encipherment

ailable

ecessary

jocesses

[ISO 7498-2, definition 3.10]

3.14

distinguishing identifier

information which unambiguously distinguishes an entity

[ISO 9798-1, definition 3.3.9]

© 1SO 2008 — All rights reserved
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3.15

electronic registration identification

ERI

the action or act of identifying a vehicle with electronic means for purposes as mentioned in the scope of this
Technical Specification

3.16

electronic registration reader

ERR

a device used to read or read/write data from or to an ERT

NOTE 1 An ERR communicates directly, i.e. via an OSI data-link, with an ERT.

NOTE 2 | An ERR may also be an ERI reader and/or an ERI writer or may act as a relay in the exchange of ERI dgta
protocol uhits between an ERT and an ERI reader/writer.

3.17
electronic registration tag
ERT
the onboprd ERI device that contains the ERI data, including the relevant implemented security provisions
and one ¢r more interfaces to access that data

NOTE 1 In case of high security, the ERT is a type SAM (secure application module):

NOTE 2 | The ERT may be a separate device or may be integrated into ah_onboard device that also provides other
capabilities (e.g. DSRC communications).

3.18
enciphermment

encryption

the cryptographic transformation of data to produce ciphertext

NOTE 1 Encipherment may be irreversible, in which,case the corresponding decipherment process cannot feasibly be
performed

NOTE 2 Adapted from ISO 7498-2, definition'3.3.27.

3.19
end-to-end encipherment
enciphermqment of data within or-atthe source end system, with the corresponding decipherment occurring
only withip or at the destination-end system

[ISO 7498-2, definition 3¢3:29]
3.20

entity authentication
corroborgtion.that an entity is the one claimed

[ISO 9798-1definition3-3-44

3.21

ERI data

vehicle identifying data which can be obtained from the ERT that consists of the vehicle identifier and possible
additional vehicle data

[ISO 24534-3, definition 3.4]
3.22

ERI reader
device used to read ERI data directly or indirectly from an ERT by invoking ERI transactions

4 © 1SO 2008 — Al rights reserved
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NOTE 1 In case an ERI reader exchanges the ERI protocol data units directly via a data link with an ERT, it is also
called an ERR. In case it communicates via one or more nodes, only the last node in this sequence is called an ERR. As a
consequence, an external ERI reader may, depending on the onboard configuration, act for some vehicles as an ERR and
for others not.

NOTE 2 See also onboard ERI reader and external ERI reader.

3.23

ERI system operator

organization responsible for the operation of the ERI system and acting as the security authority for the ERI
security domain

NPTE 1 In case an ERI writer exchanges the ERI protocol data units directly via a datadink’ with an ERT|, it is also
cglled an ERR. In case it communicates via one or more nodes, only the last node in this sequernice is called an ERR. As a

others not.

NPTE 2 See also onboard ERI writer and external ERI writer.

external ERI reader
I reader not being part of the onboard ERI equipment

NPTE 1 An external ERI reader is not fitted within or on the outside of the vehicle.

NPTE 2 A distinction is made between proximity, short-range (DSRC), and remote external readers. A proxirnity reader
y e.g. be a PCD (Proximity Coupling Device) as specified in ISO 14443. A short-range external ERI reader|may be (a
part of) roadside equipment, hand-held equipment, or mobile equipment. A remote external ERI reader may be|part of the
back-office equipment (BOE).

326
external ERI writer
I writer not being part of the onboard ERI equipment

NPTE 1 An external ERI writer.dis\not fitted within or on the outside of the vehicle.

NPTE 2 A distinction is made between proximity, short-range (DSRC), and remote external writers. A proximity reader
y e.g. be a PCD (Proximity Coupling Device) as specified in ISO 14443. A short-range external ERI writer may be (a
part of) roadside equipment, hand-held equipment, or mobile equipment. A remote external ERI writer may be |part of the
ck-office equipment(BOE).

3)27
identification
attion or.act/of establishing the identity

NOFE See also vehicle identification.

3.28

key

sequence of symbols that controls the operations of a cryptographic transformation (e.g. encipherment,
decipherment, cryptographic check function, signature generation, or signature verification)

[ISO 9798-1, definition 3.3.13]

3.29
lifetime
period of time during which an item of equipment exists and functions

[ISO 14815, definition 4.8]

© 1SO 2008 — Al rights reserved 5
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3.30

manipulation detection
mechanism which is used to detect whether a data unit has been modified (either accidentally or intentionally)

[ISO 7498-2, definition 3.3.35]

3.31

masquerade

pretence

by an entity to be a different entity

[1SO 749

3.32
mutual a
entity au

[ISO 979

3.33
onboard

equipment fitted within or on the outside of the vehicle and used for ERI purposes

NOTE

3.34
onboard

ERI readpr being part of the onboard ERI equipment

NOTE

3.35
onboard
ERI writ€

NOTE

3.36
passive {
threat of

[ISO 749
3.37

principal
entity wh
[ISO/IEC

3.38
privacy

-2, definition 3.3.36]
thentication
hentication which provides both entities with assurance of each other’s identity

B-1, definition 3.3.14]

ERI equipment

®

The onboard ERI equipment comprises an ERT and may also comprise any additional communication device

ERI reader

An onboard ERI reader may e.g. be a PCD (proximity coupling device) as specified in ISO 14443.

ERI writer
r being part of the onboard ERI equipment

An onboard ERI writer may e.g. be a PCD_(proximity coupling device) as specified in ISO 14443.
hreat
inauthorized disclosure of infermation without changing the state of the system

B-2, definition 3.3.38]

bse identity can‘be authenticated

10181-2definition 3.15]

right of in

H S | lat $eanl H 4 ot oL ' lotad ¢+ 4l I U $oal oA -at 2l 2l
vidudilo tU CUTTUUT UT TTITIUCTTIOT Wiiat mimormmatult 1TC1atcu tu uictTTn |||Gy VT CUINTULICU aliu oturcu arid Uy

whom and to whom that information may be disclosed

NOTE

Because this term relates to the right of individuals, it cannot be very precise and its use should be avoided

except as a motivation for requiring security.

[ISO 7498-2, definition 3.3.43]

3.39

random number
time-variant parameter whose value is unpredictable

[ISO 9798-1, definition 3.3.24]

© 1SO 2008 — All rights reserved
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3.40

registration authority

(ERI data) organization responsible for writing the ERI data and security data into an ERT according to local
legislation

NOTE It is expected that the registration authority with respect to the ERI data may be the same authority that keeps
the official register in which the vehicle and is owner or lessee are listed. This is, however, not required by this Technical
Specification.

3.4
secretkey
key that is used with a symmetric cryptographic algorithm

NOTE 1 Possession of a secret key is restricted (usually to two entities).
NOTE 2 For ERI, there may be only one entity or several entities, depending on the key management policy.

NPTE 3 Adapted from ISO/IEC 10181-1, definition 3.3.15.

otection of information and data so that unauthorized persons or systems cannot read or modify them and
Lithorized persons or systems are not denied access to them

[0 12207, definition 3.25]

NPTE Security versus safety (informal):

Security:  protection of a system against its environment, in(this context the protection of the ERI system agaipst attacks
or accidents;

Safety: protection of the environment against a system, in this context the protection of the driver, passengefs, vehicle,
etc., against dangers of the ERI system.

343
security authority
ntity that is responsible for the defifition, implementation or enforcement of security policy

D

—

IBO/IEC 10181-1, definition 3.3:17]

3/44

security domain

s¢t of elements, security policy, security authority and set of security-relevant activities in which the set of
elements are subject to the security policy for the specified activities, and the security policy is administered
by the security<authority for the security domain

NPTE Adapted from ISO/IEC 10181-1, definition 3.3.20.

3/45

security service
service, provided by a layer of communicating open systems, which ensures adequate security of the systems
or of data transfers

[ISO 7498-2, definition 3.3.51]

3.46

sequence number

time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain
time period

[ISO 9798-1, definition 3.3.27]

© 1SO 2008 — Al rights reserved 7
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3.47
system operator
organization responsible for the operation of the system

NOTE For this part of ISO/TS 24534, a system operator also acts as the registration authority and the security
authority in his jurisdiction.

3.48
system operator key
access key for a system operator

3.49
threat
potential yiolation of security

[ISO 7498-2, definition 3.3.55]
3.50
vehicle igentification

action or pct of establishing the identity of a vehicle
3.51
verifier
entity which is or represents the entity requiring an authenticated identity.

NOTE 1 A verifier includes the functions necessary for engaging in authentication exchanges.

NOTE 2 | Adapted from ISO/IEC 10181-2, definition 3.20.

4 Symbols and abbreviations
AEl  Automatic Equipment Identification
AES Advanced Encryption Standard
ASN.1 Abstract Syntax Notation One_(as'defined in ISO 8824)
AVl  Automatic Vehicle Identjfication

BOE Bpck Office Equipment

DES Dpata Encryption’Standard
EN Europaische’Norm (German), English: European Standard
ENV  Epropaische Norm Vorausgabe (German), English: European Pre-Standard

ERI Electronic Registration Identification

ERR Electronic Registration Reader: a device used to read or read/write data from or to an ERT
ERT Electronic Registration Tag

EU European Union

IEC International Electrotechnical Commission
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ISO International Organization for Standardization

OBE OnBoard Equipment

OSI  Open Systems Interconnection (see ISO/IEC 7498-1)
PICS Protocol Implementation Conformance Statement(s)

PIN Personal Identification Number

SIAM Secure Application Module

Triple- Triple-Data Encryption Standard

DES

VIN  Vehicle Identification Number

5| System communications concept

5(1 General

Clause 5 is informative only.

This clause provides an introduction of the context in which\ERI data and security data may be regd from or
written into the ERT and in which vehicles can be identified. It also outlines options that may or may not be
used in an actual implementation. The normative requirements for the interfaces are provided in Clalise 6 and
Ahnex A. Annex C contains a form to specify \the limitations of an actual communication| protocol
implementation.

This clause only deals with interfaces using symmetric encryption techniques. Symmetric gncryption
tgchniques are based on secret keys that’are shared by a community of one or more users, Such a
community is essentially a closed user;group in which it is trusted that secret keys are not reyealed to
olitsiders.

Itlis assumed that the users of the closed user group are all operating within the jurisdiction of one ERI system
operator responsible for key management and acting as the registration authority in his jurisdiction.

Al more generic interface ‘based on asymmetric techniques, with various (security) capability lgvels and
slipporting cooperation-between multiple (registration) authorities (i.e. multiple security domains) is glefined in
ISO/TS 24534-4,

5(2 Overview

5]2.1< Vehicle registration identification

E ; neans for
purposes as mentioned in the scope of this part Technical Specification.

The identifier used to identify a vehicle is called the vehicle identifier or vehicleld.

NOTE The preferred vehicle identifier is the VIN that is assigned to the vehicle by its manufacturer in accordance to

ISO 3779 but alternatives are supported as well. See ISO/TS 24534-3, Automatic vehicle and equipment identification —
Electronic Registration Identification (ERI) for vehicles — Part 3: Vehicle data, for details about the vehicle identifier and

additional vehicle data.
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In this Technical Specification, the combination of the almost unique vehicleld and a unique ERT number is

used as the unambiguous distinguishing identifier.

5.2.2 System concept and supported interfaces

Figure 1 presents the interfaces specified in this part of Technical Specification.

Interface specified in this
Technical Specification

Vehicle
Electronic Registration
Tag (ERT)
| Interface specified in this
Technical Specification
Onboard . Other Communication
ERI reader/writer aoplication device(s)
(ERR) pp

Onboard communication provisions

Other onboard equipment (other OBE)

The onbqgard component that provides a secure environment for the ERI data and security data is called the

electroniq registration tag (ERT).

NOTE An implementer may integrate other provisiansinto the ERT, as long as this does not compromise the secur|ty

of the ERT.
An ERT gperates in one of two modes:

— Non{commissioned mode,
when the ERT contains no systent operator keys.

Wheh operating in the non-cemmissioned mode, the authentication phase (see below) is not supported

and the only operation allowed is to commission the ERT.

— Commissioned mode,

when a system operator has written its keys into the ERT.

Wheh operatingyin the commissioned mode the authentication phase (see below) is supported.

A system| operator may also decommission an ERT, i.e. delete all key from the ERT. The ERT then returns o
its non-cqmmissioned mode and the only operation allowed is again to commission the ERT.

|
|
|
!

Figure 1 — System concept and supported interfaces

External
ERI reader/writer

An ERT is tailored to a specific vehicle in one or more steps:

— First, the ERT is customized with the vehicle identifier and, optionally, additional ERI data.
This step can only be performed once in the lifetime of an ERT.

— Next, the system operator may register changes of the additional ERI data (i.e. the ERI data with the

exception of the vehicle identifier).

ERI data may only be written/updated in commissioned mode and only by the system operator.

10
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It is assumed that all ERT and all onboard and external readers and writers will be part of the same security
domain, i.e. within the jurisdiction of one single ERI system operator responsible for the security policy and its
implementation.

It is also assumed that the system operator is also acting as the registration authority in their jurisdiction.

NOTE 1 In order to accommodate the needs of different system operators, different selections of additional ERI data
can be included in an ERT (see ISO 24534-3 for details).

The onboard communication provisions shall be capable to transfer data from or to the ERT without modifying
thatdata:

NPTE 2  The onboard communication provisions may e.g. be part of an onboard platform for transport ‘@applicgtions.

A] communication device may communicate with a short-range ERI reader/writer or remote with back office
Juipment (BOE).

D

onboard communication device external to the ERT that communicates with an external ERI reader/writer
Cts as a relay between this external ERI reader/writer and the onboard ERl.feader/writer. A comnjunication
bvice may also be used for other applications.

Qo >

5]2.3 Roles involved

ithin the context of this Technical Specification, the following “roles” for natural or legal pefsons are
stinguished.

o =

a) A system operator, who is responsible for the operation of the ERI system. An ERI system operator is
also the security authority for the ERI security dormain and responsible for generating secret keys to be
used for authentication. A system operator also*acts as the registration authority, i.e. as the authority for
writing vehicle-related data into the ERT.

NOTE 1 It is expected that the registration,authority with respect to the ERI data is the same authority that keeps
the register in which the vehicle is listed. This’is, however, not required by this Technical Specification.

NOTE 2. It is assumed that each¢vehicle is listed in a register that contains the vehicle identifier and addftional data
related to the vehicle. It is implicitly“assumed that this register also identifies the one(s) responsible for {he vehicle
(e.g. its owner, operator, keepets, lessee, and/or regular driver).

b) Authorities, who are efititled (e.g. by the virtue of public legislation) and authorized by the system operator
to read the ERI data and encrypted access control list entries from a vehicle.

NOTE 3 Roles“and requirements related to the specification, design and manufacturing (including tesfing) of an
ERT are outside’ the scope of this part of this Technical Specification.

5[2.4 The communications context for reading

Flgure 2 presents the communications context for reading data from an ERT.

An onboard or external ERI reader is used to read data from the ERT. An onboard ERI reader communicates
directly with the ERT. An external ERI reader communicates either directly or indirectly with the ERT: directly
in case of a hand-held reader or an integrated ERI device, or indirectly via an onboard communication module
and an onboard ERI reader. The onboard communication module may also be used for other applications.

A sensor system (outside the scope of this Technical Specification) may be used to trigger an external ERI
reader when it senses the presence of a vehicle.

The various parties that can read ERI data from an ERT are described in 5.2.3. The access rights of the
various entities are described in 5.3.5.
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Sensor .- Trigger

Interface specified in this T,

Technical Specification A
regigtration tag > ERI reader - Authority
(ERT) (e.g. an ERR)

The equipment used by an entity in an office (i.e. not at the roadside) is called back office’equipment (BOE).

The distri
Specifica

525 T

Figure 3

The onbd
directly W
case of g
and the o

The vario
the variol

The distr
Specifica
writer onl

Figure 2 — Communication context for reading from an ERT

bution of functions between BOE and an external ERI reader is outside-the scope of this Technica
ion.

ne communications context for writing

presents the communications context for writing data into an-ERT.
ard or external ERI writer is used to write data inte/tié ERT. An onboard ERI writer communicates

ith the ERT. An external ERI writer communicates, either directly or indirectly with the ERT: directly fin
hand-held reader or an integrated ERI deviceyor indirectly via an onboard communication module

nboard ERI writer. The onboard communicatioh module may also be used for other applications.

us parties that can write ERI (security)\data into an ERT are described in 5.2.3. The access rights ppf
s entities are described in 5.3.5.

bution of functions between BOE: and an external ERI writer is outside the scope of this Technica
ion. A system operator may-~e.g. commission a writer to operate on its behalf or it may use e.g. the
y as a relay device for remote’ writing from its back office.

Interface specified in this

Technical Specification Keys and
Electronic | Onboard or external | ER| data
registration tag = I ERI writer - System operator
(ERT) | (e.g. an ERR)

Figure 3 — Communication context for writing into an ERT

5.2.6 Service levels supported

This part

of ISO/TS 24534 supports a secure communication with an ERT within one jurisdiction based on

symmetric encryption techniques.

A more generic interface based on asymmetric techniques, with various (security) capability levels and
supporting cooperation between multiple (registration) authorities (i.e. security domains) is defined in
ISO/TS 24534-4.

12
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5.3 Security services

5.3.1 Assumptions

The security concept for the exchange of data between an ERT and an ERI reader or writer is based on the
following assumptions.

a) The use of an ERT may be mandatory and, therefore, should be fraud resistant. Using ISO 7498-2
terminology, the ERT should be resistant against active threats (e.g. modification of messages, replay of
messages, insertion of spurious messages, and masquerading)

b) A reading of an ERT should be suitable as legal evidence.
c] ERI shall have the capability to provide a high level of privacy protection (i.e. it should not |pbe easily

possible to monitor mobility patterns of a vehicle and, hence, of its regular driver),consequently, an ERT
should also be resistant against passive threats.

d) ERI shall have the capability to provide protection measures to prevent ERLfrom being used to frigger an
attack on a vehicle.

e) The performance of security mechanisms must be achievable within the time available for
communications whilst the vehicle is moving.

EXAMPLE Reading a vehicle at 180 km/h within a 10 m read range\should be achieved within 200 ms.

513.2 Entity authentication while reading ERI data

Trust in the authenticity of an ERI reading depends«the following authentication aspects which myst all be
fylfilled to fully trust a reading.

a) The ERT is customized with the correct vehicle identifier and is attached to the correct vehicle.
b) The ERT cannot be removed from the-vehicle without rendering it inoperable.

c] The ERI data is read from a genuine ERT, i.e. from a legitimate device (it is not a replicated|message
from a fake one).

d) The ERI data is correctly read from the ERT (data integrity, manipulation detection). This is achieved by
standard mechanisms used in data communications and, as a side effect, by encrypting the |ERI data
(decipherment of‘corrupted ciphertext will not produce anything useful).

e) When ERLdata has been correctly read from a genuine ERT upon a particular request, it shall be difficult
to be disputed later on that this data was not read from this component upon that request. This is
achieved by encrypting the ERI data together with a challenge code provided by the ERI reader.

NPTEU This part of ISO/TS 24534 only deals with c), d), and e). The items a) and b) are specified in ISO/TE 24534-2,
Alitomatic vehicle and equipment identification — Electronic Registration Identification (ERI) for vehicles |[— Part 2:
eTational TEquITeTTeTts:

NOTE 2  Using technical (ISO/IEC 9798-2) terminology, c) and e) are supported using a three pass mutual
authentication mechanism with unidirectional keys. Uniqueness/timeliness is controlled by generating and checking
random numbers and sequence numbers.

5.3.3 Confidentiality while reading ERI data
This Technical Specification supports confidentiality by delivering ERI data in ciphertext. The encrypted ERI

data can then be made freely available but can only be decrypted and interpreted by authorized
persons/equipment (end-to-end encipherment).
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To prevent that encrypted ERI data can be used as a pseudonym, a sequence or random number may be
added to the ERI data before encryption.

Confidentiality is only required for reading ERI data from an ERT, not for writing data into an ERT.

5.3.4 Keys for authentication and confidentiality

The same secret key is used for both authentication and confidentiality.

deregiste]
different

identifier
In order
multiple K
a) Inca
the B
b) In c4g
requ
does
c) Incq
to ch
d) Incq
uses
535 A

There is mo access control unless at least one key-is loaded into the ERT.

If one or
using uni

There arsg
A system

An autho

a)
b)

c)

The

The

eys for different vehlcles In order to support this latter option, a key can be |dent|f|ed withla)ke
and both an ERT as well as an ERI reader/writer may use multiple keys.

fo allow ERT with one or multiple keys to be interoperable with ERI readers/writersxwith one
eys, the following procedure is used.

se an ERI reader/writer wants to select an ERT key, it sends the ERT list a key nambers form whi
RT may select one to be used for its responses.

se an ERT has one of the requested keys, it uses one of them. If-an ERT does not contain
psted key but has one or more other keys, it may choose any key it has for its responses. If the ER
not (yet) contain any key, it simply does not use any key.

se an ERT wants to select an ERI reader/writer key, it sends’the reader/writer a list of key numbe
oose from for its responses.

se an ERI reader/writer has one of the requested keys, it uses one of them. If not, the reader/writ
for its responses the same key as used by the ERT its request.

ccess control to ERI data

more keys are loaded into an ERT; access control is based on a mutual authentication procedu
Hirectional secret keys.

two groups of keys: onelfor system operators and one for authorities.

operator key provideSfull read/write access to both the ERI data and the security data.
ity key only provides read access to:

ERI datasithe vehicle identifier and the additional vehicle data;

historical data, if available;

th

I's

[
=

[e

Access control list entries (see below) in ciphertext that can be decrypted by the system operator.

5.4 Communication architecture description

5.4.1

Overall communication concept for identifying vehicles

Figure 4 presents the communication concept for the identification of a vehicle.

14
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User: ERT holder This Authority
Technical
Specification
Location: Vehicle : On the road (-side) Back office
Equipment: OBE : ERI reader BOE
Communication: Short range, e.g. infrared or DSRC | A (cellular) network

Figure 4 — Overall local communication concept for identification

This Technical Specification deals with the air interface between the onboard ERI equipmentiin-a vehicle and
alshort-range external ERI reader.

NPTE The vehicle—external ERI-reader interface corresponds to the DELTA reference paint) the air interface, in the
informative Annex A of ISO 14814, see 5.5.1 for details. The external ERI-reader—back-office\interface correspgnds to the
ALPHA reference point in this annex.

he interface between an external ERI reader and the BOE of a back ,effice is outside the scope of this
echnical Specification. It may e.g. be used for commissioning the ERI reader, the exchange of whitg or black

ligts and/or uploading the reading results. It may e.g. be a local interface in the back office or a yide area
network interface.

5/4.2 Overall communication concept for remote access

This part of ISO/TS 24534 also supports remote access*to’an ERT. A system operator may e.g. uge remote
agcess, if implemented, to check or update the additionallERI data or the security data.

Flgure 5 presents the communication concept for-remote access to a vehicle’s ERT.

ser: ERT holder This System operator System ogerator
Technical
Specification
L ocation: Vehicle Back office Back office
Equipment: OBE 5 ERI reader/writer BOE
Communication: A (cellular) network A local network

Figure 5 — Overall communication concept for remote access
This Technical Specification deals with the network interface between the onboard ERI equipment in|a vehicle
ahd a remote external ERI reader/writer.

NPTE Whether or not remote access capabilities are implemented is outside the scope of this| Technical

Specification
te) HEaHOR-

5.4.3 The onboard communication

Figure 6 presents an abstract overview of a possible onboard communication architecture.
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This
Technical
Specification
Device: ERT Other onboard Communication
device(s) device
Communication: Onboard communication External
Figure 6 — The onboard architecture

NOTE Figure 6 does not imply that the ERT and the communication device shall be separate components.-khis may
or may nof be the case for a specific implementation.
5.5 Intprfaces
5.5.1 The short-range air interface
The communication between the onboard ERI equipment and a short-range external ERI reader/writer uses
the protogol stack as shown in Figure 7.

AVI layer (conform to ISO 14816 plus additionalservices)

ERI layer (adding ERI security and management services)

An appl

cation layer, e.g. the DSRC application layer (conformito ISO 15628 or EN 12834) or a similar laye

Lower layers

The relat
ISO 1481
a back off

Figure 7 — Protocol stack air interface

on between these layers and the-reference points BETA to ZETA in the informative Annex A pf
4 is depicted in Figure 8: (reference/point ALPHA is located between the ERI reader and the BOE pf
fice).

16
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OBE ERI reader
AVI layer 4 AVI Local )
(conform to 1ISO 14814) _ application system Y
ZETA BETA
ERI layer Vs ~ s
| . communicatton — 1] [ Communication ]
e.g. DSRC application layer t control j i control
OSl layer 2
EPSILON GAMMA
. Media ) é Media
OSI physical layer adaptation adaptation
/ \<

Figure 8 — The location of the ERI layer in the ISO 14814 reference architecture

5]5.2 The onboard interface with the ERT

The communication between an ERT and an agnboard ERI reader/writer uses the protocol stack as|shown in
Flgure 9.

AVI layer (conform to ISO 14816 plus additional services)

ERI layer‘(adding ERI security and management services)

A transmission layer, e.g. ISO 14443

Lower layers, e.g. ISO 14443, ISO 15693, etc.

Figure 9 — Protocol stack ERT interface

6| Interface requirements

6.1 Overview

Clause 6 defines the interface to access the ERI data in the ERT and contains the following subclauses:
— 6.2 provides an abstract definition;

— 6.3 defines the onboard interface with the ERT;

— 6.4 defines the short-range air interface between the onboard ERI equipment and an external ERI
reader/writer;

— 6.5 defines the interface for remote access.
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The onboard interface is defined as an implementation of the abstract definitions in 6.2.

The external interfaces as defined in 6.4 and 6.5 are either used to communicate directly with the ERT in case
the onboard communication provisions are integrated into the ERT, or used indirectly to relay the ERI protocol
data units to the onboard ERI reader/writer. (See Figure 1).

6.2 Abstract transaction definitions

6.2.1 Transaction overview

Table 1 defines the ERT transactions.

Table 1 — Required and optional transactions

Subclayse Transaction Req Description

6.2.4 mutualAuthenticate1 R Required for mutual authentication

6.2.5 mutualAuthenticate2 R Required for mutual authentication

6.2.6 getSecretKeyEriData R For ERI by authorities_or system operator

6.2.7 setSecretKeyEriData R For customizing an ERT and updating additional ERI
data by a system(operator

6.2.8 commissionSecretKeyErt A, C |For a system ‘operator to load his symmetric key dafa
into an ERT

6.2.9 decommissionSecretKeyErt O | To remove the system operator keys

6.2.10 updateAccessControlList A, C |Je<add or remove authorities to or from the accegs
control list of an ERT

6.2.11 getCiphertextAccessControlListEntry Q) |To retrieve the entries of the access control list in
cipher text by an authority or system operator

6.2.12 endOfSession R | To indicate the end of an ERI session

=

NOTE The column headed “Req” indicates whethera\ransaction is always required (R), required for confidentiality (C), required f
authenticafion (A) or being optional (O).

6.2.2 Session phases

The comimunication with an.ERT is session oriented. A complete session consists of the following consecutiye
phases.

a) The mutual authentication phase, that provides for the mutual authentication of an ERI reader/writer and
an ERT if \the ERT is in commissioned mode. In this phase, the mutualAuthenticate1l and
mutdalAuthenticate2 transactions are consecutively invoked and performed. In case the ERT is in nop-
comllnissioned mode, the mutual authentication phase is skipped.

b) The data exchange phase, that starts directly for an ER in non-commissioned mode and for an ERT is
commissioned mode after a successful mutual authentication. In the data exchange phase, ERI data or
security data is exchanged between the ERI reader/writer and ERT. During this phase, data exchange
transactions may be invoked in any order.

c) The session release phase which terminates the session.

In case of any error and unless specified otherwise, the session shall terminate without further notice.
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6.2.3 ERI transactions and protocol data units

6.2.3.1 The transaction concept

Writing and reading data to or from an ERT shall be achieved by means of transactions which are defined as
instances of the TRANSACTION information object class.

The TRANSACTION information object class is defined as follows:

TRANSACTION == CI ASS {

&ArgumentType ,
&ResultType ,
&transactionCode INTEGER UNIQUE
1

WITH SYNTAX {
ARGUMENT &ArgumentType
RESULT &ResultType
CODE &transactionCode
}

Ajtransaction shall be invoked by an ERI reader, an ERI writer and shall beperformed by the ERT.

Np transaction shall be invoked by an onboard ERT reader/writer while the ERT is still performing another
transaction.

The &ArgumentType field shall specify the data type of therargument of the transaction. If omitted] then the
transaction takes no argument value.

The &ResultType field shall specify the data type of the value returned with the result of the transactipn.

The &transactionCode field specifies the integervalue which is used to identify the transaction, e.g. when it is
tq be invoked.

6/2.3.2 ERI protocol data units

The ERI protocol data units (PDWs)-are defined as follows:

[da)

ecretKeyEriPdu ::= CHOICE{

requestPdu SecretKeyEriReqPdu,
reponsePdu SecretKeyEriRspPdu
}
JecretKeyEriRegPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ({SecretKeyEriTransactiong}),
argument TRANSACTION.&ArgumentType
({SecretKeyEriTransactions} {@.transactCode}) OPTIONAL
}
SecretKeyEriRspPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ({SecretKeyEriTransactions}),
result TRANSACTION.&ResultType
({SecretKeyEriTransactions} {@.transactCode})
}

SecretKeyEriTransactions TRANSACTION ::= { mutualAuthentication1 | mutualAuthentication2 |
getSecretKeyEriData | setSecretKeyEriData |
commisionSecretKeyErt | decommisionSecretKeyErt |
updateAccessControlList | getCipertextAccessControlListEntry | endOfSession

}
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A secret key ERI data protocol unit is of type SecretKeyEriPdu and either a SecretKeyEriReqPdu or a
SecretKeyEriRspPdu.

The SecretKeyEriReqPdu data protocol unit shall be used for the invocation of a transaction to be performed
by the ERT.

The SecretKeyEriRspPdu data protocol unit shall be used for the result of a transaction performed by the ERT.

SecretKeyEriTransactions specifies the set of ERI transactions (see the subclauses below for details).

The trangsactCode component shall contain the value of the transaction code for a transaction in the.sgt
EriTransgctions.

The argyment component, if present, shall be of the same type as specified for the argumient” of the
transactign identified by the value of transactCode.

The argument component shall be present if the argument for the transaction is defined and/absent if not.

The result component shall be of the same type as specified for the result of the trarsaction identified by the
value of transactCode.

6.2.4 Mutual authentication 1

6.2.4.1 Service definition
The mutyalAuthentication1 transaction is the first transaction to be used in the mutual authentication phase.

The mutdalAuthentication1 transaction is invoked by an ERI.reader/writer and performed by an ERT operating
in commigsioned mode.

If the ER[I operates in non-commissioned mode, i.e. does not yet contain any key, the transaction is ignorg¢d
and no rgsponse is produced.

The trangaction is used by the invoking ERIreader/writer to authenticate an ERT and used by this ERT fo
initiate the authentication of the invoking ERI-reader/writer.

6.2.4.2 | Protocol specification

The mutdal authentication trapsaction is defined as follows:

mutualAdthentication1 TRANSACTION ::= {

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 1

}

An OCTHI_STRING is used for both the argument and the result of the transaction

6.2.5 Mutual authentication 2

6.2.5.1 Service definition

The mutualAuthentication2 transaction is the second and last transaction to be used in the mutual
authentication phase.

The mutualAuthentication2 transaction is invoked by an ERI reader/writer after it received a satisfactory
response on its mutualAuthentication1 transaction.
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A response on a mutualAuthentication1 transaction is only satisfactory if it contains the ERT challenge
encrypted with a correct secret key.

The transaction is used by the invoking ERI reader/writer to signal the ERT that it has accepted the ERT
authentication and to respond on the authentication request from the ERT.

The mutualAuthentication2 transaction is performed by the ERT and a response is only sent if the request
from the ERI reader/writer was satisfactory. If not, the ERT does not send a response.

A request from an ERI reader/writer is only satisfactory if it contains the reader/writer challenge encrypted with
alcorrect secret key.

6/2.5.2  Protocol specification

The mutual authentication transaction is defined as follows:

mutualAuthentication2 TRANSACTION ::= {

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 2

}

Anh OCTET STRING is used for both the argument and the result of the transaction.
6/2.6 Get secret key ERI data

6/2.6.1  Service definition
The get secret key ERI data transaction shall be used to obtain ERI data from an ERT.

The get secret key ERI data transaction shall only be invoked in the data exchange phase and shdll only be
performed by the ERT when it is customized-and in the commissioned mode.

I case the transaction is not invoked in'the data exchange phase or when the ERT is not customized or in the

npn-commissioned mode, the invocation shall be ignored, the transaction shall not be performed and no result
wjll be produced.

Table 2 — Get secret key ERI data transaction parameters

Parameter Request Response Remark
Argument (0] In cleartext or ciphertext
HRI data M In cleartextciphertext
NOTE M: The parameter is mandatory. O: The parameter is optional.
6/2:6:2— The requestprimitive

The request contains the operation to be written into the ERT in cleartext or in ciphertext.

6.2.6.3 The response primitive

The response comprises the ERI data as stored into the ERT cleartext or in ciphertext.
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6.2.6.4 Protocol specification

The get secret key ERI data transaction is defined as follows:

getSecretKeyEriData TRANSACTION ::={

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 3

}

An OCTHT STRING is used for both the argument and the encrypted result of the transaction.
6.2.7 Set secret key ERI data

6.2.7.1 | Service definition
The set secret key ERI data transaction shall be used to write the ERI data into an ERT.

The set decret key ERI data transaction shall only be invoked in the data exchangée phase and shall only be
performef by the ERT when it is in the commissioned mode.

In case the transaction is not invoked in the data exchange phase or~when the ERT is in the nop-
commissioned mode, the invocation shall be ignored, the transaction shall'not be performed and no result will
be produged.

Table 3 — Set secret key ERI data transaction parameters

Parameter Request Response Remark

ERI data M In cleartext or in ciphertext

Result M

NOTE M: The parameter is mandatory.

6.2.7.2 | The request primitive
The request contains the ERI data o be written into the ERT in cleartext or in ciphertext.

The new ERI data will completely replace the old ERI data.

6.2.7.3 | The response primitive

The resppnse is'used to indicate the result of the set transaction.

6.2.7.4 | Protocol specification

The set secret key ERI data transaction is defined as follows:

setSecretKeyEriData TRANSACTION ::={

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 4

}

An OCTET STRING is used for both the argument and the result of the transaction.
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6.2.8 Commissioning secret key ERT

6.2.8.1 Service definition

The commissioning transaction shall be used for commissioning the ERT or to update the ERT security

parameters.

The security data entered or updated with this transaction consists of the access keys for the system operator

and the key identifiers associated with these keys.

The commissioning transaction shall only be used in the data exchange phase.

transaction shall not be performed and no result will be produced.

In case the transaction is not invoked in the data exchange phase the invocation shall‘be’ ign

After the transaction is successfully performed by an ERT, the ERT is in commissione€d,mode.

Table 4 — Commissioning secret key ERT transaction/parameters

ored, the

Parameter Request Response Remark
Gommission data M In cleartext or in ciphertext
Result M
NOTE M: The parameter is mandatory.

6]2.8.2 The request primitive
The request contains the security data to be writtenlinto the ERT in ciphertext.

The new security data will completely replace the old ERI data.

6]2.8.3 The response primitive

The response is used to indicate the result of the commissioning transaction.

6]2.8.4  Protocol specification

The commissioning secret key ERT transaction is defined as follows:

dommissionSecretKeyErt TRANSACTION ::= {

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 5

}

A OCTET OCQTDINA
FTUCOUTLT OTTNITING

H a f£, bath-th 4+ A+ 1+ £ 41 4+ tH
o UoCTU TUT DUUT UTCT GISUIIICIIL AU Ui 1CoOUIt UT U1 Uhditoaulivll.
6.2.9 Decommissioning secret key ERT

6.2.9.1 Service definition

The decommissioning transaction shall be used for decommissioning the ERT, i.e. to remove the ERT security

parameters and access control list.

The decommissioning transaction shall only be used in the data exchange phase.
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In case the transaction is not invoked in the data exchange phase, the invocation shall be ignored, the
transaction shall not be performed and no result will be produced.

After the transaction is successfully performed by an ERT the ERT is in non-commissioned mode.

Table 5 — Decommissioning secret key ERT transaction parameters

Parameter Request Response Remark
Argument
Result
NOTE Blank: The parameter is not used.

6.2.9.2 | The request primitive

The request contains no data.
6.2.9.3 | The response primitive
The resppnse contains no data.
6.2.9.4 | Protocol specification

The decogmmissioning secret key ERT transaction is defined as follows:

decommissionSecretKeyErt TRANSACTION ::={

ARGUMENT NULL
RESULT NULL
CODE 6

}

A NULL value is used for both the argument and.the result of the transaction.
6.2.10 Update access control list

6.2.10.1 | Service definition

The updgteAccessControlList transaction shall be used to add or delete entries to the access control list of the
ERT.

The acceps control list eontains the keys and their associated key identifiers for authorities.

The trangaction shall‘only be invoked in the data exchange phase and shall only be performed by the ERT
when it ig in the eommissioned mode.

In case the-transaction is not invoked in the data exchange phase or when the ERT is in the nop-
commisstoned llludc, the-imvocationshattbe iyllwcd, the-transaction—shattnotbe pUrfUIIIIUd and-roresuit-will

be produced.

Table 6 — Update access control list transaction parameters

Parameter Request Response Remark
Argument M In ciphertext
Result M
NOTE M: The parameter is mandatory.
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6.2.10.2 The request primitive
In case a key is added, the request contains an access key for an authority and its associated key identifier.

In case a key is added and the access control list already contains a key with the same key identifier, the old
key is replaced with the new one.

In case a key shall be deleted, the request contains the key identifier associated with that key.

6.2.10.3 The response primitive

The response is used to indicate the result of the update access control list transaction.

6]2.10.4 Protocol specification

The updateAccessControlList transaction is defined as follows:

UpdateAccessControlList TRANSACTION ::= {
ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 7
}

Anh OCTET STRING is used for both the argument and the result of the transaction.
6/2.11 Get ciphertext access control list entry

6]2.11.1 Service definition

The getCiphertextAccessControlListEntry transaction shall be used to retrieve an access control list ¢ntry from
the access control list in ciphertext from the ERT.

The transaction shall only be invoked-.in’the data exchange phase and shall only be performed by the ERT
when it is in the commissioned mode.

35

case the transaction is a0t invoked in the data exchange phase or when the ERT is in [the non-
bmmissioned mode, the invoeation shall be ignored, the transaction shall not be performed and no [result will
b produced.

o O

Table 7 — Get ciphertext access control list entry transaction parameters

Parameter Request Response Remark

>

rgument M In ciphertext

Result M

N - e mandaton,
Mﬁm Hatf Y-

6.2.11.2 The request primitive

The request contains the number of the entry of the access control list from which the key and its associated
key identifier shall be returned.

6.2.11.3 The response primitive

The response shall contain the key and its associated key identifier form the entry in the access control list as
indicated in the request.
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6.2.11.4 Protocol specification

The getCiphertextAccessControlListEntry transaction is defined as follows:

getCiphertextAccessControlListEntry TRANSACTION ::= {
ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 8
}

An OCTHT STRING is used for both the argument and the result of the transaction.
6.2.12 End of Session

6.2.12.1 | Service definition
The end ¢f session transaction shall be used to signal the end of a session.

The end |of session transaction shall only be invoked in the data exchange phase“and once invoked, the
session gnters the “session release phase”.

Table 8 — End of session transaction parameters

Parameter Request Response Remark

Argument (0] In.cleartext or in ciphertext

NOTE O: The parameter is optional.

6.2.12.2 | The request primitive

The request contains the operation to be written into the ERT in cleartext or in ciphertext, and it is used fo
signal thg end of the session between an ERT and an ERI reader/writer.

6.2.12.3 | The response primitive
The resppnse does not carry any-value. It is only used to confirm the end of a session.

6.2.12.4 | Protocol specification

The end ¢f sessiontransaction is defined as follows:

endOfSepsion TRANSACTION ::= {

ARGUMENT OCTET STRING
RESULT NUtHE

CODE 9

}

The transaction uses an OCTET STRING for argument and a NULL value for its result.
6.3 The onboard interface to the ERT

6.3.1 General ERT interface requirements

The ERI data and chip identifier can only be accessed as specified in this part of ISO/TS 24534.
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An application layer protocol data units to be exchanged with an ERT shall be an ERI protocol data unit of

type SecretKeyEriPdu, i.e. of type SecretKeyEriReqPdu or of type SecretKeyEriRspPdu.

An ERI protocol data unit shall be encoded conforming to the canonical Packed Encoding Rules (PER)

(CANONICAL-PER) ALIGNED variant as defined in ISO 8825-2.

The lower layer protocols (session and lower, as applicable) shall comply with international standards.

NOTE 1 If required, an ERI protocol data unit may be segmented and reassembled (in ISO/IEC 7498-1 termi
appropriate.

nology) as

NODTE 2  Collisions between an onboard reader or writer and a (hand held) reader or writer are notle
ng¢cessary, the other onboard ERI equipment should be switched off when a hand-held ERI reader or writér\s us

6/3.2 An ISO 14443 interface

rl case the interface with an ERT is based on ISO 14443, the interface between antERT and an onk
ader/writer shall comply with ISO 14443 (all parts), with:

—
Far)

—t The ERT acting as a PICC (proximity integrated circuit card) of type A orB;
—t The onboard ERI reader/writer acting as a PCD (proximity coupling device) supporting both type

Anh ERI protocol data unit shall be directly transferred using-thie INF field of one of more I-blg
190 14443-4).

Anh ERI protocol data unit shall not be packed into ISO 7816-4 application protocol data units as sug
IO 14443-4.

Segmenting and reassembling of an ERI protocaldata unit shall be accomplished, if required, with
as specified in ISO 14443-4.

6/4 The short-range air interface

6/4.1 General short-range air interface requirements

Al short-range air interface _shall' be capable of exchanging ERI data protocol units of type SecretK
nd encoded conform the) canonical PER rules (CANONICAL-PER) ALIGNED variant as d
50 8825-2].

[V

—

The lower layer pratocols (session and lower as applicable) shall comply with international standards

NOTE If fequired, an ERI protocol data unit can be segmented and reassembled (in ISO/IEC 7498-1 term
ppropriate’

Q

6/4.2"\ The use of the DRSC application layer protocol

pected. If
ed.

oard ERI

A and B.

cks (see

gested in

chaining,

eyEriPdu
efined in

nology) as

6.4.2.1 General

If the DSRC application layer protocol is used for ERI transactions, 1SO 15628 (or EN 12834 within the EU)

shall be applied as specified in this Clause.

NOTE This makes the ERI DSRC interface compatible with other DSRC application interfaces like, for example, that

defined in 1SO 14906 [15].
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6.4.2.2

Use of the DSRC initialization service

Whenever a DSRC link is to be used for ERI transactions, the ISO 15628/EN 12834 initialization service shall
be used as follows:

a) eithe

r the mandApplications component or the nonmandApplications component of the initialization-request

T-PDU (beacon service table, BST) shall contain an ERI application component:

b) the applications component of the initialization-response T-PDU (vehicle service table, VST) shall contain
an ERI application component.

c) The palue of the ERI application component in an initialization-request or an initialization-response shLII
be a$ follows:
1) the aid component shall have the value 'automatic-vehicle-identification'.
2) the eid component may be omitted and, if present, shall be ignored by the ERI application.
3) the parameter component may be omitted or may contain the necessary.data (e.g. authenticatign
Hata).
NOTE 1 The designation of an application as mandatory or non-mandatory and its position in the list of applications|is
outside the scope of this standard. It only influences the priority of the ERI application relative to other applications
identified ih the BST (see ISO 15628, 7.3.2.2/EN 12834, 7.3.2).
NOTE 2 | The eid component and the parameter component may however, be used for other, non ERI, AVI applications.
6.4.2.3 | Use of the DSRC action request
An ERI |transaction request is sent from an ERI r&ader/writer to the onboard DRSC unit as an
ISO 15628/EN 12834 action-request as follows:
a) the vialue of the mode component shall be TRUE (as all ERI transactions are confirmed);
b) the Vfalue of the eid component shall be 0;
c) the vialue of the actionType component shall be secretKeyEriTransaction <<to be registered with NEN>x;
d) the gccessCredentials component shall not be present;
e) the value of the accessParameter component shall be passed as received to the ERT as the value of an
secr¢tKeyEriReqPduy;
f)  the iid component shall not be present.
NOTE The ‘getion-request shall be of type Action-Request which is defined in ISO 15628/EN 12834 as follows:
Action-Request ::= SEQUENCE {

mode BOOLEAN,

eid Dsrc-EID,

action Type ActionType,

accessCredentials OCTET STRING (SIZE (0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,

iid Dsrc-EID OPTIONAL

(end of note)

28
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A ERI transaction response received from an ERT is sent by the onboard DRSC unit to the external ERI
reader as an ISO 15628/EN 12834 action-response as follows:

a) the value of the eid component shall be 0;

b) the iid component shall not be present;

c) the value of the responseParameter component shall be the value of the secretKeyEriRspPdu as
received from the ERT,;
d) the ret component may be omitted and, if present, shall be ignored when the secretKeyEriRspPdu is also
present.
NPTE The action-response shall be of type Action-Response which is defined in ISO 15628/EN 12834 as fpllows:
Agtion-Response ::= SEQUENCE {
Fill BIT STRING (SIZE(1)),
eid Dsrc-EID,
iid Dsrc-EID OPTIONAL,
responseParameter Container OPTIONAL,
ret ReturnStatus OPTIONAL
(gnd of note)

In

[«
g

rg

case the DSRC device is not capable of transferring an secretKeyEriReqPdu to an
O 15628/EN 12834 action-response containing a ret eomponent of type ReturnStatus is return
adside unit.

ERT an
ed to the

NOTE The mechanisms to be used for passing an-SecretKeyEriReqPdu from a DRSC device to the ERI Pevice are
olitside the scope of this Technical Specification. It issassumed that some generic onboard platform or network will emerge
thiat can be used for this purpose. In the meantime, the manufacturer of a DSRC device may have to cope with different
mieans for connecting its DRSC device to onboardreader/writer of the ERI-unit.

6/4.3 Lower layers

The 1ISO 15628/EN 12834 DSRE. application layer shall use lower layers as specified in ISO 15628, Clause 9,
ahd Annex E, or in the EU as.specified in EN 12834, 6.1.

6|5 Remote access interface

Alremote access.interface shall be capable of exchanging ERI data protocol units of type SecretleyEriPdu
ahd encoded.conform the PER rules as defined in ISO 8825-2.

Ah onboard device providing remote access to an ERT shall be capable of transferring ERI protocol fata units
rg¢ceived from its (cellular network) peer to the ERT and vice versa.

Thetowertayer (cettutar metwork) protocots(sessiomand fower as—appticabte) statttompty with-imternational
standards.

NOTE If required, an ERI protocol data unit may be segmented and reassembled (in ISO/IEC 7498-1 terminology) as
appropriate.
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Annex A
(normative)

ASN.1 module definitions

A1 Ovr?mw
This anngx contains the following ASN.1 modules:

a) The gecret key transaction module;

b) Areduced ISO 15628 module to show how it can be used.

A.2 ASN.1 Modules

NOTE
additional ¢

EriSecret

This clause can as a whole be converted to simple text and then be*compiled. It contains therefore
lause headers and titles.

— SECRET KEY TRANSACTIONSMODULE -

eyTransactionsModule

{iso(1) stgndard(0) is024535 (24534 ) secretKeyTransactions (5)wersion (0)}
DEFINITIDNS AUTOMATIC TAGS ::= BEGIN

-- Electronic Registration Identification (ERI)
-- Secr¢t Key Transactions

-- EXPORTS everything;
SecretKeyEriPdu ::= CHOICE {
requestPdu SecretKeyEriReqPdu,
reponsePdu SecretKeyEriRspPdu
}
SecretKeyEriReqPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ({SecretKeyEriTransactions}),
argument TRANSACTION.&ArgumentType

}

({SecretKeyEriTransactions} {@.transactCode}) OPTIONAL

SecretKeyEriRspPdu ::= SEQUENCE {

}

result

RANSACTION.& ionCod
TRANSACTION.&ResultType
({SecretKeyEriTransactions} {@.transactCode})

-- TRANSACTIONS

TRANSACTION ::= CLASS {
&ArgumentType ,
&ResultType ,
&transactionCode INTEGER UNIQUE

}
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