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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical commlttees Each member body interested in a subject for WhICh a technlcal committee has been
established
non-gove nmental in liaison with 1SO, also take part in the work. 1SO coIIaborates closely W|th t
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft International Standardgs
adopted py the technical committees are circulated to the member bodies for voting.| Publication as an
International Standard requires approval by at least 75 % of the member bodies casting-a vote.

In other [circumstances, particularly when there is an urgent market requirement for such documents, |a
technical|committee may decide to publish other types of normative document:;

O Publicly Available Specification (ISO/PAS) represents an agreement between technical experts jn
O working group and is accepted for publication if it is approved by more than 50 % of the membefs

— anl
an |

bO Technical Specification (ISO/TS) represents an agreement between the members of a technigal
ittee and is accepted for publication if it is approved.by 2/3 of the members of the committee casting

An ISO/RAS or ISO/TS is reviewed after three years*in order to decide whether it will be confirmed for|a
further thfee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS |is
confirmed, it is reviewed again after a further three years, at which time it must either be transformed into an
International Standard or be withdrawn.

Attention|is drawn to the possibility that'some of the elements of this document may be the subject of patent
rights. ISD shall not be held responsible for identifying any or all such patent rights.

ISO/TS 21534-4 was prepared by Technical Committee ISO/TC 204, Intelligent transport systems, and by
Technical Committee CEN/TC2278, Road transport and traffic telematics in collaboration.

ISO/TS 2534 consists) of the following parts, under the general title Automatic vehicle and equipmeht
identification — Electrehic Registration Identification (ERI) for vehicles:

— Part|1: Architecture

— Part R Operational requirements

— Part 3: Vehicle data
— Part 4: Secure communications using asymmetrical techniques

— Part 5: Secure communications using symmetrical techniques

iv © 1SO 2008 — All rights reserved
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Introduction

A quickly emerging need has been identified within administrations to improve the unique identification of
vehicles for a variety of services. Situations are already occurring where manufacturers intend to fit lifetime
tags to vehicles. Various governments are considering the needs/benefits of ERI such as legal proof of vehicle
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grvice provider to identify the vehicle when he/she wants commercial service.

gs and infrastructure that a standard enables an interoperable solution.

ectronic Registration Identification (ERI) is a means of uniquely identifying road vehicles, The app
RI will offer significant benefits over existing techniques for vehicle identification. It will be an
chnology for the future management and administration of traffic and transport, including appli
e-flow, multi-lane, traffic conditions with the capability to support mobile transactions. ERI addr
ped of authorities and other users for a trusted electronic identification, including réaming vehicles.

nis part of ISO/TS 24534 specifies the application layer interfaces for the ‘exchange of data be
nboard component containing the ERI data and a reader or writer inside-or_outside the vehicle.

und in the vehicle's registration certificate. The authenticity of<the exchanged vehicle data can
hhanced by ensuring data has been obtained by request<from a commissioned device, with
ectronically signed by the registration authority.

order to facilitate (international) re-sales of vehicles, the ERI interface includes provisions fo
ccredited registration authority to take over the registration of a vehicle.

ne ERI interface supports confidentiality measures to adhere to (inter)national privacy regulatig
event other misuse of electronic identification of vehicles. A registration authority may autho
Ithorities to access the vehicle's data. ‘A-holder of a registration certificate may authorize an

pwever, it is perceived that diffefent users may have different requirements for authenticd
pnfidentiality. This Technical.Specification therefore supports different levels of security with
bmpatibility. Much attention” is*given to the interoperability of the component containing the ERI
aders of various levels of capability, e.g. the identification of a vehicle with a less capable
bmponent by a more sophisticated reader equipment and vice versa.

ne supported complexity of the device containing the ERI data may range from a very simple
pvice that only, eentains the vehicle's identifier, to a sophisticated device that includes both auth
nd confidentiality measures and maintains a historic list of the vehicle data written by the manufag

vehicle fegistration authorities.

bllowing the events of 11 September 2001, and subsequent reviews of anti-terrorism measures, the
Rl‘has been identified as a possible anti-terrorism measure. The need for International or pan-

espect of

ication of
enabling
cations in
bsses the

fween an

ne exchanged identification data consists of a unique vehicle identifier and may also include data typically

be further
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turer and

need for
European

harmonization of such ERTis therefore important. Tt is also important 1o ensure that any ERT measures contain
protection against misuse by terrorists.

This part of ISO/TS 24534 makes use of the basic automatic vehicle identification (AVI) provisions already
defined in ISO 14814 and 14816.
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TECHNICAL SPECIFICATION ISO/TS 24534-4:2008(E)

Automatic vehicle and equipment identification — Electronic
Registration Identification (ERI) for vehicles —

Part 4:
§ecure communications using asymmetrical techniques

11 Scope
This part of ISO/TS 24534 provides the requirements for an Electronic Registration Identification (ERI) that is
?Car?ed on an identifier assigned to a vehicle (e.g. for recognition by national authorities) suitable tq be used
— electronic identification of local and foreign vehicles by national authorities,
—t+ vehicle manufacturing, in-life-maintenance and end-of-lifelidentification (vehicle life cycle managgement),
— adaptation of vehicle data, e.g. in case of international re-sales,
—1 safety-related purposes,

— crime reduction, and

— commercial services.

Itladheres to privacy and data protection regulations.

This part of ISO/TS 24534 specifies the interfaces for a secure exchange of data between an ERT and an ERI
rgader or ERI writer in or odtside the vehicle using asymmetric encryption techniques.

NDTE 1 The onboard.dgvice containing the ERI data is called the Electronic Registration Tag (ERT).
This Technical Specification includes:
—t+ the application layer interface between an ERT and an onboard ERI reader or writer,

—t thelapplication layer interface between the onboard ERI equipment and external ERI readers and writers,
and

— security issues related to the communication with the ERT.

NOTE 2 The vehicle identifiers and possible additional vehicle data (as typically contained in vehicle registration
certificates) are defined in ISO/TS 24534-3.

NOTE 3  The secure application layer interfaces for the exchange of ERI data with an ERI reader or writer are specified
in ISO/TS 24534-4 and a future ISO/TS 24534-5.

© 1SO 2008 — All rights reserved 1
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 7498-1:1994, Information technology — Open Systems Interconnection — Basic Reference Model:
The Basic Model

ISO/IEC 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model —
ISO/IEC

ISO/IEC
(PER) —

ISO/IEC
General

ISO/IEC

ISO/IEC
open sys

ISO/IEC
ISO/IEC

ISO/CD 1
Referenc

1ISO 1481
Numberin

ISO 1562
(DSRC) -

3 Ten
For the p

31
access G
preventio
manner

[Part 2-Security Architecture
B824 (all parts), Information technology — Abstract Syntax Notation One (ASN.1)

B825-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding Rulgs
Part 2

P798-1:1997, Information technology — Security techniques — Entity authentication — Part|l:

0118-1:2000, Information technology — Security techniques — Hash-functions — Part 1. General

0181-2:1996, Information technology — Open Systems Interconnection — Security framework for
ems: Authentication framework

0646:2003, Information technology — Universal Multiple-Octet.Coded Character Set (UCS)
4443 (all parts), Identification cards — Contactless integtated circuit(s) cards — Proximity cards

4814, Road transport and traffic telematics — Automatic vehicle and equipment identification +—
b architecture and terminology

6, Road transport and traffic telematics <s“Automatic vehicle and equipment identification +—
g and data structure

8, Transport Information and Contrel.Systems (TICS) — Dedicated Short Range Communicatigon
— DSRC application layer

ms and definitions

Lirposes of this document, the following terms and definitions apply.

ontrol
h of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized

[1SO 749

B-27)definition 3.3.1]

3.2
access ¢

ontrol list

list of entities, together with their access rights, which are authorized to have access to a resource

[ISO 7498-2, definition 3.3.2]

3.3

active threat
threat of a deliberate unauthorized change to the state of the system

[ISO 7498-2, definition 3.3.4]

© 1SO 2008 — All rights reserved
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EXAMPLE Examples of security-relevant active threats may include modification of messages, replay of messages,
and insertion of spurious messages, masquerading as an authorized entity and denial of service.

34
additional vehicle data
ERI data in addition to the vehicle identifier

[ISO 24534-3, definition 3.1]
3.5

air-interface
cpnductor-free medium between onboard equipment (OBE) and the reader/interrogator throughhHywhich the
linking of the OBE to the reader /interrogator is achieved by means of electro-magnetic signals

[0 14814, definition 3.2]

36
authority
ofganisation that is allowed by public law to identify a vehicle using ERI

37
authorization
gfanting of rights, which includes the granting of access based on access rights

—

50 7498-2, definition 3.3.10]

w

8
rtification authority
tural or legal person trusted to create public key certificates

>0

NPTE See also top-level certification authority and intermediate certification authority.

3/9
challenge
data item chosen at random and sent-by the verifier to the claimant, which is used by the claimant, in
conjunction with secret information held'by the claimant, to generate a response which is sent to the yerifier

—

13O 9798-1, definition 3.3.5]

NDTE In this Technical(specification the term challenge is also used in case an ERT does not have enabled
encryption capabilities and-the Thallenge is merely copied without any secret information applied.

3{10
chhertext
data producedithrough the use of encipherment; the semantic content of the resulting data is not ayailable

—

150 7498-2/definition 3.3.14]

311
claimant
entity which is or represents a principal for the purposes of authentication

NOTE A claimant includes the functions necessary for engaging in authentication exchanges on behalf of a principal.

[ISO 10181-2, definition 3.10]
3.12

cleartext
intelligible data, the semantic content of which is available

[ISO 7498-2, definition 3.3.15]

© 1SO 2008 — All rights reserved 3
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3.13
confiden

tiality

property that information is not made available or disclosed to unauthorized individuals, entities, or processes

[ISO 7498-2, definition 3.3.16]

3.14

credentials

data that is transferred to establish the claimed identity of an entity

[ISO 7498-2-definitton-3-3-+#

3.15

cryptography

disciplingl which embodies principles, means, and methods for the transformation of data in orderto hide its
informatign content, prevent its undetected modification and/or prevent its unauthorized use
[ISO 7498-2, definition 3.3.20]

3.16

data integrity

integrity

property that data has not been altered or destroyed in an unauthorized manper

[ISO 7498-2, definition 3.3.21]

3.17

decipherqment

decryption

reversal ¢f a corresponding reversible encipherment

[ISO 7498-2, definition 3.3.23]

3.18

digital siEnature

signatur

data appgnded to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit fo
prove thel source and integrity of the data unit and protect against forgery, e.g. by the recipient
NOTE See also cryptography.

[ISO 7498-2, definition 3.3.26]

3.19

distinguishing identifier

informatig

[ISO/IEC

n which\unambiguously distinguishes an entity

9798-1, definition 3.3.9]

3.20
electroni
ERI

c registration identification

action or act of identifying a vehicle with electronic means for purposes as mentioned in the scope of this part
of ISO/TS 24534

3.21
electroni
ERR

c registration reader

device used to read or read/write data from or to an ERT

NOTE 1

An ERR communicates directly, i.e. via an OSI data-link, with an ERT.

© 1SO 2008 — All rights reserved
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NOTE2 An ERR may also be an ERI reader and/or an ERI writer or may act a relay in the exchange of ERI data
protocol units between an ERT and an ERI reader/writer.

3.22

electronic registration tag

ERT

onboard ERI device that contains the ERI data including the relevant implemented security provisions and one
or more interfaces to access that data

NOTE 1 In case of high security, the ERT is a type of secure application module (SAM).

NDTE 2  An implementer may choose also to integrate other provisions (e.g. for DSRC communications)dnto an ERT
a$ long as this does not compromise the security of the ERT.

23

ncipherment

ncryption

yptographic transformation of data to produce ciphertext

QO MO W

—

5O 7498-2, definition 3.3.27]

NPTE 1 Encipherment may be irreversible, in which case the corresponding decipherment process cannot feasibly be
pe¢rformed.

NPDTE 2  See also cryptography.
[1BO 7498-2]

24

nd-to-end encipherment
ncipherment of data within or at the source end-system, with the corresponding decipherment occurring only
thin or at the destination end system

S0 0w

—

50 7498-2, definition 3.3.29]

3{25
entity authentication
prroboration that an entity is-the*one claimed

Q

—

5O/IEC 9798-1, definition .3.3.11]

3126
ERI data
vehicle identifying data which can be obtained from an ERT

NPTE ERI data consist of the vehicle identifier and possible additional vehicle data.

3{27
ERlfeader
device used to read ERI data directly or indirectly from an ERT by invoking ERI transactions

NOTE 1 In case an ERI reader exchanges the ERI protocol data units directly via a data link with an ERT it is also
called an ERR. In case it communicates via one or more nodes, only the last node in this sequence is called an ERR. As a
consequence, an external ERI reader may e.g. depending on the onboard configuration, act for some vehicles as an ERR
and for others not.

NOTE 2 See also onboard ERI reader and external ERI reader.

© 1SO 2008 — All rights reserved 5
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3.28
ERI transaction
transaction as defined in Clause 6 of this part of ISO/TS 24534

3.29
ERI writer
device used to write ERI data directly or indirectly into an ERT by invoking ERI transactions

NOTE 1 In case an ERI writer exchanges the ERI protocol data units directly via a data link with an ERT it is also called
an ERR. In case it communicates via one or more nodes, only the last node in this sequence is called an ERR. As a
consequerce; T . CRoR T ; TOTT; T R
and for others not.

NOTE 2 See also onboard ERI writer and external ERI writer.

3.30
ERT holder
legal or nptural person holding an ERT

NOTE The ERT holder could be, for example, the holder of the registration number or the*owner, operator or keeper
of the vehicle.

3.31
ERT nunpber
number gssigned to and written into an ERT that acts as an ERT uniqueidentifier

NOTE The ERT number is assumed to be written into the ERT during:its manufacture and once written cannot be
changed.

3.32
external ERI reader
an ERI rgader not being part of the onboard ERI equipment

NOTE 1 An external ERI reader is not fitted within.or on the outside of the vehicle.

NOTE 2 | A distinction is made between proxinity, short-range (DSRC), and remote external readers. A proximity reader
may e.g. he a PCD (Proximity Coupling Deyice) as specified in ISO 14443. A short-range external ERI reader may be| a
part of rogdside equipment, hand-held equipment, or mobile equipment. A remote external ERI reader may be part of the
back-officg equipment (BOE).

3.33
external ERI writer
ERI writgr not being part-ofthe onboard ERI equipment

NOTE 1 An externaltERI writer is not fitted within or on the outside of the vehicle.

NOTE 2 | A distinction is made between proximity, short-range (DSRC), and remote external writers. A proximity reader
may e.g. be a‘PCD (Proximity Coupling Device) as specified in ISO 14443. A short-range external ERI writer may be (a
part of) rothside equipment, hand-held equipment, or mobile equipment. A remote external ERI writer may be part of the
back-officeequipment(BOE):

3.34
hash-code
string of bits which is the output of a hash-function

3.35
hash-function
function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:

a) for a given output, it is computationally infeasible to find an input which maps to this output; and

6 © 1SO 2008 — All rights reserved
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b) for a given output, it is computationally infeasible to find a second input which maps to the same output
[ISO/IEC 10118-1, definition 3.5]

NOTE Computational feasibility depends on the specific security requirements and environment.

3.36

identification
action or act of establishing the identity

NEFE—Seeatsovehicte-identification:

3{37
inftermediate certification authority
ertification authority for which public key certificates are issued by the top-level certification authority

(@]

NDTE This definition implies that there can be only one “level” of intermediate certificationvauthorities.

3[38
key
se¢quence of symbols that controls the operations of a cryptographic_transformation (e.g. encipherment,
déecipherment, cryptographic check function, signature generation, or signature verification)

[0 9798-1, definition 3.3.13]

NDTE See ISO 9798-1 for the meaning of the terms used for theé examples of cryptographic transformationg.

3[39
lifetime
period of time during which an item of equipment exists and functions

NDTE Adapted from ISO 14815.

3{40
manipulation detection
nmechanism which is used to detect whether a data unit has been modified (either accidentally or inteptionally)

—

50 7498-2, definition 3.3.39]

41
asquerade
etence by an entity.tg)be a different entity

T 3w

—

50 7498-2, definition 3.3.36]

342

npn-repudiation
property that none of the entities involved in a communication can deny in all or in part its participafion in the
communication

NOTE Adapted from ISO 7498-2.

3.43

onboard ERI equipment

equipment fitted within or on the outside of the vehicle and used for ERI purposes

NOTE The onboard ERI equipment comprises an ERT and may also comprise any additional communication devices.

© 1SO 2008 — All rights reserved 7
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3.44
onboard ERI reader
ERI reader which is part of the onboard ERI equipment

NOTE An onboard ERI reader could be, for example, a proximity coupling device (PCD) as specified in ISO 14443.

3.45
onboard ERI writer
ERI writer which is part of the onboard ERI equipment

NOTE A lo DU el Y | b Lol to £, 1 e L ol H (DR DRI TaVaY
AT uUTrioudail LINTWITICT CUUIU VT, TUT TAAITIPIT, d JTUAITTTILy CUUPTITTY UTVILT (TMUU ) do SPTUITITU T To'U

3.46
passive threat
threat of Yinauthorized disclosure of information without changing the state of the system

[ISO 7498-2, definition 3.3.38]

3.47
passworfl
confident|al authentication information, usually composed of a string of characters

[ISO 7498-2, definition 3.3.39]

3.48
periodic motor vehicle test
compulsdry periodic (e.g. annual) test of the roadworthiness of a motor vehicle of above a specified age, or{a
certificatg of passing such a test

EXAMPLH The MOT test in the United Kingdom is an example.

3.49
principal
entity whose identity can be authenticated

[ISO/IEC|10181-2, definition 3.15]

3.50

privacy
right of individuals to control or influence what information related to them may be collected and stored and by
whom anfd to whom that information may be disclosed

[ISO 7498-2, definition 3¢(3.43]

NOTE Because-this term relates to the right of individuals, it cannot be very precise and its use should be avoidéd

except as p motivatien/for requiring security.

®

3.51
private decipherment key
private key which defines the private decipherment transformation

[ISO/IEC 9798-1, definition 3.3.16]

3.52
private key
key of an entity's asymmetric key pair which should only be used by that entity

[ISO/IEC 9798-1, definition 3.3.17]

NOTE In the case of an asymmetric signature system the private key defines the signature transformation. In case of
an asymmetric encipherment system the private key defines the decipherment transformation.

8 © 1SO 2008 — All rights reserved
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3.53
private signature key
private key which defines the private signature transformation

[ISO/IEC 9798-1, definition 3.3.18]
3.54

public encipherment key
public key which defines the public encipherment transformation

—

bO/IEC 9796-1, definition 3.5.19]

3/55
ppblic key
key of an entity's asymmetric key pair which can be made public

NDTE In the case of an asymmetric signature system the public key defines the verification‘transformation| In case of
am asymmetric encipherment system the public key defines the encipherment transformation. A key that i§ “publicly”
known is not necessarily globally available. The key may only be available to all members™f a pre-specified grouyip.

—

5O/IEC 9798-1, definition 3.3.20]

3|56

phblic key certificate
certificate

plblic key information of an entity signed by the certification-authority and therefore rendered unforggable

—

SO/IEC 9798-1, definition 3.3.21]

NDTE In this Technical Specification, a public key-certificate also specifies the role of the entity for which| the public
¢y information is provided, e.g. manufacturer or registration authority.

=~

357
ptblic verification key
Iblic key which defines the public verification transformation

— T

5O/IEC 9798-1, definition 3.3,23]

3/58
rgndom number
time variant parameterwhose value is unpredictable

—

SO/IEC 97984, \definition 3.3.24]

359
registration authority (with respect to the ERI data)
ofganization responsible for writing ERI data and security data into an ERT according to local legislafion

NOTE [tis expected that the registration authority with respect 1o the ERT data may be the same authority that keeps
the official register in which the vehicle and its owner or lessee are listed. This part of ISO/TS 24534 does not require this,
however.

3.60

registration certificate
document (paper or smart card) which certifies that the vehicle is registered in a state or country

© 1SO 2008 — All rights reserved 9
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3.61

replay attack
masquerade which involves use of previous transmitted messages

[ISO/IEC

3.62
security

9798-1, definition 3.3.26]

protection of information and data so that unauthorized persons or systems cannot read or modify them and
authorized persons or systems are not denied access to them

[ISO/IEC

NOTE

Security:
accidents.

12207, definition 3.25]

Security versus safety (informal):

rotection of a system against its environment; in this context the protection of the ERI system against attacks jor

Safety: protection of the environment against a system; in this context the protection of the driver, passengers, vehicle, gtc.

against da

3.63

sequence number

time varig
time periq

[ISO/IEC

3.64
threat
potential

[1SO 749

3.65

top-level
certificati
read-onlyj

3.66

unilateral authentication

entity aut
[ISO/IEC
3.67

vehicle i
action or

ngers of the ERI system.

nt parameter whose value is taken from a specified sequence which.is non-repeating within a certalin
d

9798-1, definition 3.3.27]

violation of security
B-2, definition 3.3.55]
certification authority

bn authority whose certificates can-be verified because its public verification key(s) are written as
data into the ERT before the ERT is customised or commissioned

hentication which prevides one entity with the assurance of the other's identity but not vice versa

9798-1, definition’ 3.3.33]

Hentification
act.of ‘establishing the identity of a vehicle

3.68
verifier
entity whi
NOTE

[ISO/IEC

10

ch is or represents the entity requiring an authenticated identity
A verifier includes the functions necessary for engaging in authentication exchanges.

10181-2, definition 3.20]
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4 Abbreviations

4.1
AEI
Automatic Equipment Identification

4.2
AES
Advanced Encryption Standard

413
N.1
Apstract Syntax Notation One

NDTE Defined in ISO/IEC 8824.

414
|
Alitomatic Vehicle Identification

4|5
BOE
Bhck Office Equipment
6

N
Lropaische Norm (German), English: European Standard

mmpd

4{7
ENV
Elropaische Norm Vorausgabe (German), English: European Pre-Standard

418
ERI
Electronic Registration Identification

49
ERR
El|ectronic Registration Reader: a device used to read or read/write data from or to an ERT

10
RT
ectronic Registrdtion Tag

mmpd

4111
EU
Eliropean Union

412
IEC
International Electrotechnical Commission

413
ISO
International Organization for Standardization

414

OBE
On Board Equipment (including non-ERI equipment)

© IS0 2008 — Al rights reserved 1
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415
osi
Open Systems Interconnection (see ISO/IEC 7498-1)

4.16
PICS
Protocol Implementation Conformance Statement(s)

417
PIN
Personal[[dentification Number

4.18
SAM
Secure Application Module
419

VIN
Vehicle Identification Number

5 System communications concept

5.1 Introduction

Clause 5|is informative only.
This Clayse provides an introduction to the context in which;ERI data and security data may be read from, pr
written info, the ERT and in which vehicles can be identified. It also outlines options that may or may not be
used in ah actual implementation. The normative requireéments for the application layer interfaces are provided

in Claus¢ 6 and Annex A. Annex C (normative) contains a form to specify the limitations of an actual
communifation protocol implementation.

5.2 Overview

5.2.1 Vehicle registration identification

ERI, Eledtronic Registration Identification, is the action or act of identifying a vehicle by electronic means fpr
the purpgses mentioned in the_scope of this part of ISO/TS 24534.

The identjfier used to identify a vehicle is called the vehicle identifier or vehicleld.

NOTE 1 The preferced vehicle identifier is the VIN that is assigned to the vehicle by its manufacturer in accordange
with ISO 3779, but.alternatives are supported as well (see ISO/TS 24534-3 for details).

NOTE 2 SeeISO/TS 24534-3 for details about the vehicle identifier and ERI data.

In this part of ISO/TS 24534, the combination of the almost unique vehicleld and a unique ERT number is
used as the unambiguous distinguishing identifier.

5.2.2 System concept and supported interfaces

Figure 1 presents the interfaces for which the application layer is specified in this part of ISO/TS 24534.
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Vehicle

Electronic Registration
Tag (ERT)

Interface specified in
Interface specified in this Technical Specification
" this Technical Specification |

i rfa);]ctj)eo?;c\j/vrlter Other Communication l Externa
application device(s) I ERI reader, writer
(ERR) |

Onboard communication provisions

Other onboard equipment

Figure 1 — System concept and supported interfaces

ne onboard component that provides a secure environment for the ERI data and security data is ¢alled the
ectronic Registration Tag (ERT).

m -

NDTE 1 An implementer may integrate other provisions (e.g. additional communication provisions) into an ERT as long
a$ this does not compromise the security of the ERT.

Depending on its capabilities, an ERT is tailored te @ specific vehicle in three consecutive steps (see also
Flgure B.2 — ERT state diagram):

a) First, it is customized with the vehicle identifier and, optionally, additional vehicle data. This steg can only
be performed once in the lifetime of an.ERT. Customizing does not yet enable any ERT enciphgrment or
signing services.

b] Second, a registration authority“may commission itself as the registration authority for the \ehicle by
adding its security data. This\step may be performed at any time by a registration authority whep it wants
to commission itself as the current registration authority. A registration authority may change its security
data by re-commissioning itself. If supported by the ERT, commissioning enables ERT confidentiality and
authentication services by providing the required security keys. If a key is not provided, the corrgsponding
services will not-bejenabled.

NOTE 2 Most/'smart cards are “owned” and “controlled” by one issuer during their whole life time. For ap ERT this
is more complicated. When an vehicle is sold to another country a new registration authority will just take over the
“controf”or “ownership” of the ERT when it issues a new number plate and a new registration certifichte for the
vehielexThe ERT is then re-commissioned.

c] cThird, a registration authority that has commissioned itself may change the additional vehiclg data to
1 han aftho unhicla Aata Oagthh tha Avea~n ahiclald)

or-a-o oo a 1 tionn Af the
T o CrartgC ot v e TmoiC—Uata (it T i CACC oo Ot Ve TmoToTayT

roouo
AT L

NOTE 3 In order to accommodate the needs of different countries, different selections of additional vehicle data can be
included. (See ISO/TS 24534-3 for details.)

The onboard communication provisions shall be able of transferring data from or to the ERT without modifying
that data.

NOTE 4  The onboard communication provisions may e.g. be part of an onboard platform for transport applications.

A communication device may communicate with an external proximity reader or writer, with a short range ERI
reader and/or writer, or with remote back office equipment (BOE).
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A communication device that communicates with an external ERI reader/writer acts as a relay between this
external ERI reader/writer and the onboard ERI reader/writer. A communication device may also be used for
other applications.

5.2.3 Roles involved

Within the context of this part of ISO/TS 24534 the following “roles” for natural or legal persons are

distinguis

— Man

hed:

facturers, who assign a VIN or chassis number to each vehicle they build. A manufacturer may al

(o]

once

— Regi

who
legis

NOTH
the o

NOTE
relatg

(e.g.

— Certi
part
disgy

NOTE
manu

customize an ERT for a particular vehicle.
stration authorities (with respect to the ERI data), who may:

pssign a new vehicleld to the vehicle (in case of defects) and may customize an ERTF (e.g. in th
case of defects or retrofitting),

NOTE A registration authority may assign a new vehicle id to the vehicle (e.g. ®hen the number on
Chassis has become corrupted). Then he will put that new id on the chassis and write.itin a new ERT (a vehid
d can never be overwritten)

commission itself as the registration authority for a vehicle,
buthorize other authorities to read the ERI data,
buthorize an ERT holder to grant additional service providers access to ERI data, and

are responsible for the registration of additionalcvehicle data into an ERT according to log
ation (see below for details).

E 1 It is expected that the registration authority-with respect to the ERI data is the same authority that kee
ficial register in which the vehicle is listed. This(is however not required by this part of ISO/TS 24534.

d to the vehicle. It is implicitly assumed that this register also identifies the one(s) responsible for the vehid
ts owner, operator, keeper, lessee, and/or regular driver).

fication authorities, who are\trusted to create public key certificates (referred to as “certificates” in th
of ISO/TS 24534). Publie’ key certificates are used to prevent a fraudulent organization fro
ising itself as a manufacturer or registration authority. There are two types of certification authoritie
bne top-level ceftification authority, and

rero or more intermediate certification authorities.

F 3, Arcertification authority will not directly communicate with the ERT. Their certificates are used
facturers and registration authorities.

F 2 Itis assumed that each vehicle is-isted in a register that contains the vehicle identifier and additional dgta

e

he
le

PS

le

is

A=

Py

NOTE 4  With two levels of certification authority, the top-level authority can delegate the distribution of certificates
to an intermediate authority, which is then responsible for creating the certificates for registration authorities and
manufacturers within some region (e.g. the states of the United States or the member states of the EU).

— Authorities, who are authorized by the registration authority to read the ERI data from a vehicle (e.g.

beca

use they are entitled to do so by virtue of public legislation).

— Additional service providers (public or private), who provide a service which requires an electronic
identification of a vehicle and/or certificated vehicle data. The ERT holder may or may not authorize an
additional service provider to read the vehicle's identifier and the additional vehicle data.

14
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ERT holders, who are holding the ERT. An ERT holder may e.g. be the holder of the vehicle's registration
number or the owner, operator, or keeper of the vehicle.

Even in cases where confidentiality of the ERI data is supported, the ERT holder is entitled both to read
the ERI in its vehicle and to allow other service providers to read the vehicle identifier. A PIN issued by
the registration authority to the ERT holder provides the required access control for the ERT holder.

Roles and requirements related to the specification, design and manufacturing (including testing) of an ERT

An onboard or an external ERI reader is used to read data from the ERT. An loenboard EF
communicates directly with the ERT. An external ERI reader may communicate either directly or indifectly with
the ERT, e.g. directly in the case of a hand-held reader or an integrated ERI device, or indirec
onboard communication module and the onboard ERI reader. The onboard communication module
be used for other applications.

An ERT holder may wish to have access to the ERI data for various reasons:

Authority

Sensor

Trigger ~~

Electronic
Registration'Fag
(ERT)

5{2.4 The communications context for reading

Additional
service provider

Interface specified in this
Technical Specification

Flgure 2 shows the communications context for reading data from an ERT.

ERI holder

A J

Onboard or external
ERI Reader
(e.g. an ERR)

Figure 2 — Communication context for reading from an ERT

© 1SO 2008 — All rights reserved

to verify the correctness of the ERI data;

to verify the access control list (see 5.3.5), if present in the ERT;

Al sensorsystem (outside the scope of this Technical Specification) may be used to trigger an ext
rdadet when it senses the presence of a vehicle that needs to be identified.

various entities are described in 5.3.5.1.

to verify the historic ERI data and/or historic commissioning data, if present in the ERT.

Rl reader

ly via an
may also

ernal ERI

1ts of the

to obtain an authenticated (i.e. signed) vehicle identifier or ERI data to be used for another application;

15
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The equipment used by an authority, additional service provider or ERT holder in his office (i.e. not at the
roadside) is called Back Office Equipment (BOE).

The distribution of functions between BOE and an external ERI reader is outside the scope of this Technical
Specification.

5.2.5 The communications context for writing

Figure 3 presents the communications context for writing data into an ERT.

The onbdard or external ERI writer is used to write data into the ERT. An onboard ERI writer communicatés
directly with the ERT. An external ERI writer may communicate either directly or indirectly with the ERT,)e.g.
directly in the case of a hand-held writer or an integrated ERI device, or indirectly via an(onboald
communigation module and the onboard ERI writer. The onboard communication module may alse-be used
for other applications.

o Manufacturer or
Certi i Certificate(s PIN
Jel;tr:ﬁc_e;.tlon ( )> Registration > ERI holder
authorities Authority
Additional
Certificate(s) + Service
; X ) Provider
Public key Registration data Authorization
Data
\ . . \
Interface specified in this
Electronic Technical Specification Onboard or external
Rggistration Tag |« ERI Reader
(ERT) (e.g. an ERR)

Figureg.3<— Communication context for writing into an ERT

The variqus parties that can“write ERI (security) data into an ERT are described in 5.2.3. The access rights pf
the varioys entities are.described in 5.3.5.2.

The certification.authorities provide public key certificates for genuine manufacturers and genuine registration
authorities. The~certificates are used while writing data into the ERT in order to prove that (signed) daja
originates from a genume manufacturer or genuine reglstratlon authority. The certlflcates are also used while
the ERI data : R or
registration authonty

The Registration Authority authorizes the ERT holder by providing a password (PIN). The ERT holder may
then authorize an additional service provider to read ERI data.

The distribution of functions between BOE and an external ERI writer is outside the scope of this Technical

Specification. A registration authority may e.g. commission a writer to operate on its behalf or it may use e.g.
the writer only as a relay device for remote writing from its back office.
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5.2.6 ERT capability levels supported

It is envisioned that different users may have different requirements for ERI. Therefore, this part of
ISO/TS 24534 supports different service levels of ERT capabilities.

Figure 4 presents an overview of the various capability levels supported by this part of ISO/TS 24534. See
also Annex C with the Protocol Implementation Conformance Statements (PICS) proforma.

Main variants: Sub variants:

Id only — Read-only For a read/write ERT:
- with or without historic data
Read-only with optional additional data
For an ERT that suppoits confidentiality:
Read/write with no authentification or With or without access for:
confidentiality - other authorities
- additional service providers
Authentification Confidentiality
L'egend:

Authentification + Confidentiality A—>B B possesses A's capabilities ag well

Figure 4 — ERT capability levels supported

The following main variants are distingdished (a variant at the arrowhead also includes the capabilifies of the
one at the arrow tail):

— Id only — Read only: Thistis the simplest ERT. The vehicle identifier is written only once and| no other
information can be added./In this case an ERI reader can only read the vehicle identifier from the vehicle
(ERT).

—t Read only with-optional additional vehicle data: in this case the ERT may also contain additionpl vehicle
data as specified in ISO/TS 24534-3. However, all data can only be written once in the lifetime of an ERT.
For securityreasons the data may also contain a signature from the origination entity.

—+ Readlwrite with no authentication or confidentiality: in this case the ERT contains the vehicle| identifier
plusoptional additional vehicle data. This additional vehicle data can be updated if required.

RUad/VVI;tC vv;th authcl |t;uat;u||: ;II th;a CdAdoT thU ERT G:OU pIUV;dUO GuthUl |t;uat;u|| el ) V;\/UO. ThU ERT Can
check a signature attached to data written into it. If enabled, the ERT can also attach as signature to data
it sends to an ERI reader. An ERI reader can then check that the data it receives stems from a genuine
ERT and not from a fake one.

NOTE 1 A registration authority can disable the ERT signing capabilities but not the signature verification capabilities.
— Read/write with confidentiality: in this case the ERT is capable of providing confidentiality services. The
ERT can decrypt security data encrypted by an ERD writer. If enabled, the ERT can also encrypt the data

it sends to an ERI reader. This data can only be interpreted by those parties which possess the
corresponding private decipherment key.

© 1SO 2008 — All rights reserved 17


https://standardsiso.com/api/?name=437a5d1b4bd094f13fa26a68474c44f4

ISO/TS 24534-4:2008(E)

NOTE 2 A registration authority can disable the ERT encipherment capabilities but no the decipherment capabilities.

— Read/write with both authentication and confidentiality: in this case the ERT provides both authentication
and confidentiality services.

In addition to these main variants, various sub variants may be distinguished, e.g.:
— Aread/write ERT which also maintains a log of historic data, i.e. of previous write operations;

— An ERT with confidentiality services for which the registration authority can also authorize other
autherities to read the ERI data;

— An BRT with confidentiality services for which the registration authority may also grant the ERT-hold
pernlission to read the (historic) ERI data in his ERT;

W
=

[
=

— An HRT with confidentiality services for which the registration authority may also grant-the ERT hold
permission to authorize additional service providers to read the ERI data in his ERT.

5.2.7 Security service levels and interoperability

This part|of ISO/TS 24534 supports authorities in identifying vehicles roaming from the jurisdiction of other
registration authorities. Therefore, much attention is given to the interoperability of ERTs and readers pf
various cgpability levels, i.e. the identification of a vehicle with a simple(ERT by a sophisticated reader and
vice versa.

The basig¢ principle for the interoperability of ERTs and ERI readers.is that the reader will function with the full
range of| capabilities of the ERT. If the reader does not-_provide full functionality, e.g. the required
decipherment capabilities, then the authority using the reader(may ask for (decipherment) assistance from the
registration authority. A similar situation applies when the ERT signs data.

Table 1 presents the various combinations when an~-ERT and an ERI reader have different cryptographic
capabiliti¢s.

Table 1 — Interopérability between ERTs and ERI readers

ERT ERI reader Interoperability
Encipherment Decipherment
Yes No The reader will not understand the ERI data, which needs the assistance ¢f
the vehicle's registration authority for decrypting the data read.

No Yes The reader does not need to use its decryption capabilities.

Sighing Signature

verification

Yes No The reader will not be able to check any signature provided for the ERI data.
Na Yes The reader does not need to use its signature verification capabilities.

In order to support readers with no decipherment capabilities, a registration authority may, if required, disable
the encipherment capabilities of ERT for vehicles in his jurisdiction.

EXAMPLE When a vehicle is imported from a country with strict privacy protection into a country with less-strict
privacy protection and which consequently employs readers with no decipherment capabilities, then the registration
authorities may disable the decipherment capabilities of the ERT when it is commissioned.

NOTE 1 Harmonisation of the security requirements of the registration authority is outside the scope of this Technical
Specification.
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With respect to the interoperability between ERTs and ERI writers, precedence has been given to security
above the support of international (re)sales. As a registration authority may replace an ERT, this is not
considered to be a severe restriction. The basic principle for writing is that a writer and, hence, a registration
authority can determine the capabilities of an ERT and based upon this, the registration authority can decide
to accept that ERT or replace it with one that matches their requirements.

NOTE 2

The interoperability of ERTs and ERI writers of various capability levels is depicted in Table 2.

If a registration authority does not accept a particular ERT, then that authority should replace it with one that is
acceptable and customise it as necessary.

Table 2 — Interoperability between ERTs and ERI writers

ERI writer ERT Interoperability
Encipherment Decipherment
Yes No The ERI writer can only write data into such»an ERT if it disables its
encipherment capabilities.
No Yes The ERT will not accept any data that has te be encrypted from such a writer.
More precise, the ERT will then not accept any private signature key or PIN in
a commissioning transaction. As\a& consequence the invocafion of a
commissioning transaction will disable the ERT signing capabilities and will
prevent the use of a PIN by af/ERT holder.
Signing Signature
verification
Yes No The ERT will not“\verify any signature provided by the writer. As a
consequence every writer can be used to change the ERI datp and its
security data.
NOTE ,This is not advisable, but allowed in this Technical Specificatipn. It is the
responsibility of the registration authority to allow or not to allow (i.e. to conpmission or
not tolcommission) this kind of ERT.
No Yes The ERT will not accept any data from this writer.

t

5

3.1 Assumptions

llowing_assumptions:

3 Security services

is the responsibility of a registtation authority to accept or not accept a particular ERT within his ju
.. a registration authority may,er may not want to commission itself on a particular ERT.

ne security.eoncept for the exchange of data between an ERT and an ERI reader or writer is bas

- ~The use of an ERT may be mandatory and, therefore, should be fraud resistant. Using ISO/IH

risdiction,

ed on the

C 7498-2

fnrminnlngy’ the ERT should be resistant anincf active threats (n g modification of messages;

replay of

messages, insertion of spurious messages, and masquerading).

A reading of an ERT should be suitable as legal evidence (non-repudiation).

NOTE This may require the specification of an Protection Profile (including an adequate Evaluation Assurance
Level EAL) for the ERT according to ISO 15408. However, such a specification is outside the scope of this Technical

Specification.

ERI shall have the capability to provide a high level of privacy protection (i.e. it should not be easily

possible to monitor mobility patterns of a vehicle and, hence, of its regular driver). As a consequence, an
ERT should also be resistant against passive threats.

© 1SO 2008 — All rights reserved
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— ERI shall have the capability to provide protection measures to prevent ERI from being used to trigger an
attack on a vehicle.

— The performance of security mechanisms must be achievable within the time available for

communications whilst the vehicle is moving (a calculation example: reading a vehicle at 180 km/h within
a 10 metres read range should be achieved within 200 ms).

5.3.2 Entity authentication while reading ERI data

Trust in tt
fulfilled tg fuIIy trust a reading:

a) The ERT is customized with the correct vehicle identifier and is attached to the correct vehicle.
b) The ERT cannot be removed from the vehicle without rendering it inoperable.

c) The ERI data is read from a genuine ERT, i.e. from a legitimate device (it is not arreplicated message
from|a fake one). This is achieved by signing the ERI data together with a challenge.code provided by the
ERI reader.

d) The ERI data is correctly read from the ERT (data integrity, manipulation «defection). This is achieved by
standlard mechanisms used in data communications, by signing data, and, as a side effect, by encrypting
the BRI data (Decipherment of corrupted ciphertext will not produce anything useful).

to be disputed later on that this data was not read, fram this component upon that requ
(nontrepudiation). This is achieved by signing the ERI data together with a challenge code provided
the BRI reader.

e) Whep ERI data has been correctly read from a genuine ERT upon a particular request it shall be diffic%lt

NOTE 1 | This Technical Specification only deals with c), d),;and e). The item b) is specified in ISO/TS 23524-2. ltem [a)
is not dealf with in this Technical Specification.

NOTE 2 | Using ISO/IEC 9798-3 terminology, c) andve) are supported using a two-pass unilateral authenticatipn
mechanis. Uniqueness/timeliness is then controfled by generating and checking a random number sent by the

This Technical Specification supperts confidentiality by delivering ERI data in an encrypted format. The
encrypted ERI data can then\be made freely available but can only be decrypted and interpreted by
authorized persons/equipment-(end-to-end encipherment).

To prevent that encrypted’ERI data can be used as a pseudonym, a sequence number is added to the ERI

dempherment key of the ERT

5.3.4 Keys for authentication and confidentiality

A vehicle may be registered for many years and during those years many other vehicles are registered or
deregistered. As a consequence a registration authority has either to use always the same keys, or to use
different keys for different vehicles. In order to support this latter option a key can be identified with a key
identifier.

In case of encryption, the identifier of the public encipherment key is attached to the ciphertext and can then
be used by a recipient to determine the corresponding private decipherment key.
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For signature verification one or two public key certificates shall be appended to the signed data. For data
signed by the ERT the certificate is provided by the registration authority when the private signature key is
written into the ERT (see the commission ERT transaction). For data to be signed by the back office
equipment the private signature key for the top level certificate is determined by means of a key identifier that
can be obtained from the ERT. This key identifier and the public verification key are written into the ERT when
it is manufactured.

This part of ISO/TS 24534 allows a registration authority to change its public encipherment key, the private
signature key and the PIN for the ERT holder. This may e.g. be part of a periodic motor vehicle test.

ough, it is
olitside the scope of this part of ISO/TS 24534 to prescribe the security measures to be applied by the egistration
alithorities to protect their private keys, it is more likely that the garage will only establish a connection_bétween the ERT
and the registration authority; the registration authority may then securely update the ERT.

513.5 Access control to ERI data
5J3.5.1 Read access control

5{3.5.1.1 Entities with read access

The following three types of entities may require access to ERI data
— authorities,

—+ authorized service providers, and

— the ERT holder.

| case the ERT has enabled encipherment capabilities, it controls read access of authorities and guthorized
adlditional service providers by means of an “access control list” that contains for each entity the|following
data:

— its identifier,
—1 its public encipherment key.and key identifier, and
— an indication of whether.or not this entity is an authority.

The public encipherment key is used for the encryption of a random secret key used to encrypt the|ERI data
se¢nt to the ERI reader.

I case a registration authority does not support confidentiality, its public encipherment key will have a null
value and\any contents of the access control list will be ignored. In that case the ERI data will Qe sent in
cleartext.to the ERI reader.

5/3511.2  Read g horized horiti

In case an ERT has enabled encipherment capabilities, a registration authority may authorize an authority for
reading ERI data by writing its identifier, public encipherment key and key identifier into the access control list
of the ERT (see 5.3.5.2).

The ERI reader of an authorized authority can have confidential access to the ERI data by providing the
identifier of this authority. The ERT will then encrypt the ERI data with its public encipherment key.
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5.3.5.1.3

Read access for unauthorized authorities

An authority that is not authorized to read the ERI data shall not provide any entity identifier in its read request.
The ERT will then encrypt the ERI data with the public encipherment key of the vehicle's registration authority.

Decrypting this ERI data then requires the private decipherment key of the vehicle's registration authority. This
can be accomplished in several ways (which are all outside the scope of this Technical Specification):

— The ERI reader can be commissioned providing the private decipherment key of registration authority in
e.g. a SAM, in which case the reader can decrypt the ERI data itself.

— The
data

— The

NOTE
Specificati

5.3.5.1.4

Access 0
an acces

ocal (registration) authority may have (a SAM with) this private key and may then decrypt the\E
obtained by the reader.

Vehicle's registration authority may be requested to decrypt the ERI data.

Procedures for the cooperation between registration authorities are outside the scope “of this Technid
bn.

Read access for authorized service providers

f a service provider is controlled by adding its identifier, public encipherment key and key identifier

correspoIding private decipherment key (in a SAM).

When re
provider.
the encr)
registratiq
5.3.5.1.5

This Tec
and the p

Using on
attack on
informatig
5.3.5.2
5.3.5.21

Write aco

— man

s control list in the ERT. A reader of this service provider can ‘then be commissioned with th

uesting the ERI data from a vehicle, the reader provides.the ERT with the identifier of the servi
If the access control list contains this identifier, the assoeiated public encipherment key is used f
ption of the ERI data returned to the reader. If ;aot, the public encipherment key of vehicle
n authority is used.

Read access for the ERT holder

hnical Specification provides access to,cleartext ERI data if the request contains both the vehicle
assword (PIN) supplied to the ERT holder.

y the Vehicleld violates the redquirement that the ERI shall not be easily usable for triggering 3
the vehicle. The success_¢f-an attempt to read data using only the Vehicleld as authenticatic
n may then be used as such.a trigger. The use of a PIN reduces this risk.

Write access control
Entities with write access
ess may e, required by the following types of entities:

Ifacturers and registration authorities in order to customize the ERT for a particular vehicle,

al

o
e

e
pr
S

d

n

—  regis

tratiormauthoritiesto commission itsetf-andto update ERtdataor security data;and

— the ERT holder.

5.3.5.2.2

Write access for customizing by manufacturers and registration authorities

This Technical Specification supports customizing an ERT for a particular vehicle by a manufacturer or a
registration authority.

Customizing the ERT for a particular vehicle is accomplished by writing the vehicle identifier and, eventually,
additional vehicle data (e.g. the registration date, registration number, engine type, etc.) into this component.

22
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An ERT can only be customized once in its lifetime and the vehicle identifier in the ERT can then never be
changed.

NOTE 1 This may be accomplished, for example, by a manufacturer during the vehicle build or by a registration
authority if the ERT has to be replaced (e.g. because of a defect) or is to be retrofitted.

To obtain this write access the writing equipment shall prove that it is acting on behalf of a manufacturer or a
registration authority. To this end the writing equipment shall supply one or two public key certificates:

— either a public key certificate issued either by the top-level or an intermediate certification authority, or

—t in case the public key certificate is issued by an intermediate certification authority, a public key tertificate
for this intermediate certification authority issued by the top-level authority.

NPTE 2  As the public verification key(s) of the top-level certification authority are put into thep\ERT at manufacturing,
this component can verify the signature on a certificate issued by the top-level certification authority.

NPTE 3  As itis only required that the data to be written into the ERT be issued by an official registration authority (and
cgntain the correct vehicle identifier) there is no need to authorize the writing equiprment. The communicatign channel
uged to exchange the ERI data from the BOE of the registration authority to the ERT may be insecure.

5[3.5.2.3 Additional write access for registration authorities

35

addition to customization, this Technical Specification also supports, as far as applicable, write agcess of a
rdgistration authority to the ERT, in order to:

—+ commission itself as the vehicle's registration authority;

—+ add or change the private signature key to be tsed by the ERT to sign messages and the cerlificate for
the corresponding public verification key signediby itself;

NPTE This certificate also includes the vehigle identifier.

—t add or change its public enciphermient key required for the encipherment of ERI data (if confid¢ntiality is
to be supported);

—t+ authorize other authoritiessby adding their identifier, public encipherment key and key identifigr into the
ERT's access control list\(if confidentiality is to be supported);

— add or change the-PIN issued to the ERT holder (if confidentiality is to be supported);

NDTE How andywhen a registration authority sends an ERT holder a (new) PIN is outside the scope of thi Technical
Specification.

— changévthe additional vehicle data (e.g. its registration number, its colour, its engine type| etc.) as
required or allowed by local legislation.

rite’ access is obtained by handing over one or two public key certificates as described in thel previous
section.

5.3.5.2.4 Write access for ERT holders
This part of ISO/TS 24534 supports write access of an ERT holder to authorize read access for

— an additional service provider by writing the identifier, public encipherment key and key identifier of this
service provider into the ERT, and

— onboard applications/equipment that needs to verify or authenticate ERI data by writing the identifier,
public encipherment key and key identifier into the ERT.
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To obtain write access the ERT holder shall identify himself as the holder of the ERT containing the ERI data.
He does so by using the vehicle identifier and a password (PIN) he has obtained from the registration

authority.

NOTE How and when an ERT holder obtains this password (PIN) is outside the scope of this Technical Specification.

Using only the vehicle identifier violates the requirement that the ERI shall not be easily usable for triggering
an attack on the vehicle. The acceptance of an attempt to write data using only the vehicle identifier as

authentication information may then be used as such a trigger. The use of a PIN reduces this risk.

5.3.6 Publie-certification-key-identification
The top-level certification authority may use different private signature keys. A key identifier is_used

determing the private signature key that corresponds to the public verification key stored in the ERT. This kg
identifier |s stored in and can be read from the ERT.

5.4 Communication architecture description

5.4.1 Identifying a vehicle with an authorized short-range reader

Figure 5 presents the communication concept for the identification of a vehicle with an authorized ERI read
using shqgrt range communications.

to
2

[
=

User: ERT holder This Authority
Technical or other user
Specification
Location: Vehicle On theroad (-side) Back office
Equipment: OBE i ERI reader BOE

Communication: Short range, e.g. infrared or DSRC | A (cellular) network

Figure 5 — Short-range communication with an authorized reader

This Tecpnical Specification deals with the-application layer of the air interface between the onboard E
equipment and external short-range ERIreaders.

NOTE The vehicle-external ERI-reader interface corresponds to the DELTA reference point, the air interface,
Annex A df ISO 14814 (see section.5;5.1 for details). The external ERI-reader-back-office interface corresponds to t
ALPHA reference point in that annex.

The interface between an external ERI reader and the BOE of a back office is outside the scope of th
Technica| Specification?ltvmay e.g. be used for commissioning the ERI reader, the exchange of white or bla
lists and/pr uploading~the reading results. It may e.g. be a local interface in the back office or a wide arg
network ipterface:

A back office‘may be an office from a (registration) authority or from an additional service provider.

in
he

is
ck
ba

a

A similar situation applies 1o, and 2
authorized external proximity reader.
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4.2 Identifying a vehicle with a non-authorized short-range reader

2008(E)

Figure 6 presents the communication concept for the identification of a vehicle with a non-authorized
short-range ERI reader, i.e. with an external ERI reader that does not have a private decipherment key for the
decipherment of the ERI data.

User: ERTI holder This Local Aut

Location: Foreign vehicle On the road (side) Local office Foreign office

Specification

Technical authority entity

horized

E
C

a
c
c
d
T

A
n

ata read from the vehicle and/or obtaining additional information.

juipment: Foreign OBE ERI reader Local BOE Foré

ign BOE

bmmunication: Short range, e.g. infrared or DSRC | A (cellular) network

Figure 6 — Short-range communications with a non-authorized reader

poperation, however, is outside the scope of this Technical Specification-lth may be used for decr

ne reader may e.g. directly communicate with the foreign BOE or,may archive it via its own local BQ

similar situation applies to, and a similar figure can be drawn for, the identification of a vehig
bn-authorized external proximity reader.

4.3 Overall communication concept for remoteaccess
nis Technical Specification also supports remete* access to an ERT. A registration authority may
mote access, if implemented, to check or update the additional vehicle data or the security data
blder may use remote access to check the ERI data or to authorize an additional service provider.

gure 7 presents the communication:concept for remote access to a vehicle's ERT.

entification of a foreign vehicle, i.e. a vehicle for which the external ERI reader-is not authorized, requires the
poperation of an authorized entity, e.g. the registration authority at which{ the vehicle is registdred. This

pting the

E.

le with a

e.g. use
An ERT

Technical or other user or other
Specification

Ser: ERT holder This Authority Authority

user

pcation: Vehicle Back office Back o

ice

Quipment: OBE ERI reader/writer BO

LILLI :n

pmmunication: A (cellular) network | A local network

Figure 7 — Overall remote communication concept

T

his~Technical Specification deals with the application layer of the network interface between the onl

equipment and a remote external ERT reader/writer.

NOTE Whether or not remote access capabilities are implemented is outside the scope of this
Specification.
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5.4.4 The onboard communication

Figure 8 presents an abstract overview of a possible onboard communication architecture.

This Technical

Specification
Device: ERT ! Other onboard Communication
. device(s) device
Communication: _Onboard communication | External
Figure 8 — The onboard architecture
NOTE The figure above does not imply that the ERT and the communication device shall be separate:components.
This may ¢r may not be the case for a specific implementation.

5.5 Interfaces

551 T

The com

ne short-range air interface

munication between the onboard ERI equipment and a short-rangeyexternal ERI reader/writer usgs
the followling protocol stack:

AVI layer (conforming to ISO 14816 plus additional services)

ERI layer (adding ERI security and management services)

An application layer, e.g. the DSRC application layer{conforming to ISO 15628 or EN 12834)

or a similarlayer

Lowerlayers

NOTE The relation between these fayers and the reference points BETA to ZETA in informative Annex A
ISO 14814 is depicted in the adapted Eigure 10. (Reference point ALPHA is located between the ERI reader and the BQ
of a back ¢ffice.)

26

Figure 9 — Protocol.stack for the short-range air interface
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OBE ERI Reader
-
AVI layer AVI Local
(conform 1SO 14814) Application System
N »
_______________ - Xzetn | 1 ™eeta |
ERI layer BETA
yai BN yai
i1 | Communication N - Communication ]
o control Control
e.g. DSRC Application Layer
OSI Layer 2
1T 1  EpsioN R - GAMMA | |
, ™~ -~
OSI Physical layer Media Media
Application Application
M N

DELTA (air interface)

Figure 10 — The location of the ERI layéerin the ISO 14814 reference architecture

a

5.2 TThe proximity interface with the ERT

The communication between an ERT-.@nd an onboard or external proximity reader/writer uses the|following
pfotocol stack:

AVI layer (conforming to ISO 14816 plus additional services)

ERI layer (adding ERI security and management services)
A transmission layer, e.g. ISO/IEC 14443
Lower layers, e.g. ISO/IEC 14443

Figure 11 — Protocol stack for the interface between an ERT and a proximity reader

6( Cinterface requirements

6.1 Overview

This clause defines the application layer interface to access the ERI data in the ERT and contains the
following subclauses:

— 6.2 provides an abstract definition of the ERI transactions using ASN.1.

— 6.3.2 defines the proximity interface with the ERT.
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— 6.3.3 defines the short-range air interface between the onboard ERI equipment and an external ERI
reader/writer.

— 6.3.3.2.5 defines the interface for remote access.

The application layer of the onboard interface is defined as an implementation of the abstract definitions in 6.2.
The external interfaces as defined in 6.3.3 and 6.3.3.2.5 are either used to communicate directly with the ERT
in the case where the onboard ERI equipment is integrated into a single device (ERT) or is used to relay ERI
protocol data units to the onboard ERI reader/writer (see Figure 1).

6.2 Ablstract transaction definitions

This clau

621 T

In this cla

ansaction overview

5e provides a generic definition of the ERI transactions using ASN.1 as defined in ISO/IEC 8824.

use the following ERI transactions are defined.

Table 3 — Required and optional transactions

Clause Transaction Reqg? Description

ERI data freading transactions

6.2.3 getEriData R For ERI by authorities and additional service providers.

6.2.4 getAuthenticatedEriData C | To obtain authenticated ERI data by the ERT holder.

ERI data management transactions (including customization)

6.2.5 setEriData R [For'customizing an ERT by a manufacturer or a registration
apthority and for updating the additional vehicle data by |a
registration authority.

6.2.6 getCiphertextHistoricEriData O~ |To retrieve the argument of earlier setEriData transactiorls
in ciphertext by an authority.

6.2.7 getCleartextHistoricEriData O | To retrieve the argument of earlier setEriData transactiors
in cleartext by the ERT holder.

Commisgioning transactions

6.2.8 getPublicCertificateVerificationKeyld A, C |[To retrieve the identifier of the public verification key of the
top level certification authority.

6.2.9 getPublicEnciphermentKeyErt A, C |To retrieve the public encipherment key of the ERT for the
encipherment of the private data component of the
commissioning data.

6.2.10 commissienErt A, C [For a registration authority to commission itself as the
registration authority for an ERT and for updating the
security data of the registration authority.

6.2.11 \A/i‘rhdm\n/(‘nmmieeinning Q Eor a rngiefrnﬁnn nllfhnrify to withdraw its commissioni g
(“end of life” support).

6.2.12 getCiphertextHistoricComData O |To retrieve the argument of earlier CommissioningErt
transactions in ciphertext by an authority.

6.2.13 getCleartextHistoricComData O |To retrieve the argument of earlier CommissioningErt
transactions in cleartext by an ERT holder.
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Table 3 (continued)

Clause Transaction Req? Description

Access control transactions

6.2.14 updateAccessControlList O, C |To add or remove authorities or additional service provider
to or from the access control list of an ERT.

6.2.15 getCiphertextAccessControlListEntry O | To retrieve the entries of the access control list in ciphertext
by an authority.

246 getCleartextieeessControlbistEntry o Fo—retrieve-the-entries—of-the-aceess—eentroHistiy cleartext

by the ERT holder.

Nliscellaneous

q.2.17 getErtCapabilities O | To retrieve the (encryption) capabilities of an ERT

8  The column headed “Req” indicates whether a transaction is always required (R), required for confidentiality (C), required for

authentication (A) or is optional (O).

T
n

W
n

he definition of the transactions is based on the ASN.1 TRANSACTION(information object class g
section 6.2.2.

2.18 contains definitions common to several transactions.
2.2 ERI PDUs and transactions

2.2.1 The transaction concept

riting and reading data to or from an ERT shall.be achieved by means of transactions which are d
stances of the TRANSACTION information object class.

ne TRANSACTION information object class™is defined as follows:

s defined

efined as

W

RANSACTION ::= CLASS {

&ArgumentType ,
&ResultType ,
&ErrorCodes ErrorCode OPTIONAL,
&transactionCode INTEGER UNIQUE
}

ITH SYNTAX {
ARGUMENT &ArgumentType
RESULT &ResultType
[ERRGRS &ErrorCodes]
CODE &transactionCode
}

A

orrshattbe-imvokedH ERfreader — et F HovtheERT

A transaction is consider atomic in the sense that no data in the ERT will be changed if the transaction does
not succeed. See the specification of the individual transactions for details.

No transaction shall be invoked by an onboard ERT reader/writer while the ERT is still performing another
transaction. If not the response may be unpredictable, but the atomicity of the transactions shall still be
guaranteed.

The &ArgumentType field shall specify the data type of the argument of the transaction.

©
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If a transaction is performed successfully it returns a result as specified by the &ResultType field. If not, it
returns an error code as specified by the &ErrorCode field.

The &ResultType field shall specify the data type of the value returned with the result of the transaction when
the transaction is successfully performed.

The &ErrorCode field, if present, is of type ErrorCode.

The &transactionCode field specifies the integer value which is used to identify the type of the transaction,.

6.2.2.2 | ERI protocol data units

The ERI protocol data units (PDUs) are defined as follows:

EriPdu ::4 CHOICE {

requestPdu EriRequestPdu,
reponsePdu EriResponsePdu
}
EriReques$tPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ( {EriTransactions}),
argument TRANSACTION.&ArgumentType
( {EriTransactions} {@.transactCode}) OPTIONAL
}
EriRespomsePdu ::= CHOICE {
resultPdu EriResultPdu,
errorPdu EriErrorPdu
}
EriResultlPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ( {EriTransactions}),
result TRANSACTION.&ResultType ( {EriTransactions} {@.transactCode})
}
EriErrorPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ( {EriTransactions}),
error TRANSACTION.&ErrorCodes ( {EriTransactions} {@.transactCode})
}

EriTransactions TRANSACTION &:5/{

getEriData | getAuthenticatedEriData |

setEriData | getCiphertextHistoricEriData | getCleartextHistoricEriData |
getPublicCertificateVerificationKeyld | getPublicEnciphermentKeyErt |

commissionErt:| withdrawCommissioning |

getCiphefiextHistoricComData | getCleartextHistoricComData |

updateAceessControlList | getCiphertextAccessControlListEntry | getCleartextAccessControlListEntry |
getErtCapabilities

}

An ERI protocol data unit is of type EriData and is either an EriRequestPdu or an EriResponsePdu.

The EriRequestPdu protocol data unit shall be used for the invocation of a transaction to be performed by the
ERT.

The EriResponsePdu data protocol unit shall be used for the result or the notification of an error of a
transaction performed by the ERT.

EriTransactions specifies the set of ERI transactions (see the clauses below for details).
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The transactCode component shall contain the value of the transaction code for a transaction in the set
EriTransactions.

The argument component, if present, shall be of the same type as specified for the argument of the
transaction identified by the value of transactCode.

The argument component shall be present if the argument for the transaction is defined and absent if not.

The result component shall be of the same type as specified for the result of the transaction identified by the
value of transactCode.

The error component shall be an error code from the set of error codes as specified for the, transaction
dentified by the value of transactCode.

6)2.3 Get ERI data

6{2.3.1  The get ERI data transaction

The getEriData transaction shall be used for reading the ERI data withtan ERI reader. The getEriData
transaction is defined as follows.

gétEriData TRANSACTION ::={

ARGUMENT GetEriDataArgument
RESULT GetEriDataResult
ERRORS {notCustomized}
CODE 1

}

The getEriData transaction is invoked withz;argument GetEriDataArgument and returns the result
GetEriDataResult.

3

the case where the ERT is not yet customized, the notCustomized error code shall be returned.
The getEriData transaction is the onlytime-critical ERI transaction.

NDTE This is the only transaction that has to be performed when the vehicle is driving. Moreover, one shquld not be
alble to prevent identification through excessive vehicle speed.

6{2.3.2 The get ERl'data transaction argument

The GetEriDataArgument type is defined as follows:

GetEriDataArgument ::= SEQUENCE {

onBehalfOf Entityld OPTIONAL,
challenge Challenge,
includeAdditionalData BOOLEAN

H

The onBehalfOf component, if present, specifies the entity whose public encryption key shall eventually be
used for the data to be returned. If not present when the ERT is commissioned, the default value is the entityld
of the registration authority that commissioned the ERT. When the ERT is not yet commissioned a value of the
onBehalfOf component shall be ignored.

NOTE The component onBehalfOf will identify either an authority or an additional service provider.

The challenge component is a random number generated by the ERI reader which shall be returned in the
result to show that the result returned is indeed the result of this invocation and not a replicated message.
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The includeAdditionalData component shall be used to specify whether or not the result will contain additional
vehicle data. If FALSE, only the vehicle identifier is included, if TRUE also the additional vehicle data provided
by the vehicle's registration authority, if any, shall also be included.

6.2.3.3 The get ERI data transaction result

The GetEriDataResult type is defined as follows:

GetEriDataResult ::= SEQUENCE {

registrationAuthority Entityld OPTIONAL
eriResultData SECURED {CleartextEriData}}
}

The registrationAuthority component, if present, shall identify the vehicle's registration authority.
The registrationAuthority component shall be present whenever the ERT is commissioned-and absent if not.
The eriRgsultData component shall contain the secured clear text ERI data (see 6.2.18.1).

The clear text ERI data shall be secured, i.e. signed and/or encrypted, in accerdance with capabilities of the
ERT.

6.2.3.4 | Clear text ERI data

The CleartextEriData type is used for ERI data as requested by an invocation of a getEriData pr
GetAuthgnticatedEriData transaction and is defined as follows:

CleartextfriData ::= SEQUENCE {

eriDataOrld EriDataOrld,
ErtSecurityStatus ErtSecurityFlags OPTIONAL
}

The eriDataOrld component is of type EriDataQrld as defined below.
The ertSecurityStatus component,if present, shall be of type ErtSecurityFlags as defined below.

The ertS¢curityStatus component shall be present if the ERT has the capability to set or reset at least one pf
the securjty status bits. If not, the ‘component shall not be present.

6.2.3.5 ERI data or Id

The EriDataOrld typeis'used to specify either the Vehicleld or the ERI data and is defined as follows:

EriDataOfld ::=‘CHOICE {

vehicleld Vehicleld,

unsignedDatedEriData DATED {EriData},

datedAndSignedEriData SIGNED {DATED {EriData}, PrivateSignatureKey} -- BOE signed
}

The vehicleld alternative shall be used when the includeAdditionalData component in the argument field of the
invoked transaction has the value False.

The unsignedDatedEriData component shall be used when the includeAdditionalData component in the

argument field of the invoked transaction has the value TRUE and the ERI data was not signed when written
into the ERT.
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The value of the unsignedDatedEriData component shall be the value of the dated ERI data as written into the
ERT by the last set ERI data transaction.

The datedAndSignedEriData component shall be used when the includeAdditionalData component in the
argument field of the invoked transaction has the value TRUE and the ERI data was signed when written into
the ERT.

The value of the datedAndSignedEriData component shall be the value of the dated and signed ERI data as
written into the ERT by the last successfully performed set ERI data transaction.

6]2.3.6 ERIl data

The EriData type shall be used for the ERI data and is defined as follows:

EfiData ::= SEQUENCE {

id Vehicleld,
additionalEriData OCTET STRING (CONTAINING AdditionalEriData) OPTIONAL
}

The id component shall contain the vehicle id as defined in part 3 of this,Fechnical Specification.

The additionalEriData component shall be an octet string containing the additional ERI data as defined in
part 3 of this Technical Specification.

NDTE By wrapping the additional ERI data into an octet string the ERT does not have to code or decode the
adlditional ERI data. Therefore, future changes of the definition“efthe additional ERI data type will have no impact on the
désign of the ERT too (apart from the maximum size of an Eri‘data record).

6{2.3.7 ERT Security flags

The purpose of the ERT security flags is«t0) signal security treats that may e.g. be caused by atiempts to
tgmper the ERT.

NDTE The security capabilities of the’ERT can be obtained with the get ERT capabilities transactions.

The ErtSecurityFlags type is used to specify the security flags and is defined as follows:

m

tSecurityFlags ::= BIT STRING {

flagsHaveBeenResetted (0),

notCommissioned (1),

lowSupplyVoltagtelndication (2),

highSupplyVoltagelndication (3),

lowClockFrequencylndication (4),

highClockFrequencylndication (5),

lowTemperaturelndication (6),

highTemperaturelndication (7)

} (SIZE (0..16)) -- bit 8 .. 15 reserved for future use

The initial value of the bit string shall be '0100000000000000'B, i.e. not yet commissioned, nothing yet
detected and no reset.

If the value of an ErtSecurityFlags type is '0000000000000000'B or '0100000000000000'B a reset operation
will not change this value. If not, a reset operation will set it to '1000000000000000'B.

The notCommissioned bit will be set to 1 if a commissioning transaction is performed successfully and set to 0
if a withdraw commissioning transaction is invoked.
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NOTE 1

The value of an ErtSecurityFlags component can be reset with a commission ERT transaction.

Bit 2 .. 15 will be set to one if the corresponding condition has been detected.

NOTE 2
have the ¢

A value 0 only indicates that the condition has not been detected. This may be because an ERT does n
orresponding detecting capability. See also 6.2.17.

6.2.4 Authenticated ERI data

6.2.4.1

The getA
is defined

The authenticated ERI data transaction

ot

uthenticatedEriData transaction shall be used to obtain an authenticated version of the ERI data)ar
as follows:

d

getAuther

ticatedEriData TRANSACTION ::= {

ARGUMENT GetAuthenticatedEriDataArgument
RESULT GetAuthenticatedEriDataResult
ERRORS {notCustomized}

CODE 2

}

The getA
If the ER]

If the ER]

6.2.4.2

The GetA

LthenticatedEriData transaction is invoked with argument GetAuthenticatedEriDataArgument.
[ is customized the GetAuthenticatedEriDataResult is returned.

[ is not customized the nonCustomized error code is rettirned.

The authenticated ERI data transaction argument

uthenticatedEriDataArgument type is defined-as follows.

GetAuthe

nticatedEriDataArgument ::= SEQUENCE{
ertHolderCredentials ErtHolderCredentials,
challenge Challenge,
includeAdditionalData BOOLEAN

}

The ertHolderCredentials component shall contain the ERT holder's credentials, i.e. the vehicleld and the ER

holder's R

The chal
type.

6.2.4.3

PIN.

enge compoenent and includeAdditionalData component are defined as in the GetEriDataArgume

The authenticated ERI data transaction result

T

The GetAuthenticatedEriDataResult type is defined as follows:

GetAuthenticatedEriDataResult ::= SEQUENCE {

registrationAuthority Entityld OPTIONAL,
authenticateResultData CLEAR-SECURED {CleartextEriData}
}
The registrationAuthority component, if present, shall identify the vehicle's registration authority.

The regis

34

trationAuthority component shall be present if the ERT is commissioned and absent if not.
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The authenticateResultData component shall contain the secured but not encrypted clear text ERI data
(see 6.2.18.1).

The clear text ERI data is clear secured, i.e. signed or not, in accordance with capabilities of the ERT.
6.2.5 Set ERI data

6.2.5.1 The set ERI data transaction

T OWS:
s¢tEriData TRANSACTION ::= {

ARGUMENT SetEriDataArgument

RESULT NULL

ERRORS {SetEriDataErrors}

CODE 3

}

The setEriData transaction is invoked with an argument of type SetEriDatalArgument.

=

the transaction is performed successfully, the ERT returns a NULL ~alue. If not, one of the error codes from
SptEriDataErrors is returned.

Np data shall be stored in the ERT if the transaction is not suceessfully performed.

hen the transaction is performed successfully for the first time by an ERT, the ERT is said to be customized.
hen an ERT is customized the vehicleld in this ERT\¢an never be changed.

NDTE If the ERT does not have signature verification capabilities, any writer can write any ERI data into th¢ ERT.
6j2.5.2 The set ERI data transaction argument

The SetEriDataArgument type is defined as follows:

SetEriDataArgument ::= CHOICE-{
clearTextArgument ClearTextSetEriDataArgument,
encryptedArgument ENCRYPTED {ClearTextSetEriDataArgument}
}

The encryptedArgument alternative shall not be chosen if the ERT has no decipherment capabilities.

NDTE Whether or not an ERT has decipherment capabilities can be determined with the get ERT ¢apabilities
trénsaction,

If| the encryptedArgument alternative has been chosen, the ClearTextSetEriDataArgument value| shall be
encrypted with the public encipherment key that can be obtained with the getPublicEnciphermentKeyErt
transaction.

6.2.5.3 The cleartext set ERI data argument type

The ClearTextSetEriDataArgument type is defined as follows:

ClearTextSetEriDataArgument ::= CHOICE {

authenticatedEriData BOE-AUTHENTICATED {DATED {EriData}},
notAuthenticatedEriData DATED {EriData}
}
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The authenticatedEriData alternative shall be chosen by the ERI writer whenever the ERT has signature
verification capabilities and may be chosen when the ERT has no signature verification capabilities. The
notAuthenticatedEriData may only be chosen if the ERT has no signature verification capabilities.

NOTE Whether or not an ERT has signature verification capabilities can be determined with the get ERT capabilities
transaction.

The authenticatedEriData, if present, shall contain the ERI data as dated and signed (see subclause
6.2.18.3.1 and 6.2.18.4) by the registration authority or manufacturer including the certificate(s) for the public
verification key of the registration authority or manufacturer.

The notAlthenticatedEriData, if present, shall contain the ERI data as dated (see subclause 6.2.18.3.1) bythe
registratign authority.

When the transaction is invoked for a second or subsequent time, the vehicleld in the argument shall be the
same as When the ERT was customized.

6.2.5.4 | Logging of set ERI data arguments
The ClearTextSetEriDataArgument value of each setEriData transaction shall be/sequentially numbered and
stored in the ERT for later retrieval. The ClearTextSetEriDataArgument value ofithe’customization transactign
shall be fumbered 1.

The ERT]| shall be capable of storing one or more ClearTextSetEriDataArgument values, i.e. zero or mofe
values frgm successfully performed previous set ERI data invocations,

If the makimum number of ClearTextSetEriDataArgument values that the ERT can store has been reachef,
the followling procedure shall be applied:

— In the case where the ERT can store only one ClearTextSetEriDataArgument value, i.e. no historic datg,
the new ClearTextSetEriDataArgument value replaces the old one.

— In the case where the ERT can store two-ar more ClearTextSetEriDataArgument values, i.e. can stofe
historic data, the new ClearTextSetEribataArgument value replaces the second oldest present
CleafTextSetEriDataArgument value.

NOTE By removing the second oldestand not the oldest value, the original ERI data is retained.

If the sizg of the ClearTextSetEriDataArgument value exceeds the maximum value allowed for this argument,
the resourceLimitExceeded error-Code is returned and there is no update of the ERI data.

6.2.5.5 The authentication of ERI data

No authégntication<data shall have a date component with a date earlier than that of a previous setEriData
invocation.

NOTE This is also a protection against a replay attack. It prevents a non-authorized ERI writer from illegally rIe-

H H bict H H £ el DL daot
Installlng nStorte-verstonormenraata:

If the transaction is invoked for a second or subsequent time while the ERT is not yet commissioned, the value
of the issuer component in the dated data shall be the same as in the customizing transaction (i.e. from the
same manufacturer or registration authority).

If the transaction is invoked when the ERT is commissioned, the entityld in the authentication data shall then
be the same as in the commissioning transaction (i.e. from the same registration authority).

36 © ISO 2008 — All rights reserved


https://standardsiso.com/api/?name=437a5d1b4bd094f13fa26a68474c44f4

ISO/TS 24534-4

The transaction shall not be invoked while the commissioning is withdrawn.

In the cases where the ERT has signature verification capabilities, the following shall apply:

:2008(E)

— When an ERT has never been commissioned, the data in the argument shall be signed by a

manufacturer or a registration authority.

— When an ERT has been commissioned at least once, the data in the argument shall be sig
registration authority.

ned by a

—t+ Access to the ERT shall be controlled by certificates included in the argument. All certificat
argument shall be valid (i.e. already issued and not yet expired) at the date contained)\in
component in the authentication data.

6J2.5.6 The set ERI data transaction errors

The SetEriDataErrors type is a subtype of the ErrorCode type defined as follows:

es in the
the date

SetEriDataErrors ErrorCode ::={

illegalArgument | illegalVehicleld |
illegalCertificate | illegalSignature |
illegalDate | notCommissioned |
resourceLimitExceeded | otherError

}

The SetEriDataErrors are of type EriErrorCode and comprise the listed values.

When the ERT has signature verification capabilities*and the ERI data in the argument is not auth
the illegalArgument value shall be returned.

rgturned.
6{2.6 Get ciphertext historic ERI data

6)2.6.1 The get ciphertext historic ERI data transaction

The getCiphertextHistericEriData transaction shall be used to retrieve the eventually encrypted argu
previous setEriData-transaction and is defined as follows:

enticated,

When the transaction is invoked while thexéommissioning is withdrawn, the notCommissioned valug shall be

ment of a

gétCiphertextHistoricEriData TRANSACTION ::= {

ARGUMENT GetCiphertextHistoricEriDataArgument
RESULT SECURED {HistoricEriData}

ERRORS {notCustomized}

CODE 4

!

The getCiphertextHistoricEriData transactions is invoked with argument GetCiphertextHistori
Argument.

cEriData-

If the ERT is customized, the transaction returns the historic ERI data (see below) signed and/or encrypted

according to the capabilities of the ERT. See 6.2.18.1 for the definition of SECURED {}.

In case the ERT is not yet customized, the nonCustomized error code is returned.
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6.2.6.2

The get ciphertext historic ERI data transaction argument

The GetCiphertextHistoricEriDataArgument type is defined as follows:

GetCiphertextHistoricEriDataArgument ::= SEQUENCE {

onBehalfOf Entityld OPTIONAL,
challenge Challenge,

number INTEGER (1..int4)

}

The onB«LhaIfOf component, if present, specifies the entity whose public encryption key shall eventually-tje

used for
authority.

The chal
returned
a replicat

The store
customiz

The num

When the
before th

When the¢ value of the number component is greater than theZnumber of most recent argument stored, the

the data to be returned. If not present, the default value is the entityld of the vehicle's registration
When the ERT is not yet commissioned, a value of the onBehalfOf component shall be ignored.

enge component is a random number generated by the ERI reader which shall_eventually be
n the signed part of the result to show that the result returned is the result of this invocation and npt
bd message.

d arguments of setEriData transactions are sequentially numbered. The first stored argument (of the
ng setEriData transaction) is numbered 1.

per component identifies the argument of a setEriData invocation,

value of the number component is the number of a deleted@rgument, the oldest available argument
e deleted one of a setEriData transaction shall be returned.

data of this most recent argument shall be returned.
6.2.6.3 | Historic ERI data
The HistgricEriData type is used for the retrieval_of arguments Set ERI data transactions and is defined as
follows:
HistoricEnjData ::= SEQUENCE {
number INTEGER (1..int4),
outOf INTEGER (1..int4),
historicRecord ClearTextSetEriDataArgument
}
The numper component of the HistoricEriData identifies the ClearTextSetEriDataArgument value conveyed fin

the histor

The outO

cRecord.cemponent.

f component specifies the number of most recently stored ClearTextSetEriDataArgument value.

The hist

(] = $ tat +h ol T $Q ot e NNt o A $ [l idl FH 1P~ I "W 1 7Y [l £ U~
yI\UUUIU CUTTTPUTICTIU LUTTIianio uic oulcal ICI\LUULI_IILJGLGI'\IHUIIIUIIL vVAaluc 1TUucTiuamnmcyu IJy ure vadiutc UTr uic

number component.
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6.2.7 Get cleartext historic ERI data

6.2.7.1  The get cleartext historic ERI data transaction

The getCleartextHistoricEriData transaction shall be used to retrieve the argument of previous setEriData
transactions in clear text and is defined as follows:

getCleartextHistoricEriData TRANSACTION ::= {

ARGUMENT GetCleartextHistoricEriDataArgument
RESULT CLEAR-SECURED {HistoricEriData}
ERRORS {notCustomized}

CODE 5

}

The ARGUMENT field is of the type GetCleartextHistoricEriDataArgument.

The transaction returns the historic ERI data (see 6.2.6.3) signed or not according to the capabilities of the
ERT. See 6.2.18.1 for the definition of CLEAR-SECURED {}.

In case the ERT is not yet customized, the nonCustomized error code is returned.

6j2.7.2 The get cleartext historic ERI data transaction argument

The GetCleartextHistoricEriDataArgument type is defined as follows:

GetCleartextHistoricEriDataArgument ::= SEQUENCE {
credentials ErtHolderCredentials,
challenge Challenge,
number INTEGER{(1..int4)

}

The credentials component is defined as.in the argument of the getAuthenticatedEriData transaction.

The challenge and number components are defined as in the argument of the getCiphertextHistoficEriData
transaction.

6{2.8 Get public certificate-verification key identifier

6{2.8.1 The Get public certificate verification key identifier transaction

The getPublicCerificateVerificationKeyld transaction is used to retrieve the identifier of the public vgrification
key to be used for the verification of top-level public key certificates. The getPublicCertificateVerificationKeyld
transaction(is defined as follows:

gétPublicCertificateVerificationKeyld TRANSACTION ::= {

ARGUMENT NULL
RESBET Keytd
CODE 6

}

The argument field is of type NULL.

The result of the transaction is the identifier of the public verification key to be used for the verification of top-
level public key certificates. If the ERT does not support signature verification, or this key is not available, the
value returned shall be zero.

NOTE This allows the top-level certification authority to use multiple key pairs for their certificates. The key identifier
can then be used to select the right certificate(s) for a write transaction.
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6.2.9 Get public encipherment key ERT

6.2.9.1  The get public encipherment key ERT transaction

The getPublicEnciphermentKeyErt transaction shall be used to retrieve the public encipherment key of the
ERT by a registration authority. This key is needed for the encryption of private commissioning data. The
getPublicEnciphermentKeyErt transaction is defined as follows:

getPublicEnciphermentKeyErt TRANSACTION ::= {

ARGUMENT BOE-AUTHENTICATED {vehicleld}
RESULT PublicEnciphermentKey

ERRORS {GetPublicEnciphermentKeyErrors}
CODE 6

}

The argument field is of type BOE-AUTHENTICATED {vehicleld} and contains the vehicleld«as authenticatgd
(see subglause 6.2.18.4) by the BOE. The signatory of the authentication data shall be a redistration authority.

NOTE As the public encipherment key of the ERT is used for the encryption of other-keys, it is a master key that
should nofl be made available to entities without real need.

If succegsful, the transaction returns the public encipherment key for the ERT. If not successful, the
transactign returns a GetPublicEnciphermentKeyErrors value as defined-bélow.

6.2.9.2 | The get public encipherment key ERT transaction errors

The GetHublicEnciphermentKeyErrors type is a subtype of the-EfrorCode type defined as follows:

GetPublicEnciphermentKeyErrors ErrorCode ::= {

illegalArgument | illegalVehicleld|
illegalCertificate | illegalSignature |
illegalEntity | noDeciphermentCapability |
otherError }

The GetHublicEnciphermentKeyErrops.type is of type EriErrorCode and shall take one of the listed values.
6.2.10 Cpmmission an ERT

6.2.10.1 | The commission/ERT transaction

A registration authority~shall use the commissionErt transaction to commission an ERT or to update the ERT
security garameters./The commissionErt transaction is defined as follows:

commissipnErtTRANSACTION ::= {

ARGUMENT CommissionErtArgument
RESULT NULL

ERRORS { CommissionErtErrors }
CODE 7

}

NOTE 1 A commissioningErt transaction may only be invoked when the ERT is customised.
The commissionErt transaction argument is of type CommissionErtArgument.

If the transaction is performed successfully, the ERT returns a NULL value. If not, one of the error codes from
CommissionErtErrors is returned.
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No data shall be stored in the ERT if the transaction is not successfully performed.

NOTE 2 If the ERT does not have signature verification capabilities, any writer can write any commissioning data into

the ERT.

6.2.10.2 The commissioning ERT argument

The CommissionErtArgument type is defined as follows:

CommissionErtArgument ::= CHOICE {

authenticatedData BOE-AUTHENTICATED { DATED {CommissioningData}},
notAuthenticatedData DATED {CommissioningData}
}

nd may be chosen when the ERT has no signature verification capabilities. The,netAuthenticated
only be chosen if the ERT has no signature verification capabilities.

)

ne authenticatedData, if present, shall contain the commissioning data as dated and signed (see {
2.18.3.1 and 6.2.18.4) by the registration authority including the certificate(s) for the public verificat
e registration authority.

o el |

ne notAuthenticatedData, if present, shall contain the commissioning data as dated (see {
2.18.3.1) by the registration authority.

(20

6{2.10.3 Logging of commissioning ERT and withdraw commissioning arguments

The arguments of commission ERT and withdraw commissioning transactions that are performed su
small be sequentially numbered and stored for. later retrieval. The argument of the first successful i
slhall be numbered 1.

The ERT shall be capable of storing 1°6r more commission ERT and withdraw commissioning tr,
arguments, i.e. zero or more arguments of successfully performed previous commission ERT or
cpmmissioning transaction invocations.

can store has been reached, the following procedure shall be applied:

—+ In case the ERTCtean store only one argument, i.e. no historic data, the new argument replace
one.

—t In case the'ERT can store two or more arguments, i.e. can store historic data, the new argumen
the second oldest present argument.

=

size of the argument exceeds the maximum size the ERT can store, the resourceLimitExceeded g
returned.

&

The authenticatedData alternative shall be chosen whenever the ERT has signature. verification capabilities

Data may

ubclause
on key of

ubclause

ccessfully
nvocation

ansaction
withdraw

Iflthe maximum number of commission ERT and withdraw commissioning transaction arguments thaf the ERT

s the old

replaces

rror code
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6.2.10.4 The commissioning data

The commissioningData type contains all the data required for commissioning the ERT and is defined as
follows:

CommissioningData ::= SEQUENCE {

vehicleld Vehicleld,
registrationAuthority Entityld,
resetSecurityFlags BOOLEAN,
enciphermentKeyld Keyld OPTIONAL,
i f i i i TTONAL;
publicVerificationKeyCertificate ErtCertificate OPTIONAL,
privateData ENCRYPTED {PrivateCommissioningData} OPTIONAL

}

The vehigleld component identifies the vehicle. The value shall be the same as used for the’customization pf
the ERT.

The registrationAuthority component identifies the registration authority that (re-)commissioned the ERT.

The rese{SecurityFlags component shall specify whether or not the security flags-shall be reset. If TRUE, they
shall be reset, if FALSE, they shall not be reset.

The enciphermentKeyld component, if present, identifies of the public encipherment key used for the
encryptioh. Different registration authorities may use the same identifiers.

NOTE 1 When returned with encrypted data this value can be Used to determine the corresponding private
decipherment key.

The enciphermentKeyld component shall be present.if’;the publicEnciphermentKeyAuthority component [is
present. If not, the component shall be absent.

The publjcEnciphermentKeyAuthority component; if present, contains the public encipherment key of the
registration authority identified by the registrationAuthority component. This key shall be used for the
encryptioh of results returned by the ERT,.if\applicable.

The pubjicEnciphermentKeyAuthorityy'component shall be present when the ERT has encipherment
capabilitiIS that are to be enabled. If not, the component shall be absent and any ERT enciphermepnt
capabiliti¢s, if present, shall be disabled.

NOTE 2 | This brings the use of any encipherment capabilities of the ERT, if present, under control of the commissioning
registratiop authority.

The publicVerificatiohKeyCertificate component, if present, shall contain the certificate for the public
verificatign key <or 'the verification of ERT signatures. This certificate shall be issued by the registration
authority ps identified in the registrationAuthority component.

The publicVerificationKeyCertificate compornent shattbepresent-if the privateSignatureKeyErttomporernt-is

present in the privateData component. If not, it shall be absent.

The privateData component, if present, contains the encrypted PrivateCommssioningData. The public
encryption key wused shall be the PublicEnciphermentKkey as can be obtained with a
getPublicEnciphermentKeyErt transaction.

The privateData component shall be present if the PrivateCommissioningData type contains at least one
component. If not, it shall be absent.
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2.10.5 The private commissioning data

The PrivateCommissioningData type contains all the private data required for commissioning the ERT and is
defined as follows:

PrivateCommissioningData ::= SEQUENCE {

privateSignatureKeyErt PrivateSignatureKey OPTIONAL,
pin PIN OPTIONAL

}

=~

9

tg

N

T
g
A

n

[=2)

slhall be ignored.

he privateSignatureKeyErt component, if present, contains the private signature key to be usethby
sign the result of transactions.

he privateSignatureKeyErt component shall be present when the ERT has signing capabilities that
nabled. If not, the component shall be absent and any signing capabilities, if present; shall be disabl

DTE 1 A key identifier is not required. An ERT always attaches a certificate for the. corresponding public
y to each ERT signature.

he pin component, if present, shall contain a random PIN that can be ysed in conjunction with the
get access to cleartext ERI data (e.g. by the ERT holder).

DTE 2  The secure distribution of a PIN to an ERT holder is outside.thé scope of this part of ISO/TS 24534.
he pin component shall be present if the encipherment capabilities of the ERT are enabled
btAuthenticatedEriData, getCleartextHistoricEriData, UpdateAccesControlList (for holders) or get

ccessControlListEntry should be supported. If not, it should be absent.

case the pin component is present while the encipherment capabilities of the ERT are disabled

2.10.6 The commission ERT transaction errors

ne CommissionErtErrors type is defined as follows:

the ERT

are to be

ed.

verification

vehicleld

and the

Cleartext-

its value

bmmissionErtErrors ErrorCode %= {

illegalArgument | illegalVehicleld |
illegalCertificate-| illegalSignature |
illegalEntity | illegalDate |
notCustomized'| resourceLimitExceeded |
noEnciphermentCapability |
secretKeyEncryptionAlgorithmNotSupported |
publieKeyEncryptionAlgorithmNotSupported |
reSigningCapability |
hashingAlgorithmNotSupported |
sigingAlgorithNotSupported |

otherError }

The CommissionErtErrors type is of type ErrorCode and shall take one of the listed values.

©
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6.2.11  Withdraw commissioning

6.2.11.1 The withdraw commissioning transaction

The withdrawCommissioning transaction shall be used to withdraw the commissioning of an ERT, e.g. in the
case of the end of life of the vehicle.

The withdrawCommissioning transaction is defined as follows:

withdraw(‘nmmiqqinning TRANSACTION = !
-- this transaction also removes all public encipherment keys

ARGUMENT WithdrawCommissioningArgument

RESULT SECURED {WithdrawCommissioningResultData}
ERRORS {WithdrawCommissioningErrors}

CODE withdrawCommissioningCode

}

withdrawGommissioningCode INTEGER ::= 9

The ARGUMENT field shall be of type WithdrawCommissioningArgument.
If the ER[ is commissioned, the transaction returns the SECURED WithdrawCammissioningResultData (sg¢e
below) signed and/or encrypted according to the capabilities of the ERT (see 6.2.18.1 for the definition pf
SECURED {}). If not, one of the error codes from CommissionErtErrors is returned.

The trangaction may only be invoked by the registration authority thatias’commissioned the ERT.

Performing this transaction will result in:

— remgqval of all keys and PIN, if any, set by the registration authority by means of a commissioning
trandaction,

— remgqval of all entries from the access control list;
— disabling, if applicable, of the encipherment-capabilities of the ERT,
— setting of the 'notCommissioned' bitiin the ERT security flags, and

— numbering and storage of the @rgument value (see 6.2.10.3).

NOTE The basic idea of this-transaction it to disable further use of the ERT. However, in order to prevent illegal uge
of the vehjcle after this transaction, its performance is only signaled (in the ERT security flags) and the ERT is not really
disabled. And, because thefe\is no reason to protect the privacy of something that should not be used at all, all encryptipn
capabilitiep are also disabled:.

6.2.11.2 | The withdraw commissioning transaction argument

The WithgrawCommissioningArgument type is defined as follows:

WithdrawCommissioningArgument ::= CHOICE {

authenticatedData BOE-AUTHENTICATED {Vehicleld},
notAuthenticatedData Vehicleld
}

The authenticatedData alternative shall be chosen whenever the ERT has signature verification capabilities,
and may be chosen when the ERT has no signature verification capabilities. The notAuthenticatedData may
only be chosen if the ERT has no signature verification capabilities.
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The authenticatedData, if present, shall contain the vehicle identifier as signed (see subclause 6.2.18.4) by
the registration authority including the certificate(s) for the public verification key of the registration authority.

The notAuthenticatedData, if present, shall contain the vehicle identifier.

NOTE In case the ERT has no signature verification capabilities, everyone can withdraw the commissioning even if
the authenticatedData alternative is chosen (if a signature is not verified any dummy signature can be used).

6.2.11.3 The withdraw commissioning transaction result data

The WithdrawCommissioningResult type is defined as follows:

WithdrawCommissioningResultData ::= [APPLICATION withdrawCommissioningCode ] SEQUENCE {

withdrawn WithdrawCommissioningArgument,
historicComData HistoricComData
}

The withdrawn component shall be used to return the argument of the transaction.

The historicComData component shall contain the value of the miest recently stored argunient of a
cpmmissioning ERT transaction.

[=2)

2.11.4 The withdraw commissioning transaction errors

The WithdrawCommissioningErrors type is defined as follows:

WithdrawCommissioningErrors ErrorCode ::= {

illegalArgument | illegalVehicleld |
illegalCertificate | illegalSignature |
illegalEntity | illegalDate |
notCustomized | notCommissioned |
otherError }

The WithdrawCommissioningErrers-type is of type EriErrorCode and shall take one of the listed valugs.
6{2.12 Get ciphertext historic commissioning data

6{2.12.1 The get ciphertext historic commissioning data transaction

The getCiphertextHistoricComData transaction shall be used to retrieve the eventually encrypted argument of
alprevious commissionErt transaction and is defined as follows:

getCiphertextHistoricComData TRANSACTION ::= {

ARGUMENT GetCiphertextHistoricComDataArgument
RESULT SECURED {HistoricComData}

ERRORS {notCommissioned}

CODE 12

}

The ARGUMENT field shall be of type GetCiphertextHistoricComDataArgument.

If the ERT was or is commissioned, the transaction returns the historic commissioning data (see below)
signed and/or encrypted according to the capabilities of the ERT (see 6.2.18.1 for the definition of
SECURED {}).

When the ERT was never commissioned, the notCommissioned error code shall be returned.
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6.2.12.2

The get ciphertext historic commissioning data transaction argument

The GetCiphertextHistoricEriDataArgument type is defined as follows:

GetCiphertextHistoricComDataArgument ::= SEQUENCE {

onBehalfOf Entityld OPTIONAL,
challenge Challenge,

number INTEGER (1..int4)

}

The onB«LhaIfOf component, if present, specifies the entity whose public encryption key shall eventually-{

used for
authority.

The chal
returned
a replicat

The store
numbere

The num

When the
of a succ

When the
data of th

6.2.12.3

The Hista

the data to be returned. If not present, the default value is the entityld of the vehicle's registratiq
When the ERT is not yet commissioned, a value of the onBehalfOf component shall be ignored.

enge component is a random number generated by the ERI reader which shall”eventually
n the signed part of the result to show that the result returned is the result of this invocation and n
bd message.

d arguments of commissionErt transactions are sequentially numbered. Fhe first stored argument
i 1.

per component identifies the argument of a commissionErt invocation.

value of the number component is the number of a deleted@rgument, the oldest available argume
pssfully invoked commissionErt transaction shall be returned.

value of the number component is greater then the ndmber of the most recent argument stored, tf
is most recent argument shall be returned.

The historic commissioning data

ricComData type shall be used for histeric commissioning data and is defined as follows:

is

e

HistoricCpmData ::= SEQUENCE {

number INTEGER (1..int4),
outOf INTEGER (1..int4),
historicRecord CommissionErtArgument
}

The nun

historicR¢cord component:

The out(
transactia

In case

nber component Zidentifies the argument of a commissionErt transaction conveyed in th

f component specifies the number of the most recently stored argument of a commissionE
n.

e

t

=

e

he_ERT only contains the current commissioning data and no historic data, the value of both tH

number and out of number components shall be 1.

The historyRecord component contains the argument of the successful commissionErt transaction invocation

identified

46

by the value of the number component.
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6.2.13 Get cleartext historic commissioning data

6.2.13.1 The get cleartext historic commissioning data transaction

The getCleartextHistoricComData transaction shall be used to retrieve the argument of previous
commissionErt transactions in clear text and is defined as follows:

getCleartextHistoricComData TRANSACTION ::= {

ARGUMENT GetCleartextHistoricComDataArgument
RESULT CLEAR-SECURED {HistoricComData}
ERRORS {notCommissioned}

CODE 13

}

The ARGUMENT field is of the type GetCleartextHistoricComDataArgument.

The transaction returns the historic commissioning data (see below) signed or notraccording to the capabilities
of the ERT (see 6.2.18.1 for the definition of CLEAR-SECURED {}).

r| case the ERT is not yet commissioned or if the commissioning is withdrawn, the notCommissioned error
code is returned.

[=2)

2.13.2 The get cleartext historic commissioning data transaction argument

The GetCleartextHistoricEriDataArgument type is defined as.follows:

GetCleartextHistoricComDataArgument ::= SEQUENCE {

credentials ErtHolderCredentials,
challenge Challenge;

number INTEGER (1..int4)

}

The components of the GetCleartextHistoricComDataArgument are defined as in the GetCleartextHistoric-
EfiDataArgument.

6{2.14 Update of the access control list

6j2.14.1 The update aeccess control list transaction

The updateAccessControllList transaction shall be used to add or delete entries to the access control|list of the
ERT. The updateAccessControlList transaction is defined as follows:

updateAeecessControlList TRANSACTION ::= {
ARGUMENT UpdateAccessControlListArgument
RESULT NULL
ERRQRS {I lpdnanr‘r‘nccf‘nntrnll iefl:rrnre}
CODE 11
}

The updateAccessControlList transaction is invoked with an argument of type updateAccessControlList-
Argument.

The transaction may be invoked either by the registration authority who commissioned the ERT or the ERT
holder.
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If the transaction is performed successfully, the ERT returns a NULL value. If not, one of the error codes from
UpdateAccessControlListErrors is returned.

No data shall be stored in the ERT if the transaction is not successfully performed.

6.2.14.2

The update access control list argument

The UpdateAccessControlListArgument type is defined as follows:

UpdateAc

essControll istArgument ~= CHOICE {
authorityUpdate SIGNED {AccessControlListUpdate},
holderUpdate HolderAccessControlListUpdate

}

The auth
registratiq
control lis

The auth
same ke
illegalSig

When the

checked
commiss

6.2.14.3

The Hold

orityUpdate alternative shall be used when the access control list of the ERT <is-updated by
n authority. The holderUpdate alternative shall be used when the ERT holder-updates the acce
t.

prityUpdate component, if present, shall have the AccessControlListUpdate data be signed with th
y as used for the most recently successfully performed commissiening transaction. If not, §
hature error code shall be returned.
ERT has signature verification capabilities, the signature of anauthorityUpdate component shall &

with the certificates included in the argument of the “most recently successfully performe
oning transaction.

The holder access control list update type

brAccessControlListUpdate type is defined as:follows:

bS

HolderAc

essControlListUpdate ::= SEQUENCE {
credentials ErtHolderCredentials,
entry AcceessControlListUpdate

}

The cred
credentia

6.2.14.4

The Acce
and is de

entials component shall_gontain the credentials (vehicleld plus PIN) of the ERT holder. TH
s shall be checked by(the ERT.

The access control list update type

ssControlListpdate type shall be used to specify the update of the access control list of the ER
fined as follows:

e

T

AccessCa

ntrolkistUpdate ::= SEQUENCE {

mode ENUMERATED {deleteAllAndAdd (0), add (1), delete (2)}

DEFAULT add,
entry AccessControlEntry OPTIONAL

}

The mode component specifies the update mode and can have one of the following values:

— deleteAllAndAdd, in which case first, either all entries added by a registration authority are deleted if the
transaction is invoked by a registration authority or all entries added by an ERT holder are deleted if the
transaction is invoked by an ERT holder. Second, a new entry, if present, is added.
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— add, to add a new entry to the access control list. Entries added by a registration authority are
authorities. Entries added by the ERT holder are added as additional service providers.

added as

— delete, to delete an entry from the access control list. A registration authority may only delete entries

added by a (possibly other) registration authority. An ERT holder may only delete entries ad
(possibly previous) ERT holder.

The entry component, if present, shall contain the entry to be added or deleted.

ded by a

The entry component shall be absent if the mode component has the value deleteAllAndAdd and no entries

afe added. If not, the entry component shall be present.

I case the mode is “add” and if there is already an entry for an entity with the same entityld present,
tq be added shall completely replace the old one.

[=2)

2.14.5 The access control entry type

The AccessControlEntry type is defined as follows:

the entry

AgcessControlEntry ::= SEQUENCE {

id Entityld,

name Text OPTIONAL,
enciphermentKeyld Keyld OPTIONAL,
publicEnciphermentKeyReader PublicEnciphermentKey @PTIONAL

}

The id component shall identify the entity whose accessright is being added or removed.

The name component, if present, shall contain the\name of the entity whose access right is being
rgmoved. If an entry is to be removed, any value(present shall be ignored by the ERT.

The enciphermentKeyld component, if presént, identifies the public encipherment key used for the e
Djfferent entities may use the same identifiers.

NPTE When returned with encrypted data, this value can be used to determine the correspondi
de¢cipherment key.

The enciphermentKeyld component shall be present if the publicEnciphermentKeyReader com
pfesent. If not, the companent shall be absent.
T
e

ne publicEnciphermentKeyReader component, if present, shall contain the public encipherment K
ntity whose access’right is being added. This key shall be used to encrypt ERI data before it i
ciphertext to an’ERI reader acting on behalf of the entity identified by the id component.

The publicEnciphermentKeyReader component shall be absent if the value of the mode component i
If[not, it.shall be present.

[=2)

added or

heryption.

hg private

bonent is

ey of the
5 sent as

s “delete”.

2:14.6 The update access control list transaction errors

The set of values UpdateAccessControlListErrors is defined as follows:

UpdateAccessControlListErrors ErrorCode ::= {

illegalArgument | illegalVehicleld |
illegalSignature | illegalHolderAccess |
illegalDate | noEntry |
resourceLimitExceeded | noEnciphermentCapability |
otherError }

The values of UpdateAccessControlListErrors are of type EriErrorCode and comprise the listed values.
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6.2.15 Get ciphertext access control list entry

6.2.15.1

The get ciphertext access control list transaction

The getCiphertextAccessControlListEntry transaction shall be used to retrieve an access control list entry
resulting from an authority update of this list in ciphertext from the ERT and is defined as follows:

getCiphertextAccessControlListEntry TRANSACTION ::= {

ARGUMENT GetCiphertextAccessControlListEntryArgument
RESULT SECURED {AuthorityAccessControlListEntry}

CODE 9
h

The ARG

The tran
according

If encrypted, the public encipherment key used is the public encipherment key of the registration authority that

has comri

NOTE

transaction.

The getG
list is th
updateAg
a distinct

The acce

6.2.15.2

The type

UMENT field is of type GetCiphertextAccessControlListEntryArgument. .
saction returns the AuthorityAccessControlListEntry data (see below) signed Vand/or encrypted
to the capabilities of the ERT (see 6.2.18.1 for the definition of SECURED {})
nissioned the ERT.

The identifier of the registration authority that commissioned the ERT“can be obtained with a getEriDdta

iphertextAccessControlListEntry transaction operates on :@n access control list. This access control
b list of all access control entries in the ERT that*were added or updated by means of In
cessControlList transaction with an authorityUpdate, argument. Each entry in this list, if any, is given
number between 1 and the number of entries in the\list.

5s control list may be empty.

The get ciphertext access control list entry transaction argument

GetCiphertextAccessControlListEntryArgument is defined as follows:

GetCiphe

textAccessControlListEntryArgument ::= SEQUENCE {
challenge Challenge,
number INTEGER (1..int4)

}

The chal
returned
a replicat

The num|

enge component is a random number generated by the ERI reader which shall eventually be
n the signed part of the result to show that the result returned is the result of this invocation and npt
bd message.

bérycomponent specifies the number of the entry to be retrieved from the access control list the

transactiomisoperatingor.
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6.2.15.3 The authority access control list entry

The AuthorityAccessControlListEntry type and AccessControlListEntry type are defined as follows:

:2008(E)

AuthorityAccessControlListEntry ::= AccessControlListEntry (WITH COMPONENTS {..., holderEntry ABSENT} )

AccessControlListEntry ::= SEQUENCE {

number INTEGER (0..int4),

outOf INTEGER (0..int4),

authorityEntry AccessControlEntry OPTIONAL,
—fotderEmtry AccessControtEntry OPTONAL

}

The AuthorityAccessControlListEntry type is of type AccessControlListEntry with the holder.€ntry abs

The number component shall specify the number of the retrieved entry of the access control list of a
transaction is operating on. If this list is empty, its value shall be 0.

When the value of the number component in the transaction argument was_ less than or equal to th
of entries in the access control list the transaction is operating on, the valug-of the number componer
the same as the value of the number component in the argument, i.e."theé entry designated in the
wjll be retrieved.

I case the value of the number component in the transaction/argument was greater than the n
entries in a non-empty access control list the transaction is operating on, the value of the number c
fhall be equal to the number of entries in the list, i.e. the lasbentry in the list will be retrieved.

n

The out of component shall contain the number of entfies of the access control list the transaction is
on.

The authorityEntry component, if present, specifies the entry in the access control list designated by
of the number component.

The authorityEntry shall only be present’when the entry in the access control list the transaction is
on is an entry that is added or updated by means of an updateAccessControlList transactior
althorityUpdate argument.

The holderEntry component; if-present, specifies the entry in the access control list designated by th
the number component.

The holderEntry compenent shall only be present when the entry in the access control list the tran
operating on is amentry that is added or updated by means of an updateAccessControlList transact
holderUpdate argument.

6{2.16 Get'cleartext access control list entry

[=2)

2716.1 The get cleartext access control list entry transaction

ent.

ccess the

e number
t shall be
argument

umber of
bmponent

operating

the value

operating
with an

b value of

saction is
on with a

The getCleartextAccessControlListEntry transaction shall be used by or on behalf of the ERT holder to obtain
a clear text entry from the access control list contained in the ERT. The getCleartextAccessControlListEntry

transaction is defined as follows:

getCleartextAccessControlListEntry TRANSACTION ::= {

ARGUMENT GetCleartextAccessControlListEntryArgument
RESULT CLEAR-SECURED {AccessControlListEntry}
ERRORS {GetCleartextAccessControlListEntryErrors}
CODE 10

}
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The ARGUMENT field is of type GetCleartextAccessControlListEntryResult.

If the transaction is performed successfully, the ERT returns a CLEAR-SECURED {AccessControlListEntry}
value. If not, one of the error codes from GetCleartextAccessControlListEntryErrors is returned.

A CLEAR-SECURED {AccessControlListEntry} value contains the AccessControlListEntry data (see below)
signed or not according to the capabilities of the ERT (see 6.2.18.1 for the definition of CLEAR-SECURED {}).

The transaction operates on a list of all access control entries contained in the ERT. The ERT assigns to each
entry in this list, if any, a distinct number between 1 and the number of entries in this list.

6.2.16.2 | The get cleartext access control list entry transaction argument

The GetQleartextAccessControlListEntryArgument is defined as follows:

GetCleartextAccessControlListEntryArgument ::= SEQUENCE {

credentials ErtHolderCredentials,
challenge Challenge,

number INTEGER (1..int4)

}

The credgntials component shall contain the credential (Vehicleld and PIN) of¢the™ERT holder.
The challenge component is a random number generated by the ERl reader which shall eventually be
returned |n the signed part of the result to show that the result returneéhis the result of this invocation and npt
a replicated message.

The numper component specifies the number of the entry to-be retrieved from the access control list the
transactign is operating on.

6.2.16.3 | The get cleartext access control list entry. transaction errors

The Get(QleartextAccessControlListEntryErrors value-set is defined as follows:

GetCleartextAccessControlListEntryErrors Errer€oede ::= {
illegalArgument | illegalVehicleld |
illegalHolderAccess | otherError

}

The GetCleartextAccessControllistEntryError type is of type EriErrorCode and shall take one of the valugs
listed.

6.2.17 Gpt ERT capabhilities

6.2.17.1 | The get-ERT capabilities transaction

The getEftCapabilities transaction shall be used to obtain the capabilities of the ERT and is defined as follows:

getErtCapabilities TRANSACTION ::= {

ARGUMENT NULL
RESULT ErtCapabilities
CODE 15

}

The argument field is of type NULL.

The RESULT field is of type ErtCapabilities as defined below.
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6.2.17.2 The get ERT capabilities transaction result

The ErtCapabilities type is defined as follows:

ErtCapabilities ::= SEQUENCE {

supportedTransactions SEQUENCE OF INTEGER,
hashingAlgorithms SEQUENCE OF HashingAlgorithm OPTIONAL,
signingAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,

signatureVerificationAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,
secretKeyEncryptionAlgorithms SEQUENCE OF SecretKeyAlgorithm OPTIONAL,
publicKeyFncryptionAlgarithms  SEFQUENCE OF PublicKeyAlgarithm OPTIONAI

publicKeyDecryptionAlgorithms SEQUENCE OF PublicKeyAlgorithm OPTIONAL,

maxBitsPublicKeys INTEGER (0..int4),
maxOctetsPin INTEGER (0..int4),
maxOctetsSetArgument INTEGER (0..int4),
maxNumberSetArguments INTEGER (1..int4),
maxNumberComArguments INTEGER (1..int4),
maxSizeAccessControlList INTEGER (0..int4),
maxNumberAuthorities INTEGER (0..int4),

)

maxNumberAddServProviders INTEGER (0..int4),
ertSecuritylndicationSupport ErtSecurityFlags,

maxInteger INTEGER (1..int4),
maxStringSize INTEGER (1..int4),
}

NPTE 1 There is no need to signal whether or not a registration atithority has disabled encryption and authentication.
Ope can just invoke a get ERI data transaction and look to the resulf. A registration authority can also determine this by
inspection the argument of the last commissioning transaction by.'using the get ciphertext historic commissipning data
trénsaction.

The supportedTransactions component specifies the-'supported transactions identified by the value of their
transaction code field.

The hashingAlgorithms component, if present; specifies the supported hashing algorithms.

The hashingAlgorithms component shall-be present if the ERT has signing or signature verification capabilities.
IfInot, it shall be absent.

The signingAlgorithms compoenent, if present, specifies the supported public key algorithms for signing.
The signingAlgorithms component shall be present if the ERT has signing capabilities. If not, it shall be absent.

The signatureVerificationAlgorithms component, if present, specifies the supported public key algofithms for
signature verification.

The signatureVerificationAlgorithms component shall be present if the ERT has signature verification
capabilities.'If not, it shall be absent.

The secretKeyEncryptionAlgorithms component, if present, specifies the supported secret key algorithms.

The secretKeyEncryptionAlgorithms component shall be present if the ERT has encryption capabilities. If not,
it shall be absent.

The publicKeyEncryptionAlgorithms component, if present, specifies the supported public key algorithms for
encryption.

The publicKeyEncryptionAlgorithms component shall be present if the ERT has encryption capabilities. If not,
it shall be absent.

The publicKeyDecryptionAlgorithms component, if present, specifies the supported public key algorithms for
decryption.

© 1SO 2008 — All rights reserved 53



https://standardsiso.com/api/?name=437a5d1b4bd094f13fa26a68474c44f4

ISO/TS 24534-4:2008(E)

The publi

cKeyDecryptionAlgorithms component shall be present if the ERT has decryption capabilities. If not,

it shall be absent.

The maxBitsPublicKeys component specifies the maximum number of bits that may be used for a public or
private key.

If no publ

ic key algorithms are supported, the value of the maxBitsPublicKeys component shall be zero.

The maxOctetsPin component specifies the maximum number of characters that may be used for a PIN.

If no PINS

The max
argumen

The max
transactia

The max
transactia

The max
within the

The max
control
maxSizeA

The max
providers
maxSizeA

The sum

are supported the value of the maxOctetsPin component shall be zero.

DctetsSetArgument component specifies the maximum number of octets that may be used\for the
of a set ERI data transaction

NumberSetArguments component specifies the maximum number of arguments of @ set ERI dafa
n that can be stored in the ERT.

NumberComArguments component specifies the maximum number of argutnents of commissioning
n that can be stored in the ERT.

BizeAccessControlList component specifies the maximum number of.entries of the access control list
ERT.

NumberAuthorities component specifies the maximum numbgr ‘of entries for authorities in the accesgs
st within the ERT. This number shall be less sthan or equal to the value of the
\ccessControlList component.

NumberAddServProviders component specifies the’maximum number of entries for additional servige
in the access control list within the ERT. This ndmber shall be less than or equal to the value of the
\ccessControlList component.

of the values of the maxNumberAuthorities and the maxNumberAddServProviders components may

be more

The ertSe¢curitylndicationSupport component specifies the support of the ERT security capabilities and is pf

type Ert

supported.

NOTE 2
meaning g

The max

The max
ERT.

han the value of the maxSizeAccessControlList component.

curityFlags. A “1” bit indicates that the corresponding capability is supported, a “0” bit that it is npt

The same type is used.for the ertSecurityStatus component in the CleartextEriData type but with a differgnt
ttached to the bits.

nteger compaonent specifies the maximum value of an integer that can be handled by the ERT.

BStringSize.component specifies the maximum number of octets that may be used for string in this
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6.2.18 Common definitions
6.2.18.1 ERT Tagged and secured data

6.2.18.1.1 SECURED data

The parameterized type SECURED shall be used by an ERT to secure data according to its capabilities and is defined as
follows:

SECURED {TnRaQnmlrnd} = CHOICE {
authenticatedAndEncrypted ~ ENCRYPTED {ERT-AUTHENTICATED {TAGGED {ToBeSecyred}}},

authenticated ERT-AUTHENTICATED {TAGGED {ToBeSecured}},
encrypted ENCRYPTED {TAGGED {ToBeSecured}},

cleartext TAGGED {ToBeSecured}

}

Dr all alternatives, the parameterized type TAGGED adds the unique number of the ERT and, if applicable,
e challenge and a sequence number. (See the definition of the parameterized-type TAGGED below.)

=5 T

The authenticatedAndEncrypted alternative shall be used if the ERT is cammissioned and has both enabled
encipherment and enabled signing capabilities.

The authenticatedAndEncrypted alternative, if present, shall contain the tagged data TAGGED{ToBgSecured}
aythenticated and subsequently encrypted by the ERT.

The authenticated alternative shall be used if the ERT is cammissioned and has enabled signing capabilities,
blit does not have enabled encipherment capabilities.
T
b

ne authenticated alternative, if present, shall contain.the tagged data TAGGED{ToBeSecured} authenticated
the ERT.

The encrypted alternative shall be used Af the ERT is commissioned and has enabled encipherment
capabilities, but does not have enabled signing capabilities.

The encrypted alternative, if present; shall contain the tagged data TAGGED{ToBeSecured} encrypfed by the
ERT.

The cleartext alternative shall be used if the ERT is not commissioned or is commissioned and has neither
enabled encipherment capabilities nor enabled signing capabilities.

he cleartext alternative, if present, shall contain the tagged data TAGGED{ToBeSecured].

T
The public encipherment key used for encryption shall be that of the entity identified in the omBehalfOf
component in_the argument of the invoked transaction or, if not available, the public encipherment key of the
dgistrationauthority that has commissioned the ERT.

—

The private signature key used for authentication shall be the one provided in the last comnpissioning
transaction.

6.2.18.1.2 CLEAR SECURE data

The parameterized type CLEAR-SECURED shall be used by an ERT to secure cleartext data according to its capabilities
and is defined as follows:

CLEAR-SECURED {ToBeSecured} ::= SECURED {ToBeSecured} (WITH COMPONENTS
{authenticatedAndEncrypted ABSENT, encrypted ABSENT} )

The parameterized type CLEAR-SECURE can take the same values as the parameterized type SECURE but
with the alternatives authenticatedAndEncrypted and encrypted not being used,
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6.2.18.1.3 Tagged data

The parameterized type TAGGED shall be used to add the ERT number and transaction specific data to the

result of

a read transaction before this result is signed, if applicable, or encrypted, if applicable, The

parameterized type TAGGED is defined as follows:

TAGGED {ToBeTagged} ::= SEQUENCE {
ertNumber ErtNumber,
challence Challenge OPTIONAL,
sequenceNumber INTEGER (1..int4) OPTIONAL,
tobeTagged ToBeTagged

The ertNiimber component shall contain the unique number of the ERT.

The chall
the invok

The chal

capabiliti¢s and the challenge was present in the argument of the transaction invacation.

The chal
challengs

The chall

NOTE 1

enge component, if present, shall contain the value of the challenge parameter from-the argument pf
bd transaction.

enge component shall be present when both conditions are fulfilled: the~ERT has enabled signing
enge component may be present when the ERT has no enabled signing capabilities but the
was present in the argument of the transaction invocation.
bnge component shall be not present when not present inthe*argument of the transaction invocatiop.

The challenge component guarantees that the signed data’is not a replicated message but indeed the result [of

this partic

The seq

number ghall start with one and shall be increased one-after being used in the result of a transaction.

If the sequence number reaches its maximum. value, its next value shall be one.

The seq

The sequenceNumber component.may or may not be present when the ERT has no enabled encryptign

capabiliti

NOTE 2
challenge
identify a

6.2.18.2

6.2.18.2.

lar invocation of the transaction.

nceNumber component, if present, shall contain the sequence number of the read transaction. This

nceNumber component shall be present when the ERT has enabled encryption capabilities.

S.

This sequence number guarantees that no two ERT encrypted messages are the same, not even if the same
is used. This prevents, when encrypted, the occurrence of “pseudonyms”, i.e. messages which unintentionally
ehicle only because the messages are the same.

ERT authentication definitions

ERT authentication

The parameterized type ERT-AUTHENTICATED is defined as follows:

ERT-AUT

HENTICATED {ToBeErtAuthenticated} ::= SEQUENCE {

ertSigned SIGNED {ToBeErtAuthenticated, PrivateSignatureKey},
publicVerficationKeyCertificate  ErtCertificate

}

The ertSigned component contains the authenticated data, i.e. the data signed with the private signature key
of the ERT.
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The publicVerficationKeyCertificate component shall contain a public key certificate issued by the vehicle's
registration authority for the public verification key to be used to check ERT signatures.
NOTE This public key certificate should be written into the ERT as part of a commission ERT transactions.
6.2.18.2.2 The ERT certificate
The ErtCertificate type is defined as follows:
|E'tCertificate == SIGNED {ErtCertificationData, PrivateSignatureKey}
The ErtCertificationData shall contain the contents of the ERT certificate.
The ErtCertificationData shall be signed with the private signature key of the registration authority.
NDTE 1 It is not required that the hashing algorithm and public key algorithm be supported by the ERT. An ERT
c¢rtificate is provided by the registration authority in a commission ERT transaction and |returned by the ERT in read
trénsactions. An ERT certificate is neither policed nor interpreted by an ERT.
NDTE 2  Nevertheless, as an ERI reader should be able to use these certificates issued by the registration) authority,
both the hashing algorithm and public key algorithm should be supported by this\paft of ISO/TS 24534.
6{2.18.2.3 The ERT certificate data
The type ErtCertificationData shall be used for the data to be.certified and is defined as follows:
EftCertificationData ::= SEQUENCE {

vehicleld Vehicleld,

publicVerificationKey PublicVerificationKey,

signatoryld Entityldy

date DATE

}
The vehicleld component contains the, vehiceld.
The publicVerificationKey componentcontains the public verification key for the verification of ERT signatures.
The signatoryld contains the (D) of the registration authority that has issued the certificate.
The date component contains the date at which the certificate was signed.
6{2.18.3 BOE authentication definitions
6{2.18.3.1 ~BOE dated
The parameterized type DATED shall be used to attach validity information to data and is defined as follows:
DATED{ToBeDated = SEQUENCEX

date DATE,

validThru DATE OPTIONAL,

issuer Entityld,

toBeDated ToBeDated

}
The data component shall contain the date at which the value of the ToBeDated parameter is signed.
The value of the ToBeDated parameter becomes valid at the time contained in the date component.
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The validThru component, if present, specifies the date until which the signature for the value of the
ToBeDated parameter is valid.

When the validThru component is absent, the value of the ToBeDated parameter is valid for an unlimited

period of

time.

The issuer component identifies the issuer of the value of the ToBeDated parameter, i.e. the manufacturer or
registration authority that has signed this value.

The toBeDated component contains the value of the ToBeDated parameter.

6.2.18.3.1

The parag
registratid

P BOE authentication

meterized type BOE-AUTHENTICATED shall be used for the authentication of data issued by|a
n authority and is defined as follows:

BOE-AUT|

HENTICATED {ToBeBoeAuthenticated} ::= SEQUENCE {
signedParameter SIGNED {ToBeBoeAuthenticated, PrivateSignatureKey},
certificates SEQUENCE SIZE(1..2) OF BoeCertificate

}

The signlfiParameter component shall contain the value of the ToBeBoeAuthenticated parameter signed with

the priva

The cert

BoeCertificate as defined below.

When the
top-level
authentic

When the
certificati
second @
signature

The pub
ToBeBoe

6.2.18.3.1

The Boe(

signature key of the registration authority.
ficates component shall contain a sequence of oneXoer two public key certificates of type
certificates component contains only one public key certificate, this certificate must be issued by the
certification authority for the public signature. key of the registration authority whose data has to e
bted.
certificates component contains two public key certificates, the first one is issued by the top-level
bn authority for the public signature.kKey of the intermediate certification authority which signed the
ertificate. The second certificate is)issued by an intermediate certification authority for the public

key of the registration authority whose data has to be authenticated.

ic key certificates in the—sequence shall be valid at the date at which the value of the
Authenticated parameter is signed.

8 The BOE certificate

Certificate type is defined as follows:

BoeCertifi

cate :;= SIGNED {BoeCertificationData, PrivateSignatureKey}

The BoeCertificationData shall contain the BoeCertificationData.

The BoeCertificationData shall be signed by a certification authority using a hashing algorithm and a public
key algorithm supported by the ERT.

NOTE 1

NOTE 2

58

The ERT has to verify a registration authority signature using one or more BOE certificates.

The list of supported algorithms can be obtained by invoking a get ERT capabilities transaction.
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6.2.18.3.4 BOE certification data

The CertificationData type is defined as follows:

:2008(E)

BoeCertificationData ::= SEQUENCE {

entityld Entityld,
entityRole EntityRole,
entityName Text OPTIONAL,
publicKey Key,

signatoryld Entityld,
sigratoryNar e TextOPTIONAL;
signatoryRole EntityRole,

date DATE,

validThru DATE

}

The entitityld component identifies the certified entity.
The entityRole component specifies the role of the certified entity.

The entityName component, if present, contains the name of the certifiedyentity in a language chos|
signatory of the certificate.

The publicKey component contains a public key of the certified entity.
The signatoryld component identifies the signatory of the certificate.
T

he signatoryName component, if present, shall contain“the name of the signatory in the langug
cloice.

The signatoryRole component specifies the role_of;the signatory.
The date component contains the date at which the certificate was signed.
T

he validThru component specifies the.date until which the certificate is valid.

6{2.18.3.5 The entity roles

The EntityRole type specifies)the role of an entity and is defined as follows:

en by the

ge of his

EptityRole::= ENUMERATED {
topLevelCertificationAuthority (0), intermediateCertificationAuthority (1),

manufacturer (2), registrationAuthority (3),
authority (4), serviceProvider (5),
eriHolder (6) }

Thé-EntityRole type can take one of the defined values.

© 1SO 2008 — All rights reserved

59



https://standardsiso.com/api/?name=437a5d1b4bd094f13fa26a68474c44f4

ISO/TS 24534-4:2008(E)

6.2.18.4

Signing and signatures

6.2.18.4.1 Signed

The parameterized type SIGNED shall be used to sign data and is defined as follows:

SIGNED {ToBeSigned, PrivateSignatureKey} ::= SEQUENCE {

toBeSigned ToBeSigned,
hashingAlgorithm HashingAlgorithm DEFAULT sha1,
signatureAlgorithm PublicKeyAlgorithm DEFAULT ellipticCurve,
signature SIGNATURE {ToBeSigned, HashingAlgorithm,
PublicKeyAlgorithm, PrivateSignatureKey}
}
The toBeBigned component shall contain the value of the SIGNED parameter ToBeSigned.

The PrivateSignatureKey parameter shall contain the value of the private signature~-key used to sign the

toBeSign

The hash
code ove

If not pre

The signatureAlgorithm component, is present, shall specify the public key algorithm used to sign the hagh

code ove
If not pre

The sign
hashingA

6.2.18.4.1

The para

cd component.

ingAlgorithm component, is present, shall specify the hashing algorithmi used to calculate a hagh
r the ToBeSigned.

bent, the default value is sha1.

- the ToBeSigned.
bent, the default value is ellipticCurve.

bture component shall contain the signature \for the value of the ToBeSigned parameter using the
Igorithm and signatureAlgorithm (see 6.2.18,4.2).

P The signature

meterized type SIGNATURE js'defined as follows:

SIGNATU

{Hashing/

RE {ToBeSigned, HashingAlgorithm, SignatureAlgorithm, PrivateSignatureKey} ::= BIT STRING
(CONSTRAINED BY
Igorithm, -- and -- SignatureAlgorithm, -- with -- PrivateSignatureKey, -- applied to -- ToBeSigned} )

The valu
calculate
hash-cod
parametg

b of SIGNATURE is the BIT STRING which results from a two-step process. First, a hash-code |is
| with the )hashing algorithm over the encoded value of the ToBeSigned parameter. Then this
E is encrypted with the public key signature algorithm using the value of the PrivateSignatureKgy
r asithe private signature key.

6.2.18.4.3 The challenge parameter

The challenge type is defined as follows:

Challenge ::= INTEGER (1..int4)

60
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6.2.18.5 Common encryption definitions

6.2.18.5.1 ERT encryption

The parameterized type ENCRYPTED is defined as follows:

:2008(E)

ENCRYPTED {ToBeErtEncrypted} ::= SEQUENCE {
enciphermentKeyld Keyld,
publicKeyEncryptionAlgorithm  PublicKeyAlgorithm DEFAULT ellipticCurve,
secretKeyEncryptionAlgorithm  SecretKeyAlgorithm DEFAULT aes,

encryptedKey KEY-ENCRYPTION {SecretTransactionKey,
PublicKeyAlgorithm, PublicEnciphermentKey},
ciphertext CIPHER-TEXT {ToBeErtEncrypted,

SecretKeyAlgorithm, SecretTransactionKey}

}

The enciphermentKeyld component identifies the public encipherment key used ‘for the encrypti
secret transaction key. Its value shall be used to determine the corresponding pfivate decipherment k

flthe encryption is performed by an ERT with enabled encipherment capabilities and no public enci
key is available, the keyld shall take a random value.

NPTE 1 In normal circumstances an ERT should never have to use adandom value for the keyld. However,
ayailable, a random value makes it more difficult for an illegal reader to{natice that no key was available.

he publicKeyEncryptionAlgorithm component, if present, shall identify the public key algorithm us¢
pfault value is the elliptic curve algorithm.

The secretKeyEncryptionAlgorithm component,if*present, shall identify the secret key algorithm
encrypt the data ToBeEncrypted. If not present)\the default value is the AES algorithm.

The encryptedKey component contains alsecret random transaction key encrypted with a public enci
key.

NPDTE 2  In time-critical situations.an ERT may encrypt this secret transaction key before the transaction for
ne¢eded is invoked.

The ciphertext component.contains the result of encrypting the ToBeEncrypted parameter with t
transaction key.

asymmetric public‘encipherment key.

6{2.18.5:2-»'Public key encryption

The parameterized type KEY-ENCRYPTION is defined as follows:

bn of the
ey.

pherment

f no key is

bd for the

T
encryption of the randomly selected secret key used to encrypt the data ToBeEncrypted. If not prgsent, the
d

used to

pherment

which it is

ne secret

NPTE 3  For pefformance reasons, ERI data is encrypted with a once-only symmetric key which is encrypted with the

KEY-ENCRYPTION {KeyToBeEncrypted, PublicKeyAlgorithm, PublicEnciphermentKey} ::=
BIT STRING ( CONSTRAINED BY {
PublicKeyAlgorithm, -- with -- PublicEnciphermentKey, -- applied to -- KeyToBeEncrypted
-- or random bit string with same length if no public key is available --} )

The value of the BIT STRING is the result of a public key encryption of the value of the ToBeEncrypted

parameter using the public key algorithm identified by the PublicKeyAlgorithm parameter and the va
PublicEnciphermentKey parameter as the public encipherment key.

If the encryption is performed by an ERT with enabled encipherment capabilities and no public enci
key is available, the BIT STRING shall take a random value of the same length.

© 1SO 2008 — All rights reserved
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6.2.18.5.3 Secret key encryption

The parameterized type CIPHER-TEXT is defined as follows:

CIPHER-TEXT {ToBeEncrypted, SecretKeyAlgorithm, SecretKey} ::=
BIT STRING ( CONSTRAINED BY {
SecretKeyAlgorithm, -- with -- SecretKey, -- applied to -- ToBeEncrypted
-- or random bit string with same length if no public key is available --} )

If the endryption is performed by an ERT with enabled encipherment capabilities and no public encipherme
key is available, the BIT STRING shall take a random value of the same length.

6.2.18.6 | Other common definitions

6.2.18.6.1 ERT holder credentials

The type |[ErtHolderCredentials is defined as follows:

ErtHolderCredentials ::= SEQUENCE {

vehicleld Vehicleld,
pin PIN
}

The component vehicleld contains the Vehicleld of the vehicle.

The component pin contains the PIN for the ERT holder.
6.2.18.6.2 Cryptographic algorithms

6.2.18.6.2.1 Hashing algorithms

The set of supported hashing algorithms is defined as follows:

HashingAlgorithm ::= ENUMERATED {
sha1t,

}

Currently|only the Secufe Hashing Algorithm 1 (see FIPS 180-2 and ISO/IEC 10118-3) is supported.

NOTE The definition is only supplied to support future extensions of this part of ISO/TS 24534.

6.2.18.6.2.2 Public key algorithms

The set of supported public key algorithms is defined as follows:

PublicKeyAlgorithm ::= ENUMERATED {
ellipticCurve,

)

Currently only the elliptic curve algorithm (see ISO/IEC 15946 and ISO/IEC 18033-2) is supported.

NOTE The definition is only supplied to support future extensions of this part of ISO/TS 24534.
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6.2.18.6.2.3 Secret key algorithms

The set of supported secret key algorithms is defined as follows:

SecretKeyAlgorithm ::= ENUMERATED {
aes,

)

Currently only the AES algorithm (see FIPS 197 and ISO/IEC 18033-3) is supported.

[=2)

2.18.6.3 Keys and key identifiers

The various key types are defined as follows:

NDTE The definition is only supplied to support future extensions of this part of ISO/TS 24534.

SecretTransactionKey = Key
PlblicEnciphermentKey = Key
PfivateDeciphermentKey = Key
PtivateSignatureKey = Key
PlLblicVerificationKey = Key

Key = BIT STRING

PIN ::= NumericString (SIZE(4))
Keyld = INTEGER (0£65535)

b535.

6J2.18.6.4 ERT number

The ErtNumber type is defined as follows:

The type Keyld is of type integer and shall be used to identify a key. It can take any value betwe
6

en 0 and

EftNumber ::= INTEGER

6]2.18.6.5 Text

fgllows:

The type Text¢shall be used for a textual description in a language chosen by the user and is d

efined as

[Téxt ;;=UTF8String (SIZE (1..256))

6.2.18.7 Int4

The value int4 is defined as follows:

int4 INTEGER ::= 4294967295

© 1SO 2008 — All rights reserved
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6.2.18.8 ERI Error codes

The EriErrorCodes type is defined as follows:

ErrorCode ::= ENUMERATED {

-- enciphgrment support errors

-- authent|cation support errors

illegalArgument, illegalVehicleld,
illegalCertificate, illegalSignature,
illegalEntity, illegalHolderAccess,
illegalDate, notCustomized,
notCommissioned, noEntry,
TesourcetimitExceeded;

noEnciphermentCapability,
noDeciphermentCapability,
secretKeyEncryptionAlgorithmNotSupported,
publicKeyEncryptionAlgorithmNotSupported,

noSigningCapability,
noSignatureVerificationCapability,
hashingAlgorithmNotSupported,
sigingAlgorithNotSupported,

otherError,

)

The EriEfrorCode type can take one of the following values:

64

illegalArgument: if the argument has an illegal structure or.an illegal value;

illegalVehicleld: if the VIN, if present, is not conformant to ISO 3779 or the vehicleld does not contain the
required value;

illeggICertificate: if one or more certificates are illegal or do not contain correct values;
illegqISignature: if the signature is not carrect;
illegalEntity: if the entityld or entity\role is incorrect;

illegalHolderAccess: if the credentials of the ERT holder were not correct;

[
=

illegalDate: if the date-was not correct, e.g. not within the validity period of the certificate(s) or not lat
than|in earlier authentication data;

notCustomized: if the ERT is not yet customized (and does not yet contain a vehicle identifier);

notCpmmissioned: if the ERT is customized but not commissioned;

noEntry: if the entry was not present, when there is e.g. no entry with a particular entry id;

resourceLimitExceeded: if an ERT cannot store the data in the argument of a transaction because the
size of the data exceeds its storage capacity;

noEnciphermentCapability: if a transaction requires encipherment capabilites and the ERT has no
enabled encipherment capabilities;

noDeciphermentCapability: if a transaction requires decipherment capabilities and the ERT has no
decipherment capabilities;
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— secretKeyEncryptionAlgorithmNotSupported: if a transaction specifies a secret key encryption algorithm
that is not supported by the ERT;

— publicKeyEncryptionAlgorithmNotSupported: if a transaction specifies a public key algorithm for
encryption or decryption that is not supported by the ERT;

— noSigningCapability: if a transaction requires signing capabilities while the ERT has no enabled signing
capabilities;

— noSignatureVerificationCapability: if a transaction requires signature verification capabilities while the
ERT has no signature verification capabilities;

—t+ hashingAlgorithmNotSupported: if a transaction specifies a hashing algorithm that is not Supported by the
ERT;

—1 sigingAlgorithNotSupported: if a transaction specifies a public key algorithm <for’ signing or |signature
verification that is not supported by the ERT;

—t OtherError: if some other error has occurred while the transaction was attempted.
6/3 The ERT interfaces

6{3.1 General ERT interface conformance requirements

The ERI data, ERI security data and the ERT number can only be accessed as specified in thfjs part of
ISO/TS 24534.

Ah application layer protocol data unit to be exchanged with an ERT shall be an ERI protocol data unit of type
EfiPdu, i.e. of type EriRequestPdu or of type EriResponsePdu.

Anh ERI protocol data unit shall be encodedyin conformance with to the canonical Packed Encod|ng Rules
LANONICAL-PER) ALIGNED variant defined in ISO/IEC 8825-2.

—~
fan

The lower layer protocols (session and‘lower, as applicable) shall comply with International Standard

o

NPTE If required, an ERI protocol data unit may be segmented and reassembled (in ISO/IEC 7498-1 terminology) as
appropriate.

6)3.2 The ISO/IEC 14443 interface

| the case where)the interface between an ERT and an onboard or external proximity ERI readef/writer is
based on ISO/IEC 14443, 6.3.1 applies and the interface shall comply with ISO/IEC 14443 part 1, 2,(3, and 4,
and with:

— theERT acting as a PICC (Proximity Integrated Circuit card) of type A or B;

4l I I el W | (] L b - Do _ (D - N o |- - - AY s i) )
——theonboardERreaderfwriteracting—as—aPEB—(Proximity CouptingDBevice)supporting—both types A

and B.

An ERI protocol data unit shall be directly transferred using the INF field of one or more I-blocks (see
ISO/IEC 14443-4).

NOTE 1 Consequently, an ERI protocol data unit is not packed into ISO/IEC 7816-4 application protocol data units as
suggested in ISO/IEC 14443-4.

Segmenting and reassembling of an ERI protocol data unit shall be accomplished, if required, with chaining as
specified in ISO/IEC 14443-4.
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Collisions between an onboard reader or writer and an external (hand held) reader or writer shall be avoided.

NOTE 2 For a hand held reader or writer this may be accomplished if the other onboard ERI equipment is switched off
when the engine is switched off and/or when the vehicle is not being driven.

6.3.3 The short-range air interface

6.3.3.1  General short-range air interface requirements

An onboard communication device providing short-range access to an ERT shall be capable of transferring
ERI protdcol data units received from its (cellular network) peer to the ERT and vice versa.

6.3.3.2 | The use of the DSRC application layer protocol

6.3.3.2.1| General

If the DSRC application layer protocol is used for ERI transactions, 1SO 15628 (er,EN 12834 within the EU)
shall be gpplied as specified in this clause.

NOTE This makes the ERI DSRC interface compatible with other DSRC application interfaces such as ISO 14906.

6.3.3.2.2| Use of the DSRC initialization service

Whenevdr a DSRC link is to be used for ERI transactions, the ISO-15628/EN 12834 initialization service shall

be used as follows:

— Eithgr the mandApplications component or the nenmandApplications component of the initialisatiop-
request T-PDU (Beacon Service Table, BST) shall\contain an ERI application component.

— The |applications component of the initialisation-response T-PDU (Vehicle Service Table, VST) shall

contain an ERI application component.

— The palue of the ERI application cemponent in an initialisation-request or an initialisation-response shall
be a$ follows:

— ['he aid component shallhave the value “automatic-vehicle-identification”.
— ['he eid componefntmay be omitted and, if present, shall be ignored by the ERI application.

— ['The parameter component may be omitted and, if present, shall be ignored by the secufe
communi€ations functions using asymmetric techniques as defined in this part of ISO/TS 24534.

NOTE 1 The designation of an application as mandatory or non-mandatory and its position in the list of applications|is
outside the(scope of this part of ISO/TS 24534. It only influences the priority of the ERI application relative to other

nnnnn

ot T S T ~ V-t ) 290505 cion 2 a5 oA aconay
applicationsidentifred-imthe BST(see 7322 of1SO15628-or 7-3-2 of EN-128347):

NOTE 2  The eid component and the parameter component may however be used for other, non-ERI, AVI applications.

6.3.3.2.3 Use of the DSRC action request

An ERI transaction request is sent from an ERI reader/writer to the onboard DSRC unit as an
ISO 15628/EN 12834 action-request as follows:

— The value of the mode component shall be TRUE (as all ERI transactions are confirmed).

— The value of the eid component shall be 0.
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— The value of the actionType component shall be eriTransaction << to be registered with NEN >>.
— The accessCredentials component shall not be present.

— The value of the accessParameter component shall be passed as received to the ERT as the value of an
eriRequestPdu.

— The iid component shall not be present.

NOTE The action-request is of type Action-Request which is defined in ISO 15628/EN 12834 as follows:

Agtion-Request::=SEQUENCE{

mode BOOLEAN,
eid Dsrc-EID,
action Type ActionType,

accessCredentials OCTET STRING (SIZE (0..127,...)) OPTIONAL;
actionParameter Container OPTIONAL,
iid Dsrc-EID OPTIONAL

}

nd of note)

—
[0}

6J3.3.2.4 Use of the DSRC action response

An ERI transaction response received from an ERT is sent by the onboard DSRC unit to the external ERI
rgader as an ISO 15628/EN 12834 action-response as follows:

—+ The value of the eid component shall be 0.
—t The iid component shall not be present.

—t+ The value of the responseParameter,component, if present, shall be the value of the eriResponjsePdu as
received from the ERT.

—t+ The ret component may be omitted and, if present, shall be ignored when the eriResponsePdlu is also
present.

NPTE 1 The action-respanse shall be of type Action-Response which is defined in ISO 15628/EN 12834 as fpllows:

Agtion-Response::=SEQUENCE{

Fill BIT STRING (SIZE(1)),
eid Dsrc-EID,

iid Dsrc-EID OPTIONAL,
responseParameter Container OPTIONAL,
ret ReturnStatus OPTIONAL
}

(end of note)

In case the DSRC device is not capable of transferring an eriRequestPdu to an ERT, an ISO 15628/EN 12834
action-response containing a ret component of type ReturnStatus is returned to the roadside unit.

NOTE 2  The mechanisms to be used for passing an EriRequestPdu from a DSRC device to the ERI Device are outside
the scope of this part of ISO/TS 24534. It is assumed that some generic onboard platform or network will emerge that can
be used for this purpose. In the meantime, the manufacturer of a DSRC device may have to cope with different means for
connecting its DSRC device to onboard reader/writer of the ERI-unit.
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6.3.3.2.5

Embedding of ERI provisions in the DSRC application layer definition

See the ASN.1 module “Reduced ISO 15628 MODULE” in A.2.

6.3.4 The Remote Access interface

A short-range air interface shall be capable of exchanging ERI data protocol units conform 6.3.1.

An onboard communication device providing remote access to an ERT shall be capable of transferring ERI

protocol

68

ata units received from its (cellular network) peer to the ERT and vice versa
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Annex A
(normative)

ASN.1 Modules

A t—Overview

This annex contains the following ASN.1 modules:

—t+ Transaction module (starts at page 69),

— Areduced ISO 15628 module to show how it can be used (starts at page 79).

The vehicle data module “ElectronicRegistrationldentificationVehicleDataModule” can be found in
ISO/TS 24534-3.

A.2 ASN.1 Modules

NDTE This clause can as a whole be converted to simple text and then be compiled. It therefore cpntains no
adlditional clause headers and titles.

-- TRANSACTIONS MODULE -

ectronicRegistrationldentificationTransactionsModule
so(1) standard(0) is024534 (24534) transactions (2) version (0)}
FFINITIONS AUTOMATIC TAGS ::= BEGIN

O~ m

1 Electronic Registration Identification (ERI) Transactions

--|EXPORTS everything;

MPORTS
RegistrationAuthority, Vehicleld, AdditionalEriData, Entityld
FROM ElectronicRegistrationldentificationVehicleDataModule;

EfiPdu ::= CHOICE {

requestPdu EriRequestPdu,
reponsePdu EriResponsePdu
¥
EtiRequestPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ( {EriTransactions}),
argument TRANSACTION.&ArgumentType
( {EriTransactions} {@.transactCode}) OPTIONAL
}
EriResponsePdu ::= CHOICE {
resultPdu EriResultPdu,
errorPdu EriErrorPdu
}
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EriResultPdu ::= SEQUENCE {
transactCode
result

}

EriErrorPdu ::= SEQUENCE {
transactCode
error

}

TRANSACTION.&transactionCode ( {EriTransactions}),
TRANSACTION.&ResultType ( {EriTransactions} {@.transactCode})

TRANSACTION.&transactionCode ( {EriTransactions}),
TRANSACTION.&ErrorCodes ( {EriTransactions} {@.transactCode})

—- TRANSACTION.
AWVIILIN O LTI TILYIT

TRANSACTION ::= CLASS {
&ArgumentType
&ResultType
&ErrorCodes
&transactionCode

}
WITH SYNTAX {
ARGUMENT
RESULT
[ERRORS
CODE

}

EriTransactions TRANSACTION ::= {

getEriData | getAuthenticatedEriData |

setEriData | getCiphertextHistoricEriData | getCleartextHistaricEriData |
getPublicCertificateVerificationKeyld | getPublicEnciphermentKeyErt |

commissionErt | withdrawCommissioning |

getCiphertextHistoricComData | getCleartextHistoricComData |

updateAccessControlList | getCiphertextAccessControlListEntry | getCleartextAccessControlListEntry |

getErtCapabilities
}

-- Get ERI data

getEriData TRANSACTION ::= {
ARGUMENT
RESULT

ERRORS

CODE

}

GetEriDataArgument ::=SEQUENCE {

onBehalfOf
challende
includeAdditionalData

}

ErrorCode OPTIONAL,
INTEGER UNIQUE

&ArgumentType
&ResultType
&ErrorCodes]
&transactionCode

GetEriDataArgument
GetEriDataResult
{notCustomized}

1

Entityld OPTIONAL,
Challenge,
BOOLEAN

GetEriDataResult ::= SEQUENCE {

registrationAuthority
eriResultData

}
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RegistrationAuthority OPTIONAL,
SECURED {CleartextEriData}
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--Authenticate ERI data

getAuthenticatedEriData TRANSACTION ::=
ARGUMENT GetAuthenticatedEriDataArgument
RESULT GetAuthenticatedEriDataResult
ERRORS {notCustomized}
CODE 2
}

GetAuthenticatedEriDataArgument ::= SEQUENCE {
—ertHoiderCredentials—— ErtHoiderCredentials;

challenge Challenge,
includeAdditionalData BOOLEAN
}

GetAuthenticatedEriDataResult ::= SEQUENCE {
registrationAuthority Entityld OPTIONAL,
authenticateResultData CLEAR-SECURED {CleartextEriData}
}

1 ERI data and ERT security flags

CleartextEriData ::= SEQUENCE {

eriDataOrld EriDataOrld,
ertSecurityStatus ErtSecurityFlags OPTIONAL
}
EfiDataOrld ::= CHOICE {
vehicleld Vehicleld,
unsignedDatedEriData DATED {EriData},
datedAndSignedEriData SIGNED-{DATED {EriData}, PrivateSignatureKey} -- BOE signed
}
EfiData ::= SEQUENCE {
id Vehicleld,
additionalEriData OCTET STRING (CONTAINING AdditionalEriData) OPTIONAL
}

EftSecurityFlags ::= BIT STRING{

flagsHaveBeenResetted (0),

notCommissioned (1),

lowSupplyValtagtelndication (2),

highSupplyMoeltagelndication (3),

lowClockFrequencylndication (4),

highCloekFrequencylndication (5),

lowJemperaturelndication (6),

highTemperaturelndication (7)

} (SIZE (0..16)) -- bit 8 .. 15 reserved for future use

-+ Set ERI data

setEriData TRANSACTION ::= {

ARGUMENT SetEriDataArgument
RESULT NULL
ERRORS {SetEriDataErrors}
CODE 3
}
SetEriDataArgument ::= CHOICE {
clearTextArgument ClearTextSetEriDataArgument,
encryptedArgument ENCRYPTED {ClearTextSetEriDataArgument}
}
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ClearTextSetEriDataArgument ::= CHOICE {

authenticatedEriData
notAuthenticatedEriData

}

SetEriDataErrors ErrorCode ::={
illegalArgument |
illegalCertificate |
illegalDate |
resourceLimitExceeded |
}

BOE-AUTHENTICATED {DATED {EriData}},

DATED {EriData}

illegalVehicleld |
illegalSignature |
notCommissioned |
otherError

-- Retripve historic ERI data

getCiphertextHistoricEriData TRANSACTION ::= {

ARGUMENT
RESULT
ERRORS
CODE

}

GetCiphertextHistoricEriDataArgument
SECURED {HistoricEriData}
{notCustomized}

4

GetCipheftextHistoricEriDataArgument ::= SEQUENCE {

onBehalfOf
challenge
number

}

Entityld OPTIONAL,
Challenge,
INTEGER (1..int4)

getCleartg¢xtHistoricEriData TRANSACTION :={

ARGUMENT
RESULT
ERRORS
CODE

}

GetCleartextHistoricEriDataArgument
CLEAR-SECURED.{HistoricEriData}
{notCustomized}

5

GetCleartextHistoricEriDataArgument ::= SEQUENCE {

credentials
challenge
number

}

HistoricEfjData ::= SEQUENCE {
number

outOf

historicRecord

}

-- Get gublic verification key

ErtHelderCredentials,
Challenge,
INTEGER (1..int4)

INTEGER (1..int4),
INTEGER (1..int4),
ClearTextSetEriDataArgument

getPublicCertificateVerificationKeyld TRANSACTION ::= {

ARGUMENT NULL
RESULT Keyld
CODE 6
}
getPublicEnciphermentKeyErt TRANSACTION ::= {
ARGUMENT BOE-AUTHENTICATED {Vehicleld}
RESULT PublicEnciphermentKey
ERRORS {GetPublicEnciphermentKeyErrors}
CODE 7
}
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GetPublicEnciphermentKeyErrors ErrorCode ::={

illegalArgument | illegalVehicleld |
illegalCertificate | illegalSignature |
illegalEntity | noDeciphermentCapability |
otherError }

-- Commissioning

commissionErt TRANSACTION ::={
ARGUMENT CommissionErtArgument
RESULT NUtE
ERRORS {CommissionErtErrors}
CODE 8
}

CpmmissionErtArgument ::= CHOICE {
authenticatedData BOE-AUTHENTICATED {DATED {CommissjoningData}},
notAuthenticatedData DATED {CommissioningData}
}

CpmmissioningData ::= SEQUENCE {
vehicleld Vehicleld,
registrationAuthority Entityld,
resetSecurityFlags BOOLEAN,
enciphermentKeyld Keyld OPTIONAL,

publicEnciphermentKeyAuthority PublicEnciphermentkey~\O@PTIONAL,
publicVerificationKeyCertificate ErtCertificate OPTIONAL,

privateData ENCRYPTED {RrivateCommissioningData} OPTIONAL
}
PfivateCommissioningData ::= SEQUENCE {
privateSignatureKeyErt PrivateSignatureKey OPTIONAL,
pin PIN ©PTIONAL
}
CpmmissionErtErrors ErrorCode ::= {
illegalArgument | illegalVehicleld |
illegalCertificate | illegalSignature |
illegalEntity | illegalDate |
notCustomized | resourceLimitExceeded |

noEnciphermentCapability |
secretKeyEngcryptionAlgorithmNotSupported |
publicKeyEncryptionAlgorithmNotSupported |
noSigningCapability |
hashingAlgorithmNotSupported |
sigingAlgorithNotSupported |

otherError

1 Withdraw Commissioning

withdrawCommissioning TRANSACTION ::= {
-- this transaction also removes all public encipherment keys

ARGUMENT WithdrawCommissioningArgument

RESULT SECURED {WithdrawCommissioningResultData}
ERRORS {WithdrawCommissioningErrors}

CODE withdrawCommissioningCode

}

withdrawCommissioningCode INTEGER ::= 9
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WithdrawCommissioningArgument ::= CHOICE {

authenticatedData BOE-AUTHENTICATED {Vehicleld},
notAuthenticatedData Vehicleld
}

WithdrawCommissioningResultData ::= [APPLICATION withdrawCommissioningCode ] SEQUENCE {
withdrawn WithdrawCommissioningArgument,
historicComData HistoricComData
}

WithdrawCommissioningErrors ErrorCode ::= {
illegalArgument | illegalVehicleld |
illegalCertificate | illegalSignature |
illegalEntity | illegalDate |
notCustomized | notCommissioned |
otherError }

-- Get Qistoric commissioning data

getCiphertextHistoricComData TRANSACTION ::= {

ARGUMENT GetCiphertextHistoricComDataArgument
RESULT SECURED {HistoricComData}

ERRORS {notCommissioned}

CODE 9

}

GetCipheftextHistoricComDataArgument ::= SEQUENCE {
onBehalfOf Entityld OPTIONAL,
challenge Challenge,
number INTEGER (1..int4)

}

getCleartgxtHistoricComData TRANSACTION :={

ARGUMENT GetCleartextHistoricComDataArgument
RESULT CLEAR{SECURED {HistoricComData}
ERRORS {notCommissioned}

CODE 10

}

GetCleartpxtHistoricComDataArgument_i= SEQUENCE {
credentials ErtHolderCredentials,
challenge Challenge,
number INTEGER (1..int4)

}

HistoricCpmData ::= SEQUENCE {
number INTEGER (1..int4),
outOf INTEGER (1..int4),
historicRecord CommissionErtArgument
}

-- Update access control list

updateAccessControlList TRANSACTION ::

74

ARGUMENT UpdateAccessControlListArgument
RESULT NULL

ERRORS {UpdateAccessControlListErrors}
CODE 11

}

© 1SO 2008 — All rights reserved


https://standardsiso.com/api/?name=437a5d1b4bd094f13fa26a68474c44f4

ISO/TS 24534-4:2008(E)

UpdateAccessControlListArgument ::= CHOICE {

authorityUpdate SIGNED {AccessControlListUpdate, PrivateSignatureKey},
holderUpdate HolderAccessControlListUpdate
}
HolderAccessControlListUpdate ::= SEQUENCE {
credentials ErtHolderCredentials,
entry AccessControlListUpdate
}
AccessControllistUpdate ::= SEQUENCE {
mode ENUMERATED {deleteAllAndAdd (0), add (1), delete (2)}
DEFAULT add,
entry AccessControlEntry OPTIONAL
}
AgcessControlEntry ::= SEQUENCE {
id Entityld,
name Text OPTIONAL,
enciphermentKeyld Keyld OPTIONAL,
publicEnciphermentKeyReader PublicEnciphermentKey OPTIONAL
}
UpdateAccessControlListErrors ErrorCode ::= {
illegalArgument | illegalVehicleld |
illegalSignature | illegalHolderAccess |
illegalDate | noEntry |
resourceLimitExceeded | noEnciphermentCapability |
otherError }

1 Retrieve the access control list

getCiphertextAccessControlListEntry TRANSACTION ::= {

ARGUMENT GeiCiphertextAccessControlListEntryArgument
RESULT SECURED {AuthorityAccessControlListEntry}
CODE 12
}

GetCiphertextAccessControlListEntryArgument ::= SEQUENCE {
challenge Challenge,
number INTEGER (1..int4)
}

gétCleartextAccessControlListEntry TRANSACTION ::= {
ARGUMENT GetCleartextAccessControlListEntryArgument
RESULT CLEAR-SECURED {AccessControlListEntry}
ERRORS {GetCleartextAccessControlListEntryErrors}
CODE 13
}

tC:UdrtU)\tAbbcDDCUI Itl U:letEI Itl yI"\\l Hul 1TCT It e SEQU EI"‘IICE {

credentials ErtHolderCredentials,
challenge Challenge,
number INTEGER (1..int4)
}

AuthorityAccessControlListEntry ::= AccessControlListEntry (WITH COMPONENTS {..., holderEntry ABSENT} )
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