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Foreword

ISO (the |

nternational Organization for Standardization) is a worldwide federation of national standards bodies

(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
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commlttees Each member body interested in a subject for WhICh a technlcal committee has been
and
nmental in liaison with 1SO, also take part in the work. 1SO coIIaborates closely W|th tre
nal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

task of technical committees is to prepare International Standards. Draft Interngtional Standards
by the technical committees are circulated to the member bodies for voting.| Publication as an
nal Standard requires approval by at least 75 % of the member bodies casting-a vote.

ircumstances, particularly when there is an urgent market requirement for such documents, |a
committee may decide to publish other types of normative document:;

O Publicly Available Specification (ISO/PAS) represents an agreement between technical experts jn
O working group and is accepted for publication if it is approved by more than 50 % of the membefs

bO Technical Specification (ISO/TS) represents an agreement between the members of a technigal
ittee and is accepted for publication if it is approved.by 2/3 of the members of the committee casting

AS or ISO/TS is reviewed after three years*in order to decide whether it will be confirmed for|a
fee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS fis
it is reviewed again after a further three years, at which time it must either be transformed into gn
nal Standard or be withdrawn.

is drawn to the possibility that'some of the elements of this document may be the subject of patent
D shall not be held responsible*for identifying any or all such patent rights.

1534-1 was prepared by Technical Committee ISO/TC 204, Intelligent transport systems, and by
Committee CEN/TC2278, Road transport and traffic telematics in collaboration.

1534 consists) of the following parts, under the general title Automatic vehicle and equipmepnt
ion — Electrehic Registration Identification (ERI) for vehicles:

1: Architecture

POperational requirements

—  Part

—  Part

—  Part

3: Vehicle data
4: Secure communications using asymmetrical techniques

5: Secure communications using symmetrical techniques
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Introduction

A quickly emerging need has been identified with administrations to improve the unique identifi

:2007(E)

ication of

vehicles for a variety of services. Situations are already occurring where manufacturers intend to fit lifetime
tags to vehicles. Various governments are considering the needs and benefits of Electronic Registration

Cl It;ﬁbd‘l;ull (ER;) do d icyai pIUUf Uf VG;I;L;;U |u'c||t|ty VVitil pUtUI Itidi Illdllddtuly USCS. Ti ICICT ib CUITITTI
eg¢onomic justification both in respect of tags and infrastructure that a standard enables aninte
solution.

ERI is a means of uniquely identifying road vehicles. The application of ERI will offer significant ber
existing techniques for vehicle identification. It will be a suitable tool for the future manager
afiministration of traffic and transport, including applications in free-flow, multi-lane.tfaffic condition
capability to support mobile transactions. ERI addresses the need of authorities’ and other road u
tristed electronic identification, including roaming vehicles.

The unique vehicle identifier is held in a secure environment within an Electronic Registration Tag (H
tq a vehicle. The identifier used to identify a vehicle is called the vehicle-identifier or vehicleld. The
thicIe identifier is the VIN, assigned to the vehicle by its manufacturer in accordance with ISO 3
riant of this vehicle identifier.

The ERT may contain vehicle data in addition to the unique.idéntifier, as required by authorities or thg
fgr ERI applications (e.g. vehicle registration details). An.ERT is the core component for simple to
applications of ERI, ranging from a simple read-only device, with more complex applications requiri
mlore communications systems.

The ERT may be accessed by an Electronic Registration Reader (ERR), either to read, or read/w
frpm or to an ERT.

Optionally, the ERT may communicate-with other onboard vehicle equipment. The potential rang
applications, simple to complex, wilkrequire interoperability to exist between an ERT and an
application.

This part of ISO/TS 24534 illustrates the ERI system concept and the fully featured ERI function
simple to complex applications of ERI.

The various parts of\}SO 24534 provide the overall framework for ERI and specification of require
“fllly featured” ERI-An associated International Standard in this family of ERI standards, 1SO 24535
a|subset of these /requirements to provide a “basic ERI” functionality. Figure 1 shows the functio
agcommodating-both fully featured and basic ERI.
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Automatic vehicle and equipment identification — Electronic

Registration Identification (ERI) for vehicles —

Part 1:

\rchitecture

11 Scope

This part of ISO/TS 24534 provides the requirements for electronic registration_that is based on an
asgsigned to a vehicle (e.g. for recognition by national authorities), suitable te.be used for:

— electronic identification of local and foreign vehicles by national autherities,
—t+ vehicle manufacturing, in-life maintenance and end-of-life identification (vehicle life cycle manags
— adaptation of vehicle data (e.g. for international resales),

—1 safety-related purposes,

—t crime reduction, and

— commercial services.

Itladheres to privacy and data protection-regulations.

This part of ISO/TS 24534 provides an overview of the ERI system concept, in terms of the onboa
components and the externpal\off-vehicle components required for an operational system. Th¢g
rgquirements are defined in the Parts 2, 3, 4 and 5 of ISO 24534 and for the more limited, relevant |
of ISO 24535.

2| Normative references

The following referenced documents are indispensable for the application of this document. H

dpcument (including any amendments) applies.

identifier

ement),

d vehicle
detailed
rovisions

or dated

rgferences, only the edition cited applies. For undated references, the latest edition of the r¢ferenced

ISO 7498-2, Information processing systems — Open Systems Interconnection — Basic Reference
Part 2: Security Architecture

Model —

ISO 14814, Road transport and traffic telematics — Automatic vehicle and equipment identification —

Reference architecture and terminology

ISO/IEC 9798-1, Information technology — Security techniques — Entity authentication — Part 1: General
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1
additional vehicle data
vehicle related data in addition to the vehicle identifier

3.2

air interface

conductot[—free medium between onboard ERI equipment and the reader/interrogator through which the linking
of the onlpoard equipment to the reader/interrogator is achieved by means of electro-magnetic signals

[1SO 148]4]

3.3
back office
facility for the control and data management of an ERI system by an authority, or for the provision of related
services by a service provider

3.4
confidentiality
informatign not made available or disclosed to unauthorized individuals, entities, or processes

[ISO 7498-2]

3.5
Electronjc Registration Identification
ERI
action orjact of identifying a vehicle with electronic means:for purposes described in the scope of this part pf
ISO/TS 24534

3.6
ERI data
ERI data [consisting of the vehicle identifier and possible additional vehicle data as defined in ISO/TS 24534-

O

3.7
Electronjc Registration Reader
ERR
device uged to read or read/write-data from or to an “Electronic Registration Tag”

3.8
Electronjc Registration-Tag
ERT
onboard [ERI device that contains the ERI data, including relevant security provisions and one or mofe
interfaceg to aécess that data

NOTE In“ cases of high security this is a type of SAM The FRT interfaces with onboard FRI equipment lto
communicate with external systems and may also interface with onboard non-ERI equipment components.

3.9

key

sequence of symbols that controls the operations of a cryptographic transformation (e.g. encipherment,
decipherment, cryptographic check function, signature generation, or signature verification)

[ISO/IEC 9798-1]

2 © 1SO 2007 — All rights reserved
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3.10
onboard ERI equipment
equipment fitted within or on the outside of the vehicle and used for ERI purposes

NOTE The onboard equipment includes the ERT and any communication provisions for the exchange of ERI data
with an ERI reader or writer.

3.1

security
protection of information and data so that unauthorized persons or systems cannot read or modify them and
apthorized persons orsysterms are ot demnied access to them

3[12
specific vehicle identification
agtion or act of establishing the identity of a specific vehicle

NDTE 1 This is in contrast to vehicle vicinity identification, where the vicinity of a vehigleowith a specific| identity is
dgtected. With specific vehicle identification, it also known which specific vehicle has been identified.

NPTE 2 Two kinds of specific vehicle identification may be distinguished; first, localized vehicle identificatign in which
cgse the location of the identified vehicle known which such a precision that not more' than one vehicle can be|present at
t>1e same time on that location; second, peer communication identification, in which case the identification of the vehicle
emgaged in some form of communication (e.g. an EFC transaction) is established:
3/13

vehicle identification

agtion or act of establishing the identity of a vehicle. For theXpurpose of this part of ISO/TS 24534, a dlistinction
islmade between specific vehicle identification and vehicle.vicinity identification

3[14

vehicle vicinity identification
agtion or act of establishing the identity of a\specific vehicle near an external ERI reader (ERR) without
pinpointing the exact position of the vehicle

NPTE If there is more than one vehiclé_present in the vicinity of a reader, no specific vehicle, or its exact |ocation, is
dentified. However, it will establish a specific vehicle identity has passed in the vicinity of a reader.

4/ Abbreviated terms

1
El
Litomatic Equipfaent Identification

> > b

42
AVI
Alitomatic Vehicle Identification

4.3
ELV

End of Life Vehicles
4.4

ERI
Electronic Registration Identification

4.5

ERR
Electronic Registration Reader

© 1SO 2007 — All rights reserved 3
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4.6
ERT
Electronic Registration Tag

4.7
OBE
Onboard equipment (including non-ERI equipment)

4.8
SAM

Secure Application Module
4.9

VIN
Vehicle ldentification Number

5 Ele¢tronic registration identification system context

ERI is used, or may be used, for a number of purposes and with a range of capabilities. A high-level view pf

the ERI cpntext is shown in Figure 2.

Public sector
providers

ERI
interrogator

Vehicle
owners keepers

ERI
interrogator

Overview
ERI
context

Registration
authorities

Access o ERI Law
management interrogator )| enforcement
Vehicle ERI Private sector
manufactdrer interrogator providers

Figure 2 — High level overview of the ERI context

© 1SO 2007 — All rights reserved


https://standardsiso.com/api/?name=4d722bbf571a043cd799ff518b16314d

ISO/TS 24534-1

At its simplest level, “Basic ERI” involves the sequence shown in Figure 3.

X X

ERI .
ERI Service
interrogator® provider®
Wake up? -
Request ID? -

Communication security
(optional)

Provide ID

\
y

Perform service® -

@] In some instances the ERT may initiate the transaction, e.g. ERT awarenéss'of vehicle location.

o

Services in this context may be anything from recognition for access control through enforcement.

Figure 3 — Example sequence diagram for basic ERI

Bpsic ERI is further defined in ISO 24535. However;, many envisaged ERI transactions are more conj
simple identification. A transaction sequence for @fully featured ERI system may take many forms. F
an example of a more complex communication-scenario for the reading and writing of ERI data.

This scenario comprises the following steps:

a) mutual authentication phase,

b) data exchange phase, and

c] session release phase‘with the end of session transaction.

© 1SO 2007 — All rights reserved
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Mutual authentification phase

ERI reader/writer ERT

Mutual authentification 1 . Request

Mutual authentification 1 . Response

Whilst Fi
complexit
function

[\ -y 1 4o - ' oD 4
wviatudl dutiicritimeativurt £ . TACTUYUT ol

Mutual authentification 2 . Response

Data exchange phase
Get secret key ERI data . Request

Get secret key ERI data . Respohsge

Set secret key ERI data . Request

Set secret key ERIdata . Response

bession release phase .
Endof session . Request

End of session . Response

Figure 4 — ERI data read-write session

jure 4 provides an example of a fully featured ERI transaction, it is only one example. A furth
y can be added if the ERI Tag function is not simply represented by a tag, but is an identificatig
within ‘'more complex onboard equipment, possibly even transacting with other onboard vehic

[
=

n
le

systems.

Figure 5 provides a context diagram of the environment within which the ERT functions, with the wider
relationships which may exist with other components of an ERI system.
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