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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document has been created in response to an international demand for guidelines on the
development of an event detection process (EDP) for drinking water and wastewater utilities (water
utilities). The EDP is a key element of a water utility's wider event detection system. That system relies
on, and is interrelated to, the water utility's sensor and sampling systems.

This document aims to support water utilities in the development of an EDP that monitors the relevant

variables across their water/wastewater services and evaluates changes in those variables that can
suggest anevent has either occurred or could be imminent

This document aims to be consistent with both the World Health Organization (WHOQO) Water'Safety
Plan apprjoach for water supply and the WHO Sanitation Safety Planning approach for wastewalter
collection] treatment and disposal or reuse. Both take a risk-based approach to evaluating‘uncertainty
about the jquality and significance of data that suggests the occurrence of an event.

NOTE1 |This document addresses a wider range of event causation than that implied by the definition] of
‘hazard’ injthe WHO manuals.

For exampl|e (water): a change in the hardness of the water supplied could remaimwithin acceptable limits|for
public health purposes but could still represent a change in water quality of material interest to some seryice
users (e.g. preweries).

For example (wastewater): ingress of a volatile chemical into the wastéwater system ought not to represent
a direct hdalth hazard in all circumstances, but, depending on its concéntrations, could result in an explosiion
within the metwork or fire damage to the wastewater infrastructure.

Outputs ffom an EDP could help inform those within the wateér utility responsible for identifying events
and alertipg individuals responsible for event response decision-making. Such alerts could be requifed
despite urcertainty about the quality and reliability ofthe data currently available.

Event regponse decisions can be based on those decision makers’ knowledge, experience gnd
assessment of the cause(s) and effect(s) of the-event as it unfolds - including consideration of the EDP’s
outputs where appropriate.

At the digcretion of the water utility, design of the EDP could incorporate elements of automated
decision-rthaking.

NOTE 2 |If automated decision-making is proposed, consideration could require distinguishing betw¢en
situations where automation could’be appropriate and those where it would not be. For example, automatjion
with low-ignpact outcomes could-be acceptable but automation with high-impact outcomes could require gregter
caution. en considering-alitomation, it is advisable to consider the appropriateness of inputs, the compleyity
of the syst¢m, the nature’afithe water utility and the effect of time delays.

A decisior] on whether to implement the water utility’s procedure for dealing with an abnormal situatjon
could be required.in response to an identified or suspected event.

Such a dedision could depend upon the confidence in the EDP’s classification and output and the procgss
underpinning it.

The guidelines could be of particular use to those water utilities that wish to enhance their ability to
recognize abnormal events as a means to: maintain or improve public health provision; improve their
operational processes; enhance the levels of their service provision; or reduce risks to the continued
delivery of existing service levels.

In addition, development of an EDP can be a valuable aid to organizational learning and memory. The
existence of an effective and efficient EDP provides a significant control against the risk of loss of
individuals’ knowledge and expertise by increasing a water utility’s independence from such vulnerable
resources. Regular use and review of an EDP’s successes and failures can contribute to organizational
learning and a reduction in the time taken to detect an event.
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Event detection process: Guidelines for water and
wastewater utilities

The following subjects are within the scope of this document:

Th
Th
Th

Th

se¢ ISO 24518 and EN 15975 Part 1.

2

co
un

IS() 24513, Activities relating to drinking water, wastewater and stormwater services — Vocabu

3

Fo

Thf following documents are referred to in the text in such a way that some or all of the
stitutes requirements of this document. For dated references, only the edition cited applies. For

stewater events.

publicly and privately owned and operated water utilities. It does not fayeur any
ownership or operating model;

all aspects of the drinking water system and the wastewater system;

all causes of abnormal changes in water and/or wastewater service-provision capable of
by monitoring systems including accidents, unexpected operational changes, natural ha
intentional disruption.

is document is independent of the measurement methodsjused to collect the data.
document focuses on events which could imminentlyyaffect the water utility’s interested
following are outside the scope of this document:

methods of design and construction of drinking water and wastewater systems;
plumbing and drainage systems not under the control of the water utility.

lis document does not include details’about action taken as a result of event detection. For su

Normative references

dated references,the latest edition of the referenced document (including any amendment

Térms and definitions

yvater and

particular

detection
zards and

parties.

Ich details

ir content
5) applies.
lary

The purposes of this document, the terms and definitions given in 150 24513 and the folfowing apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at http://www.electropedia.org/

3.1
classification
category that the event (3.5) falls into

©lI
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3.2
continual improvement
recurring activity to enhance performance (3.15)

Note 1 to entry: The process (3.16) of establishing objectives (3.13) and finding opportunities for improvement
is a continual process through the use of audit findings and audit conclusions, analysis of data, management
reviews or other means and generally leads to corrective action or preventive action.

Note 2 to entry: The nature of the activity can differ between cycles of recurrence.

[SOURCE: ISO 9000: 2015, 3.3.2, modified — Note 2 to entry replaced.]

3.3
documenfted information
informatipn required to be controlled and maintained by an organization (3.14) and theamedium |on
which it i contained

Note 1 to eptry: Documented information can be in any format and media and from any source,
Note 2 to eptry: Documented information can refer to:

— the management system, including related processes (3.16);

— informpation created in order for the organization (3.14) to operate (documéntation);
— eviderjce of results achieved (records).

34
effectiveness
extent to which planned activities are realized and planned results are achieved

3.5
event
situation where a behaviour deviates from the nefmal

Note 1 to eptry: An event can be one or more oceurrences, and can have several causes.
Note 2 to eptry: An event can consist of something not happening.
Note 3 to eptry: An event can sometimesbe referred to as an “incident” or “accident”.

» o«

Note 4 to entry: An event without consequences can also be referred to as a “near miss”, “incident”, “near hit] or
“ )
close call

Note 5 to eptry: For the purposes of this document, “normal” refers to what is expected.

3.6
event detection
recognitiqn of event indicator (3.9) and/or information about a new situation

Note 1 to ehtryNew-sittationseanbesortedintooneof thefolowing:

— eventindicator and/or situation(s) are considered known and non-hazardous;
— eventindicator and/or situation(s) are considered hazardous, but a procedure to handle them already exists;
— eventindicator and situation(s) are considered unknown, and for which a procedure does not yet exist.

3.7

event detection process

EDP

set of interrelated or interacting activities which transforms inputs [data or information on an actual or
suspected event (3.5)] into outputs [to support the water utility’s (3.19) operational activities]

2 © IS0 2019 - All rights reserved
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3.8

event identification table

EIT

table developed by the organization (3.14) that contains examples of proven connections between
changes in water measurements and possible causation types

3.9

event indicator

signal to the water utility or one or more stakeholders (3.18) that an event (3.5) can have occurred with
the potential to cause a significant deviation in the users' expectations of service performance (3.15)

Nofe 1 to entry: The signal can exist yet remain unobserved for a period.

talhle developed by the water utility (3.19) that contains suspected conmetCtions between event
indicators (3.9) and performance measurements (3.11) based on scientific knowlédge and watefr industry

determining the status of a system, a process (3.16) or an-activity

Note 1 to entry: To determine the status there can be a'heed to check, supervise or critically observe.

3.13
objective
result to be achieved

Note 1 to entry: An objective can be strategic, tactical or operational.

Note 2 to entry: Objectives can relate to different disciplines (such as finance, health and safety, and envjronmental
godls) and can apply at differentlevels [such as strategic, organization-wide, project, product and prodess (3.16)].

Note 3 to entry: An objective.can be expressed in other ways, for example as an intended outcome, a gurpose, an
op¢rational criterion, ah-¢vent detection objective or by the use of other words with similar meaning (e.g. aim,
goal or target).

Nofe 4 to entry: Inthe context of an event detection system, event detection objectives are set by the water utility
(3.19), consistent with the event detection management policy, to achieve specific results.

3.14
organization
petson or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives (3.13)

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation,
firm, enterprise, authority, partnership, association, charity or institution, or part or combination thereof,
whether incorporated or not, public or private.

Note 2 to entry: For the purposes of this document the organization responsible for event detection (3.6) will

usually be part of a wider organization [the water utility (3.19) responsible for the provision of drinking water/
wastewater services].

© IS0 2019 - All rights reserved 3
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3.15
performance
measurable result

Note 1 to entry: Performance can relate either to quantitative or qualitative findings.

Note 2 to entry: Performance can relate to the management of activities, processes (3.16), products (including
services), systems or organizations (3.14).

3.16
process
set of intefrelated or interacting activities that use inputs to deliver an intended result

Note 1 to eptry: Whether the “intended result” of a process is called an output, product or service depends on fhe
context of the reference.

Note 2 to ¢ntry: Inputs to a process are generally the outputs of other processes and outputs 6f a process pre
generally the inputs to other processes.

Note 3 to eptry: Two or more interrelated and interacting processes in series can also be referred to as a procgss.

Note 4 to pntry: Processes in an organization (3.14) are generally planned and, eayried out under controlled
conditions|to add value.

Note 5 to pntry: A process where the conformity of the resulting output €annot be readily or economically
validated if frequently referred to as a “special process”.

3.17
risk
combination of the likelihood of a hazardous event andxthe severity of consequences, if the hazgrd
occurs in the drinking water system or wastewater system

Note 1 to|entry: Risk is often characterized by reference to potential events (3.5) and consequences or a
combinatiqn of these.

Note 2 to entry: The English term “likelihood’-does not have a direct equivalent in some languages; instead, the
equivalent|of the term “probability” is often used. However, in English, “probability” is often narrowly interprefed
as a mathematical term. Therefore, in riskkmanagement terminology, “likelihood” is used with the intent thqt it
has the sarhe broad interpretation as the term “probability” has in many languages other than English.

Note 3 to gntry: Risk can also be, defined as the effect of uncertainty on objectives (3.13), where uncertainty is
the state, dven partial, of deficiency of information related to understanding or knowledge of an event (3.5)|its
consequente or likelihood.

3.18
stakeholder

interested party
person orlorganization (3.14) that can affect, be affected by or perceive itself to be affected by a decisjon
or activity

EXAMPLE Users and building owners, relevant authorities, responsible bodies, operators, employees of the
operator, external product suppliers and providers of other services, contractors, communities, customers and
environmental associations, financial institutions, scientific and technical organizations (3.14), laboratories.

Note 1 to entry: Stakeholders will typically have an interest in the performance (3.15) or success of an
organization.

Note 2 to entry: For the application of this document, environment is considered as a specific stakeholder.

4 © IS0 2019 - All rights reserved
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3.19

water utility

whole set of organization (3.14), processes (3.16), activities, means and resources necessary for
abstracting, treating, distributing or supplying drinking water, for collecting, conveying, treating,
disposing of and reusing wastewater or for the control, collection, storage, transport and use or disposal
of stormwater and for providing the associated services

Note 1 to entry: Some key features for a water utility are:

— its mission, to provide drinking water services or wastewater services, or the control, collection, storage,
transport and use of stormwater services or a combination thereof;

— | its physical area of responsibility and the population within this area;
— | itsresponsible body;

— | the general organization (3.14) with the function of operator being carried out by thenesponsible body, or by
legally distinct operator(s);

— | the type of physical systems used to provide the services, with various degrées-of centralization.
Note 2 to entry: Drinking water utility addresses a utility dealing only with.drinking water; wastewjater utility
addlresses a utility dealing only with wastewater; stormwater utilitycaddresses a utility dealing| only with

stormwater.

Note 3 to entry: When it is not necessary or it is difficult to make, 2 distinction between responsiblg body and
op¢rator, the term “water utility” covers both.

Nofe 4 to entry: In common English, “water service” can b€ used as a synonym for “water utility”, but this
do¢ument does not recommend using the term in this way:

4 | Principles of an event detection process

4.1 Design phase

4.1.1 General

The water utility should-determine the scope of the event detection process (EDP)'s|detection
ca]fabilities. This should.inelude:

—| all credible eventsiidentified via the risk assessment process;

—| the ability to'réspond promptly to unanticipated events (actual or suspected).
Thie scope should be available as documented information.

The range-of complexity of the EDP chosen can vary from manual data analysis of paper-based|historical
re¢ofds through to a fully computerized system. The level of complexity chosen should be fonsistent
withrthrewater utitity s tocatcomnditions, toavoidunreatistic assumptioms about theadequacy of the

EDP’s outputs.

The EDP's design should be based on a methodology to detect the possibility of the occurrence of events;
perform analysis of incoming data to identify and classify possible events; and contain a validation
process to constantly ensure quality of detection and classification.

Events can be water- or wastewater-related, and have water or wastewater quality consequences or
other consequences (e.g. physical ones such as pressure or flow fluctuations, or operational ones such
as chlorinous taste or foul odour complaints).

An EDP should aim to detect the occurrence of an event, provide guidance as to the event's likely cause
and assist in the classification of the event's severity, urgency and possible consequences (see Figure 1).

© IS0 2019 - All rights reserved 5
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The extent to which an EDP should be capable of distinguishing between the severity and urgency
components of abnormal conditions should be a key consideration in the design phase.

Such guidance should permit the description of one or more possible risks (by postulating one or more
chains of cause/effect/consequence).

The effectiveness of the EDP’s design and the efficiency of its application should thus reduce the
uncertainty surrounding possible alternative causes of an event pending actual confirmation of the cause.

To be successful, event detection should rely on the water utility‘s prior establishment of effective
control over_and conformity with warning values and limit values and their incorporation into
operating|procedures.

Since the EDP is based mainly on statistical analysis, the water utility should be aware that theexistence
of an EDH cannot guarantee that the event's causation and consequences for service provision will
always beg recognized before any interested party is affected or that the cause will always be quickly
identified

Risk 1 permutatiops: There is a risk that [select one from multiple causes] will disrupt the disinfection process leading to illness in the community.
Risk 2 permutatiofs: There is a risk that [select one from multiple causes] will result in a chlorine leak causing a poisonous gas hazard in the vicinity.
Risk 3 permutatiops: There is a risk that [select one from the multiple causes] will result in decrease of treatment plant flow, decreased biomass activity and a detenioration in effluent quality.
Possible Chuse(s) Event(s) Potential Consequence(s)
(Hypothesized or Suspected)
Indicator(s) Effect(s)
Risk 1 Telemetry alarms
Disinfection process problem = ON Free Chlorine level in water is low 4 Illness’in‘the.community Injury / death;
Low Chlorine alarm = ON Reputation damage.
Telemetry Alarms
Chlorine leak alarm = ON Chlorine leak 4 Poisonous gas hazard a> Injury / death;
Low Chlorine alarm = ON Corrosive asset damage;
IMT entry Reputation damage;
Illness in the community.
—
EIT entry
Risk 3: Telemetry Alarms
Wastewater treatment plant inlet pump Flow to tpewgnt plantinlet is low # Wastewater system blockage or 4 Traffic disruption, flooding an:
_ low flow alarm equals = ON collapse public health risk;
Raw sewage released to the
environment / high effluent leyels.
Changes in the acidity of the WWW Treatment plant biomass decreased % Effluent quality deteriorates é Flow through the wastewater
=ON activity treatment plant has to be
restricted.
Key
g
Y‘ Event Indicator listed in IMT
o Known / suspected relationships between changes in event indicator measurements and a suspected event's effects as listed in the
IMT
> Effects’ combination listed in IMT

Known / suspected connections between the occurrence of combinations of effects and the possible causative event type(s)

Figure 1 — Illustration of the relationship of the influence matrix table (IMT) to the event
identification table (EIT) in the event detection process (EDP)

4.1.2 Influence matrix table and EDP

Event indicators are a list of measurable indicators based on available knowledge that would change
when an identified risk actually occurs (Annex A contains examples of some typical event indicators
that could be used as EDP system inputs).

System inputs should be used to construct a tool (e.g. table or flow chart) - described henceforth as
an influence matrix table (IMT) - related to the water utility's function(s). The IMT should describe

6 © IS0 2019 - All rights reserved
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the relationship(s) between individual inputs (event indicators) and their hypothesized, suspected

or “known” (in a probabilistic sense) effect(s). Annex B contains examples of water and w

astewater

IMT. The relationship between the IMT and the event identification table (EIT) is described here. Their

relative positioning within the EDP is described in 5.2.3 and 5.2.4, and illustrated in Figure 3.

The content of the IMT should provide inputs to the process of constructing an EIT in three stages.

Firstly, the IMT should contain an “if”/”then” relationship(s) between changes in event
measurements and the effects becoming evident in the system they are indicative of.

Secondly, the water utility can then, by identifying a further set of “if”/”then” effect com

indicator

binations,

poptulate possible causes for these simultaneous effects — progressively refining itscal
cafisation type(s) (identifying unique or possible alternative causation options).

Thijirdly, the IMT should contain a value and timestamp a value.

Table C.1 in Annex C contains examples of simultaneous relationships which couldform part
content.

[t ¢an be seen in Figure 1 that the IMT is the starting point, first to look “downstream” in the

halysis by

bf an EIT's

indicator/

effect relationship(s) and then, by combining knowledge of simultaneous effects causation, to look

«

upstream” to (with increasing maturity as the EDP develops)chypothesize, propose or
suspected event’s cause.

NO[TE The probability of successfully identifying causation is{ikely to increase with the developir]
of fhe EDP. This maturity is likely to arise from refinement of the “if"/"then" rules created in the IMT 4
The former’s rules are likely to have a high degree of commaonality across water utilities and be relatiy
estiablish from literature. The latter will vary between water utilities depending on a range of factors 3
mare local knowledge. Ultimately a fully mature EDP willkbe unique to an individual water utility. By

thg IMT and the EIT ought to be capable of referencing specific locations and indicator measurements
with a prediction of causation of individual events affecting the water utility.

4.1.3 EDP inputs

The EDP requires one or more inputs before it can generate an output. The input(s) der]
opgrating a water supply/wastewater system could depend on the:

—| size of the system,

—| system managementresources available;

—| system management resources’ capabilities;

—| economic sfaté of the system;

— | size and structure of the water utility's service area;

— | infrastructure of the water utility's service area;

predict a

g maturity
nd the EIT.
ely easy to
nd require
that stage
associated

ived from

— —techmical state of the SyStent and the [evet of automation.

4.1.4 EDP design

The design considerations of the EDP should include:

— preferred time frame in which each event should be detected and classified;
— severity and order of priority in which events should be handled;

— number of inaccurate event detection alerts to be tolerated (by location and type) over

a defined

period of time [known as false positive (FP) or false negative (FN) alarms — see Annex D].
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NOTE Acceptable levels of FP and FN alarms could change over time due to changes in the hazard(s) to which
the water utility is exposed.

Some of the event indicators listed in Annex A are among those that could be identified and used to
establish a target service level for detection by the EDP.

The EDP target service level for detection should be a sub-set of the utility’s general objectives
regarding the provision of water/wastewater services. For further details see ISO 24510, ISO 24511 and
ISO 24512.

laval daesicon
rever-aesigh

Given the potential for an event to escalate into a crisis, the EDP target service level for event detect]on
should be|designed to support achievement of the minimum levels of service determined by theutility.

— the ayailability of staff competent to operate the EDP and interpret its outputs within and outsjde

ater utility's capability to restore an acceptable level ofthe EDP’s functionality within the
um tolerable period of disruption determined by the‘water utility‘s business continuity
ement policy.

For furthgr details see ISO 24518, ISO/TS 24520 and EN 15975-1.
4.2 Detection phase

4.2.1 General

v
U1

There mal be several ways to detect an'event’s occurrence based on the event indicators. Claus¢ 5
contains 4 methodology for constructing an EDP that seeks to capture all these opportunities.

Awarenesp of and access to regular performance measurements undertaken by the water utility shotild
support the detection of water/wastewater quality changes.

4.2.2 VIlidation process

Data’s sui
analysis.

ability as.adataset input could require a two-step validation process before any further

Failure tolsatisfy-all of Step 1’s validation should preclude progress to Step 2.

Step 1: Thereadings should represent actual reflections of field values The six basic data validations are:

— physical limits are not violated;

— data are not ‘frozen’;

— essential data are not absent;

— rates of change in that variable remain credible;

— duration of the change in the variable is significant;

— no fixed repetitive patterns are present.
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Step 2: Each variable presented should then be analysed separately to see how it is now behaving
compared with historical data trends. In this process, relevant seasonal factors, hours of the day or
day of the week (e.g. reflective of industrial routines) should be considered together with human
behaviour. Technical problems or changes in the operational processes should also be considered where
appropriate.

If any variable is deviating from its historical trend, normal boundaries, rate of change or develops
fixed repetitive patterns (given local consideration of time and season), then reference should also be
made to the EIT to see if it contains rules justifying an alert based on this variable.

Visible incpnr‘finn of the cing]n data charts may cnppnri— abnormal condition identification Design of

the¢ EDP should not preclude continued access to visible inspection of data charts (see EDRverification
mgthods in Annex F).

In [the case of wastewater, information regarding abnormal discharge of industrial’ matefial to the
puplic network should also be taken into consideration.

4.2.3 Further event monitoring

De[isions on further event monitoring to be undertaken should be.made, based on the injtial alert,
ongoing uncertainties and accumulating knowledge of the unfolding-event.

If no escalation is required it may still be desirable to undertake further monitoring as part ofithe water
utiflity’s quality assurance process using the ‘Plan, Do, Che€k) ‘Act’ cycle. For further details see ISO
24p10,1S0O 24511 and ISO 24512.

If ¢scalation is required, the type and extent of further monitoring should be established jas part of
the operational management system. Where the event may require a crisis management|response,
th¢ escalation should form part of the ‘pre-crisis\phase’ of the crisis management system. Fpr further
details of how the EDP should align with the enisis management system see [SO 24518.

4.3 Ongoing activities

4.3.1 Post-event EDP evaluation

Popt-event evaluation of the EDP should establish whether the prediction was accurate, inagcurate or
anjbiguous. This evaluation should consider both inputs and outputs, and possible uniqueness of the
wdter utility, in an attemptto establish the validity of the output. This should result in an updating of
the¢ documented inforfhation and continual improvement of the EDP.

NO[TE Annex €illdstrates varying levels of complexity in the EDP for both water and wastewater utilities.

4.3.2 Periodic reviews

The vulwerability of the drinking water/wastewater system should be periodically reviewed. This
reyiéw ‘should include consideration of the list of potential risks derived from the mefhodology
idemtifredm412;

NOTE For more details of this approach see the WHO Guidelines for drinking-water qualityl22] (or the WHO
Guidelines on sanitation and healthl23]) and EN 15975-2.

The detection process should be evaluated periodically in order to address two aspects:
— doesitlook at the most relevant event indicators with respect to the possible risks it tries to assess?;
— what is the reliability of its answers?

Assuming satisfactory answers to these two questions, the process can be utilized with confidence to
classify events as positive (i.e. a real event) or negative (i.e. a non-real event), before the actual result is
obtained.
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4.3.3 Validation of links between phenomena and risk materialization

Validation (of 4.3.1 and 4.3.2) requires the validation of the links between:

— the phenomena believed to be responsible for the observed event indicator(s), and

— them

aterialization of the risks the water utility wishes to prevent.

For details about the validation process, see 5.7.

4.3.4 Estimation

Aspect tVJO (of 4.3.2) requires estimating the chances that the answer is right, based on histeri

documen

435 D

Based on
classificat]

— triggg
—  wherq{
43.6 G

Guidance
the urgen

5 The

ed information for both positive and negative classifications.

pcision-making

this estimation, a decision should be made whether or not to escalate, awareness of
ion to the appropriate decision maker. The outcome of this classificatign.activity should:

r updating of the documented information;

 escalation is deemed necessary, provide an input to the propet.decision-making process.

hidance on interpretation

bn interpretation of outcomes from the classification"activity should be provided to determ
Cy with which an input to the proper decision-makidg process should be made.

pvent detection cycle and the role of the EDP

5.1 The EDP's application of the eventdetection cycle (the EDP cycle)

A water u
the “event
as necessd

— defini

ility may manage an ongoing proeess of water and wastewater event identification control
detection cycle”. This process.should consist of the following three types of activity (repeaf
iry), which should be perforimed in the following order:

ng monitored information and a decision-making process;

— ident

fying and classifying events;

— perioglically documenting and reviewing the quality of classification and decisions.

Develop

nt and'deployment of an EDP can significantly enhance, accelerate and improve the accurs3

of these cyclicatactivities.

The follo

ral,

he

ne

ed

\Cy

1hg provides general guidance on the EDP's development, its use in event detection,

he

documenting, classification and evaluation of the EDP’s outputs and those outputs' expression and
presentation. Additionally, guidance is provided on governance issues around access, user training and
qualification, operation and testing.

Figure 2 illustrates the EDP cycle. “Develop” (Figure 3) is the phase in which IMT and EIT are created;
“Detect” (Figure 4) is the phase in which the IMT and EIT are used to detect events; “Document”
(Figure 4) is the phase where the events are documented and “Classify and evaluate” (Figure 5) is
the phase where the efficiency of the process is evaluated. Where needed, the “cycle is repeated by
refinement of the “Develop” phase.
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Develop
(See Figure 3)

Detect
(SeeFigure 4)

2019(E)

5.

5.2.1 General \\(\
The procedure for development and regularﬁlew of an EDP-based event detection ca
illystrated in Figure 3. K\

mn
(SeeFigure 4)

S¥
Classify & (1/

Evaluate

(SeeFigure 5) %(L(b

needed

Refine %
N

Figure 2 — EDP cycle

<<

. Development and regular review of an EDPﬁgsed event detection capabilit]

List possible
eventindicators

Q9 5.2.3 Establish IMT

524 Establish EIT

bability is

Event detection
database is ready

Figure 3 — Development of event detection capability
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5.2.2 Listing of possible event indicators

The EDP should include a procedure for establishing and maintaining one or more lists of all possible
event indicators relating to changes in performance. Examples of such lists are given in Annex A.
Separate lists should be made for drinking water and wastewater systems.

5.2.3 IMT establishment

The EDP should include a procedure for establishing and maintaining an IMT. This table should
document known or suspected connections between event indicators and performance measurements.
The conng¢ctions documented 1T the tabie sioutd aiim to describe the airection, Speed and strength,
within a predefined time frame, of the changes that could potentially occur in both indicators-gnd
measurenments. For example, a slow drop in 'event indicator 1' and a rapid rise in 'event indicatoy 2'
should reflect a change in 'water quality measurement 3' within 6 h.

Table B.1 in Annex B contains examples of relationships that could form part of an IMT's'‘content.

5.2.4 EIT establishment

The EDP ghould contain a procedure for establishing and maintaining an EIT.,-The EIT should suppprt
the identification of an event’s possible cause (e.g. burst pipe) based on the\IMT table. The EIT shonld
document established connections between the following inputs, measurements and outputs:

— IMT ipputs;
— causaftion type outputs;
— confidence in the identification of the suspected causation type.

Entries in|the EIT should refer both to static connections between inputs and outputs and the procgss
dynamics|(with reference to the time frame and the'lag time between the occurrence of inputs gnd
changes i the outputs).

NOTE 1 |Static connection is always true, whereas dynamic connection is true within a specific context.

NOTE 2  |If the number of records is large enough, the EIT can be constructed using association ryles
constructipn methodology. Such methodelogy can be found in Reference [Z].

5.2.5 IMT and EIT periodicreview

The IMT 34nd EIT should be-réviewed periodically by internal and/or external experts. These reviews
should be] documented.<I'heé water utility’s own reviews should include quantitative analyses whijich
examine [the robustn€ss of the connections using standard proven quantitative methods. The
time intervals between these reviews, the individuals to be involved in them, and the extent of the
individuals’ independence from one another, should be determined (in liaison with other interested
parties as|negessary).

Th ter bty canld bhaoyn o it b o A
e Wa el uLlAl\.] couivuItdave dar b\iull CITICIIU LU'T \«HU

water utility.

idethe

5.3 Deployment of an event detection procedure

5.3.1 General

The procedure for deployment of EDP-based event detection is shown in Figure 4. The figure includes
the “detect” and “document” phases illustrated in Figure 2.
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5.3.2 Defining the possibi]@sdf an event's occurrence

The EDP should include G)procedure for defining the probability of an event’s occurrg¢nce. This
definition should expl @1‘ow actual field measurements together with the EIT are used to esfimate the
probability of an e\%\ s in the following example.

EXAMPLE on historical records, in the case of a chlorine drop of more than 0,5 mg/I in onle hour and
a rjse in turbidity of 0,8 NTUs at the same time, and where no operational change was made duripg the two
hofirs imm ely prior to these observed changes, four out of five cases were classified as a TRUE iptrusion of
co tamin&caused by a pipe break.

5.3 5.9 Nature of water/wastewater measurement sampling considerations

The EDP should consider the nature of water/wastewater measurement sampling. This can include the
method of sampling (e.g. automatic or manual); the frequency of sampling (e.g. every minute, once a day,
once a week); the sampling location; the sampling method; and the process for evaluating the results
(e.g. manual or automated).

NOTE For guidance on water quality sampling, both in general and in a series of different environments, see
the relevant parts of ISO 5667-20.

5.3.4 Results assessment

The EDP should contain a procedure for assessing results that might require an alert output when the
result is based on more than a single source of information.
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5.3.5 Missing inputs

The EDP s

hould contain a procedure to address the situation of missing inputs.

5.3.6 Unfamiliar combination of inputs

The EDP should contain a procedure to address the situation where an unfamiliar combination of
inputs occurs.

NOTE
levels of ¢

An unfamiliar combination is such that the inputs cannot be identified as similar (with acceptable

Fir]nhr‘n) toknown combinations a]rnady listed inthe FIT

537 D

The detec
of events

Water util
The EDP 3
occurred
subclause

The EDP {

pviation from normal frequency detection

rom the normal frequency.

ity systems will usually experience some frequency of events during their,normal operati
hould be able to accommodate this situation yet still alert that a possible event could h:
when the frequency of events becomes unusually high. The detection described in t

hould include a procedure that enables a measurement to bé, made of the similarity betwe

the current event and past events whose outputs are known and have'been classified (non-hazardd

events/ha

This simi

zardous events).

arity should take into consideration substantial changes that might have occurred in

monitoring system, for example the replacement of equipment.

The defin
of recordq

tion of similarity may be based on any statistical method used to correlate between two s
where each record has multiple parametexs.

5.3.8 Measurement grouping

A definiti
while kee
into singlg
See Anney

5.4 C(Cla

541 G
The EDP s

The procs

bn should be made of how to aggregate several measurements into a single measurem
bing the severity ranking of situations. One such method is called “measurements group

statistic measurements”( The method is adopted in the procedure described in 5.4.1 to 5.4
L E for a fuller explanation of this method.

ssification of events and evaluation of the classification procedure

bneral

hould eontain a procedure that supports the classification of events (see Figure 2).

refers both to the number of events per time unit and to the duratien time between events.

dure for event classification and the evaluation of the classification procedure is showr| i

tion process should monitor current events and be able to detect a deviation in thefrequency

bn.
e
his

en
us

he

ets

ent

ng
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Figure 5.
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Figure 5 — Event classification and cla%gcation process evaluation

QO
S %
.2 Process-based classification O
ch event detected by the event detection procedure (see 5.3) should generate a result designated

either ‘SHOULD ALERT’ or ‘SHOULD l§ ALERT". This classification is termed a prodess-based

ssification. Examples of such classifi{:@ are given in Annex G and Annex H.
‘\\O
.3 Actual classification ()
h event should also be classi a, in accordance with the event detection procedure (5.3),las ‘TRUE’,
LSE’, 'OTHER' or 'IGNO his classification is termed an actual classification. The follqgwing four

es illustrate the dist@:,' ns between these classifications.

A 'TRUE' classi Oalion could be assigned to an event if the value of a measurement violates the
thresholds, ample the value of free chlorine decreases below the regulatory recommendation
of the heal thority of 0,2 mg/l, although the dosing chlorine system was working prdperly, and
there i ence of increase in bacteria counts, which, taken together, could indicate a p¢netration
of w@rater into the drinking water system.

@XI.SE' classification could be assigned to an event if the value of a measurement violates the
Aresholds, fo i

of the health authority of 0,2 mg/ml, but the reason for the deviation is extreme high temperatures
which cause extreme degradation of the chlorine residual. In this case, a change of the dosing system
set-up can solve the problem.

An 'OTHER' classification could be assigned to an event if the value of a measurement violates the
thresholds, for example the value of free chlorine decreases below the regulatory recommendation
of the health authority of 0,2 mg/ml, due to water utility maintenance work.

An 'IGNORE' classification could be assigned to an event if the value of a measurement violates the
thresholds, for example the value of free chlorine decreases below the regulatory recommendation
of the health authority of 0,2 mg/ml, due to a malfunctioning of the chlorine sensor.
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NOTE Event classification in automatic systems will occur automatically after an appropriate amount of
correct manual classifications.

5.4.4 Assignment of weights

The classification evaluation procedure described in 5.4.7 should enable different weights to be
assigned for each one of the combinations listed in 5.4.5.

Under normal conditions FALSE NEGATIVE (5.4.5) should get higher importance (weight) than FALSE
POSITIVE (5.4.5). The first can generate damage to humans and property. The second can cause the
water utilgy-extra-work:

5.4.5 Frequency calculations

Each event should be identified as one of the following categories based on the outcome of the
classificatlions in 5.4.2 and 5.4.3:

— ‘FALSE POSITIVE’ — when the process-based classification generated’a ‘SHOULD ALERT’ result but

— ‘FALSE NEGATIVE’ — when the process-based classificationgénerated a ‘SHOULD NOT ALERT’
resulf but the actual classification generated a ‘SHOULD ALERT’ result.

The EDP should include, when needed, a procedure for the classification process's evaluation, usjng
known statistical methods. The evaluation should-consolidate the frequencies of the four (or fewer)
situationg/into a single measurement that enables‘relevant stakeholders to rank the performance of the
EDP. See Annex E for an explanation of this conselidation procedure. This procedure may vary based|on
the differ¢nces between classification of water'and wastewater events.

5.4.7 C(Classification evaluation

The evalyation procedure of the.EDP based on 5.4.1 to 5.4.6 should be reviewed periodically. This
review shpuld be documented.

5.5 Notiification to relévant personnel/systems

The EDP grocess generates outputs, some of which can be escalated for consideration by an appropriate
decision rhaker. Wheére the decision maker judges it necessary, some of these outputs can be further

part of the water ut111ty s pre-crisis phase preparedness (see [SO 24518 and ISO 24520)
5.6 Documentation of events

5.6.1 General
Events and their classification should be documented as near as possible to the time of their occurrence.

When possible, the documentation should be done automatically. This initial documenting and any later
change to this documentation should be auditable.
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5.6.2 Time stamps

The occurrence of an event and the documentation of an event should both have individual time stamps.
The documentation of an event can have a time stamp that is later than the event’s time stamp.

5.6.3 Subsequent documentation

Any change to event details subsequent to an event’s original documentation should also be documented,
but original data should not be eliminated.

5.6.4 Responsible person documentation

It dhould be possible to identify who the responsible person is for each entry within the decumerted items.

5.¢.5 Documentation authority

A procedure should be established to determine who is authorized to insert, update or dlelete any
dofumentation item from the historical log.

5..6 Data security

Defection process documentation should be prepared and maintained according to appropriate data
sequrity standards. For a water utility using IT systems, IT<security could be in accordancg¢ with, for
example, ISO/IEC 27001.

5.7 Validation process — Periodic evaluationof the detection process

5.7.1 General

The EDP should contain a procedure to evaluate the content of the EIT periodically, based|on actual
field events. For this purpose, experts.(including external experts where appropriate) should classify
actual events and match their estimation with the content of the EIT (see Annex F).

NOTE1 Some events are likely to be generic (i.e. they apply to any water utility). For example:
1) | Increased turbidity measurements allied to low/no chlorine residual indicates organic contamingtion.

2) | Anincrease in total arganic carbon (TOC) and conductivity combined with a decrease in pH could indicate a
non-treated flow of-wastewater from metal processing.

NOTE 2  Some etents could only be applicable to a limited number of water utilities (or could be unigue to one).
Foff example:

1) | Events\related to penetration of sea water into an aquifer are unlikely to be applicable to a whpter utility
located in an inland mountainous region.

2) | ‘Alarge influx of industrial waste would be unlikely in a wastewater treatment facility in a ryral setting
serving only domestic users.

5.7.2 Confidence-level assignment

Based on the above procedure (5.7.1) each entry in the EIT should be assigned a confidence level. The
confidence level should define the connection between the output (i.e. the actual measured values post-
event) and the likelihood that such an output would be repeated if the same input criteria were to occur
at a later date. The confidence level should be expressed in percentages. For example, if input X1 has a
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value > A, input X2 has a value > B and input X3 has a value < C, then for 9 out of 10 events, the result
will be Y.

NOTE Non-quantitative outputs can be translated into measurable values by using Boolean representation
(TRUE, FALSE) of different categorizations. For example, the existence of a chlorine leak can be represented by
an integer variable saying 0 = no probability; 1 = low probability; 2 = moderate probability; 3 = definite.

5.8 Periodic system evaluation — System functionality

Functionality of the event detection system should be periodically verified. This verification should
lnclude d tCl ;utcsl lt‘y tCDt;lls. TU Cvaluatc thC UVvV<Cl all fuu\,tiuualit_y Uf thC Cllt;l C D)’ DtClll, b}UDC qttcut On
should be| paid to the EDP, which is the fundamental part of the detection system. Such evaluatjon
should indlude:

— instryment calibration and response;

— training and proficiency of personnel involved in data collection;
— integrity of data transfer;

— integtity of data analysis, alarm output and alerts.

Further vgrification testing should be performed via the analysis of hiStorical or artificial data spts
known to|contain event signatures and/or via the introduction of sutrogate agents to the system. $ee
Annex F for further guidance.

5.9 EDP development — General principles and goveérnance

5.9.1 EDP operation

Operation of the EDP should be simple and user-friendly.

5.9.2 Ac¢cess to the EDP

Access to|l the EDP should be restricted to trained, security approved operators who should |be
authorizefl to:

— input|data and orders needed\for the implementation of the methodology, and amend the procesg to
take into account the lessons learned;

— implement the changes required for improving the methodology’s detection capabilities (g.g.
changing threshold,values, relationships between parameters’ readings, sensitivities);

— run slmulations;

— test the security of the system (using external experts as necessary);

— access-historical data and an:ulycp the data nrr‘nrding tothe water nh']ify’c needs

Differing levels of authorization can be required based on the significance of the activity being
undertaken.

5.9.3 User training and qualification

Understanding and interpretation of the EDP should be based on user training and qualification
processes.

Users should be able to perform their roles competently during circumstances up to and including a
crisis. Training topics should include:

— water quality science;
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water quality measurement;

the context of such measurement within the water utility, including:

:2019(E)

1) knowledge of the physical, topographic, hydraulic and schematic layout(s) of the water utility’s

system(s);
2) sources of risk within these areas;

3) the siting, nature and capabilities of individual measurement devices employed.

thewaterutitity s EbP;

event detection science and mathematical/statistical treatment of data;
event detection history across both the water utility and, more widely, within ether watg
process-based and actual event classification within the water utility’s EDP;
event detection recording, review and escalation procedures;

EDP event post-escalation response procedures;

EDP verification and maintenance procedures;

EDP validation procedures.

Training methods should include classroom, desktop or sithulation exercises as appropriate.

co

Thlr:l frequency of both initial and refresher trainingéhould be adequate to satisfy the wat

petency requirements for individual EDP roles:.

5.9.4 Testing and certification

Co
Th

mpetency should be established through completion of a suitable testing and certification
e process should ensure that:

certification levels reflectithe varying levels of skill, responsibility and authority necessat
out EDP duties efficiently-and effectively;

re-certificatienrof individuals is conducted with an appropriate frequency.

5.9.5 EDP-output expression

Th

pe
be

e EDP-~outputs should be expressed in measurements that can be evaluated by non
rsennel; for example, severity is low, medium or high. Statistical terms calculated by the E

only individuals who/are certified as competent are allowed to perform those EDP duties}

r utilities;

er utility’s

process.

y to carry

-scientific
DP should

nvprnccnd in cimp]n termsthat can be evaluated hy non-scientific pnrcnnnn]

5.9.6 EDP output presentation

The presentation of the EDP outputs should permit the spatial interpretation of the event in terms of
geography, topology and time.

For example, events could be presented on a geographic information system (GIS) map showing the
drinking water distribution/wastewater network.
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Annex A
(informative)

Examples of typical event indicators that could be used as EDP

inputs

A.1 General

Event indjcators can include reports (e.g. verbal, written, electronic); complaints (e.g. changé.in serv

level exp

field analysis, laboratory analyses, online data streams); experiences (e.g. taste and/er\ddour); or ev|

for experi
level). See

Some eve
but affect
stormwat
interpretd

appear unique to that function but, in practice, can impact the“other function (e.g. compromise|

catchmen
discharge
the water

A.2 Poftential event indicators — Water

The event
useful gu
Continual
utility is

The applid
— algal
— animg
— biolog
— catch

— data

ienced, emergency services calls); observations (e.g. site inspections); analyticaltresults (

ice
Q.
en,

nced operators, a feeling that something is wrong (e.g. wildlife behaviour; change in nofise

A.2 and A.3.

t indicators can be common to the water and wastewater functions (e.g. weather repor
the functions in different ways (e.g. increased raw water<turbidity versus increas
br discharges). Some can involve identical water quality parameters which require differ
tions for water and wastewater functions (e.g. conductivity'and turbidity). Some can initig

f controls may impact wastewater irrigation options;\wastewater treatment failure prior
into a water source upstream of a water supply intake can introduce additional hazards i
source).

indicators listed below are based en.common water industry experience and can act a
de to potential inputs to the eyent’/detection process. However, the list is not exhausti

xposed.

ability of the following indicators can be evaluated:
browth;

1ls in water supply;

ical process-compromised;

ment control compromised;

tteam from online analysers,

ts)
ed
bnt
Iy
of
to
hto
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ve.

improvement can refine the content to reflect any unusual circumstances to which a water

— discoloured water;

— disinfection process compromised;

— flooding;

— illness in user community;

— laboratory report;

— on-site inspection;

— repor
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report of chemical spill;
security alert;
stakeholder’s report;
taste and odour;
telemetry alarm;

threat report;

:2019(E)

water source observation;

weather report.

.B Potential event indicators — Wastewater

eful guide to potential inputs to event detection. However, the list)is not exhaustive.
provement can refine the content to reflect any unusual circumstances to which a wate
hosed.

Thi applicability of the following indicators can be evaluated:

©lI

asset damage;

biological process compromised;
chemical spill;

data stream from online analysers;
digestion process compromised;
flooding or unusually large flo{vs;
illness among service users\or the community from potential contact with wastewater;
on-site inspection;

laboratory report;

odour;

security-alert;

sludge disposal route compromised;

stakeholder’s report;

e event indicators listed below are based on common water industry{experience and ca

n act as a
Continual
- utility is

telemetry alarm;

threat report;

unusual object(s) in effluent;
unusually coloured effluent;
wastewater discharge observation;

weather report.
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A.4 Examples of detection methodologies, monitoring, processes and test methods

A.4.1 Examples primarily for drinking water

A.4.1.1 General

There are a number of instruments and measurement methods that can provide useful information in
event detection. The following examples are not exhaustive and others could be used.

A4.1.2 Fexieitymeonitering

The purpdse of a toxicity monitoring system is not to detect each chemical substance, but to monitor the
safety of drinking water in a holistic manner. Continuous biological monitoring enables rapid‘detect]on
of toxic suybstances in water and can provide a real-time, online, early warning of contamination.

Toxicity if the ability of a substance to cause a living organism to undergo adverse effects upon
exposure.|These effects can include negative impacts on survival, growth, behaviour,anhd reproductipn.
Toxicity tests are an attempt to measure toxicity in a sample by analysing the reSults that exposiire
produces pn standard test organisms.

Toxicity testing in the realm of event detection can be a useful tool due to its ability to detect a wjde
variety of[potential hazards. A variety of organism-based, enzyme systemrand other toxicity measuring
systems afre available.

— Toxiclty tests are fairly adept at detecting chemical toxins, butithey are, for the most part, ineffectjve
againft biological agents such as bacteria and viruses.

— Organism maintenance can be problematic.

— All tokicity-testing methods require knowledge ef‘a baseline. Determining what the baseline is|so
that deviations can be detected requires time-and effort.

— Someltoxicity methods can be too sensitive When testing in the drinking water distribution netwdrk.
Watey treatment chemicals or simply common constituents of drinking water, such as trace metpls
that alre not toxic to humans, can adverSely affect them.

— The vhriable environment at the $ite of monitoring can be problematic in toxicity monitoring.

— Toxicity tests can be difficglt to interpret.

A.4.1.3 Bulk parameter monitoring

Bulk parameter monitoring is the method of monitoring a number of common event parameters gnd
then look|ng for anomalies that can be indicative of an event. These measurements can be compiled
in the lab} in the.field or with online instrumentation. A variety of instrument manufacturers have
developed multiple-parameter performance monitors for both source water and water in the drinkjng
water sysgem. These systems encompass a diverse selection of different sensors and can be tailored to
meet monitoring needs. Locally developed systems comprised of a few or many different sensors can
be constructed and can be used in conjunction with results from other monitoring systems in an event
detection system.

Decisions on which parameters to include in such a system are a matter of individual water utility
choice. Parameters that are commonly part of such systems can include disinfectant residual (chlorine,
where appropriate), pH, conductivity, turbidity and TOC (either conventional digestion or UV methods).
Other parameters can be included if they fit the needs and capabilities of the water utility and address
their concerns.
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A.4.1.4 Gas chromatography

Gas chromatography methods are traditionally thought of as laboratory methods. Various
manufacturers have modified gas chromatography methods to be online tools that work in a batch
mode. Small, portable, gas chromatography methods are also available. One of the main benefits of this
type of method is that, unlike toxicity and bulk parameter monitoring, it is not inferential in nature, but
gives a true identification of the compounds present.

A drawback to this technique is the limited scope of compounds that are detected. Only volatile organics

are amenable to being analysed by this method.

A.4.1.5 Ultraviolet absorbance and fluorescence

The tendency of various compounds to absorb light in the UV spectrum, and for.some m
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resce when exposed to this light, can be utilized as a detection mechanism.

hple measurements of absorbance and fluorescence can be used, but various manufacty
reloped instruments that use algorithms to interpret the incoming absofption spectra to
en a contaminant is present. These systems can detect organics\that have an absd
rescence signal in the wavelength range being monitored. The identification of a single su
p of substances is limited to those that are detectable in the mpnitored spectrum and imj
the set-up procedure.

}.1.6 Optical methods

ere are a number of optical measurements based onparticle counting, index of refractior

nking water system. Many of these methods réquire the utilization of fluorescent labels
various pathogens. Others utilize the intrinsic fluorescence of biological organisy
thods appear to have some efficacy in manitoring water for contaminants. However, loy

y small path capable of being monitored and the fact that only a small sample is being ana

1.1.7 Tests for microbial indicators of contamination

ny relevant authorities require the monitoring of indicators of microbial contaminati
ts can include tests for fagcal indicators such as total coliforms, E. coli, Coliphage, hydrogg
ducing bacteria; totahpacteria counts via heterotrophic plate counts and other methods;
ts for specific pathogens such as cryptosporidium and giardia. The methodologies to b
se tests are oftémspecified by the relevant authority, as are the actions required when s
es positive results. Tests for microbial contamination can either result in a simple presenc

Crobial tests, from a regulatory standpoint, are commonly evaluated on a presence/abs

an
Th

of thése tests take some time to perform (up to several days) depending upon the method us

1 require little statistical manipulation to recognize when a problem occurs and action is
se‘tests can be a good indicator of a breakdown in the treatment train. It should be noted

hterials to

rers have
letermine
rption or
bstance or
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nts in the
to detect
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v levels of
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ysed.

on. These
n-sulfide-
as well as
b used for
uch a test
e/absence

fcome or intah enumeration through a “most probable number” or “direct count” methodology. Many

bnce basis
required.
that most

ed and, as

such, they are a lagging indicator of any potential problems.

A.4.1.8 Tests for specific chemicals or pathogens

There are a number of individual analytical methods and techniques available for measuring specific
contaminants. These methods are often available either in online versions or as field or laboratory
methods. Tests for individual contaminants are restricted to detecting the analyte being measured
and would miss other contaminants. However, they are useful when the chances of the water being
contaminated with a specific compound are high. For example, it can make sense to measure for
petroleum hydrocarbons if there is an oil refinery near a water intake.
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A.4.1.9 Syndromic surveillance

Syndromic surveillance is a concept that comes originally from the medical profession. In the medical
case, the term refers to surveillance using health-related data that precede diagnosis and signal a
sufficient probability of a case or an outbreak to warrant further public health response. Though
historically syndromic surveillance has been utilized to target investigation of potential cases in a
disease outbreak, its utility for detecting outbreaks associated with contamination is beginning to be
utilized. As it pertains to water, syndromic surveillance is the concept of using data analysis to monitor
a number of non-specific indicators of a possible event. These include such data as hospital admissions,
emergency calls, pharmacy sales and complaints to the utility. These data streams are directed to
a centraligedTepousitory or computing systent thrat torretates attof the factorsanmdextrapotates the
probabilitly of an event.

While mug¢h useful information could theoretically be extrapolated from such a monitoring programine,
there are fome caveats:

— Syndgomic surveillance, by its very nature, is directed towards thwarting naturally occurring
outbreaks of disease. The results of an intentional contamination event using water as a vector njay
spreafd quickly enough to make detection by such a mode redundant and unnecessary.

— The reliance on such a mode of detection delays the reporting of the hypathetical event until acthal
expodures have occurred. This may be adequate in cases of a bacterial.contaminant that may hqve
a fairly long incubation period and can be treated with antibiotics{It may be inadequate in the cise
of a clpemical or biotoxin contamination event. By the time such@n event is detected via syndrornic
survejillance it may be too late for an effective response.

Syndromif surveillance does have merit as a supplement to, anda check on, other kinds of monitoring.

A.4.2 Examples primarily for wastewater

A.4.2.1 (eneral

There arg a number of instruments and measurement methods that can be especially useful in the
monitoring of wastewater for potential events. The following examples of such measurements are pot
exhaustive and others could be used. Some of these methods can also find use in the monitoring of
drinking yvater.

A.4.2.2 low

There arela number of methods available for measuring flow. Due to the corrosive and fouling natyire
of wastewater, methods(that do not require direct contact with the wastewater can have advantages
for this type of application. The measurement of flow in the collection system can be important] in
predicting loading~and operation of the treatment plant. Unusual flows can cause problems in the
treatmen{ train andrequire that adjustments be made to prevent damage to the treatment system gnd
the envirgnment:

A.4.2.3 Toxicity

For a general description of toxicity testing see A.4.1.2. As it pertains to wastewater, toxicity testing
is not designed to indicate toxicity to the human population but rather to the biomass responsible
for breaking down the wastewater’s constituents before it is discharged. This being the case, toxicity
testing methods that make use of the actual indigenous biomass that is found in a given wastewater
treatment facility are the most useful. Other methods that utilize standard organisms may be of some
value but are not likely to give the same response as those methods that use the facility’s actual biomass.
Toxicity testing in wastewater can also be of value in determining the effectiveness of treatment in
rendering the final effluent non-toxic before discharge. In this case, methods other than those that use
indigenous biomass can be a better choice as the goal is to determine toxicity to the environment.
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A.4.2.4 Dissolved oxygen (DO)

Dissolved oxygen (DO) levels are important in maintaining the optimum conditions for the biological
treatment of wastewater. There are a variety of methods that can be used to measure this parameter,
including spectrophotometric, titrimetric, galvanic probe, polarographic sensor and luminescent probe

methods. All have their individual advantages and disadvantages.

A.4.2.5 Respirometery

Resplrometery is the measurement of bacterlal resplratlon inan enclosed sample It basically measures
thg R X

co
arg

018
all
un
ho
fon
up
mi
su

A4

trol and detectmg abnormal events. Both online grab sample methods and laboratoryp
 available. A subset of respirometery is the oxygen uptake rate (OUR) test.

R is an important wastewater control parameter for the activated sludge process-arried
O analyser that measures the amount of oxygen used up by the microorganisms — exj
t time of mg/1 (ppm) per hour. Basically, knowing the OUR should provide‘ihformation th
v active the microbes are in the aeration tank and whether they are consuming the oxyger
them to biodegrade the organic matter in the influent. OUR is usually, converted to speci

croorganisms in the sludge culture. SOUR can be obtained by simply dividing OUR with mi
spended solids (MLSS).

}.2.6 Oxidizible material: biological oxygen demand‘(BOD), chemical oxygen deman
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total organic carbon (TOC)

removal of oxidizible materials is one of the majo¥ functions of wastewater treatment.
both the incoming and outgoing oxidizible material can be an important process control
ection input in wastewater systems. Traditignhally, the biological oxygen demand (BOD) tes|
-formed to monitor this parameter. Many-éffluent discharge permits are based around the
e major drawback for this parameter is that the test relies upon the action of bacteria over
ays (traditionally 5 days, but it can‘be up to 30 days to run the test). This time delay mak
this parameter problematic in pregess control and event detection. To help with this tim
mber of quicker technologies to help estimate oxidizible material are available. The most w|
hese is chemical oxygen demiand (COD).

COD testing, a chemical joxidation that results in a colour change is performed rathej
bletion of oxygen viabacterial action. The test is fairly rapid (about 2 h) and can be fa

sions this chemical oxidation is enhanced with exposure to UV light or high tempera
cess is readily available in both online and laboratory versions.

her methods such as scanning UV fluorescence and adsorption have been developed to es
dizible materials in a waste stream. These instruments do require some calibration for the
bloyment to get them to correlate well with the other methods of measuring oxidizable

out using
bressed in
ht reflects
provided
fic oxygen

[ake rate (SOUR) so that this will give a more accurate representation’based on the concentration of

xed liquor

H (COD)

[onitoring
and event
t has been
BOD test.
a number
es the use
e offset, a
idely used

than the
irly easily

-formed. Another. alteérnative, TOC testing, relies upon the chemical oxidation of all of the organic
terial present ifn-a*sample to COz and the subsequent measurement of the resulting COj.

In some
ture. This

fimate the
ndividual
material.

Th

ey are most eifective In waste streams that are consistent In nature without any wide vatr

the types of organic material that may be present.

A.4.2.7 Nutrients

iability in

The control of nutrients in wastewater effluent is quickly increasing in importance. Parameters such
as ammonia, total Kjeldahl nitrogen, phosphate and nitrate are being required to be controlled with
the goal of preventing environmental damage through eutrophication of receiving water bodies. Online
and laboratory methods are available for all of these parameters and can be useful inputs to an event
detection system whose task is to keep the system in conformity.
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A.4.2.8 Bulk parameter monitoring

There are a wide variety of other parameters that can give valuable information regarding the status
of wastewater in wastewater treatment plants and wastewater conveyance systems. These include,
but are not limited to, pH, conductivity, temperature, oxidation reduction potential (ORP), hydrogen
sulphide and hydrocarbons. These are useful not only for event detection but also for asset protection
and process monitoring.
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An| IMT contains suspected connections between event indicators and performance‘meag

ba

content to reflect any unusual, possibly unique, circumstances to which the watey tility is ey

B
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NO[TE A Boolean rule is mathematical syntax that uses “If... then...” statements in the following (exa

If

T

seyeral states or values, each of which is examiined against a predefined value, returning w

or

Th

Table B.1 shows an example of.part of an IMT that supports the four example relationships de
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.2 IMT structure

hlIan source” is likely to occur with 90 % confidence.
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Annex B
(informative)

Influence matrix table (IMT)
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f—General

ted on scientific knowledge and water industry experience. Continual improvement can

ere is no preferred format for an IMT.

ch rule should be structured as a Boolean rule with several itémsas the cause and having a

pH > 9 and free chlorine <0,2 and chlorination state = ONJ then event type “organic contaminatior

formal definition for a Boolean rule is astfollows: a list of variables where each va

false answer.

Table B.1 — Example Boolean rules for an IMT

urements
refine the
posed.

e IMT should be structured as a list of rules from the most severe-dt the top to less severe at the bottom.

result.
mple) form:

from non-

riable has
ith a true

e Boolean rule is a combination of-one or more of these variables in an IF/THEN statement with
myltiple variables connected by OR/AND/NOT logical relationships.

scribed in

‘If rule ‘Then’ effect

Flood report = ON and Turbidity would increase

algae observed = ON

@dour report = ON and TOC change from normall

taste report = ON and

chemical spill in the vicinity = ON

Disinfection process problem = ON and Free chlorine level in water declines to a low level

disinfection process not functioning prop-
erly = ON and

low chlorine alarm = ON

2

NOTE ‘ON’indicates sensor alarm; ‘OFF’ indicates no sensor alarm.

expected in this case.

system and not due to an intrusion of organic contamination.

1 Taste and odour problems are usually caused by organic materials and an increase in TOC would be

2 Anindication of a problem in the disinfection process system combined with an indication of a problem
in the level of free chlorine in the water implies the latter could be due to a malfunctioning of the dosing
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Table B.1 (continued)

‘If rule ‘Then’ effect

pH

conductivity high = ON and
toxicity high = ON

low = ON and Heavy metal contamination of the waste stream

Ifa

to a drinking water system by mistake

wastewater system is cross-connected | Water temperature could rise

Turbidity could increase

If

nine hreal accurcin o wagctowator Sewaage lovel ot davwngctroam calloction aroa chaould
| il o o

SYS

tem decrease relative to the level in similar days.

NO
1

exy
2

L

in §he level of free chlorine in the water implies the latter could be due to a malfunctioning of/the dosing

TE ‘ON’indicates sensor alarm; ‘OFF’ indicates no sensor alarm.

Taste and odour problems are usually caused by organic materials and an increase in TOC would be
ected in this case.

An indication of a problem in the disinfection process system combined with an indication-efa problem

tem and not due to an intrusion of organic contamination.

B.3 Exd

B.3.1 Simulation system to predict a water source pollutant's arrival time at an intake

B.3.1.1

For the py

intake cam be used when a water quality event happens, in the upper reaches of a catchment, river

aqueduct
operators

B.3.1.2

When aw

imples for drinking water and wastewater

eneral

rpose of decision support, a simulation system.eal¢ulating the pollutant's arrival time at

system. An IMT can be included in the simufation system or can be used by intake facilit
Figure B.1 shows an example of such a system.

Bimulation system principle

pter quality event occurs significantly upstream of a water supply intake then reports and

an
or

y's

or

measurenfents may be obtained. For.example, the date, time, place, kind of pollutant, flow and amount

of surface
flow rate

measurements, river basin characteristics and the pollutant’s diffusion properties.

An IMT th
system ag
facility's g
at, a dowr]

B.3.1.3

water involved. Simulatién)based on equations for the continuity of an incompressible fly
listribution analysis; and/pollutant diffusion analysis can be carried out using those repot

at is structured‘with those reports and/or measurements can be included in the simulat

part of software. If not included, the IMT can be prepared and used manually by inta
perators. As-a result, the time to flow down to, and concentration of the pollutant upon arri
stream«intake can be predicted.

pimulation system practical use

id;
ts,

on
ke
val

In the Tokyo Metropolitan Waterworks Bureau, a decision support system (simulator) for a surface

water sou

rce quality event has been introduced.

The simulator is used to support the decision-making processes leading to outcomes such as the
decision to install temporary stop-boards across the drinking water system intakes.
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Fig

B.

B.]

Fo
av
be

sh¢ws an example of such a system:.

B.]

Water source Simulation system
Input data Simulator
{ Dateand time Based on
Water quality Place i ¢
event Kind of pollutant an equaton o
continuity
Flow amount q
- flow rate
Pollutant River basin characteristics distribution analysis
flow down Flow cee e
Pollutant diffusion - pollutantdiffusion
amount . N
Propcertuces dIldlyblh
|
River
Decision-makingsupportdata I
(Pollutantarrival time and concentration Water quality eyent
database

predicted)

pure B.1 — Structure of a simulation system to predict adwater source pollutant's ary
atan intake

8.2 Simulation system to predict the rainwater inflow amount to a wastewate

$.2.1 General

" the purpose of decision support, a simulation system calculating the inflow amount of ra

included in the simulation system or1;'can be used by the wastewater system's operators. |

.2.2  Simulation system-principle

ival time

" system

nwater to

Fastewater system can be used when ahcintense rainfall event happens in the catchment. An IMT can

Figure B.2

When an intense rainfall event occurs on the catchment then reports and/or measurements can be

ob

Sy
an
ch

Anl
Sy

fained. For example; the time, area and amount of rainfall; water levels and flows in the w
tem. Simulationdbased on dynamic analysis; hydraulic model; tank modelling; and multiple 1
hlysis can be cdrried out using those reports, measurements, catchment data and wastewat
hracteristics:

IMT that\s structured with those reports and/or measurements can be included in the 3

hstewater
egression
er system

imulation

tem ‘as' part of software. If not included, the IMT can be prepared and used manua

w3
wi

B.3.2.3 Simulation system practical use

ly by the

stewater system's operators. As a result, inflow amount and time of the rainwater's arrive_lll at points

In the Tokyo Metropolitan Government Bureau of Sewerage, a decision support system (simulator) for

an

intense rainfall event on the catchment has been introduced.

The simulator predicts a sudden inflow of the stormwater to the wastewater system and is used to
support the decision-making processes leading to outcomes such as the decision to divert drainage
facilities to avoid a flood.
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SO 2019 - All rights reserved

29


https://standardsiso.com/api/?name=61568643af95229b23c1c4cc7489b42c

ISO/TS 24522:2019(E)

roa :::: T a0

Amount of
; rainfall

1
N N R NN AT
I ’ ! YNNI

T

Simulation system

Input data
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Time, area and amount of

| rainfall

Water level and flow amount
of wastewater system
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Based on
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i'_ oyofnm Ie‘lnl Structure
torage and I I
Wagdtewater flow I
treaftment | ]?rqllnage
plarjt aciities Decision-making support data

~
N .
River

Figure B.2 — Structure of a simulation system to predict the inflow amount of rainwater to a

(Inflow amount of rainwater predicted)

wastewater system

Rain andhinflow
prediction database
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Annex C
(informative)

Event identification table (EIT)

C.1

General

An[EIT contains examples of connections between changes in measures resulting from ah'event's effects
that are potentially reflective of actual events in the drinking water or wastewatepsystem.
improvement can refine the content to reflect any unusual, possibly unique, circumistances to
organization is exposed.

Defelopment and use of the EIT can permit both simple and complex calculations. Simple c4
can be performed manually or with an off-line computer. Complex calculations, especially w

ti

C.]
Th|

e-intervals monitoring is required, could require an automatic contrel system.

P EIT structure

ere is no preferred format for an EIT.

The EIT should be structured as a list of rules from the most severe at the top to the least sey

bo
ha
D.7

NO|

Tal

'tom. Each rule should be structured as a Booleanrule with one or more variables as the
ying a result. Each rule in the EIT can have statistics to indicate how many TP, FP, FN outg

Continual
which the

Iculations
hen short-

rere at the
cause and
omes (see

) have originated from applying the rule in the past.

TE True negative (TN) is not listed herée’as it is the common situation.

ble C.1 shows an example of part of dn EIT that supports the preliminary conclusions descriped in C.3.

Table C.1 — Example for an EIT
‘If measurement(s) ‘Then’ event(s)
Turbidity change positive and Pipe break
chlorine change'megative and
pressure change negative
Turbidityincrease and Cross connection
free-chlorine decrease and
pressure decrease
pH decrease and Pipe corrosion — DO decrease
free chlorine decrease and
DO increase and
increase in total dissolved solids (TDS)
Unexpected pressure drop and Pipe break
Complaints from customers about low flow
Water consumption in unusual hours Leakage in pipes
High level of wastewater in collection terminal |Wastewater pipes are blocked
and
complains about odour
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Table C.1 (continued)

‘If’ measurement(s) ‘Then’ event(s)

Extreme values of conductivity or pH Intrusion of industrial wastewater to domestic

wastewater system

High level of BOD in water Intrusion of domestic wastewater system

High level of total suspended solids (TSS) Failure of the wastewater treatment process

Incr

eased pH and conductivity Metal contamination

Incr

eased level of oil and TSS Contamination from food industry

Incr

eased level of soil salinity Contamination from electronics industry

C.3 Exd

C.3.1 G¢

The follow
evaluater

C.3.2 Ej
Increase i
Event typ

Following]
outside th
result a df

water system. A decrease in drinking water pressuté can also result in back siphoning from pij

connected
contamin

C.3.3 Ej
Decrease
Event typ

An oxidat
an increas

waterborne pathogensand production of discoloured water.

C.3.4 Ej

Increase i

imples of preliminary conclusions drawn

bneral

clationships between a suspected event’s consequences and the potential causative event ty|

cample 1
h turbidity; decrease in free chlorine; and decrease in pressure.
p: pipe break.

a pipe break the water pressure drops as water ¢an flow through the break. Material fr
e pipe can enter the drinking water system. This.can cause an increase in turbidity and g
ecrease in free chlorine which reacts with thetorganic material that has entered the drink

to the drinking water system, if not pretected by a back flow prevention device, leading
hition of the drinking water system.

tample 2
n pH; decrease in free chlofine; increase in DO; and increase in TDS.
P: pipe corrosion.

on reaction leads to’the formation of rust. This causes a decrease in DO, and a drop in pH, 3
e in solids suspended in the water that remains in the pipeline, with consequent protectior

cample 3

h tarbidity; decrease in free chlorine; decrease in pressure; and change in temperature.

ring three examples of preliminary conclusions utilize the knowledge cofitained in Table C.1

to

DM
S a
ng
pbes
to

nd
of

Event type: cross connection.

Inappropriate cross-connection between drinking water network pipes and other pipes (e.g. gas
distribution, wastewater, process water, cooling water) can result in increased turbidity, a decrease in
free chlorine and changes in temperature due to the interaction with non-drinking water.

C.4 Measurements of change

C.4.1 General

Measurement(s) of a possible event's effects provides an entry point to consider the EIT's content and
consideration of the possible cause of the measurement changes.
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While online monitoring provides a real-time continuous data stream to aid in event detection, in
most cases, the primary input for event detection will be grab sampling and field or laboratory testing.
In cases where the ability to maintain an online programme is limited by environmental, financial,
technological or human resource constraints, a programme of manual sampling and testing can
represent the only viable source of performance data input for event detection.

C.4.2 Manual sampling versus automatic sampling

An analysis programme can rely on samples that have been taken either manually or via the utilization
of automatic samplers.

Aul:omatic samplers can be programmed to take either single samples or composite samples)|There are
adyantages to each.

In fomposite samples, the number of analyses that need to be conducted is decreased, but the samples
offer no insights as to the timing of an event. Discrete single samples can determife the timing of events
buf require more testing resources. Samplers can be programmed to take samplés at preset ifftervals or
when they are triggered by events such as water quality changes or remote(signalling.

As|manual sampling is often the only recourse due to various constrairts) it is advisable to conduct it in
a cpnsistent manner, whether that sampling is routine or initiated by ¢onditions.

C.4.3 Site selection

The selection of sampling sites that give an adequate picture of the monitored system is crulcial to the
sug¢cess of a programme of analysis used for event detection.

It is advisable to choose sampling sites based on knewledge of the system being monitored.[Computer
programmes that utilize a model of the connections and flows found in a system are availalle to help
fadilitate site selection.

If ho such models are available, knowledge as to the location of key nodes (e.g. major pipes, water
stqrage units, pumping points), criticallinfrastructure (e.g. hospitals, police stations) and high-value
potential targets (e.g. schools, densely-populated areas, government buildings, military installations)
can be used to guide site selection.

Other important factors include access at all times and under all environmental conditigns to the
sampling sites; coverage @nd’ representativeness of a wide area from a single sampling point; and
balancing of the number-ef sites being monitored based on budgetary and perceived risk con¢erns.

C.4.4 Frequencyof monitoring

As|a general rule, the more frequently a system can be monitored the better. As the purpode of event
detection is’tp'reveal rare transient events, continuous monitoring is the ideal scenario.

Where continuous online monitoring is impractical, reliance on grab sampling and testing will
negeSsarily make it more difficult to detect such events.

The more often a system can be sampled, the more likely it is for a given event to be detected. However,
for efficiency, the goal should be to sample only as often as is practical to detect the change, given
resource constraints and the nature of the parameter being measured.

C.4.5 Importance of baseline

Water conditions in most systems are not static. When monitoring water quality parameters for change,
itis imperative that a baseline be established from which to judge the magnitude and importance of any
changes that can occur.

In baseline development, it is advisable to take into account changes that are normal for a given system
and include an adequate database to encompass changes that occur on an hourly, daily, weekly or
seasonal basis.
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Itis advisable to establish baseline development on the same sampling protocols and analysis techniques
as the envisioned monitoring programme. This way, the water utility will understand the variability
found under normal operating conditions for the parameters being monitored. This will eliminate
undue concern when variability of a similar nature is detected during routine or triggered monitoring.

The effort involved in developing a baseline from grab sample data can be substantial, but it is critical
for a successful programme of event detection based on a grab sampling programme.

The more extensive the baseline development, the more confidence a water utility can have in evaluating

deviations from the baseline encountered during a monitoring programme and in its determination of
whether ornotaneventhas occurred

C.4.6 Recommended parameters for drinking water

The monjtoring programme needs to be based on assessment of likely risk using la” detailed
understarding of the drinking water system.

There areg a number of water quality measures that can be quickly and easily performed to give|an
indication] of potential contamination. Note that these are all inferential measuréments that do pot
directly mpeasure the levels of a specific toxicant in the water but rather attetnpt to detect changeq in
water quality parameters that would occur if a toxicant was present.

Not all mgasures are applicable to all situations. A knowledge as to,which parameters are the mpst
important to monitor should be based upon a knowledge of the riormal levels of these parametgrs
in the dripking water system and how potential contaminants could affect them. Even simple vishal
inspection can be a valuable indicator.

Many organizations including the United States Environmeitital Protection Agency (USEPA) have dqne
extensive|research into how various threat agents affect'water chemistry. This research has led tp a
suggested hierarchy of parameter importance.

Chlorine: The simplest and most useful measureof chlorine residual, in drinking water supplies that
add chlorine, can react with many types of potential contaminants.

Organic, iporganic and biological compounds'can alter chlorine residual levels, while both free and tgtal
chlorine I¢vels have been shown to react:.

NOTE For many contaminants, total chlorine (monochloramine) reacts more slowly and to a lesser extent
than free ¢hlorine, although both measures can have value. Counterintuitively, not all contaminants cause a
decrease if chlorine residual. Some can, in fact, make the levels appear to rise unexpectedly.

TOC: Acdording to numiepous studies, the second most useful measure is TOC or surrogpte
measurements such asrseanning UV that can indicate TOC levels. These measures can be very useful in

ent

tin

a drinking water system. Many potential contaminants can have a dramatic effect on pH.

Conductivity: Conductivity is a measure of a water sample’s ability to conduct a current. It can be
correlated to measurements such as salinity and total dissolved solids.

Conductivity is often the only bulk water quality parameter to exhibit a significant change when
inorganic salts are the contaminant in question.

Turbidity: Turbidity is a measure of the non-dissolved particulate matter in a water sample. Some
metal and organic compounds can increase turbidity when introduced to a drinking water system.
Biological materials can also cause turbidity levels to rise.
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Toxicity: Toxicity is the ability of a chemical or mixture of chemicals to cause a living organism to
undergo adverse effects upon exposure. These effects can include negative impacts on, for example,
survival, growth and reproduction.

Toxicity tests are analytical experiments that attempt to detect or quantify toxicity in a sample by
measuring the results exposure produces on standard test organisms. These tests use living organisms
or enzyme-based systems to determine the toxicity level of a water sample.

There is a wide variety of test organisms in use and they all respond differently to different toxins.
Note that baseline development is crucial to understanding changes in the drinking water system when

using toxicitvy measurements
(=] J

hts. These
ammonia,
1 tests for

Other measures: There are a number of other measures that can find use in detecting eve
cap include, but are not limited to, indicator bacterial monitoring, ORP, DO, nitrate/nitrite,
cyanide, acetyl cholinesterase inhibitors, refractive index, colour, temperature, préssure an
other specific compounds or pathogens.

Fl

Sy9
m4
on

w and pressure: Flow and pressure are indications of the physical regimé of the drinKing water
tem. Normally, unless operational changes are made to the drinking watersystem, flow and pressure
asurements would be steady over a short period. Fluctuation of flow or pressure or a sudden drop of
e of them can be indicative of pipe break.

D lese hours

4
ca

Te
an
SO

ing the night (02:00 am to 05:00 am), flow is supposed to be-low. The minimum flow for t}
be learned over time. Deviation from the minimum valuecan be indicative of a leakage.

en winter
n another

mperature: This value is fixed on the short run. It fluctuates over day and night and betwe
l summer. Sudden change of temperature can be indicative of an intrusion of water froi
rce, such as wastewater.

C.4.7 Recommended parameters for wastéwater

htionships
n changes

pH: pH is a simple-to-perform analysis that gives useful information on the acid base rel
preésent in wastewater. Many potential.contaminants can have a dramatic effect on pH. Sudde
in pH can be indicators of industrial or-éther unusual discharges.

Fl either too

hig

w: Flow is easily measured.and can give indications of potential problems if flows are
h or too low for the properfunctioning of the treatment process.

Di
wi

ssolved oxygen (DO): The measurement of DO during the treatment process can indicate{ problems
th nutrient loading.ex.Biomass health in the treatment process. Sudden increases in DO can indicate

hilure in the biomtass, whereas sudden decreases in DO can be indicative of an overload
atment systena’s,capacity.

a f]
tre

SOUR: SOUR ‘is-an important wastewater control parameter for the activated sludge proc
cafried out'using a DO analyser that measures the amount of oxygen used up by the microg
expressediin unit time of mg/l (ppm) per hour. Knowing the OUR can indicate how active the
ar¢ in the aeration tank and whether they are consuming the oxygen provided for them to b

ing of the

pss and is
rganisms,
microbes
iodegrade

the organic matterin the influent

Toxicity: Toxicity measurements measure the ability of a substance to adversely affectliving organisms.
Toxicity measurements of the influent can be valuable in indicating the presence of substances that
could disrupt the biological aspects of the treatment process. There are a variety of different organisms
that can be used when measuring toxicity, but methods that use the actual biomass from the treatment
process being monitored should be used in wastewater applications where this is possible.

Oxygen demand measurements (BOD or COD): BOD is the amount of DO needed by aerobic biological
organisms in a body of water to break down organic material present in a given water sample at a
certain temperature over a specific time period. The term also refers to a chemical procedure for
determining this amount. This is not a precise quantitative test, although it is widely used as an
indication of the organic quality of water. The BOD value is most commonly expressed in milligrams of
oxygen consumed per litre of sample during 5 days of incubation at 20 °C, and is often used as a robust
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surrogate of the degree of organic pollution of water. BOD can be used as a gauge of the effectiveness
of wastewater treatment plants. BOD is a long test (commonly 5 days) and, as such, is not an ideal early
indicator of problems. BOD is similar in function to COD, in that both measure the amount of organic
compounds in water. COD is a much more rapid test (2 h) and can be a better input for early warning
than BOD. However, COD is less specific, since it measures everything that can be chemically oxidized,
rather than just levels of biologically active organic matter.

Other measures: Other parameters can be useful and provide additional information. These include
measurement of nutrients such as phosphate, ammonia and nitrogen. Fat, oil and grease can also be
valuable to indicate potential clogging, especially in wastewater conveyance systems and wastewater
treatmentplants:
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Examples of statistical methods for the evaluation of eve
classification within the EDP

D.l General

Md
fol

D.2 Types of event

Eafh event can be classified into one of four different types, as follows:

D.B Event identification

D.B.1 General

An|
illd

An

st events are unrelated to water quality. For example, the measurements associated

2019(E)

nt

with the

owing are not indicative of water quality related events: unreported operational changes; erroneous

asurements due to malfunctioning of instruments or calibration defects.

‘TRUE POSITIVE’ (TP) — both classifications agree that-an alert was justified;
‘TRUE NEGATIVE’ (TN) — both classifications agree.that an alert was not justified;

‘FALSE POSITIVE’ (FP) — the process-based clagssification generated a ‘SHOULD ALERT’
the actual classification generated a ‘SHOULDNOT ALERT’ result;

‘FALSE NEGATIVE’ (FN) — the process-based classification generated a ‘SHOULD NO
result but the actual classification generated a ‘SHOULD ALERT’ result.

event identification method can be described by different levels of sophistication. The
strate three levels:

simple: can be performed manually;
intermedjater can be done with simple customized available software (e.g. Excel);
sophistieated: requires dedicated software.

event would be declared based on a consecutive group of samples if one of the conditions

in

322,D.3.3 and D.3.4 exists. An event would be declared when one of these conditions exis

when none of them exists.

Each event can be given an event ID regardless of its time span.

D.3.2 Simple level

On

e or more of the single measurements are either:
out of regulation limit requiring a comparison of actual field value with predefined limit;

fixed; or
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— violating safety rules defined by the water utility, based on previous knowledge regarding water
quality measurements.

D.3.3 Intermediate level

One or more of the measurements are either:

— out of their statistical limits (e.g. average + 3 x standard deviations);

NOTE
same |

— withi

NOTE
this li

— arate
avera

D.3.4 Sq
One or md
— rared

— unusy

D.4 Evq

Each dripking water/wastewater event can be_\classified based on similarity to past ever

Classificat
— event
— event
— event
Similarity]

Assuming
following

‘YmaX '_‘X

Required to calculate the average of a list of known values and the standard deviation of
ist, and compare if the actual field value exceeds the limit of average +3 x standard deviations.

the

h 1 % of upper or lower quintiles;

Requires sorting known historical values and seeking the location of actual fieldvalue wit
t.

of change that is abnormal considering its physical or chemical limits, or compared with
be change.

)phisticated level
re of the multiple parameters’ measurement combinations areeither:
onsidering their normal frequency in the occurrence of combinations; or

al considering the sequence in which the combination$ccur.
nt classification by similarity

ion can be described as one of the following:

is similar to past known actual hazardous event;

is similar to past known actual non-hazardous event;
is not similar to any pastevent.

can be defined by the following statistical method.

all measuremerts are continuous values, each measurement can only be normalized by
calculation:

Jaesiet

Xt-X¢

min

hin

he

Its.

he

X
Xi
Xmin

Xmax

is the normalized value of parameter X, sample i at time ¢;

is the actual measurement;

is the valid minimum of X;

is the valid maximum for X.

Once the values of X have been normalized, the similarity between two samples can be calculated by

Euclidean

38

distance.
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For example:

dg (i, )=3(X}, -X])?

where
dg is Euclidean distance;
k is the number of dimensions for each sample;

In

:2019(E)

iandj areindexes of selected samples.

the case of drinking water, the dimensions can be, for example, pH, free chloriné,|condt

turbidity. The maximum value of normalized ED is subject to the number of dimensions ac

the

Th

following rule:

Max ED(K) = Vk

us, given the distribution of Euclidean distance between samples;”an abnormal samp

idgntified, as demonstrated by the numerical example in D.5.

D.
Th

For

Ta

b Numerical example for similarity calculations
g following numerical example is considered as a sophisticated level of event identification

raw numerical samples for similarity calculations and raw samples after normaliz

ble D.1 and Table D.2, respectively. The bottom line of Table D.2 shows the centre of gra

Ictivity or
cording to

le can be

(D.3).

ation, see
vity of all

samples. For the calculation of the Euclidean;distance between each sample and between each sample

an

] the centre of gravity, see Table D.3 and.Table D.4, respectively. Based on this distance it c

that sample 2 and sample 10 are close to the centre of gravity and thus are similar.

Table D.1 — Raw samples

n be seen

Sample ID pH Cl Conductivity | Turbidity
1 7,21 0,21 201 0,43
VA 7,14 0,34 234 0,55
3 7,08 0,32 324 0,34
4 6,98 0,54 265 0,66
5 7,32 0,22 345 0,54
6 7,13 0,18 534 0,34
7 6,99 0,56 190 0,78
8 6,86 0,42 167 0,45
9 6,87 0,33 187 0,34
10 7,01 0,28 256 0,54

min 6,86 0,18 167 0,34
max 7,32 0,56 534 0,78

Table D.2 — Raw samples after normalization

Sample ID pH Cl Conductivity | Turbidity
1 0,76 0,08 0,09 0,20
2 0,61 0,42 0,18 0,48
3 0,48 0,37 0,43 0,00
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Table D.2 (continued)

Table D.A

NOTE

Sample ID pH Cl Conductivity | Turbidity
4 0,26 0,95 0,27 0,73
5 1,00 0,11 0,49 0,45
6 0,59 0,00 1,00 0,00
7 0,28 1,00 0,06 1,00
8 0,00 0,63 0,00 0,25
9 0,02 0,39 0,05 0,00
10 0,33 0,26 0,24 0,45
Min 0,00 0,00 0,00 0,00
Max 1,00 1,00 1,00 1,00
Average 0,43 0,42 0,28 0,36
Table D.3 — Euclidean distance
Sample ID pH Cl Conductivity | Turbidity
1 0,107 8 0,117 0 0,0357 0,623 2
2 0,031 0 0,0000 0,009 8 0,014 5
3 0,002 1 0,002 8 0,021 4 0,127 3
4 0,029 5 0,277 0 0,000 2 0,137 2
5 0,3219 0,099 7 0,041 4 0,009 6
6 0,023 8 0,177 3 0,516 3 0,127 3
7 0,022 5 0,3352 0,047 9 0,413 7
8 0,187 2 0,044 3 0,079 2 0,011 4
9 0,168 8 0,000 7 0,0515 0,127 3
10 0,0113 0,024 9 0,001 5 0,009 6
I — Distance of samples from centre of gravity (absolute and relative to max distanc
Absolute Relative
Sample ID 0,532 573 0,266 287
1 0,235 158 0,117 579
2 0,391 897 0,195 949
3 0,666 294 0,333 147
4 0,687 485 0,343 743
5 0,919 082 0,459 541
6 0,905 117 0,452 559
7 ﬂ’R'A'7 CA45 {\")QQ 773
8 0,590 206 0,295 103
9 0,217 592 0,108 796
10 0 0

D.6 Human classification and quality of detection

The maximum normalized distance for four dimensions is the square root of 4, i.e. 2.

Based on the Euclidean distance, each new sample is assigned a classification according to the nearest
pastsample. For example, if sample 7 is similar to a previously classified event which was itself classified

40
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as a true positive, then sample 7 will also be classified as positive. Sample 7 will be classified as a true
positive only when authorized personnel have also judged that this is a positive event.

On the other hand, in this instance, a sample at a distance larger than 0,5 from any known sample can
be classified as unknown.

The sample classification according to similarity should be approved by a human expert. The expert
would tag each classification as true or false. This will yield the four types of events as depicted in D.2.

Given the count of each group, a Kappa statistic should be calculated. The Kappa calculation is given by
the following process:

Table D.5 — Event counts by event type

Expert positive Expert negative Total
Model positive TP FP A
Model negative FN TN B
Total C D T

B 3 Total cases where the model's classification was negative.
D # Total cases where the expert's classification was negative.

T=TP+FP+FN + TN

where T is the total number of cases.
TP|+ TN = Total number of cases where model and actual values are the same.

M = (TP + TN)/T

where M is the observed probability foragreement between model and actual event classificqtion.
A 3 Number of cases where the model's prediction was positive.
A/[l = Probability of a positiye prediction by the model.

C 4 Number of positive gvents.

C/T = Probability of-allpositive events.

C/TT * A/T = Probability of a random agreement on positive events between prediction and|an actual
event's classification.

B/[l = Probability of a negative prediction by the model.

D/[[=Probability of all negative events.

B/T * D/T = Probability of a random agreement on negative events between prediction and an actual
event's classification.

L=(C/TxA/T)+(B/Tx=xD/T)
Kappa=M-L/(1-1L)

Value of Kappa is between -1 and 1.
Value of 1 means perfect detection.

A value which is closer to 0 means the classification procedure has no relation to the human expert.
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In some cases, related to Table D.5, we may value the different “situation” through FP to FN with
different weights, for example an FN is 10 times more significant than an FP.

NOTE A value which is closer to 1 means agreement between the classification procedure and the human
expert. A value which is close to -1 means that the classification procedure systematically opposes the human
expert. In reality Kappa values above 0,75 are considered good detection/prediction.
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Annex E
(informative)

Signal measurements' grouping

Sig
de

Th

For

The following are three examples of signal grouping:

Ell

Th
dis
No|
slo

Thus the nearest neighbour samples can differ and the average distance to the current loca

(sa

General

nal grouping can be used in order to gather several signals into a single measuhem
scribes changes in the process being monitored.

e group signal can be used to find out one of the following abnormal measurentents:
Point anomaly: a point value which is rare or violates any engineering riile.

Contextual anomaly: a point whose value is normal but which is abfiormal in the context
is introduced.

Collective anomalies: a set of consecutive measurements which’are not likely in the curren

further details of the above three types, see Reference {3]:

nearest neighbour (E.2);
local density (E.3);

numerical prediction (E.4).

2 Nearest neighbour

e nearest neighbour (NN)-detection algorithm is a method in which at each time frame t}
tance to the nearest group of K samples (specifying the group size beforehand) is 1}

wly. When contamination occurs, samples within the same time frame can vary from on

me sized) gro@p)can be drastically different.

exampleAor such calculation can be based on the samples given in Annex D, Table D.1. Assu

ples are‘taken in the same time frame from which sample 1 was taken, all other samp
ilar to-sample 1 and thus have a very small Euclidean distance from one another.

bnt which

n which it

tlocation.

e average
measured.

rmally, changes in water quality occur slowly. Thus, the above average distance chanlges occur

e another.
ion of the

ming that
es will be

ifferent and

The single grouping measurement in this case is the average Euclidean distance between samples.

An

example of such grouping could be an algorithm such as that shown in Reference [2].

E.3 Local density

A local density (LD) detection algorithm is an algorithm that counts the number of historical samples
located in a given cell. A cell is a logical region of data that conforms with a Boolean rule, an example of
which is as follows:

©lI
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If:

— pH=>6,5and pH < 7,0; and

— conductivity > 200 and conductivity < 250; and
— turbidity > 0,5 and turbidity < 0,8;

then:

— the current record is similar to a known event.

Similar cdlls are defined in order to cover all the working space. For each cell the average numbey of
historical|samples is recorded. Then a density profile (i.e. the distribution of counts that can be foynd
in sample$ from the drinking water system over time) is defined. Statistically, in most cases,.this profile
includes medium to high density. Cells with low density or zero density are rare. If the measuremepts
reveal a gituation where the local measurements of a sample from a drinking water '0r wastewafer
system ndrmally display cell densities that are low or none, but are now displaying higher cell densities,
most of thie time this can indicate an abnormal situation.

grouping measurement in this case is the number of historical pointsin a given cell.

An examplle of such grouping could be an algorithm such as that shown in-References [3] and [4].

E.4 Numerical prediction

A numerifal prediction (NP) detection algorithm is a method’in which one measurement of water
quality is|predicted using other water quality measurements! The mathematical relationship betwgen
the input$ and the output (TOC in this case) is learned-vwith a standard statistical model. Onc¢ a
significanf statistical model is estimated, this model.can‘be used for event detection.

The statigtical model is the output from the NPcalgorithm. The model is constructed using either a
statisticall linear or nonlinear least square model. For this purpose, several hundreds of records are
taken. Ea¢h group of records will contain a.ntimber of variables (each with individual time stamps).
One of the¢se variables will be dependent.upon the remaining variables within the group. Numerial
modellingis used to establish the relationship between the non-dependent variables and the dependéent
variable. Then the values of the cuprent non-dependent variables are used to predict the value of the
dependenf variable. If the differencebetween this predicted value and the actual value of the dependent
variable i§ greater than normalit implies that the current situation is an event.

For example, TOC is predicted using other measurements such as pH, free chlorine, conductivity gnd
temperatyre (referred t6 asinputs).

In a lineay or nonlinear regression, the TOC value is predicted using pH, free chlorine, conductivity gnd
temperatyre valuesvThe difference between the actual TOC value and the predicted value is compargd.
If the difference~for a specific record related to a specific time stamp is more than two standard
deviation$ away from the actual TOC measurements, this record is assumed as a rare record.

The event detection is performed by real-time TOC prediction, using the actual inputs measured.
This prediction is compared with the actual measurement of TOC. The difference between these two
measurements is expected to be between the borders of the root mean square error of the prediction
model. If not, then some other input (which was not included in the original model) is affecting the
actual measurement of the TOC.

If different types of model outputs (e.g. TOC, DOC, free chlorine) are used, different types of
contamination can be detected.

The single grouping measurement in this case is the difference between the actual and predicted value
of a numerical model.

An example of a linear prediction model for such an algorithm can be found in Reference [5].
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Verifying the EDP’s response to potential types of events

—Theimportance of verificattontesttimg ]

er implementing an EDP it is important to verify that it is functioning properly.-The v

tem's functionality in processing the data and responding in an appropriate ‘mahner. T
done during commissioning and periodically afterwards. Verification should-dlso occur

ensure that the system continues to function as designed and its abilitiZto respond to ¢
[ been compromised. This is true of EDPs that use advanced algorithms as well as simple
bed/manual systems.

thod best suits its own operation.

EDP’s internal algorithms and/or functions are performing properly.

Verification through the introduction of surregate chemical compounds to the system’s
used to verify that the entire system is functioning as designed.

)

Verifying the integrity of datd streams

.1 General

5 important to verify that the\data being provided to the EDP accurately reflects the condit
e being measured. How vérification of this is handled depends upon whether or not the da
uestion is being provided by traditional online water quality physical and chemical sens
result of field or laboratory routine or emergency testing; or if it is more nebulous in natuy|
records of hospital admissions, emergency service calls or customer complaints.

.2 Verifyingthe integrity of data streams for traditional online water quality

ensutethat the data being received from online instruments is accurate, manufacturers' sy
calibration and maintenance should be followed. This usually involves the use of standard ¢

brification
ion of the
his should
when any

jor changes are made to the system, or to the data streams being utilized as inputs to the system,

vents has
statistics-

brification

Verification through the analysis of artificial data stréams is used primarily to determine if the

sensors is

ons at the
ta stream
ors; if it is

re — such

physical

ggestions
alibration

sollutions

The actual measurements can also be periodically verified on the sample matrix with independent
instrumentation. This is especially true of instrumentation such as ORP sensors that can appear to be
calibrated but don’t respond to actual water quality changes due to fouling or sensor degradation.

A small subset of the data generated by the sensors should be verified against the data that is fed into
the EDP to ensure integrity and proper synchronization of time stamps.

F.2.3 Verifying the integrity of data streams from laboratory or field analysis

Data streams produced via laboratory or field analysis should be generated via standard practices that
help to ensure good-quality data generation.
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