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Foreword

2017(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

Water is the source of life, without which humans, as well as other species, cannot survive. In many
countries, there is a lack of knowledge regarding crisis management of drinking water and wastewater

services.

Impairment of the drinking water service would change the quality of life of the affected population
in the immediate period while in the medium-term it could affect their ability to survive. Therefore,
the continuous and orderly supply of clean water is of paramount 1mportance for the populatlon The

inundatioh are to be prevented and the environment protected. Thls document descrlbes good pract]
in the estpblishment of technical crisis management systems drawn from experience contributed
relevant national authorities.

The apprdach of a water utility when preparing for any crisis should encompass all pertinent aspect;
water supply and the collection, treatment and safe disposal of wastewater. The wateritility needs
cooperateg with all relevant authorities concerned with the crisis. Effective crisisananagement sho
ensure thpt the actions taken before, during and after the crisis consider the natural environment
well as the impact on the health and wellbeing of the population. Effective communication with

public is nlecessary to mitigate or prevent panic and to establish trust in the wWater utility by disclos
important information appropriately in the area affected by a crisis, inaeighbouring areas or to
other stakeholders.

This docyment can be used as a toolkit by water utilities where{they wish to review their curr

capability| to prepare for, respond to and recover from a crisisin'an effective and efficient manner.
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It

is not intgnded as a complete guide to crisis management. Water utilities can consult ISO 24518 if they

need further guidance.
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TECHNICAL SPECIFICATION ISO/TS 24520:2017(E)

Service activities relating to drinking water supply systems
and wastewater systems — Crisis management — Good
practice for technical aspects

1 _Scope

Thlis document provides guidance to water utilities on good practice in technical aspectf of crisis
mgnagement.

Thijis document is applicable to all water utilities, of whatever size, whether public.or private)that wish
to review the effectiveness and efficiency of their service activities relating to prieparation for} response
to pnd recovery from a crisis.

2 | Normative references

There are no normative references in this document.

3 | Terms and definitions
For the purposes of this document, the following terms and definitions apply.

IS and IEC maintain terminological databases for use in standardization at the following ad¢lresses:

—| ISO Online browsing platform: available-at-http://www.iso.org/obp

—| IEC Electropedia: available at http://www.electropedia.org/

3.1
aqurnative wastewater service

wdstewater (3.40) service (3.3%) provided to users (3.39) by means other than through the normal
collection and treatment system

3.2
alJernative water supply
water provided tousers (3.39) by means other than through the normal treatment and distributjon system

3.3
anplysis
systematic examination in which the biological or technical system is decomposed into its component
parts‘using suitable methods, after which the parts are then organized and evaluated

Note 1 to entry: Analysis also includes water quality sampling operations carried out after sample preparation to
determine the amount of concentration of the analyte(s) of interest present in the sample.

3.4
asset
capital-forming goods used for the provision of the service (3.37)

Note 1 to entry: Assets can be tangible or intangible. Examples of tangible assets are land, buildings, pipes, tanks,
treatment plants, equipment and hardware. Examples of intangible assets are software and databases.

Note 2 to entry: Contrary to consumables, assets can be depreciated (tangible assets) or amortized (intangible
assets) in accounting systems.

© IS0 2017 - All rights reserved 1
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3.5
audit

systematic, independent and documented process (3.30) for obtaining audit evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party)
and it can be a combined audit (combining two or more disciplines).

Note 2 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

3.6

availability

extent to Which the infrastructure (3.20), assets (3.4), resources and employees of a water utility(3.41)
enable effpctive provision of services (3.37) to users (3.39) according to specified performances (3.27|)
3.7

capability

quality (3131) of being able to perform a given activity

3.8

competence

ability to apply knowledge and skills to achieve intended results

Note 1 to eptry: Demonstrated competence is sometimes referred to as qualification.

3.9

consequence

outcome qf an event affecting objectives (3.25)

3.10

continual improvement

recurringlactivity to enhance performance (3.27)

Note 1 to eptry: The process (3.30) of establishing ghjectives (3.25) and finding opportunities for improvement|s a
continual grocess through the use of audit (3.5) findings and audit conclusions, analysis (3.3) of data, managemjent
(3.23) revipws or other means and generally leads to corrective action or preventive action.

3.11

crisis

event or sjtuation which affects-eris likely to affect the organization (3.26) or its provided services (3.37)
which requires more than theustual means of operation and/or organizational structures to deal with it
3.12

crisis mapagement plan

document specifyingwhich procedures (3.29) and associated resources should be applied by whom gnd
where to 4 partieulatr type of crisis (3.11)

3.13

drinkinglwater

DEPRECATED: potable water
water intended for human consumption

Note 1 to entry: Requirements (3.34) for drinking water quality (3.31) specifications are generally laid down by
the national relevant authorities. Guidelines are established by the World Health Organization (WHO).

3.14

effectiveness
extent to which planned activities are realized and planned results are achieved

3.15

efficiency
relationship between the result achieved and the resources used

© ISO 2017 - All rights reserved
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3.16
environment

2017(E)

surroundings in which an organization (3.26) operates, including air, water, land, natural resources,

flora, fauna, humans and their interrelation

Note 1 to entry: Surroundings in this context extend from within an organization to the global system.

Note 2 to entry: For the application of this document, environment is considered as a specific stakeho

Ider (3.38).

The interests of this specific stakeholder can be represented by relevant authorities (3.33), by the communities or

by other groups, such as non-governmental organizations (NGOs).

3.17
hagard
solirce of potential harm

No
hedlth; degradation of the environment; a deterioration in service quality; reputationaltand/or financ
andl consequential sanctioning by the relevant authorities.

Note 2 to entry: Capacity for harm can also arise from compromised service pfrowvision. In this conte
cai} be considered to be a biological, chemical, physical or radiological agent.in, or condition of, wat
potential to cause harm to public health or the environment (3.16). This perspective is based on the d
“hd
shqrtage or an excess), hence making it applicable also to wastewater’(3.40) service (3.37)].
No
ha3
chg
co
in
or

Fe 3 to entry: Other sources of potential harm exist within the Water utility’s organizational con
ards can be internal or external to the organization (3.26)xInternal hazards could be tangible
mical store; potential energy stored behind a dam perchedon a hillside above a town; a chamber
taining a hazardous atmosphere) or intangible (e.g. pdorly documented procedures; inadequate t

propriate organizational culture). External hazards eould be tangible (e.g. earthquake; flooding;
ntangible (e.g. social unrest; terrorism, cyber thréat, corruption; financial instability).

3.18

hagardous event

evént that introduces one or more hazqgrds (3.17) to, or fails to remove them from, the drin
(3.1L3) system or the wastewater (340) system

Note 1 to entry: The equivalent \Erench word for the English expression “hazardous event” is *
dapgereux”. However, the English word “danger” has been removed from this document as it is synonj
“hdzard”. Both “hazard” and(‘danger” convey the concept of a potential risk (3.36). When it comes to
hazard, the English termifiology remains consistent, e.g. “fire hazard”, but the equivalent French expr
arjsque d’'incendie” migrates to using the equivalent of the English term “risk”. The difficulty is that th
of thazard” and “risk’~gre subtly different in English. The first conveys the potential exposure (i.e. t
w
“hdzardous event’ might be a lightning strike in a wooded area. But if this occurred when the woodlar
rather than dryythe risk of a resulting fire would be low rather than high.

3.19
in¢ident

fe 1 to entry: Harm in the context of a water utility can include injury to stakeholders; ¢ompromising of public

al damage;

kt a hazard
br with the
efinition of

zard” in the WHO Water Safety Plan Manual [expanded to include “candition”, which includes quantity (i.e. a

rext. These
e.g. a toxic
potentially
raining; an
forest fire)

xing water

evenement
mous with
describing
ession “Il y
P meanings
he impact)

ile the second additionally conveys the likelihood of that impact’s occurrence (risk = impact x likelihood). So a

d was wet,

detdation from normal npnrafihg conditions

Note 1 to entry: An incident is characterized by its cause, the extent and the consequences (3.9) of the deviation.

3.20
infrastructure

system of facilities, equipment and services (3.37) needed for the operation of a utility organization (3.26)

Note 1 to entry: In a water utility (3.41), it is advisable to reserve the term “infrastructure” for phys
equipment and installations.

© IS0 2017 - All rights reserved
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3.21
interruption
situation where the service (3.37) is not available

Note 1 to entry: Interruptions can be planned or unplanned.

3.22

maintenance

combination of all technical, administrative and managerial actions during the life cycle of an asset (3.4)
intended to retain it in, or restore it to, a state in which it can perform the required function

3.23 "l
manage ent

coordinatpd activities to direct and control a service (3.37)

Note 1 to eptry: Management can include establishing policies (3.28) and objectives (3.25), and processes (3.30) to
achieve thgse objectives.

Note 2 to pntry: The word “management” sometimes refers to people, i.e. a person or*group of people with
authority gnd responsibility for the conduct and control of a service. When “management™is used in this sensg, it
should alwjys be used with some form of qualifier to avoid confusion with the concept*management” as a sef of
activities defined above. For example, “management should...” is deprecated, whereas “crisis management team
should...” ip acceptable. Otherwise, different words should be adopted to conyey the concept when related to
people, e.gl managerial or managers.

Note 3 to entry: The term “management” can be qualified by a specific demain it addresses. Examples are public
health marjagement, environmental management, risk management, etc:

3.24
monitoring
determining the status of a system, a process (3.30), a product, a service (3.37) or an activity

Note 1 to eptry: For the determination of the status, there can be a need to check, supervise or critically obseyve.

q

Note 2 to entry: Monitoring is generally a determination of the status of an object carried out at different stages
or differenf times.

3.25
objective
result to He achieved

Note 1 to eptry: An objective canbe strategic, tactical or operational.
Note 2 to|entry: Objectives can relate to different disciplines (such as financial, health and safety, and

environmental objectives)and can apply at different levels [such as strategic, organization-wide, project, product
and proces} (3.30)].

Note 3 to |entryi>An objective can be expressed in other ways, e.g. as an intended outcome, a purpose,|an
operationd] criterion, as a crisis (3.11) objective or by the use of other words with similar meaning (e.g. aim, goal
or target).

Note 4 to entry: In the context of a crisis management system, crisis objectives are set by the organization (3.26),
consistent with the crisis management policy (3.28), to achieve specific results.

3.26

organization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives (3.25)

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation,
firm, enterprise, authority, partnership, association, charity or institution, or part or combination thereof,
whether incorporated or not, public or private.

Note 2 to entry: For the purposes of this document, the organization will usually be a water utility (3.41).

4 © IS0 2017 - All rights reserved
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3.27
performance
measurable result

Note 1 to entry: Performance can relate either to quantitative or qualitative findings.

Note 2 to entry: Performance can relate to the management (3.23) of activities, processes (3.30), products, services
(3.37), systems or organizations (3.26).

3.28
policy

ag
m3

3.2
pr
Sp

No

3.3

pr
set

3.3

quiality

de

No
wa

prq

3.3
re

pr

criftical to the resumption of service.(8.37)

‘eed intentions and direction for performing a service (3.37) as formally expressed by the
nagement board

9
pcedure
ecified way to carry out an activity or a process (3.30)

Fe 1 to entry: Procedures can be documented or not.

0
hcess
of interrelated or interacting activities that use inputs to deliveran intended result

1

bree to which a set of inherent characteristics fulfilsiréquirements (3.34)

fe 1 to entry: There is a clear distinction between quality of the product [drinking water (3.13)
stewater (3.40)] and quality of the service (3.37).\This document does not give technical specifi
duct quality.

2
covery
vision of policies (3.28), procedures{3.29) and process (3.30) that are necessary to restore ¢

technical

or treated
cations for

perations

d the post-

bmpliance

sdiction in

Note 1 to entry: Recovery represents the last stage to be carried out during the crisis (3.11) phase an
cripis phase prior to the routine.eperations.

3.33

relevant authority

puplic body entitled-to set general policies (3.28), plans or requirements (3.34), or to check ¢
with these rules)-concerning all the water utilities (3.41) included in its area of jurisdiction
EXAMPLE National, regional or local governments, public agencies, regulators.

Nofe 1Xtofentry: For a given water utility, there can be several relevant authorities, which have jur
different domains.

3.34

requirement

need or expectation that is stated, generally implied or obligatory

Note 1 to entry: “Generally implied” means that it is custom or common practice for drinking water (3.13) or
wastewater (3.40) utilities, the users (3.39) of the service (3.37) and other stakeholders (3.38), that the need or
expectation under consideration is implied.

©lI

SO0 2017 - All rights reserved


https://standardsiso.com/api/?name=8b7abcc8cdbb93654ad26ebfcca96eff

ISO/TS 24520:2017(E)

3.35

restriction

situation where the service (3.37) does not meet the availability (3.6) conditions specified in the service
agreement

Note 1 to entry: Restrictions can be planned or unplanned.

3.36
risk
combination of the likelihood of a hazardous event (3.18) and the severity of consequences (3.9), if the
hazard (iﬂ) accursin the rfrinking water. (? 1 ?) anp]y arwastewater (Q Aﬂ) system

Note 1 to entry: Risk is often characterized by reference to potential events and consequences or a combinatjion
of these.

Note 2 to entry: The English term “likelihood” does not have a direct equivalent in some languages; instead, the
equivalent|of the term “probability” is often used. However, in English, “probability” is often nartowly interprefed
as a mathematical term. Therefore, in risk management terminology, “likelihood” is used withr the intent thdt it
should have the same broad interpretation as the term “probability” has in many languages other than English.

Note 3 to ¢ntry: Risk can also be defined as the effect of uncertainty on objectives.(3.25), where uncertaiphty
is the statg¢, even partial, of deficiency of information related to understanding*or-knowledge of an event,|its
consequende (3.9) or likelihood.

3.37
service
result of al process (3.30)

Note 1 to gntry: Service is the result of at least one activity necesSarily performed at the interface between fhe
provider of the service and, in the first place, its user (3.39) and, i1 the second place, an stakeholder (3.38). Seryice
is generally intangible. Provision of a service can involve, for-example, the following:

— activify performed on a tangible product supplied-by the user, e.g. wastewater (3.40);
— activify performed on an intangible product coming from the user, e.g. processing new connection requests;
— delivefy of an intangible product, e.g. delivery of information;
— creatipn of ambience for the user, e.g:réception offices.

Note 2 to entry: The word “service” inncommon English can also refer to the entity providing the actions related to
the subjectin question, as is implicit in such phrases as “bus service”, “police service”, “fire service” and “watef or
wastewater service”. In this context and usage, “service” implies the entity that is delivering the service, e.g. “the
public tranjsport of passengers’, “the provision of public security”, “fire protection and response” and “deliverfing
drinking water or collecting wastewater”. If “service” can be understood in this way, “water service” becorpes

synonymotis with “wateriutility”; hence in this document, in order to avoid confusion, only this definition appljes.

3.38
stakeholder.
interested party
person or organization (3.26) that can ailect, be aiiected by or perceive 1tsell to be aifected by a decision
or activity

EXAMPLE Users (3.39) and building owners, relevant authorities (3.33), responsible bodies, operators,
employees of the operator, external product suppliers and providers of other services (3.37), contractors,
communities, customers and environmental associations, financial institutions, scientific and technical
organizations, laboratories.

Note 1 to entry: Stakeholders will typically have an interest in the performance (3.27) or success of an
organization.

Note 2 to entry: For the application of this document, environment (3.16) is considered as a specific stakeholder.

6 © IS0 2017 - All rights reserved
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3.39

user

person, group or organization (3.26) that benefits from drinking water (3.13) delivery and related
services (3.37) or from wastewater (3.40) service activities

Note 1 to entry: Users are a category of stakeholder (3.38).

Note 2 to entry: Users can belong to various economic sectors: domestic users, commerce, industry, tertiary
activities, agriculture.

Note 3 to entry: The term “consumer” can also be used, but in most countries the term “user” is more frequent
whlen referring to public services. It is not appropriate for wastewater services.

3.40

wdstewater
wdter arising from any combination of domestic, institutional, commercial or ‘ihdustrial |activities,
surface runoff and any accidental sewer inflow/infiltration water and whichy.ecan include collected
stqrmwater, discharged to the environment (3.16) or sewer

Nofe 1 to entry: The definition of wastewater in this document also includes sanitary waste in undilufed form.
Note 2 to entry: Wastewater can flow in separate or combined sewer systems:

341

wdter utility
wHole set of organization (3.26), processes (3.30), activities, means and resources necg¢ssary for
abgtracting, treating, distributing or supplying drinking* water (3.13) or for collecting, donveying,
trgating and disposing of wastewater (3.40) and for providing the associated services (3.37)

Note 1 to entry: Some key features for a water utility are

— | its mission, to provide drinking water servicés-or wastewater services, or both,
— | its physical area of responsibility and the ‘population within this area,

— | its responsible body,

— | the general organization with the function of operator being carried out by the responsible hody, or by
legplly distinct operator(s), and

— | the type of physical systems used to provide the services with various degrees of centralization.

Note 2 to entry: Drinking water utility addresses a utility dealing only with drinking water; wastewjater utility
addlresses a utilityddealing only with wastewater.

Nofe 3 to entrywWhen it is not necessary or it is difficult to make a distinction between responsiblg body and
opé¢rator, thestéerm “water utility” covers both.

Note 4%to entry: In common English, “water service” can be used as a synonym for “water utility”, but this
dog¢ument does not recommend using the term in this way.

4 Concepts and principles

4.1 General

The water utility should establish crisis management plans during normal operations. These plans
should be based on risk assessments of the water utility’s operations and activities with relevant data
being gathered as necessary. These plans should enable the following:

— the early recognition of an actual or impending crisis situation;

— the provision of resources which may be needed in a crisis situation.

© IS0 2017 - All rights reserved 7
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See Annex A for more details.

4.2 Crisis management phases

Crisis management is a phased system as described in Figure 1.

8 © IS0 2017 - All rights reserved
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Phase Description Linkage Relevant
clauses
I ]
The pre-crisis phase is carried out
during routine operations and under
normal management. It includes,
Pre_ for example, decisions on the Clause 5
structure of the crisis management Preparedness
Crisis team and training for the designated
personnel.
phase
This phase is the transistion from
normal management to crisis
management and preparation for the
implementation of the crisis phase.
Clause 6
Response
The crisis phase begins by declaring a
o state of crisis and assembling the
Crisis crisis management team. It comprises
crisis-control activities. It is terrhinated
phase when the end of a crisis is declared and
the crisis management team’is
dissolved. Clause 7
Recovery|to
normal
operation
The post-crisis phase is the complete
change over from crisis management
to_normal management including
normal supply of the water utility’s Clause 8
services. Part of this phase is carried Monitoring
out under crisis management and part .
and review
Post- under normal management 7l
including normal supply of the water of the crigis
CI'iSiS utility’s services or supply under managenient
tolerated and agreed risks with the
phase relevant authorities. system
Part of the normal management
anfiuiry isthe npnv‘af!'nh al recovery of
the water utility facilities and includes Clause 9
the monitoring and review of actions \ Management
to be taken by management as a result .
of the crisis. This is carried out when review
the water utility has returned to
normal operational mode.

Figure 1 — Sequence of crisis management phases

Figure 2 illustrates the relationships of the sequence, overlap and relative intensity of the response,
recovery and restoration activities during the three phases of a crisis.
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ire 2 — Sequence @i‘lap and intensity of activities during the phases of a crisis

O

mple of a rapid service interruption occurring after the response has bg

to the onsgt of

aration of a “boil water” notification). However, service interruption may
e the response (e.g. due to a trunk water main burst) or both slow and subsequ
esponse (e.g. due to progressive foul flooding following a pump failure).

en
be
Pnt

ily

Figure 2 i ld'ét%ates also that the beginning of work on recovery and restoration does not necessa

have to w!

practicable in order to mitigate as much of the negative impact of the crisis as possible on users.

5 Preparedness

5.1 General

as

Systems, processes, procedures and tools should be established in advance under normal operation in
order to ensure the identification and effective management of a crisis.

In particular, plans and necessary resources should be determined in advance.

10
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ese should include the following:

establishment of the context, taking in account all legal, environmental, regulatory and economic
requirements, as appropriate;

commitment to establish a crisis management process;
procedures for assessing risk;

systems, processes and procedures for planning, responding, repairing, verifying and restoring
services;

Th
ma

structure and organization;
systems, processes and procedures for the recognition of the beginning of a crisis;
procedures and tools to determine whether the crisis management team should’be activdted;

identification, training and exercise of skilled members of staff to carry-gut'the crisis mgnagement
plan duties;

cooperation arrangements between the water utility and other rélevant organizations;
procedures for communication with users, other stakeholder§and the public;
provision of plans and resources;

documentation;

monitoring and review.

e water utility should identify the scale of gvents that could give rise to the need to inyoke crisis
nagement plans and the largest scale of ingident that it may have to deal with.

Th
sh

In
re
te

maximum scale of event that a water utility should have crisis management plans ir] place for
uld be determined through theirrisk assessment methodology or relevant authorities.

Establishing the context

rawing up its crisis management plans, the water utility should determine all legal, environmental,
ulatory and economicyequirements to be taken into account, together with any political, sociological,
hnical and other isstes or constraints that may require to be accommodated.

ere appropridte) these should be identified and highlighted in the crisis management plan

2]

ter utility~policy relating to at least the following areas should be considered:

drifnking water quality;

effluent requirements;

environmental impact;

public health;

response plans to emergency or crisis situations;

relevant authorities’ arrangements relating to emergency management;
health and safety legislation;

user service standards.
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The water utility should take account of local and national arrangements of the civil authorities (e.g.
national and local government, police, health authorities, emergency services, etc.) for dealing with an
emergency.

The water utility should be aware of the types and severity of water supply or wastewater incident that
would trigger local, regional or national emergency management arrangements and the nature of these
arrangements.

The water utility should establish service levels that it aims to achieve when dealing with an
emergency. They should be determined during the pre-crisis phase as part of the preparation of the
crisis man agement p]nnc

Key areas|for which service levels should be determined in advance include the following:
— the tijnescale to restore normal service (this may be aspirational);

— the tyjpe, and where applicable, quantity of alternative water supplies (e.g. bottled water, temporgry
watei| tanks) and/or alternative wastewater services (e.g. storage tanks, temporary sewers, over-
pumpling between manholes) and the timescale to establish the means of preyiding the alternatjve
watel] supplies or alternative wastewater services;

— the method and timescale for providing information to users;
— the method and timescale for providing information to other stakeholders;

— the specific support to be provided to special categories of user (e.g. hospitals, care homes for the
elderly, government and military establishments).

5.3 Commitment

The watef utility should establish its commitment,<in terms of providing resources and time [for
employee$ to develop and implement crisis management systems, plans and procedures, including the
training apd exercising of personnel and the testing of equipment, to meet the service levels it sets ojit.

The water utility should have arrangements*prepared in advance for accessing funding to deal wjith
a crisis. Ain assessment of funding required should be made based on a probable worst case scenajrio
and the sqrvice levels that the water utility will aim to achieve. Arrangements should be established to
authorize|spending to ensure thatfunding issues do not unduly delay the response. This could be dane
through predetermined spending-imits for key staff members defined in the roles and responsibilitfies
section of|the crisis management plan.

5.4 Risk assessment

Procedurg¢s for risk ‘assessment and determining risk control measures should be established|in
advance tp minimizé the risks.

Guidance |on. the risk management procedure, risk assessment procedures and examples of crisis

c
t t dardagivanin Clanicac A 7 A Q and A Q racnactivualy Furthor giiidanecn e givuon 1 TEC 21010 d
situationstaregivenin-Clauses A7 A8 and AQ respectivelyFurther guidaneceisgivenrin HEC31010-dn

All such procedures should be tested and staff members exercised with the agencies that may be
involved in a crisis.

The procedures should take account of local, regional and national arrangements for dealing with crises.

5.5 Procedures and plans, responding, repairing and restoring

The activities of planning, responding, repairing, verifying and restoring of the service and assessing
outcomes are essential elements of the normal operational and management activities of the water
utility and not necessarily crisis-specific. Depending on the technical development of the water utility,
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all this work may be done by the normal operational management and means of the water utility. If
applicable, water utilities should improve on current normal operational practice to accommodate
lessons learned from crises.

Based on risk assessment, especially risks associated with hazardous events that may lead to a crisis
(see Clause A.9), and whenever possible, the water utility should establish procedures and plans for
responding, repairing, verifying and restoring the service.

5.6 Structure and organization

The Trisis Management team stioutd CONsiSt of Senior Stalf (€.g. manager, SUpervisor, etc,)jand other
mgmbers who have knowledge of the construction of, and are experienced in the operating of, water or
wdstewater systems as appropriate. Their duties should include the following tasks:

—| the ascertainment and assessment of the situation;

—| decision-making and the implementation of decisions;

— | monitoring and control of the implementation of key decisions;

—| documenting key decisions and recording the actions taken;

—| issue and receipt of internal and external communications;

—| the continued supply of adequate resources to deal witlpthe crisis;

— | the provision of alternative water supply and alternative wastewater services, if requireg;

—| coordination of response, recovery and restoration actions;

—| the provision of guidance on, monitoring€ompliance with, and challenging departureg from the
agreed crisis management plans and procedures.

ThE clear assignment and definition of theSe tasks should be predetermined.

The structure of the team should (be*flexible. It may also be advantageous to consider inviting third
parties (e.g. contractors) to be patt of the team.

For information related to,the/resources required by the crisis management team, see Clausds A.1, A.3,
A4 and A.5.

5.7 Proceduresiand tools to identify a crisis and initiate the crisis management{team

5.7.1 General

Water utilities should have in place systems, processes, procedures and tools to monitor appropriate
paramieters that would indicate a potential crisis. They should ensure that, when such parameters
approach the threshold of criteria that indicate a crisis, such circumstances are brought to the attention
of the responsible person in a timely manner. The responsible person should be authorized to determine
whether the crisis management team should be activated.

5.7.2 Recognition of the beginning of a crisis

Systems, processes, procedures and tools to monitor appropriate parameters should be established to
enable the recognition of the beginning of a crisis as early as possible and continuous monitoring of the
crisis level.

© IS0 2017 - All rights reserved 13


https://standardsiso.com/api/?name=8b7abcc8cdbb93654ad26ebfcca96eff

ISO/TS 24520:2017(E)

In particular, readings or combinations of readings that call for special attention should be identified.
The areas to be monitored can include, but are not limited to, the following:

routine and online sample analysis (e.g. raw and treated water, influent and effluent wastewater
quality, wastewater sludge);

telemetry alarms (e.g. quality, flows, pressures, plant operation, intrusion alarms);

user complaints (e.g. widespread taste or odour, widespread discolouration, significant sewage
flooding);

healtlhauthority reports (e.g. cases of illness/death suspected to be attributable to the water supply);
reporfs of environmental pollution (e.g. significant fish kill, significant debris and odour copdplaints);

routine inspection of assets (e.g. significant intentional damage, significant unintended-structujral
change, interference with wastewater microbiological processes);

operdtional events (e.g. plant/network failures);
catchnent events (e.g. exceptional rainfall, farming activity, road accidents);
securfty events (receipt of verbal or written threats, evidence of interitional contamination);

activity/displacements in geologically unstable environments (e-g:slope slippage, seismic eventg).

Procedur¢s should be established, and periodic training given to:staff at all levels, to recognize the way

in which g crisis may escalate.

In order fo protect public health and the environment,.the water utility may establish cooperatjve
procedurgs with the health authorities. These procedures enable the early and rapid detectipn,
reporting|investigation and treatment of the causes ofdllness that could be related to the water suppljed

or to wastewater pollution incidents.

5.7.3 (iiteria for activation of the crisis management team

The watef utility should determine the.type and escalating scale of events that could trigger the
invocation of its crisis managementSplans. This may require establishing escalating levels of crisis
managemegnt structure and authprity. These levels of structure and authority should be determined

and docurmpented in advance aspart of the pre-crisis phase.

Systems, processes, procedures and tools should be established to ensure that any relevant repoyts
are brought to the attentioh of the responsible person, authorized to determine whether the crisis

management team should be activated.

The systems, processes, procedures and tools that should be prepared include the following:

the eqtablishment of criteria that determine the events, data, reports and/or results to be brought
to thg atfention of a decision maker;

training staff at all levels to recognize the criteria for escalation;

a procedure for conveying the information to staff that can make the decisions to initiate the water
utility’s crisis management plans;

procedures for establishing the head of the crisis management team and his/her team;

a procedure to initiate the assembly of the crisis management team.

These arrangements should be active at all times.

14
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The water utility should define its crisis trigger levels according to its particular situation and practices.

Factors affecting the scale of events triggering a crisis could include the impact on the water utility
itself, the users and communities it serves, neighbouring water utilities and other key stakeholders
affected. The sensitivity of the users and of the environment affected should be considered.

Factors that may trigger a crisis should be identified. The factors that should be considered when
deciding if an event should be categorized as a crisis may include the following:

NOTE It is a common practice to definelthe different crisis trigger levels by the use of colours or 1

Expmples of the determination of\crisis trigger levels according to expected impact are pj
Clduse A.10.

5.7.5 List of critical components/processes

A qurrent list of critieal components/processes and their priority for recovery should be pr

ald

normal levels of failures in service (frequency and extent);

potential impact on service, public health or the environment;

potential impact on society and the risk to the public;

infringement of laws, regulations, contractual duties or informal agreements;
requirement to mobilize above normal levels of resources;

requirement to manage significant numbers of personnel (e.g..fepair teams, teams for
alternative supplies);

complexity of the event for the managing personnel who. carry out a large number
activities;

complexity and volume of communications requiréd.with users, the public and stakehold
potential impact on the water utility’s reputation;

requirement to manage the interface and ¢oordinate the response with other agencies (|
authorities, environment agencies, the police).

prioritization ofthe crisis management team response.

Training and exercise

providing

f distinct

ers;

b.g. health

umbers.

ovided in

epared to

Dulring the pre-crisis phase, the water utility should identify staff (from among its employees or

contractors) who are capable of carrying out the roles identified and defined in the water uti

st

ity. These

There should be sufficient people involved in this group to allow working in shifts, if necessary, and
to allow also for sufficient rest periods during the crisis phase, which involves the most activity (see

Figure 2).

Staff members identified should be trained on the following:

a)
b)

the overall structure and functions of the crisis management system;

the communication protocol to be used within the crisis management team.

Staff members identified should be exercised in

©IS

their specific role or roles,
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— their understanding of the context of their tasks and their relationship with the whole of the crisis
management system, and

— the communications and reporting duties they are expected to undertake.

5.9 (risis management team
The head of the team should have designated responsibilities and authorities, for example to

— approve reports and communications,

— activdte necessary resources,
— decidg and order response and remedial actions, and

— make]|decisions (see 6.4).
5.10 Corpmunication and cooperation
5.10.1 Crisis management team communications with users and other stakeholders

5.10.1.1 Communication strategy and identification of stakeholders

A commuhication infrastructure, including a backup communicafion system, during a crisis is a key
element of crisis management and should be addressed in the pre-crisis phase.

In a crisis|situation, communications with significant groupsbecome of crucial importance. Four sych
groups cah be identified:

— the cifisis management team;
— users
— other|stakeholders;
— the ggneral public.

The watef utility should have arclear policy and procedures for maintaining accurate, timely gnd
effective Jommunications with.allthese groups. Having a good communication infrastructure, includjng
a backup, fis of great importance-especially in formulating the crisis management plans.

Users and| the public mayinclude residents, foreign citizens and visitors who are non-native speakers
for whom|special comfmuhications provision should be considered.

Procedurg¢s for cemmunication with stakeholders, users and the public should be established. [An
informatipn strategy, including supporting systems and materials, should be developed for ensurjng
that userp &and’ other stakeholders are kept informed during a crisis. Timely, accurate and clg¢ar
communication constitutes one of the maost important elements of crisis management

In order to establish trust in the water utility and mitigate panic, either in the affected area or elsewhere,
and in order to give the inhabitants of the affected area important information, the water utility should
identify the following:

— different types of users and other stakeholders, including the public;
— information to be communicated to these groups;
— methods of communication to be used for these groups.

Refraining from disclosing important information may lead to the water utility’s failure to establish the
trust of its users and other stakeholders.
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When devising a strategy for communication, the following should be considered: national, regional or
local communication arrangements and practices used for communicating health and environmental
messages.

There are a number of communication options available to a water utility for conveying its message,
for example, telephones, press releases, loudspeakers, internet, radio, TV and social media. It is
recommended that the water utility develops a multimedia approach, utilizing multiple device methods.

5.10.1.2 Crisis communication within the water utility

Thepurposeof this~“imtermat“commumicatior stoutd-betopass; Tmbothrdirections;, factuat imformation

between those in the field (the task force) and management. This type of communication |should be
private and secure.

NOTE The task force can include the water utility’s support service team members (e.g. laboratory,
pracurement and control room employees) and third parties’ employees (e.g. contractorsand consultants).

Thee water utility should put arrangements in place to ensure the following:

—| all crisis relevant information and messages from inside and qutside of the water wtility are
forwarded as directly as possible to the crisis management teamj

—| orders issued by the crisis management team will reach\-the task force and other relevant
collaborators as quickly as possible;

— | appropriate communications and telecommunicatiosis infrastructure and systems are in place, as
well as rules governing their use.

Th water utility should consider the best use, and xesilience, of all communication means at if)s disposal
(e.g. landline, cellular or satellite telephony, fax,.€-mail and other Internet-based applications].

5.10.1.3 Communications with users affected by the crisis

Thie most important group is the waterutility’s users in the affected area. They should be kepf informed
nof only on the general state of thejcrisis, but also get clear instructions on what to do and how to
behave, particularly in order toqnanage risks to their health.

Cldar rules regarding communication during a crisis with the public and the media should be|prepared,
indluding the following aspects:

—| acommunications-strategy (what should be reported to whom and in how much detail);
—| an official spokesperson (who is exclusively authorized to issue public statements).

The water dtility should prepare in advance the wording of important statements related to particular
types of crisis events and their foreseeable consequences. These could require only little madification
before{réaching their target groups.

5.10.1.4 Communications with users not affected by the crisis

The water utility crisis management plan’s communication strategy should take account of the need
to communicate with those not affected immediately by the crisis. Although the initial impact of the
crisis would not affect this group, events can escalate to the point of having an impact on the water or
wastewater systems of these users.

In some cases, particularly those that involve water conservation efforts, the actions by users outside
of the affected area could delay the recovery of the crisis or even increase the area affected by the
incident.
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The timely communication of accurate information to those outside the affected area should avoid
panic and help maintain a positive public perception of the ability of the water utility to handle the
existing crisis.

5.10.2 Cooperation and communications between the water utility and the relevant authorities
in the event of a crisis

5.10.2.1

The wate

and communications with those external organizations identified in its crisis management plans. Th

may inclu
— local,

— gover

— the pglice and fire services;

— the enjvironmental protection authorities;

— other

— other

— the h¢alth authorities;

— Volurr:‘[eer groups;

— the

These org
need to cgntribute to the response and/or recovery. Specific procedures should be established for t

type of co

The water utility should take account of hew the water utility and the relevant authorities’ leaders

organizat

The water

arrangem,

of situatigns where the waterutility has itself already declared a crisis and activated its own cri

managem

The water| utility and theTrelevant authority in question should agree on the arrangements to coordin

activities

to achievd this integration.

Arrangen]

General

utility should establish systems, processes and procedures to ensure effective cooperat

on

e, but are not limited to, the following:
regional and national authorities;

nment departments;

water utilities;

authorities outside the water sector;

ilitary (under military aid to the civil community type protocols).

mmunication, for example, that messages are initiated only by the crisis management tean

on(s) cooperate at local, regional or national level.

utility and the relevant,authorities should agree normal communication and cooperat|

ent plan.

n the evént of a crisis. Procedures for reliable communication should be established in or

ESe

anizations need timely, specific information about the development of the crisis in case they

his
1.

hip

ive

ents until a crisis sitation is declared by the relevant authorities. This should take accofint

Sis

hte
er

ents for the 1ntegrat10n of water ut111ty crisis management team members or techn'

consultants ' ' crists—matagettes %—shotdd"be
incorporated into the water ut111ty s crisis management procedures

Such an arrangement aims to

— exchange necessary information during normal conditions, without pressure from a crisis,

— build mutual recognition and trust between the parties before these relationships are tested by the

press

ures of a crisis,

— provide the relevant authorities with subject matter expertise, and

— enable the water utility to have input into decisions and measures for averting hazards in acute
situations.
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Procedures for the issuing of information to users and the general public by the relevant authorities
concerning the water utility’s services and activities should be agreed in advance.

NOTE Figure A.1 illustrates possible cooperation activities.

5.10.2.2 Cooperation arrangements between the water utility and other utilities or competent
organizations

Cooperation arrangements between the water utility and other utilities or competent organizations in
the event of a crisis should be established. A crisis management system may also be organized jointly with
an itty: o TZati i i i [anization,
always unambiguously assigning relevant responsibilities. It is recommended that very smalllpcal water
utilities rely on the support of neighbouring or larger organizations in the event of a crisis.

Repardless of cooperation with other authorities, the water utility should be the ong-solely emnpowered
to [direct crisis-related actions within their organization. This is to ensure the necessary cpmpliance
with all drinking water and wastewater requirements.

Itip recommended that the following items should be addressed when drafting a cooperation agreement:
—| the establishment of communication between the water utility and other utilities;
—| how requests for physical support and supply of the materjals-will be addressed;

—| expectations of what the other utilities might do and what'support the water utility could pffer them
in return should the situation be reversed;

— | arrangements for controlling the supporting utilities’ resources during the successive phases and
overlapping activities of the crisis;

—| agreeing in advance the basis for the reimbursement of costs likely to be incurred that wjill be paid
directly by:

— the supporting organizations without expectation of repayment,

— the supporting organizations but which can be expected, ultimately, to be repaid by|the water
utility, and

— the water utility.

5.10.2.3 Cooperationmarrangements between the water utility and the relevant authorities

Copperation arrangements between the water utility and the relevant authorities in the even{ of a crisis
shuld be established. The water utility’s crisis management system should be both cons]stent and
intlegrated With national arrangements of the civil authorities (local, regional and national gopernment,
police and emergency services, and the health, environmental and other relevant authgyities) for
depling with a crisis.

Thewater utility should work with the local, regional and national authorities to develop procedures that

— identify the nature and extent of water utility crises that could activate local, regional or national
civil authority emergency response procedures,

— identify the nature and extent of non-water utility crises that could require the participation of the
water utility,

— set out the procedure for the different scenarios and define the role and responsibility of the water
utility in each scenario, and

— identify roles or staff members that would interface with local, regional and national authorities.
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The water utility should work with the local, regional and national authorities as appropriate to identify
opportunities to participate in exercises of the highest priority scenarios and modify the cooperation
procedures based on agreed lessons learned.

5.10.2.4 Cooperation across river basins and drainage areas

Cooperation arrangements should be established between water utilities and other stakeholders that
share exposure to the consequences of pollution of river basins, lakes, aquifers or drainage areas. For
example, a problem caused by a third party affecting one water utility’s drainage and wastewater
treatment systems can have an adverse effect on another water utility’s water supply system (e.g.
industrial[acid spill into drainage system Kills microbial Iife in wastewater treatment process Ieadjng
to pollutign plume affecting another water utility’s water supply intake).

5.11 Pravisions of plans and resources

5.11.1 Emergency physical facilities

Physical facilities should be provided from which to manage the response, including back-up facilit]es,
should th¢ main one not be available. See Clause A.1.

5.11.2 Water utility personnel safety measures

Water utility personnel safety measures, including evacuation and shelter planning, off-site protectjve
actions, fifst aid and emergency medical treatment, should be provided. See Clause A.2.

5.11.3 Sqmpling and analysis capability and capacity

Sampling pnd analysis capability and capacity should be provided to establish and monitor the natiire
and extent of the crisis. This capability may also be used for the recovery phase. See Clause A.3.

5.11.4 Alternative water supply

Plans and|resources to provide the quantity and quality of alternative water supplies and alternatjve
wastewatpr services should be determined. See Clause A.4.

5.11.5 Resource availability

Arrangenients to ensure the-availability of resources should be established. The water utility shotild
make sur¢ that the resources identified as necessary for dealing with the crises that the water utility
plans for are available/See Clause A.5.

5.12 Monitoringand review

The watet utility should establish and maintain procedures to monitor and measure performance opn a
regular basis

The procedures for monitoring, measurement, analysis or assessment should indicate when they are
to be performed within the crisis cycle (before, during or after the crisis). These procedures should
indicate the methods, either qualitative or quantitative, to be used in order to guarantee valid and
comparable results.

5.13 Documentation

All procedures for dealing with a crisis, nominations to the crisis management team, collaboration
agreements with organizations relating to the water utility, lists of equipment and their location, special
arrangements, etc., should be documented to an extent that is accurate and complete but remains easy
to understand.
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The documents, which may be either in electronic or paper format or both, should be stored in safe,
but accessible places, including off-site locations, so that they can be retrieved quickly when the need
arises, and should not be vulnerable to total loss in a single event.

It is recommended that, where practicable, a common format is agreed upon in advance with the
relevant authorities and other water utilities possibly affected, to enable better interoperability of the
documents in cooperative activities.

Procedures and plans should at least detail how each of the elements identified during the pre-crisis
phase should be implemented in the event of a crisis.

In pddition, the following documentation is recommended:

—| internal and external contact lists (e.g. operational managers, water quality experts, contractors
and suppliers of materials and equipment);

—| geographic information (e.g. maps of supply zones, sewer catchments, watet\tank locations);
—| crisis management procedures;
— | pre-prepared forms to record information during a crisis in a way that helps decision making;
— | pre-prepared notices and communications to the public;
—| all risk assessments and response scenarios’ documentation prepared during the pre-crigis phase;

—| liaison arrangements with the relevant authorities.

6 | Response

6.1 General

Onfce the authorized person has decided that the crisis management team should be actiyated (see
5.1 and 5.7.3), then the crisis management team should be convened. The following steps|should be
organized in such a way as to enablethe crisis management team to take action as soon as pgssible.

6.2 Situation ascertainment

The crisis management téam should first ascertain the crisis situation as precisely as possible to
crgate the basis for itsfurther work. Therefore the crisis management team should collect the existing
avgilable informatioh such as messages, sample testing results and professional findings. As the
available information can be incomplete, ambiguous, or incorrect this can require on-going effort to
mdintain the Best current understanding of the situation.

6.3 Situation assessment

Tl‘\ I"Y"ICIC‘ manacement team chould accocc the cricic cituatian fram the lnfarr\raf')fIr\n r\Ff flndlngs
1 P Ot

T IO e 5 S Tt e T O T O o oo o T oDt e S oo DTt e O T O e S et

from the situational ascertainment. The assessment process should include the findings from results of
risk analyses’ interpretation and could be comprised of the following aspects:

— hazard and damage situation;
— information availability and its reliability;

— assessment of resources (organization, sub-organizations, etc.) and capacity to mobilize external
resources;

— prioritization of ways to cope with or de-escalate the situation;
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— decisions that are external to the crisis management team and need to be taken into account, such
as decisions by relevant authorities.

Each crisis management team member should assess the situation from the point of view of the duties
assigned to them and report to the responsible individual (in general, the head of the crisis management
team) describing the specific problems caused by the crisis situation and the solutions recommended.
In this context, it is important also for them to point out solution alternatives that exceed the normal
decision-making authority of each member of the crisis management team.

6.4 Decision making

The head pf the crisis management team with the input of his/her team should

— make|timely decisions based on the best information available,

— be proactive rather than reactive,

— ensure an adequate depth of resources (e.g. extra staff members working shifts.as’necessary),

— optinjize the currently available resources for the management of the crisis\(while seeking betfter
alterratives if their availability is possible),

— consigler the communications aspects required for each decision, and

— consigler direction given by relevant authorities.

6.5 Implementation of decisions and issuing of orders

The head pf the crisis management team should issue the necessary orders on the basis of the decisigns
taken. Orders should

— set cl¢ar and concise objectives to be achievedwithin defined time frames,
— defing¢ tasks to be achieved, and by whomy;

— defin¢ parameters within which to operate,

— be strjuctured understandably,

— confifm the method of communication (written, verbal, etc.) and the acknowledgement required|by
the pgrson to whom the task is assigned,

— Dbe of fuch a nature that'they are capable of being carried out, and

— clearly indicate-whether they are mandatory or whether discretion is allowed in their interpretatipn.

6.6 Supervision and control

The crisis mamagentent teanTshould supervise and controt the proper implementationrof thedecisions.
Therefore, the crisis management team should establish procedures for obtaining continuous feedback.

6.7 Process for risk assessment during a crisis

The crisis management plans should incorporate a procedure and tools for assessing the risks of
not restoring service to an acceptable level. In particular, an assessment of the risks to achieving
the following key outcomes should be made to enable better decision making and, where necessary,
controls put in place to reduce the risks to an acceptable level:

— restoration of service in the agreed/required timescale;

— avoidance of a significant impact on reputation.
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The risk assessment and controls should anticipate potential challenges, such as
— recurrence of the event that caused the crisis (e.g. aftershocks following an earthquake), and
— adverse weather impacting on the response.

This process should be repeated at regular intervals throughout the period of the crisis.

6.8 Communications feedback

The crisis management team should establish praocedures for obtaining continuous feedback on the
effectiveness of the communication strategy. The strategy should be adapted or changed ac¢cardingly.

7 | Recovery to normal operation

7.1 General

Onfce the criteria for recovery to normal operation are established, the head of the crisis mgnagement
tegm should determine, in collaboration with the relevant water utility representatives, a priority plan for
re¢overy including details of who is required to undertake specific residual actions arising from the crisis.

Kel elements of the priority plan for recovery should include the following:
—| the technical recovery measures to be undertaken;

— | aprioritization of the proposed recovery measures:

Other elements of the priority plan for recovery sheuld include the following:
—| asurvey of the damage for restoration purposes;

— | restoration objectives (short and long.teérm; see Clause B.1); and

— | restoration alternatives.

Th priority plan for recovery should primarily be developed by the crisis management teqam during
the¢ response phase taking 575 into account.

oufcomes are essential elements of the normal operational and management activities of the water
utiflity and not necessarily crisis-specific. Depending on the technical development of the walter utility,
alljthis work ma¥y be done by the normal operational management and means of the water utility. If
applicable, water™ utilities should improve on current normal operational practice to accommodate
lesisons learned from crises.

ThIE activities of planning, Tesponding, repairing, verifying and restoring the service and|assessing

Repoveryactions can be capable of implementation simultaneously in several parts of the water supply
anfl wastewater system affected by the crisis. Other stages of the crisis management plan chn also be

151 c o 1 roa Toessla : s Ly FIA L £
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After the deactivation of the crisis management team (end of the crisis is declared), the recovery plan
continues to be implemented if required within the normal operations of the water utility (even if it
implies an unusual volume of activity).

7.2 Survey for restoration purposes
The survey should proceed as follows.

— Determine the extent and boundary of the area affected (e.g. contaminated area, area where the
water supply or wastewater service has been stopped or diminished).
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7.3 Resjtoration alternatives

Determine the impact of the interruption of water or wastewater service to the affected area
including a survey of possible consequences for high-risk populations such as elderly people,
hospitals, schools and for environmentally sensitive areas.

Find out the type, concentrations and characteristics of any pollutant (e.g. risks to public health,
stability in water, aesthetic characteristics, treatment possibilities and threats to treatment
processes).

Determine the components of the water supply or wastewater system affected (e.g. pipes, wells,
pumping stations, tanks, treatment plants, sludge digesters).

Based on the objectives defined, the water utility should identify the alternatives for the restoration of

the water|supply or wastewater system, with emphasis on the following:

minimizing risk to public health;
damage to the existing infrastructure;
the tijne required for recovery works;

the efjvironmental impact.

The water utility should give priority to restoration of service to'the areas in which restoration will
bring the maximum benefit to the users in terms of the size of pepulation served and reduction in the

severity of the impact of the crisis.

The analysis of the alternatives should take into consideration the type and concentration of gny
pollutant |and the associated treatment requirementssand the different needs and priorities in the

different greas affected by the crisis.

7.4 Prigrities in recovery

The crisi§ management team should identify the key elements within the recovery plan and recgrd

them in a priority plan for recovery duxing the response stage.

This priot|ity plan for recovery sheuld be based on clear criteria for determining the order of prioritfies

in the rec¢very process. These criteria should include the following:

risk tp public health and-safety and to the environment due to contamination or risk of servfice
disruption;

risk tp health an@safety of responders dealing with related aspects of the crisis;

risk of disruption to other infrastructure and other recovery activities;

a possible public reaction (e.g. panic), resulting from the crisis;

provision of alternative water supplies and alternative wastewater services;
the most critical users or areas as identified in the priority plan for recovery;
the time estimated for restoration;

primary and secondary restoration objectives;

available resources.

The priority plan for recovery should include a determination of the nature and scale of the interruption
to service (contamination, loss of supply, damage to infrastructure, pollution, etc.). These characteristics
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should be obtained by means of a survey that determines in detail the extent and location of the different
parts of the water supply and/or wastewater system affected by the crisis.

The priority plan for recovery should be based on a risk assessment of the critical recovery areas. It
should also determine the recovery objectives as follows.

w
th

Priority plans for recovery should be drawn for the vatious stages of the recovery proc
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indlude priorities and timetables for the restoration of the different parts of the system.

Depéending on the technical development of the water utility, the planning may be done by t
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Define the main objectives and timetable for achievement of the recovery planincluding intermediate

objectives, if necessary (see Clause B.1).

Identify where the weaknesses in the system are and set up a programme to strengthen them, if

possible.

Minimize the length of time that operations would be seriously disrupted (if necessary
water utility’s resources plus external resources that have been arranged beforehand or
liaison during the crisis).

Restore the interrupted service as soon as possible.
Coordinate all the recovery tasks.

Make the recovery effort as uncomplicated as possible.

ere an alternative water supplies or alternative wastewater services agreement is pro
ter utility should establish the service levels and water quality levels to be achieved at eaq
recovery in cooperation with the relevant authorities for‘€ach stage.

rmediate and long term.

Planning the deployment of recovery:measures
planning of deployment of recovery medsures should start during the response stage.

er deciding on recovery and/or réstoration alternatives, the water utility should estz
plement the most suitable plan-fexr-the specific crisis situation. This plan could includ
tructions for the different task teams (repair teams, sampling teams, laboratories, alterna
bply teams, etc.), including the.clear definition of procedures to follow and sequence of acti
brder to keep a clean watér front when cleaning the system).

s plan can require the-cooperation of a technical team led by an appropriately qualifig
s technical team.€ould be a part of the crisis management team or be working in para
rdination with the rest of the crisis management team.

plan for restoring service should be established and put into action which should
sideration ‘the total resources and staff members that the water utility can allocate a

using the
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If there are gaps in knowledge and/or a shortage of equipment, it can be necessary to plan for providing
for them during the recovery stage, by using assistance from the relevant authorities, neighbouring
water utilities and/or by small-scale field experiments using treatment technologies that may not have
been applied by the water utility before.

7.6 Repairing the damage

In order to address the damage to the system, the water utility should activate repair teams to restore
the damaged water and wastewater systems according to the recovery priorities plan and use external
resources as necessary to meet the planned targets.
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All the recovery actions such as draining, cleaning and disinfecting, main and sewer repairs, water and
wastewater treatment plants’ operation, maintenance operations and other recovery action procedures
should be carried out by trained working teams and in accordance with a plan that is designed to
achieve the restoration of services to the most critical users/areas as identified in the priority plan for
recovery in the shortest possible time. For further information, see Clause B.2.

7.7 Verification

7.7.1 General

The water utility should verify that the quality of the water to be supplied or wastewater servites
to be proyided meet the requirements of the relevant authorities before restoring partial or-norrhal
operation|of the parts of the water supply and/or the wastewater system affected by the crisis. To the
greatest gxtent possible, user expectations of water quality that may exceed regulatory requiremepts
should bejaddressed, noting that it may not be possible to meet all expectations in the short-term.

7.7.2 Verification of quality in the drinking water supply system

In order tp verify the quality of the water in the supply system, the water atility should activate gnd
operate sampling procedures, sampling teams and laboratories that have been established gnd
exercised|during the pre-crisis phase.

The water utility should put the sampling teams and laboratories\into operation on a 24-h basig, if
necessary| (depending on the severity of the crisis), in order to shorten the period of recovery as mych
as possibl

0

The water| utility should establish and implement a programnmnie for water sampling in the supply syst
and for the services of the laboratories with the necessary analytical capabilities. Such a programme
should be|dynamic and change according to the resultsof the water quality tests carried out.

5

It should be ensured that communications betwéen the crisis management team, the sampling teams
and the laporatories are clear, quick and efficient, since the water quality results clear the way for gojng
back to ndqrmal operation mode.

7.7.3 Verification of quality in the.wastewater system

Before, dyring and after the crisis) the water utility should verify the water quality of the receiving
waters, plantand collection system influent and plant effluent. The testing should meet the requiremepts
and specific approval of the.relevant authorities. The water quality of the receiving waters during the
crisis may be verified by the’relevant authorities, should the crisis level exceed the capacity of the waer
utility to Jample and t€st:

The water utility.should normally strive to continue to provide wastewater services during a crisis
while confidering issues of public health and environmental protection. The water utility may make
attempts fo.Keep certain waste material out of the collection system and/or make attempts to stpre
certain waste at the plant or in the collection system. The water utility should be aware that when the
water supply is turned off, the water load is reduced on the wastewater treatment plant and the failure
of the wastewater system may only be apparent after the water supply service resumes.

In order to monitor plant operations and evaluate environmental water quality, the water utility should
activate and operate sampling procedures, sampling teams and laboratories that were established and
exercised during the pre-crisis phase. The water utility should put the sampling teams and laboratories
into operation on a continuous basis, if necessary (depending on the severity of the crisis), in order
to shorten the recovery period. The water utility should establish and implement a programme for
sampling in the collection system, at the wastewater treatment plant and in the environment. Such a
programme should be dynamic and change according to the results of the tests carried out.
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It is important to ensure that communications between the crisis management team, the sampling
teams and the laboratories are clear, timely and efficient, since the influent and effluent quality results
indicate where the system and the environment have changed to levels approaching normal conditions.

7.8 Restoring the service

7.8.1 General

After verification has been carried out and the relevant permits granted, if required, the water utility
shauld begin restoring its service

Additional verification can be required through the restoration process.

7.8.2 Restoration of drinking water service

Thle water utility should resume water supply only after the relevant authorities grant the permits or
approvals for the resumption of water supply to the users.

As|an intermediate stage during the recovery phase, water that does not comply with drinKing water
stgndards may be supplied to users for limited uses such as toilet flushing, irrigation, washing (body
coptact without drinking), drinking only after the water has been boiled, etc.

Supply of the water for these limited uses should only be implethented after the authorities r¢sponsible
forywater quality and public health have approved this actien and issued the required permits, and only
aftler appropriate notice has been given to the users, to the'satisfaction of the relevant authorjties. Even
aftler all regulatory quality levels have been reached,“it’can be important to keep users informed of
sighificant deviations from pre-crisis water qualityparameters. For example, in some cases,|increased
hafdness levels are not a public health concern but could have severe impacts on some [industrial
processes.

7.8.3 Restoration of wastewater service

The water utility should allow industtial discharges to resume only after the relevant authorjties grant
the necessary approvals. One of the-drivers for frequent communication with stakeholders gluring the
crisis is to minimize the risk tothe environment and to members of the public from any stdkeholders
who are interested in resuming discharges before approval has been granted.

7.9 Assessments forrecovery stage

The crisis management team should conduct a separate periodic situation assessment i order to
evaluate the sifdation during the recovery and a final assessment to evaluate the situation|when the
redovery fronya crisis situation has been completed.

canp tolerate a higher level of risk exposure in accordance with the requirements and apprqval of the
relevant authorities

Th‘Ese assessments can be based on the assumption that for a short period of time the wdter utility

8 Monitoring and review of the crisis management system

8.1 Performance measurement and monitoring

Proactive monitoring should be used to check the conformity and effectiveness of the crisis management
system, while reactive monitoring should be used to investigate, analyse and record system failures,
events and disruptions including those narrowly avoided.
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These pro

cedures should provide for the following:

— both qualitative and quantitative measures, appropriate to the needs of the water utility and the
results of risks evaluation;

— ascertaining the extent to which the water utility’s crisis management objectives have been met,
taking into account the corresponding assessment criteria;

— proactive measures of performance that monitors conformity with the crisis management plans,
operational criteria, applicable legislation and regulatory requirements;

— reacti
avoid

— recor
analy

— Trecor

ve measures for pertormance to monitor events and disruptions, including those narroy
bd, and other evidence of deficient crisis management performance;

ling of data and results of the monitoring and measurement activities, sufficientto facilit
5is for subsequent improvement and corrective action;

ling of new issues or events in order to implement subsequent improvehient to the cri

management plans’ processes and procedures.

8.2 Issues to address when monitoring the performance of a training procedure

A procedy
the crisis

— deter
— asses
— meas
— undef
Exercises

— verifi
their

— estab
orienf

re designed to monitor and measure a water utility’s performance in the area of training
management team members could be based on, but not limitéd to, the following processes:

mining what team members have learned using questionmnaires and interviews;
5ing the need for refresher training of team members at regular intervals;
iring the competence of team members using tools such as skills matrices;
taking table top exercises during and/or affer training.

should facilitate the following:

Cation that the crisis managemeftjplans incorporate the organizational critical activities 3
nterdependencies and prioritiés;

ishing whether those charged with the responsibility for the crisis management system
ed with their roles and re’sponsibilities;

— testi
are

g the efficiency of\the convening procedure (how fast the crisis management team memb
de available);

— testing of the technical, logistical, administrative, procedural and other operational systems of
crisis| manageément system such as activating cooperation agreements, opening communicat
channjels and\communicating the desired location for staff members joining the crisis response;

vly
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— testingtof the crisis management organization and infrastructure (including control centres 3

nd

work areas);

— continual improvement of the crisis management system.

The results of the exercises should be considered for continual improvement of the crisis

managem

ent system.

8.3 (Crisis management system maintenance process

The crisis

management system maintenance programme should periodically

— review and verify any assumptions made in the risk assessment,
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— verify that the training and exercising of all the key people who are to implement the crisis
management plans are current, and

— distribute updated, amended or changed crisis management policy, strategies, solutions, processes
and plans to key personnel using a formal document control process.

The results of the crisis management system maintenance process should include the following:

— documented evidence of the proactive management and governance of the water utility’s crisis
management plans;

— | verification that effective version control processes or procedures are 1n place;
—| immediate training of new or replacement people in key positions in the crisis managemer[: process;

— | verification that key people who are to implement the crisis management system-and plans remain

in place;
—| identification and documentation of the crisis management maintenance-schedule;

—| verification of the monitoring and control of the crisis management risks faced by the walter utility.

8.4 Crisis management system assessment
Aspessment of the water utility’s crisis management system-should incorporate verification that

—| the critical activities and their interdependencies, have been identified and included in|the water
utility’s crisis management strategy,

— | the water utility’s crisis management policy, strategies, framework and plans continue to accurately
reflect its priorities and requirements,

— | the water utility’s crisis management competence and capability are effective and adequage in order
to enable management, command, control and coordination of a crisis,

— | the water utility’s crisis management solutions are effective, up-to-date, adequate and appropriate
for the level of risk faced by.the water utility,

—| the water utility’s crisis.management system maintenance and exercising programme have been
effectively implemented,

— | crisis managemeiitstrategies and plans incorporate lessons learned from both exercises and actual
incidents, as,eontained in post-exercise and post-incident reports, and amendments arising from
the maintefiahce programme, and

—| changée\and control processes are in place and operate effectively.

9 | Management review

The water utility should periodically contribute to the management review process to drive the
maintenance and continual improvement of organizational effectiveness. The outputs from the crisis
management review should drive the continual improvement of the management system.

Input to management reviews should include, but not be limited to, the following:

— the results of audits and assessments of compliance with legal requirements and with other
requirements to which the water utility subscribes;

— communication(s) from external stakeholders, including complaints;

— adequacy of the processes and procedures in place;
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Output f

30

crisis management performance of the water utility;
the extent to which organizational objectives have been met;
the status of corrective and preventive actions;

follow-up actions from previous management reviews;

changing hazards, risks, threats and circumstances, including developments in legal and other

requirements related to such hazards, risks and threats;

reco

actioq]

r

]

needd for additional resources.
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m management reviews should include, but not be limited to, the following:

s to address in order to improve the crisis management processes and procedures;
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Annex A
(informative)

Preparedness

A Emergencyphystecatfactiittes———————————————————————————

Physical facilities should be provided from which to manage the response, including back-up facilities,
sh¢uld the main ones not be available. This includes amenities for personnel, such as feod, refreshments,
a place to rest and sanitary facilities. The water utility should identify facilities from which| the crisis
mgnagement team can operate effectively. The main requirements of these, facilities include the
following:

—| having a location that allows reasonably fast access for all key personnel;
— | being protected from events that may affect the water utility;

— | having sufficient space to allow effective operation, includirnig ahy sub-teams or groups that are part
of the crisis management team;

— | having communication facilities including access to-telephones, tele-conferencing, fax and e-mail.
These facilities should be sufficient to communicate with staff of the water utility, as well 4s external
organizations, contractors, suppliers, etc., as identified in the crisis management plans;

—| having considerations for alternative commuiiications methods (e.g. satellite phones), whiere loss of
communications is identified as a potential Tisk;

— | having a back-up power supply (e.g. diesel generator) available if loss of power is identified as a
potential risk;

—| risk mitigation measures that could be employed to reduce the impact of a risk to the fac|lities that
has materialized;

— | having access to all plans, procedures and documentation required for the effective operaftion of the
crisis management'team. Where these are held electronically, hard copies should be in place in the
event of an IT failure;

— | having pravisions for printing documents and maps as may be required;

— | having{provision for handling visual imagery (e.g. wallboards, whiteboards, projection facilities,
geographical information system displays: live-video feeds, tele-conferencing, etc.).

il fac111t1es should be available at all tlmes and thelr operatlon should be planned assujming that
TCIT Mtained on a

permanent basis or alternatively it should be p0551b1e to activate them at short notlce

Consideration should be given to having a back-up facility, particularly where the main one may be
disabled through an emergency event. The operational readiness of any back-up equipment and facility
should be confirmed at regular intervals to ensure an effective and efficient response to a crisis in
which the main facility is disabled.

A.2 Water utility personnel safety measures

Water utility personnel safety measures, including evacuation and shelter planning, off-site protective
actions, first aid and emergency medical treatment, should be provided.
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Such provisions need to consider the following:

— water utility policy regarding occupational health and safety;

— potential differences between the occupational health and safety (H&S) policy of the water utility
and other organization’s H&S policies where personnel are jointly engaged in activities under one
organization’s control;

— occupational health and safety issues arising from relevant hazard risk assessments;

— chemical release or toxic waste release control and countermeasures procedures, including chemical

— detai

The watey

— identify potential hazardous events and the procedures for dealing with them,
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on thg
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data 1heets;

ed information regarding known hazards on the site of the crisis.

utility should

e guidance to the staff members in dealing with such hazards,

It with emergency services (police, fire and rescue services, paramedics, ambulance servi
management of hazards particularly where they can be spread o6ff-site (e.g. chlorine gas lea

procedures to evaluate the situation including the nature-of the hazards that the situat
to staff members taking into account factors such as weathér conditions, etc.,

es, and

ish evacuation and shelter procedures.

npling and analysis capability and capacity

event affecting the quality~of water supplied or wastewater treated, the requirement
hnd analysis can beconé significant and can put existing sampling and analytical capabil
1in. This might happemespecially during the recovery.

ment of the sampling and laboratory requirements for the largest scale of event planned
undertaken. This may require the following:

ing different working patterns for existing facilities;

ng with the relevant authorities to forecast possible numbers and types of tests to
cteds

ce)
k),

on

ishfacilities to communicate with staff members invelved in the crisisresponse and emergency

and analysis capability and capacity’should be provided to establish and monitor the natyire
and extent of the crisis. This capability may-also be used for the recovery.

for
ity

for

be

— reaching agreements with other water utilities, public or independent laboratories to utilize their

facilit

ies;

— looking into the possibility of getting services from more than one laboratory during a crisis.

In addition, it may be possible to utilize field analysis to provide the required information, such as on-
site water quality monitors or manual on-site analytical kits. It is possible, however, that field analysis
techniques produce only approximate results; therefore, confirmation by a qualified laboratory could
be needed.

Procedures should be developed to allow the collection, analysis and handling of potentially hazardous

samples.
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Plans and resources to provide the quantity and quality of alternative water supplies and alternative
wastewater services should be determined.

Alternative water supplies are usually provided via bottled water, emergency tanks and tankers,
temporary overland pipework or stand-pipes erected in an adjacent non-affected area. Alternative
wastewater services are usually provided via latrines and/or collection by tankers or temporary

pu
Th

mped services.

water nri]iry should determine the fn]]n\/\ring-

The water utility should take into account the relevant regulatopy\requirements under
cumstances and the quantity, quality and means of providing-alternative water sup
ernative wastewater services. Sometimes the standards employed by the water utility fo
ter are higher than those required by the relevant authorities. In such cases, the water util
ermine its policy concerning alternative water supply; dees.t strive to keep its own higher

should it keep to the relevant authorities’ requirements.in the event of a crisis.
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utillity’s ability to,acCess the following:

©lI

Th
shfuld be readily available and kept up to‘date.

the circumstances under which alternative water supplies or alternative wastewater.serv
be provided, depending on the type of crisis and its timescale;

the quantities of alternative water supplies and alternative wastewater services te be mad
under various circumstances;

the methods for providing the alternative supplies and/or services.

e water utility should hold and maintain stocks ofigquipment and supplies or have arrang
ce with suppliers or other agreements to provide ‘the necessary quantity and quality of a
ter supplies and alternative wastewater services.

plans, maps and supporting information, including contact details of suppliers and co

b Resources availability.

rangements to ensure theavailability of resources should be established. The water util
ke sure that the resourices identified as necessary for dealing with the crises that the w3
ns for are both available and suitably maintained for prompt deployment. The following i
for water utilities-to consider. Resources may need to be added or deleted depending on

equipment for providing alternative supplies (emergency tanks, tankers, bottled water, e
backsup émergency generators;

pumps (for water and wastewater);

ices are to

b available

the given
plies and
I supplied
ity should
standards

ements in
Iternative

ntractors,

ity should
ter utility
5 a partial
the water

tc.);

temporary treatment plant;

vehicles for transporting all equipment and supplies from storage to place of use;
sampling and analysis equipment;

resources to mobilize and deploy equipment and supplies;

chemicals;

repair equipment and materials;

communication facilities to ensure the effective communication within the crisis management team

(e.g. phones, e-mail, faxes, radios, etc.);
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— communication resources to ensure effective communication with the public in the crisis area (e.g.
loudspeakers, pre-printed leaflets, pre-recorded messages on water utility’s telephone number,
water utility’s website, social media, etc.);

— huma

nresources, e.g. SpOkEpEI’SOI’l;

— safety equipment;

— welfare provision for personnel (food, refreshment, etc.);

— critical records (hardcopy and electronic);

— operalting and procedure manuals;

— IT ted
— telecq
— other
These res
— withi
— contr
— mutu
— local,

The watel
location 1
exercised

Care should be taken to ensure adequate control”of the risk arising from the handling, transport 3

storage of
resources

A.6 Pos
and the

Figure A.]

the relevant authorities:

hnical recovery plan and procedures;

mmunications and IT support;

utilities (e.g. water, electricity, gas, telephony).

burces may be procured from

h the utility,

hctors and suppliers,

h] arrangements with other utilities or organizations, and
regional and national authorities.

utility should develop procedures to mobilize and transport the required resources to
equired at short notice. These procedures should be available on a continuous basis 3
on a regular basis.

resources for wastewater purposes/(deployed currently or previously) cross-contaminat
intended for water supply purpases.

sible cooperation structure of the crisis organizations of a water utility
relevant authorities

illustrates a possible cooperation structure of the crisis organizations of a water utility 3
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