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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

There is a need for the international financial community to recognize certain security

:2023(E)

measures

and criteria to promote public trust in digital currencies. From a security and assurance perspective,

protecting an ecosystem surrounding any type of digital currency ultimately protects an

d informs

any future issuance goal of a fiat digital currency. Security aspects as they relate to cross-border

transactions are to be compiled as well.

Alook at the security horizon for digital currencies reveals a need to adjust and to add new capabilities,

1n (l1lNgo J PIroadenlingo Q0 ne D ne need 0 DANKING anCl nal o o Qn A
presenting national and international uses. The financial landscape has expanded into-
redlm, causing a re-examination of traditional security technologies, while digital applic
constantly changing. Adding another digital dimension for secure payments and secure tr3
with a digital currency pushes the security paradigms and adds a mix of threatsthat becon
every level of the financial ecosystem.

A $ecurity framework and assurance needs to recognize existing internatignal financial e
anfl their security components. A security framework is needed that international financig
canp select and adapt to their own needs.

Buflding a digital currency model can require a security framework that is not identifi
dofument and is yet to be determined.
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bd in this

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=b3d7c395f091fdcbe9c05a52e6f90ff9



https://standardsiso.com/api/?name=b3d7c395f091fdcbe9c05a52e6f90ff9

TECHNICAL SPECIFICATION

ISO/TS 23526:2023(E)

Security aspects for digital currencies

1

Scope

This document specifies an acceptable security framework for the issuance and management of digital
currencies using cryptographic mechanisms standardized by [SO/TC 68/SC 2 and other references.

Thlis document proposes a framework approach based on standards for mitigating vulnera

bilities for
not added

PSSES:

digital currency systems. The objective is that security aspects are integrated by desigh ahd
afterwards as an extra processing layer that needs to accommodate legacy infrastructufes.
2 | Normative references

There are no normative references in this document.

3 | Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISQ and IEC maintain terminology databases for use in standardization at the following addr
—| ISO Online browsing platform: available at https://www.iso.org/obp

— | IEC Electropedia: available at https://www.electropedia.org/

3.1

central bank digital currency

CBDC

central bank digital money

digital representation of cash, issued by the central bank and a claim on the central bank
3.2

crypto asset

didital asset (3.4) implefnénted using cryptographic techniques

[SOURCE: 1SO 2273932020, 3.13]

3.3

cryptocurrency

crypto-qsset (3.2) designed to work as a medium of value exchange

[SOURCE: I1SO 22739:2020, 3.14, modified — Note 1 to entry removed.]

34

digital asset

asset that exists only in digital form or which is the digital representation of another asset

[SOURCE: ISO 22739:2020, 3.20]

3.5
digital currency
digital representation of monetary value

©lI
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3.6

distributed ledger

ledger that is shared across a set of distributed ledger technology nodes and synchronized between the
distributed ledger technology nodes using a consensus mechanism

[SOURCE: ISO 22739:2020, 3.22, modified — Note 1 to entry removed.]

3.7
distributed ledger technology
DLT

technologv thatenablesthe operation and use of distributed lndgnrc

[SOURCE:|ISO 22739:2020, 3.23]

3.8
fiat digital currency
digital cufrency model representing a debt of a central bank that can be redeemed with fiat money gnd
mutually ¢xclusive to non-fiat digital currency

3.9
non-fiat digital currency
digital cufrency model governed by a business contractual relationship between the user and the issfier
of the digital currency, whose value is not guaranteed by a central bank and is mutually exclusive to fiat
digital cugrency

3.10
identity-gecurity
identity cppabilities which can be used for associating an.@ction or an individual to an event whijch
performs some security access protection

3.11
envelope|security
secure engapsulated access control capability with cryptography and additional security features

3.12
security framework
framework which defines policies andprocedures for establishing and maintaining security

4 Congiderations on security framework for digital

4.1 General

This document establishes the foundation for a security framework for digital currencies, in anticipat{on
of the futyre development of an International Standard.

A standaild-security model is required to manage digital currencies that can utilize global securjity
practices nd :\r‘apf to local rﬂgn]::h'nnc The cnr‘nrify model can he r]ncignnr‘ as a series of interact ng
modules implementing security controls under the responsibility of entities playing a predefined role.
This security model could be extended to encompass and to protect existing financial applications using
digital currencies, either fiat or non-fiat. As a framework, the security model offers interoperability
of information exchange as well as support for multiple currency objects, each supporting their own
security process.

The international financial community has undertaken many existing infrastructure investments in
which the introduction of security has historically been a major burden and easily deferred. However,
international financial organisations have experienced a growth in digital threats to payments, to
transactions and to other forms of financial exchanges.

The security framework can be customizable by international financial markets to meet their individual
requirements, instead of treating security as a one-size-fits-all solution. The goal is to establish an

2 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=b3d7c395f091fdcbe9c05a52e6f90ff9

ISO/TS 23526

:2023(E)

international trusted financial infrastructure based on a collection of national financial architectures
to include all stakeholder members.

4.2 Security considerations for processing digital currencies

Security considerations for processing digital currencies include:

the need to agree on the security objectives for digital currency systems;

the roles required to manage a digital currency system;

4,

4.3

Intlernational financial services have expanded the role of virtual currencies to account for thj

de
wi
fia

Biffcoin emerged early in(the formation of virtual currencies with a commercial generaf

cu

ot
en]
na
cu
se
ou

';
o

the provision of controlled access to repositories of digital currencies, such as wallets;

the conflicts between confidentiality and anonymity for users of digital currenciesand th
regulators to control transactions;

the integrity or assurance of non-alteration of digital currency units;

the nature of the personal security credentials or attributes (e.g. cryptographic keys, auth
elements and certificates) used to generate evidence of a particular ‘operation involvi
currencies;

risk impact assessment of different alternatives to process digital currencies;

functional engineering considerations: availability of Anfrastructures and appropriate
devices to load and pay with digital currencies in a convenient way, including transaction
the portability of digital currency unit aspects.

Variations of security frameworks

.1 Non-fiat digital currency (digital asset) security framework

initions and models that have surfaced of what can be considered as non-fiat digital ¢

I digital currencies.

'rency aspect (i.e. a commercial monetary infrastructure as a potential cryptocurrency).

her digital currency models evolved that relate to a digital form of a national currenc
phasis on cryfpitography. Stablecoins were created to bridge the gap between cryptocurrsg
fional currencies without their own security protection. Stablecoins that were pegged to
'rency without their own security measures were unstable in currency exchanges. To in
urity efsStablecoins and address the risk and liability for national currencies, securit]
[linedcherein are required. Once security considerations are addressed, stablecoins can ev

dig

e desire of

entication
ng digital

personal
speed and

e multiple
urrencies

thin the context of digital assets.\Gryptography has been a major enabler for security amonig the non-

ion of its

y with an
bncies and
a national
prove the
y features
blve into a

ital version of physical cash, with security measures provided by a central authority.

International banks are examining and developing their own digital currency methodologies, which
can include cryptocurrencies with security and stablecoins. A collective body of banks and financial
institutions are included in central bank digital currency (CBDC) efforts.

4.3.2 Creating a national digital currency with an anonymity security framework

Before the digital format was available, physical money based on ISO 4217 as a national designation was
the primary means of financial exchange. The Central Authority as a Central Bank minted the money
and included various analogue security technologies and techniques with the intent of preventing fraud.
The advent of the digital format has shifted the focus to alternative usages, which in turn has created
new security paradigms. Security can be directed towards the digital representation of currency or
towards a digital use case that involves currency representation. Digital currency can be seen as digital
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cash with security properties resulting in anonymity, either for one counterparty to a transaction (e.g.
the consumer) or for both counterparties to a transaction. The degree of anonymity associated with
digital currency, and which counterparties have anonymity, can have legal and liability implications
wherein security can play a role.

4.3.3 Secure digital cash as digital currency with consumer identity security framework

Identity security can be extended beyond the digital currency boundary to include a consumer or
equivalent that would be a party to a payment or a transaction. Digital currency can be digital cash
that includes inherent security features and a separate layer of identity security, perhaps for the digital
applicatioph associated with a financial payment or to [ink the transaction and the consumer.

The secutfity framework can serve as the basis for an international trusted financial infrastructyre
based on| a collection of securely integrated national financial architectures that jnclddes |all
stakeholdprs.

D

4.4 Overview of security frameworks

4.4.1 General

A securitly framework should include the current security best practices of technologies gnd
advancements within standards to address:

— the byisiness model leveraging digital currencies for commercidl banks;

— agreed consensus for a security and assurance architecture to cross international borders wjith
digitdl currencies;

— asecyrity paradigm which can deliver security for awhole dimension of the IT/security internatiopal
digital currency architectures.

of digital currencies and their ‘security aspects is contained in banking security standards
identified in ISO standards\Other standards bodies exist which could be used by central
to complement ISO standards where the additional security capabilities are sought.

Digital cagh (also cited as central bank digital money) can be viewed as an emulation of a current physical
national currency, such as dollars, euros or yuan, with their security (and, optionally, identity-securjity
reference$) present with usage. Legal aspects and rules associated with financial practices can be the
basis for putting digital cash into practice. Like a reserve currency, digital cash can have an integrity-
security envelope for itself that can index a digital relationship with identity-security to extend the
digital cash into digital applications and to add digital asset value. Technologies are available to offer
security for different environments from a currency-only environment to currency with differing
digital application environments that can include the individual. A national body establishes direction
for defining digital cash as currency and to establish security technologies with digital platforms. The
result of a digital cash architecture and its associated security is to create trust acceptance in practice.

Before the digital format was available, physical money was the primary means of financial exchange.
The central authority as a central bank minted the money and included various analogue security
technologies and techniques with the intent of preventing fraud. The advent of the digital format has
shifted the focus to alternative usages, which in turn has created new decisions for the use of security
paradigms. The extent of security technologies can have a limited role, focusing on privacy and security,
or a broader role, with a fiat digital representation of currency. With either representation, security can
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be included without the consumer or an equivalent being identified. Security can be the focus of an
internal anti-fraud role within a digital form of money. In the case of digital representation of money,
security focuses on the digital currency entity and not any application using the digital currency.
Digital currency can be seen as digital cash with a potential level of containment-security protection,
while maintaining anonymity. The anonymity associated with digital currency can have legal liability
boundaries. Minting of this digital currency and its distribution is outside the scope of this document.

User-linked digital cash as digital currency with identity can be extended beyond the digital currency
boundary to include a consumer or equivalent that would be a party to a payment or a transaction.
Dlgltal currency can be dlgltal cash that includes inherent securlty that a separate layer of security is

IIl(. 1uut:u lUl LllU uxguou dppllLdLlUll dbbUleLUu \A% lLll d lllldlllel pday lllCllL Ul d lllldll\,ldl Ll dllsdl IOIl

Ex|sting security tools and techniques can be applied to digital cash without consumer identity.

The following documents describe existing standards and security technologiestltat are relevant to
digital currencies:

—| the ISO 13491 series;

—| ISO/TR 13569;

—| ISO/TR 14742;

—| the ISO/IEC 15408 series;
—| ISO 16609;

—| ISO/IEC 17799;

—| ISO/IEC 18028;

—| the ISO/IEC 18033 series;
—| ISO/IEC 18045;

—| IS0 19092;

—| the ISO/IEC 19989 series;
—| ISO 20038;

—| ISO/TR 24374.

5.2 Cryptocurrencies as a digital entity for financial usage

Fol severalyears, private cryptocurrencies have been emerging in both national and int¢rnational
finpncial markets. They are the result of central bank authorities exploring the feasibility fdr a digital
cufrercy role in their financial ecosystem. The history of the subject has been constantly evolving.

It rreedstobeTecognized that thesubject of digitat currency cam be comptex, withrvarious definitions
and differing security directions from international central authorities and commercial bodies.

The choice of including a cryptocurrency requires consideration of the value of security to the policy
and the legal boundaries that exist. A security profile needs a relationship to a financial business
model which is trusted and accepted by the international community. The following overview is an
introduction to the role(s) for cryptocurrency, with an intent to present an international input with
security for a fiat digital currency or a private digital currency solution with its security. To begin,
technology is influencing direction for advancing a digital currency solution. Within the international
financial markets, there are established financial ecosystems. In parallel, there are new or nearly new
financial entities which are advancing. Existing financial entities have established policies, technologies
and ecosystems that represent an economic capability and investment. Changes to their economic
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capability with new security paradigms, as would be associated with a cryptocurrency, will result in a
value of security to the overall national objective.

5.3 Cryptocurrencies and the digital currency market challenges

Technology innovation is transforming the context of financial services and products so that currencies
in a digital format are used or can be used.

Digital currency can be a representation of monetary value used for payment. The digital currency can
be identified as a fiat version representing a government or central authority submission. International
efforts, sfich as CBDC, are bringing forth various CryptoCUrTency choices that can be modeijed
for a fiat|digital currency solution. The international financial markets are also exhibiting private
cryptocunrency that includes their payment and transaction capabilities with their security paradigms.

This document recognizes that cryptocurrencies present significant challenges, such as:
— the pilesence of cryptocurrencies as non-fiat digital currencies;

— a mix of international financial central authorities surfacing with their nationhal representati¢ns
och CBDC efforts;

— contipuous, additional threat and fraud from digital ecosystem platforms;
— an adyancement by a national body to shift the current monetargy-tharket position;

ptential for a digital currency basket, in which multiplé.national bodies include currencieq to
offer fonsumers an assortment of digital currency choices;

— a financial market that envisions technology innovations as an avenue for less costly transactigns
with ¢xpanded business opportunities, while addressing these challenges;

— an egtablished fiat financial architecture that sees the advantage of an additional digjtal
cryptpcurrency application for supplementaleconomic gain.

ptocurrencies and financialimarket formats

Cryptocugrencies can include variousifinancial market formats. A stablecoin can be considered a crypto
asset whi¢h seeks to stabilize a pricewith a "coin", a "token" or an "account”, by linking value to that of
a pool of gssets and/or with a national currency, which can serve as a means of payment and storg of
value. It cpuld be viewed as g different business case version of a payment vehicle that can have a fee
associated with the stablecoint reference beyond an application service fee. As an example, Bitcoin has
been pregent for a longér)period and can represent a commercial value proposition associated wjith
only their|coin and np linkage with any national entity.

The natiohal curiéncy can be represented by digital cash, as detailed in 6.1. The digital cash is the
store of value identified by the stablecoin. Stablecoin could cite the specific digital assets which can|be
included 4scantaccounting entity with security enforcement to ensure equity among transactions wjith
national reesgriti fon joi 22

Other financial market formats can be seen with CBDC. Documents from the Bank of England and other
central banks have been published that could provide households and business with suggestions for
central bank money (fiat). Moving to advanced digital applications for financial application usage can
establish a parallel digital form for making financial payments and financial transactions. The intent
is to have a digital form of money that can parallel a reserve currency of a national entity and include
security capabilities that can be the basis for trust from the central authority through a financial
ecosystem to the consumer. A CBDC design would include potential capabilities for a digital wallet
as a digital means of payment and transactions and, in short, take advantage of new digital financial
offerings with a means of fulfilling a central bank’s role within a financial ecosystem. Security measures
need to be incorporated to support the evolving digital capabilities or security must be considered as
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a protective layer for CBDC capabilities that align with the security paradigm of the current financial
ecosystem.

Another financial market data and messaging format in use by financial entities is the ISO 20022
series. ISO 20022 digital messages are integrated with digital financial applications. The ISO 20022
series covers electronic data interchange between financial stakeholders. It describes a metadata
repository containing descriptions of messages and business processes and a maintenance process
for the repository content. The international financial community has been advancing ISO 20022
messaging among national bodies to extend a common means of exchanging financial messaging.
It can be viewed as an 1mportant step to establish a common lnteroperablllty to have cross-border
ernational
urrencies.
esignated
ify criteria

s will still
hssurance
urrencies,
factor. A
sed on its
ogies and
otentially
issociated

Anlassortment of commercial and national bodies are advancing efforts to qualify cryptocuriency with
regulatory guidance which can imply a level ofisecurity is needed to resultin trust. In the background are
wdrld monies as currencies identified in [IS04217 and their national body supporting physical currency
infrastructures. There is a desire to indlude digital currencies in ISO 4217 to gain internatipnal trust
anfl acceptance across borders. Security aspects are available with the digital currency repré¢sentation
that can be included in [SO 4217 to'parallel the analogue ISO 4217 currency versions.

In|a broad context, ISO stapdards are included in various security aspects which can be |identified
with access control, identity,duthentication, authorization and other IT capabilities related to security
opprations. Each identified security framework can have a role with its security aspects.

Thi following is ancexample of a stablecoin module for digital cash with its security aspects:

ISQ 4217 currency three-character designation/ISO 4217 digital currency one-charact¢r symbol
idgntified by ‘\a central authority/one or more identity-security designations for counter{fraud, for

Additional identity security aspects and security techniques associated with cryptocurrgncies and
didital cash are included in the following documents:

— ISO/TR 24374;

— the ISO 17442 series;

— IS0 6166;

— the ISO 24165 series

Other security technologies and techniques with their standards from the Bibliography can be used.

A stablecoin module that includes security tools that execute digital functions for encryption and
additional identity verification and authentication is available. A financial payment or financial
transaction would include the encrypted payment or transaction with a prearranged stablecoin

©1S0 2023 - All rights reserved 7
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representation. The resultant coded exchange would contain the necessary information to do
decryption from the cryptography and authenticate with the security capability so that a central
authority can execute at a known security profile. Within authorization, the stablecoin with its security
module can represent a fungible digital currency form for digital cash money, a digital coin or token for
money, or a digital account payment or transaction for money.

5.6 Security criteria representing security aspects

5.6.1 Security objects

A digital ¢urrency will require an internationally agreed identifier that parallels the kind specified in
ISO 4217.

A digital qurrency framework for a central authority or distributed authority should includéan exterhal
identity r¢ference. The identity reference can parallel designations that are identified in(}S© 4217, sych
as USD for United States dollar, and be represented in a digital format. Furthermoresin“addition to the
code designation for a country, a designation is needed for a fiat digital currency, such as a 4217 sympol
with a ‘$’ pepresenting a digital form of a virtual currency representation. The symbol, in addition tp a
4217 natignal code designation, is identified in ISO 4217.

Security $tandards exist to provide an international representation fer"digital assets in varigus
identities| A central management is needed to maintain continuity and current business case linkages
within a sfablecoin usage.

Object-baged cryptography establishes the security boundariesiand security functions necessary [for
protection and access control to data associated with the secufity framework.

5.6.2 Key management

A digital ¢urrency can be considered a retail actioniih which principles of key management identifjed
in an SCZ retail bank security standard ISO 11568 is suggested in the formation of implementjng
cryptography in the digital currency framework. Other ISO security mechanism standards are to|be
evaluated|by a central authority to determihe a use for their specific national effort.

5.6.3 Hjding and steganography techniques

Security techniques that are not citéd in ISO standards should be assessed in parallel with cryptography
and other|security mechanisms. Hiding and steganography techniques which can be found in physidal-
analogue money as currencies-may be included in a binary representation to complement cryptography
in a digitall form.

5.6.4 Djgital representation

A digital qurrengy can be an abstract representation of currency in binary code. A digital representatjon
should be established to make it useful for all who want to apply their digital currency in digital
applicatiolas-

5.6.5 Digital model

A digital platform for a digital currency can include a form of hardware representation with
complementary security. In a financial ecosystem, the smart phone, smart tokens and other digital
containers are put forth. It is necessary to have a digital currency model which can be applied to all
or most of these platforms to offer a universal digital model that can be used by a variety of personal
use cases. Another technology that should also be examined for a digital currency platform is a QR
code with its security functionality representation. The QR code could be associated with a hardware
platform.

8 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=b3d7c395f091fdcbe9c05a52e6f90ff9

ISO/TS 23526:2023(E)

5.6.6 Security countermeasures

Security countermeasures are needed for the digital platform to prevent threats to gain access to the
digital representation hosted by the digital platform. A secondary countermeasure level should be
considered to provide additional protection for the selected countermeasure platform, in addition to
countermeasures associated with the digital currency itself.

5.6.7 Legal and regulatory requirements

The protectlon assoc1ated w1th the selected platform needs to c0n51der abstract and legal requirements
su ' pptance of
afi ders. The
sell
Se

uture digital currency and its associated securlty, Wthh can be used across natlonal bo
ection of the discussed security aspects can impact policy associated with both priyacy an(d liability.
furity aspects required by law must be incorporated into the security framework:

5.6.8 Trust

Tryst is essential for a central authority to implement a national effort for4 digital currency. $ecurity is
a necessary ingredient to have that trust. The selection of security aspects and its binding td everyday
us¢s will visibly demonstrate to the national citizens that the economic basis for security is ijnportant.

5.4.9 Chaining security processes

can have
Ly include
h security
ire digital

Tryist can be viewed as a measurable event and a concept of chaining security processes
adyantages. Chaining security processes can ensure that steps found in executing securi
a validated model to counter threats. Instead of individual security pieces representing
aspect, a chained or bound set of security pieces cani'make a more formidable shield for a futy
cufrency.

5.6.10 Security framework implementation

Th
ha
the

e security framework is to be exeeuted in digital hardware platforms in the form of sdftware or
rdware. The hardware platformneeds to ensure the operation of an application and to ehsure that
operation can be independent of the security components associated with the application|

5..11 Platform independence

ated with
currency

The hardware platfopms-(e.g. mobile) should ensure that operation of the application assoc
a digital transactionis“independent of the security components that can be provided by thd
forimat itself.

5.6.12 Existing good practices

Anl
cry

ENISA report cites various good security practices[22] that are associated with key ma
rptegraphy, privacy, denial of service, scalability, governance controls and intero

hagement,
perability.

In

ermational standards bodies sucir as 1SOanmd 1T rave various stamdards that inctude s

ecifics for

good practice. Also, national standards bodies such as ANSI and NIST include various standards that
include specifics for good practices.

5.6.13 Digital interfaces

A digital currency might need to interface with potential digital applications that can employ security
to use a digital currency for financial services and other currency needs. The digital interface(s) can
be software or firmware based, and the framework process can operate indifferently to the digital
financial currency representation. Other security technologies and techniques with their standards
from the Bibliography may be used.
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6 Critical areas for security to establish trust, acceptance and risk

6.1 Digital wallets

A digital wallet, also known as an e-wallet, refers to an electronic device or online service that allows an
individual to make electronic transactions. This can include e-commerce transactions via the internet
or point-of-sale purchases made using a physical device. Wallets can be custodial, for example, linked
to a user’s bank account, or non-custodial, provided by the user and to which money can be deposited
prior to any transactions. Non-custodial wallets can be anonymous if the user of the wallet is not
identified
communi

Many usa
desktop qr online. The digital wallet should offer the assurance of dependable operation and
applicatio

The security credentials can be passed to a merchant's terminal wirelessly via near fi

eld

ation (NFC).

I or currency medium should supportits own security, independent of the walletenvironmg

Digital w4llets capabilities:

enabl

e input and storage of cryptographic keys to ensure that the keys are always under the cont

of thelowner of the assets;

perfo

"m error or format checks;

generpte encryption keys for a payment or transaction action.

Threats tg the digital wallet security profile:

comp
malw|
loss o
hoste
Troja

ledge

exity of wallet options;

are (e.g. a browser extension);

f security cryptographic signing key or cryptographic encryption secret key;
1 service crashes;

1 wallets deploying command anéd/control;

- malware enabling redirection of funds through address spoofing;

out-of-date firmware;

user gdnd password proeblems;

denia

of service atbaek.

Trust-related considerations for digital currency consumers or users:

have hecéssary knowledge;

estab

bes for digital wallets require security: hosted or non-hosted, native or third-party,-mobile,

he
nt.

rol

ral I LI | 1 ose
LIId STLUIT UIlgitdl wdlitg,

create and securely store cryptographic secret keys for accessing financial funds;

enabl

e multi-factor and federated authentication as a consumer;

a hardware security module may be used.

Potential threats to consumer digital platforms:

10

fraud;

poor identity and authentication;

technical attacks;
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social engineering to exploit human faults;
bad code;

phishing schemes, social engineering, trolling to obtain secret keys by hackers.

6.2 Specific security considerations

Digital currency security requirements for merchant processors:

:2023(E)

— _maintain a cryptographically secure platform with supporting application programming interfaces

Po
pr

6.
Th

';
R

(APIs);
consumer identity security and merchant authentication.

fential security technologies and standards that may be used for a digital wallet|security |
vided in Reference [37].

Digital currency financial security framework considerations

e following is a list of items related to alternative security framéworks that can suppor

ecpsystems, which includes the use of digital cash with securityisupport, a collection of f

ite
se

Cr
Vig
In

s, envelope security, cross-border financial payments with digital currency security a
urity levels based on ISO or other standards.

Addition of alternative security frameworks to suppart financial ecosystems.
Currency in the form of digital cash with securitysupport.

Collection of framework items with one or miore security frameworks. This can include ¢
with identity security, non-custodial digital wallets, anonymous digital wallets, secy
wallets, secure digital devices, merchantprocessing, digital currency exchange, ATMs for e
digital currency, banks, financial institutions or computing networks.

Envelope security that can align digital objects of digital wallets and other digital financial
with security needs.

Cross-border financial payments and transactions with digital currency security framew
Level of security can)be considered unique to a secure financial implementation based
other accepted standards.

Fraud and threat considerations

minals:are becoming more sophisticated in their use of malware to command online bank
telephones, tablets and computers, using stolen bank account details to make fraudulent

brofile are

t financial
famework
hd unique

onsumers
re digital
kchanging

capability

rorks.

on ISO or

ing logins
bayments.

pdditional to malware, criminals are using ransomware as identified with its techniques in financial

ar

i1cles. Fotential threats to security Irameworks include:

creation of new units of digital currency without any underlying value or backing, commonly

referred to as “out of nothing” (ex-nihilo);

modification of the value transferred using digital currency units;
modification of the structure of digital currency unit making it unacceptable;
double spending of digital currency units;

theft of stored digital currency units;
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