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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical commlttees Each member body interested in a subject for WhICh a technlcal committee has been

established
non-gove nmental in liaison with 1SO, also take part in the work. 1SO coIIaborates closely W|th tt
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The mai
adopted py the technical committees are circulated to the member bodies for voting.| Publication as 3
International Standard requires approval by at least 75 % of the member bodies casting-a vote.

In other [circumstances, particularly when there is an urgent market requirement for such documents,
technical|committee may decide to publish other types of normative document:;

O Publicly Available Specification (ISO/PAS) represents an agreement between technical experts
O working group and is accepted for publication if it is approved by more than 50 % of the membe

— anl
an |

bO Technical Specification (ISO/TS) represents an agreement between the members of a technid

An ISO/RAS or ISO/TS is reviewed after three years*in order to decide whether it will be confirmed for
further thfee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmedl, it is reviewed again after a further three years, at which time it must either be transformed into 3
International Standard or be withdrawn.

Attention|is drawn to the possibility that\'some of the elements of this document may be the subject of pate
rights. ISD shall not be held responsible for identifying any or all such patent rights.

ISO/TS 2R600-1 was prepared by)Technical Committee ISO/TC 215, Health informatics.

ISO/TS 2P600 consists .of_the following parts, under the general title Health informatics — Privileg
management and access control.

— Part|1: Overview and policy management

— PartP;.Formal models

task of technical committees is to prepare International Standards. Draft International Standards

ittee and is accepted for publication if it is approved.by 2/3 of the members of the committee casting
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Introduction

A common situation today is that hospitals are supported by several vendors providing different applications,

who are not able to communicate authentication and authorization since each has its own way of

handling

these functions. To achieve an integrated scenario one has to spend a huge amount of money to get users

a Iul Ulgall;Ldt;Ulldi illfUlllldtiUll III<1|J|.JCL,II IUCfUIU btdlhﬁllg bUIIIIIIuII;bdt;UII. RCquleb dic 1
development and maintenance of security functions that grow exponentially with the number of applia

If| on the other hand, one looks on authorization from the health care organization's point of view, W

merge.

agreements between the parties.

nother complexity is found in roles when it comes to users. A user-can adopt different roles

oreover, different responsibilities can be identified in the healthcare organization depending on the
Ctivities of the users. Moving from country to country or from one healthcare centre to another, diffe
levels of authorization may be applied to similar types, of user, both for execution of particular fung
r access to the information.

oo 9=

>

hother most important issue today is how to:ifdprove the quality of care by using IT, without infri
ivacy of the patient. To allow physicians to have more adequate information about the patient yo
ave something like a ‘virtual electronic health care record’ which makes it possible to keep track
Ctivities belonging to one patient regardless of where and by whom they have been documented.

N approach we need to have a generic-model or specific agreement between the parties for authoriz

[V e

Besides the needs for support.ofia diversity of roles and responsibilities, which are typical in any typ
organization, additional criticalyaspects can be identified such as ethical and legal aspects in the h
s¢enario due to the particulan type of information that is managed.

The need for restrictiveJauthorization is already high today but is going to dramatically increase ove
two years. The reason is the increase of exchange of information between applications in order tq
physicians’ demands on having access to more and more patient-related information to ensure the q
efficiency of patient treatment.

The situation, with respect to health care and its communication and application security sen

ired for
ations.

e need a

flexible bridging model due to the fact that organizations change continuously. Units close® down, ppen and

The situation becomes even more complex when communications across security policy domain bpundaries
afe necessary. The policy differences between these domains then have ‘o be bridged through policy

elated to

A
different periods of time and even have two or more roles simultanequsly. For example, a user may work as a
nbirse for two months and as a midwife for the next two or have both roles within the same time periog.

role and
ent types
tions and

nging the
I need to
of all the
\Vith such
ation.

e of large

ealthcare

r the next
fulfil the
Liality and

ices has

cTanged during the last decade. Reasons are, for example:

— moving from mainframe based proprietary legacy systems to distributed systems running in local

environments;
— more data are stored in information systems and are therefore also more valuable to the users;

— patients are more ambulant and in need of their medical information at different locations.

From this it follows that advanced security is required in communication and use of health information due to
the sensitivity of person-related information and its corresponding personal and social impact. Those security

services concern both communication and application security. Regarding communication security

services,

such as authentication, integrity, confidentiality, availability, accountability (including traceability and

© I1SO 2006 — All rights reserved
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non-repudiation), control of access to entities as well as notary’s services, it is authentication that is of crucial
importance for most of the other services. This is also true for application security such as access control to
data and functions of applications running at the aforementioned entity, integrity, confidentiality, availability,
accountability, audibility and the notary’s services.

The implementation of this Technical Specification will be very complex since the involved parties will already
have systems in operation and will not be willing to update their system immediately to newer versions or new
systems. It is therefore very important that a policy agreement is written between the parties, which states that
they intend to progress towards this standard when any change in the systems is intended.

The policy agreement shall also contain defined differences In the security systems and agreed solufions ¢n
how to oyercome the differences. For example, the authentication service, rights and duties of a requesting
party at fthe responding site have to be managed according to the agreed policy written down.in the
agreement. For that reason, information and service requester, as well as information and service provider ¢n
the one hand, and information and services requested and provided on the other hand, have tebe grouped
and clasgified properly. Based on that classification, claimant mechanisms, target sensitivity meéchanisms and
policy specification and management mechanisms, can be implemented. Once all parties have underwritt¢n
the policy agreement the communication and information exchange can start with the existing systems if the
parties dp not see any risks. If there are risks which are of such importance that they‘have to be eliminatg¢d
before the information exchange starts they shall also be recorded in the policy agreement together with an
action plgn for how these risks shall be removed. The policy agreement shall also-eontain a time plan for this
work and|an agreement on how it shall be financed.

The documentation process is very important and provides the platform for'the policy agreement.

— Partl: Overview and policy management, describes the scenarios and the critical parameters in cross
border information exchange. It also gives examples of necessary documentation methods as the badis
for tHe policy agreement.

— PartR: Formal models, describes and explains, int"a more detailed manner, the architectures and
unddrlying models for the privileges and privilegé management, which are necessary for secufe
information sharing plus examples of policy agreement templates.

Privilege [ management and access control- address security services required for communication and
distributefl use of health information. This document introduces principles and specifies services needed fpr
managing privileges and access control, Cryptographic protocols are out of the scope of this document.

Technica| Specification 1ISO/TS 22600 references existing architectural and security standards as well as
specifications in the healthcare_area such as ISO, CEN, ASTM, OMG, W3C etc., and endorses existing
approprigte standards or identifies enhancements or modifications or the need for new standards.

This parl of ISO/TS 22600/ is strongly related to other corresponding International Standards such as
ISO/TS 17090 and ISQ/TS 21091. It is also related to work in progress on a future Technical Specification,
ISO/TS 2}1298.

The distr|butedsarchitecture of shared care information systems is increasingly based on networks. Due fo
their usef friendliness, the use of standardized user interfaces, tools and protocols, which ensure platform
independence, is growing and consequently the number of really open information systems based on
corporate networks and virtual private networks has also been rapidly growing during the last couple of years.

ISO/TS 22600 defines privilege management and access control services required for communication and use
of distributed health information over domain and security borders. The document introduces principles and
specifies services needed for managing privileges and access control. It specifies the necessary component
based concepts and is intended to support their technical implementation. It will not specify the use of these
concepts in particular clinical process pathways.

Vi © I1SO 2006 — All rights reserved
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Health informatics — Privilege management and access
control —

Part 1:
Qverview and policy management

11 Scope

This part of ISO/TS 22600 is intended to support the needs of healthcaré’ information sharin
unaffiliated providers of healthcare, healthcare organizations, health insurance ‘companies, their pati
members and trading partners. It is also intended to support inquiries from both individuals and a
systems.

accommodates policy bridging. It is based on a conceptual modelwhere local authorization servers 4
border directory and policy repository services can assistiaccess control in various applications
components). The policy repository provides information.en rules for access to various application
based on roles and other attributes. The directory service enables identification of the individual
granted access will be based on four aspects:

—t the authenticated identification of the user;

—1 the rules for access connected with g specific information object;

—t the rules regarding authorizatiof attributes linked to the user provided by the authorization mana
—t the functions of the specificiapplication.

This part of ISO/TS 22600;should be used in a perspective ranging from a local situation to a re

national one. One of the’key points in these perspectives is to have organizational criteria comi
auythorization profiles-agreed upon from both the requesting and delivering side in a written policy agr

er organizational and policy borders.

The collaboration is defined in a policy agreement, signed by all involved organizations, and const

g across
bnts, staff
pplication

3O/TS 22600 defines methods for managing authorization andaccess control to data and/or fupctions. It

nd cross-
(software
functions
iser. The

ger;

gional or
ined with
eement.

This part of ISQfTS 22600 supports collaboration between several authorization managers that may operate
o}

itutes the

bfsic platform for the operation.

A documentation format is proposed, as a platform for the policy agreement, which makes it possible to obtain

comparable documentation from all parties involved in the information exchange of information.

This part of ISO/TS 22600 excludes platform-specific and implementation details. It does not specify

technical

communication security services and protocols that have been established in other standards,

e.g. ENV 13608. It also excludes authentication techniques.

© I1SO 2006 — All rights reserved
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2 Terms and definitions

For the purposes of this document the following terms and definitions apply.

21

access control

means of ensuring that the resources of a data processing system can be accessed only by authorized
entities in authorized ways

[ISO/IEC 2382-8, definition 08.04.01]

2.2
accountability
property that ensures that the actions of an entity may be traced uniquely to the entity

[ISO 7498-2, definition 3.3.3]

23
attribute|certificate
data strugture, digitally signed by an attribute authority, which binds some attribute,'values with identification
about its holder

24
authenti¢ation
process (f reliably identifying security subjects by securely associating.an’ identifier and its authenticator

NOTE See also data origin authentication and peer entity authentication.
25
authority

entity thaf is responsible for the issuance of certificates

NOTE Two types are defined in this part of ISO/TS 22600: certification authority that issues public-key certificat
and attribdte authority that issues attribute certificates.

1
(2]

2.6
authorization
process qf granting rights, which includes the granting of access rights

27
availability
property ¢f being accessible-and useable upon demand by an authorized entity

[ISO 7498-2, definitioin-3.3.11]

2.8
certificallion authority

CA

authority trusted by one or more relying parties to create and assign certificates

[ISO/IEC 9594-8, definition 3.3.17]
NOTE 1 Optionally the certification authority may create the relying parties' keys.

NOTE 2  Authority in the CA term does not imply any government authorization only that it is trusted. Certificate issuer
may be a better term but CA is used very broadly.

2 © I1SO 2006 — All rights reserved
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29
confidentiality

:2006(E)

property that information is not made available or disclosed to unauthorized individuals, entities or processes

[ISO 7498-2, definition 3.3.16]

210
delegation
conveyance of privilege from one entity that holds such privilege, to another entity

211
dentification
performance of tests to enable a data processing system to recognize entities

12

y
quence of symbols that controls the operations of encipherment and decipherment

n XN

—

50 7498-2, definition 3.3.32]

213
pplicy
se¢t of legal, political, organizational, functional and technical obligations for communication and coop

2114
pplicy agreement
written agreement where all involved parties commit themselves to a specified set of policies

215
rincipal
ctor able to realize specific scenarios (user, organization, system, device, application, component, 0

QO T

16

rivate key

¢y that is used with an asymmetric cryptographic algorithm and whose possession is restricted (
nly one entity)

OXTNIN

—

5O/IEC 10181-1, definition 8.3.10]

2117
privilege
capacity assigned-to-an entity by an authority according to the entity’s attribute

218
ppblic key.
key thatsis used with an asymmetric cryptographic algorithm and that can be made publicly available

bration

bject)

isually to

[IBOAEC 10181-1, definition 3.3.11]

2.19
role
set of competences and/or performances which is associated with a task

2.20
security
combination of availability, confidentiality, integrity and accountability

[ENV 13608-1]

© I1SO 2006 — All rights reserved
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2.21
security policy
plan or course of action adopted for providing computer security

2.22

security service

service, provided by a layer of communicating open systems, which ensures adequate security of the systems
or of data transfers

[ISO 7498-2, definition 3.3.51]

2.23
strong anithentication

authenticption by means of cryptographically derived credentials
2.24

target
resource [pbeing accessed by a claimant

3 Abbreviations
This list gf abbreviations includes all abbreviations used in this part of ISQ/TS-22600.
CA Certification Authority

PKI Public Key Infrastructure

4 Godl and structure of privilege management and access control

Q)

4.1 Gdal of privilege management and access control
The goals are listed under a) to c).

a) To give directions for sharing infofmation. This includes the policy agreement document template, whi¢h
defines and determines the structure and the contents of the agreement document.

b) To bp a standard for privilege management and access control, which govern secure exchange pf
information between security domains. In order to achieve this, a basic process for the informatign
exchiange is defined. T he standard for privilege management and access control also defines the methqd
for the secure trans=border information exchange process.

c) To egtablish.areute for transformation of existing systems to future systems, which fulfils all criteria for the
cros$-borderinformation exchange according to this part of ISO/TS 22600.

The privi ege and_access control information nyr\hangn Process. takes into_account nyiefing situations and

takes care of standardization of information exchange over domain and security borders in existing systems.
The policy agreement, the policy repository and the directory are central elements in this document.

4.2 Structure of privilege management and access control

4.2.1 Structure elements

This description of the structure for the process model of the information exchange across security domain
borders consists of the elements listed below. In this part of ISO/TS 22600 the structure is explained in a
broad sense.

4 © I1SO 2006 — All rights reserved
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The structure consists of the following elements:
— domain;

— policy;

— roles;

— directory;

—t authentication;
—} process.

The rules for these elements, agreed by the involved domains, are stored in a repository angl can be
considered as a part of this structure.

4/2.2 Domain

Tp keep information systems that support shared care, manageable_/and operating, principal-related
components of the system are grouped by common organizational, Mlogical and technical properties, into
dpmains. Any kind of interoperability internal to a domain is called an intra-domain communication and
c¢-operation, whereas interoperability between domains is called an inter-domain communicItion and
c
d

nal to the
partment

p-operation. For example, communication could be realized between departments of a hospital inte
bmain hospital (intra-domain communication), or externally to the domain of a special d
(inter-domain communication).

Al domain might consist of sub-domains (which will inherit and might specialize policies from the parent
dpmain). The smallest-scale domain might be an\individual workplace or a specific component |within an
information system. Domains can be extended-.ifito super-domains, by chaining a set of distinct domains and
fgrming a common larger-scale domain for communication and co-operation.

412.3 Policy

412.31  Access control policy

A| policy describes the framework including rules and regulations, the organizational and admijnistrative
framework, functionalities,.Claims and objectives, the parties involved, agreements, rights, duiities and
penalties defined as well-as the technological solution implemented for collecting, recording, procegsing and
communicating data.in‘information systems.

For describing‘policies, methods such as policy templates or formal policy modelling might be deplgyed. The
policy modelis described in 5.4 of ISO/TS 22600-2:2006. Regarding security requirements, security policy is
of specialintérest. The security policy is dealt with in 5.1 of ISO/TS 22600-2:2006.

The-particular policy in this document regards an access control infrastructure. It specifies the requirements
a hd Aaonditions faor tructwarthyvy commiinication creation staoraaa nrocassina and vuca of cansitiva inf rmatlon

d-conditions—for-trustworthy-communication—creation—storage,p# irg-and-use-of-sensitive-in! on.
This includes legal and ethical implications, organizational and functional aspects as well as technical
solutions.

Co-operation between domains requires the definition of a common set of policies, which applies to all
collaborating domains. It must be derived from the relevant domain-specific policies across all of those
domains. These common policies are derived (negotiated) through a process known as policy bridging. The
eventual agreed policies need to be documented and signed by all of the domain authorities. Ideally this whole
process will be capable of electronic representation and negotiation, to permit real-time electronic
collaboration to take place within a (pre-agreed) permitted and regulated framework. The policy negotiation or
verification would then take place at every service interaction.

© I1SO 2006 — All rights reserved 5
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The policy agreement is introduced in Clause 6 and is formally modelled using structured schemata and
templates in ISO/TS 22600-2. An agreement process for information exchange shall precede the actual
information exchange process. The next subsection describes a scenario for the agreement process. The
agreement will constitute the basis for the actual information exchange process described in 4.2.7.

4.2.3.2 Agreement process

The agreement process starts with the formation of a group of persons who have good knowledge about the
systems involved in the exchange process and who are mandated to take decisions about which information
shall be exchanged and which security level it demands.

When thg decision about the information to be exchanged has been made the next step is to look at the level
of security in both systems and define the level that satisfies all parties. The way to do this is to list-all the
requirements both parties have and make up an evaluation form like the one described in Annex Al

The next|step in this agreement process is that both parties compare their system with the evaluation criterfa
by completing the evaluation form. These forms then constitute the basis for the agreement between the
parties fgr the information exchange. In each occasion where there is a situation in which” one system dogs
not reach| the level of agreed security, this has to be noted in the agreement togetherwith what action shall he
taken. One example of action is that one decides that there shall not be any informiation exchange before this
has been taken care of. Another example may be that one decides that it is passible to start the information
exchangg but the deficiency shall be corrected before a specified date.

The services and the level of services in the policy repository shall also/be\defined by the parties involved ald
registered in the agreement. One example of this can be the mapping{of roles within these two domains if they
do not agree.

Provisions for management and operations of the common.directory and policy repository services shall lye
specified|in the agreement.

4.2.4 Rples

Assignment of roles, privileges, and credentials-as well as resulting resource access decisions has to be
dedicateq to a specific principal. Therefore, identification and authentication of principals are basic services fpr
authorization, access control, and other application security services.

The role [assignments can show great\variation between healthcare establishments, both in granularity and
hierarchigal organization. This creates-difficulties for interoperability, which policy bridging should overcome.

The gendric concept of rolesdsydescribed in 5.4 and Annex A of ISO/TS 22600-2:2006 and will be covered jin
a future Tlechnical Specification, ISO/TS 21298.

4.2.5 Policy repository

A policy fepositary holds the set of rules for access control and the set of roles to which these apply. Fpr
inter-domain<access control these rules and the mechanism for role mapping are stored in a common poli¢y
repository.

The common policy repository presents a formal representation of the policy agreement. It is used by an
access control service in conjunction with the role information for an individual entity to grant or deny access.
If all requirements are fulfilled, a user of an application in one security domain will be privileged to access or
retrieve appropriate information from the other security domain.

4.2.6 Directory

A directory service provides information about entities. Directory specifications should follow ISO/TS 21091.

6 © I1SO 2006 — All rights reserved
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The common directory service to be used for inter-domain access control shall provide the necessary
information on all entities that are covered by the policy agreement. This will include information on role

assignment and authentication.

4.2.7 Authentication

There are different levels for principal authentication. Due to the sensitivity of health information and the
related security requirements, the highest level of both the requesting and the responding principals within a

communication and co-operation relationship shall be provided through strong mutual authenticatio
authentication should be realized in a token-based way (e.g. by smartcards).

n. Strong

The authentication framework has been specified in 1SO 9798-3 and ISO 10181-1. The auth
procedure is based on a PKI. The PKI framework is given in ISO/TS 17090-1. The authentication
fdllows the X.509V3 specification.

4/2.8 Process

Chre processes are changing rapidly. It is therefore very important to create selutions that will allo
the necessary changes in communication processes without any disturbancés-in the care process
the routines for allocation and withdrawal of roles and authorization shall(be'made as automatic as
wjthout losing the control. There are situations where persons involved in-the care of a patient shall
ability to override authorization assigned to roles and to be prepared té.justify it later.

The process will vary from site to site but the following process describes the guiding process for th
ISO/TS 22600.

It|consists of two security domains with one application in“each domain.

Ah example scenario is that a person in security domain 1 needs information about a patient unde
frpom security domain 2, where the patient has beentreated at an earlier stage.

entication
certificate

v making
Many of
possible
have the

is part of

r his care

be granted upon a request from a userin’another security domain. The foreign request is approved
bgen checked, with a positive result,_against the agreed rules in the policy repository. All these rule
specified in the policy agreement,

Bpth domains have their authorization system with roles according to their needs and different
granting access to different.information for the different roles.

ne process modelisillustrated in Figure 1.

=

e steps in the'process are as follows:

1} A newémployee gets his/her role defined and assigned by the manager for the organizatior
which he or she is going to work as described in 4.2.4.

Uhder certain circumstances the applicationSyneed to deliver to, and/or retrieve information from, each other.
The users of the applications govern the.need. User access is controlled by each security domain le can also

fter it has
5 shall be

rules for

al unit in

2 Th BAVAL malars it an k. racicotarad o arthaerization—avuatam—tbhat balanac—+t th avDr r' t
TTCTTICW—CTTPTO y CC— Wi Ui T DT TOYISTCTCUITT TN autnuUnZatuiT Sy STCTT tiat oCTonmgS— ot clpp Op 1ate

domain with the restrictions and authorization relevant for this role. This implies that the employee is

authenticated as described in 4.2.7.

3) Users in the two security domains, which fulfil the rules as defined in the policy agreement, can then be
found through the common directory service. The directory is reached from any application in the

domains covered by the policy agreement. See 4.2.6.

4) When an employee belonging to security domain 1 starts to use application 1, in system 1, in security

domain 1, the first the application has to do is to check his authorization in access control servi
Figure 1).
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5)

6)

7)

8)

9)

10)

Acce

ss to application 1 in security domain 1 is granted to the employee. The rules for intra- and inter-

domain communication of information are described in 5.1 of ISO/TS 22600:2006.

The employee using application 1 starts a request for information from application 2 in security domain 2.

The

request contains the identity and role of the requester and a reference to the relevant rule in the

common policy repository.

In th

is situation both systems will look in the policy repository to check if the requirements for the

information exchange are fulfilled. It is therefore necessary that security domains 1 and 2 have agreed

upon

a policy for this type of information exchange and that the rules are available for verification in the

polic
Othe

Appl

The
with

All tr]
betw
agre

y repository. It the qualifications are fulfilled the procedure continues according to point 8 beloyv.
rwise application 1 will notify the user that the request has been denied.

cation 1 then sends a request for that information to application 2 in security domain 2.

(4
=

result of the request is then sent to application 1 where the employee can read and. store it togeth
he other information about that patient.

Bnsactions in application 1, application 2, the directory and policy repository, and all communicatign
een the two domains shall be logged. Routines for monitoring the log shall be defined in the poli¢y
bment.
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Process model

Figure 1
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5 Policy agreement

5.1 Overview

The basic part of the policy agreement shall contain descriptions of the actual legal framework including rules
and regulations. The organizational and administrative framework, functionalities, claims and objectives, the
principals involved, agreements, rights, duties and penalties are defined as well as the technological solution
implemented for collecting, recording, processing and communicating data in the applications in the domains.

agreement-shall-alsocontaina-standardized-docu S he-purpose-of-which-is-to-make-iteasierf{o
write an agreement that covers the necessary functions for the information interchange. A standard template
for the pdlicy agreement is presented in Annex A of this part of ISO/TS 22600.

Steps shall be taken to ensure that the Policy Agreement is understood by everybody’ ‘using the

communitation between the domains. The responsibility for the observance of the agreement.lies with the

main maTagers for the domains.
i

The functions are described in 5.2 to 5.22.

5.2 Idgntification
The poligy agreement shall define the identification methods used in the domains including identification pf
persons [(patient, healthcare professionals, health professionals, etc.){ organizations, systems, devices
applicatigns, components, etc. If different identification systems arejused, the system has to be defined.
Linking, mapping or conversion mechanisms shall also be defined.Jn that context the use of a unique patient

ID as well as namespace related master patient indexes and the wse' of a patient identification service shall e
considerdad and specified.

5.3 Patient consent

The ruleqd for patient consent shall be harmonized.oragreements defined on how differences shall be bridged
when harmonization is not possible. Both parties shall agree to this in the policy agreement.

5.4 Patient privacy
Patient privacy is a key issue in/rans-border information exchange.

In order tp gain a patient'sdult confidence with the information transactions, it is of utmost importance that the
rules be ¢lear and easily‘understood by the patients.

5.5 Infprmatioh identification

The poligy agreement shall identify the procedure for how to reach the data over the domain borders. Thefe
are manylways to bring this about and it is therefore very important that this be specified in the agreement.

For read-only, the foreign user can obtain the right to access the application in another domain as a normal
domain user. If the user wants to transfer information it shall be possible to specify/identify and limit the
information that shall be transferred.

5.6 Information location
In order to secure the information retrieval, the data structure in the applications shall be specified and

understood by all parties. The policy agreement shall therefore contain detailed information and structure
descriptions.
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5.7 Information integrity

The integrity of the data shall be checked in order to detect corruption of data during transfer between the
domains. The rules and techniques for this shall be agreed upon and specified in the policy agreement.

5.8 Security

It is most likely that each domain will have its own security rules. It would be ideal, of course, if the involved

domains could commit themselves to one and the same security model. This is the primary goal and the
security standards defined in both CEN and ISO shall he the primary tools to achieve this

f|this is not possible, it shall be specified in the agreement which security level in one domain-cofresponds
wjth which security level in another domain and authority for the users shall be designed for the varigus levels
n both domains.

NPTE The security aspects are dealt with in ISO/TS 22600-2.

5|9 Authorization

The authorization process shall be defined in the policy agreement both jnternally in the domain and gxternally
inf the other jurisdiction domains. Authorization is further described in Clause 5 of ISO/TS 22600-2:2006.

5{10 Role structures

Rples are defined within each domain. Rights and responsibilities in specific contexts are defined in policies
that are bound to one or more roles. Role assignments are" a very important part of the solution fo the final
sfandard for policy bridging. The role model is explained/in 5.6 to 5.9 of ISO/TS 22600-2:2006.

5|11 Attestation rights

The policy agreement shall name the individuals in the organization who have the right to assign foles and
aftestation authority to employees. An*émployee with attestation authority has the right to attest medical
information.

5|12 Delegation rights

Delegation is often necessany in daily operations. In order to be able to keep this under control, gelegation
rights shall be specified’in the agreement since it is particularly difficult to know who has which rights inside
and between the domains. Delegation shall be well structured in order for it to be possible to follow jup and is
explained in 5.7 of ISO/TS 22600-2:2006.

[3)]

13 Validity-time

Althorization, roles, attestation rights and delegation rights shall have a well-defined and specified time period
fgr the.access rights to information both within the domain and across domain borders. These time periods
shallbe notified in the agreement.

5.14 Authentication of users/roles
PKIl is recommended as the authentication method. For cases where the domains cannot agree upon a

common standardized authentication system this part of ISO/TS 22600 will specify a number of stipulations to
be fulfilled.
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5.15 Access

The circumstances allowing access to the information in the other domain are described in 5.8 of
ISO/TS 22600-2:2006.

Rules for access rights shall be agreed and specified in the agreement.

5.16 Agreement validity period

The timeperiod A
also incllide a clause defining the procedure for termination of the agreement both at the end of the
agreement period and within the agreement period. Legitimate reasons for cancellation of the agreement-shall
be defindd. Economic compensations for extra costs if the agreement is cancelled between the agreed time
periods shall also be defined in the agreement.

5.17 Ethics

The rule$ and regulations will never cover all possible situations. Therefore ethics) shall be taken into
considergtion and a memorandum shall be formulated to give everybody a good understanding of the
framework for responsibility within which everyone has to work.

5.18 Sefure audit trail

As mentipned above, all transactions shall be logged. How this will )be’ done and to what extent, shall e
agreed inlthe agreement. Logging is a key issue for ensuring patients have trust in the system.

In order fo be able to ensure high quality logging, time stamping is necessary. All information transactiofs
shall have a time stamp. This may require substantial reprogtamming of older systems and therefore may npt
be possiljle, for economical reasons. In this case the parties signing the agreement shall decide what can he
done ungler existing circumstances and what measures shall be taken for improving the situation. An
implementation plan is part of the agreement.

5.19 Audit check

The agrepment shall stipulate when, by.whom and how the log files shall be checked and appropriate actign
taken.

5.20 Rigk analysis
If risks arg observed, all parties’have jointly to evaluate them and decide whether the risks can be accepted pr
not. The [risks shall be documented in the policy agreement. If the risks can be accepted all parties shall

approve that policy agteement. If the risks are not acceptable, a plan detailing resource requirements for rigk
reduction|shall be jncluded in the policy agreement.

5.21 Continuity and disaster management

D t I d x diirag far paointoiniaa ol aca acdiag by, e varv—aanad—dd
etalle PTOCCUCTC SO A it a Ty~ ouSTTC SS— CUTTUTTO Y ;- ToCoOveTy—ara—Ju

failure shall be specified in the policy agreement.

5.22 Future system developments

The policy agreement shall commit all parties to develop their future system according to this and other
accepted standards in order to facilitate future co-operation for information transfer between their systems.

All these functions shall be specified in the policy agreement. The standardized layout of the policy agreement
is described in Annex B and shall be used as a guide when policy agreements are established.

All information exchange functions shall be specified in the policy agreement.
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6 Documentation

A policy agreement is founded on the documentation of the security of the involved systems. The
documentation needs to be done in a standardized way by all parties in order to get comparable
documentation. The documentation consists of two parts.

The first part is administrative and defines the involved systems and who the responsible persons are. It also
takes care of the version of the documentation and when it was established and when it has been changed.

The second part is a normalization of the documentation of the system and consists of a number of questions
about the systems involved in the information exchange. Each question is divided into two parts. Fhe first part
asks for the present situation and the second part asks how it is supposed to be in order to fulfihnthe security
rgquirements. The documentation proposes a list of answers to every question, ranging fram-totally fulfilled
rgquirement to no fulfiiment. The person who completes the document can then chooselthe answer that is
most applicable to the questions. It is of the utmost importance that the standardized mdltiple-choicg answers
afe clearly defined and understood by both parties.

Any difference in the answers as to how it is now and how it is supposed to bg, is“an indication of & security
risk. An analysis of what risks such differences might give rise to shall be carried out. These risk$ shall be
dpcumented and measures for how they shall be taken care of shall be described.

Ah example of a standard documentation template is shown in Annex A.

© IS0 2006 — Al rights reserved 13


https://standardsiso.com/api/?name=03f9a2977af98b7e190d14576db2deaf

ISO/TS 22600-1:2006(E)

A.1 General

The parties involved in the information sharing need to work together to set up a common documentatic

template

In order

documentation template can be constructed.

A.2 Systems and information exchange descriptions

The aim

this sectipn, describe the systems and other components involved in the information exchange.

A3 Ad

The layoyt of the documentation may vary due to the environmient in which it will be used. In some instances|

might be

comments and explanations, is only meant to illustrateZthe parts needed to obtain effective documentatiq
supporting the agreement document.

Annex A
(informative)

Example of a documentation template

which covers all security aspects of the systems and other components.

to visualize this work this documentation template shall be regarded as an example of how

and the way the information is to be exchanged shall be declared in<this section. All parties shall,

ministrative section of the document template

presented on the web and in other cases as paper documentation. The present layout, with inserte

n

a

in

it
d
n

14

Document template version NO: ...l .

D2 (= P P PR PP PP PRPTSPPPP .

Domain 1

Person responsible for,completing the documentation: ...............cccoooiii e, .

BYStEMS INVOIVEBA! oo e e e e e e et e e e e e e e s e et r e e e e e e e e e nnaraeeeas .
0] 011 [6= 0] 0 0 18 /] /o SRR
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Domain 2

:2006(E)

Person responsible for completing the documentation: ..............ccccoeiiiiiiiiiiii e

SYSIEMS INVOIVEA: e e e e e e e e e e e e e e e e s aanes

Applications INVOIVE: e e e e e e e e nneneeeeeee e sy

A.4 Evaluation section of documentation template

A.4.1 Classification scheme

Examples of classifications, which will assist\in the documentation of the systems involved in the
of information.

Ekamples of questions, for control of'specific details concerning this specific information exchange.
It|is important that both parties usethe same classifications and the same set of questions when de
information exchange in accerdance with this part of ISO/TS 22600. This makes it easier to harm

dpcumentation between allparties.

It|lis also important tocdocument both the present situation and the expected/needed level of secur
transfer of information:

his way of decumentation will highlight weaknesses and other problems with the configuratio
bnstitutes/the basis for the mutual agreement between the parties about what has to be done tg

~nw o o

owing’the problems.

bxchange

aling with

onize the

ty for the

n. It also
obtain a

cure transfer of information or the grounds on which the parties can agree to run information-sharing whilst

E 7N t lat +h 'H H [l +h $ lata—th 4 $ H £ 1
vl pJai ly LCUITTPITTICO UTC YuToluulrmianmc. 11T S tCTyiatlc uicic arc twu UOLUBUIIUO UT Artower vulurti

s to each

question. One column is marked Present and the second is marked Agreed. In the column marked Present
the parties shall answer yes or no to the question whether or not their system fulfils the qualification or which
alternative, given in the question, that is the adequate for their system. In the column marked Agreed the
parties mark if their system fulfils the policies for secure information exchange according to the agreed policy

for both domain 1 and domain 2.
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Security class

0 Unlabelled

1 Unclassified
2 Restricted

3  Confidential

4  Secrpt
5 Top-pecret

Security ¢lassification of the information to be exchanged:

A.4.2.1 | Patient identification method Present Agreed

1. Patient name

2. Patient identification number

3. Patient name and identification number

4. Other (describe):

A.4.2.2 | Healthcare professionals identification method Present Agreed

1. Name

2. ldentification number

3. Name and identification_number

4. Other (describe):

A.4.2.3 | Patient consent method Present Agreed

1. Patient consent not used

2.~ Patient consent is requested

3. Patient consent is requested and verified by patient

4. Other (describe):
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A.4.2.4 Patient privacy

Present

Agreed

1.

Patient is not informed about the data exchange

2.

Patient gets oral information about the data exchange

Patient gets written information about the data exchange

Other (describe):

A.4.2.5 Information identification

Present

\greed

1.

Is the technique for the data exchange specified?

A.4.2.6 Information location

Present

\greed

1.

Is the procedure specified to locate the data to be exchanged?

Al4.2.7 Information integrity

Transmission identification

Present

\greed

Is the id of the responsible sender sent with the message?

2. Does each message have-a:unique identifier?
3. Is the data encrypted during transmission?
4. s the id of the responsible receiver registered?

)

rotection against information distortion and/or modification

ofder to mitror the situation at the site.

The proposed groups shown below are just some examples from a case study and may be adjusfed to the

cifcumstances,at the site were the documentation is made. The combinations can also be grouped together in

Transmission verification Present \greed

1. Is there a log of sender id?

2. Is there a return transmission of data for comparison?

3. s there a checksum verification test?

4. Is there a log of id of person acknowledging receipt?

5. Is there a log of id of person acknowledging receipt and a notifying
message retransmitted to the sender?

© I1SO 2006 — All rights reserved 17
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Class of traceability Present Agreed

1. No log of data transmission.

2. Log, showing that data transmission has taken place, without
possibility to recover transmitted data if lost.

3. Log, showing that data transmission has taken place, with possibility
of recovering the transmitted data if lost.

4. Verification of identity of transmitting system.

5. Verification of identity of receiving system.

A.4.3 Security checklists

A.4.3.1 | Examples of questions to the Information Security Department Present Agreed

1. Do documented demands of security and secrecy for this data
exchange exist?

2. Do documented rules for access rights for this type of data exchange
exist?

A.4.3.2 | Examples of questions to the system operating department Present Agreed

1. Does a graphical diagram of the system and-the involved co-operating
components for this information exchangg exist?

2. Does protection against inappropriate ‘access to the information exist?

3. Do protection tools against viruses exist?

4. Do agreements exist which,clearly describe the responsibility of each
party in the support chain?

5. Do documented.routines on how to report disturbances and other
divergences in‘\the information exchange exist?

6. Do documented rules for escalation in case of no action after
reported-disturbances exist?

7. Do‘documented routines for management of innovation or alteration of
the system and its process exist?

6. Do documented routines for backup, restore and archiving exist?

9. Do documented tools and procedures on how to trace incidents exist?

10. Do documented rules for installation of patches and how to handle
new versions of software exist?

11. Do documented rules for installation of patches and how to handle
new versions of software exist?

12. Do documented alternative routines exist for long lasting failures?
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A.4.3.3 Examples of questions to the system owner Present Agreed
1. Does documentation of user used functions in the system exist?
2. Does a well-arranged description of the data flow between different
processes and descriptions of transaction formats to other systems
exist?
3. Does a user manual for the user of the system exist?
4. Do documented follow-up routines for evaluation of the benefit of the
system and for suggestions about improvements exist?
5. Do test protocols, rules for acceptance and documented routines exist
for how to take new or new versions of the systems in production?
6. Do specific rules for treatment of especially sensitive information exist?
A.4.4 Administration checklists
A.4.41 Authorization Present \greed
1. Do both parties use the same authorization structure?
2. If not, does a complete mapping schema-exist?
A.4.4.2 Role structures Present \greed
1. Do both parties use the'same authorization structure?
2. If not, does a complete mapping schema exist?
A.4.4.3 Delegatjon rights Present \greed
1. DBeo+he organizations have the same delegation rights?
2.V If not, do the organizations have a complete mapping schema for the
delegation rights?
A.4.4.4 Validity time Present Agreed
1. Do the organizations have the same validity time structure?
2. Do the organizations have synchronization of the validity time
periods?
© 1SO 2006 — All rights reserved 19
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A.4.4.5 Authentication of users/roles Present Agreed

1. Do both organizations have authentication of users/roles?

2. If yes, are the authentication systems identical?

3. If not, is there a mapping schema for the authentication of the
systems?

A.4.4.6 | Access Present Agreed

1. Do the same roles for access rights to information exist in both
systems?

2. If not, is there a complete mapping schema between the roles for
access rights between the systems?

A.4.4.7 |Agreement validity period (see B.3.14)

A.4.4.8 | Ethics Present Agreed

1. Are the same rules for ethics used in both organizatiens?

2. If not, is there a mapping schema between the ethic rules of the
organizations?

A.4.4.9 | Secure audit trail Present Agreed

1. Are the same rules for audit.trails used in both organizations?

A.4.4.10| Audit control Present Agreed

1. Do both<rganizations have the same rules for when, by whom and
how the/og files shall be checked?

A.4.4 11 Risk analysis Present Agreed

1. Do both organizations use the same system to detect and manage
risks?

2. If not, is there an agreement between the organizations on how risk
detection and management shall be done?
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A.4.4.12 Continuity and disaster management Present Agreed

1. Are common rules and routines for management/administration in
case of failure worked out and agreed upon between the
organizations?

A.4.4.13 Future system developments Present Agreed

1. Does an agreement about the future development of the systems
exist?
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B.1 Ag
The agre

The first

units and the responsible persons. It also specifies those things which do not fulfil the requirements in th
general agreement document, and therefore require an agreed action plan for how they shall be taken care g

The secdnd part consists of the general agreement (policy agreement) regarding all“aspects of informatic
exchangg between the parties specified in B.2 and B.3.

B.2 Ad

B.21 P

Party 1:

Annex B
(informative)

Example of an information exchange policy agreement

reementintroduction
bment consists of two parts.

part is the administrative part, which defines the information to be exchanged, the involved clinig

ministrative part

arties to this agreement

e

n

Party 2:

B.22 S

This agrgement governs the exchange of information between the above stated parties and other matters th
require td be regulated according to the description given below.

B.2.3 Information specification

The agre

cope of agreement

bment concerns the folfowing information:

B.24 C

bntact persons

Contact persons are:

For Party 1:

Name:

Telephone number: e-mail:

22
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