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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procddures used to develop this document and those intended for its further maintenance-are
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-\for the
different {ypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may)ble the subjecf of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Detailq of
any patenf rights identified during the development of the document will be in the.Introduction andjor
on the IS( list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does pot
constitutqg an endorsement.

For an exyplanation of the voluntary nature of standards, the ¢ieaning of ISO specific terms gnd
expressiohs related to conformity assessment, as well as information about ISO’s adherence to the
World Tr3gde Organization (WTO) principles in the TechnicakBarriers to Trade (TBT) see www.liso
.org/iso/fpreword.html.

This document was prepared by Technical Committee ISO/TC 292, Security and resilience.

Any feedblack or questions on this document should be directed to the user’s national standards body. A
complete |isting of these bodies can be found at www.iso.org/members.html.
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Introduction

Complexity is a fundamental property of many systems. An appropriate level of complexity is required
for systems operation, but a high degree of complexity can weaken the system, particularly during
turbulent times. High system complexity could be an obstacle to the security, resilience, effectiveness
and efficiency of all organizations. As organizational systems, products, processes, technologies,
organizational structures and contracts become more complex, organizations may fail to pay sufficient
attention to the introduction and proliferation of more complex and less secure systems that then
become unsustainable and lose their integrity. Figure 1 explains where the introduction of complexity

ereafter-itreachescertainpointitwittdeg ance. Point

U y JU Y

A ip the best ratio between performance and complexity.

A Performance

Complexity
Figure 1— The impact of complexity against performance

Organizational complexity cannot be increased indefinitely, however. If complexity ¢xceeds a
mdnageable levele:g. interdependencies expand to the degree that all elements are conngcted with
ong another, the-System behaviour turns chaotic. Hence, the relationship between organizational
co[nplexity and performance is hypothesized to be inversely u-shaped, as shown in Figure 1[36].

The complexity of an organization’s system is influenced by external and internal factors, offen linked
to direet'or indirect actions carried out by different parties.

Day-to-day managerial decisions about the organization’s activities tend to generate complexity.

For large companies with decentralized decision-making, decisions tend to be made without the
assessment of complexity cost and benefit trade-offs.

These decisions could add complexity without creating customer or competitive benefits and could
increase the organization’s vulnerability.

Moreover, the decisions taken by customers, competitors and suppliers, as well as the enactment of new
regulations, induce the organizations to adapt themselves to new scenarios. Increasing the complexity
of the external environment may induce the organization to increase the number of functional units
and this could increase functional and structural complexity of the organization.

© ISO 2018 - All rights reserved v


https://standardsiso.com/api/?name=6ff291e541ec2a452a501d980f92db61

ISO/TS 22375:2018(E)

Functional complexity is characterized by its management system and its business processes set out in

directives, procedures and reports.

Structural complexity deals with the variety of elements and relationships among the people, produ
and services, and assets of the organization.

cts

To assess the complexity of an organization’s system, it is necessary to take into account a large number

of parameters where the interactions change and develop dynamically and in a non-linear laws.

This is particularly true in the context of a turbulent and interdependent global economy, punctuated

by

shocks and instabilities of increasing intensity and frequency, which can undermine the performance

and surviyal of any system.

High complexity is an important source of a new form of risk called “complexity-related misk” t

nat

organizatjons have to address and manage if the security and resilience of its system are to be-sustaingd.

This document aims to stimulate organizations to take into account the threat created’by an exc
of complexity and to consider complexity assessment as an integral part of their plan for secuy
management.

PSS
ity
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Security and resilience — Guidelines for complexity
assessment process

Thiis document is generic and applicable to all sizes and types of organization systems, such

ass
bu

2
Th

gessment of an organization’s systems to improve security and resilience. A complexity<@
pcess allows an organization to identify potential hidden vulnerabilities of its systent and

5iness companies.

e following documents are referred to in the text in such a way that some or all of the

early indication of risk resulting from complexity.

ets, strategic networks, supply chains, industrial plants, community infrastructures, |

Normative references

omplexity
Esessment
fo provide

as critical
anks and

ir content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

un

IS(

Fo
I1S(

3.1
co

Hated references, the latest edition of the referenced document (including any amendment

" the purposes of this document, the terms and definitions given in ISO 22300 and the follow

22300, Security and resilience — Vocabulary

Terms and definitions

and IEC maintain terminological databases for use in standardization at the following ad

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available‘at http://www.electropedia.org/

mplexity

co

dition of an ofgdnizational system with many diverse and autonomous but interre

5) applies.

ring apply.

lresses:

lated and

interdependent-components or parts where those parts interact with each other and with external

elgments in multiple end non-linear ways

Nofe 1 to entry: Complexity is the characteristic of a system where behaviour cannot be determined

only as the

suin ofindividual variables behaviours.
3.2
parameter

specific value describing the measurable or theoretical features of the elements of a system

4

Principles

To carry out complexity assessment process effectively, an organization should adopt and apply the
principles below.

a) Complexity is a fundamental property of many organization’s systems. An appropriate level of

complexity is required for systems operations.
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b) High complexity could be a source of a new form of risk called “complexity-related risk”. Complexity
is often an important cause of vulnerability and should be managed.

c¢) The complexity assessment process should inform the security management process and the risks
management process. It helps the organization to enhance the security and resilience of its system.

d) A complex system has numerous components and interconnections, interactions or
interdependences that may be difficult to describe, understand, predict, manage, design and change.
The complexity assessment process aims to identify the most important process/parameters that
contribute to making the system vulnerable.

e) A conpplexity assessment process enhances an organization’s resilience and creates strategic.dnd
tacticpl advantages. It assists the organization to decide how to reduce the variability/volatility of
the pgrameters to achieve these benefits.

5 Preliminary assessment process

5.1 General

The prelitinary assessment process for the complexity assessment processprovides the foundations,
structure$ and capabilities that enable the process to be applied and to ensure its consistent applicatipn.

5.2 Mandate and commitment

Top manajgement should provide evidence of its commitmentitorthe development and implementatjon

of the conjplexity assessment process and to continually improving its effectiveness by:

a)
b)
‘)
d)
e)

f)

5.3 Nedds and expectations of interested parties

defining and endorsing the organization’s policy forimanaging the complexity assessment process;
determining the objectives consistent with the organization’s policy;

ensurfing the availability of sufficient resources and reliable data sources;
assigming roles, accountabilities and responsibilities at appropriate levels within the organizatiqn;

establishing an awareness programme to communicate the benefits of the complexity assessment
process to relevant interested-parties;

ensutfing legal and regulatery compliance.

The orgarnfization sheuld identify all interested parties relevant to managing the complexity assessment

process aind should'determine their requirements based on their needs and expectations.

The orgarnlization should ensure that the requirements of interested parties are considered.

5.4 Embedding competence and awareness

The organization should make the complexity assessment process a core value of the organization and
should ensure the required competence is maintained.

The organization should ensure that any person(s) is (are) competent on the basis of appropriate
education, training or experience, and should retain associated records to provide evidence of the
training.

The organization should identify training needs associated with its security management plan. It
should provide training or take other action to meet these needs, and should retain associated records.

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=6ff291e541ec2a452a501d980f92db61

6

ISO/TS 22375

Planning the assessment process

6.1 General

:2018(E)

The complexity assessment process should be an integral part of the security management process and
should be tailored to the objectives of the organization.

6.2 Defining the scope

6.2
ap

a)
b)

.I The organization should deilne the sCOpe Ol the complexity assessment proce
bropriate to:

its size and nature;

its requirements, considering its mission, goals, legal responsibilities, and ihternal an
obligations;

its operational objectives, products and services, activities and resourees.

.2 The scope should include:
the goals and objectives of the process;
the frequency, depth and breadth of measurement;
specific inclusions and exclusions;

the complexity assessment structure and methodologies.

.3 Determining the objectives

.1 The organization should definethe objectives of the complexity assessment processin a

ith the security management process.

.3.2 The process could be-addressed to identify, at least:

the structural complexity of the organization;
the functional gomplexity of the organization;
the interdepetidencies between organizational process and functional units;

the main/parameters connected with the complexity of the system.

3.3~ “These objectives should:

ks that is

| external

ccordance

be consistent with the scope and policy;

be retained as documented information;

be clearly stated;

have time frames for their achievement;

enable opportunities to maintain or improve performance;

be monitored and updated as appropriate.

© ISO 2018 - All rights reserved
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6.4 Establishing the external context

The organization should identify those areas of the external environment in which it seeks to achieve
its objectives. The external context can include, but is not limited to:

a) the social, cultural, political, legal, regulatory, financial, technological, economic, natural and
competitive environment, whether international, national, regional or local;

b) the external infrastructure on which the organization depends, including the market, utilities,
suppliers, logistics and related processes;

c) key external drivers and trends that impact on the objectives of the organization.

6.5 Est

The organ
objectiveq

a) gover

b) perso

c) physi
d) capitg

blishing the internal context

ization should identify the factors of the internal environment in which it seeksto achieve
. The internal context can include, but is not limited to:

nance arrangements, including policies, structures, roles and accduntabilities, and

decisLon-making processes (both formal and informal);

nel and related capabilities;
Cal assets, technologies and internal infrastructure;

], financial arrangements and income streams;

e) information systems, reporting and other information flews.

6.6 Establishing resource requirements

6.6.1 G

The orga

bneral

assessment process. The allocation should-consider:

a) fundi
b) traing
C) proce

d) comnj
6.6.2 Pq

6.6.2.1

hg;
d and competent personnel with the appropriate knowledge, skills and experience;
dures, methods and-supporting infrastructure;

unication and ‘documentation.
prsonnel

['he,organization should:

its

he

hization should allocate sufficient-resources to managing each step of the complexity

a) appoint one or more management representatives who, irrespective of other responsibilities,
should have defined roles, responsibilities and authority for ensuring the effectiveness of the
complexity assessment process;

b) identify the skills and knowledge required by those involved in the complexity assessment process;

6.6.2.2 Knowledge requirements include:

a) analytic systems, business intelligence, etc.;

b) organizational processes and functional units of the organization;

c) corporate enterprise resource planning (ERP) or business warehouse systems, and protocols, etc.

4
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6.6.3 Procedure

The organization should define a specific, flexible and focused procedure to manage the implementation
of the complexity assessment process.

Th
a)

is procedure should define:

how the assessment is to be clearly targeted to the organization’s system;

b) the frequency within which assessments are conducted and the intervals between assessments

‘)
Th

organization or a combination of both.

6.6.4 Method

Th organization should:

a) | identify suitable assessment methodologies and/or techniques to.identify, analyse and eV
complexity;

b) | choose the appropriate qualitative and/or quantitative-analytic approach based on the
or nature of the organization and resource and skill corfstraints.

NOTE A qualitative approach uses the answers to questionnaires to identify the main causes of i

thg complexity of the organization’s system.

A quantitative approach uses algorithms to measure the parameters within the ERP to highlight
points of the system or the organization.

6.6.5 Communication

Th
of

Thiese should include:

a)
b)

)

6.6.6 , ' Documentation

Th lexi ] o0 should include:

©lI

that are considered to be appropriate by the organization;

how the changes since the last assessment are to be determined.

e complexity assessment process may be performed by self-review or on-site review by a

e organization should have effective communication and consultation procedures for the
nformation of the complexityassessment process with interested parties.

external communication with customers, partners and other interested parties, including

receivingjdocumenting and responding to communication from all interested parties.

h external

aluate the

type, size,

hcreases in

the critical

exchange

internal communication among interested parties, including employees within the organfization;

'he media;

policy, scope and objectives;

complexity assessment process options;
awareness programme;

training programme;

procedures for implementing the complexity assessment process.

SO 2018 - All rights reserved
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ementing the assessment process

7.1 General

The main source of complexity in an organizational system is the unpredictable variability of its most
important and interdependent parameters.

These parameters could be identified inside these main fields:

a) size and diversity of products and services;

b) manakement hierarchy and behaviours;

c) amou
d) relati
e) interd

Alistofp

7.2 Assessment process

nt of directives, procedures and reports;
bnships among the people of functional units;
ctions among the operative, support and control processes.

tential parameters that drive complexity is provided in Annex A.

The complexity assessment process should be managed at three different levels.

a) LEVEL 1: Define complexity environment.
At this level, the organization can identify only the framework of the organizational system| in
termgq of external and internal complexity fields.

b) LEVEL 2: Qualitative complexity assessment.
If the|organization recognizes that the complexity of its organizational system could generatg a
risk, it should use methodologies and/or techniques for a qualitative complexity assessment.
The gssessment is performed with ‘questionnaires, which should be filled in during suitaple
survelys and workshop. Through aset of internal and external parameters, it is possible to compare
the ipterrelationships amongthe organizational elements (process, product, organizatipn,
performance, resources, mission etc.) and identify the related complexity fields.

c) LEVEL 3: Quantitative camplexity assessment.
If the|organization wishes to thoroughly investigate its complexity, it should pass to a quantitatjve
methgdology. It sheuld use algorithms that highlight the critical issues of the organizational system
throujgh the measurement of parameters inside the ERP.
The optputisthe ranking of each parameter based on its contribution to overall system complex|ty.

Annex B provides some examples of how to carry out the complexity assessment process

8 Monitoring and review

8.1 The organization should develop procedures for the systematic monitoring and review of the
performance of the complexity assessment process on a regular basis and at planned intervals.

8.2 Monitoring procedures should:

a) determine the extent to which the organization’s complexity assessment process, objectives and
targets are met and how they impact system performance over the expected range of operating
situations;

© ISO 2018 - All rights reserved
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b) assess the performance of the complexity assessment process and procedures after its
implementation;

c) record the data and results of monitoring and measurement to facilitate corrective actions.

8.3 The organization should:

a) review the complexity assessment process at planned intervals to ensure its continuing suitability,
adequacy and effectiveness;

pe, policy

c) | evaluate the resource allocations of personnel, including employees and contractoérs; daf
procedures and tools;

d) | identify changes in the activities, functions and risks that will affect the' ¢rganization
including changes to:

1)
2)
3)
4)
5)
6)

e) | consider the lessons learned and the issués-identified during the implementation of the ¢
assessment process.

and objectives of the complexity assessment process;

the organization and its processes;
suppliers and the supply chain;
technology;

systems and application software;
legal and regulatory requirements;

the market sector and the local, national and global economy;

a sources,

hl system,

omplexity
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Annex A
(informative)

List of potential parameters that drive complexity

A.1 Gemerat

To assess the complexity of an organization’s system, it is necessary to take into account a largeiniumber

of paramgdters, where interactions change and develop dynamically and in a non-linear ways.

A bibliogrpphic analysis of work on complexity assessment carried out by several authors has identifjed

a list of pdtential parameters.

These parpmeters are divided in two parts: internal and external, depending on Whether they belong to

inside or gutside the organization.

Subsequently, the parameters have been categorized in accordance with their main reference area.

For more |nformation, see Reference [1].

A.2 Internal parameters

Table A.1 — Internal parameters — Primary processes

Purchasing process

Sales process

Production process

Quality of]bulk materials
Material pjrice escalation
Early purdhase order

Unfamiliat procurement

Number of suppliers,
subcontragtors, contractors

Quality ofjsuppliers,
subcontraftors, contractors

Combined|transportation

Commercial burdens

Number of deliverables
Combined tfansportation

Commereial burdens

Variety of the product components|

Interdependence between the
components of the product

Number of product groups at
production site

Productivity

Number of production facilities
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Table A.2 — Internal parameters — Planning

Strategic

Organizational

Operative

Number of decisions to be made
Number of objectives
Interdependence of objectives

Largeness of scope (number of
components, etc.)

Scope for development

Number of decisions to be made
Number of objectives
Interdependence of objectives

Number of structures/groups/
teams to be coordinated

Number of hierarchical levels

Number of decisions to be made
Number of objectives
Interdependence of objectives
Dependencies between schedules

Peak number of FTE2 participants on
the project management team (PMT)

Infpact of required approvals from
exfternal stakeholders

Number of total permits (internal)
Number of total permits (external)

Level of difficulty in obtaining
permits (internal)

Level of difficulty in obtaining
permits (external)

Clarity level of change
mjnagement process

Timely decision making
Clarity of business objectives
Clarity of scope definition
Cagst targets

Nymber of stakeholders

Number of companies/projects
shpring their resources

Nymber of investors

Ggographic location of the
stakeholders

Valriety of the stakeholders status
Stakeholders interrelations
Nymber of joint-ventii'e partners

Lejvel of stakeholdéer cohesion

Staff quantity

Variety of hierarchical levels within
the organization

Variety of organizational
interdependencies

Variety of organizational
skills needed

Interdependence between sites,
departments and companies

Team cooperation and
communication

Number of executive oversight
entities above the PMTwho have
decision-making authority over the
project executionplan

Span of leadership at the
production.site

Numbet.of hierarchy levels at the
production site

Exgecutive oversight entities above
the PMT limit

Number of times a change order
needs to go above the PMT

Difficulty in obtaining design
approvals

Percentage of PMT staff who work
on the project versus planned staff

Flexibility in work arrangement

Level of authorizing approvals and
duration of receiving proposals

during the detailed engineg¢ring/
design phase of the project]

Production volume at'the
production site

Number of direct FTEs at the
production site

Number of indirect FTEs aff the
préoduction site

lmpact of required inspectjon by
external agencies

Impact of external agencies on the

project execution plan

Peak number of FTEs on the PMT
during the design phase

Peak number of FTEs on the PMT
during the procurement pHase

Impact of project location gn the

project execution plan
Percentage of craft labour furnover

Impact of the project locatipn on the
project execution plan

Dymamicand evotving teamn
structure

a  Full-time equivalent (FTE) is a unit that indicates the workload of an employed person.
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Table A.3 — Internal parameters — Projects management

Projects management

Duration of the project

Variety of project management methods and tools applied
Number of interfaces in the project organization

Impact of the magnitude of change orders on project execution

Impact of the timing of change orders on project execution

Influence pTfThIS project on the organizations overall SUCCess
Project type

Project logation

Project size
Number of distinct disciplines, methods or approaches involved in performing the project
Magnitudg¢ of legal, social or environmental implications from performing the project

Overall expected financial impact (positive or negative) on the project’s stakeholder§

Strategic importance of the project to the organization or organizations involved

Stakeholdgr cohesion regarding the characteristics of the product of the project

Number apd variety of interfaces between the project and other organizational entities

Social and|political influences surrounding the project location

Interfaces|within the project

Strategic importance of the project

Variety of|the technologies used during the project

Impact of fequired approvals from external stakeholders'on the original project execution plan
Target prdject funding against industry/internal bénchmarks

Difficultiep in securing project funding

Quality isgues of skilled field craft labourduring the project

Total numper of joint-venture partners in‘the project

Table A.4 —/Internal parameters — Resource management

Financial Human
Largenesd of capital investment Diversity of staff (experience, social span, etc.)
Variety of|financial4¢esources Company’s degree of familiarity with technologies thpt

will be involved in the detailed engineering/design

Number of funding phases project phase

Company’s familiarity with technologies in the
design phase

Company’s familiarity with technologies in the
operating phase

Quality issues of skilled field craft labour
Percentage of craft labour sourced locally
Human skill and behaviour

Team experience
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Innovation

Technology

Organizational degree of innovation

Technological degree of innovation

Variety of information systems to be combined

Number of information systems

Variety of technological dependencies

Variety of the technological skills needed

Interdependence of information systems

lIechnological processes dependencies

A.B External parameters

Table A.6 — External parameters

Creativity

Cultural aspects

Environment

Legal asp

pcts

Dg¢mand of creativity

Cultural configuration
and variety

Rate of change of the
external environnient
with which the §ystem
interacts

Project location
remoteness level

Levelof infrastructure
existing at the site

Extreme weather events
Economic fluctuation

Climate

New laws and re
Local laws and r

Requirements fo

oulations
bgulations

r

government authorities

Permitting and regulatory

requirements

© ISO 2018 - All rights reserved
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Annex B
(informative)

Examples of how to carry out the complexity assessment process

B.1 Ove¢rview

This ann

adaptation of their work.

More exa

B.2 Me
maturit

NOTE

B.2.1 General

The trend

provides examples of how to carry out the complexity assessment process for edch leyel.
The methpdologies have been developed by several authors listed in the Bibliography and représentjan

ples can be found in References [14] and [16].

thod for a systematic evaluation of advanced complexity management
y

This subclause has been adapted from Reference [11].

of increasing digitalization and current developments towards the so-called fourth industyial
revolutior] show that, in the near future, organizations will'be need to be very flexible and adaptable

The corrg¢sponding significant increase of complexity has already been perceived by industyial

companie

Complexitly can be subdivided into external and-internal complexity.

External

resources

Internal c
and the oq

B.2.2 In
The first

subdivisig
complexit

12

5 worldwide.

complexity describes the market perspective, which is characterized by changeability
and flexihility drivers (e.g. population. growth and demographic change, increasing consumption| of

digitalization).

bmplexity describes the company perspective, which is characterized by the complexity fie
currence of complexity dimensions.

ternal complexity and its dimensions

step toddéntify internal complexity and to improve its transparency is the systems
n inte—eomplexity fields (process, product and organization) and subfields in wh
y arises (e.g. technologies, order processing and IT-systems). See Figure B.1.

Ids

tic
ich
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Complexity
dimensions
Fields of complexity
.Variety
. Heterogeneity
| DDynamics
Process Product Organization
.Non-transparency
. Customer- (b
— Technologies — portfolio — Network Q'\
Order Product- . /\<O ’
— . — R — Production
processing portfolio (b
aV
Y
~— IT-Systems — Materials — Persﬂ%
I\\‘
<7
——  Markets 5\\
Figure B.1 Q S

Ch field can be generally described by the four dim@sions of complexity and their interrels

Variety: describes the number of dlstm&a\hable states and configurations, distin
elements and relations of a system. A\Q)

Heterogeneity: describes the diver@y of the system elements and the divergenc
interrelations. (\)Jr
N

Dynamics: describes changeag-l’lty over time and possible turbulence effects of the systg

Non-transparency: i
terms of lack of defini

stems

Thij
co
rej

is approa
plexit
»rese

itions.

guishable

b of their

2008

S cterized by knowledge about the system and its interdepenidencies in
or fuzziness

2.3 Overall ma Q -based approach for the evaluation of complexity managément
r\ y ty manag

based on the assumption that predictable patterns exist in the develppment of
s These development patterns are conceptualized as evolutionary stages or
e mutually defined maturity levels.

levels and

5, from an

e, which is

complete Optllelng the company resources to achleve the goals of harmomzmg 1nternal and external
complexity. Each level describes different degrees of maturity regarding the complexity management
system, as shown by Figure B.2.

Each maturity level is defined by specific characteristics and predefined requirements that are
necessary to achieve the next level of maturity. In general, it can be assumed that a higher degree
of maturity shows a better expression of the rated processes and thus the underlying complexity
management capabilities.

© ISO 2018 - All rights reserved
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@ Harmonized
(internal and external complexity are harmonized)

e Managed
(measures are defined and initialized)

o Analysed
(complexity patterns are generated)

e Qualitative
(qualitatively KPls are elaborated)

o Qualitative
(complexity qualitatively evaluated)

o Defined
(complexity fields are defined)

Initial
(no complexity understanding)

The levels

— 0 1
recog

— 1) D
and h

— 2)
existi

— 3)

Figure B.2

are as follows.

nitial: No understanding of complexity. The company has not yet been concerned by
nized any complexity problems or strategies.

bfined: Complexity fields are defined. The company has identified external complexity drivi
hs defined the internal complexity fields.

Qualitative: Complexity is qualitatively-evaluated. The company uses methods to evalu
hg complexity within the different complexity fields in a qualitative way.

Quantitative: Quantitative KPIs(are elaborated. The company has elaborated specified |

perfo

dimi]sions.
— 4) Analysed: Complexity pattérns are generated. The company has analysed the existing inter

comp

dimensions based on the_eorrelation of specific, selected indicators.

— 5 M
comp

— 6) |
their

or

ET'S

hte

key

'mance indicators (KPIs) to quantify the existing complexity in terms of the four complexity

exity and generated.complexity patterns by detailed analysis of the complexity fields 3

hnaged: Measures are defined and initialized. The company has defined and initialized spec
exity cultivation strategies to adapt or master the existing internal complexity.

larmonized: Internal and external complexity are harmonized. The company has optimiz

dynamically adapt and adjust it permanently.

intérnal complexity according to the external complexity on the market and is able

nal
nd

fic

ed
to

B.2.4 Conclusions

Each defined maturity level in advanced complexity management addresses deficits in existing
complexity management approaches.

General complexity fields are known, but not defined in more depth and formulated in detail. Various
evaluation approaches exist, but are generally related to product complexity.

B.3 Developing a method for complexity assessment

NOTE

14

This subclause has been adapted from Reference [1].
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Business processes have a cross-cutting effect on the organizational structure since they require the
contribution of different organizational units (OUs). Business processes can cover both internal and

external activities.

A qualitative assessment methodology is one that identifies complexity through the interaction of the

processes of an organization with its OUs.

B.3.2 Assessing internal influence

Fixfst, it is necessary to define a list of potential internal parameters that are categorized Gn|processes

anfl macro-processes as shown in Table B.1.
Table B.1
Acronym Process Macro-processes

ACQ Purchasing process

VHEN Sales process Primary processes

P-PROD Production process

PIJAN-ST Strategic planning

PUAN-ORG Organizational planning Plamning

PIAN-OP Operative planning

PROJ Projects management Projects

R} Financial resources

Resources
RU Human resources
T Technology management i
- Innovation and technology

ININ Innovation management
Thk method starts by analysing all thie*possible relationships among processes through a matrix, as
sh¢wn in Table B.2.

Stdrting from the first row, an'X” is inserted if the process can in some way affect another process,
while an empty space indicates no influence. A process will affect another process if a varidtion in its
parameters will cause a change in the other process.
© IS0 2018 - All rights reserved 15
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Table B.2

PLAN-

ACQ | VEN | oo

PLAN-
ORG

PLAN-
opP

P-
PROD

PROJ

RF RU

T INN

ACQ

VEN

PLAN-ST

PLAN-OR

PLAN-OP

P-PROD

PROJ

RF

RU

:o')

T

INN

To better
the relate

Node

Figure B.3

Sectors

yisualize the relationships shown by Table B.2, the process on the'row is called “node” (k) gnd
1 affected process on the column is the “sector” (j). See Figuré B.3.

—
-y
E—

Therefore, the relationship matrix can be represented by the graph of Figure B.4.

When a cell of the matrix is empty, the related sector is disabled. Nodes and sectors are ordered
following their macro-process grouping.

16
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O PLANNING
PRIMARY PROCESSES
INNOVATION AND TECHNOLOGY
RESOURCES
PROJECTS

Figure B.4

(s

Athis stage'of the method, the nodes are considered and how much the parameters of a node affect the
othersectors is quantified. This operation is done for each node on the sectors to which it is ljnked.

Ea Fh Ao da ic formand hyy o capd o b A
CHTHOaCT5TOTM oDy a Corta oo

each parameter within the node.

yte-establish-the weight of

Once the weight, at, is established, it is possible to evaluate how much each parameter affects a
particular sector. The rating of evaluation, v, ranges from 1 to 10. See Table B.3.
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Table B.3
Parameter weight (aj) Parameter Evaluation (vj) aj * vj
ay 1 V1 ai* vy
as 2 V2 az*vy
ap n Vn an * vy
Total =1 — — Xkj
Xkj repreqeTts the Gegree of MiIuernce created by the Kk TTode 01T the - Sector, WITITHT 15 subsequently
divided by 10, obtaining a percentage of influence.
n
ij = Zai *Vi
=1
o K
X =t
10
where k, j|= 1,...m.
The achieyed results are then encoded with colours, according to the legend shown in Table B.4.
Table B.4
@ Disabled sector X'i=0
’ Weak activated sector 0<X'7<0,3
@ Average activated sector 0,3< X’j <0,6
’ Strong-activated sector X';=06
B.3.3 Assessing external influenice
The sameprocedure can also be-applied considering the influence that processes of the external contgxt
may havelon those of the internhal context. Here, the nodes represent the processes of external contegxt.
See Table B.5.
Table B.5
Acronym Process
EN Environment
CUL Cultural aspects
LAW Legal aspects
CREA Creativity

Sectors are the internal processes.

This phase of the method might identify some criticalities due to the influence of the external context
on the internal context. See the graphical representation in Figure B.5.

18
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B.!

Thiis phase analyses how much the degree of influence detected in the sectors affects the OUS.

Fo
X'

FigureB.5

8.4 Identifying internal complexity inforganizational units

influence,

" each node, the complexity degree{GC) is calculated, given by the sum of the percentage of]
, of the relative sectors. OUs thatdre crossed by each node are also identified. See Table B.p.
Table B.6
Organization
Nodes Acronym | Complexity degree (GC) 0Us

Purchasingprocess ACQ

Sales.ptocess VEN

Rroduction process P-PROD

Strategic planning PLAN-ST

Organizational planning PLAN-ORG

Operative planning PLAN-OP

Projects management PRO]J

Financial resources RF

Human resources RU

Technology management T

Innovation management INN

TOTAL

© ISO 2018 - All rights reserved
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For each OU, according to the nodes that pass through it, SGC is calculated by the summation of
complexity degree.

Summation of complexity degrees (SGC) = ZComplexity degrees

Summation of complexity degrees

% on total complexity (SGC%)= : : :
Maximum achievable complexity degree

The results are synthesized in Table B.7.

Table B.7 — Results

Organization
Summation of complexity | % on total complexity
0Us Process degree (SGC) (SGC%)
Process 1
oU 1 —
Process m
Process 1
OU N —
Process m
This stagg is graphically represented in Figure B.6.
Nodes
R SGC .
GCk g oy >
Figure B.6

Using the previously set thresholds,'a colour can be assigned to each OU, as shown in Table B.4, accord|ng
to the SGU% value. See Figure B.7.

N SGC% Nodes

v

GCk g ou

v

v

Figure B.7

The output is a map of OUs with different SGC% values.

Starting from the OU with the highest SGC%, it is possible to verify if each OU has a sustainable
complexity or not.

B.3.5 Identifying external complexity in organizational units
The same procedure can also be applied to an evaluation method for external complexity.

A following phase of complexity assessment takes into account both the effects of internal and external
complexity.
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B.4 The complexity dilemma assessment methodology
NOTE This subclause has been adapted from Reference [5].
B.4.1 General

Every organization faces a given level of external complexity, generated by factors such as the markets
in which it is present, i.e. by consumer demand, competitors, etc.

Each orgamzatlon should make an approprlate selectlon of thlS external complex1ty (“complexity
3 2 ent level of

in ) . '{Q‘g

processes, etc. Q

hnologies,

Finjally, each organization should establish organizational capabilities designed to m\%age sudgh internal

qflx

Thi last dimension to keep under control is the performance.

The complexity dilemma assessment methodology correlates the four ensmns internal domplexity
(CI), external complexity (CE), organizational capabilities (CAP) erformance (P), through the
follJowing three relationships:

a) | coherence between internal and external complexity; Q<<
b) | coherence between organizational capabilities and 11@nal complexity;

c) | coherence between organizational capabllltlesQ;}lternal complexity, external complexity and
performance. O

Thse three relationships are illustrated in F&@r@ B.8.

O
O

o

A |
! i
O T | —
1 - Selecte
3 - Organizational| ; 2 - Internal !
capability (CA% N :.:> complexity (CI) :.:> com;)i::l:ntyal(CE)
V

3

Y

& |

4 - Overall
performance (P)

Figure B.8 — The complexity dilemma assessment methodology
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B.4.2 The four dimensions

B.4.2.1

Internal complexity and external complexity

Both the concept of statistical complexity (number of the system elements, number of connections
between the system elements and the type of functional relationships between the elements) and the
concept of dynamical complexity (variability of the behaviour and the structure of the system over
time) lead to the definition of four dimensions of complexity. These four dimensions represent the
families of indicators that are measured to calculate both the level of internal complexity and the level
of external complexity. See Table B.8.

Table B.8 — The family of indicators

Point of view

Internal Extepnal
complexity complexity

Number, heterogeneity Number/heterogeneity angd

. . and variety of elements variety of elements of the
(1) Diversity . |

and subsystems of the partof the environment with

system which the system interacts|
Degree of unpredictabili€y| Degree of unpredictability

Statistical . and ambiguity of elemi€nts |and ambiguity of external

: (2) Uncertainty ; g . : .

) complexity and relations withinnthe |environment with which the
Complexity system system interacts
dimensior]s - -

Degree of interactions : .
. Degree of interactions and
3 and connecfions between :
connections between systedm
Interdependence |elements.and subsystems :
and external environment
of the system
Dynamical - Iriternal rate of change of Ratg of change 9f exte.rnal
: (4) Dynamicity environment with which tHe
complexity the system :
system interacts
B.4.2.2 Qrganizational capabilities

Organizatfional capabilities are the-abilities that an organization should have or develop in order

effectively manage its complexity

For the pyrpose of measuringthe level of organizational capabilities, a set of capabilities shall be us
divided into four families called macro-capabilities. Organizational capabilities are
but concern the)organization as a whole. See Table B.9.

These are
individua

Table B.9 — Organizational capabilities

to

not

Ornganizational
macpgao-capabilities

Capabilities

(1) Interconnection

(1.1) Openness, (1.2) Networking, (1.3) Cooperation, (1.4) Integration, (1.5)
Customer orientation

(2) Redundancy

(2.1) Learning, (2.2) Informative redundancy, (2.3) Relational redundancy,
(2.4) Cognitive redundancy, (2.5) Functional redundancy

(3) Sharing

(3.1) Organizational leadership, (3.2) Trust, (3.3) Values sharing, (3.4)
Strategy sharing, (3.5) Organizational sharing, (3.6) Knowledge sharing

(4) Reconfiguration

(4.1) Innovation, (4.2) Speed, (4.3) Knowledge recombination, (4.4) Acuity,
(4.5) Entrepreneurship, (4.6) Co-evolution, (4.7) Operative flexibility, (4.8)
Strategic flexibility

22
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