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Foreword

:2021(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Thle procedures used to develop this document and those intended for its further maijrnte
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Introduction

This document provides guidelines for developing and maintaining business continuity plans and
procedures. This document is consistent with the requirements in ISO 22301 and the guidance in
IS0 22313, and is applicable to the performance of any business continuity plan development, or as part
of a business continuity management system (BCMS).

A business continuity plan provides guidance and information to assist teams responding to a
disruption (ISO 22301:2019, 8.4.1) in order to meet expectations regarding delivery of products and

services. The organization should create p]qnc and prnr‘pdllr‘pc to address communications, emergency

management, incident response, crisis management, recovery and restoration.

Business ¢ontinuity plans and procedures should be consistent with organizational goals and objectiyes
and busingss continuity objectives (see ISO 22301:2019, 3.4) and detail the actions that teams will tgke
during a disruption in order to:

— activdte the response;

— manafe the immediate consequences of a disruption;

— continue orrecover prioritized activities within predetermined time frames utilizing, if appropriqte,
the agreed business continuity strategies and solutions;

— monifor the impact of the disruption and the organization’s response to it;
— delivdr products and services at agreed capacity.

Figure 1 ppresents the flow between the different componénts that constitute business continuity
management. The business continuity strategy and solutions process (ISO 22301:2019, 8.3) providles
the input| for identifying, developing and maintaininig business continuity plans and procedutes
(ISO 223(J1:2019, 8.4). In turn, the business continuity plans and procedures are a prerequisite for
coordinatjng and performing business continuity'exercises and tests (ISO 22301:2019, 8.5).

. N
Busme@\contlnulty management

Business impact
analysis and
risk assessment

IS0 22301:2019,
8.2

Operational ;
: planning and Business
Exercise control continuity
Isgrzozgggrf?oelg 1S0 22301:2019, 8.1 Stggfﬁtgi%ﬁgd

: T
— ! Evaluation 1SO 22301:2019.
v S0 22301:2019 8.3

8.6

Business
continuity plans

and procedures
1SO 22301:2019,
8.4

SOURCE IS0 22313:2020.

Figure 1 — Elements of business continuity management

vi © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=298446dfe00ab88ea24165ffd37d41c2

ISO/TS 22332:2021(E)

The purpose of this document is to provide organizations with:

detailed methods to develop business continuity plans and procedures;

— astructured approach to collect and organize information to develop plans and procedures;

— advice for maintaining plans and procedures over time to establish a continual improvement

environment.

Following these guidelines will lead to the:

estabtishmrent of @ Tmamagement structure to Tespondto g diSTUption;, appoiTTting Tommy
responsible personnel and teams with the authority to manage the response;

implementation and maintenance of response processes addressing the protection oflife 3
establishment of command and control of the recovery effort following the ofiset of the d

implementation and maintenance of communication and warning procé€dures, includ
necessary to manage the media response and coordination with otherdnterested parties t}
a disruption;

continuity or recovery of disrupted business activities and unavailable resourc
predetermined time frames, including procedures necessary to return business activitie
temporary measures adopted during the incident to normtaloperations;

recovery of disrupted technology assets;

establishment of procedures to maintain capabilities and response readiness such as crog
and exercising.

etent and

nd assets;
isruption;
ing those

nroughout

bs  within
5 from the

s-training
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TECHNICAL SPECIFICATION ISO/TS 22332:2021(E)

Security and resilience — Business continuity management
systems — Guidelines for developing business continuity
plans and procedures

1 _Scope

Thlis document provides guidelines for developing and maintaining business contindity plans and
procedures. It is applicable to all organizations regardless of type, size and nature,)whether in the
private, public, or not-for-profit sectors, that wish to develop effective business continuity [plans and
procedures in a consistent manner.

2 | Normative references

Thf following documents are referred to in the text in such a waycthdt some or all of thejir content
constitutes requirements of this document. For dated references; only the edition cited applies. For
unfated references, the latest edition of the referenced document‘(including any amendmentf) applies.

ISQ 22300, Security and resilience — Vocabulary

3 | Terms and definitions
For the purposes of this document, the terms and‘definitions given in ISO 22300 apply.
IS) and IEC maintain terminological databases for use in standardization at the following ad¢lresses:

—| ISO Online browsing platform: available at https://www.iso.org/obp

— | IEC Electropedia: available at httips://www.electropedia.org/

4 | Prerequisites

4.1 General

Alghough these-guidelines are consistent with ISO 22301, they can be used to develop and maintain
bufiness continuity plans and procedures when aligning or subscribing to other standards, gbligations
or [regulatoty) requirements. Regardless of approach, several prerequisites need to be addrg¢ssed. The
organization should:

— | @imderstand the needs and expectations of interested parties (4.2);

— complete strategy determination and selection (4.3);
— define and communicate roles and responsibilities of those required to develop plans (4.4);

— allocate adequate resources to develop and maintain plans (4.5).

4.2 Interested parties

Business continuity should address the needs and expectations of interested parties. Therefore, the
organization should identify its interested parties and determine their requirements for the response
and recovery effort during a disruption.

© IS0 2021 - All rights reserved 1
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4.3 ldentify approved business continuity strategies and solutions

Prior to developing business continuity plans and procedures, the organization should have completed
the determination, selection and approval of business continuity strategies and solutions, including
identification of:

— alternate working arrangements to address the loss or inaccessibility of premises;

— arrangements to address the unavailability of personnel;

— capabilitiestorecover disrupted technology assets and services, including dataand communications;

— alternate means to deliver products and services when faced with a supplier disruption.

NOTE

4.4 Buginess continuity plan development, roles and competencies

Top manajgement should assign someone with the appropriate authority to overs€e’a team to deve
the busin3g

system (

Roles or tasks that are relevant to developing business continuity plans afid procedures can include:
— managing business continuity planning projects;
— desighing a plan template to ensure consistency;

— contr]buting content to business continuity plans andprocedures;

— appr

The orgarization should ensure the competence of persons leading or participating in developing 3
maintainipg business continuity plans and procedures. Competences should include:

— undeystanding the organization;

— proje¢t planning, management and\collaboration;

— informnation gathering;

— undeqstanding organizational processes and workflows;
— effective oral and wtitten communication;

— meth¢ds and techiiiques necessary to manage the response to a disruption.

4.5 Re

procedures

See IS0 22301 and 1SO 22331.

ss continuity plans and procedures to cover the scope of the business-continuity managem
CMS).

dving business continuity plans and procedures.

op
Pt

nd

sl-ources for developing and maintaining business continuity plans and

The organization should determine and provide the resources needed for developing and maintaining

business

continuity plans and procedures that will enable it to:

— comply with its business continuity policy and achieve its business continuity objectives;

— activate its response and recovery strategies and solutions in a timely manner;

— maintain the readiness of its response;

— provide for the continual improvement of its business continuity plans and procedures (e.g.

cond

ucting regular tests).

© ISO 2021 - All rights reserved


https://standardsiso.com/api/?name=298446dfe00ab88ea24165ffd37d41c2

ISO/TS 22332:2021(E)

Resources include personnel time and financial resources necessary to document and maintain
business continuity plans and procedures.

5 Response

5.1 General

During a disruption, business continuity plans and procedures should:

L1 +1 2 A i 1 i 1 A | G

I ClidUIT LIIT Ul 5a111Lauuu LU IIIdIT LllllCly UCULISIVUILS,

— | be sufficiently flexible to accommodate unanticipated and evolving situations;

— | focus on minimizing the anticipated impacts of disruptions;

—| make use, where appropriate, of the prepared business continuity stratégies and solutions to
minimize impacts;

— | identify roles and assign responsibilities for all response activities;

—| have available resources required to support response activities:

5.2 Response structure

Th organization should establish a response structure consisting of one or more teams, each supported

by|a set of documented plans and procedures. Working together during a disruption, these teams will

engble the organization to:

—| identify, escalate and manage the incident;

—| manage the needs of all interested parties;

— | resume the delivery of productsand services within predetermined time frames at acceptable
capacity.

If the nature of the incident threatens life or property, immediate actions to protect these can be

inifiated.

A Rjierarchical team structure can be created comprising:

— | Strategic teamzastop management team that will, if required, manage the strategic issjues of the
incident, in_particular those external to the organization such as communication, regulatory and
reputation:<I'op management can choose to delegate the delivery of internal and externallmessages
to a separate communication team.

—| Tactical team(s): a management team, or a number of teams, that manage the internal response
to, the incident and recovery of activities. Tactical team(s) analyse the impact of the in¢ident and
directthe opet attonat-teamsto iulp}cuu:ut the appropt tate-sotutionsfromthoseav ai}aule, ensure

the timely resumption of product and service delivery and provide progress updates to the strategic

team.

Operational teams: each department or business unit can have plans which, depend

ing on its

function, describes how it will respond to disruptions. It operates under the direction of a tactical

team and reports progress to them.

In a small organization, one team can be appropriate to manage all aspects of the response.

©lI
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5.3 Competence of team members

In order to meet the objectives of the teams, careful consideration should be given to the selection of
team members. Table 1 highlights characteristics that members of each of the teams should have.

Table 1 — Characteristics of team members

Team level Team member competence

Strategic team — understand the strategic goals of the organization;

—kmowtedge of theirrespomnsibititiesamdcapabitity toexecute;
— provide oversight to teams;
— decisive under pressure;

— ability to anticipate possible impact(s) to the organization.

Tactical tefam — knowledge of their responsibilities and capability to execute;
— understand relationships among all teams and plans;

— ability to coordinate multiple activities at the same“time and communicate with
strategic, tactical and operational teams;

— understand complexities of the organization anhd tonsequences of decisions;
— ability to work and make decisions underpressure;
— demonstrate pragmatic problem solving;

— ability to challenge decisions.

Operationpl team — knowledge of their responsibilities and capability to execute;
— ability to work accuratelyand methodically under pressure;
— disciplined to follow:inStructions;

— ability to escalate concerns or problems.

6 Types of business continuity team plans and procedures

6.1 Gerneral
Procedurg¢s are documeénted in plans.
Each tean) requires'a plan to ensure the team:

— undeqstands its scope, objectives and responsibilities;

— has the information immediately available that will enable it to perform its assigned tasks.

The content of each plan will therefore be different, though there should be a common structure across
all the organization’s plans to make them easier to understand, maintain and ensure consistency.

4 © IS0 2021 - All rights reserved
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6.2 Strategic team plan

6.2.1 Purpose

The strategic team plan ensures that the organization’s response to an incident is coordinated and
effective, as well as timely. The procedures should include the basis for managing all possible issues
facing the organization during an incident. Strategic plans assist top management in managing:

strategic direction of the organization during the incident;

6.2

The strategic team will consist of top management. Additional expertise/can be brought in,

on

The responsibility for initiating and leading the response can:be given to a member ¢

mg

So
Th

6.2
A

6.

6.3.1 Purpose

Ta
an

ap

plgn should clearly define their member's interrelationships with the organization's str3

3 Tactical teams’ plans

S H £l 14 £l o 2 43
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continued compliance of the organization with statutory and regulatory requiréments.

.2 Team composition

the nature of the disruption and the competency required.

nagement team, as it requires the following attributes:
ability to be decisive under pressure;
make decisions when current information can be inadequate, erroneous or delayed;
manage people who are operating under stress,

ne, more complex organizations can establish local, regional or global strategic teams.

e strategic team should have appropriate’administrative support.

.3 Owner

hember of top managementshould own the strategic plan.

‘tical teams’{plans provide guidance to manage and coordinate the continuity of the
l activities' required to deliver products and services and ensure that resources are
bropriately. Tactical teams’ plans are more general or broader than operational plans. Ez

maintaining its reputation through internal and external communications to interested parties;

lepending

f the top

processes
allocated
ich team's
tegic and

op
Ex

bravional plans. Less complex organizations can define all their plans as operational plans.

ample of a tactical plan includes the coordination:
of how staff from multiple business units will be transported to an alternate site;

of the resources needed to support multiple business units;

— with other tactical teams to ensure prioritized activities are performed, as defined in operational

©lI

plans can be recovered.
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6.3.2 Team composition

A tactical team will consist of senior managers or business unit leaders who convene to make decisions
for more than one operational plan. Some, more complex organizations can establish tactical plans led
by division heads, or product and service heads responsible for the areas covered by the plan.

6.3.3 Owner

A tactical team’s plan should be owned and maintained by the person with authority to make decisions
on behalf of the area being coordinated.

6.4 Operational teams’ plans

6.4.1 Purpose

Operationjal teams’ plans provide action-oriented guidance and information to assist each team| to
respond tp the immediate effects of a disruption by containing it where possiblé-and managing the
direct corjsequences to ensure the delivery of products and services. Each team's plan should clearly
define thdir member's interrelationships with the organization's strategic anditactical plans.

Example gf an operational plan includes:

— emergency response plan which describes the tasks and steps ategeded for response to protect life
safety and secure the facility;

— busingss unit recovery plan which describes the steps to reeover and resume business activitiesj

— technplogy recovery plan which describes the steps to.réstore the technology infrastructure.

6.4.2 Te¢am composition

An operatjional team can be led by the head of the business unit (or their delegate) and is comprised of
select busfiness unit personnel.

6.4.3 Owner

The ownef of an operational plan@hould be the head of the business unit or other member of staff wjith
a detailed|lworking knowledge of,the activities needed to resume operations, as well as execution of the
plan and procedures. The owner is also responsible for maintaining the plan.

7 Content of business continuity plan and procedures

7.1 General

Teams will*Have some common responsibilities, and team members can have specific roles, therefpre
the plan for each team can be created by incorporating relevant sections from those described in 7.2
and 7.3. These are either:

a) common to all, or most, plans;
b) specific to one, or a few, plans.

Any plan can consist of all common sections in 7.2 and the relevant specific procedures in 7.3. The order
of sections in the plan should be chosen to make the document easy to use.

6 © IS0 2021 - All rights reserved
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7.2.1 Purpose

2021(E)

The purpose of the plan should provide a short statement regarding the intent of the plan, its scope and
any exclusions. The introduction can also provide an overview of assigned responsibilities in executing
the plan and procedures.

7.2.2 Objectives

Ea
pld

Ex

7.2

Ea
is §

Ex

7.2

Ea
of

7.2

Ch business continuity plan should contain a list of objectives that define outcomes when|

hmples of objectives include:

n.

ensure safety and security of people and assets;

recover activities based on agreed recovery time objectives;
provide information about alternative workplace solutions;
recover applications, data and connectivity;

provide communications to interested parties;

protect the organization’s brand and reputation.

.3 Assumptions

Ch plan is based on the assumption that the solutions described within the plan are availak
ictivated.

hmples of assumptions include:
funding is available;
alternative workplace is available;

assigned personnel are trained.

4 Activating and’assembling the team

Ch plan should_contain criteria for activating the team and a procedure for notification and
ts members:

.5 , Team member roles and responsibilities

Te

hm-troles and rpcpnncihili‘ripc can he nccignpd to individual team members. Alternate teg

using the

le when it

assembly

members

for each role should also be determined. Organizational titles or names should be assigned to each
role. For organizations that operate from more than one location, consideration can be given to also
nominate an alternate from a different location in a secondary or tertiary role.

Examples of roles and responsibilities in a business continuity plan include:

Plan owner: Ensures plan is in place, is current and exercised. This role can become team leader at

time of incident.

Team leader: Coordinates and oversees the team in the execution of documented
procedures.

© IS0 2021 - All rights reserved
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— Team member: Performs business continuity procedures, recovering business activities and
resources within agreed recovery time objectives.

7.2.6 Tasks

Tasks should address actions to achieve the plan’s objectives. Tasks should reference other
documentation or procedures where needed. Tasks should also allow for flexibility in case of unexpected

events.

7.2.7 Communications

The plan ghould include mechanisms that will be used to communicate among team members and)ot]
teams. Thiis includes reporting up and down the response and recovery team hierarchy.

ner

Plans shotild have procedures that cover:

— comnjunication between team members when they are at separate locations;

— regular reporting of the team's status;

— escaldtion of issues, for example the unavailability of resources;

— the potocols for communicating with interested parties;

— alternative means of communication.

7.2.8 Interrelationships with other plans

Interrelatjonships and dependencies between plans should-be identified.

When devleloping plans, the organization should consider how they affect other plans and procedures.
Examples|include:

— timing (i.e. procedure needed before another procedure can be accomplished);

— impagqt on the organization’s interested parties.

7.2.9 Standing down the team

The plan ghould include a procedure for formally standing down the team based on predefined critefia.
7.2.10 Resource information

The plan ghould inelude resources, alternatives and workarounds available to the team to obtain stated
objectiveq. These-cah include:

— acconmmodations;

— peoprl;

— technology;

— suppliers;

— sources of information;

— transportation.

The quantity of resources needed over time should be identified and can need to be quantified by

location.

© ISO 2021 - All rights reserved
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7.2.11 Contact information

Contact information should include:

team members and alternatives;

other teams that are interdependent;

Some plans can include contact information for:

business unit personnel;

NO
org

7.2

Thie plan can include appendices such as:

Ve

A procedure should-be in place to ensure the most up to date plan is in use and distribute

me

7.2

Ea

warning and informing sources, emergency services, utilities;
lawyers, regulators, local authorities;

suppliers, contractors;

media contacts;

other interested parties.

TE The recording and secure storage of contact information can be-subject to privacy regul
anization will need to ensure effective availability during a disruptien:

.12 Appendices

a blank event log for completion during a disruption;
maps of alternative locations;

contents of team’s equipment box;

checklists;

meeting agenda.

.13 Version control

"sion control shouldbe’included in the plan.

mbers.

.14 Plan control and distribution

Clrplan should identify:

htions. The

d to team

©lI

who owns the plan;

who maintains the plan;

who has read or update access to the plan;
security confidentiality classification;

how circulation is controlled.
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7.3 Specific procedures

7.3.1 Emergency response procedures

Emergenc

y response procedures can include:

— response to Warning systems;

— assessing the impacts against escalation criteria;

— ensuring the first priority ig safety of life:

— preve
— event

— restol

nting or minimizing harm to the organization and its assets;
specificresponses (differentriskstriggerdifferentresponsese.g.earthquake, fire,evacuatia

'ing damaged facilities.

7.3.2 Communications procedures

Internal c
— intert
— intert
— roles

— predg

— a

bmmunication procedures can include:

Jal communication methods (e.g. intranet, pre-recorded messageor mass notification syste
Jal contact details of parties interested in the communication;

hnd responsibilities for internal communications;

fined internal messages that can include:

reminder to staff about who is entitled to speak on behalf of the organization;

— the prohibition to post on social media about the organization’s internal issues;

— h
1

—

— templ
be ad

— pre-w
— apprq
External ¢
— exter

— exter

bw interested parties will be updated on the evolving incident (thus avoiding undesit
sistence to be informed);

ates and pre-written statements for any anticipated communications, allowing messages
hpted to individual requirerments;

ritten answers to gefieral questions that are applicable for most incidents;
val of the releasé-of communications.

ommunicatienprocedures can include:

hal communication channels (including social media);

hal’contact details of parties interested in the communication;

n);

n);

ed

to

— external interested parties’ expectations;

— assignment of key roles including:

— the spokesperson(s);

— press officer;

— social media monitoring;

— technology support;

— guidelines for media response;

10
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— pre-written statements for any anticipated communications, allowing messages to be adapted to

individual requirements;

pre-written answers to general questions that are apply to most incidents or crises;

— pre-written positive messages to exploit the media attention on the organization (including general

background statement about the organization);

pre-approved press releases;

7.3
IC

Thie ICT business unit shouldalso document a business continuity plan, including procedur

req

7.3
Pr

guidelines for safe communication tools;

specific and relevant information;

phone, email, emergency notification system);

approval of the release of communications.

.3 Information and Communication Technology (ICT) procedures
' procedures should include the following to recover fromdCT failures:

alignment with business requirements for recovery time objective (RTO) and recoy
objective;

acquisition of necessary resources;

tasks to recover data, ICT networks and-interfaces, considering the sequence of rec
dependencies;

validation of resumption of ICT services by the impacted business;

solutions for returning to normal.

umption of their own actjvities.

4  Alternative facilities setup procedures

theocation(s) for the facilities;

guidelines to activate a website section or webpages that will be used as a focus point to communicate

list of who will communicate with each interested party, and the methad of communidation (e.g.

ery point

bvery and

es, for the

pcedures can’inelude the set-up of facilities at an alternative location, such as ICT equipmenjt, meeting
ropm, commutirications facilities, office environment, production or testing facilities. This can

include:

activating an alternative location;

what equipment is required, with technical specification if appropriate;
where resources can be sourced from (with alternatives);
the details of the required layout;

tests to be conducted to ensure the facilities and resources are working.

7.3.5 Alternative resource procedures

Procedures for acquiring alternative resources can include:

specification of resource requirements;

© IS0 2021 - All rights reserved
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fication of potential alternatives;

— acquisition of resource alternatives;

— activation of resource alternatives;

— contact list of potential suppliers.

8 Plans for response to specific disruptions

8.1 Ger

The orgat

steps to mitigate the impact of the disruption and describe specifically how strategies, solutions 3

resources

These pla
to ensure
examples

8.2 Par

The pandemic/epidemic plan should include procedures for conmtinuing activities in a pandemlll(c/
event. [t should consider a multi-phased model to respond.to the progression of an outbreak.

epidemic

To assist ¥
considere

— medid
— evide

— decla

— potential for direct contact with theillness;

— evide
interr

Procedur
— capah
— capah

— proce

jeral

nization can document its approach to specific anticipated disruptions. This can jincly

can be deployed if the disruption happens.

s need to be kept up to date and be adjusted to the specifics of the disruption, when it occu
the response is appropriate. There are many cases of specific anticipated disruptions. T
are provided in 8.2 and 8.3.

demic (global) and epidemic (regional)

vith the activation of pandemic/epidemic-related strategies, the following triggers should
d:

coverage of potential pandemic/epidemic threats;
hce of pandemic/epidemic outbreak within the community or region;

[ation by government health agency;

hce of pandemic/epidemicatfecting the organization (e.g. increased absenteeism, supply ch
uptions).

s should support the organization through a prolonged period of disruption and include:
ility to redirect workload outside the affected region;
ility to support increased work from home;

sses to-ensure a sanitized work location;

de
nd

rs,
WO

be

hin

— incred

iseéd monitoring of employee travel;

— contact tracing for employees in affected areas;

— provision of personal protective equipment;

— support to affected employees and their families.

Pandemic/epidemic plans should consider guidance and regulations from national and local authorities.

12
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8.3 Cyber-attack

The cyber-attack plan should be aligned with the overall information security response strategies. The

pla

n should contain procedures that:
ensure that there are ICT access controls in place;
identify the type, scope and impact of the cyber-attack;

identify immediate actions to contain the attack;

9

Al
Pl3
du
po
its

9.1

Thie plan's content should be!

Th

.1 Clarity

.3 Completeness

identily unique external communication requirements, such as law enforcement or 1
bodies;

respond to a ransomware request;
respond to a data breach;

address total loss of ICT services, data, and the network, for an extended period of time
the reconstruction of lost data;

activate external cyber security providers to assist during the attack;

provide workarounds which do not depend upon availability 6Panother application or th¢

Guidance on documenting plans

usiness continuity plan is a document intended to be used in high pressure, time limited |
ns are not manuals or reports and should-ot contain unnecessary information which is nd

5sible. Where possible, team members-should be involved in developing and maintaining t
content is clear to them.

. Clarity

clear and consistent in its choice of words and avoiding acronyms;

explicit about defining what to do, when and by whom.

e plan's content should:

egulatory

including

» network.

bituations.
trelevant

Fing a disruption. To reduce the need.torefer to external sources, keep the plan self-coItained as

e plan, so

©lI

be based on chosen strategies — do not leave gaps In describing how to respond or recover, or how to

operate differently until returning to normal business operations;

suggest a number of options, where these exist, to enable a flexible response to the given

situation;

provide moredetail writtenintoaprocedureto provide greater clarityand reduce misunderstanding.

It should avoid excessive details.

S0 2021 - All rights reserved
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10 Plan controls, storage and availability

Plans and procedures should be subject to the organization’s document control practice. They should
be:

— available and suitable for use, where and when needed - in particular when an incident occurs;

— adequately protected (e.g. from loss of confidentiality, improper use, improper access, improper
modification or loss of integrity).

For the control of documented information, the organization should address the following activities, as
applicabld:

— distripution, access, retrieval and use;

— storage and preservation, including preservation of legibility;
— contrpl of changes (e.g. version control);

— retenfion and disposition.

The orgarjization should determine how business continuity plans and preeedures will be stored gnd
made accgssible. Formats include:

— softwjare purpose-built for business continuity (internal or hosted);

— generpl internal or cloud-based document sharing services;

— mobile file repositories;

— hard ¢opy (pre-positioned, possibly in multiple locations, where the plans are likely to be used).

All team members should be responsible for ensuring they have access to a current version of the plan
at all times.

11 Next|steps after documenting business continuity plans and procedures

11.1 Awareness

The impldmentation of a newop significantly revised plan and procedures should be communicated
to team members and affected personnel as part of an awareness programme. Some personnel ¢an
require d¢tailed knowledge/of their plan, whereas others just need to know that the plan exists or has
changed. This commudication can take the form of:

— e-mail;

— preseptation;

training Session:

11.2 Exercising and testing

Business continuity plans are considered effective once validated. Exercising and testing is among the
most important milestones of the BCMS as they build participant competency and create confidence in
the capability of the teams and plans.

Every business continuity plan and procedure should be exercised and tested based upon management-
endorsed objectives and success criteria. The organization should identify lessons learned and
opportunities for improvement that can be used to improve business continuity plans and procedures.

NOTE Guidelines on exercises are given in ISO 22398.
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12 Monitoring and reviewing business continuity plans and procedures

12

.1 Performance review

The organization should monitor and review the performance of its business continuity plans. Reviews
should include the following:

assessing the performance of the plans and procedures;

confirming the adequacy and performance of established business continuity strategies and

SOIULIONS,

identifying and addressing any instances of noncompliance with applicable legislation,
and regulatory requirements.

statutory

Dulring the review, management should ensure that the continual improvement.6fieach plan fis actively

pu

12

Bul
to

Th organization should monitor the status of all of the orgaftization’s plans and take action i

no

Ciy

The organization should implement procedures for maintaining business continuity plans

do

12

Fo
pr

In

'sued.

.2 Maintenance

siness continuity plans and procedures need to be kept up to date with internal and extern
Lhe organization and its response and recovery strategies and solutions.

F being appropriately maintained. This can be conducted by the business continuity manag
cumstances that can require modifications to plans include:
issues identified during an exercise or an incident;
organizational changes;
changes to products or services or.the-way they are delivered;
personnel or supplier changes;

changes in standards, regulations or internal business procedures.

Cumentation remaing current, complete and fit for purpose. See Annex A.

.3 Management review

'mal management reviews should include an evaluation of the plan documentation and ma
cess, including the existence of current plans that address the scope of the BCMS.

hl changes

fplans are
er.

to ensure

intenance

do

cuniented endorsement of business continuity plans and procedures.

Sormte geographies and sectors, local laws and requirements can mandate top managemenr’s formal,

A review of the effectiveness of business continuity plans and procedures should be performed
following a disruption, regardless of the outcome of the event.

©lI
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Annex A
(informative)

Procedures for maintenance of a business continuity capability

A.1 Gemerat

To ensurq the effectiveness of business continuity plans and procedures at time of disruption, it is
necessary| that supporting capabilities are established and maintained during normal-op€rations.
These capjabilities require their own procedures.

A.2 SKills cross-training

Cross-training is commonly used to enable activities to continue if the disruption results in a shortage
of staff resources. The time taken after an incident for this substitution to\be effective is a significant
factor in the choice of solution.

The requirement for, and process of, the transfer of knowledge between individuals to enable them to
be a viablg substitute for one another can need to be documented and the results recorded. This can|be
the responsibility of the department or business unit that requires the skill, or by the human resourges
departmept which can centrally maintain such information. When an individual moves from one joH to
another, the procedure should include a mechanism for the(substitution to be reviewed.

The organization can also choose to record the skills and experience acquired by individuals|in
previous yoles which can be relevant during an incidént where these are permanently or temporarily
lost. Contpct details of staff who are retiring or-moving to other organizations can be recorded|so
they can he tempted to return if this would assist recovery. There needs to be a process to ensure this
informatipn is captured and maintained ip-aiseful form.

The transfer of knowledge to a substitlite ‘can be achieved by:

— on-the-job training or mentoring?

— training courses;

— docurpentation of processes that can be used to train replacement staff.

The know]edge and skills gained need to be refreshed by regular substitution at the frequency required
to ensure [they remiain current and quickly reflect any changes.

A.3 Oufsourcing

Outsourcing functions on a temporary basis can be a suitable solution during an incident involving a
shortage of staff.

The transfer of work to an outsourcer can require the following, depending on the urgency of the
activity the outsourcer will undertake:

— a contract to enable the work to be undertaken to an agreed standard and with the appropriate
safeguards in place (intellectual property, confidentiality, etc.);

— aprocedure to enable the work to be handed over to the outsourcer in a form that they can quickly
take it on and complete, which can include:

— achecklist of the required information;
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