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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

THe procedures used to develop this document and those intended for its further mairtehance are
delscribed in the ISO/IEC Directives, Part 1. In particular the different approval criteriatheeded for the
different types of ISO documents should be noted. This document was drafted in accordanc¢ with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atfention is drawn to the possibility that some of the elements of this documentmay be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. |Details of
anly patent rights identified during the development of the document will'be-in the Introductipn and/or
on the ISO list of patent declarations received (see www.iso.org/patents)

Arly trade name used in this document is information given for the convenience of users and does not
copstitute an endorsement.

For an explanation on the meaning of ISO specific termiisvand expressions related to cpnformity
aspessment, as well as information about ISO’s adherencete the WTO principles in the Technicdl Barriers
to[Trade (TBT) see the following URL: Foreword - Supplémentary information

THe committee responsible for this document is ISO/TC 292, Security and resilience.

© IS0 2015 - All rights reserved PROOF/EPREUVE v
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Introduction

This Technical Specification provides detailed guidance for establishing, implementing, and maintaining
a business impact analysis (BIA) process consistent with the requirements in ISO 22301. This Technical
Specification is applicable to the performance of any BIA process, whether part of a business continuity
management system (BCMS) or business continuity programme (BC programme). Hereinafter, BC
programme means either BCMS or BC programme.

Figure 1 notes the relationship of the BIA process to the BC programme as a whole. The organization
should copplete-a—evele-oftheBlA-Brecess beferebusiness-conti ity ctratagine avn cnlactrad

TTPICTC T Ty CIre-oT oIt~ DTI T prottos oTToTT BHSHESS€6+ \,AAAuA\.J STrotTaIcoor C- ottt

Business impact
analysis and
risk assessment

Exercising Operational Business

and testing planning continuity
and control strateg

continuity
procedures

Figure 1 — Elements of business continuity management
(Source: ISO 22313)

The BIA grocess analyses the consequences of a disruptive incident on the organization. The outcomg is
a statement and justification of business continuity requirements.

scope. The BIA processprioritizes products and services, and continues with prioritizing processes apnd
activities(that together cover the entire scope of the BC programme. After a period of time determined
by the organization,)individual BIAs are repeated to ensure that the BC requirements remain current.

The BIA process consists 6fanumber of individual BIAs, each focusing of a sub-set of the BC program“Ee

NOTE In this Technical Specification, business continuity requirements has the same meaning as continujity
and recovgrypriorities, objectives, and targets (ISO 22301:2012, 8.2.2).

The purposes of this Technical Specification are the following:

— provide a basis for understanding, developing, implementing, reviewing, maintaining, and
continually improving an effective BIA process within an organization;

— provide guidance for planning, conducting, and reporting on a BIA;
— assist the organization with conducting a BIA in a consistent manner that reflects good practices;

— enable proper coordination between the BIA process and the overarching BC programme.

vi PROOF/EPREUVE © IS0 2015 - All rights reserved
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The outcomes of the BIA process include the following:

endorsement or modification of the organization’s BC programme scope;

business continuity requirements;

continuity requirements (time and capability);

identification of legal, regulatory, and contractual requirements (obligations) and their effect on

evaluation of impacts on the organization over time, which serves as the justification for business

identification and confirmation of product/service delivery requirements following a disruptive

incident, which then sets the prioritized timeframes for activities and resources;

identification and establishment of the relationships between products/ser
activities, and resources; ,\

determination of the resources needed to perform prioritized activitie
equipment; information, communication and technology assets; supplies

understanding of the dependencies on other activities, supply chains
parties;

determination of how up to date the information needs to be. 5\\

Nd
sel

TE For purposes of this Technical Specification, supply ﬁ(rns produce supplies of
vices, which are referred to as ‘supplies’ throughout the rele r of this document.

‘b\g facilitie
financing);

,@%mers and other interested

e

‘qéés processes,

.

5; people;

goods, Works, and

The following diagram displays the BIA process, td% er with prerequisites and its relationship
to[strategy identification. The clauses referenced 1@ e diagram are subsections of this [Technical
Specification.

| Qﬁ*
K\
Businesslmpact Analysis Process

Product & Service
Prioritization

O:
(Clause 4)

X
0@

After the BIA -
Business Continuity
Strategy Selection

(Clause 5.3)

Obtain Top Management

[
Endorsement of BIA Results 2

Project Planning
and Management

(Clause 5.2)

Business Continuity Requirements
(Clause 5.7)

(Clause 5.8)

ss Prioritization

(Clause 5.4)

Analysis & Consolidation

(Clause 5.6) (Clause

Figure 2 — Business impact analysis process
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Societal security — Business continuity management

systems — Guidelines for business impact analysis (BIA)

a formal and documented business impact analysis (BIA) process. This Technical Specificatio

maintain
does not

prescribe a uniform process for performing a BIA, but will assist an organization to design'a BIA process

that is appropriate to its needs.

This Technical Specification is applicable to all organizations regardless of type, size, a
whether in the private, public, or not-for-profit sectors. The guidance can beladapted to
objjectives, resources, and constraints of the organization.

It 1s intended for use by those responsible for the BIA process.

2| Normative references

The following documents, in whole or in part, are normatively referenced in this docume

nd nature,
the needs,

nt and are

indlispensable for its application. For dated referencesyonly the edition cited applies. Fof undated

references, the latest edition of the referenced document{including any amendments) applie

ISP 22300, Societal security — Terminology

3| Terms and definitions

Forr the purposes of this document, the-terms and definitions in ISO 22300 apply.

4| Prerequisites

4.1 General

Agnoted in the Introduction, this Technical Specification is consistent with ISO 22301, but

S|

it could be

used to develop,dimplement, review, maintain, and continually improve a BIA process addressing other
standards or regulatory requirements. Whether part of a BCMS or a BC programme, the organization
shpuld congsidér a number of prerequisites before starting the BIA process. Clause 4 summarjzes these

prerequisites, many of which are from I1SO 22301.

The, organization should take a number of steps within the BC programme before beginni
process, which include the following:

t1g the BIA

— define the context and scope (4.2);

— define and communicate roles and responsibilities (4.3);
— obtain leadership commitment (4.4);
— allocate adequate resources (4.5).

NOTE For additional information, see Annex A for a mapping of each step to ISO 22301.

© IS0 2015 - All rights reserved PROOF/EPREUVE
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4.2 BC

421 B

programme context and scope

C programme context

Successful BIA process outcomes are dependent on the organization understanding the following:

— the external environment in which it operates so that it can achieve its purpose by delivering its
products and services to customers;

— the internal operating environment, inclusive of processes, activities, and resources, as well as the

poter
— laws

NOTE
an oversee

422 S

Before de
the BC pr

The BIA p

Following

tiatimpactcaused by disTupting the detivery of products and Services; amd

hnd regulations mandating the BIA process and how it is performed.

ing authority, such as government.

cope of the BC programme

termining the BIA process scope, the organization should define andydocument the scope
bgramme in terms of its products and services.

rocess may assist the organization to review the scope of the BOprogramme.

scope whilich may be conducted as a single BIA to cover the whole scope of the BC programme;

undertak

NOTE
prioritizat

4.3 BC

en in a number of phases that, over time, covers the Whole scope of the BC programme.

ion of all products and services (see 5.2) and then gontinue with the remaining individual BIAs.

programme roles

4.3.1 B(C programme roles and responsibilities

Prior to
authoritie

s for relevant roles are assigned and communicated within the organization.

4.3.2 BIIA process-specific roles and competencies

Following

to performn the BIA progess, which may include appointing the following roles:

— thep
— BIAs

brson sponsoring the BIA process;

feering committee;

Ao th

In organizations operating within a non-commercial environment, the ‘customer’ can bé\the publidor

of

the definition of the BC programme scope, the organizatien can determine the BIA procgss

or

If the organization chooses to undertake the BIAxprocess in phases, it should first determine the

performing the BIA processjtop management should ensure that the responsibilities ajnd

the assignment .¢f BC programme roles, top management should provide resources necessqry

— thep

9 nlag A o ace
CTSUTT TCaUTITS CIIC U7 PTOTTSS,

— the person managing the BIA project (project manager);

— process owners;

— activity managers.

The person sponsoring the BIA process should

— bean

executive representing top management,

— be well respected within the organization by other members of top management,

— have an organization-wide perspective,

2
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have the authority to commit the organization to action, and

make final decisions regarding the BIA process.

The BIA steering committee should

represent top management,
provide ongoing advice and guidance on the conduct of the BIA process,

agree on the methods and outcomes,

2015(E)

Th

Pr
to
do

Ad

NQ
Th

make decisions regarding business continuity requirements, and

assist the person leading the BIA process and project manager in determining the con
required for BIA process-specific roles and responsibilities and the awateness, k
understanding, skills, and experience needed to fulfil them.

e person leading the BIA process should

have an understanding of the organization, in particular products, seryices, processes, and
and

have experience in conducting a BIA process.
e person managing the BIA project should
plan for and manage the BIA process,
have an understanding of project planning tasks;and
be familiar with the BIA process.

pcess owners should have a relatively detailed understanding of the process they represen

wntime.
tivity managers should

have very detailed understanding of the activity in which they represent, including
resources that enable\the activity to operate, and

be aware of alterfate processes and resources that could be available in the event of aloss g
resources.

TE In smaller organizations, these roles can be combined.

e organization should ensure the competence of persons leading or participating in the Bl4

Campetences should include skills and abilities related to the following:

\petences
nowledge,

hctivities,

t in order

assist the project manager in identifying subject matter experts, organizational units, and impacts of

b1l of the

fprimary

\ process.

niroiect/procrammenlanning and management:
o7 7TP°5 T =] S 7

information gathering;
analysis;

effective communication and collaboration;

translating organizational objectives to business continuity requirements and resource needs;

applying BIA concepts in the specific organization’s context;

knowledge of the organization, its products and services, processes, activities, and resources.

© IS0 2015 - All rights reserved PROOF/EPREUVE
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4.4 BCprogramme commitment

Top management commitment to the BIA process is necessary to ensure effective participation. To
obtain this support, the organization may consider communicating the BIA process’ value that includes
the following:

— ensuring the appropriate and most cost effective strategies are selected by determining the correct
business continuity requirements;

— providing evidence to management that business continuity requirements align with organizational

Objech'vﬂc;

— ensuring the organization meets its legal, contractual, and customer requirements during

disr

— ident

— providing an overview of the organization that can be used to improve its efficiehcy or explore n

oppo

4.5 BC

The organization should provide resources to the BIA process that are sufficient to the following:

— achie

— maks
procs

— meet

— provide for ongoing operation and continual improvement of the BC programme, as well as the B

procs

5 Perf

tive incident;

fying linkages between products and services and process, activities, and resources;

tunities (see Annex D).

programme resources

e its BC policy and objectives;

adequate provision for people and people-related resources, including the time to fulfil B
ss-specific roles and responsibilities, and trainingand awareness;
the changing requirements of the organization;

SS.

prming the business impact analysis

5.1 General

The BIA process prioritizes thé various organizational components so that product and service delivg
can be rgsumed in a predetérmined timeframe following a disruptive incident to the satisfaction

intereste
and servi

The prothcts andsebvices are prioritized first; this sets the time and service level parameters for proce

prioritiz
into their

parties. For putposes of this Technical Specification and consistent with ISO 22301, produ
Ces are created by processes that are made up of activities.

ion. If\required by the complexity of the organization, the processes can then be separaf
coristituent activities for prioritization.

EW

ry
of
[ts

SS
ed

Suitable, adequate, and effective OUtcomes of subsequent phnases of the BC programinie depend on the
accuracy of the BIA process. Each BIA should be completed consistently, carefully, and thoroughly.

Figure 3 shows how the various elements of the BIA process relate to each other. The diagram illustrates
that there can be overlap between the timing of these constituent phases of the process.

PROOF/EPREUVE © IS0 2015 - All rights reserved
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Business Impact Analysis Relationships

TOP MANAGEMENT:
Product & Service Prioritization

(Clause 5.3)

. Obtain Top After the BIA -
Analysis and Management
PROCESS OWNERS: Consolidation Endorsement of
Process Frioritization BIA Results

(Clause 5.4) {Cause S £l (Clause 5.7) (Clause 5.8)

Business Continuity
Stratanv Salaction

ACTIVITY MANAGERS:
Activity Prioritization
(Resources & Interdependencies)

(Clause 5.5)

Project Planning and Management (Clause 5.2)

®)
TIME OQ
D
Figure 3 — Business impa%‘ﬁnalysis relationships
$

Sulccessful BIA process outcomes may depend @&\he following:
\

—| identifying customers and other inter@ted parties, and anticipating their reactions to a disruptive
incident; N

S
—| engaging all relevant interest parties with an appropriate mandate;

—| developing appropriate s@b ‘and competencies within the organization or project to conduct the
analysis and present th@esults;

—| gathering general]@:omplete and accurate information (some information may be unavailable,
poorly understo@) confidential or withheld, thus identifying areas for further work);

—| ensuringt ose contributing to the BIA information gathering process have sufficient khowledge
and autherity to speak on behalf of the organization, process, or activity;

— ensu@% management representatives have sufficient authority to approve BIA results.

5.2 Project planning and management

5.2.1 General

Although BIA is a process, organizations may use project management methods for a phase of the
BIA process. As the BIA process is potentially complex, using project management methods allows
organizations to coordinate resources and timelines.

Project planning tasks may include the following:
— deciding on the scope of this phase of the BIA process;

— communicating expectations to BIA process participants;

© IS0 2015 - All rights reserved PROOF/EPREUVE 5
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identifying the person sponsoring the BIA process and top management participation;

establishing BIA process-specific roles and responsibilities (including competencies);

establishing the project plan;

allocating resources for the BIA project;

gaining acceptance of the project approach and plan;

establishing or sourcing the skills necessary to meet BIA process objectives.

Project m

5.2.2

impld

moni

anagement tasks may include the following:
menting the BIA process (see 5.2 through 5.6);

foring the implementation of the BIA process (see through 5.6);

develpping periodic reports on the status, noting performance expectations and'necommendatiqg

toim

prove performance in line with top management expectations (see 5.2);

performing modifications of the BIA process approach and scope to.meet top manageme

expe
6);

colleq

maki
Claus

An organ

ident
creat
ident
deter
deter
ident
ident

docu

ting and reviewing lessons learned (see Clause 6);

hg recommendations regarding BIA process improvement for future implementation (s
e 6).

Inpitial BIA considerations

zation undertaking a BIA for the first timeshould plan additional time to

fy products and services,

e awareness and ensure education),

fyatop managementrepresentative to sponsor the BIA processand/or BIA steering committ
mine impact categories and criteria,

mine importance ef-the organization’s business/political environment,

fy the organization’s structure to an appropriate level of detail,

fy and sé€lect the right information sources for information gathering,

ment the work flow to a process and activity level, and

tations and external (regulatory, statutory, customer, contractual}tequirements (see Clayse

ns

nt

com

ot dnforintinn agatharing +theangl dociinannmt  wavgzingg imtaruianc warlkchanc o
o

reee TTIToOTTIIToatIoTT SOCIICT TS CIIT O STT crocoTree TCVTCVvY; TTITIcCT v ICYvD; VWV OTISOTIOP S o™

questionnaires.

During the initial BIA, the organization may use the BIA results to prioritize subsequent business
continuity phases, including strategy selection.

5.3 Product and service prioritization

5.3.1 Overview

As the first step in the BIA process, top management should agree on the priority of products and
services following a disruptive incident which may threaten the achievement of their objectives.

PROOF/EPREUVE © IS0 2015 - All rights reserved
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[t is top management’s responsibility to make these decisions because they
— set the objectives of the organization,

— have the ultimate responsibility for ensuring the continuity of the organization and the fulfilment
of its objectives,

— have the widest view of the entire organization from which to assess priorities,

— can choose to override contractual and other obligations in setting priorities in exceptional
circumstances, and

—| are aware of planned future changes and other factors which may affect the business-¢ontinuity
requirements.

If pn organization has too many products and services to identify individually, the\organization may
grpup together products and services when they have similar priorities. Conversely, it may be hecessary
for the organization to identify customers that, despite sharing the same products and servijices, have
differing delivery timeframe expectations, or their value to the organization-differs.

For each group of products and services, the organization should understand the impacts|that may
repult from a disruptive incident by

—| identifying customer expectations and obligations, and thepenalties associated with failing to meet
them and

—| taking into account the views of other interested patties in assessing impacts.

Other interested parties and their reaction to a disruptive incident may include the following
—| partner organizations: their willingness to.continue to cooperate;

—| media and society: brand value and public opinion;

—| potential customers: loss of current-and future market share;

—| shareholders: effect on currentshare price and future investment;

—| competitors: who may atfempt to take advantage of the situation;

—| staff: retention;

—| regulators and. government: penalties and rule changes.

THe organizatien'may use the examples in Table 1 to understand the impacts of a disruptive igcident on
the organizatien over time:

Table 1 — Product and service level impact category examples

Impact categories Examples of impacts

Financial Financial losses due to fines, penalties, lost profits, or diminished market share
Reputational Negative opinion or brand damage

Legal and regulatory Litigation liability and withdrawal of license to trade

Contractual Breach of contracts or obligations between organizations

Business objectives Failure to deliver on objectives or take advantage of opportunities

Impacts almost always increase over time. However, impacts may not increase at the same rate. For
instance, financial impacts can suddenly increase as contract penalties are incurred or as customers are
lost, and reputational damage can occur suddenly at a point during the disruptive incident. See Figure 4
for an example of how different impact categories increase over time.

© IS0 2015 - All rights reserved PROOF/EPREUVE 7
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Impact of a Disruptive Incident on an Organization Over Time

Cumulative Impact

IMPACT

Foreachd

— time

Possible point in time at which organization
decides that impacts would be unacceptable

Contractual Penalties
[ Financial Loss
B Regulatory Fines

B Reputation

Minutes Hour Hours Day Days Week Weeks

Figure 4 — Impact of a disruptivedncident on an organization over time

roup of products and services, the top management should decide and document the following:

after which continued failure to deliver them becomes unacceptable to the organization

becayse the impacts noted abave threaten its survival or make its objectives no longer achievable

(see Annex B for related terms);
— reasdn(s) why this time period has been identified with reference to the growing impacts over time.
The orgahization may,hased on the example timeframe in Figure 4, set a target time for resuming
delivery qf products.and services at specified minimum levels (see Annex B for related terms).
5.3.2 Ipputs
Top mandgement may consider the following information in setting business continuity requirements

for products and services:

— current organizational mission, objectives, and strategic direction;

— current BC programme scope;

— asses

sment of product and service priorities from a previous top management review;

— listoflegal and regulatory requirements to which the organization or specific products and services
are subject (as well as an assessment of the consequences of breaching each requirement);

— contractual requirements, including penalties for failure to deliver;

— asses

sment of reputational, financial, or other impacts for failure to deliver;

PROOF/EPREUVE © IS0 2015 - All rights reserved
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— recent post-incident reports which describe the impact associated with the disruptive incident.

5.3.3 Outcomes

The outcomes of the product and service prioritization process should be

endorsement or modification of the organization’s BC programme scope,

identification of legal, regulatory and contractual requirements (obligations),

evaluation nfimpm‘fq aovertime asitrelatestoa failure to deliver prndnrfq arservices wh

ch serves

Th
se

5

5.1

as the justification for business continuity requirements,

confirmation of product and service delivery requirements (that may include time, quality
service levels, and capability specifications) following a disruptive incident/that ther
priorities for activities and resources,

identification of processes (that deliver the products and services),

nomination of lead personnel to assist in identifying which processes.deliver products anc
and

documentation of a list of prioritized products and services (grouped by timeframe or cu

. Process prioritization

.1 General

Aprocessisasetofinterrelated orinteracting activities which transform inputs into outputs (I

Its
De
di

or

5.1
Th

priority is determined by the priority of the products and services which are its output.

pending on its complexity, the ¢rganization may choose to omit process prioritization an

ectly to activity prioritization..If the organization chooses to perform a process prioritiz

banization should determide-activities that make up those processes.

.2 Inputs

e information required for process prioritization includes the following:

the scope afthis BIA;

product.and service delivery requirements (which may include time, quality, quantity, serv
andeapability specifications);

quantity,
sets the

services,

stomer).

e organization may retain documentation describing th€ decisions made during the product and
"vice prioritization process.

022300).

1 proceed
ation, the

icelevels,

processes and the products and services they deliver;

impacts over time of a failure to deliver products and services;

legal, regulatory, and contractual requirements (obligations).

5.4.3 Outcomes

The outcomes of process prioritization should be the following:

identification of the relationship between product and services, processes, and activities;

identification of dependencies on other business processes;

© IS0 2015 - All rights reserved PROOF/EPREUVE


https://standardsiso.com/api/?name=6dbefaa86d049231564262244b3f372f

ISO/TS 22317:2015(E)

— evaluation of impacts over time of a process failure (the impact categories in Table 1 could be used
to confirm the impacts of process disruption);

— priorities of processes;

— interdependency analysis of the processes that deliver products and services to customers;

— interdependency analysis of the activities that deliver processes;

— documented list of prioritized processes that deliver products and services; and

— initial' documented ISt of activities that deliver processes.

5.5 Activity prioritization

551 O

An activif]
by the pri

The orga
operate e
with a dis

Organizaf
day resoy
necessary
Resource

— peop
— facili
— equip
— recoq
— finan

— infor
netw

verview

ority of the processes of which it forms a part.

hization should perform activity level prioritization to understandythe resources needed
ach activity following a disruptive incident, and to confirm thé potential impact associat
ruptive incident.

ions should perform activity level prioritization to obtaifva-detailed understanding of day-
rce requirements, enabling the organization to identify.the quantity and timing of resourc
r for recovery and to help confirm impact-related conelusions developed at the process ley
related information includes the following:

e/skills/roles;
ies;

ment;

ds;

cing;

mation and communications technologies (including applications, data, telephony, a
brks);

— supplies, supply chains;and partners;

— depe
— speci

dencies onvother processes and activities;

h1 tools;.spare parts, and consumables;

itions imposed on resources by logistics or regulations.

y is a set of one or more tasks with a defined output. The priority of the aetivity is determined

to
ed

0_
es
el.

In addition to the impacts already considered in Table 1, the organization may consider evaluating
operational impact, such as delays due to backlog of workload or manual workarounds or impacts to

interrelat

ed activities.

5.5.2 Inputs

The inputs required to undertake activity prioritization include the following:

— scope of this BIA;

— process priorities;

— organizational chart;

10

PROOF/EPREUVE © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=6dbefaa86d049231564262244b3f372f

ISO/TS 22317:

constituent activities of processes.

5.5.3 Information collection

2015(E)

The organization needs to collect the following information to perform the activity level BIA, including
activity detail, resource requirements, and interdependencies.

5.5.3.1 Activity detail

The organization may collect the following details during activity prioritization:

TH

TH
fol

the processes that this activity supports;
the operational methods of the activity;
the duration or lead-time of this activity;

fluctuations in demand or peak operating periods;

factorsnotalready discovered that may affect the determination of business continuity reqlirements

(e.g. backlogs or legal and regulatory requirements of this activityJ:

.5.3.2 Resource requirements

staff and contractors (including minimum acceptdble level for required service, and k
skills or qualifications required);

workplace requirements;
IT applications and communications (noting special requirements);
records (e.g. electronic or hard copyy);

equipment (e.g.information and-communications technology (ICT), office equipment, manu
equipment);

components and raw materials.

.5.3.3 Interdependencies

e interdependency information required to be collected during an activity prioritization in
lowing:

reliance’on other internal activities and resources, or supply chains;

reliance on other internal activities on the outputs of this activity.

e resource information to be collected during an activityprioritization may include the following:

nowledge,

facturing

ludes the

For the specification of ICT requirements, the following additional information may be collected:

ICT asset name, location, and configuration (e.g. memory, capacity, processor speed, and disk drive

space);
dependencies on other ICT assets;
end user profiles and usage characteristics;

unique legal or regulatory requirements regarding the use of the ICT asset.

© IS0 2015 - All rights reserved PROOF/EPREUVE
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5.5.4 Outcomes

The outcomes of activity prioritization should be the following:

— confirmation ofimpacts over time, which serves asjustification for business continuity requirements

(time

and capability);

— resource needs to perform each prioritized activity (including facilities, people, equipment, ICT
assets, supplies, finance and information);

— how up to date the information needs to be (see Annex B for related terms);

— depeJldencies on other activities, supply chains, partners, and other interested parties;

— analy
— docu

— docu

5.6 Anjlysis and consolidation

56.1 O
While and

sis of dependencies on the resources needed to deliver each activity;
mented list of activities and their prioritized timeframes that support processes;

mented list of resources and their prioritized timeframes that enable actjvities.

verview

lysis occurs during the entire BIA process, the organizationshould perform a final analysis

or

consolidation of analyses). This involves reviewing the outcomes from the prioritization, and drawing

conclusio

hs that lead to business continuity requirements.

The organization should choose the appropriate quantitative and/or qualitative analytic approach(e
which mﬂlz/ be influenced by the type, size, or nature of‘the organization, as well as resource and s}

constrai

Regardle;j
— corre
— credi
— consi

— curreg

— compllete: comprehensive.

s. The approach(es) selected will also depefid on the type of information gathered.

ct: accurate and reliable,
ble: believable and reasonable,
stent: clear and repeatable;

nt: up-to-date and available in a timely manner, and

5.6.2 1

The organization'should obtain validated and approved information gathered from all levels of the B
process i prder to perform analyses.

puts

s of approach, the organization should*challenge and check the information to ensure thatiti

5.6.3 Methods

s),
ill

The organization may use a combination of quantitative and qualitative techniques to analyze the

informati

12

on collected. Table 2 contains examples of analytic techniques.
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Table 2 — BIA analysis techniques

Quantitative analytic techniques Qualitative analytic techniques

Common sense and cross checks

Stress testing
Interdependency analysis
Review of post-incident reviews and recommendations
Financial analysis approaches
Supplier-Input-Process-Output-Customer (SIPOC)

Fishbone (Ishikawa) diagrams

5.6.4 Outcomes

THe outcomes of applying analysis techniques and consolidating information are the followin

*A

—| confirmation of impacts over time;
—| review and confirmation of resource dependencies and requirements;

—| consolidation of resource requirements (e.g. across processes, ‘Organizational strudtures, or
locations);

—| review and confirmation of the interdependencies of processes and activities, and their relation
to the delivery of products and services, that serve as the input to business continuity strategy
selection.

5./ Obtain top management endorsement of BIA results

5.7.1 General

ThHe organization should seek management endorsement of results, including product anfl service,
prpcess, activity, and resource prioritization following one or more individual BIAs.

THe organization should compile BIA'results to ensure the information collected can be maintpined and
upldated on a periodic basis before seeking management endorsement. The presentation of B[A results
cah be in a variety of media and'may contain different levels of detail depending on the audience.

THe organization should provide the following key BIA results to top management for thejr review,
amendment (if necessaty), and endorsement before moving on to next steps:

—| product and sérvice prioritization (if changed from original determination);
—| process prioritization; and
—| pctivity+prioritization (including resources and interdependencies).

NQTE The organization can choose to receive this endorsement during a management review (se¢ Annex A).

5.7.2 Inputs

The person responsible for the BIA process should use outputs from 5.2 to 5.6 as inputs into top
management endorsement.

5.7.3 Methods
The organization should include at least the following topics in the BIA summary report:
— an overview of the BIA process, including objectives and scope;

— impacts influencing the assignment of business continuity requirements (see 5.3.1);
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— recommended prioritized timeframes for products and services, processes, activities, and resources;
— conclusions and next steps.

The organization may develop materials to be presented to top management following the completion of
the BIA summary report, by performing the following methods:

— summarizing information to top management by facilitating one-on-one meetings with top
management members or facilitating a group meeting with top management;

— extracting and providing the executive summary, which highlights key findings and conclusions;
and

— facilifating one-on-one meetings with top management to review the summary report in detail.

5.7.4 Outcomes

The endofsement of the BIA results by top management should be documented according to established
document management practices. The BIA results can then be passed to the business.continuity strategy
selection process.

5.8 After the BIA — Business continuity strategy selection

Following the completion of the BIA, the organization should contirue to business continuity strategy
selection| Approved business continuity requirements enable ¢he” organization to determine apd
select appropriate business continuity strategies to enable an effective response and recovery fronra
disruptive incident. Examples include the following:

— alterIate workplace arrangements;
— altermate supply chain arrangements;

— ICT recovery options;

— alterIate sources of people;
— alterpate sources of equipment;
— workprounds and alternate procedures.

The BIA 1hay also lead to a recensideration of how the organization delivers its products and serviges
(see Anndx D).
6 BIA process-monitoring and review

Organization sheuld review/perform the BIA process on a periodic basis (typically annually) or as pgrt
of organizational change that may affect the accuracy of business continuity requirements.

Top management may publish an annual strategic plan or review that confirms or revises the
organization’s strategic objectives. A change in the strategic objectives of the organization may be

— reflected in the business continuity policy by a change in the scope of the BC programme, by adding
or removing certain products and services or

— a change in the priorities of products and services which may initiate a review of each BIA at the
process and activity levels.

A review of different components of the BIA process may be triggered by the following considerations:
— annual review;

— strategic directional change;
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— product or service change;
— regulatory change;
— customer and/or contractual change;

— operational change, including new/change application/ICT, supply chain (insourcing/outsourcing),
and site/facility resources;

— structural change;

—{[ Tollowing a business CONtINUIty €Xercise,
—| following a disruptive incident.

Injareas of the organization which have changed little since the last BIA, it may be appropriatg to check
and confirm the previous results rather than conduct a full review.

© IS0 2015 - All rights reserved PROOF/EPREUVE 15
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Busin

Annex A
(informative)

ess impact analysis within an ISO 22301 business continuity
management system

Table A.1 — Business impact analysis within an ISO 22301 business continuity management
system
ISO/TS 22317 IS0 22301
Introductjon 0.3 Components of PDCA in this International Standafd
4.2 BC prqgramme context and scope 4 Context of the organization
4.3 BC prqgramme roles 5.4 Organizational roles, respensibilities and authorities
7.2 Competence
4.4 BC prqgramme commitment 5 Commitment
4.5 BC prqgramme resources 7.1 Resources
5 Performling the business impact analysis 8.2 Business impact analysis and risk assessment
5.8 Next skep — Business continuity strategy selection |8.3 Busine§s_continuity strategy

16
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Annex B
(informative)

Business impact analysis terminology mapping

BT Business impact analysis terminology mapping
Some of these ISO 22301 terms are not used in this Technical Specification. However/these ferms are
common with respect to the performance of the BIA process.
Table B.1 — Business impact analysis terminology mapping
Nyumber |Term Definition ISO/TS$ 22317
referenices
Maximum Acc'eptable Outage Time it would take for adverse impacts, which might
(MAO) or Maximum Tolerable | . . >
1 : : . arise as a result of not providing a product/service|5.3.1
Period of Disruption (MTPoD or performing an activity, ta become unacceptable
or MTPD) p & Y, ptable.
Minimum level of servi€es and/or products that is
acceptable to the organization to achieve its business
p Minimum Business Continu-| Objectives during a disruption. -—
ity Objective (MBCO) Note: This shoufd'not be confused with BC objectives|
in I1SO 22301:2012, 6.2 which refer to BC programme
objectives
Targettime following an incident for:
Preduct or service delivery resumption, or
Activity resumption, or
Recovery Time Objective |Resources recovery
3 (RTO) 5.3.1
NOTE For products, services and activities, the recovery
time objective must be less than the time it would take
for the adverse impacts that would arise as a result
of not providing a product/service or performing an
activity to become unacceptable.
Recovery Point Objective| . S . .
4 (RPO) or Maximum Data P01ntt0dwh1ch{)r11f01}‘lmat1(l)n. used by an act1v1tymusltbe 54
boss (MDL) restored to enable the activity to operate on resumption. |~

© ISO 2015 - All rights reserved
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C.1 Bu

This Anné
matter ho
can be co

The organization should consider the following factors which may influence the selection of the meth
or metho

In genera

The metl]ods to ensure information consistency, regardless of information collection method, are {
following:
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Annex C
(informative)

usiness impact analysis information collecting methods

the in
or su

previ

the need to create business continuity awareness with BC grogramme participants: Is busing

conti
the c

BIA
pract]

BIA 1
time

docu
inter
surve
work

sceng
of im

Siness Impact analysis information collecting methods

x summarizes common methods to collect information necessary to reach BIA conclusions.
w information is collected, it should be collected in a consistent manner so that theinformati
mpared across the organization.

Is:

formation needed: Is the information required to perform the analysis quantifiable/discr¢
bjective?;

pus experience with performing a BIA: Is this the first BIA performed?;

huity an understood concept and are its outcomes known among interested parties?;
mplexity of the business: How complex are the activities within the scope of the BIA proces|

process participant competency: What skills and experiences do business continu
itioners have with implementing the BIA pro€ess?;

constraints for those representing activities?

, the five most common methods-of BIA information gathering are
mentation review,

Uiew,

y/questionnaire;

5hop, and

rio-based exercise (caution is advised as different scenarios may resultin different magnitug
bact):

provi

de training for those who are leading or participating;

identify information requirements;

provi

perfo

de oversight or quality assurance of outputs;

rm a trial of information collection method before implementing on a whole scale.
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C.2 Documentation review
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The organization should review the following documentation as an essential step in preparing for
interviews, developing survey questions, and eventually performing analysis-related work:

strategy documents;
marketing materials;

annual reports;

Or
ne
de]

Al

business performance metrics;

standard operating procedures describing day-to-day task execution;
equipment and information and communications technology (ICT) lists;
insurance policies;

post-incident reports;

training materials;

prior BIA information;

process documentation;

organizational charts;

roles and responsibilities;

customer-related service level agreements;

contractual requirements.

Interview

ganizations may perform interviews to enable discussion regarding day-to-day operations
eds, obligations, and possibleimpacts if a disruptive incident were to affect the activity’s capability to
liver processes, and products or services.

Though many ways to.structure an interview exist, topics should include the following:

BIA process overview, objectives, desired outcomes, and the relationship of the BIA prod
remaining/husiness continuity planning process;

BIA patticipant expectations;

the'relationship of activities to processes;

resource

ess to the

lcocucolan

next steps, including a review of the interview summary, comments and corrections, and

The activity discussion may cover the following topics:

approval.

activity overview and relationship to products and services and processes, with emphasis on key
tasks and the timeframes necessary to perform the activity as a whole or the subordinate tasks

(including fluctuations in demand or peak operating periods);

resource dependencies and requirements (see 5.5.1), including existing workarounds and how long

they remain viable;

known impact associated with process downtime (see 5.3.1);

© IS0 2015 - All rights reserved PROOF/EPREUVE
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— known activity-specific obligations.
Interview good practice includes the following:

— prepare adequately, which often includes an agenda with instructions for the interview participant
on preparing for the interview;

— research on the activity in order to inform interview questions;

— repeat key information to ensure it was heard accurately;

— docufment an INterview summary, solicit reedback, and obtain approval.

C.4 Survey/Questionnaire

Organizations may use surveys or questionnaires to effectively collect discrete inforntation, meaning
informatipn with a finite number of possibilities or information that can be quantifieds Organizatigns
can choode to deliver surveys as

— hard{copy documents,
— electronic documents, or
— onlinp survey service.

[t is important that the questions be clear in their intent and language, and a contact should be provided
to resolvd questions that the interviewee may have.

Common purvey content may include the following:

— validation of the impacts associated with a disruptive incident, including how the impact changes
over fime;

— ident|fication of additional legal, regulatory, or contractual obligations specific to the activity;

— identjfication of resource dependencies)and requirements, as well as recovery timeline followin
disruptive incident.

=)
QO

P

C.5 Warkshops

Workshops with participants representing different activities or processes may be used to collect similar
informatipn to interviews but in addition may develop and share outcomes with the group in order t

v

— prodiice additiofial, more complete information and

— resolye competing, possibly unrealistic expectations.

C.6 Scemario-basedexercise

Using a scenario-based exercise enables participants to decide on the priority of products and services,
processes, and/or activities within the context of a simulated disruptive incident. At a top management
level, the exercise should be sufficiently challenging that the tolerance of customers is stretched to
breaking point so thatimpacts can be identified and evaluated and difficult decisions about priorities can
be made. At a process and activity level, an exercise can explore the logistics, timing and dependencies
on other activities and supply chains.

For a top management exercise, scenarios should be kept simple so that participants concentrate on
priorities prompted by information injects relating to external pressures such as complaints from
customers and media pressure. Time should be allowed for priorities to be debated rather than following
a strict incident timeline.
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