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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bod

ies

(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

established has the right to be represented on that committee. International organizations
non-goverhmental, in liaison with ISO, also take part in the work. ISO collaborates closely with
Internationgl Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main ftask of technical committees is to prepare International Standards. Draft International Standa
the technical committees are circulated to the member bodies for voting. Publication as
Internationgl Standard requires approval by at least 75 % of the member bodies casting.a-vote.

In other cjrcumstances, particularly when there is an urgent market requirement for such documents
technical gommittee may decide to publish other types of document:

— an ISQ Publicly Available Specification (ISO/PAS) represents an agreement between technical experts
an ISQ working group and is accepted for publication if it is approved by more than 50 % of the memb
of the |parent committee casting a vote;

— an ISO Technical Specification (ISO/TS) represents an agréement between the members of a techn
commfittee and is accepted for publication if it is approved by 2/3 of the members of the committee cast

e years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmed,|it is reviewed again after a further_three years, at which time it must either be transformed into
Internationgl Standard or be withdrawn.
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Attention i$ drawn to the possibility that some of the elements of this document may be the subject of patent

rights. ISO| shall not be held responsible’for identifying any or all such patent rights.

ISO/TS 21p47 was prepared by-Technical Committee ISO/TC 215, Health informatics.
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Introduction

The healthcare industry is faced with the challenge of reducing costs by moving from paper-based
to automated electronic processes. New models of healthcare delivery emphasise the need
information to be shared among a growing number of specialist healthcare providers and across
organizational boundaries.

processes
for patient
traditional

Pa
sitq
Du

ber-based patient records have traditionally been stored in archives which were once located
s; however, it is now common that these documents are located in the organization's centraliz
e to lack of space or to ensure safekeeping, paper data from archives have been transferred to n

WH
on
ha
ca
ordanizations. Centralized administration provides opportunities for managing good data se
utiljzation of archival information in accordance with the patient's requests.

en patient data are transferred to an electronic format, data are either maintainedin a simple d
paper printouts in an archive. During the past few years, electronic archives jndependent of bag
e been created, such as DICOM - a standard archival system for medicalkimages. An electro

Elgctronic data storage is threatened by the same basic hazardssas\paper storage. Data can disap
ability to read and understand it can be lost. Electronic media/such as magnetic tapes, diskettes
disks can break, be destroyed or get lost. We only have a few decades of experience as to their
Mdrely retaining the media does not guarantee that the data will be available. As computer har
software are quickly upgraded, older, yet still-functioning media cannot be used with current

software because they are no longer able to read the stored data. With the development of tech
muyst be prepared to transfer old data to new media whenever necessary. Data structures mu
comverted or else unstructured data must be used.

Isspes of stability and integrity threaten.the” storage of electronic data more than paper-based
unlawful usurping or copying of data must also be effectively prevented.

near work
ed archive.
icrofilm.

atabase or
ic systems
hic archive

become a shared information storage system, an archive containing different software and even different

curity and

bear or the
5 and hard
durability.
dware and
readers or
nology, we
st also be

data. The

Eldctronic patient records must be available throughout their whole lifecycle. The need to accgss patient

redords regardless of place andtiime has increased data transfer between service provider organiz
hedlthcare professionals within-the last few years. Particularly, data transfer involving different so
grdatly increased over the past few years. The objective to reinforce patient rights to self-determi
pafticipation in healthcare-at its different stages invites the opportunity for the patient to gain more
comcerning his or her-care.

An| EHR-archive {web-based, regionally centralized or organization-specifically distributed) can n
afgrementioned data usage and transfer needs in a cost-effective and information-secure way.
health services across national borders is continuously increasing due to mobility of i
int¢rnationalization of companies and virtualization of health services. In cases where the E}

disgleses records over borderlines, it is necessary that the archive be trusted.

ations and
ftware has
hation and
nformation

anage the
'he use of
hhabitants,
HR-archive

The healthcare environment is unique. Any information system planned for use in this domain should

understand healthcare-specific features such as:
specific ethical and legal environments;

in cases where personal health information is accessed, used or disclosed, privacy protection
taken into account;

© 1SO 2010 — All rights reserved
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— in many countries, citizens/patients have the right to control the use or disclosure of their records using
opt-out and/or consent methods;

— citizens/patients can have the right to know who has used their electronic health records (EHRs) and for
what purpose;

— health service providers or service provider organizations have the responsibility for managing the
records;

— EHRs

have a very long preservation time;

— EHRQ
— EHR
— specif]

— the in
rules;

— the ngture of the EHR or its parts can change during the preservation time;

— EHR

ontent is sensitive and has specific context and purpose;
ontent can grow (e.g. be dynamic) during the preservation time;
c responsibilities for EHR management or use;

ormation content of the EHR has context, purpose and sensitivity based<acecess and disclos

ontent should be understandable during the whole preservationtime;

— for cd

Not all of
countries
environme,
and archiv

Digital ard
developing
unique nat|

a) health

b) the ca
provid

c) datac
d) a high

e) there

occur;[ng during the preservation time of the EHR.

nfidentiality and legal purposes, it might be necessary.:te prove the non-repudiation of eve

e above-mentioned features are unique for healtheare. Features described are common for m
n the world, but there are also variations -depending on national regulatory and normat
hts. In any case, it is clear that healthcare forms a unique environment for records managem

ng.

hiving is not a healthcare-specific.quéestion. Digital libraries and many other organizations
both the necessary technology and the requirements for digital archiving. However, based on
ure of healthcare information, the following healthcare-specific questions remain to be solved:

information has a very long-preservation time (up to 100+ years);

ntent (e.g. data objectsf/documents) of the EHR can be dynamic during its lifetime (e.g. the sery
er can add new fixed parts to the record before it is sent to the eArchive);

pntent is sensitive;
degree-of'security, confidentiality and privacy protection is required;

sa-strong legal framework regulating who can access, what and when;

ure

nts

ost
ive
ent

are
the

ice

f)  data objects have context, purpose and sensitivity based access/disclosure rules;

g) the nature of data can be legal for a given period;

h) non-repudiation of data and evidence should be secured during the whole preservation time.

Standards already exist for long-term preservation of digital documents. For example I1ISO 14721 defines a
reference model for open archival information systems (OAIS). The ISO 15489 series, clearly shows how any
organization can systematically and effectively improve their record-keeping. ISO 19005-1 defines a standard
file format for preservation.

Vi
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Many countries have already developed frameworks or “codes of practice” for preservation of health records
(Annexes B to F). It is possible, based on already existing standards and national frameworks, to develop an
international standard and guidelines, setting requirements for the secure archiving of electronic health
records.

© ISO 2010 — All rights reserved vii
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Health informatics — Security requirements for archiving of

electronic health records — Principles

— The electronic file of this document contains colours which are consi
ful for the correct understanding of the document. Users should therefore consider pr
cument using a colour printer.

us
do

Scope

b purpose of this Technical Specification is to define the basic principles heeded to securel
Ith records in any format for the long term. It concentrates on previously ‘documented healthcg
ardhiving problems. It also gives a brief introduction to general archiving_principles. Unlike the
approach to standardization work, where the perspective is that of modelling, code sets and mes
Teghnical Specification looks at archiving from the angle of document management and relat
prdtection. The document management angle has traditionally been.used in connection with patient
paper form and it can also be applied to digitally stored documents. There are different architdg
technical ways to develop and implement long-term preservation. of electronic health records. Archiy
a function of the online record-keeping system, and we.cah have a separate independent ar
federated one. Electronic health records are, in many cases, archived in the form of documents
teghnical solutions also exist.

In [this Technical Specification archiving is understood to be a wider process than just the
prgservation of selected records. Archiving of\EHRs is a holistic process covering records mg
retention, disclosure and destruction when thé record is not in active use. Archiving also includes
EHR system should perform before the record is sent to the EHR-archive.

Th
lon

s Technical Specification defines\architecture and technology-independent security requireme]
g-term preservation of EHRs having fixed content.

This Technical Specificatiop-'and a complementary Technical Report, ISO/TR 21548, concentr
seg¢urity requirements (integrity, confidentiality, availability and accountability)
ad¢quate protection of-health information in long-term digital preservation. This Technical Speci
alsp address privacy-protection requirements for both the EHR and eArchiving systems used in the
enyironment.

Th
prg

s Technical\Specification defines functional security requirements for long-term archiving of EH
ctical archiving models and technology required are outside the concept of this Technical Specifi

It i$ also outside of the Scope of this Technical Specification to comment on the following.

necessary fo]i

red to be
nting this

y preserve
re-specific
traditional
sages, this
ed privacy
records in
ctural and
ing can be
chive or a
but other

permanent
intenance,
tasks the

nts for the

te on the

ensuring
ication will
healthcare

Rs, but the
cation.

The creation, management and storage of active health records (records which can be modifie
and accessed any time at the level of a single object or item) inside the EHR-system. Ho

d, updated
wever this

Technical Specification defines responsibilities and tasks the EHR-system should undertake before it

transfers an EHR to the electronic archive.

The content of information submission packets sent to the EHR-archive. However this
Specification defines security requirements for those packets.

core or HL7 CDA header) in the eArchiving process.

Implementation of security services such as PKI, electronic signatures, etc.

© 1SO 2010 — All rights reserved
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— Any of the storage times of EHRs or media applicable for their storage; rather, these will continue to
provided in accordance with national legislation.

2 Normative references

be

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.
ISO/IEC 1

ISO 14721|, Space data and information transfer systems — Open archival information system — Refere
model

ISO 15489-1, Information and documentation — Records management — Part 1: General
ISO/TR 15489-2, Information and documentation — Records management — Part 2: Guidélines

ISO/IEC 11799, Information technology — Security techniques — Code of practice\\for information secu
management

ISO/TS 1808, Health informatics — Requirements for an electronic health record architecture
ISO/TR 18492, Long-term preservation of electronic document-based information

ISO/TR 2148, Health informatics — Security requirements for archiving of electronic health recordd
Guidelines

ISO/TS 22B00-1, Health informatics — Privilege managemeht and access control — Part 1: Overview ¢
policy marflagement

ISO/TS 22B00-2, Health informatics — Privilege managément and access control — Part 2: Formal models

ISO 230811, Information and documentation — Records management processes — Metadata for recordd
Part 1: Pripciples

ISO 27799, Health informatics — information security management in health using ISO/IEC 27002

EN 13606 (all parts), Health informatics™— Electronic health record communication

3 Terms and definitions

For the pufposes of this document, the following terms and definitions apply.

3.1 General térms

3.141

ce

rity

anad

applicatio

any software process used in healthcare information systems, including those without any direct role in

treatment or diagnosis
NOTE In some jurisdictions, software processes can be regulated medical devices.
3.1.2

archive
organization that intends to preserve information for access and use for any designed users or process

NOTE Adapted from OAIS Red Book, June 12, 2001. Electronic archive (EHR-archive) preserves information in

digital format. It is an information system that manages and provides access to records through their whole lifecy
EHR-archive is an archive preserving digitalized health records.

cle.

2 © 1SO 2010 — All rights reserved
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31.3
archiving process
holistic long-term preservation process covering the whole lifecycle of the health record

314

administration

archival entity that contains the services and functions needed to control the operation of functional entities on
a day-to-day basis

3.1.5
content information
sefl of information that is the original target for preserving

re-|nterpretable representation of information in a formalized manner suitable \»for communication,

storage, maintenance, and access to a digital object over a long time, usually as a consequence ¢f applying
or more preservation strategies

NOTE 1  Adapted from ELAG') 2001.

NQTE 2  Preservation consists of processes and operations involved in ensuring the technical and intellectual survival
of quthentic records through time (see ISO 15489-1).

holjstic long-term preservation process covering the whole lifecycle of the electronic health record (EHR)

comprehensive, structured sety‘of clinical, demographic, environmental, social and financial| data and
information in electronic form, documenting the healthcare given to a single individual

NQTE Adapted from(ASTM E1769.

3.111
EHR-archive
EHR-archive-that preserves fixed EHRs for a long time

3.1.12
EHR-system
sefl of components that forms the mechanism from which patients, records are created, used, $tored and
retrieved.

NOTE 1 It includes people, data, rules and procedures, processing and storage of data, and communication facilities.

NOTE 2 A narrow definition says that the EHR-system is a system for recording, retrieving, and manipulating
information in electronic healthcare records. See EN 13606.

1) European Library Automation Group.

© 1SO 2010 — All rights reserved 3
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3.1.13
fixity

permanent character or condition

NOTE

Fixity information is that which documents mechanisms to ensure that the Content Information object has

been altered in an undocumented manner. See ISO 14721.

3.1.14

healthcare organization

officially re

gistered organization that has a main activity related to healthcare services or health promotion

not

NOTE 1

NOTE 2
specific rolg

3.1.15
health pra
person wh

NOTE 1
include loca
recognised

NOTE 2
registration
recognised

EXAMPLE

3.1.16
informatid
any type o

3.1.17

long-term
act of main

3.1.18

metadata
data descr
ISO 15489

3.1.19

patient/consumer

person wh

Examples include hospitals, internet healthcare website providers and healthcare research institufions.
The organization should be recognised as legally liable for its activities but need not be registered for
in health. An internal part of an organization is called here an organizational unit as in X.501.
fessional

b is authorized by a nationally recognised body, to be qualified to perform certain health services

The types of registering or accrediting bodies differ by country and profession. \Nationally recognised boq
| or regional governmental agencies, independent professional associations and’ other formally and nation
brganizations. They can be exclusive or non-exclusive in their territory.

A nationally recognised body in this definition does not imply one nationally controlled system of professiq
but in order to facilitate international communication it would be ‘preferable that one nationwide director
health professional registration bodies exists.

Physicians, registered nurses and pharmacists.

n
knowledge that can be exchanged

preservation
taining information in a correct.and independently understandable form over a long time

bing context, content and structure of records and their management through time

-1:2001, definition-3.12.

D is the-feceiver of health-related services and an actor in a health information system

3.1.20

its

ies
ally

nal
of

privacy

freedom from intrusion into the private life or affairs of an individual when that intrusion results from undue or

illegal gath

ering and use of data about that individual

ISO/IEC 2382-8:1998, definition 08.01.23.

3.1.21

privacy protection
implementation of appropriate safeguards to ensure the security and confidentiality of data records, as well as
to protect the records against threats or hazards that could result in substantial embarrassment, harm,
inconvenience or unfairness to any person

© 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=22669de219843929500af43d937ba138

ISO/TS 21547:2010(E)

3.1.22

privacy policy

privacy protection policy

document that states, in writing, principles of data protection used by an organization

NOTE It can be national as is the NHS Care Record Guarantee or local, made by an organization.

3.1.23

records management
field of management responsible for the efficient and systematic control of the creation, receipt, maintenance,
use_and dispaosition of records

E1 Adapted from the NHS Code of Practice.

E2 The EHR-system is a typical record-keeping system.

reference information
infprmation that provides identifiers that allow an outside system to refer unambiguously to thg particular
infprmation

3.1.26

replication
digjtal duplication where there is no change to the information

3.1.27
structure information
information that imports knowledge about how other information is organized

Security services terms

megans of ensuring thaththe resources of a data processing system can be accessed only by [authorized

acc¢ountability
prdperty that ensures that the actions of an entity may be traced uniquely to the entity

ISO 7498-2:1989, definition 3.3.3.

3.23

asymmetric cryptographic algorithm

algorithm for performing encipherment or the corresponding decipherment in which the keys used for
encipherment and decipherment differ

ISO/IEC 10181-1:1996, definition 3.3.1.

© 1SO 2010 — All rights reserved 5
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3.24
authenticity
quality of being authentic or of established authority for truth and correctness

NOTE An authentic record is one that can be proven to be what it purports to be, to have been created or sent by
persons purporting to have created or sent it and to have been created or sent at the time purported [Records
Management, NHS Code of Practice].

3.2.5
authentication
process of reliably identifying security subjects by securely associating an identifier and its authenticator

NOTE See also data origin authentication (3.2.11).

3.2.6
authorizafion
granting of| rights, which includes the granting of access based on access rights

ISO 7498-P:1989, definition 3.3.10.

3.2.7
availability
property of being accessible and usable upon demand by an authorized entity

ISO 7498-P:1989, definition 3.3.11.

3.2.8
confidentiality
property that information is not made available or disclosed to“unauthorized individuals, entities, or processg¢s

ISO 7498-P:1989, definition 3.3.16.

3.29
cryptography

discipline which embodies principles, means_and methods for the transformation of data in order to hide
information content, prevent its undetected modification and/or prevent its unauthorized use

its

ISO 7498-P:1989, definition 3.3.20.
3.210
data integrity

property that data have natbeen altered or destroyed in an unauthorized manner

ISO 7498-P:1989, definition 3.3.21.

3.2.11
data origin authentication
corroboratmmm;a&e@med—' i i

ISO 7498-2:1989, definition 3.3.22.

3.212
decryption
process of obtaining, from a cipher text, the original corresponding data

ISO/IEC 2382-8:1998, definition 08-03-04.

6 © 1SO 2010 — All rights reserved
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3.2.13

digital signature

data appended to, or a cryptographic transformation [see cryptography (3.2.9)] of a data unit that allows a
recipient of the data unit to prove the source and integrity of the data unit and protect against forgery, e.g. by
the recipient

ISO 7498-2:1989, definition 3.3.26.

3.214
identity authentication
id i idation

pefformance of tests to enable a data processing system to recognise entities

ISQ/IEC 2382-8:1998, definition 08.04.12.

3.2.15

idgntifier

piece of information used to claim an identity, before a potential corroboration by a corfesponding
authenticator

ENV 13608-1:2000.

3.

intpgrity

prdof that the message content has not altered, deliberately or accidentally in any way, during transission

uence of symbols that controls the operations of encipherment and decipherment
7498-2:1989, definition 3.3.32.
.2.18

management
eration, storage, distribution, deletion, archiving and application of keys in accordance with B security

selvice that provides proof of the integrity and origin of data (both in an unforgivable relationship)|which can

E lAva wider meaning, non-repudiation means there is unforgivable evidence that a specific action hag occurred.

set of behaviours that is associated with a task

3.2.21

security

combination of availability, confidentiality, integrity and accountability

ENV 13608-1:2000.

© 1SO 2010 — All rights reserved 7
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3.2.22
security p

olicy

plan or course of action adopted for providing computer security

ISO/IEC 2382-8:1998, definition 08.01.06.

EXAMPLE
within a spe

3.2.23

A set of laws, rules and practices that regulate how sensitive information is managed and distributed

cific system.

security service

service, pr|
or of data {

ISO 7498-

3.2.24
informatig
protection
modificatio

3.2.25
informatig
document
assets

3.2.26
security c|
category t
unauthoriz
required

bvided by a layer of communicating open systems, which ensures adequate security of the syste]
ransfers

P:1989, definition 3.3.51.

n security
of information from (accidental or intentional) unauthorized access, use;\disclosure, disrupti
n or destruction

n security policy

assification
b which personal information and material is assigned to denote the degree of damage t

4 Abbreviated terms

— CDA
— EHR
— HL7
— ISMS
— PKI

— LAN

Clinical documentation architecture
Electronic health record

Health level 7

Information security management system
Public key infrastructure

Localarea network

ms

on,

that states, in writing, how an organization plans to protect its"physical and information technology

hat

ed disclosure would cause a person or his/hef-relations and to denote the degree of protectiion

— NHS

National Health Service

— PACS
— TTP
— XML

— VPN

Picture archiving and communication system
Trusted third party
Extensible mark-up language

Virtual private network
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5 General

Healthcare service providers are realizing many benefits when they are using digital technology for archiving
health records. The most commonly mentioned benefits are:

— cost savings;
— new possibilities for information sharing;

— new ways to support clinical workflows;

—| data are available online on a 24 h/7 d basis.

Fram an archiving viewpoint, we have to understand that archiving personal health information |in digital
format produces not only benefits, it also gives rise to new security and confidentiality problem's:

—| digital material requires constant maintenance in order to stay alive;

—| digital information can be easily corrupted, disseminated and copied without recognition;
—| digitally stored information is easily accessed over traditional organizational borderlines;
—| digital documents have a shorter lifecycle than paper documents;

—| digital documents are usually closely linked to media, and any media we currently know may soon
become inaccessible;

—| information retrieval is dependent on software versions used;
—| risks due to malicious code and viruses.

For digital archiving, the difference between<paper and digital is extreme. However, digital archiving is not a
healthcare-specific question. Digital libfaries and many other organizations are developing poth the
neg¢essary technology and requirements-for digital archiving. Based on the unique nature of hgalthcare
information, many healthcare-specific\questions remain to be solved:

—| health information has veryong preservation time (up to 100+ years);

—| healthcare data objeCts/documents are dynamic during the whole lifetime;
—| healthcare dataare context sensitive;

—| the data content is sensitive;

—| a highrdegree of security, confidentiality and privacy protection is required;

— | _there is a strong legal framework regulating who can access what and when;

— data objects have context, purpose and sensitivity based access/disclose rules;
— the nature of data can be legal for a given period;

— non-repudiation of data and evidence should be secured during the whole preservation time.

© 1SO 2010 — All rights reserved 9
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6 EHR-archive and eArchiving process

6.1 EHR and record

6.1.1 Overview

In this Technical Specification we are defining security requirements for the long-term preservation of EHRs.
ISO 15489-1 is another International Standard already used in healthcare. Therefore it is necessary to
understand special features of the EHR.

There are g great variety of definitions for a record. A record is:

— anythiphg (e.g. document) providing permanent evidence of or information about past events;
— apermanent form;

— adocyment that can serve as legal evidence of a transaction;

— recorded information;

— a collgction of related data;

— what you retrieve when you search in a database;

— a written document;

— an indjvidual component of a database;

— a collgction of related fields;

— a datgbase record consisting of one set of.tuples for a given relational table; in a relational database,
records correspond to rows in each table;

— a composite variable that can store data.values of different types.
ISO 15489-1 has defined the record-in-the following way:

A record i§ information created; received, and maintained as evidence and information by an organization] or
person, in pursuance of legal-obligations or in the transaction of business.

The definifion of healthtrecord varies in different countries. A number of definitions for the term “EHR" glso
exist worldqwide. There(is no internationally accepted definition for the EHR (see ISO/TS 18308). Differeng¢es
reflect different shades of meaning between different countries and organizations. It is possible that the
information content of the EHR is restricted compared to the content of the Health Record. Generally we ¢an
say that thg Health Record may not equal EHR.

Two widely used definitions for the EHR are:

a) a comprehensive, structured set of clinical, demographic, environmental, social, and financial data and
information in electronic form documenting the healthcare given to a single individual (ASTM E1769);

b) a longitudinal collection (e.g. produced by encounters in one or more care settings) of personal health
information for a single individual, entered or accepted by a healthcare provider, and stored electronically
(HINA 2000).

It is also possible to speak about Regulated or Legal Health Records and Primary Records. AHIMA (American

Health Information Management Association) defines the legal health record as “generated at or for a
healthcare organization as its business records and is the record that would be released upon request”.
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To highlight how the EHR has been defined in different countries, we can take two examples, the UK and
Finland. In the UK, the NHS the Code of Practice speaks about NHS records. Typical NHS records are:

patient records (e.g. GP medical record and speciality records);
records of private patients;
some registers (e.g. accident and operating theatre registers);

administrative records (e.g. financial and accounting records and notes).

In Finland the EHR is a legal record of a single patient created by the service provider organization

the
on

ca

W

The institutional EHR can be:

Independent of the way the EHR is archived (e.g. as a single record or in the form of connecte
redords), it is necessary to prove not only the integrity of one record but also the integrity of all
redords forming‘the logical EHR during the whole preservation time.

Typical saluiions to manage an EHR including more that one fixed part are registration service, m

tab

ce:I:tre, occupational care service provider and a single private physician). This means that‘in Finlar

care or treatment. This EHR is cumulative and lifelong at the level of a service provider. If Finlg

producing
nd the Act

Patients' Rights defines service provider organizations (e.g. secondary care hospitaly primary [healthcare

have many separate EHRs (which are cumulative at service provider organization level).
can also speak about logical EHRs. A typical logical EHR is:

an institutional EHR;

a longitudinal EHR;

a lifelong EHR.

a single physical record including all information on*one inpatient or outpatient visit or treatment;

d a citizen

a combination of records created by a service provider organization (e.g. lab or X-ray records and records
created by specialities) during a patientisyvisit or an episode of care; in this case separate records are

typically linked together to form a logical EHR,;

a cumulative personal record in¢luding information on all visits to one service provider organization; the
record can be a single physical.-cumulative record or it can include many linked cumulative sub-records

(or folders);

a collection of selected cross-organizational patient records.

le and’metadata technology.

i separate
connected

hster index

d are:

A

asedtechnologiesto-store-an
relational databases;

document management systems;

image management systems;

picture management systems;

specialized systems storing biosignals.
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Documents can also come in many formats, for example HL7 CDA, PDF or Word. Images can come in a
variety of formats such as JPG and TIFF.

One dimension of the EHR is the location where it is technically stored and managed. Typically it is stored in
the computer system of one service provider.

6.1.2 Distributed EHR architecture

Some countries use the distributed record architecture model. In this architecture the EHR can be defined as
a composite of physically distributed records (e.g. a summary of linked cross-organizational EHRs). In a
distributed model, it is _possible that the management of the EHR is not in the hands of a single service
provider. Therefore, the management of integrity of distributed EHRs requires specific actions.

Technically, EHRs can be linked together either horizontally or vertically. In the case of a vertically’linkgd,
distributed| EHR, the link point is typically a master index file. It is also possible to duplicate sonie content of
distributed|parts in the master repository (the SPINE in the UK is just this kind of master index repository).

6.1.3 Healthcare-specific features of the EHR

There are many healthcare-specific features in the EHR. One of them is that during-its lifetime the content of
the EHR includes both dynamic and fixed parts. The content is dynamic duringcthe’direct care or treatmgnt
process. Many health professionals and other persons who participate in the(care process can manage the
content of|the EHR based on their roles and privileges. It is also typical that some entities (e.g. automatic
analyser) ¢an automatically add new information to the EHR.

In most countries the content of the health record or some parts of it?) must be signed, after the care episgde
or treatmept, by the responsible physician in such a way that it issnot possible to make modifications to the
record. Affer signature the content of the record shall not be changed i.e. the record can be called a fixed
record. Depending on the EHR-architecture, it can include onlysone signed part or there can be a combinatjon
of many sgparately signed parts.

The cumulative EHR can include many (previously sighed) fixed parts and one dynamic part, the contentg of
which can pe updated during the ongoing care or tréatment process.

When thinking about eArchiving or long-term preservation, the EHR should be understood as a logical recqrd.
It can be p single physical record, any combination of connected/linked (sub)records and a compositd of
EHRs.

Fixed recdrds forming the logical EHR are preserved either in the EHR-archive or inside the EHR-system.
This mear]s that the eArchive can be a separate local or outsourced archive, or the eArchiving is just gne
function of|the EHR-system uséd, by the service provider organization.

The starting point of this Technhical Specification is the long-term preservation of a logical EHR, irrespectivg of
how manyffixed parts itincludes. Physically the EHR-archive can be centralized or distributed (for example fhe
administrative part can¢be nationally centralized, while other parts are archived at the local or regional level).

6.2 Archiving

Archiving smuch mora than iust 2 cimnlag nrasaervation —of naners—microfilms- or bhits Archiving i a
S—RHHGRA—ROFe—RaR—HSt—a—SHRAPIe—pFesSe/aHoR —paperS—RHGFoHR F—RHS—AFGRIHRG—IE

combination of:
— data reception management;
— data preservation and accessing management;

— security and privacy protection management;

2) Typically, the primary (legal) EHR will be signed by the physician responsible. It is possible that some components of
the EHR, such as laboratory tests, will not be signed by a physician.
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records management;

information description methods;

storage media technology.

6.3 EHR-archive

7:2010(E)

In healthcare an archive is defined as an organization that intends to preserve EHRs for access and use for
an identified group of consumers for a regulated period of t|me The archlve preserves and dlscloses EHRs or

storage of paper documents and pictures. In many cases, even when the service provider is

R-system, it has been a common practice to print the content of digital records on paper orin.a
long-term preservation purposes.

An
pre
pl
In
an

electronic archive preserves information in digital format. Differences between' paper
servation are extreme. Digital archiving is strongly dependent on software. New.-file formats, so
forms succeed each other rapidly and digital material requires constant maintenance in order tg
he case of digital archiving there is a danger that not only the functionality bdt also the structure

An
for
CUS
We
complete and authentic: it is what we believe it to be. This leads to a situation where the EHR-arc
no{ only the data but also meta-information (e.g. representation, description, content and context i
of the data, links between components, and required preservation information).

The EHR-archive stores a fixed content of data (patients' health-related data) with associated me
policies. The fixed content of data is (can be).déefined automatically by an application before it
ardhive. After the EHR is archived, its content cannot be modified or deleted by the archive
prgservation time expires. The EHR-archive'distributes fixed records; it cannot make any partial del
sighed EHR.

In some countries, the content of the~EHR can have a dynamic nature during its lifetime. The pat
can also be lifelong and cumulative (see Annex A). The dynamic nature means that the archived fi

i the context of archived bits and data streams can be lost after hardware-and software migration

electronic archive is designed to make information available in a correct'and independently undeg
m over a long time. In order for the preserved information to be both accessible and understandz
tomers needing it, even after a long time, information other than'the actual data will also have to
need to know what the data object is and what it is meant)te’do. The data should also be undamaged,

s been the
using an
film format

nd digital
tware, and
stay alive.
bf the EHR,
S.

rstandable
ble for the
be stored.

hive stores
nformation

fadata and
is sent to
before its
very of the

ent record
xed record

cam be sent back to the service provider for the next patient visit. During the care episode new infoqmation will

be [added to the original record before the updated record is sent back to the archive. Even in thi
ardhive preserves fixed records, but during its lifetime the content of the EHR can be cumulative.

In healthcare, it is typically not allowed (based on regulations) to make any changes to the con

redord after it has. been signed by the physician responsible. This means that only new fixed da

(cdmponents) cafi"be added to the record stored before it is sent to the EHR-archive. Generally

s case the

tent of the
ta objects
e can say

onllne rep03|tory is margmal

A permanent archive in healthcare is a special type of archive that stores EHRs permanently.

NOTE 1
value. Some records will be selected as archives and sent to a repository that has been approved for the
preservation of records. This kind of repository can be classified as a permanent archive.

NOTE 2
“end-archive” for research purposes.

NHS Code of Practice (see Annex B) defines archives as records that are appraised as having permanent

permanent

In Finland small numbers of records are selected for permanent preservation. Those records are moved to the

In real life, the EHR-archive cannot stand alone. Interoperability with EHR-systems is required. Figure 1

shows how the EHR-system, a long-term EHR-archive and the permanent archive are connected.
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T
EHR- i

system Transfer
Archive for fixed 7§
ﬁ/ | EHRs |
{ Perimanentarchive i

\4

Preservation time

Figure 1 — EHR-system, long-term EHR-archive and permanent archive

6.4 Backup versus EHR-archive
The backup is a digital migration of information within the archive or an EHR-gystem. The backup is used to
restore thg data to their original state after any disaster. Typical backup methods are refreshment, mirroripg,
replication|and transformation.

In the casg of the long-term preservation of EHRs, backup cannot replace the EHR-archive, but the backup is
one of the jnecessary functions of the archive.

6.5 Elements of the EHR-archive

ISO 14721| has defined the following four basic elements, for the archive (see Figure 2):
— archivpl storage;

— presefvation planning;

— data management (including requéstand access management);

— adminfstration.
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[ Preservation planning ]

Descriptive
information

Descriptive
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Data
management

Archival
storage

—* | Request Access | n>
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\
A Mo 0WCco
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[ Administration g\\ ]
(@)

Functional entities of the<Archive

Figure 2 — Elements of the open archive (ISO 14721)

Thpse elements are also basic elements for any-EHR-Archive.

6. Types of EHR-archive

The purpose of an EHR-system is, to support the direct care process. During this process, the patient
infprmation is used and updated:by a group of health professionals randomly and the integrity of data is not
seg¢ured online. Put another-way, the main purpose of the EHR-archive is just the long-term presgrvation of
fixgd patient records.

Different types of archive exist. An independent archive is a closed system aimed only at designated users.
Cotoperated archives’have common standardized submission and dissemination methods but np common
finding aids (e.g./no link repositories). Federated archives are based on the fact that different organizations
haye interest. in~the holdings of several archives. As the motive is to share some expensive [resources,
federated archives are systems with shared functional areas (ISO 14721).

An| EHR- arch|ve can, in actuallty, be a separate arch|ve (e g. secondary storage ") or an EHR-gystem can
bination is

used, the purposes of the EHR-archive and EHR- system are d|fferent

Federation between an EHR-system and an archive typically exists within an organization, but regional
solutions also exist. In this case, both the archive and the EHR-system share common privilege management
and access control systems and they can also have common data searching services.
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Figure 3 — Independent and federated archives

<F N

Federated| archives provide access via common search aids (e.g. via a common catalogue or query
distributior] method). Archives having a cemmon privilege management (a single access site) are exampleg of
federated archives, see Figure 3.

A federatgd EHR-archive can also .be created by linking geographically distributed EHRs together using a
centralized master index repository. This repository can be regional and even national. One example of this
kind of federated archiving system is the UK SPINE system. In SPINE, EHRs are preserved at local level, put
selected pprts of each patient record are copied to a common national repository (e.g. SPINE). The SPINE
also includes common_Search aids to enable the access of local EHRs. In this case a patient can have many
distributed|records, but' with the help of the SPINE services, it is possible to create a virtual personal EHR|for
all patienty. One benefit of federated EHR-archives is the increased availability of patients’ health informatipn.
However, & downside is maintaining the integrity of information located in SPINE and is, at the local leve|, a
demanding task:

There are different ways to combine EHR-systems and the EHR-archive. An EHR-archive can be understood
to be such an embedded part of the EHR-system that no formal archive exists at all. This kind of EHR-system
has one centralized security policy, access control and privilege management services. Online electronic
storage systems are typical of this kind of information system. Many patient information systems based on the
utilization of relational databases seem to be this kind of system. It is necessary to remember that an archiving
policy is still needed, and in this case the EHR-system also has to securely manage the long-term
preservation of patient records.

The EHR-archive and EHR-systems can form a co-operative information system. In this case the archive

communicates with the EHR-system, typically in the form of queries and answers. EHR-systems send and
receive information from the archive. Typical of this kind of system is PACS (Picture Archiving System).

16 © 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=22669de219843929500af43d937ba138

ISO/TS 21547:2010(E)

6.7 Online storage

Record systems called “online storage” exist in the healthcare environment. A typical application for online
storage is digital image processing and preservation (e.g. a PACS system). Records maintained in those
systems are aimed both at immediate work-flow support and long-term preservation of digitalized records. In
many cases records are stored in the data repository using a vendor-specific format, but for interoperability
purposes common data representation standards (e.g. DICOM) are used.

In many cases present online systems do not have a separate archive at all, but they are still undertaking the
long-term preservation of EHRs. Even in this case, the preservation process must be legal and fulfil national
cacurib and nrivacy nraotaction raauiramente cat for lanatarm nracarvatian It ic ~Aritcida thao cr\r)pe Of th|s
f=Avg MII\:] T rll.l'.\.ﬂ\l]. Proev vnl. LI \1ull. T ||\.v.vvl. T T TOTTg ¢ l.lll | A4 Tverer L TG TV TITOTO OO v.\l

Teghnical Specification to define security requirements for online EHR-systems, but selected reguisements set
by [this Technical Specification can be used to implement necessary security and privacy protectign services
forfonline storage systems doing long-term preservation tasks.

6.§ The eArchiving process for EHRs

Th
md
ne

brmation is
eservation

b eArchiving process in healthcare is both holistic and long-term. During this pfocess, patient infi
ved between the EHR-systems, the EHR-archive and customers. Throughout'the time-span of p
v fixed information packages can be repeatedly added to the EHR.

Typically the eArchiving process starts when information is extfacted from the EHR-database. The
EHR-system generates the archival packet (e.g. data and metadatd), which is sent to the EHR-archive. The

EHR-archive stores received information in fixed format for a defined period of time. The EHR-arc
reduested information packets back to the EHR-system; typically in the same format it has been red
EHR-archive can also destroy EHRSs.

There are differences between countries in how thé.'eArchiving process is defined. In some
eAfchiving process starts when the EHR is originally: created by the EHR-system (legacy system)
calle process and ends when the regulated preservation time is reached, and the record is dispose|
ardghive. On the other hand there are countries where the eArchiving process starts by the selection
forlpermanent preservation and EHRs are stored by a specific archiving organization.

In Finland (see Annex A), the eArchiving process starts when patient information is originally crez
lochl service provider and ends after the destruction of the record. This means that the servid

hive sends
eived. The

cases the
during the
d of by the
of records

ted by the
e provider

ordanization must manage at the\same time both active records inside its EHR-system and the external

eAfchiving process for fixed EHRs.

In {he UK (see Annex B)farchives are records appraised for permanent preservation and the term archiving is
use¢d in connection withthe permanent preservation of records in the place of deposit. The NHS definition for
redord managementcovers the creation, storage, management and disposal of records. The NHS code of
godd practice is’based on national requirements. In the UK, ISO 15489-1 is used as a record management

The Japanese model for eArchiving of health records is based on the use of 1ISO 14721 and 1SO 15489-1

(sge Annex C). The eArchiving process only covers occurrences inside the EHR-archive.

Both the healthcare service provider and the archival authority of the EHR-archive have responsibilities during
the eArchiving process. Responsibilities are typically defined by the national legislation. In some countries the
service provider has the responsibility to securely manage the record during the whole archiving process (e.g.
the EHR-archive is preserving EHRs “on behalf of the service provider”).

In the healthcare environment, the EHR-archive and EHR-systems are functioning together. There are
different ways to realize this co-operation. Figure 4 describes a typical model, where the EHR-system and the
EHR-archive communicate with each other using standardized messages. In this model the task of the EHR is
to capture selected information from a local database (for example from a relational DB repository) and add
necessary meta-information to the information packet (including data objects and metafile) before it is sent to
the archive for long-term preservation. The archive receives information packets, adds meta-information
required for archiving purposes to the data object, and finally stores those “archival packets”. The archive
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discloses data objects based on requests from designated users. This cyclic archiving process described in
Figure 4 covers the whole lifecycle of the EHR. The meta-information added to data before it is sent for
long-term preservation also includes security and privacy protection information connected to all data objects.

Another model is to move inactive data from the online EHR-system to a secondary storage system. The
security information of the EHR can be stored either in the metafile of the EHR or in a separate obligation
repository. The stored data and meta-information are linked together (for example using unique identification).
The secondary storage can be part of an online computer system or information can be stored using CD/DVD
technology.

PRI R ] -_—

I Laws, guidelines, standards, ferms |
1 data sfructure etc. 1
|

D Y I standards, etc.
Data
return
to its
owner Data eArchive

In this Technieal Specification the eArchiving process includes the following activities:

18

Databas N
Metadata }Da‘ra E> metadata

DATA object i
Data Data
fransfer object Evidence
EHR-$ystem record

e ===
1

Laws, guidelines,

: Preservation norms,

: Data disclosure
1 to customers
]

object

B
Archive /
f

Metadatq | patq
DATA

L L
Electronic notary

Figure 4 — A model of the eArchiving process

security services when data are captured from EHR-systems to the structure needed by the EHR-archive;
creation of security information connected to data objects and the linking of this information to the data;

security services needed during the data transfer from the EHR-system to the EHR-archive and vice
versa;

services needed by the EHR-archive to create a secure data “packet” for long-term preservation;

security services during the preservation time and in the case of data disclosure.
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Data can be transferred from the EHR system files to the EHR-archive in different ways and using different
technology. One practical method is to send health records to the archive as digital documents together with
associated meta-information (for example in the header of an HL7 DCA document or the metadata can be
stored in attributes of the data objects).

The EHR-archive can store the received documents in the form of fixed documents together with the
connected meta-information. An alternative is to use the weeding method and move selected records to a
secondary storage area of the EHR-systems and store the needed meta-information (including security rules)
in a separate repository.

It i
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ween the EHR-system and the EHR-archive. The purpose of this Technical Specification is\{
hnology-independent security requirements for the archiving process. It is also outside the ‘sc
chnical Specification to comment on the methods used for actual records managemernt|inside
hive and EHR-system. ISO 15489-1 can be used for those purposes.

eArchiving process and records management
D has developed two major documents for records management, ISO 15489-1 and ISO/TR 154
-part ISO 15489 provides guidance for managing all types of records. Fhe.above-mentioned dog
include the management of archiving of records within archival institutions.

b archiving of health records is more than just records management, but there are also similg

hive for long-term preservation by the EHR-system. Archived EHRs are managed during the p
iod by the EHR-archive.

b viewpoint of this Technical Specification is not limited to records management inside the EHR|
EHR-archive. Instead, it covers the whole longsterm eArchiving process (see Figure 5) and it

I 1ISO 15489 can be used together.

s Technical Specification gives additional requirements and guidelines for the management o
rchiving process.

h the EHR-system and the)EHR-archive must, as a part of their internal management prg
nage health records (see’ Annex B and Annex C). Annex E compares security requireme
D 15489 and this Techhical Specification.
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Figure 5 — Areas covered by the eArchiving process
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Environment of the EHR-archive

Figure 6 shows the ISO 14721 model of an archiving environment. In the healthcare environment an
information producer can be a:

local EHR-system;
foreign EHR-system;

external laboratory, X-ray laboratory;

Cu
ac

health professional;
patient/citizen;
automatic instrument or analyser used by the patient at home;

implanted measuring instrument.

D

Producer Archive Q‘< - Custom

A\

Management ISO 14721

Figure 6 — The environment of the EHR-archive

stomers of an EHR<archive are persons or information systems that interact with the archive
ess preserved information. In the healthcare environment typical customers of an archive are:

healthcare otganizations;

EHR-=systems;

CT

o find and

health professionals;

civil servants (having the legal right to access preserved information);
external laboratories;

researchers;

patients/consumers;

citizens.
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8 Policies and responsibilities

8.1 Res

ponsibilities

8.1.1 Responsibilities of the EHR-archive

Electronic archiving of health records is a holistic process between data producers, customers and the
EHR-archive. This process also includes responsibilities of all partners participating in the eArchiving process.

Basic resp
— itneg
— it obta

— it detg

content provided,;

— it follgws documented policies and procedures that ensure the information_is preserved against

reaso
origin

— ithas
— it mak
— it cont
In the heal

customers
repository,

designated community, now and in the future. To realize this, it is necessary to create policies, practices, &

performan
methodolo

identificatipn and have a risk managementsystem.

Operational responsibilities of the EHR-archive can be divided into the four layers shown in Figure 7.

onsibilities for an EHR-archive are:

tiates for, and accepts appropriate information from, information producers;
ns sufficient control of the information provided to support long-term preservation;

rmines the users that make up its designated community and who should be abl€)to understand

able contingencies and enables the information to be disseminated as-authenticated copies of
Is or as traceable to the originals;

the responsibility of maintaining the technical usability of stored EHRS;

es the preserved information available;

nually reviews its policies and procedures.

thcare environment it is necessary that citizensygpatients, content creators and current and poten
be able to trust the EHR-archive. From.this point of view the EHR-archive will be a trus

whose mission is to provide reliable,“long-term access to managed digital resources to

ce for the EHR-archive that can~be audited and measured. It is also necessary to estab
gies for system evaluation that ‘meet community expectations of trustworthiness, make

the

all
the

tial
ted
its
nd
ish
isk
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Datja search;retrieval, access and disclosure management,

dit-trail, evidence and non-repudiation management

Management of the environment and its changes

Data migration management

Co

ntent management (metadata, security, authenticity)

Hardware, programs, communication network
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Figure 7 — Layers of operational responsibilities for the EHR-archive
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— receiving and handling the request for data preservation;
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— preparing received data for preservation (e.g. creating the archival metadata);

— maintaining records management tasks inside the archive;

— data preservation and preservation management (this includes both the data and associated metadata);

— | ensuring the avallapllity or information,

—| receiving and managing received access requests from customers;

—| data disclosure;

—| administrative functions;

—| data destruction;

—| auditing and monitoring the use and disclosure of data;
—| managing the evidence of events.

Si

guarantee that the information does not change.

rlce the preservation times of patient records are long, it isyprobable that during the preservation
ardhive will undergo several changes in the technology of preserving digital documents as well as ¢
befween storage media (see Figure 8). Therefore, the’EHR-archive needs a migration plan i

Lifecycle of data
Data
entrfl Applications
)]
B D E G H
* X la X la X i
/ \ ’ \ ’ \ ’
/ \ ’ \ ’ \ ’
7 \ ’ \ ’ \ ’
7 N7 N7 N7
Conversio Conversion Conversion Permanent
1 Jormedn\ 2 4 of media "\ 3 4 of media’ storage
Deletion Archive media Deletion
‘ Preservation time (10 y - 110 y)

period the
bnversions
n order to

Figure 8 — Preservation time of the EHR and data conversion

8.1.2 Responsibilities of the EHR-system

In the healthcare environment both the content of an EHR and rules for how to manage it are regulated at the
national level. In many countries the service provider (e.g. hospital, health centre or GP) functions as a
records authority and also has the responsibility for maintaining health records during their whole lifetime. So
far as records are stored by the EHR-system, it has the responsibility of records management. The

EHR-system can use ISO 15489-1 for internal records management.
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The content of a health record is typically regulated by national legislation or by rules set by the Ministry of
Health. The health professional, the user of the EHR-system, selects data objects to be captured with the
“official health record”. The EHR-system has the responsibility for support tools for this selection.

It is the task of the organization having the responsibility of managing EHRs (for example the hospital) to
structure EHRs (using a data model supported by the eArchive) before they are sent to the eArchive.
Organizations having the responsibility of managing EHRs (e.g. the data controller or a data producer) have
the responsibility of:

— determining how long to retain the EHR,;

— managing the meta-information of EHRs; this means that the record should include all metadata thatyare
needed by the EHR-archive for long-term preservation and data disclosure;

— maintaining the classification of data objects of the EHR by security and purpose;

— maintaining the data structure of the EHR;

— managing necessary e-signature processes for proving the integrity and originality, of EHRs;
— managing the registration of the EHR;

— putting the EHR into the data transfer structure that is accepted by the . EHR-archive;

— performing risk identification and having a risk management system.

The EHR-pystem also has the responsibility of ensuring that the information transferred to the eArchive is

“understandable’; that is, that users of the EHR can understand its information during the whole preservation
time.

8.1.3 Shared responsibilities

If the EHR|is a composite of separate parts créatéd and managed by different organizations, the governance
of the EHR itself may be either centralized or_done by the “community” of service providers. In the case df a
distributed| EHR, a common method or cross-organizational system is needed for the management of the
integrity and availability of the EHR.

The EHR-archive can be an external organization that offers archiving services for a group of health service
producers|In this case EHRs will-be transferred to the archive using a selected communication network. Bpth
the EHR-system and the EHR*archive have a security policy and those polices will be bridged together. Ajter
that, both|[the eArchiving organization and the healthcare service organization together select a secpre
communication channglithat meets national security and privacy protection requirements.

8.2 PoITies

8.2.1 Ar¢hiving policy
It is necessary that the organization archiving health records (e.g. the EHR-archive) have a written archiving
policy. The major elements of this policy are:

— archiving establishment policy including all operational tasks defined in 8.1.1;
— preservation policy-fulfilling national regulations;
— data discovery policy;

— data accessing policy;
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— audit log preservation plan;
— data migration plan and migration control procedures;

— disaster recovery plan.

8.2.2 Security policy

The security policy means that the EHR-archive should preserve EHRs so that the confidentiality, availability
and integrity of data and associated meta-information are maintained during the whole preservation time.
Or@anizations archiving health records must create a written security policy document. The security policy is
baged on the risk analysis. Based on this analysis, criteria for acceptance of risks (for examplge following
redquirements set by ISO 27799) can be created.

8.2.3 Privacy protection policy

Privacy protection is a legal term and its requirements must be taken into copsideration. In the |healthcare
domain, not only security but also privacy protection requirements must _be defined and [ulfilled. A
comprehensive privacy protection policy is needed for the whole lifecycle ofithe EHR. A part of it is the privacy
prdtection policy of the eArchive.

=
o

B

Q

Sic principles for privacy protection are:
—| data are not made available or disclosed to an unauthorized’'individual or computer process;
—| data are not used in such a way that they harm an individual.

Fram the EU privacy protection directive and its implémentation to national legislation, the following privacy
prdtection requirements can be derived:

=

—| IT-systems should be planned carefullysin_advance;
—| a doctor-patient relationship or separate legislation is needed for data access (relationship pringiple);
—| only those data that are necessary should be accessed,;

—| data cannot be used without patients’ consent or specific legislation for purposes other than for which
they have been collected (context and purpose tied utilization of data);

—| there is a respensibility to inform the client of the use and disclosure of information.

9 | Security and privacy protection architecture

Hardware and software technology supporting the eArchiving process is in many cases a compination of
EHR-technology, telecommunication technology and digital archiving technology. It is necessary to develop
common hardware and software architecture which makes it possible to fulfil security and privacy protection
requirements. The practical implementation of this architecture might also need to be audited. If national
regulations so stipulate, the architecture must also be certified.

10 Security and privacy protection requirements for the eArchiving process

10.1 Overview

The eArchiving process has been defined in this Technical Specification as a holistic process and it should
meet ethical and legal requirements and good practice rules set by national authorities. During the creation
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and management of the EHR-archive process, not only the present political and legal environment, but also all
changes in the legal environment should be identified.

Figure 9 shows building blocks that can be used in creating security requirements for the archiving of EHRs.

Controls
Audits
Deterrents

Standards

Rules for
good practice

Ox

National K

generic laws )

Healthcare specific
laws

Ethics and international
legislation

Figure 9 — Building-blocks for the secure eArchiving process

A summary (checklist) of normative requirements defined in this chapter is shown in Annex F.

Both secufity requirements_and security controls should be derived from the risk analysis of the whiole
eArchiving| process. In theZhealthcare environment the risk analysis alone is not enough. Mandatpry
requirements set by legislation shall always be taken into consideration. ISO/TR 21548 shows a method| by
which this can be doné&inr a controlled way.

10.2 PoIiEies and responsibilities

All organizgtions participating in the eArchiving process of EHRs shall have a written:

— security policy;

— privacy protection policy;

— policy on data use and disclosure;

— archiving policy.

The security policy means that the EHR-archive should preserve health records so that the confidentiality,

availability and integrity of data and associated meta-information is proven during the whole preservation
period.
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Policies should be bridged together in such a way that the entire eArchiving process offers the same level of
security and privacy protection.

Practical implementation of the eArchiving system should fulfil requirements set by those policies.

The EHR-archive as well as the EHR-system should have the necessary administrative, physical and
technical (e.g. access control, authentication, data encryption and systems for emergency access)
infrastructure to ensure integrity, confidentiality, availability, accountability and privacy protection of stored
data during the whole preservation period.

Th rncpnncihilifine of all pari‘nnre pgrﬁhipafing in-the nArr\hi\ling process should be defined-in-a-unigue way.

The EHR-archive has the responsibility to check that necessary conditions for the disclosure afithe EHR exist.
103 Requirements derived from legislation

10{3.1 Overview

Coluntries have different national legislation and rules for eArchiving (see Annexes A to D). From those rules,
cofnmon security requirements have been derived for this Techni€al~Specification. In addition, the
EHR-archive implemented in any country should meet national regulatiéns:

1043.2 Preservation time of the health record

Heplth records (and their components) do have a normative defined preservation time. In practice, the
prgservation time ranges vary from a few years to more than"a hundred years. Some countries have separate
stipulations for permanent preservation of selectedparts of patient records for scientific purposes. The
prgservation times for different types of records are determined by national regulations.

The EHR-archive (or the EHR-system) should-evaluate the record; in other words, it should determine its
prgservation time already at the time of archival storage. This can be specified later if the regulations or needs
change. The typical preservation categories.include:

—| short-term preservation (for example 1y to 20 y);

—| long-term preservation (fof example during the patient's lifetime);
—| permanent preservation:

The preservation timerequired is several decades. Even if EHRs were stored in an electronic archive with the
status of notary archive, the archive will very probably have to perform both structural conversipns and to
redign the documents after the conversions by using the new organization key. Therefore it would pe feasible

to prganize ¢he' long-term eArchive in such a way that there exists a trusted third party which can verify the
ardhive asta'notary archive.

1043.3/Preservation of the original EHR

In many cases it is necessary to distinguish between the original EHR and its copies. Typically in the paper
world the original record is a record signed by an authorized healthcare person (typically the responsible
physician). In the case of digital records, the definition of the original record presents a problem even in cases
where it comes with a time stamp and has been signed electronically. In some countries there is a policy to
avoid copying of the records and to store the original record in one place (typically in the place of creation).
If national legislation so stipulates, the original health record should be stored by the archive.

The eArchiving process should be defined in such a way that only one original EHR can exist and possible
copies are marked to be copies. The copy information can be stored into the metadata of the record.
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The archive should also have the necessary mechanism to prove the authenticity of original records. The
person or organization responsible for preserving the original records shall be defined unambiguously.

10.3.4 Corrections and/or additions to the archived EHR

In most countries the national legislation regulates when and by whom it is possible to make corrections or
update the EHR. It is typical that the content of the EHR cannot be changed after it is approved by the
responsible health professional(s). In case of error, it is permitted to add information describing the reason for
corrections. This process is managed by the organization responsible for the content of the EHR.

Typically tireEHR=archive preserves heatttrrecordsimfixedformatamdthe—archivehasto prove the-mtegrity
of the preserved record. Based on national regulations, corrections and additions to the record should typically
be assigngd to professionals authorized to make those corrections. In this case the new updated versior) of
the record|can be sent back to the archive for long-term preservation. It is necessary to mark the eorrected
version as|being the most relevant for later use (e.g. for disclosure). It is also necessary for non*repudiafjion
purposes fo link the corrected and the uncorrected record and preserve them together. [t_might also|be
necessary|to update the meta-information part of the record to show when and why corféctions have bgen
made.

Correctiong and/additions made by the EHR-archive shall meet national regulations and norms and]all
correctiong should be traceable.

10.3.5 Ovprride conditions

In real life] situations exist where access is necessary, but the required patient consent cannot be obtainfed
(e.g. to saye a patient's life in a medical emergency situation).

If national Jegislation so stipulates, the access control of the archiving system shall accept this kind of access
or data disclosure. Override situations shall be explicitly documented (for example, specifically labelled within

the audit frail). Audit logs should be updated after this\kind of data disclosure or access, and the patient
should be |nformed afterwards of the reason for access.

10.3.6 Deletion of the EHR
Under spegial conditions the deletion ofcertain parts of the EHR can be allowed at the Court's request| In
some instgnces the data can be ordered:to be totally destroyed. The EHR-archive should have the necessary

technical features to conduct this destruction and all events connected to deletion or destruction shall|be
marked in the audit log.

10.3.7 The nature of the health records
From a fixity point of view a health record can be:

ts

— a static dociment where the form and content are recognised as substantially fixed throughout
lifecydle;

— a cumulative resource, whereby fixed parts are added to it throughout its litecycle;

— adynamic resource where the form and/or content change continuously or dynamically.

Archived EHRs are either static or cumulative resources. Based on national regulations the data of the EHR
can have a juridical meaning only for a given period. Furthermore, the sensitivity of the EHR can change
during its preservation time.

The EHR-archive should manage both the nature of the EHR and changes to the nature during the whole

preservation time. This can be achieved by storing the nature and status information, of all objects of the EHR
to the metadata and update its contents after any change.
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10.3.8 Archival authority

In the healthcare domain, patient records typically have to be archived by a healthcare provider (e.g. hospital,
healthcare centre) or by an independent medical doctor (GP or specialist). In many countries there is specific
legislation or norms setting requirements for the archiving authority. Also in some cases health consumers
(patients/clients) themselves can act as an archiving authority.

The archiving authority should maintain the eArchiving process in such a way that it fulfils all legal

requirements.

10

Or
leg

10

3-9—Privacy protectiomand-privacy of archived-informmation

jJanizations archiving health records should manage privacy protection based on national privacy
slation and healthcare-specific lower level regulations.

3.10 Consent management
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3.11 Protection of the EHR based on its purpose

b European Privacy Protection Directive and similar legislation in countries outside the EU
sonal data collected (for ‘one purpose cannot be used for other purposes without citizens’

b basic purpasgfor collecting patient information is to support the treatment plan for care to be g

proactive Jprevention, health summary for a driving licence and occupational care services
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The data transferred to the EHR-archive should contain necessary purpose information (e.g. classification).
The metafile of the EHR should include information on the purpose for which data have been collected; and it
might also contain additional information on other purposes for which the data can be used. The EHR-archive
should have a mechanism to support purpose-based data access and disclosure. If the purpose of data use
and the purpose defined in the access request do not match, the archive should reject the access (excluding
situations where there is patient consent or an access is based on specific legislation).

10.3.12 Fine grain marking of objects

Different levels of protection are needed at different stages of the EHR-archiving lifecycle. It is not feasible to
overprotect the document, since this is expensive and often makes the use of the document more difficult.
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The EHR-system should mark data objects at selected granularity levels based both on the security and
privacy protection needs, as well as the purpose and context of data objects. Preservation time should also be
marked.

The access control system of the archive should manage the access of data objects at the finest granularity
level based on the protection markings.

10.4 Requirements for availability

Long-term preservahon of EHRs reqwres both Iong term |ntegr|ty and avallablhty of the |nformat|on The
preserved [iT f ] Hott ] ' a
preservatid
changing the meanlng of the data.

If the datq are stored only in presentation format, it is possible that later versions of application software
cannot read or show the archived data correctly. Therefore it is a good practise to store both.the presentation
format and the plain text. Storing data in text format ensures better long-term preservatioh|of records evep if
the presentation format could not be utilized towards the end of the document's lifecycle.

For short-term availability, the EHR-archive shall make regular backups.

Because flle formats, software and platforms succeed each other rapidly, the EHR-archive should have
tested migfation plan for safeguarding the availability of preserved records.

14
Q

Patient reg¢ords contain terms, classifications and codes that change* over time. For health professionals,
patients and other users, it is necessary to make the content of the’"EHR understandable (e.g. reach semantic
interoperability) during the long preservation time. Therefore the, EHR-archive should not only preserve the
data but also information about terms, codes and classifications' used in stored EHR. It is possible to use the
metadata3| for this purpose.

Requiremgnt 1: The EHR-archive must preserve information

In order fof the preserved information to be both(accessible and understandable for the customers needing it,
even after|a long period of time, information(©ther than the actual data will also have to be stored. Therefpre
representgtion information, content information and preservation description information (e.g. metadgta)
should be prchived in such a way that cennections between the data, content, representation and preservation
information cannot be broken during.the)preservation time (see Figure 10).

3) Metadata is a general name for descriptive information of documents and objects. It is information about information,
describing the information content, explaining its meaning and how it can be used. Metadata are necessary for retrieval,
use, security management and context specification of electronic documents. Using metadata facilitates information
retrieval, automation of the handling of document drafting and document recording phases and creation of
interconnections between different systems. It is critical that the accuracy of metadata is reliable.
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Content information

Preservation
description
information

Data

Representation
information

Figure 10 — ISO 14721 information model for the purpose of archiving
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b metadata of the EHR should include semantic information about codes,-terms and classificatig
EHR. Another technical solution is to store definitions of all terms, codés and classifications in
“‘cdde server’ and link definitions used in the EHR to this server. In(this model it is not necessa
information on terms, codes and classifications in the actual metadata of the EHR. The code ser]
locpl, regional or even national.

The following healthcare example describes the relatienship between components of the
(sge Figure 10). A patient datasheet is typically expressed by characters representing the stored
characters are combined with the knowledge of the language used into meaningful information. T
thg information needs dictionary and grammar .information to understand the text; in other
regresentation information. The patient information contains results from a clinical laboratory (v4
comtent information includes information on how to understand these (e.g. reference values, the
mgthod information, calibration values).  The preservation description information includes a
identifier by which the content information ¢can be uniquely identified.

The health record itself has a contextual structure. Metadata describes the context and information
thg data and explains its meaning and the way to use the data. It also helps in information retriev
sec¢urity point of view the metadata includes information supporting availability, integrity, confide
authenticity of the data.

The security part of the_metadata typically includes the following information:
identity of the-creator of the data;
sensitivity classification;

legal obligations;

ns used in
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data. The
he user of
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retention time;
purpose and context of the data collected;
access restrictions and distribution rules.

Both the EHR and its metadata should be preserved as a whole. It is the task of the EHR system to
necessary metadata. The role of the EHR-archive is to securely maintain this metadata

create the
and add

meta-information (e.g. preservation description information) to the EHR needed for long-term preservation

purposes.
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The EHR-systems should add necessary security metadata to the metadata of the EHR before sending it to
the EHR-archive.

The minimum content of metadata used in conjunction with the EHR can be defined by International
Standards. One currently available metadata standard is the Dublin Core. In the case of transferring/storing
EHRs in the form of documents the HL7 CDA R2 standard can be used. The CDA header is aimed at setting
context for the document as a whole. It includes a “confidentiality code”, which defines the overall
confidentiality status of the document.

There are also other candidate metadata standards such as METS (metadata encoding and transmission
Standard) nd-MIX (mnfqdafq for images—in XM cfnndqrd) The header of HL7Z CDA _also includes meta-

information that can be used for archiving purposes.

ISO 230811 defines the following security metadata:

— requirgments about making available, reproducing or rendering records;
— accesp, use and retrieval rights and restrictions;

— time limitations to the access restrictions;

— regulgtory requirements for record maintenance;

— security rules and polices;

— security classifications;

— retentfon time;

— integrity information;

— registration details.

The securjty metadata of the EHR should (also include information about the confidentiality, purpose and
context of the record.

Health recprds stored in the form of-documents typically have a metadata part (e.g. a header) together With
the body yhere the actual data-are’located. Metadata can also be stored as attributes of record objdcts
(see EN 13606).

Requiremgnt 2: The archive’should find the requested information

The archive should have adequate data searching mechanisms and services.

The EHR ghould/have a unique and consistent identification that expressly supports long-term preservation

The EHR aan ha nracarvad ac ona fivaed “nackat’ or it ean ha cstaorad ac 3 combination-of fivxed aranidar abi cts
SH-Re-PreSeReaaS-0REeHXea—pPatKket O -6aPe-5tereaa5Sa-6oMmpiRato o heagRanfdrat—o6eCIS.
Each object in the EHR can be connected to keywords (or headings). Those keywords can be stored at the

metadata of the EHR. Keywords can be used by the archive for searching purposes. This kind of structure
means that it is possible to search and find parts of the EHR based on the keywords.

Requirement 3: The EHR-archive should manage indexes, references and links

The EHR itself or its metadata can contain links to other records or external services (e.g. to a
code/terminological server or a patient identification mapping service), references to other systems (e.g.
knowledge bases) or guidelines as well as indexes that allow the grouping and naming of objects for the
record. The EHR-archive should maintain those links and references in such a way that they cannot break
during the preservation time thus proving the availability of the EHR as a whole.
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The archive can also create links and indexes for internal availability. The EHR-archive should maintain the
integrity of those links and indexes during the preservation time and prove that the migration process cannot
change or break them.

Requirement 4: The EHR-archive should create and manage archival metadata connected to the EHR

The long-term preservation of EHRs for continued access requires additional archival metadata. This includes
metadata about records management processes needed to support preservation, access, security, migration
and conversion to ensure the accessibility of records and their authenticity, reliability, usability and integrity.

chive 3 = ects inside the
E R archlve to the recelved data Th|s archlval metadata can be a separate metaf|le or the arch|ve meta-
infprmation is added to the already existing metadata created by the EHR-system.

Any metadata that accompany the object when it is submitted to the archive must be\verified [and, as a
negessity, enhanced to support the object’s long-term maintenance. If the EHR-archjvemakes any| change to
thg metadata of the EHR during the preservation period, changes should be audited*and the archive should
prqve the non-repudiation of the metadata.

Refuirement 5: The EHR-archive should have a method of restoring data to their former|condition
after any disturbance

This means that the EHR-archive should have a reliable backup system. It is necessary to test the backup
sygtem to prove that during restoration, no loss of data or meta-information takes place. It is also n¢cessary to
prqve that links, pointers or indexes cannot be broken.

Reguirement 6: The EHR-archive should support override conditions of data access
The access to a patient’'s EHR is always restricted based on national legislation and norms. In many cases the
pafient’s consent is required for access. In someccountries the patient can also opt-out of some gart of their
redord. Cases exist (e.g. to save the patient’s life) where it is necessary to override existing access festrictions.
The EHR-archive should have a technologythat allows the override of existing access rules when necessary.

A

lloverriding activities should be audited.and the reasons for overriding should be included in the audit log.
Refuirement 7: The EHR shall be identified in a unique way

The unique identification of the EHR inside an archive is mandatory. It is good practice to identify ejery single

reqord/document or object'with an unambiguous identifier (ID) so that the identifier does not changej during the

lifepycle of the document, The identification is typically unambiguous within each organization, but|it can also

be[unique at the national level. Additional identifiers can also be used for meaningful record qbjects (for

exI.‘mple to separate/record objects by the purpose of the data). It is also possible to use specific idé¢ntifiers for
i

soime parts of.a<group of records (e.g. to use a separate ID for all data connected to the patient’'s service
chain).

The EMRidentifier cannot include information that reveals the identity of the patient or identifies his/her iliness.

An efectronic patient Tecord—can consistof several independent components, Such as texts, multimedia
images or sounds, each of which can get its own independent identifier. In this case all identifiers should be
attached to the metadata of the EHR and linked together.

Within the document, different parts and objects can be identified in accordance with the OSI object model by
means of object identifiers or line numbers thus making it possible to precisely refer to each section of the
document.

The identifier can be globally or nationally unambiguous. The identifier of a document/record should remain

unchanged throughout the entire lifecycle of the document. A record that has been modified will retain its
original identifier, but the version number contained in the descriptive information will be updated and the

© ISO 2010 — Al rights reserved 33


https://standardsiso.com/api/?name=22669de219843929500af43d937ba138

ISO/TS 21547:2010(E)

version history will be changed. When the preservation time expires, the EHR-archive should have the ability
to destroy all independent parts of the EHR.

Requirement 8: The EHR and the subject of care shall be linked together in a unique way

The EHR-system managing electronic health records should uniquely identify both the service provider having
the responsibility to create or update the EHR and the data subject, i.e. the patient (see ISO 27799). Based on
requirement 7 the EHR shall have a unique identifier. Before the EHR is sent to the eArchive the EHR
identifier and identification information of the subject of care shall be linked together uniquely by the service
provider.

In many ccl)untries a unique patient or citizen identifier is used, but there are countries where it is not allowed
to use unique patient identifiers. The patient identifier can be, for example, a pseudonym which is mapped to
the subject of care. Depending upon national regulations, the mapping can be done at national, regional or
even at sefvice provider level.

Requiremgnt 9: The EHR-archive should have a migration plan
In the healthcare environment the lifecycle of the EHR can be over a hundred years (see Figure 8). During this
lifecycle, several applications and archive media will be used. Media conversions and/or structyral
conversiors might have to be made as well. The migration plan is the tool to manage the availability of EHRs
during theif long preservation time. Therefore the EHR-archive should have a written data migration plan.
ISO/TR 18492 provides practical methodological guidance for the long-term preservation and retrieval| of

authentic glectronic document-based information, when the retention period exceeds the expected life of the
technology (hardware and software) used to create and maintain the.information.

10.5 Requirements for integrity

The EHR-grchive should maintain the integrity of storeddnformation during the whole preservation time.|To
realize thig, the EHR-archive:

1) has the responsibility for preservation ofthe original EHR during the whole preservation time;

2) should preserve both the data and-associated metadata together as a whole;

3) shall have sufficient control_over any modification and use of the stored information includfing
ppssible modifications of the metadata;

4) should ensure that.the’ EHR or any part of it is not destroyed (has not been destroyed) in|an
upauthorized way-during its preservation time and/or in the case of EHR data communication;

a1
-
n

hould supportt-a tamper-proof audit trail of all actions including data transfers;

6) slhouldpreserve and secure meta-information on the EHR and additional preservation information | as
well.as, pointers and links against any unauthorized modification during the preservation time;

7) should manage both data encryption and decryption situations during the whole preservation period
to maintain the integrity of preserved documents;

8) in the case of distributed EHRs (e.g. when the EHR contains links or references to other records or
documents) the EHR-archive should maintain all pertinent links in such a way that broken or missing
links cannot exist;

9) in the case of hybrid documents (e.g. document contains links to online documents) the archive
should maintain all those links in such a way that broken or missing links cannot exist;
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10) in the case where a common master index file/record links distributed EHRs together, the

integrity of

the master index file should be proven and any change in the master index file should be controlled

and audited;

11) should only accept EHRSs signed electronically by the doctor responsible or the EHR-system;

12) should ensure that EHRs disclosed by the system contain at least the signature of the EHR-archive

(e.g. archival e-signature);

13) should manage the integrity of data in the case of any structural conversion needed during regulated

preservationtime.
P

An
sig
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information about the role of the signer is provided within the signature. The role information may ¢

the
de

If |
ex
E
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can be defined as having a much longer validity than a personal e-signature. National regulations

the

If g
the

In

electronic signature is a widely used tool to prove the integrity of stored records. In heatthcarn
her of the record before it is sent to the archive is a certified healthcare professional and the sig
sonal one. Sometimes more than one person has to sign the record. Depending on ‘national

professional status of the signer (for example specialist physician) and thecjob-related fund
bcribing their work task (for example assistant surgeon in internal medicine).

egislation enables it, the signer of the EHR may also be an organization or its computer s
mple the archive can sign EHRs using “an organization e-signature”«Atrusted EHR-archive (e.
R-archive) is an archive in which signatures have been verified by a trusted third party (TTP)
e a certified non-repudiation service. Signatures made by the notary EHR-archive can have a s
ue to personal signatures. One benefit of signatures made by the notary archive is that the sig
notary archive’s signature may replace the healthcare preféssional's signature.

ccepted by national legislation, the archive can alse~lise “the archival e-signature” (e.g. soft sig
following purposes:

verification of the integrity of the metafile and the integrity of the EHR's components;
verification of the integrity of the stored-EHRs after structural conversions;

verification of the authenticity of‘a’ partial release of the EHR when the archive is releasing
extracted from the signed EHR;

sealing of an EHR consisting of several parts into a digital envelope and verification of the inte
whole “archival packet’.

ex
th
or

In the#case of structural conversion during the preservation time, the content of the EHR sho
un¢hanhged whereas the structure of the document is changed. When implementing a structural g

mple from the form of display into an XML document), there is a danger of losing the non-rep
signature made by the original record creator. This can be avoided if the archive is either a not
proves.in another way that the content of the converted form is identical to the authentic one.

e a typical
nature is a
legislation,
bntain both
tional role

ystem. For
g. a notary
and which
milar legal
nature key
permitting,

nature) for

bnly a part

grity of the

case the archiveZconverts the received signed EHR into another form for preservation purfposes (for

udiation of
ary archive

ild remain
onversion,

the old structure Is retained. The archive verifies the validity of the change with an electronic s

gnature. If

needed for non-repudiation purposes, the converted document can retain the original identifier, but the version
number is updated. The metadata of the EHR should also be updated and its version history should be
preserved. In the case where the EHR contains both plain text and display format, both signatures should be
available so far as a complete (100 %) conversion is impossible.

In the case of distributed EHR (records are archived in the place they are created), the maintenance of the
integrity requires special attention. The integrity of each part of the EHR should be proved and there should be
a mechanism to ensure that links and references cannot be broken. Typically links are stored in the metadata
of the EHR. One commonly used solution stores links in a common master index record (e.g. regional or
national). In this case the master index record should include information about all archived parts. The content
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of the master index file should be synchronised in such a way that it contain online information of all archived
parts of the virtual EHR. The management of the master index file should meet Requirement 3 in 10.4.

10.6 Requirements for confidentiality

To maintain confidentiality of archived EHRs during the preservation period and in connection with data

disclosure

, the following security requirements should be met.

1) The EHR-archive should ensure that data are not made available or disclosed to any unauthorized
individual or computer process. The archive shall prevent unauthorized use of information and

Stems resources anda tneretfore tnhe archive shnall control any Kind oOr ddla disclosure and access.

2) The EHR-archive should have a mechanism to check any data access request against confidentig

information existing in the metadata of the record (for example confidentiality and/er seénsiti

lassifications, opt-out rules, purpose and context of the data).

3) The EHR-archive should maintain non-repudiation services so that the data origin is proven, no fg

S

he EHR-archive should have a service for the accountability of archival-events. The access con

T
system has the responsibility to insist (and verify) that all actions of any-data import and disclos
b

b checked.

5) The EHR-archive should have a mechanism to ensure that the.connection between data and tH

nmetadata cannot be broken during the preservation, data disclosure and data migration.

6) The EHR-archive shall reliably identify all users, ordersproducers and entities.

7) The EHR-archive should always check that all necessary conditions are met before it allows d
agcess and disclosure.

8) The EHR-archive should monitor and audit™all data access and disclosure.

9) Tpe EHR-archive should have an access control system and in the case of direct access, it sho

10)

(= o]

—

manage privileges together with roles of users.

he EHR-archive should manage security policy bridging other organizations/service provid
brticipating in the eArchiving process. This means that the archive should check that its o
ecurity policy and the 'security policy of the data requester and data producer are at a minimun

He same level.

11) The EHR-archive shall manage and update the audit log and store all preservation requests, acc
ofders and disclose events.

12) The EHR=archive should have the ability to encrypt EHRs before data transfer or disclosure ang

n

beded, during the preservation time.

ender or false data content exists and there is no false data receiver (person.or’computer system).
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13) The EHR-archive should manage both the complete and partial delivery of information.

14) The EHR-archive should have controls against any malicious software (e.g. viruses, worms, Trojans,

C

ookies) to prevent the corruption and/or loss of data.

15) The EHR-archive shall monitor and audit all changes in the EHR and metadata during structural

C

onversions.

16) The archive always has the responsibility to check that all necessary conditions are met before it
allows access to or transfer of the data. If the national regulations so stipulate, the data disclosed

S

36

hall be marked on the patient's record.
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17) An audit log shall include information about all use or disclosure requests sent to the archive. The
audit log shall also include information to whom, when, for what purpose, and why the EHR or any
part of it has been disclosed.

Rules and models for access control have been defined in ISO TC 215 Technical Secification “Privilege
management and access control, Parts 1-3”. Therefore, this Technical Specification only summarises general
principles for access to electronically archived patient records. Those principles are:

— a patient-doctor relationship is needed (the relationship principle);

S-S aiabl 3 dad-loaadiaal H -
— AT acCTPuTtauoTT Feasorto-aceessisHheeaea rreurcar Uulluo;,

—| access is given based on the needs arising in the care and treatment of the patient (the, need to know
principle):

— only those professionals who are participating in the explicit care have permijssion to access;
— managers and administrators have no permission to access;
— patients have (in some circumstances) the right to restrict access;

— there can be specific legislation to make access possible(without the patient's consent (e.g. “in
emergency cases to save life of patient”);

— an ethical committee or official organization can give:the access rights to a researcher;

— secure authentication and identification of individuals and their roles is always needed|within the
specific domain.

In many countries the patient or citizen has the_right to access their own health data. In some counfries this is
re%?ricted. Before any access the patient/citizen should be identified in a trusted way (for example Jsing smart
caids and PKIl-services).

In [some countries the patient's consent is needed to access their personal health informatlon across
ordanizational boundaries.

In distributed EHR-archiving-architectures where some parts of EHRs are moved from service proviger level to
nafional/regional level, the *common repository should audit all information retrievals and agcesses to
disfributed EHRs. The nan-repudiation of this log should be proven and the log should be archived fpr a period
defined by national legistation.

10/7 Requirement for non-repudiation

Noh-repudiation has been traditionally defined as the inability to deny the integrity and authenticity of a
do¢ument: From a communication point of view, non- repudiation means that it can be verified that the sender
ly. In other
roves they
have been received. 4) Non-repudiation services typically mclude non-repudiation of origin, non- repud|at|on of
delivery, non-repudiation of receipt, and non-repudiation of submission. The purpose of non-repudiation, in
conformance with ISO/IEC 13888, is to provide verifiable proof or evidence recording of data.

4) Non-repudiation service provides proof of the integrity and origin of data (both in an unforgivable relationship) which
can be verified by any party (ASTM).

Non-repudiation of origin. The principal receiving some data claims to know the data originator so that the sender cannot
later deny having sent the data (HL7).

Non-repudiation of receipt. The principal sending some data claims to know that these data have successfully reached
their intended receiver (HL7).
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In its broader definition, non-repudiation means that there is undeniable evidence that a specific action has
occurred.

The eArchiving process consists of a set of actions which all should be proven. Therefore non-repudiation in
the case of eArchiving is more than just traceability or accountability.

In eArchiving of EHRSs the non-repudiation services should include the following features:

— prove that the EHR has been signed;

I 2t
13

| | + + £ 4l L1 o ot Lol + 4l |
— prove TS SUMTTTTOOIUTT UT UTC LT TIN TUYTUITT WILNT Tto T tialudid (U Ui1c arvinve,

— prove|the origin of EHR,;

— prove|that the EHR-archive has received the record;

— log allluse, access and disclose events of stored EHRs and prove the time they occurred;

— provelthat a data disclosure has occurred;

— prove|who the receiver of the data is.

Non-repudjation services in eArchiving of EHRs should cover all events ofthe whole eArchiving process.

Non-repudjation service of the eArchive should create an audit-log including all events associated with the yise,
access and disclosure of the EHR.

Typically, the non-repudiation service generates an audit-record of all tracked events. A trusted time stamp
can be included in this record to prove the time when the event occurred.

Electronic health records will have to be archived over,long periods of time. The required lifecycle depends|on
national regulations, but typically the preservation time of patient information varies between 20 y and 100 y.
The non-re¢pudiation of stored information over. these lengthy preservation periods needs to be fully proven,
both to prgclude loss and also to ensure that(the ability to read and understand content is maintained. In mpost
countries, the physician responsible should sign a patient’s health record after the care or treatment episofde.
Their signature, together with a time stamp, proves not only the integrity of the data but also who has signed
the recordand in what role at a given time.

Electronic [signatures, time stamps’ (e.g. e-signature of the time stamp CA), TTP services and event records
are technologies used to reach non-repudiation. Based on the security limitations of available technology, it is
possible that during the storage period digital signatures might become weak. Therefore, for long-term npn-
repudiation purposes, signature keys have to be refreshed periodically. It is a demanding task to build|an
EHR-archije supporting-the non-repudiation of events. One possible solution to this problem is a trusfed
notary EHR-archive:Jt receives granular health data from different EHR-systems, stores data together with
associated meta-information for long-periods and distributes granular EHR-data objects. It proves the npn-
repudiation of ‘events and the integrity of stored data objects with the help of event records, archives time-
stamps anf archives e-signatures.
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Annex A
(informative)

Framework for long-term archiving of EHRs in Finland

A.1 _General

In Finland the EHR archived is the Regulated Record. Other parts of the health record, such as personal
nofes are not archived. EHRs are archived in the form of documents.

A.R Legal and regulatory environment

T

=2

b following legislation forms the umbrella for managing and using patient information.
EU-level regulation

—| EU data protection directive;

—| EU e-signature directive.

Generic national legislation

—| Constitution of Finland;

—| Data protecting in electronic communication (516/2004);

—| Actrelating to archiving (831/1994);

—| Actrelating to personal data protecting (523/1999);

—| Criminal law;

—| Actrelating to serviees in the information society (458/2002);
—| Act relating to electronic communication on the duty (13/2003);

—| e-signatune act (14/2003).

Herlthcare-specific laws and decrees

— The law relating to patients’ rights;

— Decree relating to the information entered into the patient's record (includes norms on the length of time
documents should be preserved);

— Act relating to the management, use and archiving of electronic patient information (1.7.2007);
— Actrelating to e-prescribing (1.7.2007);
— Decree relating to e-prescribing (225.6.2008);

— Decree relating to patient documents.
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Standards

No formal decision exists to dictate which standards must be used, but at the national level the following
standards have been proposed for use:

The follow

40

HL7 CDA R2 (for eArchiving and EHR communication);

HL7 R3 for e-prescriptions;

DICOM (for images);

JHS 143 (a national standard) for meta-information;

XML/§

ISO/IE

ITU-T|x. 500 and x. 509;

ISO/TE 17090.

ISO T 215/WG4 Privilege management and access control;

ISO T 215/WG4 Security requirements for archiving health récords.

ng subjects will be covered as soon as the relevant International Standards are approved:

OAP for communication;

C 17799 and I1SO 27799 for security management;
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A.3 Archiving

In Finland, archiving has a wider meaning than in Anglo-Saxon countries. In Finland archiving means a
process that starts from the point of document creation and continues to the point where the document will be
destroyed. The archiving covers the whole lifecycle of the document. For managing this archiving process
every service provider organization should have a plan for establishing the archiving process (in Finland this
plan has the name AMS). Figure A.1 shows the principles of the AMS.

Internal or external archive

Service p_r'm/idpr'

Lab
— Permarient
preservation
(COM or paper)
Text
Crgating ) Long-+
Patient g-term -
the document folc!ler' preservation Inspection by the

patient

Secondary use
- research
- insurance institutes

Returning the document
for<«linical use

AMS

Figure A.1 — Principles of the Finnish AMSA.

Figure A:2-shows the proposed process view of an eArchive (source: Kansallinen sahkoéinen potilastietojen
arkiistopalvelu, “The National Archiving Services for EHRs, The Ministry of Social Affairs and Health|2005:21").
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Process view of an eArchive
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Figure A.2 — Process view of an eArchive

In Finland| health records are cumulative*and life-long inside a service provider organization (i.e. secondary
care hospijtal region, public healthcare centre, private service station/centre, occupational care serfice
provider ofganization, or a private GP practice). Service providers have also the responsibility of archiving
health recqrds. Until now, most-health records have been preserved in the form of paper records and archiyes
are local independent archives:

In Finland|the archiving/périod is quite long. Patient records with narrative text as well as EHRs can|be
destroyed [10 y after.the death of the patient. Images will be preserved for 20 y. Up to 5 % of all health recofds
should be archived permanently

A.4 Nationmatstrategy forthemanagement,useand-discltosureof-etectronic-heatth-
information

An updated national strategy (Principles on the National Healthcare Information System Architecture, Ministry
of Social Affairs and Health 2006:8) stipulates that before the end of 2011 Finland will have one centralized
eArchive for electronic healthcare and welfare documents. The act on the management and use of electronic
patient information defines requirements, principles and rules for the use, management, archiving and
disclosure of electronic health records.
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Basic security and privacy protection requirements for the whole lifecycle of an EHR (including preservation)

are:
— integrity;

— availability;
— accountability;

— confidentiality;

—| long-term non-repudiation.

Fi

Legacy system managing local
EHRs

dure A.3 shows how, in Finland, communication between a local EHR-system and the eArchive is

Other EHR systems
Patient, statistical services

EHR disclose
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Figure A.3 — Finnish Model for EHR-system and eArchive communication
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The act relating to the management and use of electronic patient information also sets the following

requirements for eArchiving.

— Data transferred to the national eArchive shall have a nationally accepted structure.

— Patient information will be sent to the national eArchive, returned to the service provider or disclosed in

the form of documents. Those documents should have a standardized metafile.

— The national eArchive can disclose patient records only in the case where the patient has given informed

consent, or a specific law exists to allow the data disclosure.

— Any

conditjon between the patient and service provider exists or the access is allowed by specific legislation.

rvice provider asking for data disclosure should prove to the national eArchive that the.cgare

— The cfitizen or patient has the right to know what data, to whom, when and for what purposé.their records
een disclosed. The eArchive shall maintain a data disclosure log, which is accessible by the citizen

have
via thd

Internet.
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Annex B
(informative)

Framework for digital archiving of health records in the UK

B.1 _General

Th
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nafional security, protection .of public safety, protection of health or morals, prevention of crime d

=

pra

.2 Legal and regulatory environment

b NHS has published two “Code of Practice” documents for health records:
Health Record and Communication Practice Standards for Team Based Care;

Records management: NHS Code of Practice (Confidentiality and Record Management).

de of Practice)l27].

pislation
vide range of legislation exists in the UK. The following/ist consists of the most relevant legislatio
Public Records Act 1958;
The Access to Medical Reports Act 1988
The Data Protection Act 1988;
Human Rights Act 1998.
hts are qualified rights;(this" means that in certain circumstances they can be set aside by,
tection of the economic'well-being of the country, and protection of the rights and freedoms of ot
The Access, 10, Health Records Act 1990;
The Census (Confidentiality) Act 1991;

The ' Common Law Duty of Confidentiality;

b newest revision of NHS Code of Practice was published in the year 2006+(Records Management, NHS

=)

the state:
r disorder,
hers.

The Data Protection (Processing of Sensitive Personal Data) Order 2000;
The Freedom of Information Act 2000;

Electronic Communication Act 2000;

Administrative Law;

The Health and Social Care Act 2001.

The Common Law Duty of Confidentiality is not written out in one document like an Act of Parliament. It is
case law.
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Guidelines

— HSC1

999/053 Managing Records in NHS Trusts and Health Authorities — for the record;

— NHS Retention & Disposal Schedule — for the record;

— HSG(96)18, The Protection and Use of Patient Information, Department of Health Guidance on
Confidentiality;

— Report on the Review of Patient-ldentifiable Information, Caldicott Committee 1997;

— HSC
— HSC

— HSC 1
to Pat

— ECL 2
— HSC 1

— Hospi
Bookl

— HSG
— Config

— Recor

1998/089 Implementing the Recommendations of the Caldicott Report;

1999/012 Caldicott Guardians;

998/217 Preservation, Retention and Destruction of GP General Medical Service IRecords Relat
ents;

68 Disposal of Records which have Lost their Value;
998/153 Using Electronic Records in Hospital: Legal Requirements and Good Practice;

al Patient Case Records - A Guide to their Retention and Dispesal, the Health Archives Groy
bt;

95)3, Health Service Use of lonising Radiation;
entiality, NHS Code of Practice, 2003;

s Management, NHS Code of Practice, Part4*and Part 2, 2006.

Standardg mentioned

NHS Codg
are:

— ISO/IH

— 1801

— 1801

—  XML.

ing

p's

list

B.3 Rec

of Practice [27] includes a list of-useful standards. International standards mentioned in this
C17799;
p489-1;
PD005-1;
ords management policy in the UK

In this context “The Record” has the following definition:

“structured document, which contains information (in any form) and which has been created or gathered as a
result of any aspect of the work of NHS employees.”

Health Service Circular (HSC 1999/053) has been published to improve the management of NHS records in

Health Aut
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horities and Trusts.
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sets out the legal obligations for all NHS bodies to keep proper records;
provides guidelines on good practice;

lists suggested minimum periods for retention of records.

The circular recommends that NHS Trust and Health authorities should draw up a records management
strategy so that records are properly controlled, readlly accessible and available for use and archived or

ott
theg

Ax
the

In this poliey~framework, the requirements of good electronic record-keeping have been defined as f

IVVIbb‘ umpuacu |V|a||_y Ilcdllll l.I ubl.b IIdVU cal.aunallcu d IUbUlub IIIdIIngIIICIIL punu_y I Illb }JUIIby
following topics:

legal obligation and good practice;
confidentiality and data protection;
general principles;

creating records;

principles of efficient storage;
disposal of unwanted records.

olicy document “e-Government Policy Framework for Eleetronic Records Management” (2001)
following.

Privacy and access issues, and particularly-freedom of information legislation, require that
records be managed -consistently within~Tegulatory frameworks. Aspects of electron
management should be built into both_record-generating and records management systems
that these longer-term requirements-.are “met by constructing interactive systems of software,
policies, procedures and interfaces:.

The longer term requirements of public records will require public sector organizations to p|
migration of records, as_ hardware and software platforms change, to ensure continued a
authenticity.

Records must beCsubject to more stringent controls, such as prevention of content alter
allocation of schedules for retention and disposal.

Cross-goveriment standards for metadata.

onsists of

emphasises

electronic
c records
to ensure
standards,

an for the
ccess and

hation and

ollows:

good understanding of the nature of records, and the electronic information that should be ¢

aptured as

TECoras;
the process of capturing records should be easy and understandable to use;

electronic record-keeping systems are designed to manage reliable and authentic records, en
the integrity and reliability of records is secured;

suring that

a strategy to ensure that records will remain accessible and usable for as long as they are needed;

the ability to apply appropriate appraisal, scheduling and disposal procedures to manage records.
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From privacy and data sharing points of view the need for authentication, auditing, e-signatures and time
stamps are mentioned.

B.4 Records management

NHS Code of Practice [27] gives a framework and requirements for NHS record management, preservation

and archivi

ng. It uses the following definitions.

Authenticity: an authentic record is one that can be proven to be what it purports to be, to have been created

or sent by
purported.

Destructic
(see ISO 1

Disposal:

Dispositign: a range of processes associated with implementing record retention,\ destruction or trans

decisions
passing on

Permanen
provides fq
need to be

Preservat

records thijough time.

Records

creation, receipt, maintenance, use and disposition of-records.

Record s
access to

Retention

Weeding:

records stgrage area to a designated secondary storage area on a locally agreed time scale after the datg

lastentry i

The above
contract to
in the privg
and minim

the person purported 10 have created or sent It and 10 have been created or sent at the.li

5489-1).

the implementation of appraisal and review decisions.

vhich are documented by disposition authorities. There are two principal.options: to dispose (e.g.
to another organization) or to destroy.

t retention: records may not ordinarily be retained for more-than 30 y. The Public Records
retained for longer than 30 vy.

on: process and operations involved in ensuring the technical and intellectual survival of authe

management: field of management responsible for the efficient and systematic control of

ecords through time.

the continued storage and maintenance of records for as long as they are required.

the process of removing-inactive/non-current health records from the active/current or prim
N the record.

describes thé required standards of practice in the management of records for work within or un

te healtheare sector. This code of practice identifies the specific actions, managerial responsibilif
Lim retention periods for the effective management of NHS records.

me

n: the process of eliminating or deleting records beyond any possible reconstruction

fer
by

Act

r records that are still in current use to be legally retained. Under separate legislation, records npay

htic

the

ystem/Record-keeping system: ancinformation system that captures, manages and providles

ary
of

der

NHS organizations in the United Kingdom. It covers NHS patients treated on the behalf of the NHS

ies,

Types of

pcord covered by the Code of Practice include: patient health records, operating theatre recoi

ds,

accident, emergency and birth registers and administrative records.

General context

All NHS records are public records under the terms of the Public Records Act. All NHS organizations have a
duty to make arrangements for the safe keeping and eventual disposal of all types of record. The Keeper of
Public Records (answerable to Parliament) gives overall guidance and supervision. The National Archives is
the body that is responsible for advising on the management of public records. The National Archives has
general oversight of the arrangements for permanent preservation of records in local records offices, which

have been
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formally approved by them as Places of Deposit.
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Chief executives and senior management of all NHS organizations are personally accountable for records
management within their organization. Individuals who work for an NHS organization are responsible for any
records that they create in the performance of their duties. Those records are public records.

Personal data are defined as data relating to a living individual, which enables him/her to be identified either
from those data alone or from those data in conjunction with other information in the data controller's
possession.

Processing includes everything done with that information. Using includes disposal (i.e. closure of the record),
transfer to an archive or destruction of the record.

The aims of NHS records management are:

—| to maintain an information governance framework in relation to the creation, use, storage, management
and disposal of records;

—| to clarify legal obligations and explain actions required to fulfil these obligations;

—| to explain the requirement to select records for permanent preservation;

—| to set out the recommended minimum period for retention.

NHS Code of Practice defines the following management and organizational responsibilities:

—| the records management function should be recognised as a specific corporative responsibility within
every NHS organization.

—| a designated member of staff of appropriate *seniority should have lead responsibility fpr records
management within the organization

—| each NHS organization should have in place an overall statement on how it manages all of its records.
These policy statements should define roles and responsibilities within the organization. It shoyld provide
standards, procedures and guidelings;

The code of practice defines the following requirements.

Repord creation: records of\operational activities should be complete and accurate to allow gppropriate
actions in the context of_their responsibilities, to facilitate an audit, and to protect the legal rights of the

Repord-keeping:the record-keeping system should include a documented set of rules for referenging, titling,

Re ord maintenance the movement and location of records should be controlled and there shpuld be an
¢ designed

access. A contlngency or busmess continuity plan should be in place toprowde protect|on for all types of
record.

Disclosure and transfer of records: there is a range of statutory provisions that limit, prohibit or set
conditions in respect of the disclosure of records to third parties and ranges of provisions that require or permit
disclose (see B.2, Caldicott Guardians). Mechanisms for transferring records from one organization to another
should be tailored to the sensitivity of the material.

Retention and disposal arrangements: part two of the Code of Practice includes guidance on retention
periods. The disposal of records should be undertaken in clearly established policies.
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Appraisal
permanent

of records: appraisal refers to the process of determining whether records are worthy of
archival processing. Most records, even administrative ones, contain sensitive or confidential

information. It is vital that confidentiality be safeguarded at every stage of the lifecycle of the record.

Record closure: records should be closed (i.e. made inactive and transferred to secondary storage) as soon
as they have ceased to be in active use other than for reference purposes. An indication that a folder of
electronic records has been closed should be shown on the record itself as well as noted in the index or
database of the folders. Where possible, information on the intended disposal of electronic records should be

included in

and must ¢

place (to |

manageme

— captulling, storing, indexing and retrieving all elements of the record @sya complex unit;

— mana
recorg

— recorg

— integration between electronic and paper records;

— secur
regul

— appra
— mana
— migraf

Based on

the metadata when the record is created.

for
the
ate
ion

of
ard
ds,
nsure that records are “registered” and that authentication procedures and'an audit trail are puf in
permit these records to be used as legal evidence). Typical requirements for electronic records
nt are to support:

jement of records within class categories or filing structures'to maintain the narrative links betwgen
S;

level metadata including retention and disposal rules;

storage and management to ensure authenticity and accountability including support for legal gnd
ory requirements — preventing change of content;

sal and selection of records fer\preservation and transfer;
jement facilities for systematic retention and disposal of records;
ion and export records for permanent preservation without loss of information.

K documents)-géneral requirements for electronic document management systems are:

— docu

— storageand indexing should be done at the document level;

ent capture policy;

— search and retrieval should be done at the document level,

— access management and security control service are needed;

— versio

n control;

— audit trails on access and changes of the document should be maintained;

— document profiles (information about the document) should be created.
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B.5 Data protection principles

Personal data shall be processed fairly and lawfully. Relevant conditions to process health records are:

where the processing is necessary to protect the vital interest of the patient;
with the (explicit) consent of the patient;

where the processing is necessary to protect another person;

Pefsonal data are not processed in a way that is incompatible with the purpose for which they.wer¢
Patients should be fully informed about the reason why their information is required. If information

Tor medical purposes by a health protessional,

b obtained.
s obtained

for|a specific purpose, it must not be used for anything else unless consent is obtaingd for other yises of the

infprmation. For example, identifiable patient information gathered to provide healthcare cannot i
regearch unless consent is obtained or the information is anonymised.

It i$ the right of individuals to seek access to their records held by the health,er\social care provider.
Unfer the common law, a healthcare provider wishing to disclose a patient’'s personal information

ouiside the team providing care should first seek the consent of that patient. It is not the easy way
comsent using the public interest principle. Solid justification is required.

En
red

B.

Th
Arg
obl

Ge
md
pra
pre
arg
fro

It i
re

In

ployees should only have access to those parts of the record required to carry out their role. R¢
ord access by other staff members should be logged and-periodically audited.

b Archives
e Code of Practice uses the following definition.

hives are those records that are appraised as having permanent value for evidence of ongoin
gations, for historical or statistical‘research or as part of the corporate memory of an organizatio

nerally an EHR can be stored\in the local information system (online system) for 30 y. It is also
ve an inactive record to secondary storage for long-term preservation purposes. After an
cedure, records can be\transferred to a permanent archive. This means that records selected {
servation and longef~in regular use by the organization, should be transferred as soon as pos
hival institution (for,;example a place of deposit). Non-active records should be transferred no
m creation of the récord [27].

ository<that has been approved for the purpose by the National Archives.

the- UK archiving has been understood (in a very traditional way) to be a permanent pres

e used for

to anyone
to override

bquests for

g rights or
.

possible to
appraisal
or archival
sible to an
later than

5 also a legal requirement that NHS records which have been selected as archives should bg¢ held in a

ervation of

sel

t o | ol ot £ £ P S H'S Lol £ HAY o £ FY b th
CICUTCLUTUS tTat arcudarisiCimCU U a T PUSITUTYy (PIaCTUT UCTPUSTL)  appTuUveU—TuUTr UisS }JUI}JUDe y e

National Archives. Records management includes the systematic control of the creation, receipt, maintenance,
use and disposition of records in a primary or secondary storage.

B.7 NHS Care Record Service

NHS Connecting for Health (NHS CFH) is working to ensure that all NHS patient records will be kept in
electronic format. An NHS number has been adopted as the unique identifier for all patient records. The NHS
Care Record System Review Group has made a recommendation that, in the UK, there are two “records”
Summary Care Record and Detailed Care Record.

© 1SO 2010 — All rights reserved

51


https://standardsiso.com/api/?name=22669de219843929500af43d937ba138

ISO/TS 21547:2010(E)

The Summary Care Record will have the following features:

— initially populated with key historical data from GP systems;

— updated as significant problems or prescriptions occur;

— available to clinicians with a legitimate relationship to the patient;

— important diagnoses, procedures, allergies, inter-actions and recent prescriptions;

— patien|

It is recom
including s

Access co

can limit their participation.

mended that the Summary Care Record be continuously uploaded with GP and hospital infopmation,
ensitive information that requires consent.

ntrol will be based on roles and legitimate relationships. Auditing and policing is also required.
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C.]

.1 1L egal and regulatory environment

.1.1 Legislation

.1.2 Guidelines

.1.3 General security requirements

.2 Other security features included/mentioned

ISO/TS 21547:2010(E)

Annex C
(informative)

Framework for digital archiving of health records in Japan

Personal Information Protection (Privacy) law (2003);

E-Document law (2005).

safety management guideline for healthcare information systems (Ministry of Health, Labour a
2005) (includes requirements for electronic preservation, outside preservation of health rg
related records, electronic preservation of health records with™scanner and deployment);

an additional guideline is under development (JAHIS/Security Committee Electronic Preservatig
Group);

authenticity;
readability;
resolvability;

confidentiality.

.1 General

hd Welfare
cords and

n Working

guideline for applicable treatment of personal information in healthcare (hospital-related associations).

aecess control;

user authentication;
backup;

recovery procedures;
confidentiality;

accountability (in the case of outside preservation);

© 1SO 2010 — All rights reserved
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responsible creator of the record;

emergency case access;

access by approved person;

act confirmation (in the case of communication);

audit trail;

outso(ircing;
patient objections;
interoperability;
responsibility;

anti-vifus measures.

C.2.2 Spgcific safeguards mentioned

encryption;
E-signature;
time Stamp;

WORIM-technology for long-term preservation.

C.2.3 Standards mentioned

ISO 19005-1 (PDF/A long-term preservation format);
ISO 14721 (OAIS reference modet);

ISO 19489-1 (records management);

ISO/TR 15801 (trustwofthiness);

JIS Z p016.

From Figufe C.1,"we can deduce that in relation to the OAIS model there are overlaps between ISO 14721

and other ISO“ecords management standards used in Japan.

54

© 1SO 2010 — All rights reserved


https://standardsiso.com/api/?name=22669de219843929500af43d937ba138

ISO/TS 21547:2010(E)

roo-ooommmmmmmmmmmmmmmmm— == IS0 14721
[ . . )
L . Preservation planning J
‘ A :
1 ! 1
1 ! |
___________ R L T
P : L [ ISO/TR g
1 ! I
R : Lo /'( Data } 115801  ;
o : L management I ; N
! i : L " S
i § U
’ § Archival| | M
l L storage | ! : =
! D ! : R
: : E : ! e
| L i 1SO19Q05 -1 | !
T R N . 1
. ! ' 1 .
e . RN e I
| ! - . ! 1
| | Administration : ]
i :
1 1
i |
1 ISO 15489 RM :
S . Y |
Figure C.1 — Overlap'between ISO standards and OAIS-model®)
Frgm the picture we can derive, that inrelation to the OAIS- model:
—| ISO 15489-1 covers administration, archival storage and preservation planning;
—| ISO 19005-1 covers ingest, access and archival storage;
—| ISO/TR 15804 covers data management, ingest, archival storage and access.
5) Ingest is an OIAS entity that contains services and functions that accept submission information
packages from producers and prepares archival information packages for storage (see ISO 14721).
Figure C.1 is courtesy of Mr. H. Hasegawa.
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Annex D
(informative)

Framework for digital archiving of health records in the USA —
Rules and requirements derived from HIPAA

The regul tory environment in the USA is very hpfpmgnnpnue There are over 10 000 federal state and lacal
laws and fegulations addressing what, how, when and why records must be created, stored, accessged,

maintained and retained over longer periods over time.
Definition

The eArch|ve is a system for storing the fixed content of data with associated metadata and-policies.

The content of the record is defined automatically before it is sent to the archive. After, the file is archived, it

cannot be modified or deleted before its preservation time expires.

Typical infprmation stored by the eArchive is:

Rules and [requirements derived from the HIPAA Actin the domain of eArchiving are:

56

electronic health records;
the billing record;
doctoll's authorization documents;

all infgrmation connected to the communication betwéen patient and doctor.

an eAfchive should have a security policy;

informlation should be kept secure and confidential during the preservation time;
the service provider has the responsibility for preservation;

an eAfchive should have a centralized monitoring and control system;

audit documents should be stored for a minimum of 7 y;

an archiving——organization should have an administrative and technical infrastructure to enspre
confidentiality-and integrity;

itisn

the eArchive should have necessary administrative, physical and technical safeguards to maintain data
access (e.g. access control services), data integrity and encryption;

the eArchive should have administrative and technical facilities for the emergency access of data;
the eArchive should have a data discovery policy:

— the eArchive should maintain a repository with meta-information which describes the nature of the
document, where and when it was created and by whom,;
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— the eArchive should have a security and data protection policy:

— only authorized users have the right to access;

— activity logging — audit trails are required (including history of the document, change history and

access history);
— regular audit trail analysis is required;

— a centralized eArchive can store information from many different sources;

—| the eArchive should have a regulatory compliance policy;

—| rules concerning the data structure are:

— data will be stored using fixed data content;

— fine grain definition of fixed data;

— data and metadata forms an object;

— object is capsulated;

— objects should be marked by their content;

— objects cannot be altered during the preservation time;

— each object should have a metafile;

— the metafile should include policies connected to the object;
— the archive should support multiple-levels of data protection;
—| the archiving period should be incltided in the metafile;

—| metadata should make it possible to manage different document types in different ways.
HIPAA administrative safeguards:

—| Security management:

— risk-analysis;

—, \risk management;

sanction pnliny;
— activity review.
— Personnel security management:
— authorization;

— termination of employment.
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Inform

ation access management:

— access control services.

Securi

ty awareness:

— education;

— virus control;

— Idg=in monitoring;

— u$er management and privilege management.

gency plan:

— backup plan;

— dijsaster plan;

— efnergency mode operation plan.

Busing
—
Physid
— a
—  S¢
— d

Techn

bss/contracts:

anagement of contracts.

al safeguards:

ccess control of facilities;
bcurity of workstations;

bta backup.

ical safeguards:

nique identification of users;
mnergency access, proeedure;
beryption services;

itomatic user logoff:

- ~audit control;

— data integrity;

secure communication lines.
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Annex E
(informative)

Comparison of ISO 15489-1 and ISO/TS 21547 security requirements for
archiving of electronic health records

1ISO 154891

ISO/TS 21547

D¢finitions:
Re¢cords management

Figld of management responsible for efficient and
syptematic control of the creation, receipt, maintenance,
use and disposal of records, including processes for
capturing and maintaining evidence of and information
about business activities and transactions in the form of
regords.

Definitions:
Archive

An organization that intends to preserve informatipn for
access and use for any desighed users or procesg (OAIS
Red Book, June 12, 2001)-\Electronic archive (EHR-archive)
preserves information indigital format. It is an infgrmation
system that receives{_manages and provides accgss to
records through their'whole lifecycle.

Archiving process

A holistictong-term process covering the whole lifecycle of
the health*record.

Archiving is a combination of data reception management,
data preservation and access management, secufity and
privacy protection management, records management,
information description methods, and storage medgia
technology.

Pglicy

Ofganizations should define and/decument policies for
refords management.

Otganizations should ensure that policy is implemented at
allflevels in the organization.

Policy

Organizations archiving health records shall have|a written
archiving policy.

Organizations archiving personal health informatipn shall
have a written security policy document.

The EHR-archive should have a privacy protection policy.

Elements of the EHR-archive

Definition used is based on the ISO 14721, reference model
for open archival information systems.

Types of the EHR-archive

Definition of different types.

eArchiving process

eArchiving is a holistic process covering the whole lifecycle
of the EHR.

During preservation time health records are dynamic.

eArchiving process and records management

From an eArchiving process point of view both ISO 15489-1
and this Technical Specification can be used together.
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ISO 15489-1

ISO/TS 21547

Environment of the eArchive
Producer.

Customer.

Responsibilities

It should be clear who is responsible.

Responsibilities

Electronic archiving of health records is a holistic process

Responsibllities should be assigned.

Specific leadership responsibility should be assigned to a
person witlh appropriate authority within an organization
(e.g. recordls management professionals, executives,
systems administrators, employees).

Archival adthorities may be involved.

between data producers customers and the FHR-archive
Responsibilities of all partners should be defined.

List of basic responsibilities for an EHR-archive.
List of operational responsibilities.
Responsibilities for long-term preservation.

The EHR-archive has the responsibility ta,maintain the
technical usability of the stored record:

Security and privacy protection architecture

Records management requirements

To supporf the continuing conduct of business and comply
with the regulatory environment, it is necessary to
maintain:

— accountgbility;
— reliabilityland authenticity;
— usable and reliable records;

— integrity protection.

Security and privacy protection requirements for the
eArchiving process

The eArchiving process.should meet ethical and legal
requirements and{gooed practice rules set by national
authorities.

The EHR-archive should have the necessary administrative,
physical. and technical (access control, authentication, data
encryption and systems for emergency access)
infrastructure to ensure integrity, confidentiality, availability
accountability and privacy protection of stored data during
the whole preservation period.

The EHR-archive must preserve information.
The archive should find the requested information.

The EHR-archive should manage indexes, references and
links.

The EHR-archive should manage archived metafile
information and data description information.

The EHR-archive should have a method of restoring data {o
its former condition after any disturbance.

The EHR-archive should support override conditions of data
access.

Unique identifying of electronic patient records.

The EHR identifier and identification information of the
subject of care shall be linked together uniquely by the

service provider.

Creators of the EHR should be reliable, identified and
authorized.

Migration plan.

Non-repudiation management.

Preservation time management.

Responsibility for preservation of the original document.
Corrections and/or additions to the archived documents.

Overriding condition management.
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