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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization

'he procedures used to develop this document and those intended for its further maintend

ifferent types of ISO documents should be noted. This document was drafted in accordance }
ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

|
described in the ISO/IEC Directives, Part 1. In particular the different approval criteriaheeded for the
q
€

nce are

vith the

atent rights. ISO shall not be held responsible for identifying any or all such patent rights. D,
ny patent rights identified during the development of the document willdbe in the Introductio
n the ISO list of patent declarations received (see www.iso.org/patents):

OO S N

donstitute an endorsement.

Hor an explanation on the meaning of ISO specific terms“and expressions related to cor
dssessment, as well as information about ISO’s adherence to the World Trade Organization
Qrinciples in the Technical Barriers to Trade (TBT), .sée the following URL: http://www.iso.
foreword.html

The committee responsible for this document is [SO/TC 204, Intelligent transport systems.

Alist of all the parts in the ISO 21219 series\can be found on the ISO website.

tails of
and/or

\ttention is drawn to the possibility that some of the elements of this document may be the S}bject of

Any trade name used in this document is information given for theé-éonvenience of users and loes not

formity
(WTO)
Drg /iso
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Introduction

History

TPEG technology was originally proposed by the European Broadcasting Union (EBU) Broadcast
Management Committee, who established the B/TPEG project group in the autumn of 1997 with a brief
to develop, as soon as possible, a new protocol for broadcasting traffic and travel-related information
in the multimedia environment. TPEG technology, its applications and service features were designed
to enable travel-related messages to be coded, decoded, filtered and understood by humans (visuall

and/or audibly in the user’s language) and by agent systems. Originally, a byte-oriented data stream
format, [which may be carried on almost any digital bearer with an appropriate adaptation-layef;,
was developed. Hierarchically structured TPEG messages from service providers to end-users; werg
designefl to transfer information from the service provider database to an end-user’s equipment.

One yedr later, in December 1998, the B/TPEG group produced its first EBU speaifications. Twp
documepts were released. Part 2 (TPEG-SSF, which became ISO/TS 18234-2) described the Syntay,
Semantics and Framing structure, which was used for all TPEG applications. Meanwhile, Part 4 (TPEG
RTM, which became ISO/TS 18234-4) described the first application for Road Traffic Messages.

Subseqyently, in March 1999, CEN/TC 278, in conjunction with ISO/TC(204, established a grou
compriding members of the former EBU B/TPEG and this working group ‘€ontinued development work.
Further|parts were developed to make the initial set of four parts enabling the implementation of
consistdnt service. Part 3 (TPEG-SNI, ISO/TS 18234-3) described thé Service and Network Informatio
Application used by all service implementations to ensure appropriate referencing from one servic
source tjo another.

o

D = M

Part 1 [TPEG-INV, ISO/TS 18234-1) completed the series by describing the other parts and thei
relationkhip; it also contained the application IDs used within the other parts. Additionally, Part 5, th
Public Transport Information Application (TPEG-PTLASO/TS 18234-5), was developed. The so-calle
TPEG-LQC location referencing method, which enabled both map-based TPEG-decoders and non-map
based opes to deliver either map-based location referencing or human readable text information, wa
issued ajs ISO/TS 18234-6 to be used in association with the other applications parts of the ISO/TS 1823
series tq provide location referencing.

=

= UVl 1 = (D

The ISOYTS 18234 series has become known as TPEG Generation 1.
TPEG Generation 2

When the Traveller Information Services Association (TISA), derived from former forums, wak
inaugurpted in December 2007, TPEG development was taken over by TISA and continued in the TPEG
applicatjions working group.

It was apout this tinie*that the (then) new Unified Modelling Language (UML) was seen as having majo
advantallges for the development of new TPEG Applications in communities who would not necessaril
have binary physical format skills required to extend the original TPEG TS work. It was also realize
that the|XML format for TPEG described within the ISO/TS 24530 series (now superseded) had a greate
significdnce than previously foreseen, especially in the content-generation segment and that keepin
two physi . ) A : s

As aresult, TISA set about the development of a new TPEG structure that would be UML based. This has
subsequently become known as TPEG Generation 2.

TPEG2 is embodied in the ISO/TS 21219 series and it comprises many parts that cover introduction,
rules, toolkit and application components. TPEG2 is built around UML modelling and has a core of rules
that contain the modelling strategy covered in ISO/TS 21219-2, ISO/TS 21219-3, ISO/TS 21219-4 and
the conversion to two current physical formats: binary and XML; others could be added in the future.
TISA uses an automated tool to convert from the agreed UML model XMI file directly into an MS Word
document file, to minimize drafting errors, that forms the Annex for each physical format.

vi © ISO 2017 - All rights reserved
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TPEG2 has a three container conceptual structure: Message Management (ISO/TS 21219-6), Application
(many Parts) and Location Referencing (ISO/TS 21219-71). This structure has flexible capability and
can accommodate many differing use cases that have been proposed within the TTI sector and wider
for hierarchical message content.

TPEG2 also has many Location Referencing options as required by the service provider community, any
of which may be delivered by vectoring data included in the Location Referencing container.

The following classification provides a helpful grouping of the different TPEG2 parts according to their

intended purpose.

il B T |

]

Lo

[PEG2 has been developed to be broadly (but not totally) backward compatible with TPEG1
h transitions from earlier implementations, while not hindéring the TPEG2 innovative apprd
eing able to support many new features, such as dealing with applications having both lo1
nchanging content and highly dynamic content, suchias Parking Information.

'his document is based on the TISA specificationtechnical/editorial version reference:

P14002/1.0/001

Toolkit parts: TPEG2-INV (ISO/TS 21219-1), TPEG2-UML (ISO/TS 21219-2), TREC
(ISO/TS 21219-3), TPEG2-UXCR (ISO/TS 21219-4), TPEG2-SFW (ISO/TS 21219-5)TPE
(ISO/TS 21219-6), TPEG2-LRC (ISO/TS 21219-7), TPEG2-LTE (ISO/TS 21219-24);

Special applications: TPEG2-SNI (ISO/TS 21219-9), TPEG2-CAI (ISO/TS 2121910);

Location referencing: TPEG2-ULR (ISO/TS 21219-112)), TPEG2-GLR (ISO£TS 21219-213)),
OLR (ISO/TS 21219-224);

2-UBCR
;2-MMC

TPEG2-

Applications: TPEG2-PKI (ISO/TS 21219-14), TPEG2-TEC @SO/TS 21219-15), THEG2-FPI

(ISO/TS 21219-16), TPEG2-TFP (ISO/TS 21219-18), TPEG2-WEA-(ISO/TS 21219-19), TPE
(ISO/TS 21219-23), TPEG2-EMI (ISO/TS 21219-25).

G2-RMR

[0 assist
ach and
ng-term,

iy
2)
3)
4)

Under development.
To be published.
Under development.

Under development.
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Intelligent transport systems — Traffic and travel

information (TTI) via transport protocol experts group,

generation 2 (TPEG2) —

D

D

rt
L U

24
t

Light encryption (TPEG2-LTE)

o

1 Scope

This document defines the LTE encryption mechanism for TPEG Service Datd Frames. It h
gpecifically designed for use with Business to Business (B2B) business models.

The objective of this document is to provide a simple to use, yet effective Conditional Access me
for TPEG including encryption for use with both broadcast and/or peoint-to-point delivery.

Hor both service providers and device manufacturers, a standardized conditional access mech
beneficial to avoid a proliferation of proprietary methods with multiplied implementation ef]
lpad times.

2 Normative references

The following documents are referred to in thetext in such a way that some or all of their

yndated references, the latest edition of the‘referenced document (including any amendments)

ISO/TS 21219-1, Intelligent transportsystems (ITS) — Traffic and travel information (TTI) via t
protocol experts group, generation2(TPEGZ2) — Part 1: Introduction, numbering and version (TPE

SO/TS 21219-2, Intelligent transport systems (ITS) — Traffic and travel information (TTI) via t
rotocol experts group, genexation 2 (TPEGZ2) — Part 2: UML modeling rules (TPEG2-UMR)

T

SO/TS 21219-3, Intelligent transport systems (ITS) — Traffic and travel information (TTI) via t
rotocol experts group;-generation 2 (TPEGZ) — Part 3: UML to binary conversion rules (TPEG2-U

S =

SO/ TS 21219-4;NIntelligent transport systems (ITS) — Traffic and travel information (TTI) via t
rotocol expetitsgroup, generation 2 (TPEG2) — Part 4: UML to XML conversion rules (TPEG2-UXQ

TN

ISO/TS 23219-5, Traffic and travel information (TTI) via transport protocol experts group, geng
(ITPEGZ)— Part 5: TPEG service framework (TPEG2-SFW)

as been

Chanism

hnism is
fort and

content

donstitutes requirements of this document.(lior dated references, only the edition cited applies. For

applies.

‘ansport
G2-INV)

ransport
ransport
BCR)

ransport
R)

ration 2

ISOZTS 21219-9, Traffic and travel information (TTI) via transport protocol experts group, geng

ration 2

(TPEG2) — Part 9: Service and network information (TPEGZ2-SNI)

Federal Information Processing Standards Publication 197 — Specification for the ADVANCED

ENCRYPTION STANDARD (AES), November 26, 2001

NIST Special Publication 800-38A:2001 Recommendation for Block Cipher Modes of Operation: Methods

and Techniques

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

© IS0 2017 - All rights reserved
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[EC maintain terminological databases for use in standardization at the following addresses:

Electropedia: available at http://www.electropedia.org/

Online browsing platform: available at http://www.iso.org/obp

access controlled
conditions for use apply for which permission in writing is required

3.2
block cjpher
family of functions and their inverse functions that is parameterized by cryptographic keys

Note 1 td

3.3
block ci

algorithm that uses a block cipher to provide an information service such_as|confidentiality o

authent

3.4
Control

cryptog
by mear|

3.5

cryptog
parame
inverse

3.6
encrypf
process

3.7
service

cryptog|

Note 1 td
3.8
TPEG aj

applicat]
model a

Note 1 tq

traffic infformagion service.

entry: The functions map bit strings of a fixed length to bit strings of the same length.

pher mode of operation

city

Word
raphic key used to protect the data stream, i.e. the payload data'in a TPEG service data framsg
s of encryption

raphic key
fer used in the block cipher algorithm that determjnes the forward cipher operation and th
cipher operation

[ion
of encoding messages (or information)in such a way that only authorized parties can read it

key
raphic key used to encrypt the transmission of the Control Word

entry: Service keys may becustomer specific.
pplication
ion layer protocol fulfilling the general TPEG requirements at the highest layer of the ISO OS
hd standardized by TISA/ISO

entry=A-TPEG Application consists of a set of classes and rules for encoding information required to

w

js2)

3.9

TPEG service
multiplex of TPEG Service Components with a dedicated Service Identifier

3.10

TPEG service component
virtual channel for messages of a dedicated TPEG Application

3.11

TPEG service multiplex
multiplex of TPEG Services within one data stream or file

© ISO 2017 - All rights reserved
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3.12
service frame
data structure implementing the TPEG Service in the TPEG binary representation

3.13
service component frame

data structure implementing the TPEG Service Component stream in the TPEG binary representation

3.14
service data frame

dervice frame of type 1 containing TPEG service data as a multiplexed set of Service Component
3.15
ynrestricted access
o conditions for use apply, may be freely used without any permission or authorization
4 Abbreviated terms
AES Advanced Encryption Standard
B2B Business to Business
(RC Cyclic Redundancy Check
(TR Counter (a block cipher mode of operation)
w Control Word
EBU European Broadcasting Union
HCB Electronic Code Book (a block cipher mode of operation)
EMM Entitlement Management Message
HRAND Fair, Reasonable@nd Non-Discriminatory
ITE LighT Encryption
YervEncID Service encryption indicator (signalled in a TPEG Service Data Frame)
31D TPEG'Service ID
JFw TPEG Service Framework: Modelling and Conversion Rules
TISA Traveller Information Services Association
TPEG Transport Protocol Expert Group
Tt Trafficamd Travetterinformration
UML Unified Modelling Language
XOR eXclusive OR operation (a bit manipulation technique)

© IS0 2017 - All rights reserved

Frames


https://standardsiso.com/api/?name=4e0810fbab51216a40b4ee4a8f062380

ISO/TS 21219-24:2017(E)

5 Light Encryption specific constraints

5.1 Version number signalling

Version numbering is used to track the separate versions of an application through its development and
deployment. The differences between these versions may have an impact on client devices.

The version numbering principle is defined in ISO/TS 21219-1.

Table 1 chaowctha currant yarcion naiahaore for cignalling
HOWSttHe- e ey e rsto s e s o-5S e E

LTE:

Table 1 — Current version numbers for signalling of LTE

major version number

minor version number

5.2 Extendibility

Light Exicryption is based on a TPEG2 style specification of encryption parameters. Light Encryptio
informaftion and parameters specifications are specified with a TPEG2-eomponent, in accordanc
with th¢ TPEG2 modelling rules in ISO/TS 21219-2 (TPEG2-UMR), ISO/TS.21219-3 (TPEG2-UBCR) an
[SO/TS 21219-4 (TPEG2-UXCR). Future LTE extensions then may insert@eéw components or may replac
existingl components by new ones without losing backward compatibility. That means an LTE decode
shall befable to detect and skip unknown components.

=N W = (D

5.3 Endianness

TPEG agsumes big endian representation of all multi byte'constructs in the TPEG binary representatio
defined|in ISO/TS 21219-3 (TPEG2-UBCR)), as does the AES standard (Federal Information Processin
Standarfds Publication 197) and the NIST recommendation for Block Cipher Mode of Operations (NIS]
Special Publication 800-38A).

jawe BV AS BN

This do¢ument also assumes a big endianrepresentation throughout, i.e. the Most Significant Byte/Bit
is transmitted/stored first, and the Least Significant Byte/Bit is transmitted/stored last.

5.4 Suypported business models

This document supports a fitumber of common business models with the following two modes df
encryptjon:

— Light Encryption.Mode 1: free to air, yet encrypted transmission of TPEG data;

Mode 1 {sageneric mode, which does no
Mode 2 ltargets business-to-business
customers.

tdifferentiate between various client devices nor manufacturers.

B2B) relations.-This mode-is-able to differentiate various (B2HI)

In mode 2, a service provider is able to activate or revoke access to its service by changing its
transmission scheme. Moreover, in mode 2, access can be separately activated for individual (B2B)
customers.

Conversely, in mode 2, access can also be revoked separately for individual (B2B) customers, through
updates of the transmitted Light Encryption parameters. In this last use case, new encrypted Control
Words will be provided to all customers except the revoked B2B customer. This revoked customer is no
longer able to decrypt TPEG data, due to the lack of the new version of the Control Word.

4 © IS0 2017 - All rights reserved
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Business model |B2B relation estab-| B2B relation established after sale of No relation, unre-
lished before sale device stricted access
of device
Service type Mode 2, Access Controlled Service Mode 1, free Trial Mode 1, Free-to-
B2B Keys exchanged before sale of device Service Air Service
Activation model B2B Service Keys B2B Service Keys Temporary free Permanent free to
given to established | given to potential | service; activation air service
customers customers by SP only .
(no accessJ;lghts
On-air Activation On-air Activation (no access rights management
before sale of device | only after establish- management reqtiired fof client
ment B2B relation required for client manufactpirer)
manufacturer, free
service kept alive
until Software UpF
date o client devices)

Table 2 shows a number of supported business models. Light Encryption\Mode 1 can be used ei
temporary, free trial service or as a permanent free-to-air service with)encrypted content.

herasa

ode 2 supports business-to-business relationships. When a B2B relationship is establishedl before

the sale of the client device, all necessary precautions should*be taken such as exchange of]
parameters-in-confidence”. Light Encryption provides th€ymeans for a service provider to
dccess for the particular customer after the commencement of a contract agreement. In 3
hy pre-allocating and pre-sharing “parameters-in-confidence” with a potential customer

anufacturers are able to prepare their devices ahead of service transmissions. In this way,
B2B user devices can be prepared in parallel to a eofitract agreement, reducing or eliminating 1
pr device implementations.

.5 Performance requirements

3.5.1 Repetition rate of light ericryption parameters

All necessary entitlement parameters for any access-permitted TPEG client (i.e. a client wit]
dccess permissions to the-current state of the service) to start using the service and decryj
dontent shall be available with a repetition rate of one minute or less. This is to reduce start-up

Advance information‘ef upcoming changes in entitlement parameters may be distributed at
ate. Clients are recemmended to store relevant encryption parameters and Control Words ove
down cycles farjfastest start-up. The Control Word Version ID (attribute CWversionID) sig
ersion in use,~and clients shall match stored versions with the signalled version before prq
ith decpyption on basis of stored parameters.

3.5.2 ( Update rate of light encryption parameters

needed
activate
dvance,

device

fdotential

ad-time

h active
pting its
latency.

h slower
F power-
hals the
ceeding

ntly, but

shall not be updated more than once every 10 min. TPEG clients may receive reliably all necessary

parameters, even under less than perfect reception conditions.
5.6 License agreement and security requirements

5.6.1 General

This document uses two secret pieces of information (cryptographic parameters - see 6.2.1). These are
distributed by TISA under FRAND conditions, but subject to a license agreement. The license agreement

with TISA shall ensure strict confidentiality in handling, storage, and proper use (for intended p
only) of these secret cryptographic parameters.

© IS0 2017 - All rights reserved
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5.6.2 Security requirements on service providers

5.6.2.1 Development

During development of Light Encryption, service providers should limit to a minimum the personnel
having access to the secret cryptographic parameters distributed by TISA, and any customer and
service specific cryptographic parameters. Development artefacts related to these parameters shall be
stored in a protective fashion, to prevent unauthorized access.

5.6.2.2 | Operation

During | Light Encryption operations (including service key, Control Wordy\) angd
customgrParameterInConfidence generation, and generation of encrypted content) access 1to.'Server
rooms and servers running Light Encryption operations or storing Light Encryption parameters should
be protg¢cted. Physical storage of all cryptographic parameters should be governed by-a conditiondl
access mechanism including encryption. The chosen protection scheme should make it|difficult to find,
use, or replace confidential cryptographic parameters.

The Serjvice Provider should limit to a minimum personnel having access to\sérvers running Light
Encrypfion or storing Light Encryption cryptographic parameters.

5.6.3 [Security requirements on client manufacturers

5.6.3.1 | Development

During fevelopment of Light Encryption, client device mahufacturer should limit to a minimum th
personrel having access to the secret cryptographic parameters distributed by TISA, and/or custome]
and servyice specific cryptographic parameters. Developfient artifacts related to these parameters sha
be storgd in a protective fashion, to prevent unauthorized access.

—_— s (D

5.6.3.2 | Firmware and firmware distributien

The secret cryptographic parameters distributed by TISA, and any further customer and service specifi
cryptographic parameters should be stored in encrypted/obfuscated form in a device’s firmware, suc
as to prjevent security leaks from inspecting firmware or firmware updates. The chosen protectio
scheme [should make it difficult to,find, use, or replace confidential cryptographic parameters. Th
chosen protection scheme for stogage in a device’s firmware may be proprietary.

T = = 0

6 Light encryptiommethod of encryption and operation

6.1 Principles d8f-operation for light encryption

The objective_ef Light Encryption for TPEG is to achieve a simple encryption method, while sti
allowing effective compression of service frame payload data. To do so, the selected operating principl
is to endrypt the complete service frame payload data in one go (as opposed to encryption of individud
service component frames). This principle affords a single access point for decryption in the TPEG
client, which gets passed a complete TPEG service data frame to process. Efficient transmission can be
achieved, since the service frame payload data can be compressed first, before applying encryption.

W

—

Consequently, when a service provider desires mixing unencrypted and encrypted TPEG data, this
provider needs to set up different TPEG services with different TPEG Service IDs and mix these in the
TPEG service multiplex. Access rights management and encryption shall be handled at the TPEG service
multiplex level, where individual TPEG services are either encrypted or clear-to-air.

This scheme allows a TPEG service composition in which clear-to-air content in TPEG service multiplex is
accessible for TPEG clients, without these clients needing to know of any encryption and/or conditional
access system knowledge. Service providers can link content of such various services to each other, by

6 © IS0 2017 - All rights reserved
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means of the TPEG concept of “originator” TPEG service ID ISO (TS21219-9). With the “originator” TPEG
service ID, a service provider can inform a TPEG client that content from one clear-to-air TPEG service

is from the same source as the content of an encrypted TPEG service.

Key requirements addressed in this conditional access mechanism are the following:

Traffic and Traveller Information (TTI) context;

The method shall support commonly used business models in TPEG over broadcast delivery;

The method shall provide an appropriate level of security against unauthorized access and usage in

The method shall be license-free to operate;

The method shall be easy to implement at the TPEG client side and TPEG server side and sh
minimal overhead;

The method shall be bearer-independent;

— The method shall allow granting and revoking of access to individual B2B,customers.
6.2 Overview of the light encryption method

.2.1 General

Hor Light Encryption, the used encryption algorithms are based on the Advanced Encryption §
(AES; see Federal Information Processing Standards Publication 197). Light Encryption distiy
tiwo modes to support different business models. Technically, the two modes differ only in dist
df the “parameterInConfidence” with which the seryice keys are composed.
TPEG service provider ‘ ey TPEG client device
LT &ft:am IR~
/ iiiiiii Secret \
Service Key, R Service Key

ol

.
=

Control Control

Word - ' \ :*-_ Word

Figure 1 — Mode 1 encryption method principle

Encrypted Control Word!

Service frame
payload data

Service frame
payload data

Encrypted Service Frame
Payload data

igure 1 shows the encryption scheme for Light Encryption mode 1. In this mode 1, the servig
ayload-data is encrypted with a Control Word. This Control Word (common to all clients)
hanging over time for security reasons. New Control Words are encrypted with a Service Ke

)i
I
Q
trarismission to a client. The encrypted Control Words are distributed in the service with Ent

all have

tandard
guishes
ribution

e frame
may be
y before
tlement

Messages. In mode 1, a single Entitlement Message is provided for all clients.

The Service Keys are composed of a pre-shared, secret, key table maintained and distributed

by TISA

under strict confidentiality. The service key composition selects a substring of the TISA secret table,
and then applies bit manipulation techniques (two XOR operations interspersed with a shift operation).

For symmetry with mode 2, the TISA secret information contains the TISA key table and a

generic

“TISAparameterinConfidence”. In mode 1, this parameter shall be used by all clients in the same way

(whereas in mode 2, this “parameterInConfidence” shall be customer specific).
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Figure 2 — Mode 2 encryption method principle

=}

| shows the encryption scheme for Light Encryption mode 2 which operates-inithe same fashio

1. Only when composing the Service Key, instead of the TISAparameterinGenfidence, a customer
[parameterinConfidence is used to specify the Service Key for a specificustomer. This custome]
“parameterInConfidence” (and allocated “customerID”) shall be prefshared between a specifi
rvice Provider and a specific TPEG Client manufacturer as part fd contract agreement. Onc
ice Key is used to encrypt (at service side) or decrypt (at client side) the transmitted encrypte
Word, the rest of the process remains identical.

T3

(D

rypted Control Words are distributed in the service<with Entitlement Messages. In mod
ery (B2B) customer a separate Entitlement Message\is provided. The client shall check th
erID” attribute contained in the Entitlement Message'to obtain its customer-specific entitlemenft
ers.

>

ents under valid contract with a Service Provider shall be able to decode both Light Encryptio
hnd Mode 2. This enables the Service Provideér to switch temporarily to mode 1, when busines
would warrant so.

|2 =

hall ascertain at all times whetherthey have the correct (decrypted) Control Word for a specifi
d Light Encryption Mode and Cangrol Word Version Id. Only then they may proceed to decry
ypted payload data. If not, they shall discard encrypted payload data.

In Annex C, guidelines (informative) for use of this document are given.

TISA secret KeyTable’and TISAparameterInConfidence

cument uses w0 secret pieces of information which are distributed by TISA under stridt

\ KeyTable: a several kilobyte, long byte, array containing random numbers;

lightt encryption mode 1

\parameterInConfidence: a 16 bytes, long byte, array containing random numbers for use in

For secr
under F

ecy reasons, this document does not contain these parameters. They can be obtained from TISA
RAND conditions. An application shall be made using the request form on the TISA website

(www.tisa.org). After signing and returning the corresponding confidentiality agreement to TISA, this
TISA KeyTable and TISAparameterInConfidence shall be made available in digital form.
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6.3 Encryption and decryption of service data frame payload data

6.3.1 General

017(E)

The service data frame payload is encrypted using the AES standard (Federal Information Processing

Standards Publication 197). The Control Word is used as the cryptographic key in AES for

service

payload data encryption. The 128-bit (16 bytes) long version of AES cipher is chosen (referred to as
AES128 in NIST Special Publication 800-38A). Since the length of the service data frame payload is
much longer than this standard 16 or (alternatively 32-byte AES) block cipher length, a block cipher

1fiode of operation 1s needed. A mode ol operation speciiies Now to repeatedly apply a bIOCK
qingle-block operation to securely transform amounts of data larger than a block.

6.3.2 Block cipher mode of operation

Hor Light Encryption of service frame payload data, the Counter Mode (CTR))mode of ope
gmployed (NIST Special Publication 800-38A). Counter mode is the fastest‘mode of operat
frocessed concurrently by both the Service Provider and the client device.
]

'he CTR mode is applied only for service frame payload encryption. For'both Light Encryption
nd 2, the service frame payload data is encrypted with CTR-AES128 (NIST Special Publication 8

H5.1 and F5.2. These test vectors shall be used for validation of implementations of this documg

Rayload encryption is performed on blocks of application{data. In the CTR-AES128 mode of ope
block consists of 16 bytes of service frame payload data:as contained in a TPEG Service Data Fr4
(TR mode ensures that distinct ciphertexts blocks areproduced even when the same plaintext]
gncrypted multiple times independently with the sathe Control Word.

[0 do so, for each block a new Initialisation Vector (IV) is needed. Information for this IV (a N

omponent (see Clause 7). These transnitted parameters are complemented by a running co

]

]

Jervice Data Frame payload data as part of the Light Encryption Information (“Ltelnfori
Q

donstruct the initialisation vector pe¥’block of data.

cipher’s

ation is
ion and

modes 1
)0-38A).

NIST has made available CTR-AES128 test vectors in NIST Special Publication 800-38A, Appendices

nt.

ration, a
me. The
block is

fonce [A

IONCE isa Number used ONCE], the TPEG SID,and the LTE mode) is transmitted in front of the erjcrypted

nation”)
unter to
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IV Nonce SID ...... Counter Nonce SID ... ... Counter Nonce SID ...... Counter
' c59bcf.... ... ... ... 0000 c59bcf.... ... ... ... 0001 c59bcf.... ... ... ... 0002
LITTTTTITITTITT] LITTTTTITTTITT EEEEEEEEENEEE
Control block cipher Control block cipher Control block cipher
Word encryption Word encryption Word encryption
Plaintext —_— éh Plaintext — Fb Plaintext —_— éh
IIIIIIIIIIIIIl IIIIIIIIIIIIIIl IIIIIIIIIIIIIIl
LLITTTTIITTI T LLITTTTIITTITT]d LLITTTTTTTIGON ]
Ciphertext Ciphertext Ciphertext
Counter (CTR) mode encryption
V- Nonce SID ...... Counter Nonce SID ...... Counter Nonce SID ... ... Counter
' c59bcf.... ... ... ... 0000 c59bcf.... ... ... ... 0001 c59bcf.... ... ... ... 0002
LIITTTTTIT Il LIITTITIITTIoT]d LTI oTd
Contrpl block cipher Control block cipher Control block cipher
Word encryption Word encryption Word encryption
Cipherfext ——> Ciphertext ——> Ciphertext ——>
HEERENNEEREEE LTI ITToT] LTI IoTd
LTI IiT]d LI TTITTITT] HENEEEEEENEEE
Plaintext Plaintext Plaintext
Céunter (CTR) mode decryption
Fighre 3 — CTR mode of operation for encryption and decryption of service data frame
payload data
Figure 3 shows the principle of the CTR mode of operation. For each block of data, the constructefl
Initialishtion Vector is-enérypted using the Control Word. The encrypted Initialisation Vector is thep
subject [to an XOR gperation with the plaintext to produce the ciphertext for encryption (top), of
alternatjively, the etierypted Initialisation Vector then subject to an XOR operation with the ciphertext
to prodice the plaintext for decryption (bottom).
The countet. is incremented by one (as an IntUnLi value) for every successive block of service framp
payload|ddfa in the Initialisation Vector. The structure of this Initialisation Vector is detailed next.

10
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6.3.3 Initialisation Vector

For Light Encryption mode 1 and mode 2, the binary representation of the 16 byte initialisation vector
IV of the CTR mode is specified as follows:

<InitialisationVector<IV)>>:= : 16 byte Initialisation Vector IV for CTR mode.

10 *<IntUnTi>(nonceValue), : 10 byte value of the Nonce, signalled in the data
structure modelNonce or mode2Nonce for mode
1 or mode 2 respectively (see 5.5). The value of
this Nonce shall contain a unique numeric yalue
for every service frame encrypted withrthg same
Control Word.

<Serviceldentifier>(SID), : The TPEG Service Identifier (SID)’as signaflled in
the header of the Service Frame.

<lte001:LightEncryptionMode> (IteMode), : The Light Encryption Mode in use for this|ser-
vice, as signalled in the Ltelnformation compo-
nent (see Figure 8).

<IntUnLi> (counter); : 2 byte counter (initialized at 0 at the star{ of
every encrypted'service data frame)

The constructed Initialisation Vector shall be unique for every Service Provider and every m¢de. The
dttributes nonceValue, lteMode and CWversionID are transmitted in the Ltelnformation comporent (see
(lause 7). The attribute SID is transmitted in the header’of every Service Frame. The countér is not
transmitted, but rather reset to 0 for every new encrypted-service data frame, and then increm¢nted by
gne for every successive block of 16 bytes to be encrypted or decrypted (see Figure 3).

Jervice providers shall transmit a unique Nonce (Number used once) value for every service dafa frame
gncrypted with the same Control Word. Only then, the IV satisfies the requirement of the CTR rmode for
d unique “counter block” (IV) for each plaintéxt block that is ever encrypted under a given key (Federal
Ihformation Processing Standards Publication 197). If, contrary to this requirement, the “countgr block”
[V) would be used repeatedly, then the:confidentiality of all of the plaintext blocks correspopding to
that counter block could be compromised (Federal Information Processing Standards Publicatipn 197).

(iven the 10 byte value of the Nence, a Service Provider would be able in principle to use the same
(ontrol Word for over 1024 Service Data Frames, and are able to satisfy the requirement for 3 unique
counter block”. Practical §ecurity considerations however should suggest changing the Contr¢l World
thuch more often.

counter (IntUnLi; 2 bytgs)
(initalised at 0 at the staft of
every encrypted service ffame)

nerceValue TPEG SID [teMode
(10 Bytes) (3 bytes) (1 byte)

Figure 4 — Structure of Initialisation vector

In Figure 4, the structure of the 16 byte Initialisation vector is shown graphically. The parameters are
detailed in 7.4.

A 2-byte counter is sufficient. A Service Frame is a maximum of 65 535 bytes, i.e. may contain maximally
4 096 cipher blocks. The counter shall be reset to 0 for every encrypted Service Frame.

6.4 Encryption and decryption of transmitted Control Words

New Control Words may be transmitted to protect the confidentiality of the payload data. To protect the
transport of Control Words itself to TPEG clients, these Control Words are encrypted, with a Service Key.
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For Light Encryption of Control Words, the Electronic Codebook (ECB) mode of operation is employed
(NIST Special Publication 800-38A). In both Light Encryption modes 1 and 2, the transmitted Control
Words are encrypted with ECB-AES128 (NIST Special Publication 800-38A).

NIST has made available ECB-AES128 test vectors in NIST Special Publication 800-38A, Appendices
F1.1 and F1.2. These test vectors shall be used for validation of implementations of this document.

6.5 Service Key composition

6.5.1 a|:eneral

The transmitted Control Words are encrypted with a Service Key. In Light Encryption, Servic
Keys afe not transmitted, but rather composed of pre-shared information and a transmitte
configuration parameter. That is, Service keys shall be composed based on a_ transmitte
“mode<K>EncryptionConfiguration” parameter, the secret TISA information, and TPEG Service ID.

Pt et (L

(x;%’ “TISAkeyString”: 16 Byte secret TISA Key Table substring, starting at index “mode<X>EncryptionConfig (with <X>=1 or 2) (B\iBlS]

XOR
Sefvice sipa | e | sioc | M | sipa|sos | soc | M | sipa | soe | soc| N | sipa | sios | sioc | €
Mask Mode Mode Mode Mode
MSB LSB

16 Bytes of Intermediate Séxvice Key

(Byte 0) (Byte 15)

Rotaté-Right
Nys: bytes

MSB

(Byte16-N)  Byte.. Bytels  ByteO

LSB

16 Bytés'ef Intermediate Service Key, Rotated Right N bytes (e

XOR

Confidentiality MSB
Mask (Byte 0)

LSB

16 byte ParameterinConfidence (Byte 15)

MSB " LSB
(Byte 0) 16 Byte Service Key (Byte 15)

Figure 5 — Procedure for composing a Service Key, based on the secret TISA Key Table,
transmitted service parameters and the ParameterInConfidence

Figure § shows the procedure for composing the Service Key, applicable both for Light Encryption mod
1 and mpde’ 2.

W

The steps to compose a Service Key are as follows:

a) Selection of a 16 byte keystring TISAkeyString, based on the TISA KeyTable (see 6.2.1), and the
transmitted parameter IteMode<X>EncryptionConfig (where <X> equals 1 or 2); see 6.5.2.

b) Construction of a Service Mask; see 6.5.2.

c) Applying an exclusive OR operation between the TISAkeyString and the Service Mask, and storing
the result as an Intermediate Service Key.

d) Determine the number of bytes Nyt to Rotate Right the Intermediate Service Key; see 6.5.2
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e) Rotate Right the Intermediate Service Key Nyt bytes.
f) Construct the mode-specific Confidentiality Mask, see 6.5.3 for mode 1 and 6.5.4 for mode 2.

g) Applying an exclusive OR operation between the Right Rotated Intermediate Service Key and the
Confidentiality Mask, and storing the result as the desired Service Key.

After step g), the Service Key is available for decrypting a transmitted, encrypted Control Word,
following 6.4.

6.5.2 Light Encryption modes 1 and 2 common parameters for Service Key composition

6.5.2.1 TISAKeyString

Hor Light Encryption, the binary representation of the 16 byte TISAkeyString is determined as|follows,
ysing the secret TISAkeyTable (see 6.2.1) and the transmitted parameter mpde<X>EncryptidnConfig,
vhere the <X> equals 1 or 2, for mode 1 or mode 2 respectively.

=

Ih mode 2, this mode<X>EncryptionConfig may be customer specific.

<KeyString<TISAkeyString)>>:= : 1&byte TISA Key Table string|which
is the starting point for the Serjice
Key composition.

<byte>(TISAkeyTable[mode<X>EncryptionConfig]), : first byte of indexed TISA Key|Table
string.

<byte>(TISAkeyTable[mode<X>EncryptionConfig-#1]), : second byte of indexed TISA Key
Table string.

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 2]), : third byte of indexed TISA Kgy
Table string

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 14]), :fifteenth byte of indexed TISA Key
Table string.

<byte>(TISAkeyTable[mode<X>EncryptionConfig + 15]), :sixteenth byte of indexed TISA Key
Table string

6.5.2.2 ServiceMask

Hor Light Encryption) the binary representation of the 16 byte Service Mask is specified as|follows,
ysing the transmitted parametersTPEG SID and IteMode:

<ServiceMask<serviceMask)>>:= : Service Mask used for Service Key composition.

<Serviceldentifier>(SID), : The TPEG Service Identifier (SID) as signaflled in
the header of the Service Frame.

<lte001:LightEncryptionMode> (IlteMode), :The Light Encryption Mode for this service data
frame, as signalled in the Light Encryption Infor-
mation component (see Figure 8).

<Serviceldentifier>(SID), : The TPEG Service Identifier (SID) (repeated).

<lte001:LightEncryptionMode> (IteMode), :The Light Encryption Mode in use for this service
data frame (repeated).

<Serviceldentifier> (SID), : The TPEG Service Identifier (SID) (repeated).
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<lte001:LightEncryptionMode> (lteMode), :The Light Encryption Mode in use for this service
data frame (repeated).

<Serviceldentifier> SID), : The TPEG Service Identifier (SID) (repeated).

<lte001:LightEncryptionMode> (IlteMode); : The Light Encryption Mode in use for this service
data frame (repeated).

6.5.2.3 Nrot

Th 4 N fom) 1 £.1 4 4 dead P, - 4 |l W Aot - pa | 4] 1 lalal
e pa[ AIIICLTT INypof, (LT HTUIITUTT UL Uy LTS TU TULALT TIgIHU I STTP J J 15 UTLTTIHHIITIITU 45 LT TUWTT TTITU DI

from th¢ first byte of the TISAkeyString as follows:

Nrot — := ((TISAkeyString[0]) & (0x0F)), (where “&” represents the bitwise AND
operatign).

This yields a “rotate right” value from 0 to 15 inclusive.

6.5.3 |Light Encryption Mode 1 specific parameters for Service Key composition

For Light Encryption mode 1, the 16 byte Confidentiality Mask is specified agfollows:

<ConfiglentialityMask<modelConfidentialityMask)>>:= |: Confidentidlity Mask used in mode 1 for
Service Key-eomposition.

16{*<byte>(TISAparameterInConfidence); : The secret TISAparameterInConfidence
provided by TISA together with the TISA
Key Table under strict confidentiality rules
(see 6.2.1).

6.5.4 |Light Encryption Mode 2 specific parameters for Service Key composition

For Light Encryption mode 2, the binary representation of the 16 byte Confidentiality Mask is specifiefl
as follows:

<ConfigentialityMask<mode2ConfideftialityMask)>>:= : Confidentiality Mask used in mode 2 for
Service Key composition.

16|*<byte>(customerParameterinConfidence); : The customer-specific parameterInConfi-
dence provided by the Service Provider to

the Client Manufacturer under strict confi-
dentiality rules together with an allocated
customerlID.

For thisf mode 2, the “customerID” and the customer-specific “parameterinConfidence” shall be pré
shared petween‘Service Provider and Client Manufacturer as part of a contract agreement. Table
shows example-parameter values.

1S

Tablak — 2 l ‘ I icel ition (all values in hex)

lteMode = 01

TPEG SID (100.100.255) = 6464ff

TISAKeyString = 0alb2c3d4e5£60718293a4b5c6d7e8£9
TISAparameterInConfidence = 0011223344556677889%aabbccddeeff

6.5.5 Example Service Key Composition

Figure 6 shows an example of the construction of a service key for mode 1. Using the input parameters
given in Table 3, in this figure a service key is constructed following the seven steps of 6.5.1.
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In the first step, the TISAKeyString is selected as the substring of the TISA KeyTable from index

modelEncryptionConfig to, and including, index modelEncryptionConfig+15 (for example 0alb2
£60718293a4b5c6d7e8£9).

c3d4deb

NOTE This is an example value for the TISAKeyString without any relation with real TISA Key Table.

In the second step the Service Mask is constructed from the TPEG Service ID and lteMod
6464ff016464ff016464£f£f016464££01).

e (value

In the third step, the intermediate Service Key is formed with an XOR operation of the Service Mask and

ISAKeyString (Intermediate Service Key value be /£fd33cZ2a3b9tf /0eof/Sbbda2b31718).

In the fourth step, the number of bytes to be rotated right is determined to be 10, based on.the |
jibble in the first byte “0a” of the TISAKeyString.

Ih the fifth step, the Intermediate Service Key is then rotated right 10 bytes, yielding the value
175bb4a2b317£86e7£d33c2a3b.

Inthesixthstep,the Confidentiality Maskis setforltemode 1 tothevalue ofthe TISAparameterIinCo
(rssumed value for this example 0011223344556677889%aabbccddeetf).

NOTE This is an example value only.

|
gnd the right rotated Intermediate Service Key. This Service Key consequently has the value 9f
1felc4c49f6lcdcdlfelc4dcd.

TISAkeyString

Oa [ 1b | 2c | 3d | 4e | 5f | 60 | 74~J~82 | 93 | a4 | b5 | ¢6 | d7 | e8 | 9

XOR

ServiceMask

64 | 64 | ff | 01 | 64 (64 | ff | O1 | 64 | 64 | ff | 01 | 64 | 64 | ff | O1

Intermediate Service Key

6e | 7f | d3_ p3c | 2a | 3b | Of | 70 | e6 | f7 | 5b | b4 | @2 | b3 | 17 | 8

Rotate Right
N,o: bytes (10) Intermediate Service Key
Rotated right 10 bytes

of | 70 | e6 | f7 | 5b | b4 | @2 | b3 | 17 | f8 | 6e | 7f | d3 | 3c | 2a | 3b

XOR ConfidentialityMask

“«_n

bwer a

Pf70e6

hfidence

h the seventh step, the service key is determined with an XORjeperation of the ConfidentialityMask

blcdc4

00 | 11 | 22 | 33 | 44 | 55|66 | 77 | 88 |99 | aa | bb | cc | dd | ee | ff

Service Key

of | 61 | c4 [ c4 | 1f | el | c4 [ c4 | Of | 61 | c4 | c4 | If [ el | c4 | c4

Figure 6 — Example Service Key Composition (all values in hexadecimal)
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7 Light Encryption structure and embedding in TPEG service data frames

7.1 General

The chosen concept for realizing a light encryption method in a TPEG service transmission is an in-line
access control/encryption method at the TPEG service data frame level. A service data frame is either
completely encrypted (all content is encrypted) or clear-to-air (no encryption). This affords a single
access point inside the TPEG client such that all conditional access/encryption functionality can be kept
local in a client’s system.

7.2 Light encryption embedding in TPEG service data frames

The Light Encryption service concept is based on in-line transmission of encryption parameters an
encrypted payload as shown in Figure 7. In Figure 8, the service concept is shown with.the servic
data frajme containing an encryption indicator signalling the type of encryption used, fellowed by th
encrypted service data frame payload. This payload contains a preamble containing the necessar
encryptjon parameters and Control Words. This Light Encryption Information preamble is structure
as an (Ynencrypted) TPEG2-style component (Ltelnformation). The following: ERC protects the dat
integrity of this component. The encrypted, and possibly compressed, sepvice component multiple
is contalined. The compression function, when used, is signalled in the Light Encryption Informatio
preamble. After decryption, and when needed, decompression, the Seryvice Component Frames can b
accessedl.

LSV I~ R <> R = =i Sa > ¢ P = =

In Annex A, the TPEG binary representation of this Light Encryption service data frame structure ig
defined)In Annex B, the TPEG-ML representation for Light Encryption is specified.

TPEG Transport Frame

Frame

Service frame
header

Transport
Frame header

Sync F(la:me Header|Frame| Service Frame| Frame \g_

word [1dngth| cre i Type = 1 header vice Frame payload = Fencryption (COmponent Frame multiplex)
,.*l*

Service Frame header

Enc \1 Light Encryption

I or information
Yl

SID-A | SID-B | SID-C CRC XXXYYZ FFGGBBXX NMEEFFYY

Light Encryption Function

Compressed Service Component Multiplex

Compression Function

Service Component | Service Component | Service Component | Service Component | Service Component
Frame 1 Frame 2 Frame ... Frame ... Frame N

Service Component Frame

Service Component| Component Frame Component Data (opt.)
Identifier Header Parameters (SNI, TEC, TFP, FP], ...) CRC

Figure 7 — Composition, compression, encryption, and framing for TPEG Light Encryption

7.3 Light Encryption components

The preamble containing all encryption information (the Ltelnformation component) is defined
as a TPEG2 style component (see Figure 8). This top-level component contains the service general
information, such as the version ID of the LTE specification, the encryption mode in use by the service
and the payload (i.e. service component multiplex) compression method in use.
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class LTE Structure

Ltelnformation

+ specVersonlD: MajorMinorVersion
+ IteMode: Ite001:LightEncryptionMode
+ payloadCompressionServEnclD: IntUnTi

«OrderedComponentGroup»
+ IteParamsForFrame: LteParameters

V

LteParameters

+ CWversonldForMode: IntUnLoMB

" I~

LteMode1Parameters LteMode2Parameters

+ modelNonce: Nonce + mode2Nonce: Nonce

«OrderedComponentGroup» + numActiveCustomers IntUnLoMB

+ modelEMM: ModelEMMessage [0..1] «Ordered ComponentGroup»
+ mode2EMM: Mode2EMMessage [QN "]
v < T
1 R - 23 I
l N -7 |
V B P V
N
Mode1EMMessage «DataStructure» ('\\ Mode2EMMessage
Nonce
+ modelEncryptionConfig: IntUnLoMB %?;omedD: IntUnLoMB
+ modelEncryptedCW: ControlWord + nonceValue: IntUnTi [10] % ~customerRightsActive: Boolean
+ mode2NewCWverionID: IntUnLoMB [0..1]
S~ - + mode2EncryptionConfig: IntUnLoMB [0..1]
RS _ 4+ mode2EncryptedCW: ControlWord [0..1]
>~
«DataStructure» N
ControlWord

+ cwValue: IntUnTi\JN5]

<

Figure 8 — Ltelnférmation component structure

This top-level LteInformation component includes mode specific LteParameters components.

This document distinguishes twé_encryption modes, each having its own mode specific LteParpmeters
domponent (see Figure 8). Common to all modes is the Control Word version ID (CWversionID).

(lients shall ascertain at.all.times whether they have the correct (decrypted) Control Word for aspecific
dignalled Light Encryptien Mode and Control Word Version Id (clients are expected to store|the last
leceived Control Word-corresponding to the LTE Mode and Control Word ID for this purpose). Opnly then
they may proceed-tedecrypt the encrypted Service Data Frame payload data. If not, they shallfdiscard
the encrypted Seyvice Data Frame payload data.

Hor mode-1y7a nonce (“number used once”) is included as a parameter for the encryption sged (the
Ihitialisatien Vector) used in the decryption of the payload. Furthermore, a single model EMMegsage for
g1l usépsis included (but at the discretion of the TPEG service provider, optionally only once eyery few
frames) This general entltlement management message contains the model Encryptlon Conf1 uration,

encrypted Control Word for mode 1 1tse1f

For mode 2, also a nonce is included as a parameter for the encryption seed used in the decryption of
the payload. Also, the total number of active customers is signalled (numActiveCustomers) as a means
to reliably detect whether after a change of access rights have been revoked (see C.4). Furthermore,
for each customer a separate mode2EMMessage is included. This message contains the customerID, an
indication whether the customer rights are active, and if so the (customer-specific) mode 2 Encryption
Configuration and the (customer specific) encrypted Control Word.

In mode 2, new Control Words can be signalled in advance of their use, to enable a seamless change over
in the client device. If so, in the Mode2ZEMMessage, the attribute “modeZNewCWversionID” indicates the
new version of the Control Word and new configuration transmitted in the entitlement management
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message. In all other cases, the mode2ZEMMmessage applies to the current Control Word Version ID, as
signalled in the lteMode2Parameters.

7.4 LTE tables

This document contains only one table, which enumerates the applicable Encryption Modes (see Figure 9).

class LTE Tables

=

7.5 In

The Init
parame

— The
ind
dat
init

— The

— The

— The
Ser
this
con

NOTE

binary fa

indicatof
structur

7.6 S¢
The Ser

Ite001:LightEncryptionMode

+ 000:Mode undefined
+ 001:Mode 1
+ 002:Mode 2

Figure 9 — LTE tables

itialisation Vector composition

alisation Vector composition is detailed in 6.3.3. Details are given here how the constituent
fers are transmitted for modes 1 and 2.

nonceValueshallbetransmittedinthedatastructure “modelNonce” (formode 1), oralternativel
ata structure “mode2Nonce” (for mode 2). For both miodes 1 and 2, the nonceValue inside thi
W structure contains exactly 10 bytes. This nongeValue shall be used in the composition of th
alisation vector.

T <

TPEG “SID” is transmitted in the Service Frame Header (see Figure 7).
“IteMode” parameter is signaled in the 'LteInformation component (see Figure 8).

2-byte IntUnLi counter is not transmitted, but rather reset to 0 at the start of every encrypted
ice Data Frame. Then, following the CTR-AES128 function (NIST Special Publication 800-384),
counter shall be incremented by 1 for decryption of every subsequent cipher text block a
fained the Service Data Frame payload data.

Vi

1)

In accordance with.the TPEG UML to binary conversion rules in ISO/TS 21219-3 (TPEG2-UBCR), in th|
rmat of the Nonce data structure, the nonceValue array is signalled first with a IntUnLoMB array lengt
, and then the nenceValue IntUnTi array itself (see Annex A). The same applies for the ControlWord dat

h

[ -

rrvice Key composition

Uice Key composition is detailed in 6.5. Details are given on how the constituent parameters arg

transmiltted for modes 1 and 2

— The TPEG “SID” is transmitted in the Service Frame Header (see Figure 7).

— The “lteMode” parameter is signalled in the Ltelnformation component (see Figure 8).

— The “modelEncryptionConfig” (for mode 1) or alternatively “mode2EncryptionConfig” parameter

(for

mode 2) is signaled in the modelEMMessage or modeZEMMmessage respectively (see Figure 8).

— The secret TISA KeyTable and TISAparameterInConfidence (for mode 1) need to be obtained from
TISA (see 6.2.1). For mode 2, the customer specific parameterlnConfidence need to be obtained
from the service providers.

18
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8.1 Ltelnformation

ISO/TS 21219-24:2017(E)

Table 4 shows the root, TPEG2-compliant component for Light Encryption Information to be included in
the Service Data Frame in front of the encrypted Service Component Multiplex.

Table 4 — Ltelnformation

Name

Type

Multiplicity

Description

EpecVersionID

MajorMinorVersion

Major and Minor versionof the Light
Encryption specification ap used to
encrypt (and passibly compress)
the service component myltiplex.

teMode

1te001:LightEncryptionMode

Active Encryption Mode infused by
service provider for this|service.
The encryption mode in jise may
chiange over time for the sefvice, but
after every changeover oflencryp-
tion mode, all frames shal| use the
same encryption mode until a next
changeover of the encryptipn mode.

payloadCompressionServEncID

IntUnTi

solely a compression method.

cryption.

Note:

dicators.

different methods.

Indicator for the compressipn meth-
od which is used for compressing
the payload Service Component
Multiplex, i.e. before endryption
is applied. Valid values [for this
attribute are those TPEG|Service
Encryption Indicators inficating

The chosen compression|method
is applied to the completq Service
Component Multiplex before en-

Range 0 to 127 refers to the TISA
standard Service Encrygtion In-

Range 128 to 255 values| may be
freely chosen by Service Pyoviders.
Multiple service providersimay use
the same value in this range for

Ordered Components

teRaramsForFrame

LteParameters

Mode specific Light Encrygtion pa-

rametersforthisServicePath Frame.

8.2 LteParameters

Table 5 shows the abstract class for Light Encryption Parameters. Each mode specific Light Encryption

Parameters class shall be derived from this abstract class.

© IS0 2017 - All rights reserved
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Table 5 — LteParameters

Name

Type

Multiplicity

Description

CWversionldForMode

IntUnLoMB 1

The current (mode specific) version of the Control World
used for encryption of this frame. Control Words may
be changed infrequently. Clients shall remember the
last transmitted Control World per supported mode
such that the (encrypted) Control Word does not need
to be transmitted in every frame.

TL. LIAL H 14D Mo H

" .. .
TIC VYV VET STOTITUT OT TV TO U C TS a TITOTTO TOTITUTITIC T T A S TITY

number per LTE mode.

8.3 LteModelParameters

Table 6 shows the Light Encryption Parameters for Encryption Mode 1.

Table 6 — LteModelParameters

Name

Type

Multiplicity

Description

CWversjonldForMode

IntUnLoMB

1

The current (mode specifie)version of the Control World
used for encryption ofithis frame. Control Words may
be changed infrequently. Clients shall remember th¢
last transmitted.Control World per supported modg
such that thefencrypted) Control Word does not need
to be transmitted in every frame.

The CWyersionldForMode is a monotonic increasing
number per LTE mode.

modelNonce

Nonce

1

Nonce for use in the Initialisation Vector (IV) of mode 1

Ordered Camponents

modelEMM

|Mode1EMMessage 0..1

General mode 1 entitlement information for all clients

8.4 LteMode2Parameters

Table 7 shows Light Encryption Parameters for Encryption Mode 2.

20
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Table 7 — LteMode2Parameters

017(E)

Name

Type

Multiplicity

Description

CWversionldForMode |IntUnLoMB

1

The current (mode specific) version of the Control World
used for encryption of this frame. Control Words may
be changed infrequently. Clients shall remember the
last transmitted Control World per supported mode
such that the (encrypted) Control Word does not need

to be transmitted in every frame.

Tl LIAL H 115D Mo - i H H
TIIC G VYV VT STOTITUT OTIVIOUC TS a ITTOTIOCOTITCTIT

number per LTE mode.

creasing

mode2Nonce Nonce

Nonce for use in the Initialisation Vector\(IV) o

Fmode 2.

humActiveCustomers |IntUnLoMB

Total number of customers with actiye access
the LTE mode 2 service for the current Conti
version ID. TPEG clients are.able to check {
parameter whether they hayve seen all cust
which still have accessyrights to the servig
inspecting successive, ffames encrypted v
mode 2. If in this list the expected customer]
present, then the¢lient knows that its servid
right has beefirgvoked.

rights to
ol Word
yith this
bmerlIDs
e, when
Fith LTE
[D is not
e access

Ordered Components

mode2EMM Mode2EMMessage 0.*

Custorner Specific Entitlement Information fo
custoniers.

various

8.5 ModelEMMessage

Table 8 shows the Entitlement Management Message for Mode 1 Light Encryption.

Table-8— ModelEMMessage

Name

Type

Multiplicity

Description

modelEncryptionConfig

IntUnLoMB

1

Index into the secret TISA Service Key Table to

the service encryption configuration used fpr Mode

1 in this Service.

The service encryption configuration for moq
change only with a Control Word version ID cHi
mode 1, or after a switch from LTE mode 2 to LT}

indicate

e 1shall
ange for
E mode 1.

modelEncryptedCGW.

ControlWord

Control Word for mode 1 encrypted acco
attribute modelEncryptionConfig.

rding to

]

8.6 Mode2EMMessage

[able 9"defines the Customer Specific Entitlement Management Message for Mode 2 Light En
for_-either the mode2NewCWversionID if explicitly signalled, or, if not signalled, the

ryption
current
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Table 9 — Mode2EMMessage

Name Type Multiplicity Description
customerID IntUnLoMB 1 Customer ID as allocated by the Service Provider
responsible for this encrypted service.
customerRightsActive |Boolean 1 Boolean indicating whether customer rights are active
(True) or revoked (False) for this service.
mode2NewCWyversionID |IntUnLoMB 0.1 The new version of the Control World for which this

Customer Specific Control Word Information is given.

This attribute is signalled in case information fef; 3
new Control Word is transmitted in advance of'thg
actual change of the Control Word in the transmission
Advanced clients may store this advance informatior
to speed up change over.

If not provided, the current Control Word version 10
(as signalled in the Mode2LightEneyptionParameters}
applies to this Mode2EntitlementMessage.

mode2EncryptionConfig |IntUnLoMB 0.1 Customer specificindex intetheSecret TISA Service Key
Table to indicate the seryice encryption configuratior
used for mode 2 in thi§’service, for this customer. Thid
attribute shall be signalled only if customer rights
are (still) active.

When in theMode2EMMessage the attribute mode
2NewCWversionld is included, this service encryptior]
configuration is signalled in advance, and correspond
to the mode2NewCWversionID version (not the curren
version in use).

This customer specific service encryption configura
tion for mode 2 shall change only with a Control Word
Version ID change for mode 2, or after a switch from
LTE mode 1 to LTE mode 2.

mode2EncryptedCW ControlWord 0..1 Control Word for this customer, which is encrypted
according to attribute mode2EncryptionConfig. This
attribute shall be signalled only if customer rights
are (still) active. When in the Mode2EMMessage the
attribute mode2NewCWyversionld is included, this
Control Word is signalled in advance, and correspond
to the mode2NewCWversionID version (not the curren
version in use).

9 LTE Datatypés

9.1 ContrelWord

Table 1( shows the data structure for a 16 byte Control Word.

Table 10 — ControlWord

Name Type Multiplicity Description
cwValue IntUnTi 16..16 16 byte value of the Control Word
9.2 Nonce

Table 11 shows the data structure for a 10 byte nonce. A NONCE is a Number used ONCE. For modes 1
and 2, a nonce is used in the Initialisation Vector (IV).
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Name Type

Multiplicity

Description

nonceValue

IntUnTi

10..10 10 byte value of the nonce.

10 LTE Tables

10.1 1te001:LightEncryptionMode

Table 12 enumerates the applicable modes for Light Encryption.

Table 12 — LightEncryptionMode

Code Reference-English Comment Example
‘word’

D00 Mode undefined
Light Encryption Mode 1. This mode is

D01 Mode 1 used for encrypted, but otherwise unre-
stricted, access service provisioning,
Light Encryption Mode 2. This mode'is

D02 Mode 2 used for encrypted and access coh
trolled service provisioning,

© IS0 2017 - All rights reserved
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A.1 Gpneral

In this ajhnex, the TPEG-Binary representation for Light Encryption is specified. The Service DatalFram

content

for the IiteInformation component as contained in the Service Data Frame are given.

A.2 Service Frame of frame type = 1 (Service Data Frame) with Light Encryption

mode

A21
A TPEG

as requfired by the service provider. Furthermore, each Servieé“\Data Frame shall include servic

inform

The genpral concept and specification of the TPEG service dataframe is contained in the TPEG2 Servic
Framework ISO/TS 21219-5.

The ser

value LteServEncID is used to identify Light Encryption).

For Light Encryption, the Service Encryption Indicator in the Service Data Frame shall contain th
approptjiate value LteServEncID. Then for the two modes as specified in this document, the Service Dat
Frame definition is specialized as follows:

Annex A
(normative)

TPEG application, TPEG-Binary Representation

1%

5 when applying Light Encryption mode 1 or 2 are specified, and the specific (sub) coniponent]

vi

il or 2 applied

Service Frame Specification

Service Data Frame may contain a different range and number’of Service Component Frame

vi

1%

ion that comprises the service identification elements\and the service encryption indicato

w7

—

Vice encryption indicator signals the encryptionrmethod in use (in this document, the logicg

19°)

-

<Servi
<S

P

<

plex>);

ntUnTi>(ServEncID), : Service encryption indicator,

LightEncryptionFunctionModeland2(<ServCompMulti- : With ServEncID==LteServEncID,

reData<ServiceFrame(1)>>:= : Service data frame

prviceldentifier>(SID), : Service identification (SID-A, SID-
B, SID-C)

0 = no encryption, the logical value
LteServEncID indicates use of Light
Encryption

encryption function LightEncryp-
tionFunctionModeland? is utilized
for encryption of the Service Compo
nent Multiplex

24
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This document distinguishes two modes of operation. For encryption of the Service Component
Multiplex, however, this function LightEncryptionFunctionModeland? yields the same structure and

internal functions as follows:

LightEncryptionFunctionModeland2<ServCompMultiplex)>>:= :

cryptionInformation compong

<LightEncryptionInformation>(lightEncryptionlnfor- :LightEncryptionInformation com-
mation), ponent
<CRC>(IteInfoCRC), : CRC of lightEnryptionInformation
component
CTR-AES128 (compressionFunction<ServCompMulti- : CTR-AES128 encryption of thie (pos-
plex>)); sibly compressed) Service'‘Conpponent
Multiplex. The compression fupction

as used is signalled‘in’the LightEn-

nt.

\.2.2 Attributes

N

erviceFrame attributes are specified in the TPEG2 Service Framewark specification 1SO/TS
(TPEG2-SFW). Here, only those attributes/functions are specified which are specific to tH
ncryption mechanism.

lteInfoCRC

The IteInfoCRC attribute enables an error detection of thé LightEncryptionInformation compof

| B = B )

This CRC shall be two bytes long, and shall be based én-the ITU-T polynomial x16 + x12 + x5 + 1.

(alculation of the CRC is specified in the TPEG2.Service Framework ISO/TS 21219-5, Annej
dalculation of this CRC shall be done on the complete Ltelnformation component, including cof
ID, component length and attribute length fields.

When a CRC mismatch is detected, *the integrity of the LightEncryptionInformation ca
guaranteed, therefore the entire service frame shall be discarded by a receiver.
(

[ TR-AES128
The CTR-AES128 functiongs\specified by NIST in NIST Special Publication 800-38A.
dompressionFunction

The compressionFunction is used as signal in the LightEncryptionInformation component, 3
payloadCompressionServEncID. An attribute value of 0 indicates absence of compression.

.3 Message components

21219-
is Light

ent.

¢ D. The
nponent

hnot be

ttribute

3.1 List of Generic Component IDs

Table A.1 defines the Generic Component IDs for use in the TPEG binary representation

Table A.1 — Generic Component IDs

Name Id
LteInformation
LteModelParameters
LteMode2Parameters
ModelEMMessage 101
Mode2EMMessage 102

© IS0 2017 - All rights reserved
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A.3.2 Ltelnformation

<Ltelnformation(0)>:=

<IntUnTi>(0), : id of this component

<IntUnLoMB>(lengthComp), : number of bytes in component

<IntUnLoMB>(lengthAttr), : number of bytes in attributes

<MajorMinorVersion>(specVersionID), : Major and Minor version of the Light Encryption
specification as used to encrypt (and possibly
compress) the service component multiplex.

<lte001:LightEncryptionMode>(IteMode), : Active Encryption Mode is used by service pro-
vider for this service. The encryption mode'inruse
may change over time for the service, but after
every changeover of encryption modeall frames
shall use the same encryption mode until a next
changeover of the encryption mode:

<IntUnTi>(payloadCompressionServEncID), : Indicator for the compressieiymethod which is
used for compressing the payload Service Compo-
nent Multiplex, i.e. before encryption is applied.
Valid values for this attribute are those TPEG
Service Encryptiondndicators indicating solely a
compression method.
The chosen compression method is applied to the
complete Service Component Multiplex before
encryptio.
Note:
Range 0 to 127 refers to the TISA standard Service
Encryption Indicators.
Range 128 to 255 values may be freely chosen
by Service Providers. Multiple service providers
may use the same value in this range for different
methods.

ordered {

<LteParameters>(IteParamsForErame) : Mode specific light encryption parameters for
this Service Data Frame.

I

A.3.3 LteParameters

<LteParameters(x)>:=

<IntUnTix>(X), : id of this component

<IntUn JUI‘V{B (1c115t11€u111y}, . llulll‘UCl Uf llJ_thb ill l,UllllJUllCllt

<IntUnLoMB>(lengthAttr), : number of bytes in attributes

<IntUnLoMB>(CWversionldForMode); : The current (mode specific) version of the Control

Word used for encryption of this frame. Control
Words may be changed infrequently. Clients shall re-
member the last transmitted Control Word per sup-
ported mode such that the (encrypted) Control Word
does not need to be transmitted in every frame.

The CWversionldForMode is a monotonic increas-
ing number per LTE mode.
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<LteModelParameters(1)<LteParameters(1)>>:=

<IntUnTi>(1),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB>(lengthAttr),

: number of bytes in attributes

<IntUnLoMB>(CWversionldForMode);

: The current (mode specific) version of the
Control Word used for encryption of this

frame. Control Words may be changed|infre-
quently. Clients shall remember the'lagt trans-
mitted Control Word per suppofted m¢de
such that the (encrypted) Control Word does
not need to be transmitted invevery frgme.

The CWversionldForMode is a monotohic
increasing numberper LTE mode.

<Nonce>(modelNonce),

: Nonce for use in-the Initialisation Vedtor
(IV) of mode 1}

brdered {

h *<ModelEMMessage>(modelEMM)[0..1]

: Generalmode 1 entitlement informatfon for
all clients.

)

A.3.5 LteMode2Parameters

<LteMode2Parameters(2)<LteParameters(2)>x>:=

<IntUnTi>(2),

: id of this component

<IntUnLoMB>(lengthComp),

: number of bytes in component

<IntUnLoMB>(lengthAttr),

: number of bytes in attributes

<IntUnLoMB>(CWversionldForMode);

: The current (mode specific) version of the
Control Word used for encryption of thfis
Frame. Control Words may be changed|infre-
quently. Clients shall remember the lasf trans-
mitted Control Word per supported mqgde
such that the (encrypted) Control Word does
not need to be transmitted in every frame.

The CWversionldForMode is a monotopic
increasing number per LTE mode.

<Noncexfmode2Nonce),

: Nonce for use in the Initialisation Veqtor
(IV) of mode 2.

<IntUnLoMB>numActiveCustomers),

: Total number of customers with actiye

accesst ishta to-the EFE-mode2-serviee for
the current Control Word version ID. TPEG
clients are able to check with this parame-
ter whether they have seen all customerIDs
which still have access rights to the service,
when inspecting successive frames encrypt-
ed with LTE mode 2. If in this list the expect-
ed customerID is not present, then the client
knows that its service access right has been
revoked.
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ordered {

n *<Mode2EMMessage>(mode2EMM)

: Customer Specific Entitlement Information
for various customers.

)

A.3.6 ModelEMMessage

<ModelEMMessage(101)>:=

<IntUnTi>(101), : id of this component

<IntUnLoMB>(lengthComp), : number of bytes in component
<IntUnLoMB>(lengthAttr), : number of bytes in attributes
<IntUnLoMB>(modelEncryptionConfig), : Index into the secret TISA Service Key Table t6 in-

dicate the service encryption configuration-ised for
mode 1 in this Service.

The service encryption configuration‘for mode 1 may
change only with a Control Wordwersion ID change for
mode 1, or after a switch fromi iTE mode 2 to LTE mode
1.

<Contr

IWord>(modelEncryptedCW);

: Control Word for modeclyencrypted according to at-
tribute modelEncryptionConfig.

A.3.7 Mode2EMMessage
<Mode2EMMessage(102)>:=
<IntUnTi>(102), : id of this component
<IntUnLoMB>(lengthComp), : numbéer of bytes in component
<IntUnlLoMB> lengthAttr), :@umber of bytes in attributes
<IntUnLoMB>(customerID), : Customer ID as allocated by the Service Provider re-
sponsible for this encrypted service.
BitArrgy(selector),
if (bit Ofof selector is set)
<Boolean>(customerRightsActive), : Boolean indicating whether customer rights are active
(True) or revoked (False) for this service.
if (bit 1|of selector is set)
<IntUnLoMB>(mode2ZNewCWversionID), : The new version of the Control Word for which this
Customer Specific Control Word Information is given.
This attribute is signalled in case information for a new|
Control Word is transmitted in advance of the actual
change of the Control Word in transmission. Advanced
L};Cllta lllay DtUl C th;O advaux,c ;llf\}l lllat;Ull tU OPCCd ulJ
changeover.
If not provided, the current Control Word version ID
(as signalled in the Mode2LightEncyptionParameters)
applies to this ModeZ2EntittlementMessage.
if (bit 2 of selector is set)
28 © IS0 2017 - All rights reserved
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