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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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This document is about ITS station security services required to ensure the authenticity of the source
and confidentiality and integrity of application activities taking place between trusted devices.

The trust relation between two devices is illustrated in Figure 1. Two devices cooperate in a trusted
way, i.e. exchange information with optional explicit bi-directional protection.
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Figure 1 — Interconnection of trusted deyices

ording to ISO 21217, an ITS station unit (ITS-SU), i.e. the physical implementation of the I

ts (ITS-SCU) that are interconnected via an ITS statiorzinternal network. Thus an ITS-
allest physical entity of an ITS-SU that is referred to asa trusted device.

TE1 ISO 21217 fully covers the functionality of EN 302 665[12], which is a predecessor of ISO 21

TE2 An ITS-SU can be composed of ITS-SCUs«rom different vendors where each ITS-SCU is

ferent ITS-SCU configuration and managementZcentre specified in ISO 24102-2[51 and ISO 1741
brnal management communications betweenaITS-SCUs of the same ITS-SU is specified in ISO

fopean C-ITS regulation refers to the "ITSSSCU configuration and management centre" as "C-
brator” meaning the entity responsible for the operation of a C-ITS station. The C-ITS station oper
ponsible for the operation of one single€-ITS station (fixed or mobile), or a C-ITS infrastructure cor
mber of fixed C-ITS stations, or a number of mobile ITS-Stations.

ir implementation contexts'of communication nodes in ITS communications networks are

taking on a particular role; personal, vehicular, roadside, or central. These ITS-SUs are IT|

communication nodesastequired in ISO 21217 that participate in a wide variety of ITS servig

to,

Ovj
Ne|
(IR

e.g. sustainability; road safety and transportation efficiency.

er the last déeade, ITS services have arisen that require secure access to data from Sensor a
tworks (SCN), e.g. from In-Vehicle Networks (IVN) and from Infrastructure/Roadside
N), someof which require secure local access to time-critical information; see Figures 2 a

TS station

S-S) functionality, is a trusted device, and an ITS-SU may be.¢omposed of ITS station communication
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the ITS station and commumication architecture ISO 21217, each comprised of ITS-station ynits (ITS-

S-secured
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nd Control
Networks
nd 3.
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Figure 2 — Example of a roadside ITS-SU connected with proprietary IRN
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Figure 3 — Example of a vehicle ITS-SU connected with proprietary IRN

Trust in the ITS domain primarily is between ITS Station Communication Units (ITS-SCUs) introduced
in ISO 21217; see Figure 4.
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Figure 4 — Interconnection of ITS-SCUs in an ITS-SU

b-SCUs are interconnected via an ITS station-internal network. Applying. basic secur
pcified in this document, the ITS-SCUs trust each other. Additionally, protdcol data units ¢
fween ITS-SCUs may be further protected by additional means, e.g, applying encrypt
blication domains of secure communications between ITS-SCUs of the\same ITS-SU are lo
nagement specified in ISO 24102-1[4] using station-internal management communications
SO 24102-4171.
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Figure 5 — Interconnection of ITS-SUs

sions. Establishment of-sessions either needs a-priori knowledge about a session partr
achieved by means'of service announcement specified in 1SO 22418[3]. Further on, br
ssages is secured by’means of authenticating the sender of such a message, applicable for t
Jertisement message (SAM) specified in ISO/TS 16460011 and used in 1SO 22418[31. Addition
urity meansgndy be applied, e.g. encryption of messages.

l a sensor and control network (SCN). Trust is achieved by applying security means in an iy
strated in Figure 6 with details specified in this document.
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Figure 6 — Interface between ITS-SU and sensor and control network

ace presented in Figure 6 may be a stand-alone device, or may be integratéd in the ITS-
b part of the SCN. Examples of SCNs are "In-Vehicle Networks" (IVN) and “Infrastructu
Networks" (IRN).

e cases of these ITS services have largely been derived from regulatory requirements and |
bl needs, and they include:

e real-time access to time-critical vehicle-related data_fer safety of life and prope
ations, e.g. collision avoidance, emergency electronic brakelight and event determination;

ection interaction, congestion avoidance, dynamicpriorities;

Ction of private data, e.g.in compliance with the Eutropean "General Data Protection Regulati

b local access to detailed real-time data for efficieney‘applications (traffic management), ¢.

U,
,.e/

TS

rty

"

pn

hccess to certified real-time data for sustainability applications, e.g. dynamic emission zomes

olled zones as currently standardized-in CEN TC 278 within the Project Team PT 1705 func
b European Commission), intersection priorities based on emissions, interactive optim

bn between ITS-SUs in ¢lose proximity is essential, and the number will grow, see e.g. the
TS Reference ArchitecturellZl. It is critical that ultimately all ITS-SUs in a given area are a
hged in these distribuited services. This, in turn, requires vehicle ITS-SUs to have real-ti
behicle data, and(roadside ITS-SUs to have real-time access to infrastructure data. All ITS-S
b capable of seeure software updates.

to ISO 21217, an ITS-SCU of an ITS-SU can communicate with devices that, in a strict sen
pmpliantsWwith the architecture specified in ISO 21217. However, in order to have trus

ed
I m

many use cases of ITS sepwices currently identified where real-time exchange of time-critilcal

us
ble
me
Us

se,
ed
CU

ations, a certain minimum level of security measures must be shared between an ITS-S

Sensor an

irexternal device. Examples of such external devices are a node in the Internet, or a node in a
i_rl_ﬁ]ﬂ_t‘}ﬁ—rrh—ﬁ_rh_ﬁ‘rﬁﬁlcon TOl NETWOTK. 1IN this dOCUMent, the assumption 1S made tha -Sapplication processes

operating on ITS-SUs are issued with certificates by a Certificate Authority (CA), and that the CA is a
trusted third party in the sense that before issuing the certificate to the ITS-S application process, it
ensures that the ITS-SU on which the ITS-S application process is resident meets the minimum security
requirements for that application. This allows peer ITS-S application processes which observe that
an ITS-S application process possesses a valid certificate to have a level of assurance that the ITS-S

applicatio

n process is in fact secure and trustworthy.
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The subject of this document thus is three-fold:

1)

Specify ITS station security services for enabling trust between ITS-S application

processes

running on different ITS-SCUs of the same ITS-SU, i.e. establishing a trusted processing platform,

considering also trust inside an ITS-SCU:
— protection of applications from the actions of other applications;
— protection of shared information;

— protection of shared processing resources such as communications software and

hardware,

2)

3)

NO|
Su

NO|
IEH

which includes methods of prioritisation and restricted access.

Specify ITS station security services for enabling trust between ITS-S application
running on the same ITS-SU.

Extend these ITS security services for enabling trust between an ITS-SCU and'devices be
a sensor and control network.

TE 3 Itisintended to extend the subject of this document in future editions:.
Ch security services include e.g. the basic security features of:
authentication and authorisation;

confidentiality and privacy;

data integrity;

non-repudiation.

bks related to communications are:

specified in ISO 22418I3];
authenticating a sender of broadcast messages, e.g. CAM, DENM, BSM, SPaT, MAP, FSAM,
encrypting messages.

TE 4  Tasks b) and c) above related to communications are already specified in other standarj
E Std. 1609.2™ and several related standards from ETSI TC ITS.

processes

ng part of

establishing secure sessions for bi-diréctional communications, e.g. based on service advqrtisement

IVSA;

ds, see e.g.

© IS0 2019 - All rights reserved
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Intelligent transport systems — ITS station security
services for secure session establishment and
authentication between trusted devices

1

Scope

Th
au

Th
inf

is document contains specifications for a set of ITS station security services required'tog
henticity of the source and integrity of information exchanged between trusted entities:

devices operated as bounded secured managed entities, i.e. "ITS Station Gommunicat
(ITS-SCU) and "ITS station units" (ITS-SU) specified in ISO 21217, and

between ITS-SUs (composed of one or several ITS-SCUs) and external trusted entities such
and control networks.

ese services include authentication and secure session establishment which are required ta
prmation in a trusted and secure manner.

nsure the

on Units"

as sensor

exchange

These services are essential for many ITS applications afid)services including time-critical safety

ap
inf

2
Th

plications, automated driving, remote management of\ITS stations (ISO 24102-2[2]), and
rastructure related services.

Normative references

e following documents are referred to in-the text in such a way that some or all of the

roadside/

ir content

copstitutes requirements of this document. For dated references, only the edition cited applies. For

un
IS(
IE]
Ap
3

Fo
IS(

dated references, the latest edition ofithe referenced document (including any amendment
17419, Intelligent transport systems — Cooperative systems — Globally unique identificatior

FE Std 1609.2™, IEEE Standard for Wireless Access in Vehicular Environments — Security S
blications and Management-Messages

Terms and definitions
" the purposés-of this document, the following terms and definitions apply.

and [ECaintain terminological databases for use in standardization at the following ad

[SO Online browsing platform: available at https://www.iso.org/obp

5) applies.
|

prvices for

Hresses:

IEC Electropedia: avallable at hitp://www.electropedia.org/

31

Access Control PDU
PDU generated by the Security Subsystem for purposes of establishing the authorisation status of a
peer ITS-S application process

3.2
Access Control Policy
data source governing what access to resources is permissible by peer Applications

© IS0 2019 - All rights reserved
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3.3

application
functional entity, i.e. an ITS-S application process

3.4

security subsystem
functional entity providing security functionality for use by an ITS-S application process

3.5
Security Adaptor Layer
functiona entity prnviﬂing mn]fip]pving and Hnmn]fip]nving anr‘finna]ify for data and session control
commands
3.6
Secure S¢gssion
functional entity providing confidentiality, integrity, authentication, guaranteed in-ordér delivery, gnd
replay prqtection on the datagrams that are passed over it
3.7
resources
functional entity constituting endpoints of ITS-S application process activity
3.8
Cryptomaterial Handle
reference|to Cryptomaterial allowing that Cryptomaterial to be used in cryptographic operations, fi.e.
sign, verifly, encrypt, decrypt
3.9
Cryptomaterial
cryptogrdphic keys and associated material, either a secret key for a symmetric algorithm, or a private
key for anlasymmetric algorithm, and the associated\public key or certificate
3.10
Secure Sgssion Service
functional entity responsible for establishing secure communications sessions with its peer instances
4 Symbols and abbreviated terms
ACK acknowledge
ALPDU adaptor layer PDU
APDU applicatign protocol data unit
DTLS datagram TLS
ID identifier
IRN infrastructure/roadside network
ITS intelligent transport systems
ITS-S ITS station
[SOURCE: ISO 21217:2014]
ITS-SCP  ITS station communication profile
Note to entry: From ISO 21217
2 © IS0 2019 - All rights reserved
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ITS-SU ITS station unit
[SOURCE: ISO 21217:2014]
IVN in-vehicle network
0SI open system interconnection
OTP one time password
PDU protocol data unit
PDlU protocol data unit
PSID provider service identifier
SAM service advertisement message
[SOURCE: ISO/TS 16460]
SCN sensor and control network
SDEE secure data exchange entity
SPAKE2  secure password authenticated key exchange 2
SRM service response message
[SOURCE: ISO/TS 16460]
SSp service specific permission
SSTD secure session between trusted devices
TLS transport layer security
5 [ Overview
5.1 Goals
Clduse 5 presents thejlogical architecture followed in this document. The logical archifecture is
degigned to accomplish the following goals:
—| Two peerITS-S application processes can communicate securely, i.e. in an authorized| integrity
protectéd‘and confidential manner.
—| The ITIS-S application processes can authenticate to each other using role- or attribute-baped access
control.

— Each individual incoming application protocol data unit (APDU) can be subject to individual access
control processes.

— The security state of the connection (i.e. the authentication status of one ITS-S application process
with respect to access to the other connection) can be updated within the secure session as follows.

— An ITS-S application process can prove to the other that it knows a shared secret (Enhanced
Authentication, see 7.3) — the intended use of this is to allow the owner or other legitimate operator
of one ITS-S application process to permit access by a specific peer ITS-S application process, see
Clause 6 for further discussion.

© IS0 2019 - All rights reserved
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5.2 Ardhitecture and functional entities

An ITS-S application process can provide additional authentication within the secure session
(Extended Authentication, see 7.4) — for example to provide an identity as well as application
permissions, or to provide additional application permissions.

Secure session communication uses the same credentials as ITS-S application processes use.

An ITS-S application process can configure a secure session so that it terminates under specific
conditions (e.g. timeouts of different kinds) and can also terminate the secure session directly.

To allow secure and private service discovery, the initialization stage (the “handshake”) of one
secure session between two peer ITS-S application processes can be proxied over an existing secure
sessiqn between two different peers.

Responder Application Initiator Application

? Access Access ®
Control Control
Access Control Policy Policy Access Control

| |

I1SO 21177 Security
Adaptor Layer

1SO\21177 Security

Resourcg(s)
Adaptor Layer

Resource(s)

Secure Session (TLS
Server)

Secure Session (TLS
Client)

Figure 7 — LogicalbArchitecture

Figure 7 ghows the functional entities and data sources involved in secure communications betwgen
pairs of I[I'S-S application processes using-mechanisms specified in this document. A pair of ITB-S

application processes can reside

eitherf on the same ITS-SCU,

orin Iifferent ITS-SCUs of the.same ITS-SU,
or in dlifferent ITS-SUs,

or in @an ITS-SU and another trusted entity not being a dedicated ITS device.

This descfiption tgefers in general to activities on the “home trusted entity” and the “peer trusted

entity".

NOTE 1 |Ifan‘entity is described as “fully specified in this document”, that includes the case where some of the

specificationis in external documents that are incorporated in this document hy reference

Functional entities are:

Resources: These are endpoints of ITS-S application process activity and may be inside or outside
the ITS-SU on which the ITS-S application process resides.

Application: This is an ITS-S application process that uses input from resources, from a peer ITS-S
application process (peer Application), and from its own state to carry out application activities.

NOTE 2  To simplify reading of this document, the term "Application” is used as a replacement for "ITS-S
application process", where appropriate. The term "application” is used in its generic meaning.

Security Subsystem: The security subsystem applies security mechanisms to determine what
actions the peer Application is permitted to take and implements support functionality in support
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of making those decisions. The Security Subsystem contains some non-application-specific
functionality, specified in this document, and also application-specific functionality (it has to
understand the semantics of application PDUs in order to make access control decisions); as such, it
is shown within the Application in Figure 7.

The Security Subsystem is configured using input from the Access Control Policy data source. For
outgoing communications, it takes as input commands and data from the Application and applies
appropriate security processing. For incoming communications, it takes as input commands and
data from the Security Adaptor Layer and applies the appropriate access control policy; as a result
of applying the access control policy it either passes the input to the application or generates an

. 1 Q. Fall Lo
dLLTSS LUIILTUTITTSPUIIST. OTT LIdUSTE /.

ents: the
tion State
te Access
bm makes
ion, using
ubsystem

The Security Subsystem in its own turn contains two distinct functionalCelen
Authentication State Subsystem and the Access Control Subsystem. The Authentica
Subsystem stores the authentication state of the secure session, and can alse geners:
Control request PDUs to enable this state to be updated. The Access Controel Subsyst
decisions on the permissibility of actions requested by the peer entity in‘the secure ses§
the authentication state as an input. This document defines the Authientication State §

in full, as this system is not application-specific. The Access Control Subsystem is p
application specification for an individual application and is defined-as part of that specif

Security Adaptor Layer: This is a multiplexer/demultiplexer that allows both
communications between the Applications themselvesisand session control comn|
communications between peer instances of Security Subsystem or the Security Adapto
be sent over the same secure session. See Clause 8.

Secure session: This provides confidentiality,, integrity, authentication, guaranteed

art of the
ication..

data, i.e.
ands, i.e.
- Layer, to

in-order

delivery, and replay protection on the datagrdms that are passed over it. In this versjon of this
document there are two types of secure session:

— Cryptographic secure session: this uses cryptography to achieve the listed
properties. Any secure session which passes outside the secure boundary of the ITS-SIU
cryptographic secure session. In:this version of this document the only supported cryq
secure session mechanismis TLS 1.3 with certificates specified in IEEE Std. 16
Clause 9.

security
J shallbea
tographic
9.2™. See

Physical secure session: this is a session between two Applications running in the [same ITS-
SU, i.e. the informiation flow does not pass outside the ITS-SU secure boundary. In|this case,
because the IT§-SU is a trusted domain, all the security properties listed above are agsumed to
hold. This doetment does not provide a specification of a physical secure session biit permits

the use of aphysical secure session.

e "Access Gontrol Policy" data source governs whether a secure session is cryptographid, physical,
both.
fa sources are:

Access Contrel Pelicy: Coverns whal access Lo resomrcesis permissible by peer adplicalions

communicating via the mechanisms in this document. Used as input by the Security Subsystem
functional entity. Data from the Access Control Policy is provided to the Secure Session functional
entity to configure secure sessions. This document does not provide a specification of the Access
Control Policy language.

The relationships between instances of these functional elements and data sources on a single trusted
entity are shown in Figure 8. In Figure 8, heavy arrows between functional elements indicate flows
containing information that is exchanged with processes on the peer trusted entity, and light arrows
with dots between functional elements indicate control flows within the home ITS-SU. Grey dashed
arrows within functional elements indicate relationships between different data flows handled by
those functional elements.
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Application
Pre-send security | [ P Access Control
processing < 4~ Security Subsystem — I
Post-receive security [ <« Policy
. +—7X° ~
processing -, \®
\
Access Access
APDU APDU
. Control Control
out in .
out n
RSN - bl
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— The Application acts as a source and a sink for APDUs.

— The Application-Security Subsystem interface is specified in 7.5. It is used:

— The Security Subsyvstem is specified in Clause 7. It acts as:

ISO 21177 Security Adaptor Layer

*A/////—— I 3/
SAPDU TLS handshake proxy SAPDU

out n

TLs .

Figure 8 — Interactions between local functional elements

Opptionally, by the Application, to request IEEE"1609.2 application-level processing for outgoing
DUs specified in IEEE Std. 1609.2™as.déscribed in 6.6.

the Application, to request that ac€ess control services are applied to activities that might/be
rried out as a result of incoming APDUs. Specifically, in this document, the interface provided
an internal interface between. the Authorization State Subsystem and the Access Contjrol
bsystem that allows the Access Control Subsystem to request the authorization state. A full
plication specification@lse contains a specification of the interface between the Applicatjon
d the Access ControlSubsystem that allows the Application to requestaccess control decisigns
d provide full context: This second interface is application-specific and is not provided in this
cument.

the Application, to configure, end, and deactivate secure session services.

the Security Subsystem, to notify the Application of a decision to end or deactivate secfire
ssionjservices.

(2B - =" N 2 N e M e

— A source for outgoing Access Control commands, which may be generated without a trigger or

in response to incoming Access Control commands or APDUs.

— A sink for incoming Access Control commands, which may result in the Security Subsystem

updatingits state orin the Security Subsystem generating an outgoing Access Control commands
(or both).

— A source and a sink for security configuration commands.

— The Security Subsystem-Adaptor Layer interface is specified in 8.4. It is used to exchange APDUs
and Access Control PDUs between the Adaptor Layer and the other functional entities, and for the
Application or Security Subsystem to control and configure the Adaptor Layer.
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— The Adaptor Layer is specified in Clause 8. It:

— Wraps outgoing APDUs and outgoing Access Control PDUs as security Adaptor Layer Protocol

Data Units (ALPDUs) and passes them to the Secure Session service.
— Acts as a proxy for TLS handshake PDUs as specified in 6.9.

— Inspects incoming ALPDUs and

— Unwraps incoming APDUs and incoming Access Control PDUs and passes them to the

Security Subsystem.

— Proxies incoming TLS handshake proxy PDUs as specified in 6.9.4.

—| The Security Subsystem-Secure Session service interface is specified in 9.2. It.isused
and configure persistent properties of the Secure Session service.

—| The Adaptor Layer-Secure Session service interface is specified in 9.5¢t"is used to ¢
configure session-specific properties of the Secure Session service.

—| The Secure Session service is specified in Clause 9. In this versiofi of this document it i
to be based on TLS, DTLS, or physical secure sessions. It:

— Receives ALPDUs from the Security Adaptor Layer and-treats them as applicatio
record layer operations, performing outgoing TLS processing on them.

on them, resulting in ALPDUs which the TLS servicte passes to the Security Adaptor La

5.3 Cryptomaterial handles

is document uses the concept of Cryptomaterial Handles specified in IEEE Std 1609.2™ to
logical access to cryptographic keys andf.if appropriate, their associated certificates. The
referred to IEEE Std 1609.2™ for more details.

Session IDs and state

Thee Security Subsystem setvice, Adaptor Layer service, and Secure Sessions service main
information of each (application, session)-tuple.

ique identification of an instance of an ITS-S application process of an ITS application is by
identifi€r\['TS-SAPIID of ASN.1 type 1Tsapiid specified in ISO 17419.

implementation shall ensure that state information corresponding to a specific (application
tupl€is not made available for use by activities corresponding to a different (application, sesg

to control

ntrol and

b required

h input to

— Receivessecure session datagrams from the network stackand performsincoming TLS processing

yer.

represent
reader is

tain state

bles to the

r means of

, session)-
ion)-tuple

1 AR | T £ 1_c- 3.1 - h] 4
eXLUlJL LIITOUZIT UIC HILCT T4atTS UCTIICU T LIS UUCUIICTIL.

In the case where an Application has the role of the client in a secure session, the session ID is

generated

by this Application. The Application ensures that the session ID is unique among active sessions for that

Application. The Application supplies the session ID to the client via the app-sec-Configure.re
Sec-Sess-Configure.request primitives.

In the case where an Application has the role of the server in a secure session, the session ID is

quest and

generated

by the server in response to an incoming connection. The server ensures that the session ID is unique

among active sessions for that application. The session ID is provided to the application usin
Sess-StartSession.indication and App-Sec-StartSession.indication primitives.

© IS0 2019 - All rights reserved
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5.5 Access control and authorisation state

The Security Subsystem maintains the authorisation state of the session. The authorisation state is the
collection of all “authorisation statements” made by the peer party which were valid at the time made
and which have not timed out (where the timeout conditions are set by the access control policy). An
"authorisation statement" is any PDU sent by the peer party that contains cryptographically protected
information about the authorisation of that peer party. Specifically, in this document, the authorisation
statements presented in Table 1 are defined.

Table 1 — Authorisation statements

Typ

Related Service primitives for provision to
subclauses Security Subsystem

A1

Description

Initial
authorisat

The credentials presented during 6.5 Sec-Sess-StartSession.indicétion
ion the handshake of the secure session,
if one occurs

Enhanced
authorisat

(@)}
N
o
1SS
N

A demonstration that the peer party .3 |Sec-AL-AccessContxol¥indication
ion shares a secret value with the home
party, presented during the secure
session via an Access Control PDU of
type EnhancedAuthPdu as specified

in7.5.11

Extended
authorisat

Sec-&Ah~AccessControl.indication

N
(@)
o
N
o~

Additional credentials presented 6.
ion during the secure session via an
Access Control PDU of type Extend-
edAuthPdu as specified in 7.5.5.

This docul

An Access
to an Acc
containin
PDU cont
Receiving

Exactly h
Access Co
provided

ment defines Access Control Request PDUs and Access Control Response PDUs in 7.5.

Control PDU containing an extended authe¥isation statement may be generated in respomse

ess Control Request PDU or may be generated without a request. An Access Control P
b an enhanced authorisation statement’is always made in response to an Access Cont
hining an enhanced authorisation request. Sending Access Control PDUs is specified in ¢
Access Control PDUs is specified in 6.8.

pw the authorisation statements are used by the Security Subsystem and governed by
nhtrol Policy is to be specified in the specification of an application that uses the mechanis
by this document.

5.6 Ap
An Appli

lication level non-repudiation

tion may dpply non-repudiation to individual application PDUs by signing them with

mechanisms of IEEEY1609.2. An Application that applies non-repudiation to individual APDUs sH
format anf non-sigited APDUs as leee1609Dot2Data structures of type unsecured, to ensure consist
interpretdtion ef'the incoming APDUs. A detailed specification of this process is provided in 6.6
outgoing APDUs and 6.8 for incoming APDUs.

DU
rol

he
ms

he
all
bnt
for

5.7 Service primitive conventions

This document uses service primitives to specify information flows between functional entities, i.e.
information flows through "Service Access Points" (SAPs). This document is organized such that each
functional entity is specified in a separate clause:

— Security Subsystem in Clause 7,

— Adaptor Layer in Clause 8,

— Secure Session services in Clause 9.
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IS0 24102-3[e] specifies service primitives and service primitive functions for various SAPs introduced

in ISO 21217 at the level of ASN.1 type definitions. The service primitive functions identified in this document
can be used to complement the specifications in ISO 24102-3[6],

Service primitives are not testable but indicate the information that one functional entity must make
available to another in order for the second functional entity to carry out the indicated activities.

Following the conventions of the layered OSI model specified in ISO/IEC 7498-1[19], in this document, a
message from a higher layer entity to a lower layer entity is specified with an

Sirnilarly a message from a lower layer entity to a higher layer entity is specified with an

The information contained in a service primitive is referredto as "service primitive fund
IS¢ 24102-3[61,

Thijis document uses the convention that a . confirm service,primitive can be correctly associatg
cofresponding . request service primitive,and a . respgnse service primitive can be correctly 3
th its corresponding .indication service primitivé, In other words, for example, a . confirm primitive’s

wi
pa

.C

6

=H-)

6.4 provides an overview on process flows. 6.3 presents state diagram conventions.

6.2 Overviewof process flows

Thiis document supports the following process flows; see Annex A for use cases that make uj

.1 General

duse 6 specifies process flews supported by the security services specified in this docume
sequence of data flows associated with each of these process flows.

XXX .request service primitive of the service XXX,

and the response is specified with an

XXX .confirm Service primitive.

XXX.indication service primitive,
and the response from the higher layer entity to the lower layer entity is specified with a

XXX .response Service primitive.

Fameters do not include an identifier for the eorresponding .request primitive; the recip
nfirm primitive is assumed to “just know” which . request primitive it is associated with.

Process flows and sequence'diagrams

‘tcess flows:

tion"; see

bd with its
hssociated

ent of the

nt and the

e of these

Anfi 64D he functional el L catibns.

Start Session, see 6.5: Perform processing once a secure session has been established but before

data is exchanged.

Send data, see 6.6: Send data from the home Application to the peer Application.

Send Access Control PDU, see 6.7: Exchange messages between the home Security Subsystem and

the peer Security Subsystem with a goal of updating the state of one or both.

Receive PDU, see 6.8: Receive an APDU, an Access Control PDU, or a proxied TLS handshake packet.
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Secure connection brokering, see 6.9: Proxy a TLS handshake between two other applications, one
of which already has a secure connection to the home Application and one of which already has a
secure connection to the peer Application.

Force end session, see 6.10: Terminate a secure session between the home Application and one peer
Application, with the termination initiated by the Application or the Security Subsystem.

Session terminated at session layer, see 6.11.

Deactivate, see 6.12: Prevent the functional elements from starting any more sessions with the
current set of parameters.

An example of how these process flows are combined to create a full secure session, start to lend] is

given in 6|13.

6.3 Sequence diagram conventions

The sequence diagrams follow the following graphical conventions. In this description the wgrd
“message’| is used in the UML sequence diagram sense of a communication betweén two participants

and is not/meant to imply any over the air communications.

10

In eath sequence diagram, each message between participants is dssociated with a descriptjve
name|and with the identifier of the service primitive that is used’to-implement that message. For
example, in the clipping of Figure 9, the message contains an APDU and is sent using the primitjve
App-Skc-Data.request, see 7.6.4.

| |
| APDU |
| (App-Sec-Data) |
| ™

Figure 9 — Convention for sequence diagram — 1

If the descriptive name is in italics, it is associated with a local message, i.e. a message that does hot
directly contain data that has paSsed or is intended to pass to the peer trusted entity. For examjle,
in the clipping of Figure 10, the message configure contains only local information and is sent using
the agp-sec-configure. request service primitive.

| |
| configure (role, |
| session type) |
| (App-Sec-Data) |
I

Figure 10 — Convention for sequence diagram — 2

Mapping to primitives: See 5.7 on service primitive conventions. In the sequence diagrams
presented in Clause 6, the suffixes .request, .confirm, .indication and .response are omitted for
compactness. In addition, also for compactness, the .confirm and . response service primitives are
not shown in the diagrams of Clause 6 unless they are significant information flows (in other words,
amount to anything other than an ACK). In all cases, the description of the diagrams includes the
service primitive suffixes and describes whether the .confirm and . response service primitives are
used as anything other than an ACK.
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6.4 Configure

In this process flow the Application configures the Security Subsystem with configuration information
necessary to run the secure communications.

The process steps for this process flow are:

a)

b)

The Application uses the app-sec-Configure.request primitive, see 7.6.1, to inform the Security
Subsystem of:

1)

The role it has in the secure session (client or server).

2)

3)

The Security Subsystem:

iy

2)

3)

The socket to be used for communications with the peer trusted entity (this isrpajg
information for the Secure Session service). This includes an indication of whebther
endpoint is inside or outside the secure boundary. This socket is not uséd.by th
Subsystem but is passed on to the Secure Session services via sec-Sess-gonfigure. rd

If the other endpoint is outside the secure boundary, i.e. if cryptographic security mg
are to be used to protect the session:

i)  whether the socket shall be used for reliable or unreliable communications (i.e. TLS

ii) which cryptomaterial handle should be used for authentication of the secure ses

Uses the Access Policy to determine what secure session types are permitted. In this
this document, three secure session types are permitted:

TLS for reliable transport mechanisms;
DTLS for unreliable transport mechanisms;

No specific security mechanism for communications sessions within a secure bqg
an ITS-SCU (which are seceure by assumption).

Acknowledges the request from the Application using App-Sec-Configure . confirm, See
shown in the diagram)\This may include an indication that the secure session type
(physical versus cryptographic) is not permitted for this Application by the acce
policy. If the secure session type is not permitted, the sequence terminates here. Oth
to the next step.

If a cryptographic secure session is requested, uses the sec-sess-Configure.request
to passthe following to the secure session service:

i) < Brom the application:

[) role,

s-through
the other
b Security
quest.

bchanisms

or DTLS);

sion.

version of

undary of

7.6.2, (not
requested
5s control
erwise, go

see 9.3.1,

IN__cruntomaterial handle
J JE 4

III) socket type.
From the access control policy:

[) The permissions constraints to apply to incoming 1609.2 certificates.

II) The SDEE Identifier used to identify the Application to the 1609.2 Secure Data Service.

[II) The timeout parameters for the session:

— How long the session may be inactive before a fresh handshake is requir

ed.

— How long the session may be active before a fresh handshake is required.

© IS0 2019 - All rights reserved
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— If the Secure Session services are playing a server role, how long the service shall
be open to incoming requests.

c) The Secure Session service uses sec-sess-Configure.confirm, see 9.3.2, to ACK the exchange.

Q)

Peer ITS-S

A sequence diagram for this process flow is given in Figure 11.

Application Security Subsystem Adaptor Layer Secure Session
|

| configure (role,
| session type)

! !
I I
(App-Sec-Configure) | |
| \APP 8 >| |
I
I
i
I
|

conﬁgure(sendPararIns, receiveParams)
(Sec-Sess-Configure)

g |
I I
I I
I |
I I I
I I I
I | > I
I I I I
| | | |

Figure 11 — Sequence diagram for Configure process flow

NOTE To change the key (the cryptomaterial handle) to be used for sessions, the application or secuyity
subsystem|can Deactivate the current Secure Session instance as specified in 6.11 and Configure a new Secpire
Session ingtance using the mechanisms of this sub-clause.

6.5 Start Session

In this prqcess flow, following a handshake betweernthe Secure Session service on the home ITS-SU gnd
the Secur¢ Session Service on the peer trusted entity, the Secure Session service provides the Securjity
Subsystem with the credentials received fremi the peer trusted entity and the Security Subsystem
initiates any additional Access Control activities that the Access Policy specifies must complete befpre
data can Qe exchanged.

In the casp of a physical secure ses§ion, the session may start without credentials being exchanged| In
this case the extended authentication mechanisms of this document may be used to send credentials
during th¢ session.

Prequisitle:
— The Spcure Session.is a secure session as defined in 5.2.
— The Secure Session service has been configured using the methods of 6.4.

— The c¢rgtificate received in the handshake of the secure session (ifapplicable) matches the constraints

provi Hed'tg the Secure Session service r'Inring the (‘nnFignrn process flows,

The process steps for this process flow are:

a) The local Secure Session Service uses the sec-sess-startSession.indication service primitive to
communicate with the Security Subsystem, see 9.3.3, providing:

1) Anindication that the secure session has started and passed the validity conditions that were
specified to be checked by the Secure Session Service.

2) The certificate from the Secure Session Service on the peer trusted entity.
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3) Ifthe secure session services are acting in the server role, the Session ID to be used to identify
the session; otherwise, the Session ID provided in sec-Sess-Configure. request, see 9.3.1.

b) The Security Subsystem uses the Access Control Policy to determine the status of the incoming
connection. The status may be:
1) Success;
2) Unauthorised, communication rejected. In this case the Security Subsystem ends the secure
session as specified in 6.10;
3) Additional Access Control actions are necessary. The additional access control action$ specified
in this document are:
i) Request Extended Authentication, as specified in 7.4.
ii) Request Enhanced Authentication, as specified in 7.3.
c) | If additional access control actions are to be carried out or if the poliCy,indicates that $uccess or
failure are to be communicated to the peer:
1) The Security Subsystem generates an Access Control PDU dnd passes it to the Adaptor Layer
via the sec-AL-AccessControl.request Service primitive,See 8.4.1.
i) Inthe case where success is being communicatedto the peer, this is an Access Cqntrol PDU
of type AccessControlResult.success, as specifiéd in 7.5.4.
ii) In the case where failure is being communicated to the peer, this is an Access Cqntrol PDU
of type AccessControlResult. failure,ds/specified in 7.5.4.
iii) In the case of Enhanced or Extendéd Authentication, the contents are as specified in 7.3
and 7.4 respectively.
2) The Adaptor Layer acknowledges the Access Control PDU via the sec-aL-accesfControl.
confirm primitive, see 8.4.2.
3) The Adaptor Layer wraps the Access Control PDU in an Adaptor Layer PDU of the appropriate
subtype as specified in'8.2.
4) The Adaptor Layerjpasses the ALPDU to the Secure Session service via the aL-sgss-Data.
request primitive, see 9.4.1.
5) The Securé-Session service acknowledges the ALPDU via the AL-sess-Data.confirji service
primitive, see 9.4.2, secures the ALPDU, and passes it to the network stack for transmnission.
d)| If the status is success and the secure session services are acting in the server role, the Security
Subsystém uses the app-sec-StartSession.indication Service primitive, see 7.6.3, to provide the
session ID to the Application.
Additienal-aceess—controlrequests—maybesentwithinthe-seeturesession,see-67{sending) and 6.8
(receiving).

A sequence diagram for this process flow is given in Figure 12.
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Application

Security Subsystem

Adaptor Layer

Start Session(received credentials, [session ID])
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|< (Sec-Sess-StartSession)

Check access

|
|
g

alt spiccess] I

session

Update state to
indicate valid

I

I

I

I

I

I

| control policy
I T
|

|
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|
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g
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Figure 12 — Sequence diagram for Start Session

6.6 Send data

L
|
q
|

In this process flow the app on the home ITS-SU sends a datagram over an established 1SO/TS 21177
secure session. This sub-clause describes sending activities. The receive-side sequence is specified in 6.8.

14
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The Secure Session service has been configured using the methods of 6.4.
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— Ifthe secure session is a cryptographic secure session as defined in 5.2, there has been an initialize

step using the methods of 6.5.

There are two alternate paths for this process flow. In one path, the Application has the option to apply
Application-level non-repudiation to individual APDUs. In the other, the Application never applies
Application-level non-repudiation to individual APDUs. This document does not provide a mechanism

to

negotiate which of these paths is followed; this choice is assumed to be a part of the A

pplication

Sp
Th

a)

b)

d)

ecification.
e process steps for this process flow are:
If the Application has the option to apply Application-level non-repudiation to‘individual

1) Ifthe current APDU shall apply non-repudiation, the Application uses Apbp-Sec-Data.rg
7.6.4, to send the APDU to the Security Subsystem for signing. The Security Subsyste
the signed APDU (or, if appropriate, an error message) via App-Sed-Data. confirm, see 7/

2) Otherwise, the Application creates an leee1l609Dot2Data as-defined in IEEE 1609
unsecured, containing the APDU.

The Application uses the App-AL-Data.request primitive see 8.3.1, to provide the origing
the APDU output from step a), as appropriate, to the Addptor Layer.

The Adaptor Layer:
1) ACKs the data using App-sec-Data.confirm,'See 7.6.5.

2) Adds the session non-repudiation service if so configured. This service is not specif
version of this Document but is planned for future versions.

3) adds the Data header as specified in 8.2, to indicate that the ALPDU is an Application

4) The Adaptor Layer provides the data to the Secure Session service via the aL-s
request primitive, see.9:4.1.

The Secure Session setvice:

1) ACKs the dat&using a1-sess-Data.confirm, see 9.4.2;

2) fragments)(if necessary) and cryptographically protects the data and passes it to th
stack fertransmission to the peer trusted entity.

equencediagram for this process flow is given in Figure 13.

APDUs:

quest, See
m returns
16.5.

2, of type

1 APDU or

ied in this

Hatagram.

Ess—-Data.

e network
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Application Security Subsystem Adaptor Layer Secure Session Q
ppiicat! Uity SUubsy proritay 5 ! Peer ITS-S
I

| |
alt renable individual PDU sligning?]

APDU
(App-Sec-Data)

Signed APDU
(App-Sec-Data)

Signhed APDU
(App-AL-Data)

1609.2 unsecured

I
I
Format APDU as |
data |
I
I

(App-AL-Data)
T

|
| APDU |
|
I
|
I

e I eidual da Sgrifsi 77T [ -

APDU |
(App-AL-Data)

Apply session-level
non-repudiation?
[

( Add data header)

ALPDU
(AL-Sess-Data)
>

Protect,

I
I
|
I
I
|
| fragment
I
I
I
I

datagram

|
I
I
|
I
I
|
|
!
I
|
I
I
|
|
I
|
|
I
I
I
|
I
|
|
I
I
I
|
I
|
|
I
I
I
|
I
|
|
|
.1
|

Figure 13 — Sequence diagram for sending data
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In this process flow the Security Subsystem creates an access control PDU to establish access control
status with the peer Security Subsystem. The access control PDU can be created as a result of a local
access policy decision, or as a result of an Application command (through an application/security
subsystem interaction to be specified in the specification of an application that uses the mechanisms
provided by this document), or as the result of an incoming data or access control PDU. This sub-
clause describes sending activities. The corresponding receive-side sequence is specified in 6.8.

Pr

Th

b)

erequisites:

The Secure Session service has been configured using the methods of 6.4.

step using the methods of 6.5.
ke process steps for this process flow are:

The Security Subsystem generates an Access Control PDU and passegit®o the Adaptor 1
the sec-AL-AccessControl.request primitive, see 8.4.1.

NOTE In principle, the Access Control PDU may or may not be individually signed. In this ver
document all the Access Control PDUs are not signed and are authenticated to the peer truste
virtue of being sent over the secure session.

The Adaptor Layer:

1) ACKs the Access Control PDU using sec-AL-AcceSsControl.confirm.

2) Creates an ALPDU, which is an 1soc2117%daptorLayerppUa with the component
equal to accessControl1d and the component value equal to the received Access Co
as specified in 8.2.

3) Provides the ALPDU to the Secure Session service via the a1-sess-Data.request
see 9.4.1.

The Secure Session service;
1) ACKsthe ALPDU usingar-sess-Data.confirm, see 9.4.2;

2) Fragments (if necessary) and cryptographically protects the data and passes it to th
stack for transmission to the peer trusted entity.

A dequence diagram for this process flow is given in Figure 14.

©lI

Application Security Subsystem| Adaptor Layer Secure Session Q

access control PDU

If the secure session is a cryptographic secure session as defined in 5.2, there has been an initialize

hyer using

sion of this
d entity by

hessageld

htrol PDU,

primitive,

e network

(Sec-AL-AccessControl) ,

gl

I
I
i
|
I
I

ALPDU
(AL-Sess-Data)

I
I
|
I
I
I I
f >
| g I
I Protect, I
| fragment |
I data I
I |
I I

»
| L

Figure 14 — Sequence diagram for sending Access Control PDU
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6.8 Receive PDU

In this process flow the peer trusted entity sends a datagram, which is received by the host ITS-SU and
routed to the Secure Session instance servicing the app. This sub-clause describes receiving activities.
The send-side sequences are specified in 6.6 and 6.7.

Prerequisites:

— The Secure Session service has been configured using the methods of 6.4.

— Ifthe secure session is a cryptographic secure session as defined in 5.2, there has been an initialize

step
The proce

a) The §
sessid

1) I

sing the methods of 6.5.
ss steps for this process flow are:

ecure Session service receives a datagram from the peer trusted entity and checks that
n has not timed out per the parameters set in b) 3) ii) III) in 6.4.

the session has timed out, the Secure Session handles it according to‘the specification

t

tlhen ends.

2) O
a
A

b) The Adaptor Layer:

1) R

2) If
0
p

3) C
i1

e secure session. See 9.5 for specification of how this is handled for"T'LS. The process fl

herwise, i.e. if the session has not timed out, the Secure Sessiondecrypts, integrity validat
nd defragments the record layer datagram to obtain the AIKPDU. It passes the ALPDU to
daptor Layer using the AL-Sess-Data.indication primitjve jsee 9.4.3.

eceives the ALPDU via AL-Sess-Data.indications

h the session) is valid. This service is not\specified in this version of this document bu
anned for future versions.

hecks the Adaptor Layer subtype oftthe ALPDU and acts according to the subtype as specif
the following steps.

he

of

es,
he

session non-repudiation is specified, checksthat the non-repudiation code (i.e. the signatyire

is

ed

c) Ifthe]ALPDU is a TLS handshakeproxy PDU:
1) The Adaptor Layer forwatds it to the appropriate TLS handshake proxy counterparty|as

specified in 6.9.4.

d) Ifthe]ALPDU is an Access Control PDU:
1) The Adaptor layer passes it to the Security Subsystem using the sec-aAL-AccessContrdl.

ifhdicatich,see 8.4.3.

2) The Security Subsystem applies the access control policy to determine what action to take. The
olitceme is one of the following:

i) The Access Control PDU is valid and relevant and results in an update of the Security
Subsystem state, meaning that there is a change to which incoming data packets are
accepted or rejected. See 5.5 for more details.

ii) The Access Control PDU is not valid or not relevant. The Security Subsystem state does

18

not change. Depending on policy and on the details of the incoming PDU, the Security
Subsystem will do one of the following:

[) Generate and send an Access Control PDU in response as specified in 6.7.
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II) Take no action.

If the ALPDU is an APDU:

1) The Adaptor layer passes it to the Application using the app-a1-Data.indication primitive,
see 8.3.3.

2) The Application:

i)

Optionally, performs pre-processing based on Application logic to determine whether to
accept the APDU. The only decision the Application shall make based on this pre-processing

i)

1s to take one of the tollowing actions:

[) Discard the APDU without responding or updating the state of the Applicatio
resources accessed by the Application. In this case this control flowsends at t

I1) Pass the APDU to the Security Subsystem for Access Control processing, as

h or of any
his point.

specified

in step c) below, using the app-sec-Incoming.request primitive, see 7.6.6. This service

primitive also includes an indication of whether the session gives the optig
Application-level non-repudiation.

3) The Security Subsystem carries out the following steps. Steps-€) 3) i) and e) 3) ii) in €
carried out in either order.

[fthe App-Sec-Incoming.request primitive indicated that the APDU could have Aj
level non-repudiation applied:

[) Ifthe APDU is an leee1609Dot2Data of-type signed, the Security Subsysten]
to verify it per IEEE Std. 1609.2™.

If verification fails, the Security Subsystem returns that indication via
Incoming.confirm, see 7.6.7, and the process flow ends.

If verification succeeds, processing continues.
II) Ifthe APDU is an leee1609Dot2Data of type unsecured, processing continue

[1I) If the APDU ds\an leee1l609Dot2Data of some other type, it is invalid. Th

n of using

.4 may be

plication-

attempts

App-Sec-

D.

b Security

Subsystem(returns that indication via App-Sec-Incoming.confirm and thle process

flow ends.

The Security Subsystem applies the access control policy to the APDU to determine what

action to take. In this case the Access Control Subsystem within the Security §
USEs VSec-AuthState.request and Sec-AuthState.confirm to obtain the aut
state. The access control decision is made on the basis of the input PDU con
authorization state, and other information provided to the Access Control subsy

ubsystem
horization
tents, the
stem. The

other information used to make the access control decision is application-specific and an

application specification that uses other information will define an applicatig

n-specific

extension to the App-Sec Interface to communicate this other information

The outcome is one of the following:

)

indicates this to the Application via app-Sec-TIncoming.confirm. Depending

The APDU is not acceptable per the access control policy. The Security Subsystem

on policy

and on the details of the incoming PDU, the Security Subsystem may generate and send

an Access Control PDU in response as specified in 6.7. The process flow then

© IS0 2019 - All rights reserved
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II) The APDU is acceptable per the access control policy and processing continues.

iii) If this step has been reached, the APDU is acceptable. The Security Subsystem indicates
this to the Application via App-sSec-TIncoming.confirm.

4) The Application may now “make use of” the APDU, e.g. the Application may alter its state, grant
access to resources, send responses, etc.

Sequence diagrams for this process flow are given in Figure 15 (overview), Figure 16 (APDUs detail),
Figure 17 (Access Control PDUs detail).
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check session
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defragment

ALPDU
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§

I
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!
I
|
I
I
I
I
I
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|
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I
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I
I
I
I
I
I
I
|
I
|
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I
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<

I
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I I
I
I
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I
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I
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T
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I

Figure 15 — Sequence diagram for incoming datagrams (Overview)
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Application Security Subsystem Adaptor Layer Secure Session Q
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|
|
|
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|
|

+

Applidation

|
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check PDU-level
non-repudiation?

|
alt [success] i
|| valid
App-Sec-Incommin
|4 {App-Sec-Incomming 8|
""" :[f.lrjlf
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Figure 16 — Sequence diagram for handling of incoming APDUs
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Application Security Subsystem Adaptor Layer Secure Session PQITS-S
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: : :4 ALPDU < datagram

alt ) [datal | |
I | I

( See previous diagram j
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|
alt ) |[success]
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|
I
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I
|
I
I
I
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I
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I

I
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I

I
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Figure\17 — Sequence diagram for handling of incoming Access Control PDUs

6.9 Secure connection brokering

6.91 Goals

"Secure Connection Brokering" is the process by which two Applications, each fronted by a broker, may
securely connect via those brokers. The goal is to reduce the information that an eavesdropper can
use to learn information about the connection between the “fronted” Applications. Specifically, in a
standard TLS 1.3 connection, the server certificate is unencrypted, which provides information to an
eavesdropper as to which Application the client is communicating with. In the design in this document,
the initial TLS communications are protected by the secure session between the two brokers, and
the communication transitions to being directly between the two fronted Applications only once the
initial handshake has completed and no further unencrypted information will be sent between the two
fronted applications.

The specification in this document supports TLS only, not DTLS.
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This process flow supports secure service discovery as described in A.6.

6.9.2 Prerequisites
The prerequisites for secure connection brokering are as follows:

— AFronted Client application is fronted by a Client Broker application; each may be on different or the
same ITS-Ss. There is a secure session between the Fronted Client and Client Broker, per the Secure
Session requirements of Clause 9.

— AFro d-S apphcationis a-S . applica 3 3 oR-C or
the sgme ITS-Ss. There is a secure session between the Fronted Server and Server Broker, pérthe
Securfe Session requirements of Clause 9.

— The Server Broker and Client Broker are also securely connected according to the Secure Sessjon
requifements of Clause 9.

— Beforf a connection is brokered, each participant has demonstrated appropriate authorisatjon
withih the secure session:

— The Fronted Client has demonstrated to the Client Broker that it is. dauthorised to act as a clignt
far the indicated application;

— The Client Broker has demonstrated to the Fronted Client-and the Server Broker that i$ it
afithorised to act as a Client Broker;

— The Server Broker has demonstrated to the Fronted:Server and the Client Broker that i$ it
afithorised to act as a Server Broker;

— The Fronted Server has demonstrated to the Server Broker thatitis authorised to actas a seryer
far the indicated application.

The speciEics of how this authorization is demonstrated and the specifics of the service discovery
process afe to be specified separately. Any-sService discovery process is suitable for use with the
mechanisms of this document if, when thessérvice discovery process is completed, the following is trpe:

— The Fronted Server is registered to the Server Broker as able to receive incoming connections [for
the inldicated applications.

— The Fronted Clientis registexed to the Client Broker as able to receive notifications that the indicated
applidation is available to-connect to.

— A “private connectién)information” field referred to as the brokerInfo is known to all four parties.
The bfokerInfo isused to route connections to the Fronted Server within the secure session betwgen
the Client Broker and the Server Broker. This document does not place any requirements on the
syntalx or semantics of the brokerInfo.

— The Hronted Client and the Fronted Server have been provided with the IP addresses and pprt

& fo tbhn Aot co bty o A bhosn cpagdbad oan db e ol ot ot gy AL o o leat For- + t
num IroS1IUrn e vdircio LuirlIiricclivir diifu iiavoe vrvdililua dIir imiter 11iar 1 \41.}1 COLIIUAlIVIT U d SUCLKCLUIUI U ‘la

connection.

6.9.3 Overview

An overview of the process, omitting some details and primitive invocations, is shown in Figure 18.
The details of the process are given in the next subsection and constitute the normative specification
of this process. This and the following subsections follow the convention that “(Secure) Session 1” is the
session between the Fronted Client (resp. Fronted Server) and the Client Broker (resp. Server Broker),
and “(Secure) Session 2” is the session between the Fronted Client and the Fronted Server.
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At the highest level of description:

— There is a setup stage during which the functional entities on each participating device are
configured to allow the brokering process.

— The Fronted Client initiates a TLS session by generating a clientHello, which is sent over the
existing (Fronted Client <-> Client Broker), (Client Broker <-> Server Broker), and (Server Broker
<-> Fronted Server) secure sessions.

— On receipt of the clientHello, the Fronted Server creates a new secure session which creates a
ServerHello message and returns this to the Fronted Client over the existing (Server Broker <->
Fronted Server), (Client Broker <-> Server Broker), and (Fronted Client <-> Client Brokgr) secure
sessions.

—| Once the servertello has been sent, the Fronted Server transfers the session\te’a dirpct socket
connection to the Fronted Client.

—| Once the serverHello is received, the Fronted Client sends the next TLS handshake megsage (and
the first data, if any) over a direct socket connection to the Fronted Set Ver.

—| All following communications, including the conclusion of the FLiS’handshake, happen| over this
direct connection between the Fronted Client and the FrontedServer.

Handeff from
proxied socket
{o direct socket

|

y

1

|

|

|

|

| Handoff from

| proxied socket
| to direct socket
|

|

|

|

I

|

|
TLS contrql messages and application datagrams
| |
| |
| |

A
\ 4
A
\ 4

Fronted Client ITS-S Fronted Server ITS-S
Fronted Client Fronted Client Fronted Server Fronted Server
Session 2 Session 1 Session 1 Session 2
Fronted Client (Fronted Client / (Fronted Client / (Fronted Server / (Fronted Client / fronted Server
Application Fronted Server) Client Broker) Client Broker Server Broker Server Broker) Fronted Server) Application
T T T T T T T T
| | | | | | | |
| | | Existing | Existing | Existing | | |
| | | segure | secure | secufe | | |
sepsion session sessjon
l l A B ORI\ S b T l l
L ! (érerequisite), Establish bro&é@fo “*public connection jnformation for sgrver and cIiel-lt ! !
< t T g SNl ) e R e ittt HA=mmmmm - - -
| | | | | | | Set proxy |
| Start session request | | | | | | handoff |
| (initial data) | | | | | | information |
e —
| | | | | | | |
! ! ClientHello ! ! ! ! ! !
| | for proxying | | | | | |
| | | | | |
| | [ X | | | |
| | Proxied ClientHello + session mefadata ol | |
| | gl gl gl | |
! ! ! ! ! ClientHello ! !
| | | | e — | |
| | | | | | |
| | | | | ServerHello | |
| | | | | for proxying | |
| | | | | | |
! ! g ProxieJdAServerHeIIo + session méadata ! !
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| 1 ServerHello | | |
<
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[ |
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[ I
| |

Figure 18 — Overview sequence diagram for secure connection brokering

6.9.4 Detailed specification
Once the prerequisites have been satisfied, the following setup activities take place.
a) Onthe Fronted Client ITS-S:

1) The Fronted Client Application instructs the Security Subsystem to configure a Secure Session
instance to send a proxied clientHello using the App-sec-Configure.request service primitive,
see 7.6.1, with parameters Proxied = true, BrokerInfo equal to the established brokerInfo, and
Proxying Session ID equal to the ID of the connection to the Client Broker.
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2) The Security Subsystem instructs the Secure Session instance (Session 2) to send a proxied
Client Hello using the sec-sess-Configure.request primitive, see 9.3.1, with parameters
Proxied = true, BrokerInfo equal to the established brokerInfo, and Proxying Session ID equal
to the ID of the connection to the Client Broker.

b) On the Client Broker ITS-S:

1) The Client Broker Application uses the App-AL-EnableProxy.request Service primitive,
see 8.3.4, to configure the Adaptor Layer to permit proxying of handshake messages for the
indicated connection.

c) Onthg Server Broker ITS-S:

1) The Server Broker Application uses the app-AL-EnableProxy.request service primitive|to
configure the Adaptor Layer to permit proxying of handshake messages for the indicated
connection.

d) On thg Fronted Server ITS-S:

1) The Fronted Server Application uses the App-Sess-EnableProxy.requesk Service primitive, see
9]2.1, to configure a Secure Session instance to permit proxying of handshake messages for the
indicated connection.

2) The Fronted Server Application uses the app-AL-EnablePkéxy.request Service primitive,
s¢e 8.3.4, to configure the Adaptor Layer to permit proxying of handshake messages for the
indicated connection.

Following|the setup activities, the process flow is as follows,The specific process flows on the Fronted
Client, thg Client Proxy, the Server Proxy, and the Fronted:Séerver are given in Figures 19, 20, 21 and P2,
respectively.

a) On thp Fronted Client:
1) The Fronted Client Session 2:
i) CreatesaclientHello.

ii) Since it was configured" in setup step a) to use proxying, uses the AL-se§s-
ClientHelloProxy.ipdication Service primitive, see 9.4.7, to send the c1ientHello to the
Adaptor Layer.

2) The Adaptor Layer:

i) Uses thenBlientHello and brokerinfo parameters from the received AL-Segs-
ClientH&HloProxy.indication to create an ALPDU of type T1sClientMsgl, see 8.2.5.

ii) UseSithe AL-Sess-Data.request service primitive, see 9.4.1, to pass the ALPDU to Seclire
Session 1 (the Session ID parameter indicates the session that shall handle the ALPDU).

iilj—Configures ItSelf To remember that the presented broRerinto corresponds to connections
between Secure Session 1 and Secure Session 2.

3) The Secure Session 1 sends the ALPDU as one or more datagrams to the peer Secure Session
instance on the Client Broker.

b) On the Client Broker:
1) The Secure Session connection to the Fronted Client:

i) Receives the datagrams and decrypts and reconstructs the ALPDU.
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ii) Uses the AL-sSess-Data.indication service primitive, see 9.4.3, to pass the ALPDU to the

Adaptor Layer.

2) The Adaptor Layer:

i) Receives the ALPDU via the AL-sess-Data.indication primitive.

ii) Determines that the ALPDU is of type T1sclientMsgl, see 8.2.5.

iii) Determines thatit has been configured to proxy cilientHello messages with the brokerInfo
field of the ALPDU, as done in setup step b), and that this configuration has not timed out
or completed.

iv) Determines from the information provided in setup step b) which Secure Session instance
to provide the ALPDU to.

v) Uses the AL-Sess-Data.request primitive, see 9.4.1, to provide the ALPDU to the Secure
Session with the Server Broker.

3) The Secure Session connection to the Server Broker sends the ALPDU as one or more datagrams
to the peer Secure Session instance on the Server Broker.

On the Server Broker:

1) The Secure Session connection to the Client Broker:

i) Receives the datagrams and decrypts and reconstructs the ALPDU.

ii) Uses the AL-Sess-Data.indication primitive, see 9.4.3, to pass the ALPIU to the
Adaptor Layer.

2) The Adaptor Layer:

i) Receives the ALPDU via AL-Sess-Data.indication.

ii) Determines that the ALRDU is of type T1sclientMsgl, see 8.2.5.

iii) Determines thatithasbeen configured to proxy clientHello messages with the hrokerInfo
field of the ALPDUyas done in setup step c), and that this configuration has not tifned out or
completed.

iv) Determimes-from the information provided in setup step c) which Secure Sessioh instance
to providé the ALPDU to.

v) Usesthe an-Sess-Data.request primitive to provide the ALPDU to the Secure Sefsion with
the Fronted Server.

3), «The Secure Session connection to the Fronted Server sends the ALPDU as ong or more
datagrams to the peer Secure Session instance on the Fronted Server.

On the Fronted Server:

1) The Secure Session connection to the Server Broker (Secure Session 1):
i) Receives the datagrams and decrypts and reconstructs the ALPDU.
ii) Uses aAL-Sess-Data.indication to pass the ALPDU to the Adaptor Layer.

2) The Adaptor Layer:
i) Receives the ALPDU via AL-Sess-Data.indication
ii) Determines that the ALPDU is of type T1sClientMsgl.
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iii)

iv)

Determines that it has been configured to accept proxied clientHello messages with the
brokerinfo field of the ALPDU, as done in setup step d), and that this configuration has not
timed out or completed.

Uses the AL-sess-ClientHelloProxy.request Service primitive, see 9.4.6, to provide the
ClientHello and brokerInfo to the Secure Session services.

3) Secure Session 2:

i)

Receives the Client Hello and metadata via AL-Sess-ClientHelloProxy.request.

ii

iif)

iy)

4) The Adaptor Layer:

ii

iif)
i)

Creates a secure session Instance and secure session ID.

Generates the TLS response message (serverHello and other server handshake messages)
and forms a single datagram containing the messages.

Uses the AL-Sess-ServerHelloProxy.indication service primitive, see 949, to provjde
the serverHello and metadata to the Adaptor Layer.

Configures itself to accept incoming connections from the server socket provided by the
App-Sess-EnableProxy.request Service primitive in setup step d).1) and transfers the TLS
state to that connection.

Uses the serverHello datagram and the brokeflnfo from the received ar-segs-
ServerHelloProxy.indication service primitive to ¢reate an ALPDU oftype T1sServerMggl.

Determines from the information provided in sétup step d) which Secure Session instance
to provide the ALPDU to.

Uses the a1-sess-Data.request serviceprimitive to provide the ALPDU Secure Session 1.

Disables proxying with respect to that brokerInfo.

5) The Secure Session 1 sends the ALPDU as one or more datagrams to the peer Secure Sessjon

e) On thg Server Broker:

1) The Secure Session conmmection to the Fronted Server:

2) The Adapter Layer:

innstance on the Server Broker.

Receives the datagrams and decrypts and reconstructs the ALPDU.

Uses AL-Sess-Data.indication to pass the ALPDU to the Adaptor Layer.

Receives the ALPDU via the A1-sess-Data.indication primitive.

ii

iii)

28

Determines that the ALFDU 1S of type TlsServerMsgl.

Determines that it has been configured to proxy serverHello messages with the brokerInfo
field of the ALPDU, as done in setup step c), and that this configuration has not timed out or
completed.

Determines from the information provided in setup step c) which Secure Session instance
to provide the ALPDU to.

Uses the AL-Sess-Data.request primitive, see 9.4.1, to provide the ALPDU to the Secure
Session with the Server Broker.
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vi) Disables proxying with respect to that brokerInfo.

3) The Secure Session connection to the Client Broker sends the ALPDU as one or more datagrams

to the peer Secure Session instance on the Client Broker.

On the Client Broker:
1) The Secure Session connection to the Server Broker:

i) Receives the datagrams and decrypts and reconstructs the ALPDU.

iT—Ysesthe ar=sess=Data TnaorcatTon service primitive;, see 9243 to pass the AERDU to the
Adaptor Layer.

2) The Adaptor Layer:

i) Receives the ALPDU via the a1-sess-Data.indication service primitive.

ii) Determines that the ALPDU is of type T1sServeMsgl, see 8.2.6.

iii) Determines thatit has been configured to proxy serverHelaomessages with the hrokerInfo
field of the ALPDU, as done in setup step b), and that this-configuration has not|timed out
or completed.

iv) Determines from the information provided in setup step b) which Secure Session instance
to provide the ALPDU to.

v) Uses the AL-sess-Data.request service primitive, see 9.4.1, to provide the ALEDU to the
Secure Session with the Client Broker.

vi) Disables proxying with respect to that brokerInfo.

3) The Secure Session connection to the¥ronted Client sends the ALPDU as one or more datagrams
to the peer Secure Session instance’(Secure Session 1) on the Fronted Client.

On the Fronted Client:

1) The Secure Session connection to the Client Broker (Secure Session 1):

i) Receives the datagrams and decrypts and reconstructs the ALPDU.

ii) Uses the,ak=5ess-Data.indication service primitive, see 9.4.3, to pass the ALRDU to the
Adaptor\iayer.

2) The Adaptor Layer:

i) & Receives the ALPDU via the aL.-sess-Data.indication service primitive.

ii) Determines that the ALPDU is of type T1sserveMsgl, see 8.2.6.

lll) Perits—self \,uuﬁsul atton—i otcp a) 2) 111), determines—thattheServertetiom ssage and
metadata should be provided to Secure Session 2.

iv) Uses the aL-sess-ClientHelloProxy.request primitive to provide the serverhello
message and metadata to Secure Session 2.

v) Disables proxying with respect to that brokerInfo.

3) Secure Session 2:

i) Receives the server Hello and metadata via the ArL-Sess-ClientHelloProxy.request

service primitive, see 9.4.6.

ii) Generates the TLS response message.
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iii) Reconfigures itself to use the communications socket provided in setup step a) (which
provides a direct connection to the Fronted Server), transfers the TLS state to that
connection, and sends the TLS response message via that connection.

iv) Uses the sec-sess-start.indication primitive, see 9.3.3, to indicate that the session has

been established.

At this point the secure session has been directly established between the Fronted Client and the
Fronted Server and any additional activities within the session are covered by other process flows in

this document.

Fronted Client ITS-S
Fronted Client / Fronted Client /
Client Broker Fronted Server
Fronted Client Security Subsystem Adaptor Layer Secure session Proxied secure session Server Broffer /
Client Broker Fronted Sefver
T T T T I I
| | | | | |
I I I I Existing sedure session I I
\ \ \ [ ettt it » \
| | | . i | | |
-] 1_______(Prerequisite): Establis) brokerlnfo + public connection informajion for server and client S A »l |
| | | | | | |
I (setup al1, a.2): Configure.req(Proxisd = yes, Pioxying Session = 1, Broker Info = bi, Sdcket = ) I T I
| | | | T |
| (setup p.1): (App-Sec-Configure) _| | (setup a.2): (Sec-Sess-Configure) | N I I
| ] [ [ gl | |
! ! ! a.1: ClientHello proxy reqdest (Proxying Session = 1, ! ! !
! ! ! Proxied Session = 2, brokbrinfo = bi) | | |
| | I (AL-Sess-ClientHelloProxy) | | |
| | < 1 | |
| | | | | |
| | a.2.1: Create ALPDU containing | | | |
| | ClientHello contents + | | | |
| | metadata | | | |
| | | | | |
| | | | ! | |
| | | a.2.ii: ALPDU | | | |
I I I (TisClientMsg1Pdu) I J I I
| | | (AL-Sess-Data) #‘ | | |
| | | | | | |
| | | | y | |
a.3¢datadram(TlsElientMsg1Sapdu
I \ \ b DhrsfientitagSapc) > \
| | | | | | |
| | | | | | b,c d, e, f |
Proxied Handshake
I I I I I lq - Proxed Handshake ___ »
| | | | | | |
| | | | . | |
£3: datagram(TlsderverMsg1Sapdu
I I I ¢ oram(Tisgerverbsg1Sapds) | I
| | | | | | |
| | | g.1: ALPDU I | | |
| | | (TIsServerMsg1Pdu) | | | |
| | - (AL-Sess-Data) ; | | |
I I I~ I I I I
| | | | | |
| | 9.2: Unwrap ALPDU | | | |
| | Identify Session 2 as recipient | | | |
| | | | | |
} } } JRW Server He//o}mey + Broker Info } } }
| | | [AL-Sess-ServertgjloProxy) o | |
>l
| | | | | | |
I I 4.3: Sec-Sess-Start(grodentials) I I I I
< T T T 1 I I
| | | | | |
I I T I a.3.i Reconfigure session I I
I I I I to use handoff socket I I
| | T | | |
| | | | | | |
| data | | data | | | |
I (App-AL-Data) R (AL-Segs-Data) R I I
| | il | gl | |
! ! ! ! ! Client Hands‘wake Msg 2+ !
\ \ \ \ \ Qher \
| | | | t t gl
| | | s | o | | |
control messages and application datagrams
I A i EAR IR I .
T T T T T I I
| | | | | | |
Figure 19 — Sequence diagram for secure connection brokering operations on the Fronted Cli¢nt

30

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=d3cd2b51e176db47d7256e62d535cd17

O

Fronted Client entity

(prerequisite)
Existing
secure session

Client Broker-
Fronted Client
Secure Session

Client Broker ITS-S

Client Broker

Adaptor Layer

Client Broker

Application

Client Broker-
Server Broker
Secure Session
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Server Broker entity
|
|
(prerequisite) |
Existing |
secure session |
|

Fronted Server entity
|

I I
I I
I I
A | [ A > |
! ! rerequisite) Establisi] brokerinfo + public informatidn for server and client | !
e ¢ {prerequisite) ! P jiporserverandetent pmmmmelmm e > i
I I I I I I I
| | | (setup step b): | | | |
| | | Enable Proxy | | | |
| | | (brokerinfo, | | | |
| | | Client App SSID, | | | |
| | | Server Broker SSID) | | | |
! (App-AL-EnableProxy) !
I I < i I I I
I I I I I I I
| (b.1): datagram | | | | | |
| (TIsClientMsg1Sapdu) ol | | | | |
i > I I I I I
T T (b.1i}: ALPDU T T T T !
! ! (TisClientMsg1Pdu) ! ! ! ! !
| | (AL-Sess-Data) R | | | |
I : > I I I I
I I I I I I
! | (b.2): Check ALPDU type I | | |
| | Unwrap ALPDU, extract brokerlnfo | | | |
| | Check Broker Info is valid | | | |
| | Rewrap ALPDU | | | |
I I I I I I
I I I I I 1 I
| | | (b.2.v): AUPDU | | |
| | | (TIsClientMsg1Pdu) | | |
| | L (AL-Sess@ata) N | |
I I I ] gl I I
| | | | I (b]3): datagram(s) | !
| | | | | (TisClientMsgfSapdu) o |
| | | | f > |
I I I I I I I
| | | | | | (c.d. ) |
I I I I I lq - - - -Proxiedhandshalle )
I I I I I i I
| | | | | (i) datagram(s) | |
} } } } 14 (FlsServerMsg1Sapdu) 1 }
} } } (f.1.ii): ALFDU ; } }
] ] ] (TisServerMsg1Pdu) " ] ]
I (AL-Sess-pata) !
I I < ] I I
I I I I I I
! ! (£.2): Check ALPDU type ! ! ! !
| | Unwrap ALPDU, extract brokerInfo | | | |
! ! Check Broker Info is valid | | I I
| | Rewrap ALPDU | | | |
I I I I I I
I I i I I I I
| | (f.2.v): ALPDU | | | | |
| | (TisServerMsg1Pdu) | | | | |
| I (AL-Sess-Data) | | | | |
I 1 I I I I
I I I I I I
| | . Remove Broker Info | | | |
I I l I I I
I I I | I I I
I (1.3): datagram(s) I I I I I I
I (TIsServerMsg1Sapqu) | | | | | |
i i I I I I I
I I I I I
handoff | | | | |
: I I I I I
! ! ! iLs itrol ‘d lication dat: ! ! !
kontrol messages and application datagrams
e e SR -uiadias e ] .
| T T T T | |
I I I I I I I
Figure 20 — Sequence diagram for secure connection brokering operations on the Client Broker
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Fronted Client entity

Client Broker entity

I (prerequisite)
| Existing secure
| session
|

Client Broker-
Server Broker
Secure Session

Server Broker ITS-S

Server Broker

Adaptor Layer

Server Broker

Application

Server Broker-
Fronted Server
Secure Session

Fronted Server entity

(prerequisite)
Existing secure
session

|
e . »}

T
| |
| |
| |
lg- - - -l ‘
| | |
! t Establish brokerlnfo + publicl for server and cligtt !
R et e T >ie F 225 B - e B >
| | | | | | |
| | | | (setup step c): | | |
| | | | Enable Proxy | | |
| | | | (brokerinfo, | | |
| | | | Client Broker SSID, | | |
| | | | Server App SSID) | | |
| | | o (App-AL-EnableProxy) | | |
<
| | | | | | |
| | (c.1.i): datagram | | | | |
| t ™ > t t t t
| I ! | | | )
! ! ! (c.1.ii;: ALPDU ! ! ! !
! ! ! (TisClientMsg 1Pdu) ! ! ! I
| | | (AL-Sess-Data) L | | )
| | r > | | |
| | | | | |
I I I ©2) I I I
| | | Check ALPDU type | | |
I I I Unwrap ALPDU, extract brokerlnfo I I I
| | | Check Broker Info is valid | | |
| | | Rewrap ALPDU | | |
| | | | | |
| | | | | | |
| | | | (c.2.v): AYPDU | |
| | | | (TisClientpsg1Pdu) | |
| | | L (AL-Sess Data) R |
| | | | | ! |
| | | | | 1 (c|3): datagram(s) |
| | | | | I (TJsClientMsg1Sapdu) o
| | | | | r gl
! ! ! ! ! ! !
| | | | | | (d]5): datagram(s) |
| | | | | - (T|sServerMsg1Sapdu) h
<
| | | | | | |
I I I I (e.1):ALPDU I I
I I I | (TisServeiMsg1Pdu) | |
| | | \‘ (AL-Sess-Pata) | |
| | | =~ I | |
| | | | | |
| | | (e:2) I | |
| | | Check ALPDU type ] | |
| | | Unwrap ALPDU, extract brokerlnfo | | |
| | | Check Broker Info is valid | | |
| | | Rewrap ALPDU | | |
| | | | | |
| | | . | | | |
| | | (e.2.v): ALPDU | | | |
(TisServerMsg1Pdu)
| | I (AL-Sess-Data) | | | |
| | < 1 | | |
| | | | | |
} } } (e:2.vi): Remove Broker Ipfo } } }
| | | | | | |
! ! (e.3): datagram(s) | | | | |
| ServerHello I (TisServerMsg1Sapdu) | | | | |
[ B i 1 1 f | | |
| | | | |
| | 1 | | handoff
| | | | |
| | | | | |
| | | Clignt Handshake Msg 2 + data | | |
[ttt (et t [t B [ N\ © 2l === s T (e i he
| | | | | | |
e L 1 TLS gohtrol messages and application datagrams | | >
| |
T T
! !

Figure 21

— Sequence diagram'for secure connection brokering operations on the Server BroK

(er
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Fronted Server ITS-S

Fronted Server
Application /
Server Broker / Fronted Client Fronted

Q Q Fronted Server Application Server
Secure Session Secure Session Adaptor Layer Security Subsystem Application
Fronted Client Server Broker entity
| |

T T
| | |

| (prerequisite) | | I (prerequisite): Configure(accept Proxies)| |
}‘ ___Existing secure sessfon *} } < (prerequisite): Se‘p-Sess-Con/lgure | (Prerequisite): App-Sec-Configure }
|

Establish brokerinfo + public connection information for srver and client

(setup step d.1):
App-Sess-EnableProxy
(brokerinfo = bi,

socket = handoff socket)

!

|

|

|

|

| (setup step d.d):

| App-Sess-EnableProxy
I (Client side seksion ID,
I Server side sefssion ID.
T

[

|

|

|

|

|

|

1

e Drokermlo = bf, role = server] | ‘me=sen/er

(d.1.i): datagram(s)
(TisClientMsg1Sapdu)

|
(d.1.ii): ALPDU(T|sClientMsg1Pdu)
(AL-Sess-Data) |

>
[l

(d.2)

Unwrap ALPDU

Identify mapping to
csSess

(d-2.v)
ClientHello Proxy Received
(ClientHello, brokerinfo)

(AL-Sess-ClientHelloProxy)

(d.3)

ServerHello Proxy request
(ServerHello, brokerlnfo)
(AL-Sess-ServerHelloProxy)

>

(d.4.y
Create ALPDU containing

SepferHello"€ontents +

|
|
|
|
|
!
|
|
|
|
<
[«
!
|
|
|
|
|
!
|
|
} nietadata

| |
(d.4.iii: ALPDU(ThsServerMsg1Pdu) I
(AL-Sess-Data) | |
T 1

A

(d.4.iv)
Disable proxying with
respect {o bi

(d.5): datagram(s)
(TisServerMsg1Sapdu)

|
|
|
|
|
|
h
|
|
Opef (o'connections

|
|
|
|
I
!
Byer handoff socket |
|
|
!
!
!
|

data

data data

|
I
!
|
|
|
!
J
|
|
{
|
!
!
!
|
|
|
!
!
|
|
|
|
!
I
|
|
|
|
!
!
|
|
|
|
I
!
|
|
|
|
I
!
|
|
|
!
!
!
i
T
I
!

I
I
I
I
I
| Client Handshake Msq 2 +
|
I
I
I
I
I

i '

I 4

F

=g

gure 22 — Sequence diagram.for secure connection brokering operations on the Fronted Server

6.10 Force end session

In this process flow, the Application or the security subsystem instructs the Secure Session dervices to
forjce end the cyrrent session.

P

-

prequisites:

— | The'Secure Session service has been configured using the methods of 6.4.

el : : L 1: : I DI IR ito WA N 1. 1. initiali
— It Setutr e SeSSion s a cryprograpiicsecutr e Sessionasaerinca oz, tnere nasueeiratl Initialize

step using the methods of 6.5.
The process steps for this process flow are:
a) EITHER of the following happens:
1) The Application determines that the session should be ended:

i) The Application notifies the Security Subsystem using the app-sec-Endsession.request
primitive, see 7.6.8.
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ii) The Security Subsystem:

[) ACKs the request via App-Sec-EndSession.confirm primitive, see 7.6.9.

1) notifies the Adaptor Layer using the sec-AL-EndSession.request primitive, see 8.4.4.

2) The Security Subsystem determines that the session should be ended:

i) The Security Subsystem notifies the Application using the app-sec-Endsession.indication
primitive, see 7.6.10.
iiy—TteSecurity Subsystemrnotifies the Adaptor tayer using the Sec=AT-FrasSessTom. Tequmést
primitive, see 8.4.4.
b) The Adaptor Layer:
1) A[CKs the request using the sec-A1L,-EndSession.confirm primitive, see 8.4.5.
2) Nptifies the Secure Session services that the session should be terminated Via the ArL-segs-
EfhdSession.request primitive, see 9.4.4.
c) The Spcure Session service:
1) ACKs the request using the A1,-Sess-EndSession.confirm primitive, see 9.4.5.
2) Iff session termination for the specific secure session mechanism requires peer datagram
exchange, the peer secure session entities carry out the.session termination process.
A sequende diagram for this process flow is given in Figure 23.
Applicafi S ity Subsyst Adapter L S Sessi Q
pplicafion ecurity subsystem apter Layer ecure session Peer T3-S
I I I I I
T | | | |
I I I I I
| End session | | | |
| App-Sec-EndSession)J | | |
| | end session I I I
I | (Sec-AL-EndSession) I I I
I | > I I
----- R R e | |
I I I I I
| end session | end session | | |
|< App-Sec-EndSession) | (Sec-AL-EndSession) ;I | |
| | | | |
| | | Clld JCJJI.UII | |
I I I (AL-Sess-EndSession) I I
I I | g _ I
End Session
I I I I . I
| | I | (if supported |
in protocol)
| | | R »
I I I I I
I I I I I
Figure 23 — Sequence diagram for Force End Session
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6.11 Session terminated at session layer

In this process flow, the peer trusted entity terminates the session at the session layer, connectivity
to the peer is lost, or the secure session times out. The Secure Session services become aware that the
session has terminated and inform the higher layers.

Prerequisites:

The Secure Session service has been configured using the methods of 6.4.

If the secure session is a cryptographic secure session as defined in 5.2, there has been an initialize

step using the methods of 6.4.
Thie process steps for this process flow are:
a) | The Secure Session service informs the Security Subsystem that the session has‘terminated using
the sec-sess-EndSession.indication primitive, see 9.3.4.
b)| The Security Subsystem:
1) Notifies the Application using the app-sec-Endsession.indicdt Jon primitive, see 7.6.10.
2) Notifies the Adaptor Layer using the sec-AL-Endsession.request primitive, see 8.4.4.
c) [ The Adaptor Layer ACKs the request using the sec-2AL-EnpdSession. confirm primitive, see|8.4.5.
A Jequence diagram for this process flow is given in Figure 24.
Application Security Subsystem Adaptor Layer Secure Session Q
Peer ITS-S
I I I I I
|
I I Sec-Sess-EndSession ! I
| < | | |
I end session I end session I I I
|4 (App-Sec-EndSession) |  (Sec-AL-EndSession) >| | |
I I I I I
I I I I I
Figure 24— Sequence diagram for Session Terminated at Session Layer
6.12 Deactivate
In [this process flow the Secure Session services are instructed to deactivate, i.e. to stop|using the
cr¢dentials that were proved in the corresponding Configure process flow and (if in a server role) to
stdp-accepting incoming connections. This processflow has no effect on-existing sessions.
Prerequisites:
The Secure Session service has been configured using the methods of 6.4.
The process steps for this process flow are:
a) EITHER of the following happens:

1) The Application determines that the Secure Session Services should be deactivated:

i) The Application notifies the Security Subsystem using the app-sec-Deactivate.request

primitive, see 7.6.11).
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ii) The Security Subsystem:
[) ACKs the request via App-Sec-Deactivate.confirm primitive, see 7.6.12.

II) notifies the Secure Session services using the sec-sess-Deactivate.request primitive,
see 9.3.5.

2) The Security Subsystem determines that the session should be ended:

i) The Security Subsystem notifies the Application using the app-sec-Deactivate.indication
primitive, see 7.6.13.

ii) The Security Subsystem notifies the Secure Session services using the secxS®%s-
Deactivate.request primitive, see 9.3.5.

b) The Secure Session service:
1) A[CKs the request using the sec-sess-Deactivate.confirm primitive, see 9.3.4.

2) Stop accepting new incoming connections (if in a server role) or attémpting to start new
ofitgoing connections (if in a client role).

3) Dieletes all state relevant to new sessions (while maintaining State relevant to existing
s¢ssions).

NOTE The secure session instance does not delete the Cryptomaterial Handle contents, just the ldcal
reference o the Cryptomaterial Handle held by the secure session.

A sequende diagram for this process flow is given in Figure 25.

(App-Sec-Deactivate) (Sec-Sess-Deactivate)

Applicdtion Security Subsystem Adapter Layer Secure Session Q
Peer ITY-S
I I I I I
| | | | |
alt I I I
I I I I I
| deactivate | | | |
| |(App-Sec-Deactivate) | | | |
>
I I I I I
| deactivate | | |
(Sec-Sess-Deactivate)
| ; »| |
..... O s SO0 N EUpU P Ip IR (P Up U I SR I
or]
I I
|
I
I
|
T
|
I

[
|
I
I
deactivate : deactivate |
|
1
T
I
|

v

I
|
I
Figure 25 — Sequence diagram for Deactivate

6.13 Secure session example

This subclause illustrates how the process flows from the previous section may be put together to full
execution of an entire secure session instance. This illustration does not show connection brokering.
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The session runs between two ITS Application Processes referred to as the Initiator and the Responder.
Optional data flows are in italics in the figure.

First, both the Initiator and the Responder application processes configure the security subsystem

and the secure session services as specified in 6.4.

The Initiator application process sends data to its Adaptor layer. This prompts the Initiator secure
session services to connect to the Responder secure session services, resulting in the Start Session
process flow as specified in 6.5. In this flow the credentials exchanged in the handshake are provided
to the receiving Security Subsystem. The credential exchange is shown as optional in the figure

because the credentials are nn]y oxchangedifthe sessionisa r‘rypfngraphir‘ secure session, not if it
(=]

is a physical secure session.

Following the Start Session process flow, the Responder secure session services provide t
the Responder application process via the Responder adaptor layer as specified in 6.8.

The Initiator and Responder send and receive data. Sending data is specified in 6.6 and
data is specified in 6.8.

During the exchange, the Initiator or Responder may determine~that additional acce
information is needed. Additional access control requests and(re¢sponses are sent vig
Access Control PDU, process flow see 6.7 Receiving access control PDUs is specified in

figure, the Responder is shown as requesting the access contrel PDUs, but in practice eith
of the Initiator and the Responder may send a request.

One party — in this illustration, the Initiator — force ends the session, as specified in
consequence, the Responder secure session instanceiinforms the other functional entities ¢
with it that the session has been terminated at thiésession layer, as specified in 6.11.

Both parties deactivate the secure session sérvices as specified in 6.12.

ure 26 shows all the information flows associated with this illustration.

he data to

receiving

5s control
the Send
H.8. In the
er or both

6.10. As a

hssociated
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7

7.1 General

The Securjity-Subsystem:

38

Initiator Responder
Initiator Initiator Initiator Responder Responder Responder
Initiator Security Adaptor Secure Secure Adaptor Security Responder
application Subsystem Layer Session Session Layer Subsystem Application
L >t Configure | > [P | Configure P |
[ [ [ I [ [ [ |
L initiaj data ol ol
[ ol "l
| | i: Handshake| =i | | |
| Start Session__J | | | | | |
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[ | [ [ |
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> >
| | | | | | | additional |
security
| | | | | | oo AN
L ! ! ! ! ! ! !
These repeated in gny order _J | | | | | | |
L ! ! ! ! ! ! !
Send Data, Recejve PDU__J | | | | | | |
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| additional | | | | | | additional |
security security
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| Send Access Control PDU, Receive PDU T T T T |
| | | laccess contrpl | | | |
P o . request P .
< < < < <
| | | | laccess contrpl | | | |
> > response > > >
| | | | laccess contrpl | | | |
requester
| l l Lo [oome | |, l | |
L < < < < 1
[ | Force Eng Session N | | | |
= I I g
| | | | End Sessio =| | | |
| | | | | Sesson Tprminated N |
I T >t »
g Deachate 4 P DeacI\ivale P
I i I i L I L I
| | | | | | |

Figure 26 — Sequence diagram for complete secure session example

Security Subsystem: interfaces and data types

Implements access control processing onincoming data when so requested using app-sec-Incoming.
request, See 7.6.6.

Signs outgoing APDUs if requested by the Application using App-sec-Data.request, see 7.6.4.
Verifies incoming APDUs if requested by the Application using App-sec-Incoming. request, see 7.6.6.
Generates requests for, and responses to requests for, additional access control information.
Updates its state in response to received Access Control PDUs.

Participates in configuration activities associated with:

— Configure, see 6.4,
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Start Session, see 6.5,

Force end session, see 6.10,
Session terminated at session layer, see 6.11, and

Deactivate, see 6.12.

2019(E)

The Application uses the Security Subsystem to determine whether an APDU is valid for use. An

Application that is conformant to this specification shall invoke app-Sec-Incoming.request,

see 7.6.6,

on every incoming APDU before “making use” of it, i.e. before using that APDU to alter the state of the

Appplication or a resource and before generating a response APDU. An Application that is conformant to

this specification may use Application logic to “reject” an incoming APDU without invoking
In¢oming.request on that APDU, i.e. it may use Application logic to determine not to alter-the
Application or resource or not to generate a response APDU.

Access control policy and state

The Security Subsystem determines whether an APDU passed to it via agp<8ec-Incoming.re
7.6.6, is valid, i.e. whether the access control policy permits the Application to make use of th
er to make this determination, it uses the following inputs:

communications with the peer trusted entity.

NOTE
Subsystem can use information learned in previous sessions in making access control decisions, i
by the access control policy.

The state of the home ITS-SU: for example, for an ITS-SU in a vehicle, the access control
state that access to certain resources is only permitted if the vehicle is not moving.

The APDU itself.

The current state of the application, based on APDUs sent and received and on the config
the application.

Thiis document does not provide interfaces for the Security Subsystem to learn about the sf
home ITS-SU: the assumptioi is that if an ITS-SU supports access control policies that invol
of the properties of the(TTS-SU, then the implementation of the Security Subsystem will havg

th¢se properties.

he access control policy requires it, the Security Subsystem can generate Access Contrg
uest additional information from the peer trusted entity and use the responses to upda

App-Sec-
state of an

quest, See
e APDU. In

Its internal state, i.e. information that it has learned .about the peer trusted entity during

If the peer trusted entity uses the same certificate across multiple sessions, the honpe Security

permitted

olicy may

uration of

ate of the
ve the use
access to

1 PDUs to
e its sate.

lment are

policy may specify many different conditions for controlling access, such as:

handshake.

particular activities.

carry out particular activities.

ss control

The PSID and (optionally) SSP that must appear in the received certificate for the Secure Session

Whether enhanced or extended authentication is required for access to specific resources or for

Whether there are particular conditions on the state of the home ITS-SU that must be fulfilled to

Since the Security Subsystem applies the access control policy directly to APDUs, the Security Subsystem
associated with a particular Application must be able to interpret APDUs. The Security Subsystem
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implementation for a particular Application will therefore in general be Application-specific. This
document specifies an internal Security Subsystem interface consisting of the sec-authstate.request
and sec-AuthState.confirm primitives to provide information about authorization state from the
Authorization State Subsystem to the Access Control Subsystem. The Authorization State Subsystem,

and this interface, are not application-specific.
7.3 Enhanced authentication

7.3.1 Definition and possible states

This subclause specifies enhanced authentication. In enhanced authentication, one party acts as
owner anfl the other party acts as the accessor. The owner stores or obtains a secret value, refert
to as the @nhanced authentication secret. Information derived from the enhanced authentication sec
value is provided to the accessor. The means for providing this information are part of thesspecificat
of an appljcation that uses the mechanisms given in this document; possible examples,are ‘given bel
to help urlderstanding. The owner then requests that the accessor proves knowledge of the secret
sending an Enhanced Authentication Request Access Control PDU over the secGre session, and
accessor proves knowledge of the secret by sending an Enhanced Authentication Response Acc
Control PDU to the owner.

Examples|of enhanced authentication include:
— The afcessed device displays a PIN which is entered into the aceéssing device.
— The owner comes up with a PIN and enters it into both the acgessed and the accessing device.

— The apcessed device has a secret which is also stored or’a token such as a keyfob associated to
accessed device. The owner taps the keyfob against thé.accessing device to transfer either the sec
itself pr a value derived from it.

— The afcessed device has a seed for generating one-time passwords (OTPs). The owner has an 4
that generates the same set of one-time passwords. The owner enters the current OTP into
accesing device.

This document supports multiple mechanisms for Enhanced Authentication. In each mechanism,
Request and Response both include values derived from the secret, rather than the secret itself;
value in the Request is referred to.as/the identifier and the value in the Response is referred to as
verifier. The specific mechanisms‘are specified in 7.3.6.

Enhanced| authentication is.provided interactively: one party to the communication requests
enhanced| authenticatiop~and the other provides it. Enhanced authentication may be requested
either parnty to the comimivunication, whether that party played the role of the client or the server in
original TLS handshake.

7.3.2 States for owner role enhanced authentication

he
ed
ret
on
oW
by
he
PSS

he
ret

pp
he

he
he
he

he

by
he

For any imdividual secure session and any enhanced authentication secre
authentication state with respect to that secret may be one of the following:

— Unestablished — no request has been sent.
— Pending — a request has been sent but no valid response has been received.
— Established — a valid response has been received.

In this subclause the state for a (application, session, secret) tuple is denoted by O(i,j,k).

0(i,j,k) for a particular session identifier j is set to Unestablished when the session is created (by app-
Sec-Configure.request if the session role is client, and by sec-sess-StartSession.indication if the
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session role is server). When the owner role enhanced authentication state is Unestablished, incoming
Enhanced Authentication Response Access Control PDUs with respect to that secret are ignored.

0(i,j,k) transitions from Unestablished to Pending when the Security Subsystem sends an Enhanced
Authentication Request Access Control PDU with respect to k. This may happen when prompted by the
application, by the access control policy, by a timer, in response to an incoming APDU, or by other events
or triggers to be specified in the specification of an application that uses the mechanisms provided by
this document.

When 0(1,] k) is Pendmg, the Securlty Subsystem may send addltlonal Enhanced Authentlcatlon Request

Au
Re
me

O(
de
ap

O(
Ayl
Ac

that has not timed out. The definition of a valid response depends on the enhanced auth
mdchanism in use and is given in the individual enhanced authgntication mechanism section

When O(i,j,k) is Established, the Security Subsystem shallinet send an Enhanced Authenticatio
for] k. Incoming Enhanced Authentication Response Access Control PDU with respect to k are

Th
of
be

A dtate machine diagram for enhanced.authentication is provided in Figure 27.

ial Enhanced

hentlcatlon Request Access Control PDU the trlgger for sendmg addltlonal Enhanced Auh

chanisms provided by this document.

,j,K) transitions from Pending to Unestablished on the end of session j, on access conti
ined timeout, or in response to other events or triggers are to be specifiedrin the specific:
blication that uses the mechanisms provided by this document.

,j,K) transitions from Pending to Established when the Security System receives a valid
[hentication Response Access Control PDU corresponding to an.Efthanced Authenticatio
cess Control PDU that was sent over session j with respect to erthanced authentication se

Session j, on access control policy-defined timeout, or in response to other events or trigg

Unestablished that require

enhanced auth

Receive trigger to
activate; send enhanced
auth request

Session end

Receive invalid response Pending

that require
enhanced auth

Timeout or explicit
trigger, send enhanced
auth request

Réceive valid response

quest Access Control PDUs is to be specified in the specification of an applicationthat

communications |

communications |

entication
uses the

ol policy-
ition of an

Enhanced
n Request
cret k and
entication
see 7.3.6.

n Request
gnored.

e owner role enhanced authentication state transitions from Established to Unestablished ¢n the end

ers are to

specified in the specification of an application that uses the mechanisms provided by this document.

communications |

EStablished [ : .
: that require
:__enhanced auth

Figure 27 — Informal state machine for the Enhanced Authentication module

7.3.3 State for accessor role enhanced authentication

For any individual secure session and any enhanced authentication secret identifier, the accessor role
enhanced authentication state may take one of the following values:

©lI

Established — a request has been received and a valid response has been sent;
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— Unestablished — otherwise.

The state with respect to an unknown identifier is automatically Unestablished.

If an Enhanced Authentication Request Access Control PDU is received containing a particular identifier
is received and the Security Subsystem can construct a valid response per the mechanisms specified

below in 7.3.6, then:

— The Security Subsystem constructs that response and sends it via sec-AL-AccessControl.request.

— The state with respect to that enhanced authentication secret is transitioned to Established.

The accessor role enhanced authentication state with respect to a particular secret transitions fv
Establishefd to Unestablished on session end, on access control policy-defined timeout, or in response
other events or triggers is to be specified in the specification of an application that uses the mechanis

provided

734 U

The acces|
accessor |
secrets. |
secret or 1
Establishe,

For owne

For acces

by this document.

5e by Access Control

5 control policy for any resource or action may require a particular-state for owner role
ole before the action may be taken. The design supports multiple-enhanced authenticat

there are multiple enhanced authentication secrets the policy*may be specific for ed
may be more general, for example requiring that owner role ,enhanced authentication statg
d for at least one of the secrets.

role, each enhanced authentication secret can be identified within the policy.

or role, the secrets cannot be known in advancezand so the access control policy can o

address the number of secrets for which the state is Established.

The acces
invalid re

s control policy may also specify action to'be taken if a peer provides a certain number
bponses to an authentication request, e.g. it'may require that the session is terminated.

7.3.5 Methods for providing enhanced authentication

Enhanced

— Anin
Requg

— Anin
Respd

The follow

— Enhanced authentication with "Secure Password Authenticated Key Exchange 2" (SPAKE2), see 7.3.6

authentication is established with the following process flow:

stance of the Security Subsystem acting in the owner role sends an Enhanced Authenticat
st Access Control PDU.

tance of the Security’Subsystem acting in the accessor role sends an Enhanced Authenticat
nse Access Control PDU containing a valid response to the corresponding request.

ing mechanism is supported:

bm
to
ms

or
on
1ch

b 1S

of

on

on

o

7.3.6 Ephanced authentication using SPAKE2

SPAKE?2 is carried out as specified in [13] with the following configuration choices:

— The group used is the elliptic curve NISTp256.

— His SHA-256.

— A, “Alice’s identifier”, is the certificate presented by the TLS server in the handshake and provided
to the client via sec-sSess-StartSession.indication.

— B, “Bob’s identifier”, is the certificate presented by the TLS client in the handshake and provided to
the server via sec-sess-StartSession.indication.
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The request contains T, calculated as specified in 3.2 of [13]. It may also contain a password hint to
allow the responder to select between multiple recently received secrets.

The response contains S, calculated as specified in 3.2 of [13]. Italso contains a field hashofkPrimeRespId,
calculated as follows:

— The quantity K is the 32-byte output of the SHA-256 hash of the session variables as specified in 3.2
of [13].

— IDis the certificate out of A and B as defined above that is owned by the responder.

— [ The quantity hashofkPrimeResp1d is calculated as the SHA-256 hash of [len(K), K, Ien(ID)] ID].

The response may request proof of knowledge from the original requester. In this casg, the|requester
senmds a “requester response” that contains the field hashofkprimere114, calculated as follows:

—| The quantity K is the 32-byte output of the SHA-256 hash of the session variables as specified in 3.2
of [13].

—| ID is the certificate out of A and B as defined above that is owned by the requester.
—| The quantity hashofkprimeRespId is calculated as the SHA-256 hash of [len(K), K, len(ID)} ID].
With regard to enhanced authentication, the requester may be only in one of the following states:
—| No enhanced authentication,

—| Responder authenticated.

The responder may be in only one of the following:states:

—| No enhanced authentication,

— | Responder believed authenticated, ne tequester authentication requested,
— | Responder believed authenticated;-no requester authentication received,

— | Mutually authenticated.

e Request data type is defined in 7.5.12. The Response data type is defined in 7.6.13.

Extended authentication

Thiis subclause specifies extended authentication. In extended authentication, one party afts as the
owner and thécother party acts as the accessor. The owner requests that the accessoi provides
formation-about their authorisation in addition to the information provided in the handshjake of the
ure session by sending an Extended Authentication Request Access Control PDU over the secure
segsion,'and the accessor may respond by sending an Extended Authentication Response Access Control
te the owner to provide this additional information. The Extended Authorisation Respomse Access

O DO oTIed DY J TO0U9. C dle W (ICdLE € Ce Jate 1mold oS ons.

The Extended Authentication Request Access Control PDUs are sent based on triggers that are to be
specified in the specification of an application that uses the mechanisms provided by this document.

The Request PDU includes a structured statement of the authorisations that the owner is requesting
the accessor to demonstrate. It is specified in 7.5.6 to 7.5.8. The structure supports combining atomic
authorisation requests via AND and OR operations. The structure includes a random element to provide
assurance that responses are freshly generated.

The Response PDU is sent in response to a Request PDU. It is specified in 7.5.9. It consists of an
leee1609Dot2Data of type signed, containing the signature of the accessor on a value derived from the
request.
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The accessor should create a response that demonstrates the authorisations requested in the Request.
However, the accessor may create a response that does not match the authorisations requested in the
Request. In this case the owner may choose to store the received authorisations from the Response,
may choose to ignore the Response, or may take another action, to be specified in the specification of an
application that uses the mechanisms provided by this document.

The accessor may create a multipart Response to a Request, if the Request indicates (by setting
multipartAccepted to True) that a multipart Response is acceptable. This enables an accessor to
respond to a Request even if the requested authorisations are in multiple certificates belonging to the
accessor. A multipart response consists of a series of individual Responses, each signed by a different
certificatg;sent=s separateAccessComntr ot PBYs:

7.5 Data types

7.5.1 General

Access Coptrol PDUs are defined in ASN.1 and encoded with the Canonical Octet Encoding Rules (COER).
The ASN .[ basic notation is specified in ISO/IEC 8824-1[11], The COER are specifiedin [12].

7.5.2 Imports

The data|type definitions import the following definitions from [EEE 1609.2: psid, PsidsspRarlge,
Ieeel609)ot2Data

7.5.3 1Is021177AccessControlPdu

The ASN.1 type of Access Control PDUs is Ts021177access€ontrol Pdu.

Is021177)ccessControlPdu ::= SEQUENCE ({
messadeld IS0-21177-ACCESS-CONTROL-ID-
PYPE.&id ({Iso21177AccessControlPdulypes 1}),
value IS0-21177-ACCESS-CONTROL-1ID-
PYPE.&Type ({Iso21177AccessContrdlPduTypes} {@.messageld}),
}

IS0-2117)-ACCESS-CONTROL-ID-TYPE ::= CLASS {
&1id Ido21177AccessCtrlPduld UNIQUE,
&Type

} WITH SYNTAX {&Type IDENTIFIEDSBY &id}

Iso21177fccessControlPduTypes “FS0-21177-ACCESS-CONTROL-ID-TYPE ::= {
{ AccqdssControlResult _IDENTIFIED BY accessControlResultId } |
{ ExtdndedAuthPdu IDENTIFIED BY extendedAuthId }

{ EnhdncedAuthPdu IDENTIFIED BY enhancedAuthId } ,

}

Is021177HccessCtphRduld ::= INTEGER (0..255)
1s021177AccessCtrlPduld-reserved Iso21177AccessCtrlPduld ::= 0 --'00'H
accesqdContrgiResultId Iso021177AccessCtrlPduld ::= 1 --'01'H
extendedAuthId Iso021177AccessCtrlPduld =2 --'01"H
enhande@AuthId Is021177AccessCtrlPduld = 3 --'02'H

7.5.4 AccessControlResult

The ASN.1 type AccessControlResult is used to communicate the result of an access control activity.

AccessControlResult::= INTEGER {
success (0),
authorisation-failure (1)

} (0..255)

7.5.5 ExtendedAuthPdu

The ASN.1 type of the Access Control PDUs associated with extended authentication as specified in 7.4
IS ExtendedAuthPdu.
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ExtendedAuthPdu ::= SEQUENCE ({
messageld EXTENDED-AUTH-ID-TYPE. &id({ExtendedAuthPduTypes}),
value EXTENDED-AUTH-ID-TYPE. &Type ({ExtendedAuthPduTypes} {@.messageld}),
}
EXTENDED-AUTH-ID-TYPE ::= CLASS {
&id ExtendedAuthPduld UNIQUE,
&Type
} WITH SYNTAX {&Type IDENTIFIED BY &id}
ExtendedAuthPduTypes EXTENDED-AUTH-ID-TYPE ::= {
{ ExtendedAuthRequest IDENTIFIED BY extendedAuthRequestId }
{ ExtendedAuthResponse IDENTIFIED BY extendedAuthResponseId } ,
}
ExtendedAuthPduld ::= INTEGER (0..255)
extendedAuthPduld-reserved ExtendedAuthPduld ::= 0 --'00'H
extendedAuthRequestId ExtendedAuthPduld ::= 1 --'01'H
extendedAuthResponselId ExtendedAuthPduld ::= 2 --'02'H
7.3.6 ExtendedAuthRequest

The ASN.1 type ExtendedauthRequest contains an extended authentication request and 3

Ex

7.5

The ASN.1 type InnerExtendedhuthRequest contains an extended authentication requej

AS

Sin

tadata. In this ASN.1 type

the component multipartaccepted indicates that the response ‘may consist of multiple

the component nonce is a freshly-generated strong rapdem number, used in the generaf
response to protect against replay attacks;

the component inner contains the details of the permissions that are being requested.

fendedAuthRequest ::= SEQUENCE ({
nmnultipartAccepted BOOLEAN,

nonce OCTET STRING (SIAB(32)),
inner InnerExtendedApthRequest

.7 InnerExtendedAuthRequest

N.1 type

the component and.indicates that the responder is being requested to demonstrate that
all of the authorisations indicated within the field;

the component or indicates that the responder is being requested to demonstrate that th
least one ‘0f-the authorisations indicated within the field;

the component contents contains a single authorisation request.

ceInnerExtendedAuthRequest may contain an instance of itself, in principle there may be ar

2019(E)

hssociated

parts, i.e.

that the responder may use multiple different credentials to demonstrate their authorisation;

ion of the

t. In this

they have

ey have at

arbitrary

nu

mber oI levels oI nesting 1n a Iinal extended authentication request. A conformant imple

mentation

shall support at least four levels of nesting, i.e. shall support an InnerExtendedAuthRequest
containing an InnerExtendedAuthRequest containing an InnerExtendedAuthRequest containing an
InnerExtendedAuthRequest,andlnaysupportrnor&

InnerExtendedAuthRequest ::= CHOICE ({
and SEQUENCE OF InnerExtendedAuthRequest,
or SEQUENCE OF InnerExtendedAuthRequest,

©lI

contents AtomicExtendedAuthRequest
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7.5.8 AtomicExtendedAuthRequest

The ASN.1 type AtomicExtendedAuthRequest contains a single authentication request. In this ASN.1 type

the component psid indicates that the responder is being requested to demonstrate that they have
permissions related to the indicated PSID;

the component psidssprange indicates that the responder is being requested to demonstrate that
they have permissions consistent with PSID and SSP Range, as defined in IEEE Std. 1609.2™;

the component idregexp indicates that the responder is being requested to provide an IEEE Std.

1609.R™ certificate whose name matches the indicated regular expression. The regular express
is confformant to IEEE 1003, Clause 9;

the c
16009.
chain
indic4

AtomicExt

psid

psidSd
idRegH
issueq

7.5.9 Ej

The ASN
IEEE 1604
the value

Extended)

contery
sid

mponent issuer indicates that the responder is being requested to provide an IEEE S
D™ certificate such that one of the issuing Certificate Authority certificates in, the certific
see IEEE Std. 1609.2™ for definitions of certificate authorities and certificate chain, has

ted eight-byte hash value.

endedAuthRequest ::= CHOICE {
Psid,

pRange PsidSspRange,

Xp IA5String,
OCTET STRING (SIZE(8)),

rtendedAuthResponse

1 type ExtendedAuthResponse contains an extended authentication response. It is

.2 Signed SPDU in which the authType field.defined in IEEE 1609.2bl8] is present and set
s021177Extended Auth.

uthResponse ::= Ieeel609Dot2Data, (WITH COMPONENTS {...,

t (WITH COMPONENTS {...,

nedData (WITH COMPONENTS {. ..
tbsData (WITH COMPONENTS {..\.
payload (WITH COMPONENTS«{...,
data (WITH COMPONENTS {...,
content (WITH\ COMPONENTS {
unsecuredData (CONTAINING ExtendedAuthResponsePayload)
})
1)
1)y
headerInfd WWITH COMPONENTS (...,
genefationTime PRESENT,
expiryTime ABSENT,
generationLocation ABSENT,
pP2pcdLearningRequest ABSENT,
missingCrlIdentifier ABSENT,
encryptionKey ABSENT,

on

td.
hte
he

an
to

authT Faay=, (1s021177Fxtendedliyuth) PRESENT

7.5.10 ExtendedAuthResponsePayload

The ASN.1 type ExtendedauthResponsePayload contains the payload of an extended authentication
response. In this ASN.1 type

— the component part indicates the part number of this response within a multipart response. It shall
be between 1 and maxpart. If the response is not multipart this field shall take the value 1.
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— the component maxPart indicates the number of parts in a multipart response. If the response is to
multipart this component shall take the value 1.

— the component requestHash is the SHA-256 hash of the entire Iso21177AccessControlpdu that
contained the corresponding request.

ExtendedAuthResponsePayload ::= SEQUENCE {
part INTEGER,
maxPart INTEGER,

requestHash OCTET STRING (SIZE (32))

7.3.11 EnhancedAuthPdu

The ASN.1 type EnhancedauthPdu is the container type for Access Control PDUs associpted with
enhanced authentication as specified in 7.4.

EnhancedAuthPdu ::= SEQUENCE {
messageld ENHANCED-AUTH-ID-TYPE. &id ({EnhancedAuthPduTypes}),
value ENHANCED-AUTH-ID-TYPE. &Type ({EnhancedAuthPduTypesd\ @messageId}),

ENHANCED-AUTH-ID-TYPE ::= CLASS {

&id EnhancedAuthPduld UNIQUE,

&Type

} WITH SYNTAX {&Type IDENTIFIED BY &id}
EnhancedAuthPduTypes ENHANCED-AUTH-ID-TYPE ::= {

{ SpakeRequest IDENTIFIED BY spakeR&gué&stId }
{ SpakeResponse IDENTIFIED BY spakeResponseId } |
{ SpakeRequesterResponse IDENTIFIED BY spakeRequesterResponselId } ,
}
EnhancedAuthPduId ::= INTEGER (0..255)
enhancedAuthPduld-reserved EnhancedAuthPduld ::= 0 --'00'H
spakeRequestId EnhancedAuthPduld ::= 1 --'01'H
spakeResponseId EnhapcedAuthPduld ::= 2 --'02'H
spakeRequesterResponseld EnhantedAuthPduld ::= 3 --'03'H

7.3.12 SpakeRequest

Thie ASN.1 type spakeRequestisithe request for enhanced authentication using SPAKE2. The component
tig set as specified in 7.3.6~The component hint takes one of two forms:

— | Ifitis 0, no hint is-provided.
— | If the top bit js;1)then the last 3 bits are the last 3 bits of the SHA_256 hash of the shared|secret.
SpgkeRequest &= SEQUENCE {

t Fe&P256CurvePoint,
hint OCTET STRING (SIZE(1))

7 192 Cunal-o
we X J apancx\col)uuoc

The ASN.1 type spakeResponse is the response to a request for enhanced authentication using SPAKE2.
The components are set as specified in 7.3.6.

SpakeResponse ::= SEQUENCE ({
S EccP256CurvePoint,
hashOfKPrimeRespId OCTET STRING (SIZE(32)),
responseRequest BOOLEAN
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7.5.14 SpakeRequesterResponse

The ASN.1 type spakeRequesterResponse is the original requester’s response to a request to provide
mutual authentication for enhanced authentication using SPAKE2. The content is set as specified in 7.3.6.

SpakeRequesterResponse ::= OCTET STRING (SIZE(32))
7.6 App-Sec Interface

7.6.1 App-Sec-Configure.request

This servjce primitive instructs the Security Subsystem to activate an instance of the Secure Sessjon
Services.

The pararheters of the service primitive are as follows:

App-Sec—-({onfigure.request (
Applidation ID,
Role,
Socket],
Sessidqn Type,
Proxidd,
Sessidqn ID,
Transgort Mechanism Type (optional),
Cryptdmaterial Handle (optional),
Broken Info,
Proxying Session ID

Table 2 — Parameters for App-séc¢-Configure . request

Nanje Type Valid range Description

Application ID Structure. See ISO 17419 An identifier for the ITS-S application
process, unique within the home trusft

See 5.4 3
T ITS- .
(TTSsapiid) ed entity (ITS-SU)
Role Enumerated Client, Server The role that the home trusted entity
(ITS-SU) will play in the secure sessign.
Socket Socket Instance fAny A socket instance for a communicatiops
session without cryptographic security.
Session Type Enumerated Internal, External Used to determine whether cryp-
tographic security is necessary for the
communications session.
Proxied Integer True, False Used to indicate whether the secure

session handshake should be brokered
as specified in 6.9.

— The fpllowing parameter is supplied only if Role is Client.

Session ID Infpgpr Any An identifier for the session nnir}np

within sessions for the Application.

— The following parameters are supplied only if Session Type is External.

Transport Enumerated Reliable, Unreliable Indicates whether a secure session pro-
Mechanism tocol for reliable or unreliable transport
Type shall be used (in this case, DTLS or TLS).
Cryptomaterial |Cryptomaterial |A valid cryptomaterial handle The Cryptomaterial handle to be used
Handle Handle associated with a certificate as  |for signatures in the handshake of the

defined in IEEE Std. 1609.2™ and |cryptographic secure session.
containing permissions consist-
ent with the access control policy.

— The following parameter is supplied only if Proxied is True.
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Name

Type

Valid range

Description

Broker Info Octet String

Any

The Broker Info used to identify the
session while it is being brokered. The
inner semantics of the Broker Info
string are not used by the services de-
fined in this standard; it is simply used

as an identifier.

The following parameter is supplied only if Proxied is True and Role is Client.

Prpxying Integer Any The ID to be provided as Sessjon ID to
Seksion ID AL-Sess-ClientHelloPho%A.
On|receipt, the Security Subsystem carries out the steps specified in 6.4 step b).
7.6.2 App-Sec-Configure.confirm
Th[: service primitive returns the results of the corresponding request primiitive.
The parameters of the service primitive are as follows:
App-Sec-Configure.confirm (
Result
)
Table 3 — Parameter for App-Sec-Configure . confirm
Name Type Valid-range Description
Rasult Enumerated Success, The result of the request.
Secure session type not available,
Secure'session type not permitted
for this Application,
Cryptomaterial Handle not permitted
7.6.3 App-Sec-StartSession:indication
Thfis service primitive provides the Session ID when a new session is started with a Secure Session
indtance in the Serverrole. It is generated in response to Sec-Sess-Start.indication, see 9.3.3.
Thle parameters of\the service primitive are as follows:
App-Sec-StaritSession.indication (
Application ID,
Sessien»1D
)
Table 4 — Parameters for App-Sec-StartSession.indication
Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S appli-
See 5.4 cation process, unique within the
(1TSsapiid) home trusted entity (ITS-SU).
Session ID Integer Any An identifier for the session,
unique within sessions for the
Application.

©lI
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7.6.4 App-Sec-Data.request

This service primitive is used to request the Security Subsystem to sign an APDU before it is sent over
the security session, to provide non-repudiation to the individual APDU.

The parameters of the service primitive are as follows:

App-Sec-Data.request (
Application ID,
Session ID,
Cryptomaterial Handle,
Data,
Signirlg Parameters

Table 5 — Parameters for App-Sec-Data.request

Narpe Type Valid range Deseription

Applicatiop ID Structure. See ISO 17419 An identifierfor the ITS-S appli-

See 5.4 cation process, unique within the
S home trusted entity (ITS-SU).
(ITSsapiid)
Session ID Integer Any Afxjdentifier for the session,
unique within sessions for the
Application.
Cryptomaterial Cryptomaterial A valid cryptomaterial handle pef The cryptomaterial handle to he
Handle Handle 1609.2 associated with a certificate. |used to sign the APDU.
See IEEE Std. 1609.2™ for furxther
details.

Data Octet String Any Octet String The APDU to be signed.

Signing Paframeters|Structured The set of parametéts to be provided | The set of parameters to be prg-
to the 1609.2 sec-SignedbData. vided to the IEEE 1609.2 sec-
request primitive. See [EEE Std. SignedData.request primitive.
1609.2™ forfurther details.

Onreceipt, the Security Subsystem attemptsto sign the indicated Data with the indicated Cryptomateiial
handle and Signing Parameters.

7.6.5 App-Sec-Data.confirm
This service primitive returns-the result of the corresponding request primitive.

The parareters of thesexvice primitive are as follows:

App-Sec-Qata.confifrm (
Result] Codey
Signed Dat@yfoptional)

Table 6 — Parameters for App-Sec-Data. confirm

Name Type Valid range Description

Result Code Enumerated Any Result Code that may be returned | The result of the operation.
by the IEEE 1609.2 primitive sec-
SignedData.confirm. See IEEE Std
1609.2™ for further details.

Signed Data Octet String An leee1609Dot2Data of type If Result Code is Success, the
signedData. See IEEE Std. 1609.2™ for |signed APDU. Otherwise, omit-
further details. ted.

On receipt of this primitive, if the parameter Result Code is Success, the Application invokes app-aL-
Data.request to submit the data for sending. Otherwise, no effect is specified.
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7.6.6 App-Sec-Incoming.request

This service primitive is generated by the Application to request that the Security Subsystem applies
the access control policy to an incoming APDU.

The parameters of the service primitive are as follows:

App-Sec-Incoming.request (
Application ID,
Session ID,
Data,
T Teecel600Dot2Dats

Signed Data Verification Parameters (optional)

Table 7 — Parameters for App-Sec-Incoming.request

Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the IT$-S appli-
See 5.4 cation process, unique within the
S home trusted entity (ITS-SU).
(ITSsapiid)
Seksion ID Integer Any An identifier for the segsion,
unique within sessions|for the
Application.
Ddta Octet String If Is leee1609Dot2Data’is true, an The received APDU.
leee1609Dot2Data. Iffs
leee1609Dot2Datd’isfalse, any
Octet String. See“IEEE Std. 1609.2™
for further details.
Is Jeeel609Dot2Data |Boolean True, False Whether the received APDU is an
leee1609Dot2Data.
Signed Data Structured Théset of parameters to be Provided only if Is
Verification provided to the IEEE 1609.2 leee1609Dot2Data is Trjue. The
Parameters Sec-SignedDataVerification. set of parameters to be|provid-
request primitive. See IEEE Std. |ed to the IEEE 1609.2 dec-
1609.2™ for further details. SignedDataVerificatjon.
request primitive

On[receipt, the SecuritySubsystem carries out the activities specified in 6.8, step e) 3) The rejsult of the
opgration is returneddda app-Sec-Incoming. confirm.

7.6.7 App-Sec-Ilncoming.confirm
Thiis servic€ primitive returns the result of the corresponding request primitive.

The parameters of the service primitive are as follows:

App-—Séc-Tncoming.confirm (
Result
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Table 8 — Parameter for app-Sec-Incoming. confirm

Name Type Valid range Description

Result Enumerated Success, The result of the request.
Invalid leee1609Dot2Data Type,
Invalid Signed Ieee1609Dot2Data,

Invalid APDU per access control
policy/request sent,

Invalid APDII per access control
policy/no request sent

No effect ¢f receipt is specified.
NOTE Similarly to the primitive Sec-Signed-Data-Verification.request specified in IEEE\Std. 1609.2™,

this primitive does not return the APDU contents, as the Application is assumed to be_able to parse fhe
IEEE 1609.2 headers if present to recover the Application payload.

7.6.8 App-Sec-EndSession.request
This service primitive is used to request that a particular session is endedk

The pararheters of the service primitive are as follows:
App-Sec-HndSession.request (

Applidation ID,
Sessidqn ID

Table 9 — Parameter for AppsSéc-EndSession.request

Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S
See 5 4 application process, unique
L. within the home trusted entity
(ITSsapiid) (ITS-SU).
Session ID Integer Any existing session ID value An identifier for the session to

associated with the Application ID. be ended.

On receipf, the Security Subsystem carries out the activities specified in 6.10, step g) 1) ii).

7.6.9 App-Sec-EndSession.confirm

This service primitive confirms receipt of the corresponding request primitive.

This service primitive has no parameters.

7.6.10 App-Sec-EndSession.indication

This service primitive is used to indicate that the Secure Session services have detected or determined
that a particular secure session has ended. It is generated when the Security Subsystem determines
that a session should be ended per the access control policy, or when the Security Subsystem receives a
Sec-Sess-EndSession.indication primitive from the Secure Session Services.

If the Security Subsystem has determined that the session should be ended, the Security Subsystem
also generates a Sec-AL-EndSession.request.

The parameters of the service primitive are as follows:

App-Sec-EndSession.indication (
Application ID,
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Table 10 — Parameters for App-Sec-EndSession.indication

Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S
See 5.4 application process, unique
S; iid within the home trusted entity
(17Ssapiid) (ITS-SU)
Seksion ID Integer Any existing session ID value An identifier for the'sefsion to
associated with the Application ID. be ended.
Oniginating Layer  |Enumerated Security Subsystem, The layer at which the determi-
Secure Session Service nation was'made that the session
should be or had been ¢nded.

On|receipt, the Application takes any actions associated with the end of the(secure session.

7.6.11 App-Sec-Deactivate.request

Thiis service primitive is used to request that a particular instanhce of the Secure Session |service is
depctivated as specified in 6.12.

The parameters of the service primitive are as follows:
App-Sec-Deactivate.request (

Application ID,
Secure Session Instance ID

Table 11 — Parameters for App-Sec-Deactivate.request

Name Type Valid range Description|
Application ID Structure. See ISO 17419 An identifier for the IT§$-S appli-
See 5.4 cation process, unique within the
(1TSsap{id) home trusted entity (ITS-SU).
Seture Session Integer Any existing secure session in- An identifier for the sefure ses-
Ingtance ID stance ID value associated with the |sion instance to be deaftivated.
Application ID.

On|receipt, theSectrity Subsystem carries out the activities specified in 6.12, step g) 1) ii).

7.6.12 App-Sec-Deactivate.confirm

Thlis service primitive confirms receipt of the corresponding request primitive.

This service primitive has no parameters.

None specified.

7.6.13 App-Sec-Deactivate.indication

This service primitive is used by the Security Subsystem to notify the Application that, per the access
control policy, the indicated secure session instance shall be deactivated. When the Security Subsystem
generates this primitive, it also generates a corresponding sec-Sess-Deactivate.request.

The parameters of the service primitive are as follows:
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App-Sec-Deactivate.indication (
Application ID,
Secure Session Instance ID

Table 12 — Parameters for App-Sec-Deactivate.indication

Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S
See 5.4 application process, unique

within the home trusted entity

. N
(TTSSapita)

(ITS-SU).

Secure Sespion
Instance 1)

Integer

Any existing secure session instance
ID value associated with the Applica-
tion ID.

An identifier for the secure ses
sion instance to be deactivated.

On receip

, the Application takes any steps associated with the end of a secure session,ihstance.

7.7 Security Subsystem internal interface

7.7.1 General

This subdlause defines the interfaces between the Access Control-Sdbsystem, which is applicati
specific, ajnd the Authorization State Subsystem, which is not application-specific.

7.7.2 Sec-AuthState.request

This service primitive allows the Access Control Subsystem to request the current authorization st

from the Authorization State Subsystem.

The parareters of the service primitive are as follows:

pn-

hte

Sec-Authdtate.request (
Applidation ID,
Sessidqn ID,
Not Bgfore,
Location (optional)
)
Table 13 — Parameters for Sec-AuthState.request
Name Type Valid range Description
Applicatioph ID Structure. See ISO 17419 An identifier for the ITS-S
Jee 5.4 application process, unique
(ITSé 14) within the home trusted entity
sapit (ITS-SU).
Session ID Integer Any An identifier for the session,
unique within sessions for the
Application
Not Before Date and Time |Any Date and Time in the past at the |The Authorization Subsystem re-
time the primitive is generated turns only authorization state in-
formation that was received after
the Not Before date and time.
Location A 3D Location Any The current location of the ITS-S,
indicating that authorization
statements should be provid-
ed only if they are valid at that
location.
54
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7.7.3 Sec-AuthState.confirm

This service primitive allows the Authorization State Subsystem to provide the current authorization
state to the Access Control Subsystem. The primitive is generated in response to the corresponding
request primitive.

The parameters of the service primitive are as follows:

Sec-AuthState.confirm (
Application ID,
Session ID,

yal <l P B oY PR N, I s ]
TrZoTTom

Enhanced Authorization State '
)
Table 14 — Parameters for sec-AuthState. confirm
Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the IT}-S
See 5 4 application process, unfique
(ITS+ 14) within the home trustqd entity
saprt (ITS-SU).
Sefsion ID Integer Any An identifier for the session,
unique within sessiond for the
Application
Crgdential Based Sequence of 0 or more of the following
Authorization State
AID ITS-AID Any ITS-AID An ITS-AID contained in a certif-
icate that (a) was receiyed after
the Not Before date and time
in the corresponding request
primitive (b) has not expired (c)
is valid at the location provided
at Location in the corrdsponding
request primitive
SSp SSpP Any SSP valid in the context of the The SSP associated with AID in
ITS-AID provided in AID the certificate in whicl AID was
received
Certld A Hashedld8as |Any The Hashedld8 of the dertificate
défired in 1609.2 in which AID was receiyed
Recep- ~.{Adate and time |Any date and time in the pastat The time at which the ¢ertificate
tion Time the time the service primitive was indicated by Certld wa$ received
generated
Enhanced Authori- |Sequence of 0 or more of the following
zafion State
Recep- A date and time |Any date and time in the past at The time at which the ¢nhanced
tion Time the time the service primifivp was authorization npprnfin was
generated completed

8 Adaptor Layer: Interfaces and data types

8.1 General

The Adaptor Layer is a protocol layer similar to the Record Protocol in TLS. The purpose of the design is
to allow a single secured session to carry both Application datagrams and (security) control datagrams
that affect the configuration of that session. The Adaptor Layer creates and consumes Adaptor Layer
Protocol Data Units (ALPDUs) as defined in 8.2; the ALPDU type field indicates the type of the ALPDU
and so the action for the Adaptor Layer to take. The supported data types are defined in Table 15.
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Table 15 — Data types

Content type | Direction Received via Action
Data Outgoing App-AL-Data.request Create ALPDU of type Apdu, send via
AL-Sess-Data.request.
Incoming |AL-Sess-Data.indication Determine that ALPDU is of type Apdu,

send payload to application via App-AL-
Data.indication.

Access Outgoing Sec-AL-AccessControl.request Create ALPDU of type Access Control, send
Control via
AL-Sess-Data.request.

Incoming |AL-Sess-Data.indication Determine that ALPDU is of type Aecess-|
Control, send payload to Security Servicg
via

Sec-AL-AccessControl.imdication.

v

TLS Client Outgoing AL-Sess-ClientHello.indication |Create ALPDU of type TIsClientMsgl,
Message 1] send over indicated secure session via
AL-Sess-Data.reduest.

Incoming |AL-Sess-Data.indication Determine that ALPDU is of type
T1sClientMsgl/Check configuration
properties related to the Brokerinfo field.
If they indicate that the ALPDU shall be
proxié€dy send the received ALPDU exactl
as received over the indicated secure ses-
sion via AL-Sess-Data.request. [f they
indicate that the proxied server session ifs
resident on this ITS-S, extract the infor-
mation and provide to the secure session
instance via
AL-Sess-ClientHello.request.

~

TLS Servef Outgoing AL-Sess-ServerHellq.dtndication |Create ALPDU of type T1sServerMsgl,
Message 1 send over indicated secure session via
AL-Sess-Data.request.

Incoming |AL-Sess-Data.indication Determine that ALPDU is of type
TlsServerMsgl. Check configuration
properties related to the BrokerInfo field.
If they indicate that the ALPDU shall be
proxied, send the received ALPDU exactly
as received over the indicated secure ses
sion via AL-Sess-Data.request. If they|
indicate that the proxied client session is
resident on this ITS-S, extract the infor-
mation and provide to the secure session
instance via
AL-Sess-ServerHello.request.

8.2 Datatypes

8.2.1 General

Adaptor Layer PDUs are defined in ASN.1 and encoded with the Canonical Octet Encoding Rules (COER).
The ASN .1 basic notation is specified in ISO/IEC 8824-1[11]1. The COER are specified in [12].

8.2.2 Iso21177AdaptorLayerPDU

The ASN.1 type 1s021177AdaptorLayerPDU is the container type for Adaptor Layer PDUs.
Iso21177AdaptorLayerPDU ::= SEQUENCE ({

messageld IS0-21177-ADAPTOR-LAYER-ID-
TYPE.&id ({Iso21177AdaptorLayerPduTypes }),
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value IS0-21177-ADAPTOR-LAYER-ID-
TYPE.&Type ({Iso21177AdaptorLayerPduTypes} {@.messageld}),
o)
IS0-21177-ADAPTOR-LAYER-ID-TYPE ::= CLASS {
&id Iso2l1l77AdaptorLayerPduld UNIQUE,
&Type
} WITH SYNTAX {&Type IDENTIFIED BY &id}
Iso2l1177AdaptorLayerPduTypes ISO-21177-ADAPTOR-LAYER-ID-TYPE ::= {
{ Apdu IDENTIFIED BY apdulId }
{ AccessControl IDENTIFIED BY accessControlId }
{ TlsClientMsgl IDENTIFIED BY tlsClientMsglId } |
{ TlsServerMsgl IDENTIFIED BY tlsServerMsglId } ,

}

Isp21177AdaptorLayerPduld ::= INTEGER (0..255)
is¢p21l177AdaptorLayerPduld-reserved Iso2l1177AdaptorLayerPduld ::= 0 --'00'H
ap¢luIld Iso2l1177AdaptorLayerPduld ::= 1 --'01'H

acg¢essControlId Isoz2ll77AdaptorLayerPduld =2 —--'01'H

tlgClientMsglId Isoz2ll177AdaptorLayerPduld =3 --'01'H

tlgServerMsglId Iso2l1177AdaptorLayerPduld ::= 4 --'01'H

8.42.3 Apdu

The ASN.1 type Apdu is created from the Data parameter from“the App-AlL-Data.requegt service
primitive, see 8.3.1.

Ap¢lu ::= OCTET STRING

8.2.4 Access Control

The ASN.1 type AccessControl contains a C-OER¥encoded Iso21177AccessControlPdu as dreated by
the Security Subsystem and provided to the Adaptor Layer as the Data parameter from the sec-aA1-
AcgessControl.request primitive, see 8.4.1.

Acg¢essControl ::= Iso2l1177AccessContglPdu

8.4.5 TlIsClientMsg1l

The ASN.1 type T1sClientMsgdis created by the Adaptor Layer from the clienthiello and Bfoker Info
parameters of AT-Sess-CliehtHelloProxy.indication, see 9.4.7.

TlgClientMsgl ::= SEQUENCE ({
clientHelloMsg QETET STRING,
brokerInfo OCTET STRING

8.4.6 TlsServerMsgl

The ASNAtype T1sserverMsgl is created by the Adaptor Layer from the servertello and Bfoker Info
parameters of AL-Sess-ClientHelloProxy.indication, see 9.4.7.

TlsServerMsgl ::= SEQUENCE ({
serverHelloMsg OCTET STRING,
brokerInfo OCTET STRING

8.3 App-AL Interface

8.3.1 App-AL-Data.request

This service primitive is used by the Application to submit an APDU for transmission across the secure
session.

The parameters of the service primitive are as follows:

© IS0 2019 - All rights reserved 57


https://standardsiso.com/api/?name=d3cd2b51e176db47d7256e62d535cd17

ISO/TS 21177:2019(E)

App-AL-Data.request (
Application ID,
Session ID,

Data
)
Table 16 — Parameters of App-AL-Data.request
Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S
See 5.4 application process, unique
P N within the home trusted entity
(TTSSapiic) (ITS-SU).
Session ID Integer Any An identifier for the session,
unique within sessions for the
Application.
Data Octet String Any The APDU to bejsent.
On receipt, the Adaptor Layer:
— Generjates an App-AL-Data.confirm Service primitive to confirm receipt of the'app-aAL-Data.requgst
servige primitive;
— Creatps ALPDU, an Iso21177AdaptorLayerPdu with the component ne’ssage1d equal to apdurd gnd
Data parameter from this service primitive;
— Genetjates an AL-Sess-Data.request primitive with (Application ID, Session ID, ALPDU) as the
Appligation ID, Session ID, Data parameters.
8.3.2 App-AL-Data.confirm
This servj[e primitive confirms receipt of the corresponding request primitive.
This service primitive has no parameters.
8.3.3 App-AL-Data.indication
This servilce primitive passes a received APDU from the Adaptor Layer to the Application. It is generated
when the |[Adaptor Layer receives(aiiAL-Sess-Data.indication service primitive, see 9.4.3, containjng
an Iso211Y7AdaptorLayerPdu with component message1d equal to apduId.
The parareters of the seryice primitive are as follows:
App-AL-Ddta.indicatign” (
Applidation ID,
Sessidqn ID,
Data
)
Table 17 — Parameters for App-AL-Data.indication
Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S
See 5.4 application process, unique
(ITS+ 14) within the home trusted entity
saptt (ITS-SU).
Session ID Integer Any An identifier for the session,
unique within sessions for the
Application.
Data Octet String Any The XXX field from the received
ALPDU.
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On receipt, the Application carries out the activities specified in 6.8, step €) 2).

8.3.4 App-AL-EnableProxy.request

This service primitive is used by the Application to configure the Adaptor Layer to proxy TLS handshake

messages between two Secure Session instances.

The parameters of the service primitive are as follows:

App-AL-EnableProxy.request (
Application ID,

Client Side Session ID,

Server Side Session ID (optional),
Broker Info,

Role

Table 18 — Parameters for App-AL-EnableProxy . request

Name Type Valid range

Description

Application ID Structure. See ISO 17419

See 5.4
(rTssapiid)

An identifier for the }FS-S application proceds, unique

within the home trusted entity (ITS-SU).

Client Side Integer Any
Seksion ID

An identifier for the session that will receive the

incoming T1sClientMsgl ALPDU and will b
outgeing T1sServerMsgl ALPDU.

b sent the

Selver Side Integer Any
Sefsion ID

An identifier for the session that will be sent
outgoing T1sClientMsgl ALPDU and will re
TlsServerMsgl ALPDU. Included only if Role

the
reive the
is Broker.

Brpker Info Octet String Any

The Broker Info used to identify the session
is being brokered. The inner semantics of th
Info string are not used by the services defir
document; it is simply used as an identifier.

while it
b Broker
ed in this

Rdle Enumerated Server, Broker

If Broker, then all incoming and outgoing hapdshake

messages are sent via AL-Sess-Data. requd
Server Side Session ID must be provided.

If Server, then the Client Hello is passed to thg
Session via AL-Sess-ClientHello.request
Server Hello and other server handshake mes
received via
AL-Sess-ServerHello.indication, and the)
Side Session ID is not used but instead the Brq
used to associate the Client Hello with the Se

st and

Secure
and the
sages are

Server
ker Info is
ver Hello.

If Role isBroker, then on receipt of this primitive, the Adaptor Layer stores the following infoj

—| '‘@n receipt of an AlL-Sess-Data.indication, see 9.4.3, where all the following hold:

‘mation:

— Dataisan 1so21177aAdaptorLayerPdu With:

— the component messageTd equal to t1sClientMsglId;

— the brokerInfo component in TlsClientMsgl equal to the Broker Info parameter to this

primitive;
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— Session ID equal to the Client Side Session ID.

— Thenthereceived Iso21177AdaptorLayerPdu shall be forwarded unaltered to the secure session
instance identified by Server Side Session ID.

— Onreceiptof an aL-sess-Data.indication, see 9.4.3, where all the following hold:

If Role is S

— Onre

— Onre

60

D

ataisan Iso21177AdaptorLayerPdu with:

— the component messageId equal to t1sClientMsglId;

T
1]

D

A
B

1 3 1 1 Y 1 L L.
B LIIC DrokerInro LUIIl[JUllt:IlL I TIsClienthMsgl Uqudl LO UII€ DIOKCET 11110 pdl dIIICicl L0 U
primitive;

- Session ID equal to the Server Side Session ID.

hen the received 1s021177AdaptorLayerPdu shall be forwarded unaltered to the'secure sess
stance identified by Client Side Session ID.

Ceipt of an AT-Sess-Data.indication, see 9.4.3, where all the followiiig hold:

qta is an Iso21177AdaptorLayerPdu With:
- the component messageld equal to t1sClientMsglid;

- the brokerInfo component in TlsClientMsgl equdlto the Broker Info parameter to t
primitive;

- Session ID equal to the Client Side Session ID.

hen the Adaptor Layer shall create an AL-dess-ClientHelloProxy.request Service primiti
be 9.4.6, where:

- Application ID is the ApplicationID field from this service primitive;
- ClientHelloisthe clientdello componentinthe T1sClientMsgl;

- Broker Info is the brokerInfo component in the T1sclientMsgl.

Ceipt of an AT-Sess-getverHelloProxy.indication, see 9.4.9, where all the following hold:
pplication ID is the Application ID field from this primitive;

roker Info is'the brokerinfo component from this primitive;

then the.Adaptor layer shall create an 1s021177adaptorLayerpdu with:

- ~the component message1d equal to t1sServerMsglId;

erver, then on receipt of this primitive, the Adaptor Layer stores the following information;:

1is

on

his

primitive;

primitive.

the serverHello field in the TisservermMsgl equal to the Broker Info parameter to this

the brokerinfo field in the TisserverMsgl equal to the Broker Info parameter to this

The Adaptor Layer is then to forward the Isoc21177adaptorLayerPdu to the secure session
instance identified by Client Side Session ID.
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8.4 Sec-AL Interface

8.4.1 Sec-AL-AccessControl.request

This service primitive passes an Access Control PDU from the Security Subsystem to the Adaptor Layer
for transmission over a secure session. The Access Control PDU format is specified in 7.5 but is opaque
to the Adaptor Layer.

The parameters of the service primitive are as follows:

=01 = Ial - 1 e L
Se Tt ot regue

Application ID,
Session ID,

Data
)
Table 19 — Parameters for sec-AL-AccessControl . request
Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the I[['S-S
See 5.4 application process, ynique
(ITsé 1) within the home trusted entity
sapii (ITS-SU).
Sepsion ID Integer Any An identifier for the session,
unique within sessions for the
Application.
Dqta Octet String A C-OER encoded The Access Control PDU.
Iso21177AccegéControlPdu

On|receipt, the Adaptor Layer:
—| Generates a Sec-AL-AccessControl.cdnfirm to confirm receipt of this primitive;

—| Creates ALPDU, an 71so021177&daptorLayerpdu with the component messagerd |equal to
accessControlld and value an(OCTET STRING containing the Data parameter from this primitive;

—| Generates an AL-Sess-Data‘request primitive with (Application ID, Session ID, ALPOU) as the
Application ID, Session ID, Data parameters.

8.4.2 Sec-AL-AccessSControl.confirm
Thiis service prinditive confirms receipt of the corresponding request primitive.
Thiis service-primitive has no parameters.

No| effect,on receipt is specified.

8.4.3 Sec-Al ‘Art‘nccCenfr‘nl indication

Ex s o TICT O ITIIrt T cor cr o Ir

This service primitive passes a received Access Control PDU from the Adaptor Layer to the Security
Subsystem. It is generated when the Adaptor Layer receives an Al.-Sess-Data.indication containing an
ALPDU with message1d equal to accessControlId

The parameters of the service primitive are as follows:

Sec—-AL-AccessControl.indication (
Application ID,
Session ID,
Data
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Table 20 — Parameters for sec-AL-AccessControl.indication

Name Type Valid range Description
Application ID Structure. See ISO 17419 An identifier for the ITS-S
See 5.4 application process, unique
= . within the home trusted entity
(rTssapiid) (ITS-SU).
Session ID Integer Any An identifier for the session,
unique within sessions for the
Application.
Data Octet String Any The value component from th¢
received ALPDU.

On receipf, the Security Subsystem carries out the activities specified in 6.8, step d) 2).

8.4.4 Se¢c-AL-EndSession.request
This service primitive is used to request that a particular session is ended.

The pararpeters of the service primitive are as follows:
Sec-All-EndSession.request (

Applidation ID,
Sessidqn ID

Table 21 — Parameters for sec-AL-EndSession.request

Name Type Valid range Description

Applicatiop ID Structure. See ISO 17419 An identifier for the ITS-S
application process, unique

See 5.4 . within the home trusted entitly
(1TSsapiid) (ITS-SU).
Session ID Integer Any existing session ID value associ- |An identifier for the session td
ated with the Application ID. be ended.

On receipf of this primitive, the Adaptor Layer carries out the activities specified in 6.10, step b).

8.4.5 Se¢c-AL-EndSession.confirm

This serv:[e primitive confirms receipt of the corresponding request primitive.

This service primitive.has no parameters.

9 Secure,Session services

9.1 General

The Secure Session services maintain security state for each session.
9.2 App-Sess interfaces

9.2.1 App-Sess-EnableProxy.request

This service primitive is used by the Application to configure an instance of the Secure Session acting
in the Server role to accept an incoming proxied client connection.

The parameters of the service primitive are as follows:
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App-Sess-EnableProxy.request (

Application ID,
Broker Info,
Socket

Table 22 — Parameters for App-Sess-EnableProxy.request

Name Type Valid range Description

Application ID Structure. See ISO 17419 An identifier for the ITS-S application process, unique

- within the home trusted entity (ITS-SU).

(el
JCC I T

(ITssapiid)

Bn

pker Info Octet String Any The Broker Info used to identify the session
is being brokered. The inner semantics’of th
Info string are not used by the setnvices defir
standard; it is simply used as an‘identifier.

while it
b Broker
ed in this

So

cket Socket Instance |Any A socket instance for a communications sess
out cryptographic security:

ion with-

Onl
cl
act

9.]

9.3.1 Sec-Sess-Configure.request

9.3.1.1 Function

Thiis service primitive instructs the Secure-Session Services to configure a Secure Session in§

9.3.1.2 Semantics

Thee parameters of the service primitive are as follows:

Se

©lI

receipt, the Secure Session instance configures itself so that when it receives an
lentHelloProxy.request service primitive with the indicated, value of Broker Info, it
ions specified in 6.9.4 step d) 3).

. Sec-Sess interface

-Sess-Configure.request_(
Application ID,

Role,

Socket,

Session Type,

Proxied,

Session ID{4{oPptional),
Transport\Mechanism Type (optional),
Cryptomtatlerial Handle (optional),
Certificate Permissions Pattern (optional),
Inac¥ivity Timeout (optional),
3Jession Timeout (optional),

AL-Sess—
takes the

tance.

Retmmire Client Anthenticatrion (optionall)

Incoming Request Timeout (optional),
Max Incoming Sessions (optional),
Name Constraints (optional),

Issuer Constraints (optional),
Proxying Session ID (optional),
Broker Info (optional)
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Table 23 — Parameters for sec-sess-Configure . request

Name Type Valid range Description
Application ID  |Structure. See ISO 17419 An identifier for the ITS-S application pro-
See 5.4 cess, unique within the home trusted entity
= (ITS-SU).
(rTssapiid)
Role Enumerated Client, Server The role that the home ITS-SU will play in
the secure session.
Socket Socket Instance Any A socket instance for a communications ses-
sten-withouteryptosraphicsecurity
Session Enumerated Internal, External Used to determine whether cryptographi¢
Type security is necessary for the commuhica-
tions session.
Proxied Boolean True, False Used to indicate whether the.séecure
session handshake should be brokered as
specified in 6.9.
— The fpllowing parameter is provided only if Role is Client.
Session ID Integer Any An identifier for the séssion, unique within
sessions for the Application.
— The fpllowing parameters are provided only if Session Type is External.
Transport Enumerated Reliable, Unreliable Indicates\whether a secure session protoc¢l
Mechanism for reliable or unreliable transport shall be
Type used.(in this case, DTLS or TLS).
Cryptomaterial |Cryptomaterial A valid cryptomaterial The Cryptomaterial handle to be used for
Handle Handle handle associated with signatures in the handshake of the cryp-
a certificate as specified > |tographic secure session.
in [EEE Std. 1609.2™.and
containing permissions
consistent withthe access
control policy.
Certificatd An array of (PSID, |Any The PSID and SSP pattern that must be
Permissions SSP) matched by the peer’s 1609.2 certificate
Pattern presented in the handshake. A match of
any entry in this array is acceptable. See
IEEE Std. 1609.2™ for further details.
Inactivity A time period Any positive time period |How long any session associated with this
Timeout secure session instance may be inactive
before a fresh handshake is required.
Session A time period Any positive time period |How much time may have passed since the
Timeout most recent handshake of a session associgt-
ed with this secure session instance befor¢ a
fresh handshake is required.
— The fpllowing parameter is provided only if Session Type is External and Role is Server and are required|in
that dase.
Require Boolean True, Whether to require client authentication
Client False during the TLS handshake. If this parameter
Authentication is not provided, cie.

in that case.

The following parameters are provided only if Session Type is External and Role is Server and are optional

Incoming A time period Any positive time period |The length of time after the Secure Session
Request instance receives this primitive in which it
Timeout will accept incoming connections. After this
time has passed, the Secure Session instance
will not accept incoming connections.
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