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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ate
describefl in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed\for the
different| types of ISO documents should be noted. This document was drafted in accordance with the
editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentionq is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details pf
any patept rights identified during the development of the document will be in the_Introduction and/¢r
on the ISP list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does npt
constitute an endorsement.

For an ¢xplanation of the voluntary nature of standards, the-mganing of ISO specific terms arnd
expressipns related to conformity assessment, as well as jnformation about ISO's adherence to
the World Trade Organization (WTO) principles in the Jechnical Barriers to Trade (TBT), s¢e
www.isa.org/iso/foreword.html.

This docliment was prepared by Technical Committee {SO/TC 204, Intelligent transport systems.
Alist of 1l parts in the ISO 20684 series can be found on the ISO website.

Any feedpack or questions on this document should be directed to the user’s national standards body.|A
completg listing of these bodies can be found-at www.iso.org/members.html.
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Introduction

0.1 Background

The need for standardized communication with ITS field devices is growing around the world.
Several countries have adopted Simple Network Management Protocol (SNMP) based field device
communication standards.

There is a growing view and empirical evidence that standardizing this activity will result in improved
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communications networks.

bries extends ISO 15784-2 by defining the management information necessary to moniter,| g
\d control features of field devices. The data elements defined in all parts of ISO 20684(seftie
sed with any protocol but were designed with an expectation that they would be used with g
0 15784-2 protocols.

y using this approach, agencies can specify open procurements and systéms can be ¢

nd simplifies integration.
2 Overview

NMP is a collection of well-thought-out and well-proven concepts and principles. SNMP em
und principles of abstraction and standardization. This hasdedto SNMP being widely accept
"ime choice for communication between management systenis and devices on the internet 3

vitches. Since then, the use of SNMP has grown jnt6’many areas of application on the interne
so been used successfully over various serial communications networks.

his document defines management information for ITS field devices following the SNMP cony
3 Document approach and layout

his document defines:

the conformance requirements for this document (Clause 4);
a set of user needs fot user-defined trigger conditions that can “fire” to initiate actions (Cl:
a set of detailed Fequirements for the identified user needs (Clause 6);
custom dialogties for the logging feature (Clause 7);

security\considerations for the information defined in this document (Clause 8);

020684
onfigure
s may be
ne of the

xpanded

bographically in an open and non-proprietary manner, which reduces costs, speeds up deployment,

bloys the
ed as the
nd other

he original implementation of SNMP was used to“manage network devices such as routers and

t and has

entions.

huse 5);

thesmanagement information bases that define the data for the defined requirements (Annex A);

clements

the requirements traceability matrix (RTM) that traces the requirements to the design

©

(Annex B).
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TECHNICAL SPECIFICATION ISO/TS 20684-5:2022(E)

Intelligent transport systems — Roadside modules SNMP

data interface —

Part 5:

Logs

1| Scope

Fleld devices are a key component in intelligent transport systems (ITS). Field devices incluge traffic

siignals, message signs, weather stations, traffic sensors, roadside equipment fex’connected IT]
environments, etc.

Fleld devices often need to exchange information with other external entities (managers). Fiel
can be quite complex, necessitating the standardization of many data ¢oncepts for exchange.
the ISO 20684 series is divided several individual parts.

This document specifies the user needs, requirements and design elements that are used {
timestamped information in a log for later retrieval. This dllows a manager to determine thg
a|particular object instance nearly simultaneously when<he trigger action occurs without
pplling.

NPTE1 There are similarities between certain portiens of NTCIP 1103.

NPTE 2 ISO 20684-1 provides additional detailstabout how the ISO 20684 series relates to the o
architecture.

2| Normative references
T

he following documents are refefred to in the text in such a way that some or all of theil

uhdated references, the latest edition of the referenced document (including any amendmentsj}

p—

40 20684-1:2021, Intelligent transport systems — Roadside modules SNMP data interface
Operview

et

40/TS 20684-7Intelligent transport systems — Roadside modules SNMP data interface — Part 7
fdatures

et

HTF RFE€2578, Structure of Management Information Version 2 (SMIv2), April 1999.
IRTERFC 2579, Textual Conventions for SMIvZ2, April 1999.

S (C-ITS)

1 devices
As such,

o record
p state of
frequent

verall ITS

' content

constitutes requirements ofsthis document. For dated references, only the edition cited applies. For

applies.

- Part 1:

Support

IETF RFC 2580, Conformance Statements for SMIv2, April 1999.

IETF RFC 3411, An Architecture for Describing Simple Network Management Protocol (SNMP) Management

Frameworks, December 2002.

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 20684-1 apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

© IS0 2022 - All rights reserved
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— IEC Electropedia: ava

4 Conformance

ilable at https://www.electropedia.org/

This clause follows the rules defined in ISO 20684-1. Table 1 traces each user need to a set of software
features. Table 2 traces each feature to a set of requirements. For a full understanding of these tables
and codes, see ISO 20684-1.

Table 1 — User need and feature conformance

N

eed Requirement Conformance

5.1

: Log user-defined exceptions

6.1: Log

6.3: Log manager

20684-7 6.2: UTC clock

OIZIZIE|R

20684-7 6.4: Object group

Table 2 — Requirement conformance

Feature

Requirement

Conformance

6.1: Log

6.1.2.1: Determine log capabilities

6.1.2.2: Configure global logging limits

6.1.2.3: Verify global logging configunation

6.1.2.4: Retrieve logged event

6.1.3.1: Maximum data size

SRR

6.2:Loge

vent factory

6.2.2.1: Configure a log event factory

6.2.2.2: Verify configliration of log event factory

6.2.2.3: Toggle log event factory

6.2.2.4: Delete log event factory

TR

6.3: Log manager

6.3(2.1: Configure a log manager

6.372.2: Verify log manager configuration

6.3.2.3: Retrieve log manager statistics

6.3.2.4: Retrieve log manager summary statistics

6.3.2.5: Retrieve log manager status

6.3.2.6: Toggle a log manager

6.3.2.7: Clear old events from log

6.3.2.8: Clear all logs

6.3.2.9: Delete a log manager

6.3.2.10: Delete all log managers of an owner

6.3.3.1: Latency of event logging

TIRIZIRIZIZIZIZRIRIZ|RE
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User needs

5.1 Loguser-defined exceptions

5.1.1 Loguser-defined exceptions user need

A manager needs to be able to configure a field device to log events for later retrieval. This user need
allows a manager to detect transient conditions that can potentially occur between successive polls as
well as capturing accurate timestamps of when different events occurred. A manager can potentially

n
S4

E
m

t

5

— U

operational events (e.g. a new message on a sign). This can perhaps be due to internallogic or perhap

bed to manage multiple types of events separately and multiple managers can wish to mo
ime or different events.

KAMPLE1 A manager wants the device to record the number of vehicles counted every 15/min s
anager can retrieve the information at the end of each day.

KAMPLE 2 A manager wants to retrieve diagnostic events (e.g. cabinet doof(©pen) separa

Vo separate systems communicate with the device.
1.2 Loguser-defined exception design overview

1.2.1 Required features
the simplest case, the “log user-defined exceptions” userimeed shall support the following fe

A mechanism to initiate the logging action, such@s)one of the triggering mechanisms sp¢
ISO/TS 20684-3.

Alog event factory, as defined by this document, which defines details about the eventto b
when the logging action is initiated as wellas the log in which it will be stored.

Alog manager, as defined by this document, which allows for the management of each log.
Alog, as defined by this document, which stores the events created by the log event factor

UTC clock, as specified byJdSO/TS 20684-7, which is used to timestamp entries in the log.

1.2.2 Optional object group feature

n implementation, €ansupport the object group feature, as specified by ISO/TS 20684-7, whi
bed to define a gfeup of multiple object instances to be stored within a log entry as a single fi

1.3 Graphical relationships

he relationships among these features are depicted in Figure 1.

nitor the

b that the

ely from
s because

atures.

pcified in

b created

th can be
pld.

©
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class Figure 1 /

ISO 20684-7::

A

captures

may be B>

OBJECT INSTANCE <}

ISO 20684-7::
ObjectGroupValue

ISO 20684-3::
A¢tion Manager

snapshot or

Log Event Factory
may call B~

Log Manager

\

Log
manages B>

creates entries in

When a ﬂrigger (defined in ISO/TS 20684-3) fires,jit calls an action (ISO/TS 20684-3), which may dire
0 a LogEventFactory. When called, thie LogEventFactory captures a defined object value fro

the call

Figure 1 — Conceptual overview of logging

the devide and records this in a new entryinthe identified log based on configured parameters.

While thg log entry only records a single-object instance value, the object instance can potentially be 3
instance|of fdObjectGroupCurrentValie (ISO/TS 20684-7), which can contain multiple object instang

values packaged in an efficient manner.

The log ¢an be managed (ecg.fully or partially cleared) using the LogManager. The LogManager als

reports dtatistics for the {og:

6 Requirements

6.1 LOF

Ct
m

6.1.1 Log definition

Alog is a store of event information for later retrieval.

A log manager creates a log entry when it is called (e.g. by a properly configured action as per
ISO/TS 20684-3). The event entry includes a timestamp of the event and the current value of a specified

object instance.

© IS0 2022 - All rights reserved
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6.1.2 Log data exchange requirements

6.1.2.1 Determine log capabilities

The field device shall allow the manager to determine the maximum size for the value that can be logged
for each entry and the maximum latency of log entries.

6.1.2.2 Configure global logging limits

The £10ld davica chall Allaosay o pnanmagarta configyrn glahal et c Lo thalag ol dingtha yn o um size
e aevVice- S oW Haha gt to-cong e grovar it s ot o S ihertutaih S trrehaxt

of stored data, the maximum number of events, and the maximum age of events.

6/1.2.3 Verify global logging configuration

The field device shall allow a manager to retrieve the configuration of the global 1ggging parameters.

=)

1.2.4 Retrieve logged event

The field device shall allow a manager to retrieve a log entry.

6/1.3 Log capability requirements

[=))

1.3.1 Maximum data size

—

he log shall be able to store data values of at least 400 gctets for each log entry.

6(2 Log event factory

[=))

2.1 Log event factory definition

The log event factory creates new LogEntries when called from an external process, sugh as the
fdActionTable, as defined in ISO/TS20684-3.

6|2.2 Log event factory data.exchange requirements

[=))

2.2.1 Configure a log-event factory

The field device shall-allow a manager to configure a log event factory by specifying the object|finstance
whose value should’be recorded and the log in which the value should be stored.

=)

2.2.2 Yerify configuration of log event factory

The field-device shall allow a manager to determine the configuration of a log event factory.

6.2:2:3 Toggle log event factory

The field device shall allow a manager to toggle the enabled status of a log event factory.

6.2.2.4 Delete log event factory

The field device shall allow a manager to delete a log event factory.

© IS0 2022 - All rights reserved 5
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6.3 Log manager

6.3.1 Log manager definition

A log manager is responsible for entering events into its associated log when called by logic (e.g.
ISO/TS 20684-3) and ensuring that the log does not grow beyond its designated size.

6.3.2 Logmanagement data exchange requirements

6.3.2.1 | Configure a log manager

The field|device shall allow a manager to configure a log manager by specifying its:
a) desdription;

b) maxjmum number of entries;

€) maxjmum storage size; and

d) storage type.

6.3.2.2 | Verify log manager configuration

The field|device shall allow a manager to retrieve the configuration.of a log manager.

6.3.2.3 | Retrieve log manager statistics
The field[device shall allow a manager to retrieve:
a) the qumber of events that have been logged in a §pecific log; and

b) the qumber of event entries that have beensBumped for a specific log.

6.3.2.4 | Retrieve log manager summary statistics
The field[device shall allow a managerto retrieve:
a) the otal number of events that have been logged in all logs; and

b) the fotal number of evefitentries that have been bumped for all logs.

6.3.2.5 | Retrieve log manager status

The field|device shall allow a manager to retrieve the status of each log manager.

6.3.2.6 | Toggle alog manager

The field device shall allow a manager to toggle a log manager on and oft.

6.3.2.7 C(Clear old events from log

The field device shall allow a manager to direct a log manager to clear old events from a specific log.

6.3.2.8 C(Clear all logs

The field device shall allow a manager to clear all entries in all logs.

6 © IS0 2022 - All rights reserved
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6.3.2.9 Delete alog manager

The field device shall allow a manager to delete a log manager.

6.3.2.10 Delete all log managers of an owner

The field device shall allow a manager to delete all log managers owned by a specific owner.

6.3.3 Log management capability requirements

6

T
Cl

7

7
T

3.3.1 Latency of event logging
eated, unless otherwise specified.

Dialogues

1 Clear old events from a log

his dialogue shall be initiated by the manager using logic that is implementation specific. The

shall be as follows.

7

a

A

Iq

log.

n_mn n__n

to indicate the desired time, where "x" indicates the fdLogManagerOwner and "y" indi
fdLogManagerName.

The device shall delete entries for the indicated log (i.e. for the indicated log owner and 1

Security vulnerabilities

hlnerabilities in¢ludes:
the ability‘to change when events are logged;
the ability to delete logs;

the ability to create additional log entries that consume resources intended for other purp

older than the indicated date and time’and respond to the request as per the rules of SNMP.

he field device shall enter the notification into the log within 1,0 seconds of the netification being

dialogue

The manager shall determine the time before which all\log entries should be deleted for g specific

The manager shall set the value of fdLogManagerClearTiime.x.y and fdLogManagerCleafDate.x.y

rates the

hg name)

here are data elements defined in this document with a MAX-ACCESS clause of read-write and/or
ad-create. These and other data elements are sensitive and need to be protected from mali¢ious and
advertent manipulation and/or disclosure. The support for requests in a non-secure environment
ithout proper prdtéction can have a negative effect on network operations. A samplinlg of the

bses; and

d) the ability to monitor current configurations.

To overcome these vulnerabilities, it is highly recommended that SNMPv3 with TLS support, as defined
in RFC 6353, is used to exchange the data.

©
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Annex A
(normative)

Management information base (MIB)

This annex provides definitions which it is useful to import into other management information ha

(MIB) m¢dules of this document.

A.1 LggMIB

e ok k A A H K KA Ak kA k kA ok ok ok ok kk ok ok ok k ok kkk ok ok ok kk ok kk ok k ok k ok ok k ok ok k ok k ok k ok k ok ok ok ok ok ok ok k ok ok ok ok ok ok ok ok ok ok ok ok ok ok Rk

-- A.1.] Log Header

B SRR R R S RS S SRS RS S SRS E R SRS RS SR SR SRS SRR R EE SR SRR R SRR EEEEEEEEEEEEEEEELEE B RS

-—- ASN14TART
LOG-MIB |[DEFINITIONS ::= BEGIN
IMPORTS

MODULE-JDENTITY, OBJECT-TYPE, OBJECT-IDENTITY, Integer32, Unsidngd32, Counter32
FROM_GSNMPv2-SMI
-5 RFC 2578

TruthVallue, StorageType, RowStatus
FROM SNMPv2-TC
-— RFC 2579

MODULE-JOMPLIANCE, OBJECT-GROUP
FROM SNMPv2-CONF
-- RFC 2580

SnmpAdminString
FROM SNMP-FRAMEWORK-MIB
-- RFC 3411

ITSDailyTimeStamp, ITSDateStamp, WT3SUnsigned8, ITSOerString, fieldDevice,

15020684p5

FROM FIELD-DEVICE-TC-MIB
-- IS0 20684-1 Annex A

fdLogMI{ MODULE-IDENTIPY
LAST-UPDATED "2020021323302"
ORGANJZATION "ISOLTC 204 WG 9"
CONTA(QT-INFO
"namdg: Kennétly Vaughn
phorfe: +&5871-331-5670
email:Akvaughn@trevilon.com
postlalr 6606 FM 1488 RD STE 148-503

lldk_jllUJ_J._ct, hs rrooa
USA"

DESCRIPTION
"This MIB defines a mechanism by which a manager can configure a device to
record information about events in a log for later retrieval."

REVISION "202002132330z"
DESCRIPTION
"Initial revision of the document as proposed for CD ballot."

::= {1s020684p5 1}

S SR R i S I b I S S S e S R b b b b b b b S e S b S S e S b S b S b e S b b S S IR S b b Sh S b Sb b b b e S S S Sb b b 2 b 4

-— A.1.2 Node Definitions

e

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=a538bb9e31e8c5f222787872e631bd1a

ISO/TS 20684-5:2022(E)

e KA A AR A AR AR AR AR A AR A AR A AR A R A A A AR A AR A A A A AR A AR AR AR AR A A A A A AR A A KR A KR A AR KR A KRR R A KRR AR AR AR AR AR AKXk

fdLogConformance OBJECT-IDENTITY
STATUS current
DESCRIPTION
"A node containing conformance statements related to the fdLogMIB, as
defined in ISO/TS 20684-7."
::= {fdLogMIB 2}

fdLogCompliances OBJECT-IDENTITY

STATUS current

DESCRIPTION
"A node for compliance statements for the fdLogMIB."
:= {fdLogConformance 1}

f@iLogGroups OBJECT-IDENTITY
STATUS current
DESCRIPTION
"A node for group definitions related to fdLogMIB."
::= {fdLogConformance 2}

f@Log OBJECT-IDENTITY

STATUS current

DESCRIPTION
"A node defining management information related to the f4fgld device's Log."
:= {fieldDevice 11}

Y R R R i b S S e S b S S I S S b b b b S b b Sb b S Sb S b I b S b S b b S b S b S S 2 b S Sh b b b b S b I Sb b S Sh S 2b S 2b b S 2 4

-+ A.1.3 Objects

B R R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEEET

fdLogsRecordingLatency OBJECT-TYPE
SYNTAX Unsigned32
UNITS "milliseconds"
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The maximum latency between retfkieving an object value and it appearing in
the log."
:= {fdLog 1}

fdLogsMaxVariableSize OBJECTs=TYPE
SYNTAX Unsigned32
UNITS "octets"
MAX-ACCESS read-only;
STATUS current
DESCRIPTION
"The maximum_ ‘size for any variable value that can be recorded in the log."
::= {fdLog 2}

fdLogsGlobalSizelLimit OBJECT-TYPE

SYNTAX Unsigned32
UNITS "octets"

MAX-ACEESS read-write

STATUS current

DESCRIPTION
TThe maximum storage space for variable values allocated ror all 1ogs
within the field device. Any log entry that would cause the global size to
exceed this limit will cause the log that is recording the log entry to
delete its oldest entries until the new entry can be added without
exceeding this limit. If the log is still not able to record the event
after clearing all other entries, the new entry will also be bumped without
being recorded."
:= {fdLog 3}

fdLogsGlobalEntryLimit OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The maximum number of log entries allowed for any log. This is designed

©1S0 2022 - All rights reserved 9
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to allow the system administrator to control the size of logs of other
managers."
::= {fdLog 4}

fdLogsGlobalAgeOut OBJECT-TYPE

SYNTAX Unsigned32
UNITS "seconds"

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The maximum age, in seconds, for any log entry before it is automatically
deleted."

::= {fldLog 5}

fdLogsTqtalLogged OBJECT-TYPE
SYNTAX Counter32
MAX-A(QCESS read-only
STATUA current
DESCRIPTION
"Thd number of events that have been created across all logs."
:= {fldLog 6}

fdLogsTqtalBumped OBJECT-TYPE

SYNTAX Counter32

MAX-AQCESS read-only

STATUA current

DESCRIPTION
"Thd number of log entries that have been bumped out of _%he log due to
sizd limits or entry limits. Removals due to aging out,or due to manual
reqyests to clear are not included in this count."
:= {fldLog 7}

fdLogsDdleteAllConfiguration OBJECT-TYPE

SYNTAXN TruthValue

MAX-A(CESS read-write

STATUA current

DESCRIPTION
"Whgn set to true, this object shall délete all entries in the log
mangdger and log event factory. Access to this object should be granted to
only the most trusted users."

::= {fldLog 8}

fdLogsClearAllLogs OBJECT-TYPE

SYNTAX TruthValue

MAX-AQCESS read-write

STATUA current

DESCRIPTION
"Whgn set to true, _this object will delete all entries in all logs
conflained within tHe log table. Access to this object should be granted to
only the most txtsted users."”

::= {fldLog 9}
fdLogEvqntFactoryTable OBJECT-TYPE
SYNTAX SEQUENCE OF FdLogEventFactoryEntry
MAX-A(CESS ‘not-accessible
STATUA current
DESCRIPTION

"A table that defines where to log events and what data should be
recorded with each event."
::= {fdLog 10}

fdLogEventFactoryEntry OBJECT-TYPE

SYNTAX FdLogEventFactoryEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"An entry in the fdLogEventFactoryTable. An entry of this table can be
called by external logic (e.g., the Action table defined in ISO/TS 20684-3)
to create an entry in the fdLogTable."

INDEX {fdLogManagerOwner, fdLogEventFactoryName}
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::= {fdLogEventFactoryTable 1}

FdLogEventFactoryEntry ::= SEQUENCE ({
fdLogEventFactoryName SnmpAdminString,
fdLogEventFactoryObjectContext SnmpAdminString,
fdLogEventFactoryObjectID OBJECT IDENTIFIER,
fdLogEventFactoryLogName SnmpAdminString,
fdLogEventFactoryStorageType StorageType,
fdLogEventFactoryRowStatus RowStatus }

fdLogEventFactoryName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE (0..32))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The name of this Log Event Factory. This name is used to identify the
type of event that occurred within the log. While it is expected that e&ach
type of trigger action would be associated with its own event factoxyy this
is not a requirement."

::= {fdLogEventFactoryEntry 1}

fdiLogEventFactoryObjectContext OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (0..32))

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The management context of the object instance containing the data to be
retrieved and recorded with the logged event. If the object identifier does
not point to a valid context at the time that the data is being retrieved,
the log shall record a zero-length string."
:= {fdLogEventFactoryEntry 2}

fdLogEventFactoryObjectID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The object identifier of the obfé&ct instance containing the data to be
retrieved and recorded with the logged event. If the object identifier does
not point to a valid object-.dinstance at the time that the data is being
retrieved, the log shall ré¢ord a zero-length string."

::= {fdLogEventFactoryEntry 3%}

fdLogEventFactoryLogName~@BJECT-TYPE

SYNTAX SnmpAdminSteing (SIZE (1..32))

MAX-ACCESS read-create

STATUS curreatd

DESCRIPTION
"The name of“the log (fdLogManagerName) into which the event shall be
recorded,~The fdLogOwner shall be the same as the fdLogOwner value
associat&d with the entry of this fdLogEventFactoryEntry."
:= {fdEegEventFactoryEntry 4}

fLogBwentFactoryStorageType OBJECT-TYPE
SYNTAX StorageType
MEXX-ACCESS read-create

STATUS currenc
DESCRIPTION

"The storageType for this conceptual row."
::= {fdLogEventFactoryEntry 5}

fdLogEventFactoryRowStatus OBJECT-TYPE

SYNTAX RowStatus

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The status of this conceptual row. Any attempt to modify any read-create
object within this conceptual row, other than this object, while the
value of this object is active (1) shall result in an
inconsistentValue error."
:= {fdLogEventFactoryEntry 6}

© IS0 2022 - All rights reserved
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fdLogManagerTable OBJECT-TYPE
SYNTAX SEQUENCE OF FdLogManagerEntry
MAX-ACCESS not-accessible

STATUS

current

DESCRIPTION

REFERENCE
::= {fdLog 11}

"A table used to manage the log."

fdLogManagerEntry OBJECT-TYPE

SYNTAX

FdLogManagerEntry

"RFC 3014 nlmConfigLogTable,

NTCIP 1103 eventClassTable"

MAX-A(QCESS not-accessible

STATUS

current

DESCRJPTION

HAD
spedific event log (i.e.,
comnjon fdLogOwner and fdLogName) ."

entry in the fdLogManagerTable that provides for the management of a
the set of entries in the fdLogTable with a

REFERHNCE "RFC 3014 nlmConfigLogEntry, NTCIP 1103 eventClassEntry"
INDEX {fdLogManagerOwner, fdLogManagerName}
:= {fldLogManagerTable 1}
FdLogMarfagerEntry ::= SEQUENCE ({

fdLogManagerOwner SnmpAdminString,
fdLogManagerName SnmpAdminString,
fdLogManagerDescription SnmpAdminString,
fdLogManagerSizelLimit Unsigned32,
fdLogManagerEntryLimit Unsigned32,
fdLogManagerClearDate ITSDateStamp,
fdLogManagerClearTime ITSDailyTimeStampy
fdLogManagerLogStorage StorageType,

fdLogManagerEventsLogged
fdLogManagerEventsBumped
fdLogManagerStorageType
fdLogManagerRowStatus

Counter32,
Counter3?2,
StorageTypey
RowStatus, }

fdLogMarlagerOwner OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE
MAX-A(CESS not-accessible
STATUA current
DESCRIPTION
"Thd owner of this entry. The exaCt semantics of this string are subject
thqg security policy defined by the security administrator."
::= {fldLogManagerEntry 1}

(1..32))

to

fdLogMarjagerName OBJECT-TYRE
SYNTAX SnmpAdminSteing (SIZE
MAX-A(CESS not-accessible
STATUA current
DESCRJPTION
"Thqg name of £his entry,
:= {{dLogManaggrEntry 2}

(1..32))

unique within the scope of the fdLogOwner."

fdLogMarlagerDescription OBJECT-TYPE
SYNTAX SnmpAdminString
MAX-AQCESS read-create
STATUS Currenc
DESCRIPTION
"A description of the purpose of this log."
REFERENCE "NTCIP 1103 eventClassDescription"
::= {fdLogManagerEntry 3}

fdLogManagerSizelLimit OBJECT-TYPE

SYNTAX Unsigned32
UNITS "octets"

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The maximum number of octets allowed for all fdLogValue instances with
this fdLogManagerOwner and fdLogManagerName. A new log entry that would
cause the log to exceed this limit shall cause the oldest logged event (s)
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to be bumped and deleted from the log until the new entry can be stored
within the limit."
::= {fdLogManagerEntry 4}

fdLogManagerEntryLimit OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The maximum number of events to be stored in the log. A new log entry
that would cause the log to exceed this value shall cause the oldest logged
event to be bumped and deleted from the log."

::= {fdLogManagerEntry 5}

f@ilLogManagerClearDate OBJECT-TYPE

SYNTAX ITSDateStamp

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The date component of the clear date and time. Upon setting thi§‘\value,
the log manager shall delete any fdLogEntry that has the same fdLogOwner
and fdLogName as the instance of fdLogManagerClearDate and was )entered into
the log after the defined clear date and time (i.e., the enthy is deleted
only if fdLogManagerClearDate and fdLogManagerClearTime specify an instant
that is after the values for fdLogDate and fdLogTime fQ¥”the entry). If a
new event occurs and the clear date and time represenfs “an instant in time
that is in the future, the event shall not be recordéd in the log and the
event counters shall not be incremented."

::= {fdLogManagerEntry 6}

fdLogManagerClearTime OBJECT-TYPE

SYNTAX ITSDailyTimeStamp

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The time component of the clear dafé) and time. Upon setting this value,
the log manager shall delete any fidlogEntry that has the same fdLogOwner
and fdLogName as the instance of( fdLogManagerClearDate and was entered into
the log after the defined clear date and time (i.e., the entry is deleted
only if fdLogManagerClearDaté jand fdLogManagerClearTime specify an instant
that is after the values forv'fdLogDate and fdLogTime for the entry). If a
new event occurs and the.cYear date and time represents an instant in time
that is in the future, \the event shall not be recorded in the log and the
event counters shallrnmet be incremented."

REFERENCE "NTCIP 1103-€eventClassClearTime"

::= {fdLogManagerEntry 7}

f@lLogManagerLogSterage OBJECT-TYPE

SYNTAX StoftageType

MAX-ACCESS xead-create

STATUS current

DESCRIETLIGON
"The\sforageType for the rows in the fdLogTable that are associated with
thisy fdLogManager."

: & {PfdLogManagerEntry 8}

fdlogManagerkventsLogged OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of events that have been recorded in the log since its last
initialization (e.g., since the log was created or the last reboot if the
log storage is volatile). This number shall be the same as the fdLogIndex
of the newest entry in the log."
:= {fdLogManagerEntry 9}

fdLogManagerEventsBumped OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current

© IS0 2022 - All rights reserved
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DESCRIPTION
"The number of events associated with this fdLogManagerEntry that have been
removed due to defined size or entry limits."

::= {fdLogManagerEntry 10}

fdLogManagerStorageType OBJECT-TYPE
SYNTAX StorageType
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"The storage type for this entry in the fdLogManagerTable."
:= {fdLogManagerEntry 11}

fdLogMarjagerRowStatus OBJECT-TYPE

SYNTAX RowStatus
MAX-A(QCESS read-create
STATUS current

DESCRIPTION
"Thq status of this conceptual row. Any attempt to modify any read-create
objdct within this conceptual row, other than this object, while the
valye of this object is active (1) shall result in an
incdnsistentValue error."

::= {fldLogManagerEntry 12}

fdLogTaljle OBJECT-TYPE

SYNTAX SEQUENCE OF FdLogEntry
MAX-A(CESS not-accessible
STATUS current

DESCRIPTION

"A flable storing logged events."
REFERHNCE "RFC 3014 nlmLogTable"
::= {fldLog 12}

fdLogEnfjry OBJECT-TYPE

SYNTA FdLogEntry

MAX-A(CESS not-accessible

STATUA current

DESCRJPTION

"Thg record of a logged event."

REFERHNCE "RFC 3014 nlmLogEntry (reusgs nlmLogName as primary index, which
corresponds to eventLggClass)"
INDEX {fdLogManagerOwner, fdLogManagerName, fdLogIndex}
::= {fldLogTable 1}

FdLogEnfry ::= SEQUENCE ({
fdLogIndex Unsigned32,
fdLogFacteryName SnmpAdminString,
fdLogValtue ITSOerString,

fdLogEyventDate ITSDateStamp,
fdLogEventTime ITSDailyTimeStamp,
fdLogDate ITSDateStamp,
fadlfogTime ITSDailyTimeStamp,
fdLogDatalatency ITSUnsigned8 }

fdLogIndex/QBJECT-TYPE

SYNTAX Unsigned32

MAX-ACTESS not-accessible

STATUS current

DESCRIPTION
"The sequential number associated with the event to uniquely identity it
within the scope of the fdLogOwner and fdLogName."

::= {fdLogEntry 1}

fdLogFactoryName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (1..32))
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The name of the event factory (i.e., fdLogEventFactoryName) that generated

the entry in the log. This value allows a manager to identify the type of
event that caused the entry."
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::= {fdLogEntry 2}

fdLogValue OBJECT-TYPE

SYNTAX ITSOerString

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The OER-encoded value of the fdLogEventFactoryObject that existed when
this entry was created. In theory, this is the value of the object when
the event occurred, but in practice there is likely to be some delay
between the event occurring and the data being obtained and recorded in
this log (as recorded in the latency field)."

::= {fdLogEntry 3}

f@iLogEventDate OBJECT-TYPE

SYNTAX ITSDateStamp

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The date on which the event was detected according to the UTC Clock within
the field device."

::= {fdLogEntry 4}

fdLogEventTime OBJECT-TYPE

SYNTAX ITSDailyTimeStamp

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The time of day at which the event was detectedNatcording to the UTC Clock
within the field device."
:= {fdLogEntry 5}

f@iLogDate OBJECT-TYPE

SYNTAX ITSDateStamp

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The date on which the event was(logged in this table according to the UTC
Clock within the field devicey["

REFERENCE "RFC 3014 nlmLogDatéAndTime, NTCIP 1103 eventLogTime"
::= {fdLogEntry 6}

fdiLogTime OBJECT-TYPE
SYNTAX ITSDailyTimeStamp
MAX-ACCESS read-only;
STATUS current
DESCRIPTION
"The time of_‘day at which the event was logged in this table according
to the UTC_.CT¥ock within the field device. The log date and time is mostly
used intexmnally when clearing entries older than a specified date and time."
REFERENCE. _'RFC 3014 nlmLogTime, NTCIP eventLogTime, NTCIP
eventLogTimeMilliseconds"
= {fdbegEntry 7}

fdLogDatalatency OBJECT-TYPE

SYNTAX ITSUnsigned8

MEX-ACCESS read-only

STATUS current

DESCRIPTION
"A concise identification of the latency between when the event was
detected (e.g., causing a trigger to fire) and when this entry was created
in the log. The wvalue is represented by the base 2 logarithm of the number
of milliseconds that elapsed between the event and the time at which the
data was recorded in the log, multiplied by 10 and rounded to the nearest
integer value. For example, if exactly one second (1000 ms) elapsed between
the detection of the event and the recording of data in the log, the
latency value would be round(log2(1000) * 10) = round(9.966 * 10) =
round (99.66) = 100. A latency value of 255 represents a latency in excess
of 12.73 hours."

::= {fdLogEntry 8}
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fdLogMIBCompliance MODULE-COMPLIANCE
STATUS current
DESCRIPTION

"The conformance statement for the field device log MIB."
MODULE -- this module
MANDATORY-GROUPS {

fdLogCapabilitiesGroup,
fdLogGlobalConfigurationGroup,
fdLogEventFactoryManagementGroup,
fdLogEventFactoryConfigurationGroup,
fdLogManagerManagementGroup,
fdLogManagerConfigurationGroup,
fdLogManagerStatisticsGroup,
fdLogManagerSummaryStatisticsGroup,
fdLogClearGroup,
fdLogClearAllGroup,
fdLogManagerDeleteAllGroup,
fdLogRetrievalGroup

}

::= {fldLogCompliances 1}

fdLogCagabilitiesGroup OBJECT-GROUP
OBJECTS {

fdLogsRecordingLatency,

fdLogsMaxVariableSize

}

STATUA current

DESCRIPTION
"Marjagement information that identifies the capdbilities of the logging
sysflem."

REFERHNCE "Clause 6.1.2.1"

::= {f{ldLogGroups 1}

fdLogGldbalConfigurationGroup OBJECT-GROUR
OBJECTS {
fdLogsGlobalSizeLimit,
fdLogsGlobalEntryLimit,
fdLogsGlobalAgeOut
}
STATUS current
DESCRIPTION
"Marjagement that allows, the configuration of global log parameters."
REFERHNCE "Clause 6.1.2.2, Clause 6.1.2.3"
::= {f{ldLogGroups 2}

fdLogEvgntFactoryManagementGroup OBJECT-GROUP
OBJECTS {

fdkegEventFactoryRowStatus

}

STATUS clirrent

DESCRIPTTEN

wn

REFERENCE "Clause ©.Z.Z.1, Clause 6.Z.Z.Z, Clause ©.Z.2.3, Cladse ©0.2.2.4"
::= {fdLogGroups 3}

fdLogEventFactoryConfigurationGroup OBJECT-GROUP

OBJECTS {
fdLogEventFactoryObjectContext,
fdLogEventFactoryObjectID,
fdLogEventFactoryLogName,
fdLogEventFactoryStorageType
}

STATUS current

DESCRIPTION

REFERENCE "Clause 6.2.2.1, Clause 6.2.2.2"

:= {fdLogGroups 4}
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fdLogManagerManagementGroup OBJECT-GROUP
OBJECTS {
fdLogManagerRowStatus
}
STATUS current
DESCRIPTION
"Management information that provides for creation, deletion, and management
of an fdLogManagerEntry."
REFERENCE "Clause 6.3.2.1, Clause 6.3.2.2, Clause 6.3.2.5, Clause 6.3.2.6,
Clause 6.3.2.9"
:= {fdLogGroups 5}

fiLogManagerConfigurationGroup OBJECT-GROUP

OBJECTS {
fdLogManagerDescription,
fdLogManagerSizelLimit,
fdLogManagerEntryLimit,
fdLogManagerLogStorage,
fdLogManagerStorageType
}

STATUS current

DESCRIPTION

"Management information that allows the configuration of f@an
fdLogManagerEntry."

REFERENCE "Clause 6.3.2.1, Clause 6.3.2.2"
::= {fdLogGroups 6}

f@iLogManagerStatisticsGroup OBJECT-GROUP
OBJECTS {
fdLogManagerEventsLogged,
fdLogManagerEventsBumped
}
STATUS current
DESCRIPTION
"Management information that providds) statistics regarding an
fdLogManagerEntry."
REFERENCE "Clause 6.3.2.3"
::= {fdLogGroups 7}

fdLogManagerSummaryStatistics@roup OBJECT-GROUP

OBJECTS {
fdLogsTotalLogged,
fdLogsTotalBumped
}

STATUS current

DESCRIPTION

"Management imfermation that provides summary statistics regarding all
entries withdin the fdLogManagerTable."

REFERENCE "Clause 6.3.2.4"

::= {fdLogBroups 8}

fdLogClear@roup OBJECT-GROUP
OBJBEILS {
fdLogManagerClearDate,
fdLogManagerClearTime
1
STATUS current
DESCRIPTION
"Management information that allows a manager to clear all fdLogEntries that
have a specified fdLogManagerOwner and fdLogManagerName."
REFERENCE "Clause 6.3.2.7"
::= {fdLogGroups 9}

fdLogClearAllGroup OBJECT-GROUP

OBJECTS {
fdLogsClearAllLogs
}

STATUS current

DESCRIPTION

"Management information that allows a manager to clear all fdLogEntries that
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have a specified fdLogManagerOwner."
REFERENCE "Clause 6.3.2.8"
::= {fdLogGroups 10}

fdLogManagerDeleteAllGroup OBJECT-GROUP
OBJECTS {
fdLogsDeleteAllConfiguration
}
STATUS current
DESCRIPTION
"Management information that allows a manager to delete all
fdLogManagerEntries stored within the field device."

REFERHNCE "Clause 6.3.2.10"
:= {{dLogGroups 11}

fdLogReflrievalGroup OBJECT-GROUP
OBJECTS {
fdLogFactoryName,
fdLogValue,
fdLogEventDate,
fdLogEventTime,
fdLogDate,
fdLogTime,
fdLogDatalLatency
}
STATUS current
DESCRJPTION

"Marjagement information that allows a manager to retrievye/a log

REFERHNCE "Clause 6.1.2.4"
::= {f{dLogGroups 12}

END
—-—- ASNI1HND

entry."
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