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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ate
describefl in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed\for the
different| types of ISO documents should be noted. This document was drafted in accordance, with the
editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentionq is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details pf
any patept rights identified during the development of the document will be in the_Introduction and/¢r
on the ISP list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does npt
constitute an endorsement.

For an ¢xplanation of the voluntary nature of standards, the-mganing of ISO specific terms arnd
expressipns related to conformity assessment, as well as jnformation about ISO's adherence to
the World Trade Organization (WTO) principles in the Jechnical Barriers to Trade (TBT), s¢e
www.isa.org/iso/foreword.html.

This docliment was prepared by Technical Committee {SO/TC 204, Intelligent transport systems.
Alist of 1l parts in the ISO 20684 series can be found on the ISO website.

Any feedpack or questions on this document should be directed to the user’s national standards body.|A
completg listing of these bodies can be found-at www.iso.org/members.html.
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Introduction

0.1 Background

The need for standardized communication with ITS field devices is growing around the world.
Several countries have adopted Simple Network Management Protocol (SNMP) based field device
communication standards.

There is a growing view and empirical evidence that standardizing this activity will result in improved
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communications networks.

bries extends ISO 15784-2 by defining the management information necessary to moniter,| g
\d control features of field devices. The data elements defined in all parts of ISO 20684(seftie
sed with any protocol but were designed with an expectation that they would be used with g
0 15784-2 protocols.

y using this approach, agencies can specify open procurements and systéms can be ¢

nd simplifies integration.
2 Overview

NMP is a collection of well-thought-out and well-proven concepts and principles. SNMP em
und principles of abstraction and standardization. This hasdedto SNMP being widely accept
"ime choice for communication between management systenis and devices on the internet 3

vitches. Since then, the use of SNMP has grown jnt6’many areas of application on the interne
so been used successfully over various serial communications networks.

his document defines management information for ITS field devices following the SNMP cony
3 Document approach and layout

his document defines:

the conformance requirements for this document (Clause 4);
a set of user needs fot user-defined trigger conditions that can “fire” to initiate actions (Cl:
a set of detailed Fequirements for the identified user needs (Clause 6);
a set of custohi'dialogues for notification management (Clause 7);

security\considerations for the information defined in this document (Clause 8);

020684
onfigure
s may be
ne of the

xpanded

bographically in an open and non-proprietary manner, which reduces costs, speeds up deployment,

bloys the
ed as the
nd other

he original implementation of SNMP was used to“manage network devices such as routers and

t and has

entions.

huse 5);

thesmanagement information bases that define the data for the defined requirements (Annex A);

the requirements traceability matrix (RTM) that traces the requirements to the design

clements

©

(Annex B).
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TECHNICAL SPECIFICATION ISO/TS 20684-4:2022(E)

Intelligent transport systems — Roadside modules SNMP

data interface —

Part 4:
otifications

1| Scope

efivironments, etc.

Fleld devices often need to exchange information with other external entities (managers). Fiel
in be quite complex, necessitating the standardization of many data doncepts for exchange.
the ISO 20684 series is divided several individual parts.

(@)

This document specifies the needs, requirements and design for the field device to send notifig
ohe or more managers. It relies upon the definition of triggets)as defined in ISO/TS 20684-3.

=z

DTE 1  There are similarities between certain portions of NTCIP 1103 and this document.

NPTE 2  ISO 20684-1 provides additional details aboutt how the ISO 20684 series relates to the o
rchitecture.

o]

2| Normative references
T

he following documents are referredto in the text in such a way that some or all of theil

uhdated references, the latest edition of the referenced document (including any amendments]}

[

40 20684-1:2021, Intelligént transport systems — Roadside modules SNMP data interface —
Operview

et

qO/TS 20684-7:2022;Intelligent transport systems — Roadside modules SNMP data interface
Slipport features

[

HTF RFC 2578; Structure of Management Information Version 2 (SMIv2), April 1999

et

HTF REC2579, Textual Conventions for SMIv2, April 1999

[

HTF RFC 2580, Conformance Statements for SMIv2, April 1999

Fleld devices are a key component in intelligent transport systems (ITS). Field devices incluge traffic
siignals, message signs, weather stations, traffic sensors, roadside equipment fox_connected IT]S (C-ITS)

1 devices
As such,

ations to

verall ITS

' content

constitutes requirements of thiscdocument. For dated references, only the edition cited applies. For

applies.

- Part 1:

— Part 7:

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 20684-1 apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

© IS0 2022 - All rights reserved
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4 Conformance

This clause follows the rules defined in ISO 20684-1. Table 1 traces each user need to a set of software
features. Table 2 traces each feature to a set of requirements. Table 3 defines terms that are used as
predicates in the conformance codes listed in Tables 1 and 2. For a full understanding of these tables
and codes, see [SO 20684-1.

Table 1 — User need and feature conformance

Conformance

Need !

Requirement

5.1.1: Real-time notifications user need

6.2: Notification channel

6.3: Notification event

6.4: Notification factory

6.5: Notification packet

20684-7 6.5: SNMP target

20684-7 6.6: SNMP target parameters

6.1: Notification aggregator

20684-7 6.4: Object group

CACIZIZ|IZIRIE(IR

Table 2 — Requirement conformance

Feature

Requirement

Conformance

6.1: Noti

fication aggregator

6.1.4.1: Aggregating logic

=

6.1.4.2: Sending aggregated notifications

=

6.2: Noti

fication channel

6.2.2.1: Determine notification channel capabilities

6.2.2.2: Configure a'notification channel

6.2.2.3: Verify notification channel configuration

6.2.2.4: Retrieve notification channel statistics

6.2.2.5: Clear notification channel queue

6.2.2:6: Delete a notification channel

6.2:2)7: Toggle enabled status for all notifications

6.2.2.8: Send notifications to target

6.2.3.1: Notification packet size

6.2.4.1: Process incoming data

6.2.4.2: Sending non-queueable notifications

TRIZNZIZIZIZIZIZR|IZR |

6.2.4.3: Sending queueable notifications

Q
c
I
c
o
=

6244 AGUITTE ESSAges to tie notficatiom quete

queuce. Vi

6.3: Noti

fication event

6.3.2: Notification event contents

6.3.3: Maximum data size

6.3.4: Timestamp latency

6.3.5: Timestamp resolution

TR

6.4: Noti

fication factory

6.4.2.1: Determine notification factory capabilities

=

6.4.2.2: Configure a notification factory

=

6.4.2.3: Verify notification manager factory

© IS0 2022 - All rights reserved


https://standardsiso.com/api/?name=9205c49e416fb9cffac8332056ba286e

ISO/TS 20684-4:2022(E)

Table 2 (continued)

Feature Requirement Conformance

6.4.2.4: Retrieve notification factory statistics

6.4.2.5: Retrieve notification factory status

6.4.2.6: Toggle notification factory

6.4.2.7: Delete notification factory

6.4.3.1.1: Support for unacknowledged notifications

L 4.2 1 D, Coosnon oot £

raclrnaorylads Bnakificot: o
Uo T lobun ;Jul.ll.l\.ll CIUT a\d\uuvvl\/us\,u ITULITICAULIUITS

6.4.3.2.1: Support for non-queueable notifications

6.4.3.2.2: Support for queueable notifications

6.4.3.3.1: Support for non-aggregated notifications

6.4.3.3.2: Support for aggregated notifications

SICIZIQIZ|PIZIZIRIZR|E

6.4.4: Generate a notification

6.5: Notification packet

6.5.2.1: Retrieve last notification contents

6.5.3: Notification packet contents

6.5.4.1: Maximum packet size

TIEIEIE

6.5.4.2: Maximum number of events

Table 3 — External standard reference

P

redicate Subclause

q

ueue 6.4.3.2.2

5

33|

ystems beingnotified based on the type of condition.

User needs
1 Monitor user-defined exceptions in real-time

1.1 Real-time notifications user need

(hen user-defined triggers fire, a manager needs to receive real-time notifications contain
pfined information.. This will allow a manager to immediately become aware of informa
in potentially affectits operation or security without burdening the communications charg
equent pollingfordata that seldom changes. Multiple triggers can need to be monitored with

KAMPLEJ )" A manager wants to be immediately notified when the cabinet door opens so that an ap
sponse‘can be initiated if the access is unauthorized.

ng user-

tion that

nel with
different

propriate

and have

KAMPLE 2 A manager wants to have the maintenance system notified when the cabinet door openg

tt

o L - - PICY L | 1 FI— 1 ] .
C U dITIU HTTIdITdSTITITIIU S Y ST ITULITITU WIITID d TITW IIIES S A 5T IS UISPIdyTU Ul d STZIT.

5.1.2 Monitor user-defined exceptions in real-time overview

5.1.2.1 Required features

In the simplest case, the “real-time notifications” user need shall support the following features

a) A mechanism to call a specific notification factory to generate a new notification event. This
document is written based on the assumption that the call will be made by one of the mechanisms
specified in ISO/TS 20684-3, which may conclude with a specific action calling a specific notification

©

factory, but this document does not prohibit calling a notification factory by other mechan
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b) Notification factory, as defined in this document, which specifies details about the specif

ic

notification event and the type of notification packet that should be used to send the notification

event.

c) Notification event, which represents the information to be reported to a manager when a call
made to the notification factory.

is

d) Notification packet, as defined in this document, which represents the contents of a single SNMP
notification message, which contains one or more notification events. There are four types of
notification packet: one-off traps (not acknowledged), one-off informs (acknowledged), aggregated

trapfp and aggregated informs.

e) Notification channel, as defined in this document, which constructs, manages, and {rarsi
notification packets.

f) SNMP target, as specified in ISO/TS 20684-7 and RFC 3413, which defines the SNMP manager 1
whidh the notification channel should send notification packets.

g) SNMP target parameters, as specified in ISO/TS 20684-7 and RFC 3413; which define t}
parameters used to communicate with the target.

5.1.2.2 | Aggregate notification option

An implementation may support the notification aggregator, as.defined in this document, whig

manageq the aggregation of individual notification events into a single notification packet. Without thjis

feature, pll notification packets contain a single notification event and are passed to the notificatig
channel immediately.

5.1.3 Graphical relationships

The relaionships among these features are depictediin Figure 1.

[S

1

h

n
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class Figure 1 /
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Notification stores OBJECT may be
1S0 20684-3:: may call » Factory value within p Notification aggregated Notificjtion
Action Manager Event 1 by~ 4|~ \Aggregator
1 q.*
+aggTrap Notification “q_passes Notification Event to
buffers Notification Event into > 1 Packet 1
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A

manages sending of

1
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1
sends Notification Packet to

Y
1
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SNMP Target o ‘;;ge
arameters

Figure 1 — Conceptual overview of notifications

When a triggef—(specified in ISO/TS 20684-3) fires, it calls an action (ISO/TS 20684-3), which may
djrect theccall to the notification factory. When called, the notification factory captures thg current
vilue ofsasspecified object and stores this value in a notification event data structure along with an
entifier of the condition that initiated the event and timestamp. The object value recorded may be
an deomp051teOb]ectValue (ISO/TS 20684 -7), Wh1ch can package the values of multlple subordinate

' ' T Event to the
notification channel along w1th 1nformat10n about how the not1f1cat10n event is to be handled Multiple
notification factories may use the same notification channel.

—
o

If the notification event is flagged for aggregation, it is passed to the notification aggregator; otherwise
the notification channel assigns the notification event to an appropriate one-off notification packet
based on the rules defined in 6.1.4.1.

The optional notification aggregator combines notification events into a single notification packet,
which serves to reduce overall communications overhead. The notification aggregator conceptually
manages two aggregate notification packets: one that requires acknowledgements (i.e. an SNMP
inform) and another that does not (i.e. a SNMP trap). Notification events from different notification

© IS0 2022 - All rights reserved 5
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factories can be combined into a single notification packet. Once a notification packet is completed, it is
sent back to the notification channel for transmission to the target.

Once a notification packet is ready to send, the notification channel sends the notification packet to
the SNMP target while ensuring that the anti-streaming rate is not exceeded, which allows temporary
queueing of notifications so that they do not overwhelm the communications channel.

Finally, as per the rules of SNMPv3, trap messages are unacknowledged and inform messages are
acknowledged. The acknowledgement process is handled according to standard SNMPv3 rules

(complet

e with timeout and retry logic).

6 Req

6.1 Nd

6.1.1 Notification aggregator definition

The noti

communjication overhead.

6.1.2 Notification aggregator data exchange requirements

No data §

6.1.3 Notification aggregator capability requirements

There ar

6.1.4 Notification aggregator logic

events is greatesthan zero but less than the maximum configured value, the logic proceeds to ste

uirements

tification aggregator

ication aggregator combines multiple notification events into a single packet to reduce over3

bxchange requirements are defined for the notification aggregator.

e no explicit capability requirements for the notification aggregator.

Aggregating logic

ification channel shall be associated with its own notification aggregator. The notificatid
or shall store acknowledged‘and unacknowledged notification events in separate buffers. T}
ion logic for each buffer is independent of the other, but identical as follows.

e number of events inthe selected buffer (before adding the new event) is equal to or great

the maximum cénfigured value, the notification aggregator shall immediately send th
egated notification according to the rules of 6.1.4.2 and then proceed to proceed to step
is subclause-If\the number of events is zero (0) the logic proceeds to step c). If the number

hotification channel shall determine the length of a serialized notification packet containing t

11

n
1

T
1

C)
bf

|y

1S

6.1.4.1
Each notf
aggregat]
aggregat]
a) Ifth
than
aggrn
of th
b).
b) The
new

netification event. If the length of the message exceeds the length of the maximum notificatid

n

size, The notification aggregator shall immediately send the aggregated notification (omitting the
new event) according to the rules of 6.1.4.2 and then proceed to proceed to step c) of this subclause.
Otherwise, the logic simply proceeds to step c).

c) The notification aggregator shall add the new notification event to the selected buffer.

d) The notification aggregator shall update its local maximum number of events to aggregate to be
the lesser of the previous value and the value associated with the new event.

e) If the number of notification events in the selected buffer (including the newly added event) is
equal to or greater than the current local maximum, the notification aggregator shall immediately
send the aggregated notification (including the new event) according to the rules of 6.1.4.2; the

© IS0 2022 - All rights reserved
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process will then be completed. Otherwise, if the maximum configured value has not been
proceed to step f).

reached,

f) The notification aggregator shall initiate a countdown timer with an initial setting equal to the
aggregation time associated with the notification event (and defined by the notification factory)
and associate this timer with the selected buffer.

g) Upon the first countdown timer associated with the buffer reaching zero (0), the notification
aggregator shall send the aggregated notification according to the rules of 6.1.4.2.

Apr iulp}clucutatiuu nay chooseto iulp}\:lucut a aiuslc coutttdowmrtimerthat alvvayb reftectsthe shortest

=)

th

‘)

=)

a]

iration of any of the theoretical timers mentioned above.

1.4.2 Sending aggregated notifications

e following steps.

Prepare and send the notification packet according to the rules of 6.2.472.

Clear all timers associated with the selected buffer.

Restore the local maximum number of aggregate events to buffer to the global maximum y
2 Notification channel

2.1 Notification channel definition
notification channel manages the packaging, queueing and transmission of notification pack

(hen the notification channel receives a notification event from a notification factory, it detern
ppropriate notification packet to use (see-6.2.4.1) and either immediately creates a one-off no
hcket or sends the notification event.to the notification aggregator.

(hen a notification packet is readyto send, the notification channel sends the packet while
jat the configured anti-streaming rate is not exceeded.

[ the top of every minute,the notification channel attempts to send any notification packets {
pen queued due to the anti-streaming logic.

rknowledgements.afd retries of "inform" notification packets are handled by internal SNM]
efined in RFC 3413.

2.2 Notification channel data exchange requirements

2.2.1¢" Determine notification channel capabilities

he notification aggregator shall send an aggregated notification for a selected-buffer by completing

ralue.

pts.

hines the
Fification
ensuring

hat have

P logic as

T

£:.13 J 3 Laoll 211 CNMND o dot 3 £l lolbol H H £
TCTTCTU U CVTIC T STTAIT aTTO VY- Il JINTVIT - HTdIragCT tU T TCTTITTIITC OITC s TO U AT TITTATITITOTIT STZC 0T o 11O

tification

packet that can be transmitted.

6.2.2.2 Configure a notification channel

The field device shall allow a manager to configure the notification channel by specifying the following
points.

a) Target thatidentifies the manager to which the notification channel will send notification packets.

b) Identifier for the manager to recognize the channel.

©
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c¢) Maximum rate at which notification messages can be sent on the channel (i.e. the anti-streaming
rate).

d) Maximum number of notification messages that can be stored in the queue for the channel.

e) Maximum size of a notification packet for the channel.

6.2.2.3
The field

Verify notification channel configuration

device shall allow a manager to verify the configuration of the notification channel.

6.2.2.4

The field
channel.

6.2.2.5
The field
a) ther

b) ther

6.2.2.6
The field

6.2.2.7

The field
defined ¥

6.2.2.8

The noti
in6.2.4.

Clear notification channel queue

device shall allow a manager to clear the queue of notification messages on a notificatia

Retrieve notification channel statistics
device shall allow a manager to retrieve statistics for the notification ¢hannel, including:
jumber of notification packets generated, and

umber of notification packets dropped.

Delete a notification channel

device shall allow a manager to delete a notification‘channel.

Toggle enabled status for all notifications

device shall allow a manager to disable\all notifications or enable all active notifications

vithin the fdNotificationsGroup.

Send notifications to target

Fication channel shall send agtifications to the configured manager based on the logic defing

6.2.3 Notification channel‘capability requirements

6.2.3.1

The field
otherwig

Notification packet size

device shall support notification packets of up to at least 1 023 bytes unless a larger limit
e specified.

n

d

iS

6.2.4 Notification transmission logic

6.2.4.1

Process incoming data

When a notification channel receives an incoming notification event from a notification factory, it shall
determine the notification mode.

a) If the mode is 'normal’ (i.e. not queued and not acknowledged) and has an aggregation size of zero
(0), the notification channel shall create a new fdNotificationOneOff trap message containing the
NotificationEvent information and transmit the trap according to the rules in 6.2.4.2.

© IS0 2022 - All rights reserved
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If the mode is 'ack’ (i.e. not queued and acknowledged) and has an aggregation size of zero (0),
the notification channel shall create a new fdNotificationOneOff inform message containing the
NotificationEvent information and transmit the inform according to the rules in 6.2.4.2.

If the mode is 'queue’ (i.e. queued and not acknowledged) and has an aggregation size of zero (0),
the notification channel shall create a new fdNotificationOneOff trap message containing the
NotificationEvent information and transmit the trap according to the rules in 6.2.4.3.

If the mode is 'q_ack' (i.e. queued and acknowledged) and has an aggregation size of zero (0),
the notification channel shall create a new fdNotificationOneOff inform message containing the

)

)

b

rrently not allowed and shall cause a notification factory rowStatus of 'notReady'.

6/2.4.2 Sending non-queueable notifications

When attempting to send a non-queueable notification, the'notification channel shall:

6/2.4.3 Sending queueable notifications

When attempting to send a queueable notification, the notification channel shall:

Notiricationkvent information and transmit the inform according to the rulesin 6.2.4.5.

If the mode is 'normal’ (i.e. not queued and not acknowledged) and has an aggregatién sizg greater
than zero (0), the notification channel shall add the notification event to the .ehanngel's non-
queueable fdNotificationAggr trap message according to the rules in 6.1.4.

If the mode is 'ack’ (i.e. not queued and acknowledged) and has an aggregation size greater than
zero (0), the notification channel shall add the NotificationEvent to the chiannel's fdNotificationAggr
inform message according to the rules in 6.1.4.

tification configurations indicating queueable with an aggregation size greater than pero are

increment the notification counter;
finalize the serialization of the notification message;
clear the notification buffer;

delete any associated countdown-tinmers;

¢}

determine the number of notifigation messages (traps and informs) sent during this minute;

)

if the number of notification messages sent is equal to or exceeds the anti-streaming rat¢ defined
for the notification channel, the newly serialized non-queueable notification shall be dropped and
the counter of lost notifications shall be incremented by one. Otherwise, the serialized notification
message shall be-sent to the SNMP target using its defined parameters.

increment the notification counter;

finalize the serialization of the notification message;

clear the notification buffer;
delete any associated countdown timers;
determine the number of notification messages (traps and informs) sent during this minute;

if the number of notification messages sent is equal to or exceeds the anti-streaming rate defined
for the notification channel, the newly serialized queueable notification shall be placed into the
notification queue according to 6.2.4.4; otherwise, the serialized notification message shall be sent
to the SNMP target using its defined parameters.
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6.2.4.4
When ad

Adding messages to the notification queue

ding a message to the transmission queue, the notification channel shall:

a) determine the number of messages in the queue;

b) if the number of messages in the queue is equal to or exceeds the configured maximum queue

dept

h, delete the oldest notifications in the queue until the number remaining in the queue is less

than the maximum queue depth;

c) add thenewnotification message tothe end ofthe transmission queue;

d) at the top of every minute, determine if there are any notifications in the transmission queue. |[f
so, it shall transmit each notification in the queue, in order from oldest to newest, until €ither the
queye is empty or the anti-streaming rate has been met.

6.3 Ngd

6.3.1 Notification event definition

When a

a serializ
notificat
further g

6.3.2 Notification event contents

A notific
a timest3
notificat
when the

NOTE
time to p
indicating

NOTE 2

tification event

hotification factory is called, it generates a new notification event; The notification event fis
ation of information about the event that is deemed to be of interest to a manager. Once the
on event has been serialized, the notification factory passes it-to the notification channel for
rocessing and transmission to the target.

htion event shall indicate the identifier of the condition that initiated the creation of the ever
mp indicating when the condition was detected, the current value of a managed object that the
on factory has been configured to associatewith the event, and a latency indictor indicating

data was retrieved for the notification everit.

K

A detected condition can potentially résult in activating multiple actions, each of which can requife
erform. The notification event attempts-to accurately capture the time of the original event while al$o
F the latency in recording the values provided in the notification event.

It is recommended for managers to be aware that the timestamp only attempts to record the tine

at which
first bec
condition|

the condition was detected,\which can be considerably different than the time at which the conditign
me true. For example, an‘fdCondTriggerEntry (ISO/TS 20684-3) can be configured to only monitorfa
every sixty seconds,and/only fire after the condition reports true two times in a row. In this case, the
e.
al

is

otherwise specified.

6.3.4 Timestamp latency

The timestamp recorded in the notification event shall be within one thousand milliseconds (1 s) of the
actual time at which the trigger fired in 99,9 % of cases, unless otherwise specified.

10
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6.3.5 Timestamp resolution

The timestamp recorded in the notification data shall use a resolution (from a zero basis) that is

identical to or greater than the timestamp latency, with the value rounded down.

EXAMPLE If the timestamp feature has a latency of 200 ms (0,2 s), a trigger that fires at 15:00:00,690
UTC (according to the internal clock) can be timestamped with a value anywhere between 15:00:00,690 and
15:00:00,890. For example, normal processing delays can mean that the function that reads the time reports back

15:00:00,792. This subclause requires that the recorded timestamp uses a resolution that reflects the |
other words, in this case, the value is required to be reported in 200 ms steps from an even second (0

atency; in
point). In

thiscase itwould be rnpnrt‘pd as15:00:00600 (i e rnnnr‘]ing down tothe nearest 200 ms cfnp)

6{4 Notification factory

6/4.1 Notification factory definition

When a trigger fires, it may call a notification factory, which generates a natification event
its configuration. The notification factory then passes the notification-event, along with
the configuration parameters, to the configured notification channelAfor“additional proces|
tijansmission to the target.

6/4.2 Notification factory data exchange requirements

6/4.2.1 Determine notification factory capabilities
Alfield device shall allow a manager to determine the capabilities of the notification factory, in
the maximum size of a notification packet;

b] the notification modes supported.

6/4.2.2 Configure a notification factory

The field device shall allow a manager to configure the notification manager by specifying the f
the notification channel to:be associated with this factory;

b} the data to be included,within generated notification events;

c] whether the generated notification events should be acknowledged;

d) whether the generated notification events should be queued if the channel is blocked du
streamingdegic;

e] whether the event can be aggregated and the maximum number of events to allow w
aggregation; and

f)] “Thaximum time to wait to aggregate notifications before sending a notification message.

based on
some of
sing and

rluding:

llowing:

P to anti-

ithin the

6.4.2.3 Verify notification manager factory

The field device shall allow a manager to verify the configuration of a notification manager.

6.4.2.4 Retrieve notification factory statistics

The field device shall allow a manager to retrieve the number of notification events processed.

6.4.2.5 Retrieve notification factory status

The field device shall allow a manager to retrieve the status of a notification manager.

© IS0 2022 - All rights reserved
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6.4.2.6 Toggle notification factory

The field device shall allow a manager to toggle the enabled status of a notification manager.

6.4.2.7 Delete notification factory

The field device shall allow a manager to delete a notification manager.

6.4.3 Notification factory capabilities

6.4.3.1 | Acknowledgement

The field device shall support the normal delivery notification mode (i.e. queued until link is' ready ¢r
pending].

6.4.3.1.1 Support for unacknowledged notifications

The field[device shall support unacknowledged notifications (i.e. traps).

6.4.3.1.7 Support for acknowledged notifications

The field|device shall support acknowledged notifications (i.e. informs).
6.4.3.2 | Queueing

6.4.3.2.1 Support non-queueable notifications

The field|device shall support non-queueable notifications.

6.4.3.2.7 Support for queueable notifications

The field|device shall support queueing non-aggregated notifications.
6.4.3.3 | Aggregation

6.4.3.3.1 Support for non-aggregated notifications

The field|device shall suppgrtnon-aggregated notifications.

6.4.3.3.71 Support foraggregated notifications

The field|device shall support aggregated notifications with a specified number of queue depth.

6.4.4 (enerate a notification

Upon being called, the notification factory shall generate a new instance of a notification event and send
it to the configured notification factory for further processing and transmission to the target SNMP
manager.

6.5 Notification packet

6.5.1 Notification packet definition

A notification packet is a serialization of one or more notification events to be sent to a target in a single
protocol data unit.
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6.5.2 Notification packet data exchange requirements

6.5.2.1 Retrieve last notification contents

The field device shall allow a manager to retrieve the contents of the last notification sent.

6.5.3 Notification packet contents

A notification packet shall indicate the notification channel that is sending the event, a concise sequence

n ymhor for tha natifinatinne An that channnl cn that tho yaanagnkic Alh]n 0 1 dantify Tact At
B e rer—tre- o eatonSoh—tat enahiiierSo—+tratt e Hahiager IS apre toaehty 105t Hott

anhd the notification events that have been assigned to the packet.

6/5.4 Notification packet capability requirements

=)

5.4.1 Maximum packet size

—3

he field device shall support notification packets of at least 1 023 octets”unless a large
otherwise specified.

[=))

5.4.2 Maximum number of events

Alfield device that supports aggregation shall support at least 64 notification events per no
packet unless a larger limit is otherwise specified.

7| Dialogues
711 Sending notifications

712 Clear notification channel queae
standardized dialogue shall be as'follows.

dialogue is outside the scope of this document. Prior to initiating the dialogue, the manage
aware of which entry:(x.y) in the table it wishes to use.

b] The manager-shall send a GetRequest-PDU for fdNotifyChannelRowStatus.x.y. If the
indicates that,fdNotifyChannelRowStatus.x.y does not exist, the dialogue shall terminate.

c] The manager shall send a SetRequest-PDU to set fdNotifyChannelClearQueue.x to 'true’.

8 Security vulnerabilities

fications,

- limit is

rification

This dialogue provides a process<by which the fields within an object group can be cleared. The

] The dialogue shall be ifiitiated by the manager; the logic used by the manager to initiate the

r shall be

response

There are data elements defined in this document with a MAX-ACCESS clause of read-write and/or

read-create. These and other data elements are sensitive and need to be protected from malicious and
inadvertent manipulation and/or disclosure. The support for requests in a non-secure environment
without proper protection can have a negative effect on network operations. A sampling of the

vulnerabilities includes:

a) the ability to change when triggers are fired

b) the ability to delete triggers and thereby disable alerts;

c) the ability to create additional triggers that may flood the network or processor; and

d) the ability to monitor current configurations.

© IS0 2022 - All rights reserved
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To overcome these vulnerabilities, it is highly recommended that SNMPv3 with TLS support, as defined
in RFC 6353, is used to exchange the data.
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Annex A
(normative)

Management information base (MIB)

.1 Notification MIB

e A A A AR A AR A AR A AR A R A AR A AR A AR A AR A AR A A A AR A A A AR AR A AR AR AR AR AR AR AR A AR KA AR AR AR AR AR AR AR A AIAKN A AN XA X * Kk

-t A.1.1 Notification Header

—l AR KA A KA A AR A AR A KA A KA A KA AR AR A KA AR A KA A A AKAAKAAKARAKAAKARAAAAAA AR AR AR AR AR AR A AR R AR AT T A A Ak ko kkkhk
NPTIFICATION-MIB DEFINITIONS ::= BEGIN

INPORTS

MPDULE-IDENTITY, OBJECT-TYPE, OBJECT-IDENTITY, Counter32, Ufisigned32,

NPTIFICATION-TYPE

FROM SNMPv2-SMI
-- RFC 2578

TruthValue, StorageType, RowStatus
FROM SNMPv2-TC
-- RFC 2579

MODULE-COMPLIANCE, OBJECT-GROUP, NOTIFICATIQN-GROUP
FROM SNMPv2-CONF
-- RFC 2580

ShmpAdminString
FROM SNMP-FRAMEWORK-MIB
-- RFC 3411

H

'SUnsignedl6, ITSOerString,, f¥eldDevice, 1s020684p4
FROM FIELD-DEVICE-TC-MIB
-— ISO 20684-1 Annex A

~.

f@dNotificationMIB MODULE-IDENTITY
LAST-UPDATED "2(020010520262"
ORGANIZATION "#30 TC 204 WG 9"
CONTACT-INEO
"name: Kenfieth Vaughn
phones ¥I-571-331-5670
emails/kvaughn@trevilon.com
postal: 6606 FM 1488 RD STE 148-503
Magnolia, TX 77354
USA"
DLOCUCRKID I IUN
"This MIB defines a mechanism by which a field device can be configured to
manage the transmission of notifications to one or more managers in an
efficient manner."

REVISION "202001052026Z2"
DESCRIPTION

"Initial revision of the document as proposed for CD ballot"
1= {1s5020684p4 1}

e KA AR AR A AR A AR AR A AR A R A AR A A A AR A AR A AR A AR A AR A AR A A A AR AR AR AR AR AR AR A AR KA A KR A KR A KR A AR R A AR AR AR AR AR AR AR KK

-— A.1.2 Node Definitions

e R AR A A A A A A A A A A A A A A A A A AR A A A A A A A A A A A AR A AR AR A AR A AR A AR AR A AR AR A A A A AR AR A AR AR A AR A A ARk K

fdNotificationConformance OBJECT-IDENTITY
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STATUS current

DESCRIPTION
"A node containing conformance statements related to the fdNotificationMIB,
as defined in ISO/TS 20684-4."

::= {fdNotificationMIB 2}

fdNotificationCompliances OBJECT-IDENTITY
STATUS current
DESCRIPTION
"A node for compliance statements for the fdNotificationMIB."
::= {fdNotificationConformance 1}

fdNotifjcationGroups OBJECT-IDENTITY
STATUS current
DESCRJPTION
"A rjode for group definitions related to fdNotificationMIB."
::= {fldNotificationConformance 2}

fdNotification OBJECT-IDENTITY
STATUA current
DESCRIPTION
"A rjode defining management information related to the field devicels
Notifications."
::= {flieldDevice 8}

fdNotificationTypes OBJECT-IDENTITY
STATUS current
DESCRIPTION
"A rjode defining notifications for the fdNotificationMIB)"
::= {fldNotification 0}

e ok k A A H AR A A kA kA Ak kA hkkh kA hhk ko hk kA hk kA hhkhhhkhkhk ko hkh Ak kA hhk Ak kA RRK A A Ak k Ak hkhkkhkkhkhkhkhkhkkhkkxkkxk

-— A.1.4 Notifications
P R B S R R S R R R R R R R I I R S I I I I I I I I e I I

fdNotifijcationsEnabled OBJECT-TYPE

SYNTAH TruthValue
MAX-AQCESS read-write
STATUS current

DESCRIPTION
"An |[indication of whether the fiTed device is allowed to generate and send
notifications. Changing the valué&”to false shall result in all queued
Notification Packets on all _channels to be cleared, all buffered
Notijfication Events on allsehannels to be cleared, and will prevent the
gendration of any new Notfiffcation Events from any Notification Factory."
::= {fldNotification 1}

fdNotifijcationsModeSuppaii OBJECT-TYPE

SYNTAX BITS { qgu€ueing (1), acknowledgements (2), aggregation (3) }
MAX-AQCESS read-only
STATUS current

DESCRIPTION
"An |indicatien of the notification features that the field device supports."
c:= {fldNot@fication 2}

fdNotificebionsMaxSize OBJECT-TYPE

SYNTAX onsignead

UNITS "octets"

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The maximum size, in octets, that the field device supports for a
notification."
:= {fdNotification 3}

fdNotifyFactoryTable OBJECT-TYPE
SYNTAX SEQUENCE OF FdNotifyFactoryEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A table of notification factories that define how notifications are to be
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generated and sent."
:= {fdNotification 5}

fdNotifyFactoryEntry OBJECT-TYPE
SYNTAX FdNotifyFactoryEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"The definition of a notification factory."

INDEX {fdNotifyFactoryOwner, fdNotifyFactoryName}
:= {fdNotifyFactoryTable 1}

F@NotifyFactoryEntry ::= SEQUENCE {
fdNotifyFactoryOwner SnmpAdminString,
fdNotifyFactoryName SnmpAdminString,
fdNotifyFactoryEventID Unsigned32,
fdNotifyFactoryChannelOwner SnmpAdminString,
fdNotifyFactoryChannelName SnmpAdminString,
fdNotifyFactoryObjectContext SnmpAdminString,
fdNotifyFactoryObjectID OBJECT IDENTIFIER,
fdNotifyFactoryAckEnabled TruthValue,
fdNotifyFactoryQueueEnabled TruthValue,
fdNotifyFactoryAggregationTime ITSUnsignedlé6,
fdNotifyFactoryEventCount Counter32,
fdNotifyFactoryStorageType StorageType$
fdNotifyFactoryRowStatus RowStatus |

f@NotifyFactoryOwner OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(1..32))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The owner of this entry. The exact semantics of this string are subject to
the security policy defined by the-:sécurity administrator."

::= {fdNotifyFactoryEntry 1}

f@NotifyFactoryName OBJECT-TYPE

SYNTAX SnmpAdminString (SL1ZEY(1..32))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"A locally-unique, administratively assigned name for the notification
factory within the/sedpe of fdNotifyFactoryOwner."

::= {fdNotifyFactoxryErntry 2}

f@dNotifyFactoryEventID OBJECT-TYPE

SYNTAX Unstgned32

MAX-ACCESS xead-create

STATUS current

DESCRIETLIGON
"A agdministratively assigned identifier which allows the SNMP Target
(maneager) to uniquely identify this notification event from all others that
It ‘might receive from the same notification channel."

= {fdNotifyFactoryEntry 3}

fdNotifyFactoryChannelOwner OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(1..32))

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The owner of the fdNotifyChannelEntry to which Notification Events created
by this Notification Factory will be sent."

::= {fdNotifyFactoryEntry 4}

fdNotifyFactoryChannelName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(1l..32))
MAX-ACCESS read-create
STATUS current
DESCRIPTION

©1S0 2022 - All rights reserved 17


https://standardsiso.com/api/?name=9205c49e416fb9cffac8332056ba286e

ISO/TS 20684-4:2022(E)

"The name of the fdNotifyChannelEntry to which Notification Events created
by this Notification Factory will be sent."
::= {fdNotifyFactoryEntry 5}

fdNotifyFactoryObjectContext OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(1..32))
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"The management context from which to obtain fdNotifyFactoryObjectID."
::= {fdNotifyFactoryEntry 6}

fdNotifyFactoryObjectID OBJECT-TYPE

SYNTAX OBJECT IDENTIFIER
MAX-A(QCESS read-create
STATUS current

DESCRIPTION
"Thgq object identifier of the object instance who&#x27;s value is to be ingcibuded
in fhe NotificationEvent. When creating a Notification Event, the value
shalll be obtained using the security credentials of the SNMP Target to
whidqh this Notification Event is to be sent. If the object instance does
not |exist within the defined MIB view, an SNMP NULL shall be returned
insfead."
::= {fldNotifyFactoryEntry 7}

fdNotifyFactoryAckEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-A(QCESS read-create
STATUS current

DESCRJPTION
"An |indication of whether the SNMP Target will be, reguested to acknowledge
the [notification. If the value of this object is tifde, the Notification
Everlt shall be transmitted in an SNMP Inform mesSgage; otherwise, it will be
trarjsmitted in an SNMP trap message. If the f¥eld device does not support
notification acknowledgment, any attempt to_swet this value to true shall
resylt in an"

::= {{fldNotifyFactoryEntry 8}

fdNotifyFactoryQueueEnabled OBJECT-TYPE

SYNTAXH TruthValue
MAX-A(QCESS read-create
STATUS current

DESCRIPTION
"An |indication of whether fthe Notification Channel should queue the
notification if the chanpélis in anti-streaming mode when the notification
is denerated. If the value of this object is true, a Notification Packet
conflaining the event,shall be transmitted according to the rules of ISO/TS
20644-4, Section 6,.2.4.3; otherwise it shall be transmitted according to the
rulds of ISO/TS 20684-4, Section 6.2.4.2."
:= {f{dNotifyFacterykntry 9}

fdNotifyFactoryAgdregationTime OBJECT-TYPE

SYNTAX ITSUnsignedl6

UNITS !seconds™"

MAX-A(QCESS ‘read-create

STATUA current

DESCRIPTION
"The maximum time, in seconds, that this notification can be held within the
aggregation buffer prior to transmission. The value of zero shall cause the
resulting aggregated notification to be immediately transmitted. The value
of this object shall be ignored unless fdNotifyFactoryAggregationSize is
greater than zero (0)."

::= {fdNotifyFactoryEntry 10}

fdNotifyFactoryEventCount OBJECT-TYPE
SYNTAX Counter32
UNITS "notification events"
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The number of Notifications Events generated by this entry in the table
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since this entry in the table was last activated."
:= {fdNotifyFactoryEntry 11}

fdNotifyFactoryStorageType OBJECT-TYPE
SYNTAX StorageType
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"The type of memory used to store this entry in the table."
::= {fdNotifyFactoryEntry 12}

fdNotifyFactoryRowStatus OBJECT-TYPE

SYNTAX RowStatus

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The status of this conceptual row. Any attempt to modify any other reads
create object within this conceptual row while the value of this objest is
active (1) shall result in an inconsistentValue error."

::= {fdNotifyFactoryEntry 13}

f¢iNotifyChannelTable OBJECT-TYPE

SYNTAX SEQUENCE OF FdNotifyChannelEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"A table containing information on how to generate, manage, and send
notification packets to a specified SNMP Target."

::= {fdNotification o6}

f@NotifyChannelEntry OBJECT-TYPE
SYNTAX FdNotifyChannelEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"One row in the fdNotifyChannelTabl&d)"

INDEX {fdNotifyChannelOwner,, fdNotifyChannelName}
::= {fdNotifyChannelTable 1}

FfiNotifyChannelEntry ::= SEQUENCE ({
fdNotifyChannelOwner SnmpAdminString,
fdNotifyChannelName SnmpAdminString,
fdNotifyCGirannelID ITSUnsignedlo,
fdNotifgChannelTarget SnmpAdminString,
fdNotify€hannelQueueDepth Unsigned32,
fdNetifyChannelAntiStreamRate Unsigned32,
fdNotifyChannelMaxSize Unsigned32,
fdNotifyChannelSegNum Counter32,
ffdNotifyChannelDroppedCount Counter32,
fdNotifyChannelClearQueue TruthValue,
fdNotifyChannelStorageType StorageType,
fdNotifyChannelRowStatus RowStatus }

f@NotifyChannelOwner OBJECT-TYPE

SYNTZE SIMPAGMINSLring (S1ZE(L.-32))

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The owner of this entry. The exact semantics of this string are subject to
the security policy defined by the security administrator."

::= {fdNotifyChannelEntry 1}

fdNotifyChannelName OBJECT-TYPE
SYNTAX SnmpAdminString (SIZE(1..32))
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"A locally-unique, administratively assigned name for the notification
channel within the scope of fdNotifyChannelOwner."
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::= {fdNotifyChannelEntry 2}

fdNotifyChannelID OBJECT-TYPE

SYNTAX ITSUnsignedl6

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"A administratively assigned identifier which allows the SNMP Target
(manager) to uniquely identify this notification channel from all others
that it might receive."

::= {fdNotifyChannelEntry 3}

fdNotifyfChannelTarget OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE(1..32))
MAX-A(QCESS read-create
STATUS current

DESCRIPTION
"Thd unique identifier associated with the snmpTargetAddrEntry to which the
notijfication should be sent."

::= {fldNotifyChannelEntry 4}

fdNotifyChannelQueueDepth OBJECT-TYPE

SYNTAX Unsigned32

UNITS "notification packets"
MAX-AQCESS read-create

STATUS current

DESCRIPTION
"Thd number of Notification Packets that the Notificatigh/Channel will allow
within the queue (i.e., when the anti-streaming rate,\hds been exceeded) ."
::= {fldNotifyChannelEntry 5}

fdNotifyChannelAntiStreamRate OBJECT-TYPE

SYNTAX Unsigned32

UNITS "notification packets per minute"
MAX-A(QCESS read-create

STATUA current

DESCRIPTION
"Thd maximum number of notification Pa€Rets that this Notification Channel
will send within any minute (from l@cal top of minute to next top of
minyte) . Notification Packets received for transmission after this number
has |been reached shall be queued Q¥ dropped according to the rules defined
in JSO/TS 20684-4, Section 6.2.4°2 and 6.2.4.3."

::= {f{dNotifyChannelEntry 6}

fdNotifyChannelMaxSize OBJECI=TYPE

SYNTAX Unsigned32
UNITS "octets"
MAX-A(QCESS read-creatée
STATUS current

DESCRJPTION
"Thqg maximum sige of any notification allowed to be sent on this channel.
Thid value ghduld normally be set to the same value as
fdNqtificatiensMaxSize, unless the target to which the notifications are to
be dent supports a lower threshold."

1= {f{dN6gifyChannelEntry 7}

fdNotifyChannelsegNum OBJECI-TYPE

SYNTAX Counter32

UNITS "notification packets"

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of Notification Packets generated by this Notification Channel
since the channel was last activated. The sequence number encoded into the
fdNotificationPacketOneOff or fdNotificationPacketAggr message shall equal
the lower two octets of this value once it is incremented for the new
notification."

::= {fdNotifyChannelEntry 8}

fdNotifyChannelDroppedCount OBJECT-TYPE
SYNTAX Counter32
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UNITS "notification packets"

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of Notification Packets generated by this Notification Channel
that have been dropped prior to transmission for any reason since the
channel was last activated."

::= {fdNotifyChannelEntry 9}

fdNotifyChannelClearQueue OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"A command that, when set to true, will clear the anti-streaming queue of
notifications that are awaiting transmission. The
fdNotifyChannelDroppedCount shall be incremented for each notification
cleared from the buffer when this occurs. Clearing the queue will notixaffect
the buffers managed by the Notification Aggregator."

::= {fdNotifyChannelEntry 10}

f@NotifyChannelStorageType OBJECT-TYPE
SYNTAX StorageType
MAX-ACCESS read-create
STATUS current
DESCRIPTION
"The storage type used to store the definition of this Notification Channel."
::= {fdNotifyChannelEntry 11}

f@NotifyChannelRowStatus OBJECT-TYPE

SYNTAX RowStatus

MAX-ACCESS read-create

STATUS current

DESCRIPTION
"The status of this conceptual row. Any attempt to modify any read-create
object within this conceptual row, :dEher than this object and
fdNotifyChannelClearQueue, while the value of this object is active (1)
shall result in an inconsistentV@lue error."

::= {fdNotifyChannelEntry 12}

f@NotificationData OBJECT-TYPE

SYNTAX ITSOerString

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The data contained”in the most recent notification generated by any
Notification Channel. This object packages data related to (potentially)
multiple evepnts/into a single compact structure. The contents of this OCTET
STRING shall*’Be defined by the following ASN.1l structure encoded with the
Octet Engeding Rules (OER).

FdNetificationPacket ::= SEQUENCE {
fdNotifyChannellID INTEGER (0..65535),
fdNotifyChannelSegNum INTEGER (0..65535),
fdNotifyEvents FdNotificationEvents }

FANOTl1TIl1cationkvents oLQUENCE OF FANOTI1ITICatlonkvent

FdNotificationEvent ::= SEQUENCE ({
fdNotifyFactoryEventId INTEGER (0..65535),
eventTimestamp ITSDailyTimestamp,
notificationLatency ITSUnsigned8,
data FdNotificationData }

FdNotificationData ::= CHOICE {
dataValue OCTET STRING,
dataError ITSPduErrorStatus (-128..127)}

The values for fdNotifyChannelID, fdNotifyChannelSegNum, and
fdNotifyFactoryEventId represent the objects with the corresponding names,
with the sequence number representing the value of the object after the new
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notification packet is generated.

The eventTimestamp represents the UTC time-of-day at which the trigger that
initiated the notification event was fired. The notificationlLatency
represents the base 2 logarithm of the number of milliseconds that elapsed
between the eventTimeStamp and the time at which the collection of data
finished, multiplied by 10 and rounded to the nearest integer value. For
example, if exactly one second (1000 ms) elapsed between the detection of
the event and the collection of the notification data, the notification
latency value would be round(log2(1000) * 10) = round(9.966 * 10) =

round (99.66) = 100. A latency value of 255 represents a latency in excess of
12.73 hours.

The |[dataValue represents the OER encoded value of the object referenced by

fdNqtifyFactoryObjectID as obtained using the fdNotifyFactoryObjectContext

and |the security details associated with the SNMP Target of the Notification

Charjnel identified by fdNotifyChannelOwner and fdNotifyChannelName. If the

reqyest for this data fails using this security information, the data field

shalll contain the dataError value instead to indicate the type of failure.,l
::= {fldNotification 7}

fdNotifijcationPacket NOTIFICATION-TYPE

OBJHCTS { fdNotificationData }
STATUS current
DESURIPTION

"The notification used by each Notification Channel. Thé fdNotificationData
objdqct shall be populated with the data to be sent with ,tHe) notification
immddiately prior to generating the notification."

::= { fdNotificationTypes 1 }

e ok k A A H AR A A kA kA Ak kA hkkh kA hhk ko hk kA hk kA hhkhhhkhkhk ko hkh Ak kA hhk Ak kA RRK A A Ak k Ak hkhkkhkkhkhkhkhkhkkhkkxkkxk

-— A.1.4 Conformance Information
P R B S R R S R R R R R R R I I R S I I I I I I I I e I I

fdNotificationMIBCompliance MODULE-COMPLIANCE
STATUA current
DESCRJPTION
"Thqg conformance statement for the field device notification MIB."
MODULH -- this module
MANQATORY-GROUPS {
fdNotifyFactoryCapabilitiesGroup,
fdNotifyFactoryManagementGroup,
fdNotifyFactory€oniigurationGroup,
fdNotifyFactoryStatisticsGroup,
fdNotifyChanne¥CapabilitiesGroup,
fdNotifyChannelConfigurationGroup,
fdNotifyGhannelStatisticsGroup,
fdNotifyChannelClearGroup,
fdNotificationEnableGroup,
fdNofificationDataGroup,
fdNotificationGroup
}

::= {{ldNotificationCompliances 1}

fdNotifyFeaOtoryCapabilitiesGroup OBJECT-GROUP
OBJECTS T
fdNotificationsModeSupport
}
STATUS current
DESCRIPTION
"Management information that identifies the capabilities of each
fdNotifyFactoryEntry."
REFERENCE "Clause 6.4.2.1"
::= {fdNotificationGroups 1}

fdNotifyFactoryManagementGroup OBJECT-GROUP
OBJECTS {
fdNotifyFactoryRowStatus

}
STATUS current
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