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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

For conformance testing in C-ITS, ETSI developed a generic initial test architecture, published in
Reference [6]. Considering the ITS station and communication architecture for C-ITS specified in
ISO 21217 and implementations of ITS station units being compliant with the ITS-S station-internal
management communications protocol (IICP) specified in ISO 24102-4, conformance testing can
be simplified and related effort and cost can be reduced by applying the extended test architecture
specified in this document. IICP enables remote access to all points of control and observation (PCO)
of the implementation under test (IUT) without the need to implement IUT-specific upper tester

L. 4 a1 4+ i
ap DITCAUIUILS dITU TUVWTT LTSTTT dtUlTSS.

Understanding of this document requires knowledge of:

— | the ITS station and communication architecture specified in [SO 21217,
—| the IICP specified in ISO 24102-4, and

—| the related MX-SAP service primitive functions specified in ISO 24102¢3

Fufther knowledge of standards related to conformance testing with- TTCN-3 is also recommlended, for
example:

— | Reference [6] on the framework on C-ITS conformance testing, and

—| Reference [7] on the TTCN-3 core language.
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Intelligent transport systems — Cooperative ITS — Test
architecture
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Her test (IUT) residing in a system under test (SUT).

Normative references

Thf following documents are referred to in the text in such a way that'some or all of the
stitutes requirements of this document. For dated references, only)the edition cited applies. For

Hated references, the latest edition of the referenced document (including any amendment

21217:2014, Intelligent transport systems — Communications access for land mobiles
Chitecture

24102-3, Intelligent transport systems — Communicdtions access for land mobiles (CAL
tion management — Part 3: Service access points

24102-4, Intelligent transport systems — Cominunications access for land mobiles (CAL
tion management — Part 4: Station-internal management communications

Terms and definitions
" the purposes of this document/the following terms and definitions apply.

and IEC maintain terminological databases for use in standardization at the following ad

IEC Electropedia: available at http://www.electropedia.org/

[SO Online browsing platform: available at http://www.iso.or

3.1
i
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lementatiomunder test

part of a real’'system which is to be studied by testing

3.

testing of
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ir content
5) applies.
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real system in which an IUT (3.1) resides

4

CI
[1C
[1C

Abbreviated terms

communication interface
ITS-S internal management communications

A [IC agent
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[ICM

[ICP

ITS
ITS-SCU
ITS-SCU-ID

pPCO

[IC manager

[IC protocol

intelligent transport systems

ITS station communication unit

ITS-SCU identifier

PDU

TTCN-3

point of control and ahservation
r

protocol data unit

testing and test control notation version 3

5 Conyentions

In this do¢ument, text presented in Courier font indicates ASN.1 codes.

6 Test|system architecture

6.1 General

The generjal test system architecture is illustrated in Figure T\It shows how an implementation un

test (IUT]

contained in a system under test (SUT) is comitécted to the ITS test system via a loy

layers link and an upper tester transport link and a configuration/notification link. These links all
accessingthe points of control and observation (PCO)©f'the IUT.

ler
er

Codec

ITS test system SUT
Upper tester
Test control application
TTCN-3 test components
IUT
utPort ItPort cnPort
Test addpter |
Upper test | ITS lower G ey EIUBIEEYY ITS lower Upper tester
il 1 notification notification 1 . :
ans ayerS transport transport ayers ranspor

Lower layers link

Configuration/
notification link

Upper tester transport link

Figure 1 — General conformance test system architecture

The lower layers link may end up in the SUT at the block “ITS lower layers”, in case lower layers are used
during testing, or directly at the lower interface of the [UT. The upper tester transportlink ends up in the
SUT at the block “upper tester transport”. This “upper tester transport” block together with the “upper
tester application” block provides the test access to the upper interface of the IUT. The configuration
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and event notification link is needed for testing of some [UTs, e.g. to set initial conditions and to retrieve
status information, allowing remote access to the management/security SAPs in the SUT.

The links shown in Figure 1 between the ITS test system and the SUT indicate connectivity between
entities in the two systems and the physical implementation of these links is implementation dependent.
For example, the three logical links shown may be implemented on a single physical communication
medium such as a single Ethernet connection between the ITS test system and the SUT.

Following the ITS station and communication architecture specified in ISO 21217 (see Figure 2),an IUT
can be a protocol or an ITS-S application process located in the

— | ITS-S access layer (e.g. ITS-M5 specified in ISO 21215/1S0 21218), '<\
— | ITS-S networking and transport layer (e.g. FNTP specified in ISO 29281-1), (19
— | ITS-S facilities layer (e.g. the LDM specified in ISO 18750), qu)
—| ITS-S management entity, or (I,Q
—| ITS-S security entity. 6%
&
S

Application N
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P\

Facilities
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Networking and
Transport

-
=
(5]
=
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5]
=
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=,
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Figure 2 — ITS station architecture

An IUT may include functionalities in more than one architectural layer, for example, functionality in the:

— ITS-S access layer and the ITS-S networking and transport layer;
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— ITS-S
— ITS-S
— ITS-S

networking and transport layer and the ITS-S facilities layer;
facilities layer and the ITS-S applications entity;

access layer and the ITS-S networking and transport layer and the ITS-S facilities layer;

— ITS-S networking and transport layer and the ITS-S facilities layer and the ITS-S applications entity;

— ITS-S access layer and the ITS-S networking and transport layer and the ITS-S facilities layer and the

ITS-S
Additiona

security entity.
Regardlegs of the functionalities under test, the IUT in principle has these three PCOs shown.in Figure 1

The IUT may be accessed using the ITS station-internal management communications protocol (11

specified
while 6.3
general 1]

6.2 IICP test system architecture without test CI

When the
are reduc
The ITS t4
each of t}
ISO 21217
in ISO 241
range spe

applications entity.

Hy—r T reotrehrdte—frmetomrity——the—FFS=S . et

n ISO 24102-4, as illustrated in 6.2 and 6.3. 6.2 describes the general [ICP test architectu
describes the extention of 6.2 needed in case the ITS-S access layer is,used in the SUT. 1
[P reference architecture is illustrated in 6.4.

IUT does not involve access layer functionality, and applyingIICP, the three links in Figur
bd to one physical link, e.g. an Ethernet cable with RJ45 connectors, as illustrated in Figurg
st system and the SUT, together, act as parts of a “vittual” ITS station unit (ITS-SU) wh

. The ITS-SCU-ID (address of an ITS-SCU) of the ITS test system has the value 3 as specif
02-4. The ITS-SCU-ID of the SUT for the purpose of conformance testing is within the v3
cified in ISO 24102-4.

"Virg@ﬁ%s-su

ITS test system (ITS-SCU) _

Test control SUT (ITS-SCU)
~ S
é TTCN-3 testcomponents (ITS-S
S management
ui:Pa~ >J [tPort cnPort entity) IUT
[ICP

O‘ Dispatcher

&?S I (ITS-SCU-ID = 3)

hese two units constitutes an ITS station commuication unit (ITS-SCU) as specified| i

e 3.
bre

ed
lid

% Test adapter

ITS station-internal network

Figure 3 — IICP-based simple conformance test system architecture

The dispatcher in Figure 3 needs to know the actually valid configuration of the ITS-SCU and the IUT in
order to properly establish the three links between SUT and ITS test system. Details of the dispatcher
are specified in Clause 10.
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6.3 IICP test system architecture with test CI

For some conformance tests (e.g. testing of an ITS-S access technology or using an ITS-S access
technology as “lower layer” below an [UT), a separate test Cl is used as illustrated in Figure 4. This test
CI constitutes a third ITS-SCU of the “virtual” test ITS-SU. The ITS-SCU-ID of the test CI has the value 4
as specified in ISO 24102-4.

"Virtual" ITS-SU

ITS test system (ITS-SCU)

Test control SUT (ITS-SCU) '<\
N
ks TTCN-3 test components (ITS-S IUT
8 management
utPort ItPort | cnPort entity) C with ITS-S access
e (N2 layer
Dispatcher
(ITS-SCU-ID = 3)
Test adapter N
p \\\<<

ITS station-internal network

S =
‘ %ét CI unit (ITS-SCU) %
R\ ol
([Fs-s %
R management ITS-S access layer E
q entity) %
Same access é
Lee technology E
(ITS-SCU-ID = as used in SUT é
4) B
| |

Figure 4 — IICP-based conformance test system architecture with test CI

Th l’tPUl t LUllllULtb tU ‘Chc tcat CI Ubills IICP T}IU tUbt CI LUllllULtD tU t}lC IUT uaiug ‘Chc I'Cop Cthe ITS
communication link. Thus, the test CI just performs a conversion between the ITS-S access layer stream
and the ITS-ASDU of the IN-SAP (see ISO 21217:2014, Figure 12). The test Cl is considered to be a “golden
device” that does not introduce any errors that could lead to a wrong result in conformance testing.

The dispatcher in Figure 4 needs to know the actual valid configuration in order to properly establish
the three links between the SUT and ITS test system. By detecting ITS-SCU-ID=4, the dispatcher knows
that a test Cl is involved.

6.4 IICP reference architecture

The IICP reference architecture specified in ISO 24102-4 is illustrated in Figure 5.

© IS0 2017 - All rights reserved 5
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API
Communications
ITS-S security ITS-S management entity ITS-S facilities layer
entity
=) ITS station-Internal
] . .
£ 2 managment Communication
g’ E Agent (IICA)
g N
= 5 { NF-sap )
E 2 S —
= N 3§
o a = 9
o < = ®
o [%2] o O
= A o=z
7} s = g
2 ]
= N % £ .
= »n B ITS-S networking and transport layer
: 235
(95} ITS-S access layer
(‘}S \LAN CI
CI selection N\
mana s“\ ITS station-
ger 0 internal
(_{ network
/ 0 access
Figure 5 — IICP referencearchitecture
The IICP gssentially is performed in the [ICM presented in Figure 5. The IICA just performs forwardjng
of IICP PQUs between the MF-SAP and the NF-SAP. IICA uses a link between the SUT and the ITS test
system, eljg. UDP/IP with dynamically assigned UDP port numbers or FNTP with the ITS port number
PORT_IIC [ 32764 specified in ISO 24102-4.
IICP, in general, provides four different\groups of functions as specified in ISO 24102-4:
a) simulption of a communicatiénSAP (IN-SAP, NF-SAP, FA-SAP) in a management SAP for upper gnd
lower|tester access;
b) remofe access to a management SAP (MX-SAP):
— MA-SAP: foran TUT in the ITS-S applications entity;
— MF-SAP:fer'an IUT in the ITS-S facilities layer;
— MN-SAP: for an IUT in the ITS-S networking and transport layer;
— MI-SAP: for an IUT in the ITS-S access layer;
— MS-SAP: for an IUT in the ITS-S security entity;
c) general commands to be executed in a remote ITS-S management entity;
d) IICP-internal commands used to maintain IICP.

Two types of IICP messages to be exchanged between ITS-S management entities of ITS-SCUs are
defined in ISO 24102-4, i.e. IIC-Request and IIC-Response. IICP messages are exchanged between the
dispatcher in the test adapter and the ITS-S management entities in the SUT and the test CI via the
station-internal network of the “virtual” ITS-SU constituted by the two or three ITS-SCUs, i.e. the ITS
test system, the SUT and optionally, the test CI as illustrated in Figures 3 and 4.

© ISO 2017 - All rights reserved
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Each IIC-Request containing a payload to be used for testing shall be acknowledged with an empty IIC-
Response, thus IIC-Responses are not visible to the TTCN-3 test system, but are completely managed
inside the dispatcher. The payloads of [IC-Requests are MX-SAP functions presented in Table 4 (utPort),
Table 5 (ItPort) and Table 6 (cnPort). These functions perform remote SAP access on MX-SAPs and remote
requests to perform actions inside an ITS-S management entity. Only the payload part presenting the
content of such a remote request is either produced in the TTCN-3 test system or consumed there. Thus,
the dispatcher in the test adapter performs packing and unpacking of remote requests for the three
TTCN-3 ports.

As in some tests, e.g. the testing of IICP, exchange of IIC-Requests and IIC-Responses may be part of the
prq ; ity Tsti f = -Responses
used to exchange test information and IIC-Requests and IIC-Responses being part of the IUT behaviour.
Thiis distinction is done by means of the IICP address, ITS-SCU-ID contained in the SougcelS-SCU-ID
anfl DestinationITS-SCU-ID fields of these messages. The unique address of the ITS test/system ITS-SCU
is ITS-SCU-ID = 3 as specified in ISO 24102-4. The unique address ITS-SCU-ID of thie SUT is in|the range
of B through 66 534 and may be selected by different means, e.g. using the initialisation prgcedure of
IIJP specified in ISO 24102-4 or by static settings. In case IIC-Requests and IIG-Responses gre part of
the IUT protocol, then a second set of ITS-SCU-IDs is needed; one value t0bé used in the TTCN-3 test
system and another value used in the SUT to serve the needs of the IUT:

7 | IICP usage for conformance testing

7.1 General

The following subclauses specify details of IICP to perférm conformance testing, e.g. by “simplation” of
communication SAPs and by remote execution of matfdgement and security commands.

7.2 IUT in an ITS-S communications layer

7.2.1 ITS-S access layer

Fol an IUT in the ITS-S access layer; the IICP test architecture presented in Figure 4 applies.
IN{SAP test access shall be performed as illustrated in Figure 6 using the IICP command:

—| SimIUTcmd:

— upper tester. access from ITS test system (utPort) to SUT (MI-SAP)

— lower tester access from ITS test system (ItPort) to Test CI (MI-SAP)

—| SimIUZFLeq:

—, wupper tester access from SUT (MI-SAP) to ITS test system (utPort)

= lower tester access from Test CI (MI-SAP) to ITS test system (ItPort)

specified in ISO 24102-4 with
— SimIUTcmd: :=INsapPrimitivesDown,
— SimIUTreq: :=INsapPrimitivesUp

specified in ISO 24102-3.

© IS0 2017 - All rights reserved 7
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MI-rcmd (SimIUTcmd)
(INsapPrimitivesDown)

— >

ITS-S access layer

¢
MI-rreq (SimlUTreq)
(INsapPrimitivesUp)

Figure 6 — IN-SAP simulation for IUT in ITS-S access layer

In additioh to using these service primitives, the SUT shall be set to a test mode’such that the IN-SAP is
disabled gnd replaced by the simulated access via the MI-SAP. This setting:shall be activated using IICP
as specifi¢d in Annex A.

R}

t),

In order o perform settings in the IUT and to receive notificatigns/of events from the IUT (cnPo
remote access to the MI-SAP specified in SO 24102-4 shall be uséd:

— IICP MiI-rcmd: sent from test adapter (cnPort) to perfornpan initial setting in the IUT;

— IICP MI-rreq: to receive a notification from the [UT that is forwarded from the test adapter| to
the cpPort;

— IICP MI-rget: sent from test adapter (cnPort).to retrieve an [-Parameter value from the IUT. The
requested value is returned in a separate HEG-Request;

— IICP MlI-rset: sent from test adapter’ (cnPort) to set an I-Parameter value in the IUT. The
ackndwledgement of the set command is returned in a separate I[IC-Request.

7.2.2 ITS-S networking and transport layer

For an IUT in the ITS-S networking and transport layer, the lower layers link of Figure 1 may end|up
directly af the IUT such thab no ITS lower layers block is to be considered (test architecture presented
in Figure 3 applies) or-at.the ITS lower layers block (test architecture presented in Figure 4 appli¢s).
In case ng ITS-S access layer is used (lower layers block), the IN-SAP shall be disabled using IICP|as
specified In Annex*AJand the access to the IN-SAP shall be performed as illustrated in Figure 7 using the
IICP remote aceess to the MN-SAP:

— SimN[LTomd: lower tester access from ITS test system (/tPort) to SUT (MN-SAP)

— SimNLTreq: lower tester access from SUT (MN-SAP) to ITS test system (ItPort)
specified in ISO 24102-4 with

— SimNLTcmd: :=INsapPrimitivesUp,

— SimNLTreq: :=INsapPrimitivesDown

specified in ISO 24102-3.

NF-SAP test access shall be performed as illustrated in Figure 7 using the IICP command:

— SimNUTcmd: upper tester access from ITS Test System (utPort) to SUT (MN-SAP)

8 © IS0 2017 - All rights reserved
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— SimNUTreq: upper tester access from SUT (MN-SAP) to ITS Test System (utPort)

specified in ISO 24102-4 with

— SimNUTcmd: :=NFsapPrimitivesDown,

— SimNUTreq: :=NFsapPrimitivesUp

specified in ISO 24102-3.

In addition to using these service primitives, the SUT shall be set to a test mode such that the NF-SAP is

. 1.1 1 1 h | 1.1 1 . 1 1 . 1 DN C A D] - . 1 ARER - 1 .
dl.‘. dDICU dIIU TEPIdCCU DY LIIC SIHITUIALEU dCLCSS Vid LIIC MIIN=OAT. TII15 SCLLLE SIIdIT DC dtlIvdilceU Slng IICP
as ppecified in Annex A.

MN-rcmd (SimNLTcmd)
( )

—>
MN-rcmd (SimNUTcmd)
(NFsapPrimitivesDown)

MN-rreq (SimNUTreq)

(NFsapPrimitivesUp)

MN-rreq (SimNLTreq)
( )

Figure 7 — IN-SAP and NF-SAP simulation for IUT in ITS-S networking and transport layer

In prder to perform settings in the [UT and to receive notifications of events from the IUT, remlote access
to the MN-SAP specified in [SQ.24102-4 shall be used:

— | IICP MN-rcmd: sent from test adapter (cnPort) to perform an initial setting in the IUT;

— | IICP MN-rreq: toreceive a notification from the IUT that is forwarded from the test adapter to
the cnPort.

7.32.3 ITS-S'facilities layer

Fol an IUT in the ITS-S facilities layer, the lower layers link of Figure 1 may end up directly pt the IUT
su¢h that no ITS lower layers block is to be considered (test architecture presented in Figure|3 applies)
or |at’the ITS lower layers block (test architecture presented in Figure 4 applies). In cas¢ no ITS-S
networking and transport layer and no ITS-S access layer are used (lower layers block), the NF-SAP
shall be disabled using IICP as specified in Annex A and the access to the NF-SAP shall be performed as
illustrated in Figure 8 using the IICP remote access to the MF-SAP:

— SimFLTcmd: lower tester access from ITS test system (/tPort) to SUT (MF-SAP)
— SimFLTTreq: lower tester access from SUT (MF-SAP) to ITS test system (ItPort)
specified in ISO 24102-4 with

— SimFLTcmd: :=NFsapPrimitivesUp,

— SimFLTreq: :=NFsapPrimitivesDown

© IS0 2017 - All rights reserved 9
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specified in ISO 24102-3.

FA-SAP test access shall be performed as illustrated in Figure 8 using the IICP command:
— SimFUTcmd: upper tester access from ITS test system (utPort) to SUT (MF-SAP)

— SimFUTreq: upper tester access from SUT (MF-SAP) to ITS test system (utPort)
specified in ISO 24102-4 with

— SimFUTcmd: :=FAsapPrimitivesDown,

— SimFUTreq: :=FAsapPrimitivesUp
specified |n ISO 24102-3.

In additioh to using these service primitives, the SUT shall be set to a test mode such that.the FA-SAP is
disabled gnd replaced by the simulated access via the MF-SAP. This setting shall be activated using IICP
as specifi¢d in Annex A.

MF-rcmd (SimFLTcmd)

( )
—>
MF-rcmd (SimFUTcmd)

(FAsapPrimitivesDown)

ITS-Sfacilities layer
MF-rreq (SimFUTreq) &g ¢
(FAsapPrimi'tivesUp) $

N

MF-rreq (SimFLTreq)
( )

Figure 8 — NF-SAP and FA-SAP simulation for IUT in ITS-S facilities layer
In order t¢ perform settingsjn'the IUT and to receive notifications of events from the IUT, remote accgss
to the MF{SAP specifieddnISO 24102-4 shall be used:

— IICP MF-rcmd:serit from test adapter (cnPort) to perform an initial setting in the [UT;

— IICP MF-rreq: to receive a notification from the IUT that is forwarded from the test adapter to
the cqPort.

7.3 1IUT in the ITS-S management entity

This will be provided in a future edition of this document.

7.4 1IUT in the ITS-S security entity

This will be provided in a future edition of this document.
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Setting to test mode

Operating the SUT in test mode requires the following information:

a)

location of the [UT, which defines the interface(s) of the IUT for upper (/lower) tester access:

— ITS-S access layer: upper tester access is via IN-SAP;
— ITS-S networking and transport layer: upper/lower tester access is via NF-SAP;

— ITS-S facilities layer: upper/lower tester access is via FA-SAP;

b)

— ITS-S management entity: upper/lower tester access is via MX-SAPs;
— ITS-S security entity (not supported in this document);

— ITS-S application entity (not supported in this document);

lower tester access:

— usage of lower layers (below the IUT).

NOTE1 For simplicity, it is assumed that in case lower layers are used to"test an IUT, a whole proftocol stack

below the IUT, including a communication interface is used for testing.

§)

Hepce, disregard whether the applicant implemented IICR a$ an operational protocol for ITS

There may be IUTs which are architecturally located in more than one layer or entity. Either t
isspes of the IUT then are tested separately or anappropriate overall test is performed. In|
the tool to perform settings, as described below; shall be used by the dispatcher to descrih
copfiguration (upper access and lower access).

Th

SCP-ID=3. Test mode settings shall be‘provided to the SUT with the I[ICP command TestCor
specified in ISO 24102-4 and described below.

te

Te

te

Th

Applying unaligned PER, TestConfiglICP is presented in a single octet as illustrated in Table 1.

er tester access shall always be based on the IICP commands described in the present xocument.

I not.

he various

any case,
e the test

test mode shall be automatically activated by the SUT upon detection of an ITS-SCU|with ITS-

tConfigRg MCMDREQ: :={ &refMcmd 255, &Mcmd TestConfigIICP}
tConfigIICP: : =SEQUENCE.{

location BIT STRING (SIZE(6)),

reserved BIT(STRING (SIZE(2)) - set to '00'b

}
tConfigRes MCMDRES: :={&refMcmd 255, &Mcmd NULL}

above'specification of TestConfiglICP requires an update of ISO 24102-4.

Table 1 — TestConfiglICP (location of IUT)

Bit position Meaning
B7 ‘I’b: IUT is located in the ITS-S access layer.
This implies B1 set to ‘1’b.
B6 ‘I’b: IUT is located in the ITS-S networking and transport layer.
B5 ‘I’b: IUT is located in the ITS-S facilities layer.
B4 ‘I’b: IUT is located in the ITS-S management entity.
B3 ‘I’b: IUT is located in the ITS-S security entity.

© IS0 2017 - All rights reserved
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Table 1 (continued)

Bit position Meaning
B2 ‘I’b: IUT is located in the ITS-S application entity.
B1 Reserved for future use.
BO Reserved for future use.

NOTE 2  Details of enabling test mode operation in an implementation are not standardized.

Combinations of values of the bits B7, B6, B5, B4, B3 and B2 presented in Table 1 are valid values as
specified {n Table Z.

Table 2 — Valid TestConfiglICP values (B2 through B7)

B7 | B | B5 | B4 | B3 | B2 Comment 7
‘T’b |‘0'bl |'0'b |[‘0'b |‘0'b |‘0’b |IUT isimplemented in the ITS-S access layer only.
‘b |‘’b] |‘0'b |‘0O'b [‘0’b |‘0'b |IUT isimplemented in the ITS-S networking and transport layer only.
‘b |‘0'bl |'T’b [0'b |‘0'b |‘0’b |IUT isimplemented in the ITS-S facilities layer,only.
‘b |‘0'bl |'0'b |[0O'b |‘0'b |‘I’b |[IUT isimplemented in the ITS-S applicationg-entity only.
‘T’b |‘’b] |'0’b |[‘0'b |‘0'b |‘0’b |IUT isimplemented in the ITS-S access layer and the ITS-S networking
and transport layer.

‘b |‘b] |'T’b |[‘0'b |‘0'b |‘O’b |IUT isimplemented in the ITS-S networking and transport layer and in
the ITS-S facilities layer.

‘b |‘0'b|l |'T’b [‘0'b |‘0'b |‘I’b |[IUT isimplemented in the ITS:Sfacilities layer and the ITS-S applications
entity.

‘T’b |‘’b| |'T’b |[‘0'b |‘0'b |‘0’b |IUT isimplemented in theITS-S access layer and the ITS-S networking
and transport layer and in the ITS-S facilities layer.

‘b |b] |'T’b |[‘0'b |‘0'b |‘I’b |[IUT isimplemented in the ITS-S networking and transport layer and in
the ITS-S facilities layer and in the ITS-S applications entity.

‘T’b |‘’b] |'T’b |[‘0'b |‘0'b |‘I’b |[IUT isimplemented in the ITS-S access layer and the ITS-S networking
and transport layer and in the ITS-S facilities layer and in the ITS-S
applications entity.

‘b |‘0'bl |'0’b [‘I’'b |‘0'b |‘0’b |IUFisimplemented in the ITS-S management entity.
‘b |‘0'b] |'0'b [‘0'b |‘’b |‘0’b( [T is implemented in the ITS-S security entity.

‘b |‘0'b| |'Tb [‘T’'b |‘0'b |‘0’b * |IUT is implemented in the ITS-S management entity and uses the ITS-§
facilities layer. An example is FSAP specified in Reference [4].

‘b |’b] |'Tb [‘T'b |Bb-/|‘0’b |IUTisimplemented in the ITS-S management entity and uses the ITS-S

< facilities layer and the ITS-S networking and transport layer. An example
v is FSAP specified in Reference [4] combined with FNTP, specified in
\Q ISO 29281-1[5], however, this is not based on a standardized requiremept.

‘b |1’b kl?c‘l’b ‘b |‘0’b |IUT is implemented in the ITS-S management entity and uses the ITS-S
¢ facilities layer, the ITS-S networking and transport layer and the ITS-S
0 access layer. An example is FSAP specified in Reference [4] combined
with FNTP specified in ISO 29281-1[5] and a 5,9 GHz 802.11 radio spec-
ified in ISO 21215[1], however, this is not based on a standard and thus,
the test suite might
not directly support it. To be discussed.

Table 3 shows how utPort, ItPort and cfPort illustrated in Figure 3 are connected to the IUT for the valid
values presented in Table 1.
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B7 | B6 | B5 | B4 | B3 | B2 Upper tester Lower tester Configuration/
notification
(IICP reqRef)
‘b |['0'b |‘0'b |0’ |‘0'b |‘0'b |SimIUTcmd (248), Not applicable MI-Command-request (5)
Sim[UTreq (249) MI-Request-request (6)
MI-Get-request (7)
MI-Set-request (8)
‘b [1'b |‘0'b |‘0'b |‘0'b |‘0’b |SimNUTcmd (246), |SimNLTcmd (254), |MN-Command-Teduest (3)
SimNUTreq (247) SimNLTreq (255) MN-Requesftequést (4)
‘Ob |'Ob |‘’b [‘0'b [0'b |‘0'b |SimFUTcmd (244), |SimFLTcmd (252), MF-Comimand-request (1)
SimFUTreq (245) SimFLTreq (253) MF-Kelliest-requdst (2)
‘Opb |‘0'b ['0b |‘0'b |[‘0'b |‘’’b |[SimAUTcmd (242), |[SimALTcmd (250), |MA~<Command-reduest (10)
SimAUTreq (243) SimALTreq (251) MA-Request-requést (11)
Th [ |[0'b |‘0'b |‘0'b |‘0'b |SimNUTcmd (246), |Notapplicable MN-Command-request (3)
SimNUTreq (247) MN-Request-requést (4)
MI-Command-reqfpiest (5)
MI-Request-requeft (6)
MI-Get-request (7
MI-Set-request (8)
‘b [ |’ |‘0'b |‘0'b |‘0'b |SimFUTcmd (244); |SimNLTcmd (254), |MF-Command-request (1)
SimFUTreq (245) SimNLTreq (255) MF-Request-requdst (2)
MN-Command-reduest (3)
MN-Request-requést (4)
‘b |0b |’b |‘0'b |‘0'b |‘’’b [SimAUTcmd (242), |SimFLTcmd (252), MF-Command-request (1)
| SimAUTreq (243) SimFLTreq (253) MF-Request-requdst (2)
)® MA-Command-reduest (10)
MA-Request-requgst (11)
‘T’ |'’b |‘T’b [‘0'bCAHOD |‘0’'b |SimFUTcmd (244), |Notapplicable MF-Command-request (1)
4 SimFUTreq (245) MF-Request-requgst (2)
Q- MN-Command-reduest (3)
\<b v MN-Request-requ¢st (4)
‘&?? MI-Command-reqfiest (5)
Q_) MI-Request-requept (6)
MI-Get-request (7)
MI-Set-request (8)
‘b [’b |[’b |‘0'b |‘0'b |‘T’b |SimAUTcmd (242), |SimNLTcmd (254), |MF-Command-request (1)
SimAUTreq (243) SimNLTreq (255) MF-Request-request (2)
MN-Command-request (3)
MN-Request-request (4)
MA-Command-request (10)
MA-Request-request (11)

© IS0 2017 - All rights reserved

13


https://standardsiso.com/api/?name=83970fb999230866e78f437fdd9dbfb4

ISO/TS 20026:2017(E)

Table 3 (continued)

B7 | B6 | B5 | B4 | B3 | B2 Upper tester Lower tester Configuration/
notification
(IICP reqRef)
Tb [1’b |’b |‘0'b |‘0'b |‘I’b [SimAUTcmd (242), |Notapplicable MF-Command-request (1)
SimAUTreq (243) MF-Request-request (2)
MN-Command-request (3)
MN-Request-request (4)
MI-Command-request (5)
MI-Request-request (6)
MI-Get-request(7)
MI-Set-request (8)
MA-Command-request (1()
MA-Request-request (11)
‘O'b |‘O’bl |‘O'b |I’b [‘0'b |‘0’b |To be defined in a later edition of this documeént:
‘b |‘0’b] |‘O'b |‘0'b |‘I’b |‘0’b |[To be defined in a later edition of this document.
‘b [‘0'b| [ |[‘’b |‘0'b |‘0’b |SimFUTcmd (244), |SimFLTemd (252), |—
SimFUTreq (245) SimFLTreq (253)
and/or
SimAUTcmd (242),
SimAUTreq /243)
‘b |'’b| [‘b |‘Yb [‘0b |‘0'b |SimFUTcmd (244), |SiiNLTcmd (254), |—
SimFUTreq (245) SimNLTreq (255)
and/or
SimAUTcmd (242);
SimAUTreq /243)
‘I'b |‘'b| |’b |[‘’b |‘0'b |‘0’b |SimFUTcmd[244), |Notapplicable —
SimFUTreq (245)
and/or
SimAUTcmd (242),
SimAUTreq/243)
Other bit dettings To be defined in a later edition of this document.
9 Message types andformats
9.1 Unaligned PER
The binar fornyat of messages exchanged between the ITS test system and SUT based on the IICP shall
be retrieyed.from the ASN.1 modules in ISO 24102-4, ISO 24102-3 and related modules from whijch
imports are-performed—Hnalisred PERencodingshall beapphied:
9.2 utPort

Table 4 shows IICP request PDUs which can be selected for upper test access. The choice is performed
by the value of the ASN.1 component reqgRe f of the ASN.1 type PduRequest.

14
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Table 4 — IICP request PDUs for upper tester access

:2017(E)

PduRequest.reqRef PduRequest.iicpReq Location of IUT Direction

242 = 0xF2 SimAUTcmd ITS-S application From ITS test system to SUT
243 = 0xF3 SimAUTreq entity From SUT to ITS test system
244 = 0xF4 SimFUTcmd ITS-S facilities layer  |From ITS test system to SUT
245 = 0xF5 SimFUTreq From SUT to ITS test system
246 = 0xF6 SimNUTcmd ITS-S networking and |From ITS test system to SUT
247 = 0xF7 SimNUTreq transport layer From SUT to ITS test system
2418 = 0xF8 SimIUTcmd ITS-S access layer From ITS test systeﬂa to SUT
249 = 0xF9 SimIUTreq From SUT toATS tesf system

Th binary format of I[IC-Requests, for example, of an IUT residing in the ITS-S networking and
layler (FNTP specified in ISO 29281-1[3]) is illustrated in B.2 and B.3 (see AnnexA).

9.3 I1tPort

transport

Table 5 shows IICP request PDUs which can be selected for lower testéraccess. The choice is performed

Evalue of the ASN.1 component regRef of the ASN.1 type PduReguest.

Table 5 — IICP request PDUs for lower tester access

PdJuRequest.reqRef PduRequest.iicpReq ]&ation of IUT Directior
250 = 0xF2 SimALTcmd ITS=S application entity [ From ITS test systemn to SUT
2591 = 0xF3 SimALTreq From SUT to ITS tegt system
252 = 0xF4 SimFLTcmd ITS-S facilities layer From ITS test systefn to SUT
253 = 0xF5 SimFLTreq From SUT to ITS tedt system
254 = 0xF6 SimNLTcmd ITS-S networking and |From ITS test system to SUT
255 = 0xF7 SimNLTreg transport layer From SUT to ITS tedt system
248 = 0xF8 SimIUTcmd ITS-S access layer From ITS test systen to
test CI
249 = 0xF9 SimIVTreq From Test CI to ITS fest
system
Th binary format of lIE-Requests, for example, of an IUT residing in the ITS-S networking and|transport
layler (FNTP specifiedin ISO 29281-1[5]) is illustrated in B.4 and B.5 (see Annex B).
9.4 cnPort
Table 6 shows IICP request PDUs which can be selected for remote management SAP access. The choice
is performed by the value of the ASN.1 component reqRef of the ASN.1 type PduRequest.
Table 6 — IICP request PDUs for management SAP access
PduRequest.reqgRef PduRequest.iicpReq Location of IUT Direction
10 = 0x0A MA-Command-request ITS-S application entity | From ITS test system to SUT

11 = 0x0OB MA-Request-request From SUT to ITS test system
1=0x01 MF-Command-request ITS-S facilities layer From ITS test system to SUT
2 =0x02 MF-Request-request From SUT to ITS test system
3 =0x03 MN-Command-request ITS-S networking and |From ITS test system to SUT
4 =0x04 MN-Request-request transport layer From SUT to ITS test system

© IS0 2017 - All rights reserved
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Table 6 (continued)

PduRequest.regRef

PduRequest.iicpReq

Location of IUT

Direction

5=0x05

MI-Command-request

ITS-S access layer

From ITS test system to SUT

6 = 0x06 MI-Request-request From SUT to ITS test system
7 =0x07 MI-Get-request From ITS test system to SUT
8 =0x08 MI-Set-request From ITS test system to SUT
9 = 0x09 McmdRg ITS-S management Bidirectional

entity

The IICP nlequest PDU “McmdRg” may select different management functions. Mcmd is identified by, the

value of the ASN.1 component mCmdRe f of the ASN.1 type McmdRq as illustrated in Table 7.

Table 7 — IICP request PDUs for remote management entity access

McmdRq. hCmdRef  |McmdRq.memd Description (from 1SO 24102}4)

0 =0x00 pingReq Octet string with random data to be replied.

1=0x01 vCIinfoRqg Request to all ITS-SCUs containing afrouter, to report about
existing VCIs.

2 =0x02 vCIupdateRqg Information on change of VCI information to be stored in VCI list.

3 =0x03 getParam24102Rg  |Retrieves the value of a mandagement parameter Param24103
specified in ISO 24102-L

4 =0x04 setparam24102Rg  |Sets the value of a management parameter Param24102
specified in ISO 24102-1.

255 = OxFF testConfigRg Sets test configuration as specified in Clause 5.

9.5 IICP management

The only

ICP request PDU used for IICP managéient purposes, i.e. not for test purposes, is the ITT|S-

SCUalive command of which the binary.presentation is shown in Table 8. This message shall|be

managed py the dispatcher without harmifigithe conformance test process.

Table:8 — IICP management request

Octet # Attrib)l{éf?ield Hex presentation Description
IIC-Request ::= SEQUENCE {

Oto1l sourcelTS-sculd’i= INTEGER(0..65535) 0x0000 OxFFFF |SourcelTS-SCU-ID =8
..65534

2to3 destinationITS-sculd ::= INTEGER(0..65535) {00000 OxFFEFF |DestinationITS-SCU-ID =B

4to5 pduCourter ::= INTEGER(0..65535) even value 0,2,..65534

pduRequest ::= SEQUENCE {
pduRef ::= INTEGER(0..255) 0x00 indicating PduRequest
iicpPDU = PduRequest ::= SEQUENCE { 0x04 Length of this CLASS

object

8 reqRef ::= INTEGER(0..255) 0x00 0: ITS-SCUalive

9 iicpReq = ITS-SCUalive ::= SEQUENCE { 0x02 Length of this CLASS
object

10 message ::= INTEGER(0..255) 0x00: alive
0x01: delete
O0xFF: new

11 its-scuType ::= INTEGER(0..255) 0x01: host
0x02: router
0x03: ITS test system
O0xFF: any

16 © IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=83970fb999230866e78f437fdd9dbfb4

ISO/TS 20026:2017(E)

Table 8 (continued)
Octet # Attribute/Field Hex presentation Description
} --iicpReq
} -- ilicpPDU
} -- pduRequest
12 to 13 secRq ::= OCTET STRING [SIZE(0..65535)] 0x0000 not used
} -- IIC-Request

Thi BBt sackrrormredwedrith-theHEP - i Faboteo-

Table 9 — IICP management response
Qctet # Attribute/Field Hex presentation r\(]ﬁescript on
[IC-Response ::= SEQUENCE {
0fo1 sourcelTS-sculd ::= INTEGER(0..65535) 0x0000 OxFFEF.{SourcelTS-SCU-ID =8
..65534
2103 destinationITS-sculd ::= INTEGER(0..65535) |0x0000 OxXEPFF |DestinationITS-§CU-
ID=3
41405 pduCounter ::= INTEGER(0..65535) request (Malue 1,3,..65535
plus 0bde
pduResponse ::= SEQUENCE {
6 pduRef ::= INTEGER(0..255) 0x01 indicating PduR¢sponse
7 iicpPDU = PduResponse ::= SEQUENCE { 0x04 Length of this CI{ASS
object
8 reqRef ::= INTEGER(0..255) 0x00 0: ITS-SCUalive
9 iicpReq = ITS-SCUalive ::= SEQUENCE { 0x02 Length of this CI{ASS
object
10 message ::= INTEGER(0..255) 0x00: alive
0x01: delete
0xFF: new
11 its-scuType ::= INTEGER(0..255) 0x01: host
0x02: router
0x03: ITS test syptem
0xFF: any
} -- licpReq
} --AicpPDU
12 errorStatus ::= INTEGER(0..255) 0x00: success
0x01: pduUnknwon
0x02: duplicatelTS-sculd
0x03: invalidAliyeMessage
0x04: invalidITSkcuType
0xFF: unspecifiedFailure
} -- pduResponse
13to 14 secRs ::= OCTET STRING [SIZE(0..65535)] 0x0000 not used
} -- IIC-Response

10 Dispatcher

The dispatcher is presented in Figures 3 and 4. The dispatcher performs filtering, multiplexing and de-
multiplexing of [ICP messages and maintains the IICP as specified in ISO 24102-4.

The filter task shall ensure that [ICP messages that are not intended for testing are completely managed
inside the dispatcher, i.e. are never forwarded to the TTCN-3 test components.

© IS0 2017 - All rights reserved
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The multiplexing and de-multiplexing tasks shall ensure that

— the test payload of [ICP messages from the SUT or the test Cl intended for testing is forwarded to the
appropriate test port of the TTCN-3 test components, and

— messages coming from the test ports of the TTCN-3 test components are correctly installed as
payload in IICP messages and forwarded to the appropriate entity, i.e. either the SUT or the test CI.

The maintenance task shall manage the [ICP ITS-SCUalive message as specified in ISO 24102-4.

NOTE Typically, the dispatcher is implemented with Javal), running on the same Windows?2) PC on which the
TTCN-3 tegttool1s executed.

1) Javais the trademark of a product supplied by Oracle Corporation. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO of the product named. Equivalent products
may be used if they can be shown to lead to the same results.

2) Windows is the trademark of a product supplied by Microsoft. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO of the product named. Equivalent products
may be used if they can be shown to lead to the same results.
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Annex A
(normative)

IICP conformance test

:2017(E)

This annex deals with the special considerations needed for testing of IICP, i.e. having IICP as IUT.

As
SA
teg

Ac
fol

the [ICP is a protocol inside the ITS-S management entity without specified interfaces exce
P interface towards the communications protocol stack, testing of the IICP partly requir
t application which logically resides inside the ITS-S management entity of the SUT.

Cess to the upper test application residing in the ITS-S management entity. of the SU'I
owing extension of [ICP:

testIicpRqg MCMDREQ: :={&refMcmd 254, &Mcmd TestIicp}
-— the below definition of TestIicp using CLASS is a redeiirition

and requires an update of ISO 24102-4:2013
IICPtestRef: :=INTEGER/{

c-msRcmd (1),
c-maRcmd (2),
c-mfRcmd (3),
c-mnRcmd (4),
c-miRcmd (5)
} (0..255)
IICPTR: :=CLASS{
&cmdRef IICPtestRef UNIQUE;
&cmd

}

TestIicp: :=SEQUENCE {
commandRe £ IICPTR. &gmdRef ({IicpTestCmds}),
command IICPTR.&Cmd ({IicpTestCmds} {@commandRef}),

IicpTestCmds IICPTR:s={msRcmd | maRcmd | mfRcmd | mnRcmd | miRcmd, ...}

-— request to send\MS-Command-request to ITS Test System
msRcmd IICPTR::%={&cmdRef c-msRcmd, &cmd MSrcmd}
-— request to'seénd MA-Command-request to ITS Test System
maRcmd IICPTIRs:={&cmdRef c-maRcmd, &cmd MArcmd}
-— request Do send MF-Command-request to ITS Test System
mfRcmd ITWEPTR: :={&cmdRef c-mfRcmd, &cmd MFrcmd}
-— reguest to send MN-Command-request to ITS Test System
mnRced JIICPTR: :={ &cmdRef c-mnRcmd, &cmd MNrcmd}
-—w.equest to send MI-Command-request to ITS Test System
MmiRcmd IICPTR::={&cmdRef c-miRcmd, &cmd MIrcmd}

pt the MF-
es an [ICP

uses the

s Vital <l =C T ATITNI T [
T CHC =0t p=paaep =y

destination ITS-sculd,
cmd MS-Command-request
}
MArcmd: :=SEQUENCE {
destination ITS-sculd,
cmd MA-Command-request
}
MFrcmd: : =SEQUENCE {
destination ITS-sculd,
cmd MF-Command-request
}
MNrcmd: : =SEQUENCE {
destination ITS-sculd,
cmd MN-Command-request

}
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MIrcmd: :=SEQUENCE {
destination ITS-sculd,
cmd MI-Command-request

}

—-— acknowledgement back to the ITS test system
testIicpRs MCMDRES: :={&refMcmd 254, &Mcmd NULL}

In order to test a MX-Command-request sent by the ITS test system to the SUT, den SAP standard
ISO 24102-3 specifies a service primitive function (EchoTest) available in all MX-SAPs:

-— Test COMMAND (ping) from ITS Test System to SUT

testMF MEFSAP-CR: :={&mxref c-testMF, &MXParam EchoTest}
testMN MNSAP-CR: :={&mxref c-testMN, &MXParam EchoTest}
testMI MISAP-CR: :={&mxref c-testMI, &MXParam EchoTest}
testMS MSSAP-CR: :={&mxref c-testMS, &MXParam EchoTest}
testMA MASAP-CR: :={&mxref c-testMA, &MXParam EchoTest}

EchoTest ]:=0CTET STRING (SIZE(0..255))

These MX-Command-requests are confirmed first as part of the test procedure with an empty MX-
Command-confirm acknowledgement (ASN.1 type NULL):

-— Acknowledged of COMMAND with a NULL command

testMFConf MEFSAP-CC: :={&mxref c-testMF, &MXParam NullType}
testMNConf MNSAP-CC: :={&mxref c-testMN, &MXParam NUllType}
testMSConf MSSAP-CC::={&mxref c-testMS, &MXParam NullType}
testMAConf MASAP-CC::={&mxref c-testMA, &MXPagxram NullType}

Every laypr and entity confirms the received MX-Command-request in a unique way using an MX-
Request-rgquest, reporting the type of layer/entity andthe content contained in the EchoTest:

-— Test REQUEST replies from IUT
testMFecho MFSAP-RR::={&mxref c-tegtMFecho, &MXParam TestMFecho}

tesfiMNecho MNSAP-RR: :={&mxref ca&tfiestMNecho, &MXParam TestMNecho}
testMIecho MISAP-RR::={&mxref (cqtestMIecho, &MXParam TestMIecho}
testMSecho MSSAP-RR::={&mxref c-testMSecho, &MXParam TestMSecho}

testMAecho MASAP-RR: :={&mxref c-testMAecho, &MXParam TestMAecho}

TesfiMFecho: : =SEQUENCE {
sap INTEGER{f (709} (0..255), -- indicating MF-SAP
info EchoTest

}

TestMNecho: : =SEQUENCE {
sap INTEGER{n (78)} (0..255), -- indicating MN-SAP
info EchoTest

}

TestMIeaho: : =SEQUENCE {
sdp INTEGER{i (73)} (0..255), -- indicating MI-SAP
info EchoTest

}

TestMSecho: :=SEQUENCE {
sap INTEGER{s (83)} (0..255), -- indicating MS-SAP
info EchoTest

}

TestMAecho: :=SEQUENCE {
sap INTEGER{a (65)} (0..255), -- indicating MA-SAP
info EchoTest

}
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These MX-Request-requests are confirmed with an empty MX-Request-confirm acknowledgement
(ASN.1 type NULL):

-— Acknowledgement of REQUEST with a NULL command

testMFechoConf MFSAP-RC::={&mxref c-testMFecho, &MXParam NullType}
testMNechoConf MNSAP-RC::={&mxref c-testMNecho, &MXParam NullType}
testMSechoConf MSSAP-RC::={&mxref c-testMSecho, &MXParam NullType}
testMAechoConf MASAP-RC::={&mxref c-testMAecho, &MXParam NullType}
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